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Intended Audience

Oracle9i Application Server Administrator’s Guide is intended for anyone with an
interest in Oracle9i Application Server or the latest Internet technologies.

Documentation Accessibility

Organization

XVi

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of
assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to
evolve over time, and Oracle Corporation is actively engaged with other
market-leading technology vendors to address technical obstacles so that our
documentation can be accessible to all of our customers. For additional information,
visit the Oracle Accessibility Program Web site at

http/Amww.oracle.com/accessibility/

Accessibility of Links to External Web Sites in Documentation This
documentation may contain links to Web sites of other companies or organizations
that Oracle Corporation does not own or control. Oracle Corporation neither

evaluates nor makes any representations regarding the accessibility of these Web
sites.

This document contains:
Chapter 1, "Introduction to Application Server Administration”

This chapter serves as an introduction to application server administration and
presents a prioritized approach to managing an application server.

Chapter 2, "Concepts for Administrators”

This chapter introduces concepts for designing, installing, and managing an
application server.

Chapter 3, "Introduction to Administration Tools"

This chapter describes the Oracle9iAS Enterprise Manager Web site and the Oracle
Enterprise Manager Console.

Chapter 4, "Postinstallation Tasks"



This chapter describes the setup tasks that must be performed after each application
server installation.

Chapter 5, "Starting and Stopping the Application Server"
This chapter describes how to start and stop the application server.
Chapter 6, "Configuring HTTP Server, OC4J, and Web Cache"

This chapter describes common configuration tasks for three key components:
Oracle HTTP Server, Oracle9iAS Containers for J2EE, and Oracle9iAS Web Cache.

Chapter 7, "Component Configuration Dependencies”
This chapter describes configuration parameter dependencies between components.
Chapter 8, "Deploying Applications"

This chapter provides steps for deploying applications on Oracle9iAS Containers
for J2EE.

Chapter 9, "Monitoring HTTP Server, OC4J, and Web Cache"

This chapter discusses common monitoring tasks for three key components: Oracle
HTTP Server, Oracle9iAS Containers for J2EE, and Oracle9iAS Web Cache.

Chapter 10, "Reconfiguring the Application Server"

This chapter describes tasks for reconfiguring the application server after initial
setup, including adding installations, configuring components, and changing the
database used by a component.

Chapter 11, "Managing the Infrastructure”

This chapter describes tasks for managing the pieces of the infrastructure, including
Oracle9iAS Single Sign-On, Oracle Internet Directory, and the metadata repository.

Chapter 12, "Managing Oracle Internet Directory"

This chapter describes how to manage user privileges, group privileges, and
passwords in Oracle Internet Directory.

Chapter 13, "High Availability"

This chapter introduces high availability concepts, and describes how to design and
implement high availability for the application server.
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Chapter 14, "Application Server Clustering"

This chapter introduces clustering concepts and describes how to implement and
manage clustering.

Chapter A, "Component Descriptions"

This appendix provides a brief description of the components available in
Oracle9iAS.

Chapter B, "Hardware Requirements”

This appendix provides the minimum hardware requirements for Oracle9iAS.
Chapter C, "Metadata Repository Schemas"

This appendix lists the Oracle9iAS metadata repository schemas.

Chapter D, "Default Port Numbers and Port Ranges”

This appendix lists the default port numbers and port ranges for Oracle9iAS
components.

Chapter E, "Configuration Files and Log Files"

This appendix summarizes important configuration files and log files for
Oracle9iAS.

Chapter F, "DCM Command-Line Utility (dcmctl)"
This appendix contains information about the DCM command-line utility (dcmctl).
Chapter G, "Enterprise Manager Command-Line Utility (emctl)"

This appendix contains information about the Enterprise Manager Web site
command-line utility (emctl).

Chapter H, "Backup and Restore”
This appendix contains backup and recovery information for Oracle9iAS.
Chapter I, "Checking Oracle9iAS Version Numbers"

This appendix provides information about checking Oracle9iAS version numbers.

Related Documentation
For more information, see these Oracle resources:

« Oracle9i Application Server Documentation Library
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« Oracle9i Application Server Platform-Specific Documentation on Oracle9i
Application Server Disk 1

In North America, printed documentation is available for sale in the Oracle Store at
http://oraclestore.oracle.com/

Customers in Europe, the Middle East, and Africa (EMEA) can purchase
documentation from

http:/Amww.oraclebookshop.com/

Other customers can contact their Oracle representative to purchase printed
documentation.

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at

http:/otn.oracle.com/admin/accountimembership.html

If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://otn.oracle.com/docs/index htm
Conventions
This section describes the conventions used in the text and code examples of this
documentation set. It describes:
« Conventions in Text
« Conventions in Code Examples
« Conventions for Microsoft Windows Operating Systems
Conventions in Text
We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.
Convention Meaning Example
Bold Bold typeface indicates terms that are When you specify this clause, you create an

defined in the text or terms that appear in index-organized table.
a glossary, or both.
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Convention Meaning Example
Italics Italic typeface indicates book titles or Oracle9i Database Concepts
emphasis. Ensure that the recovery catalog and target
database do not reside on the same disk.
UPPERCASE Uppercase monospace typeface indicates  You can specify this clause only for a NUMBER
monospace elements supplied by the system. Such column.

(fixed-width)
font

lowercase
monospace
(fixed-width)
font

lowercase
italic
monospace
(fixed-width)
font

elements include parameters, privileges,
datatypes, RMAN keywords, SQL
keywords, SQL*Plus or utility commands,
packages and methods, as well as
system-supplied column names, database
objects and structures, usernames, and
roles.

Lowercase monospace typeface indicates
executables, filenames, directory names,
and sample user-supplied elements. Such
elements include computer and database
names, net service names, and connect
identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter
values.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

Lowercase italic monospace font
represents placeholders or variables.

You can back up the database by using the
BACKURommand.

Query the TABLE_NAMEolumn in the USER_
TABLESdata dictionary view.

Use the DBMS_STATSENERATE_STATS
procedure.

Enter sqlplus  to open SQL*Plus.

The password is specified in the orapwd file.

Back up the datafiles and control files in the
/diskl/oracle/dbs directory.

The department_id
and location_id columns are in the
hr.departments table.

Set the QUERY_REWRITE_ENABLED
initialization parameter to true.

, department_name

Connect as oe user.

The JRepUtil
methods.

class implements these

You can specify the parallel_clause

Run Uold_release .SQL where old_
release refers to the release you installed
prior to upgrading.

XX

Conventions in Code Examples

Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:

SELECT usemame FROM dba_users WHERE usemame ='MIGRATE;,

The following table describes typographic conventions used in code examples and

provides examples of their use.



Convention

Meaning

Example

(]

{}

Other notation

Italics

UPPERCASE

Brackets enclose one or more optional
items. Do not enter the brackets.

Braces enclose two or more items, one of
which is required. Do not enter the
braces.

A vertical bar represents a choice of two
or more options within brackets or braces.
Enter one of the options. Do not enter the
vertical bar.

Horizontal ellipsis points indicate either:

«  That we have omitted parts of the
code that are not directly related to
the example

« That you can repeat a portion of the
code

Vertical ellipsis points indicate that we
have omitted several lines of code not
directly related to the example.

You must enter symbols other than
brackets, braces, vertical bars, and ellipsis
points as shown.

Italicized text indicates placeholders or
variables for which you must supply
particular values.

Uppercase typeface indicates elements
supplied by the system. We show these
terms in uppercase in order to distinguish
them from terms you define. Unless terms
appear in brackets, enter them in the
order and with the spelling shown.
However, because these terms are not
case sensitive, you can enter them in
lowercase.

DECIMAL ( digits [, precision )

{ENABLE | DISABLE}

{ENABLE | DISABLE}
[COMPRESS | NOCOMPRESS]

CREATE TABLE ... AS subquery ;

SELECT col1 ,
employees;

col2 , ..., coln FROM

acctbal NUMBER(11,2);

acct CONSTANT NUMBER(4) = 3;

CONNECT SYSTEMystem_password
DB_NAME = database name

SELECT last_name, employee_id FROM
employees;

SELECT * FROM USER_TABLES;
DROP TABLE hr.employees;
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Convention Meaning Example

lowercase Lowercase typeface indicates SELECT last_name, employee_id FROM
programmatic elements that you supply. employees;
For example, lowercase indicates names salolus hr/hr
of tables, columns, or files. aip
Note: Some programmatic elements use a CREATE USER mjones IDENTIFIED BY tyaMU9;
mixture of UPPERCASE and lowercase.
Enter these elements as shown.
Conventions for Microsoft Windows Operating Systems
The following table describes conventions for Microsoft Windows operating
systems and provides examples of their use.

Convention Meaning Example

Choose Start > How to start a program. To start the Oracle Database Configuration

File and directory
names

C:\>

Assistant, choose Start > Programs > Oracle -
HOME_NAME > Configuration and Migration
Tools > Database Configuration Assistant.

File and directory names are not case c:\winnt"\"system32 is the same as
sensitive. The following special characters C:AWINNT\SYSTEM32
are not allowed: left angle bracket (<),

right angle bracket (>), colon (), double

quotation marks (), slash (/), pipe (]),

and dash (-). The special character

backslash (\) is treated as an element

separator, even when it appears in quotes.

If the file name begins with \\, then

Windows assumes it uses the Universal

Naming Convention.

Represents the Windows command C:\oracle\oradata>
prompt of the current hard disk drive.

The escape character in a command

prompt is the caret (*). Your prompt

reflects the subdirectory in which you are

working. Referred to as the command

prompt in this manual.
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Convention Meaning Example

The backslash (\) special character is C:\>exp scott/tiger TABLES=emp
sometimes required as an escape QUERY=\"WHERE job="SALESMAN’ and
character for the double quotation mark  sal<1600\"

(") special character at the Windows C:\>imp SYSTEM/ password

command prompt. Parentheses and the _ _
single quotation mark (*) do not require FROMUSER=scoit TABLES=(emp, depi)

an escape character. Refer to your
Windows operating system
documentation for more information on
escape and special characters.

HOME_NAME Represents the Oracle home name. The C:\> net start Oracle HOME_
home name can be up to 16 alphanumeric NAMHENSListener
characters. The only special character
allowed in the home name is the
underscore.
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Convention Meaning Example

ORACLE_HOME In releases prior to Oracle8i release 8.1.3, Go to the ORACLE_BASEFORACLE
and ORACLE _ when you installed Oracle components, HOM¥Edbms\admin  directory.
BASE all subdirectories were located under a

top level ORACLE_HOMfirectory that by

default used one of the following names:

. C:\orant  for Windows NT
« C:\orawin95 for Windows 95
. C:\orawin98  for Windows 98

This release complies with Optimal
Flexible Architecture (OFA) guidelines.
All subdirectories are not under a top
level ORACLE_HOMfirectory. There is a
top level directory called ORACLE_BASE
that by default is C:\oracle . If you
install Oracle9i release 1 (9.0.1) on a
computer with no other Oracle software
installed, then the default setting for the
first Oracle home directory is
C:\oracle\ora90 . The Oracle home
directory is located directly under
ORACLE_BASE

All directory path examples in this guide
follow OFA conventions.

Refer to Oracle9i Database Getting Starting
for Windows for additional information
about OFA compliances and for
information about installing Oracle
products in non-OFA compliant
directories.
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Introduction to Application Server
Administration

This chapter provides an introduction to Oracle9i Application Server administration
and an overview of the responsibilities of an application server administrator.

It contains the following topics:

«  Welcome

« Priorities of an Application Server Administrator
«  Whatis in this Book?

« Related Administration Documentation

Introduction to Application Server Administration 1-1



Welcome

Welcome

Welcome to Oracle9i Application Server!

Oracle9i Application Server (Oracle9iAS) is a powerful and feature-rich platform
that supports all types of Web applications and Internet standards. Whether your
application server hosts a collaborative Web site, a corporate portal, or an expansive
e-business, your role as an application server administrator is the same: to provide a
secure, available, and convenient platform for application deployers and
application users.

This book provides an introduction to application server administration and the
Oracle9iAS solutions and features that will enable you to provide a reliable and
efficient application server that meets the demands of your user community.

Priorities of an Application Server Administrator

The following tasks present a prioritized approach to managing Oracle9i
Application Server:

« Task 1: Determine Which Oracle9iAS Solutions You Require
« Task 2: Design Your Application Server

« Task 3: Install Your Application Server

« Task 4: Learn to Use the Administration Tools

« Task 5: Perform Postinstallation Tasks

« Task 6: Configure Your Application Server

« Task 7: Deploy Applications

« Task 8: Monitor Your Application Server

« Task 9: Back Up Your Application Server

« Task 10: Reconfigure Your Application Server Design

1-2 Oracle9i Application Server Administrator’'s Guide



Priorities of an Application Server Administrator

Task 1: Determine Which Oracle9 /AS Solutions You Require

Oracle9iAS offers a variety of solutions you can use to build your application server.
These solutions include J2EE and other industry-standard application support,
portals, wireless support, caching, business intelligence features, security features,
and management tools. Your first task as an administrator is to determine which
Oracle9iAS solutions your user community requires.

See Also:  Oracle9i Application Server Concepts Guide for more
information about Oracle9iAS solutions

Task 2: Design Your Application Server

Designing an application server involves determining which Oracle9iAS features to
install and configure, which hosts to use, and which databases (if any) are required
to support your application server.

See Also:  Chapter 2, "Concepts for Administrators" for an
introduction to application server design

Task 3: Install Your Application Server
You can install your application server using Oracle Universal Installer, an
easy-to-use tool that automatically installs and configures your application server.

See Also:  Oracle9i Application Server Installation Guide and the
Oracle documentation specific to your operating system

Task 4: Learn to Use the Administration Tools

Oracle9iAS provides a Web-based tool, a Java-based console, and command-line
utilities for performing management tasks, including starting and stopping the
application server, configuring the application server, deploying applications, and
monitoring the application server. These tools provide a centralized interface for
managing application servers, as well as the databases in your enterprise.

See Also:  Chapter 3, "Introduction to Administration Tools"
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Priorities of an Application Server Administrator

Task 5: Perform Postinstallation Tasks

You must perform some setup tasks after every application server installation.
These tasks include checking port allocation and configuring certain application
server features to use custom-tuned databases.

See Also:  Chapter 4, "Postinstallation Tasks"

Task 6: Configure Your Application Server

Oracle9iAS is a very flexible platform that offers many options to customize its
services. You can change passwords, add functionality, and configure a variety of
parameters including security settings, resource limits, logging features, and user
privileges.

See Also:  Chapter 6, "Configuring HTTP Server, OC4J, and Web
Cache"

Task 7: Deploy Applications

You can easily deploy and redeploy J2EE applications on Oracle9iAS using a
Web-based wizard that guides you through configuring, deploying, and securing
your application, as well as publishing its Web Services.

See Also:  Chapter 8, "Deploying Applications”

Task 8: Monitor Your Application Server

It is important to monitor your application server to identify configuration
problems and performance bottlenecks. Oracle9iAS offers centralized, graphical
monitoring tools that characterize the performance of every aspect of your
application server.

See Also:  Chapter 9, "Monitoring HTTP Server, OC4J, and Web
Cache"

Task 9: Back Up Your Application Server

You should back up configuration files, log files, applications, and data on a regular
basis. You can back up and restore Oracle9iAS using standard file system and
database backup tools and strategies.

See Also:  Appendix H, "Backup and Restore"

1-4 Oracle9i Application Server Administrator’'s Guide



What is in this Book?

Task 10: Reconfigure Your Application Server Design

Oracle9iAS is a scalable and flexible product that allows you to expand and
reconfigure your original application server design to meet changing user
requirements and increasing load.

See Also:  Chapter 10, "Reconfiguring the Application Server"

What is in this Book?

This book contains:

« Information about managing an application server as a single entity. It describes
how to design and install an application server, start and stop an application
server, and manage users, security, availability, and clustering.

« Anintroduction to managing the individual components that make up an
application server. It provides getting started information for managing
components using a centralized tool, and illustrates how to use the tool by
describing common configuration, deployment, and monitoring tasks for
several key components. It also provides information about dependencies
between components.
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Related Administration Documentation

In addition to this book, Oracle offers many other books with information about
managing Oracle9iAS. These books are listed in Table 1-1. All books are available in
the Oracle9iAS Documentation Library, except where noted.

Table 1-1 Related Administration Documentation

For information about:

See Also:

Getting Started

Oracle9iAS architecture, solutions, and features

Oracle9i Application Server Concepts Guide

Oracle9iAS performance monitoring and tuning

Oracle9i Application Server Performance Guide

Oracle9iAS security

Oracle9i Application Server Security Guide

Configuring Oracle9iAS for global application
deployment

Oraclei Application Server Globalization Support Guide

Managing Components

mod_plsql

mod_plsgl User’s Guide

Oracle HTTP Server

Oracle HTTP Server Administration Guide

Oracle Internet Directory

Oracle Internet Directory Administrator’s Guide

Oracle9iAS Clickstream Intelligence

Oracle9iAS Clickstream Intelligence Administrator’s Guide

Oracle9iAS Containers for J2EE

Oracle9iAS Containers for J2EE User’s Guide

Oracle9iAS Discoverer

Oracle9iAS Discoverer Configuration Guide

Oracle9iAS Forms Services

Oracle9iAS Forms Services Deployment Guide

Oracle9iAS Personalization

Oracle9iAS Personalization Administrator’s Guide

Oracle9iAS Portal

Oracle9iAS Portal Configuration Guide

Oracle9iAS Reports Services

Oracle9iAS Reports Services Publishing Reports to the Web

Oracle9iAS Single Sign-On

Oracle9iAS Single Sign-On Administrator’s Guide

Oracle9iAS Syndication Server

Oracle9iAS Syndication Server User’s and Administrator’s Guide

(available in the Oracle9i Developer Suite documentation
library)

Oracle9iAS Unified Messaging

Oracle9iAS Unified Messaging Administrator’s Guide

Oracle9iAS Web Cache

Oracle9iAS Web Cache Administration and Deployment Guide

Oracle9iAS Wireless

Oracle9iAS Wireless Getting Started and System Guide
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Table 1-1 Related Administration Documentation (Cont.)

For information about: See Also:

Management Tools

Oracle Enterprise Manager architecture and Oracle Enterprise Manager Concepts Guide
features

Configuring Oracle Enterprise Manager Oracle Enterprise Manager Configuration Guide
Managing Oracle Enterprise Manager Oracle Enterprise Manager Administrator’s Guide

Managing Databases

Managing the Oracle9i databases in your Oracle9i Administrator’s Guide

enterprise (available in the Oracle9i Database documentation library)
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2

Concepts for Administrators

This chapter introduces concepts for designing, installing, and managing an
application server.

It contains the following topics:

Introduction

Application Server Installations

The Oracle9iAS Infrastructure

Customer Databases

Sample Application Server Enterprises
Designing an Application Server Enterprise
Installing an Application Server Enterprise
Managing an Application Server Enterprise

Reconfiguring an Application Server Enterprise
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Introduction

Introduction

Oracle9i Application Server uses a three-tiered architecture as shown in Figure 2-1.

Figure 2—-1 Oracle9iAS Three-Tiered Architecture

Client Tier Application Server Tier Database Tier

{or Middle Tier)

A

Oracle9i Application
g Server Solutions ©
A

« The client tier contains different types of clients including Web browsers, mobile
and wireless devices, Web Services, and back-office applications. Clients send
requests to the application server tier using a variety of physical networks and
protocols.

« The application server tier, or middle tier, contains the Oracle9iAS solutions that
provide industry-standard Web applications and services. The application
server tier processes requests from the client tier. It may access or update data in
the database tier to complete a request.

« The database tier consists of databases that contain data, metadata, and business
logic.

To clients, the application server tier and database tier appear to be a single,
ever-present entity that efficiently processes requests. In reality, the application
server tier and database tier may contain many entities working together to create a
seamless platform, as shown in Figure 2-2. There may be one installation of
Oracle9iAS solutions, called an application server installation, on a single host, or
multiple application server installations on multiple hosts. There may be a central
source of user, security, and configuration information called an infrastructure. There
may be databases in the database tier, called customer databases, that collect and
process information for Oracle9iAS solutions.
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Figure 2-2 Application Server Enterprise in the Three-Tiered Architecture
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This collection of application server installations, infrastructures, and customer
databases is called an application server enterprise. The application server enterprise is
the framework within which you design, install, and manage all of the features and
solutions Oracle9i Application Server offers.

This chapter introduces the concepts and practices for managing an application
server enterprise.

Application Server Installations

An application server installation (also called a middle-tier application server
installation or middle-tier installation) is a set of Oracle9iAS solutions installed into a
single Oracle home. The Oracle9iAS solutions in an application server installation
are called components. Your enterprise can have one or more application server
installations, residing on one host or distributed across multiple hosts.

Application Server Install Types

There are four types of application server installations, or install types, each
providing a set of components. The install types are ordered, in that each contains
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all of the components in the previous install type, plus additional components. The
install types are:

J2EE and Web Cache: Provides a basic Web server that enables you to develop
and deploy Java 2 Enterprise Edition (J2EE) applications, use J2EE and Simple
Object Access Protocol (SOAP) based Web services, accelerate Web site
performance, and manage your application server with a Web-based tool.

Portal and Wireless: Enables you to deploy enterprise portals and wireless
applications. Includes all components available in the J2EE and Web Cache
install type.

Business Intelligence and Forms: Enables you to analyze clickstream data,
personalize applications, perform data analysis, generate Web-based reports,
create Discoverer public connections, configure Discoverer viewer and
Discoverer Portlet Provider, and use Forms-based applications. Includes all
components available in the Portal and Wireless install type.

Unified Messaging: Enables you to integrate different types of messages into a
single framework. Includes all of the components available in the Business
Intelligence and Forms install type.

Table 2-1, "Oracle9iAS Install Types" shows which components are provided in each
install type.
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Table 2-1 Oracle9iAS Install Types

Business
J2EE and Web | Portal and Intelligence Unified
Component Cache Wireless and Forms Messaging
Oracle HTTP Server? YES YES YES YES
Oracle9iAS Containers for J2EE YES YES YES YES
Oracle9iAS Web Cache YES YES YES YES
Oracle Enterprise Manager Web site YES YES YES YES
Oracle9iAS Portal? no YES YES YES
Oracle9iAS Wireless no YES YES YES
Oracle9iAS Discoverer® no no YES YES
Oracle9iAS Reports Services no no YES YES
Oracle9iAS Clickstream Intelligence no no YES YES
Oracle9iAS Forms Services no no YES YES
Oracle9iAS Personalization no no YES YES
Oracle9iAS Unified Messaging no no no YES

1 Oracle HTTP Server installs the following Oracle mods: mod_oc4j, mod_ossl, mod_proxy, DMS, FastCGl, HiAv
Infrastructure, Oracle9iAS Java Object Caching, SOAP, DBI/DBD, Clickstream Collector Agent.

2 Oracle9iAS Portal installs Oracle Ultra Search and Oracle9i Syndication Server.
3 Oracle9iAS Discoverer installs Discoverer Viewer, Discoverer Plus, and Discoverer Portlet Provider.

See Also:  Appendix A, "Component Descriptions" for more
information on each component
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About Configuring Components

An application server installation contains the files necessary to support all of its
components, but you do not have to configure all components.

Note: The term configure can have one of two meanings,
depending on the status of a component. The first time a
component is configured, it is initially setup to run. After that, to
configure a component means to tune component parameters. This
chapter uses the term configure to mean the initial setup of a
component.

The following components are automatically configured:
« Oracle HTTP Server (automatically configured in all install types)
« Oracle9iAS Containers for J2EE (automatically configured in all install types)

«  Oracle9iAS Web Cache (automatically configured in Portal and Wireless,
Business Intelligence and Forms, and Unified Messaging install types; optional
in the J2EE and Web Cache install type)

Other components can be configured at install time or any time after installation.
Because some components depend on each other, there are a few guidelines for
configuring them, as described in Table 2-2.

Table 2-2 Guidelines for Configuring Components

If you configure: You should configure:

Oracle9iAS Clickstream Intelligence Oracle9iAS Discoverer
Oracle9iAS Portal

Oracle9iAS Discoverer Oracle9iAS Portal

Oracle9iAS Forms Services Oracle Management Server

Note: Oracle Management Server is part of an
infrastructure installation. See "The Oracle9iAS
Infrastructure™ on page 2-7 for more

information.
Oracle9iAS Reports Services Oracle9iAS Portal
Oracle9iAS Wireless Oracle9iAS Portal
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Once you configure a component, it cannot be deconfigured, but you can remove its
functionality by not starting it when you start the rest of the components in your
installation.

The Oracle9 /AS Infrastructure

An Oracle9iAS Infrastructure is a type of installation that provides centralized
security and management services, configuration information, and data repositories
for application server installations.

An infrastructure is installed into its own Oracle home and contains the following
pieces:

Oracle9iAS Single Sign-On: This feature enables users to access multiple
accounts and applications with a single username and password, and provides
single sign-on service across your entire application server enterprise.

Oracle Internet Directory: This is an LDAP-compliant directory service that
provides centralized storage of information about users, applications, and
resources in your enterprise.

Metadata Repository: This is an Oracle9i Enterprise Edition database that
contains schemas and business logic used by application server components
and other pieces of the infrastructure.

Oracle Management Server (optional): This is required if you would like to use
Oracle Enterprise Manager Console, a Java-based interface for managing the
application server instances, databases, and applications in your enterprise.

See Also:  "About the Oracle Enterprise Manager Console” on
page 3-18 for more information

When is an Infrastructure Required?

An infrastructure is required for most install types. The one exception is a J2EE and
Web Cache installation that is not intended to use Single Sign-On or clustering.
Clustering is an operation that involves joining application server installations
together to share configuration parameters and application deployment.

See Also:  Chapter 14, "Application Server Clustering”

Table 2-3 summarizes the infrastructure requirements for application server install
types. The infrastructure must be installed before any middle-tier application server
installations that are going to use it.
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Table 2-3 Infrastructure Requirements for Application Server Install Types

Application Server Install Type Infrastructure Required?

J2EE and Web Cache (not using Oracle9iAS Single No
Sign-On or clustering)

J2EE and Web Cache (using Oracle9iAS Single Sign-On  Yes
or clustering)

Portal and Wireless Yes
Business Intelligence and Forms Yes
Unified Messaging Yes

How Infrastructure Pieces Work Together

The pieces of an infrastructure work together as follows:

« Oracle9iAS Single Sign-On stores user information in Oracle Internet Directory.
« Oracle Internet Directory uses the metadata repository as its back-end database.
« Oracle Management Server uses the metadata repository to store information

Figure 2-3 shows the relationship between the pieces of an infrastructure. Note that
all pieces of the infrastructure are installed into a single Oracle home.
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Figure 2-3 Relationship Between Pieces of an Infrastructure
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How Application Server Installations Use An Infrastructure

Application server installations and their components use an infrastructure in the
following ways:

« Components and applications use the Single Sign-on service provided by
Oracle9iAS Single Sign-On.

« Application server installations and components store configuration
information and user and group privileges in Oracle Internet Directory.

« Components use schemas that reside in the metadata repository.

Configuring an Application Server Installation to Use an Infrastructure

You can configure an application server installation to use an infrastructure at the
following times:

« During the installation of any application server install type. The Oracle
Universal Installer guides you through this and it is required for all install types
except J2EE and Web Cache.
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« After the installation of a J2EE and Web Cache install type. You can associate a
J2EE and Web Cache install type with an infrastructure at any time if you want
to use Single Sign-On or clustering.

Figure 2-1 shows the convention used throughout this book to depict an application
server installation using an infrastructure. Note that the application server
installation and the infrastructure are each installed into their own Oracle home and
may reside on a single host or on separate hosts.

Figure 2—-4  Application Server Installation Using an Infrastructure
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Customer Databases

Most Oracle9iAS components use schemas in the metadata repository. However,
several components require their schemas to be co-resident with customer data in a
specially-tuned database called a customer database. Customer databases are Oracle
databases that reside on any system in your enterprise.

Components that Require a Customer Database
The following components require a customer database:
«  Oracle9iAS Discoverer
«  Oracle9iAS Personalization
«  Oracle9iAS Unified Messaging

If you configure any of these components during installation, their setup and
configuration will not be complete at the end of installation. You need to take
additional steps to install and tune a customer database, load schemas into the
database, and finish configuring the component to use the customer database.

If you configure any of these components after installation, you will take the same
steps to install and tune a customer database, load schemas into the database, and
configure the component to use the customer database.

Components that Can Use a Metadata Repository or Customer Database
The following components can use a metadata repository or a customer database:
« Oracle9iAS Clickstream Intelligence
« Oracle9iAS Portal

If you configure either of these components during installation, they are
automatically configured to use the metadata repository and are completely
configured and running at the end of installation.

If you configure either of these components after installation, you can use the
metadata repository or a customer database. If you use a customer database, you
must install and tune the database and load schemas into it as part of the
configuration.
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Depiction of a Component Using a Customer Database

When you configure an individual component to use a customer database, it does
not affect the rest of the components in the installation; they still use the metadata
repository. Figure 2-5 shows the convention used throughout this book to depict a
component using a customer database. In this figure, all components within the
application server installation on Host 1 use the metadata repository on Host 2,
except Clickstream, which uses a customer database on Host 3.

Figure 2-5 A Component Using a Customer Database

Host 2

ORACLE_HOMEZ2

Infrastructure

Oracle9iAS
Single Sign-On

Oracle
Internet
Directory

Host 1

ORACLE_HOME1

Metadata

Business

Intelligence Reposito
and
Forms
Clickstream! N Oracle .
Server
Host 3
Customer
Database
Containing
IClickstrea
Schemas

2-12 Oracle9i Application Server Administrator’'s Guide



Sample Application Server Enterprises

Sample Application Server Enterprises

This section shows sample application server enterprises that illustrate the
configuration options discussed in this chapter.

Figure 2-6 depicts the simplest application server enterprise: a single J2EE and Web
Cache installation with no infrastructure. This installation cannot use Single
Sign-On or clustering; however, it is a fully functional J2EE platform with caching
capabilities.

Figure 2—-6 Single J2EE and Web Cache Installation
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Figure 2-7 depicts two application server installations on one host. In this design,
both install types are J2EE and Web Cache that do not use Single Sign-On or
clustering, so no infrastructure is required. Note that you can mix different install
types on the same host. For example, you can install J2EE and Web Cache and
Portal and Wireless on the same host.

Figure 2—7 Two J2EE and Web Cache Installations
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Figure 2-8 shows two J2EE and Web Cache installations on a single host and both
use an infrastructure on another host. These application server installations can use
Single Sign-On services and clustering because they are associated with an
infrastructure. Note that the infrastructure could be on the same host as the J2EE
and Web Cache installations, with all three installations using a different Oracle
home.

Figure 2-8 Two J2EE and Web Cache Installations with an Infrastructure
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Figure 2-9 shows that two different install types can exist on the same host. Host 1
contains a J2EE and Web Cache installation and a Portal and Wireless installation. It
also shows that installations on multiple hosts can use the same infrastructure. The
installations on Hostl and Host 3 all use the same infrastructure on Host 2.

Figure 2-9 Installations on Multiple Hosts Using the Same Infrastructure
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Figure 2-10 depicts a single component using a customer database. In this design,
all components in the application server installations on Host 1 and Host 3 use the
metadata repository on Host 3, except the Clickstream component on Host 2.
Clickstream uses the customer database on Host 4.

Figure 2-10 Component Using a Customer Database

Host 3

Host 1
ORACLE_HOME3

ORACLE_HOME1

J2EE
and

Infrastructure

Oracle9iAS
Single Sign-On

Web Cache

Oracle
Internet

ORACLE_HOMEZ2 Directory

Portal
and
Wireless

Oracle

Host 2

Server

ORACLE_HOME4
Host 4

Business
Intelligence
and |

Forms

Clickstream ! Customer
Database

Containing

IClickstrea

Schemas

Concepts for Administrators  2-17



Designing an Application Server Enterprise

Designing an Application Server Enterprise

This section describes the following steps for designing an application server
enterprise:

« Step 1. Choose Your Application Server Install Types

« Step 2: Choose Which Components to Configure

« Step 3: Determine Your Infrastructure Requirements

« Step 4: Choose Your Hosts

« Step 5: Determine Your Customer Database Requirements

« Step 6: Draw Your Application Enterprise Design

Step 1: Choose Your Application Server Install Types

Determine which of the following application server install types you would like to
install:

« J2EE and Web Cache

« Portal and Wireless

« Business Intelligence and Forms
« Unified Messaging

Remember, you can start with a single installation and add more installations later.

Step 2: Choose Which Components to Configure

Choose the components you would like to configure. You do not need to configure
all components at install time because you can configure components after
installation. Also, if you want to use Oracle9iAS Clickstream Intelligence or
Oracle9iAS Portal with a customer database, do not configure them during
installation; configure them after installation.
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Step 3: Determine Your Infrastructure Requirements
If you intend to use any of the following install types, you require an infrastructure:

J2EE and Web Cache (using Oracle9iAS Single Sign-On or clusters)
Portal and Wireless
Business Intelligence and Forms

Unified Messaging

You must configure Oracle9iAS Single Sign-On, Oracle Internet Directory, and the
metadata repository in your infrastructure. If you intend to use Oracle Enterprise
Manager Console, Oracle9iAS Forms Services, or Oracle9iAS Interconnect you
should also configure Oracle Management Server.

See Also: Itis possible to leverage from an existing Oracle
Internet Directory in your enterprise. Refer to Oracle Internet
Directory Administrator’s Guide before proceeding with these steps.

Step 4: Choose Your Hosts

Choose the hosts you will use for application server installations and, optionally, an
infrastructure. The following guidelines apply to choosing a host:

Make sure each host satisfies the operating system and hardware requirements
for the installations you intend to put on it. It is recommended that you install
an infrastructure on a different host than your application server installations,
but you can install an infrastructure and an application server on the same host
if the host meets the minimum hardware requirements.

See Also:  Oracle9i Application Server Installation Guide and
platform-specific installation guides for more information

The hosts you use must have a fixed IP address and hostname. They cannot use
a dynamic IP address management system such as DHCP.

Consider whether you want to distribute application server installations over
multiple hosts to implement high-availability schemes or clustering.

See Also:  Chapter 13, "High Availability" and Chapter 14,
"Application Server Clustering"” for more information
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Step 5: Determine Your Customer Database Requirements

If you intend to configure any of the following components, you must provide a
customer database:

« Oracle9iAS Discoverer
« Oracle9iAS Personalization
« Oracle9iAS Unified Messaging

If you intend to configure the following components, you can configure them to use
a metadata repository during installation or you can configure them to use a
customer database after installation:

« Oracle9iAS Clickstream Intelligence (it is recommended that you use a
customer database for Clickstream if you intend to acquire and store a large
amount of data)

« Oracle9iAS Portal

Customer databases can be databases that already exist in your data center, or can
be newly installed for use with the application server. In either case, you must make
sure that they allow remote access by SYS so components can load data into them.
They must be the appropriate version and be properly tuned for the component
they support.

See Also:  Some components require an Oracle9i database and
some will work with an Oracle8i database. See component
administration guides for information on customer database
requirements.

Step 6: Draw Your Application Enterprise Design

After completing the preceding steps, you should be able to draw an application
server enterprise design similar to the ones shown in this chapter. You are now
ready to install your application server enterprise.
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Installing an Application Server Enterprise

The Oracle Universal Installer guides you through installing and configuring your
application server enterprise. This section discusses rules and concepts you should
be familiar with before installing an application server, including:

Oracle Homes

Oracle Homes

Coexistence With Other Products
Port Allocation

Primary and Secondary Installations

About Infrastructure Association

See Also:  Oracle9i Application Server Installation Guide for
complete installation instructions

The following rules apply to Oracle homes used by application server installations
and infrastructures:

You must install each application server installation in its own Oracle home. No
other products can be installed in that Oracle home, except Oracle9i Developer
Suite (Oracle9iDS).

You must install an infrastructure in its own Oracle home. No other products
(including Oracle9i Developer Suite) can be installed in that Oracle home.

You can install multiple application server installations and infrastructures on
the same host. Each must have its own Oracle home.

You must use the same operation system user account when installing
application server installations and infrastructure on the same host. For
example, if you log in as the user "oracle" to perform the first installation on a
host, you must log in as "oracle" to perform all subsequent installations on that
host.

Coexistence With Other Products

This section describes how application server installations and infrastructures can
coexist with other products on the same system:

You can install application server installations and infrastructures on a host that
has other Oracle databases and pre-9.0.2 versions of Oracle application servers.
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Port Allocation

Each product must have its own Oracle home and use different ports. Note that
the host must have sufficient hardware to support multiple installations.

The metadata repository is always configured to use port 1521 and has a
service name of the form iasdb. host . domain (for the first infrastructure on a
host) and iasdb x.host.domain  for any subsequent infrastructures on that
host). You should never change these values. If you have another database on
the host using the same service name, you must change it before installing the
metadata repository.

If you have another application on the host using port 1521, you must do one of
the following before installing the infrastructure:

— If the other application is an Oracle Net listener using an Oracle9i database,
no action is required. The metadata repository will use the existing Oracle
Net listener.

— If the other application is an Oracle Net8 listener using an Oracle8i
database, you must change the Net8 listener to use a different port than
1521, or you must upgrade it to the Oracle9i Net listener that runs with the
metadata repository.

See Also:  Oracle9i Application Server Installation Guide for
instructions on upgrading an existing Net8 listener

— If the other application is not an Oracle Net or Oracle Net8 listener,
reconfigure it to use a different port.

The application server automatically assigns port numbers for many services
during installation. It chooses port numbers from a set of default port numbers and
port ranges.

See Also:  Appendix D, "Default Port Numbers and Port Ranges"

During installation, the application server assigns unique port numbers in the
following ways:

It internally tracks the port numbers used by all application server installations
and infrastructures (running or not running) on a host and will not use the
same port number twice.
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« It performs a system check to determine if any non-Oracle9iAS processes are
running on the port.

Despite this strategy, a port conflict may still occur between the application server
and a non-Oracle9iAS process that was not running during the application server
installation. Oracle recommends that you review the application server port
numbers assigned during installation to determine if there are any port conflicts
with the rest of your system.

See Also:  "Task 2: Check for Port Conflicts" on page 4-3

Primary and Secondary Installations

If you install multiple application server installations and infrastructures on one
host, the first installation is called the primary installation. All succeeding
installations on that host are called secondary installations.

Primary installations are unique because they contain the configuration information
and password for Enterprise Manager Web site, the Oracle9iAS management tool.
When you install a primary installation, you are asked to set the ias_admin
password. The ias_admin user is required to use the Enterprise Manager Web site.
The ias_admin password is the same for all installations on one host and you
must supply it when you install any secondary installations on a host.

See Also:  "About the Oracle Enterprise Manager Web Site" on
page 3-2 for more information

About Infrastructure Association

Once a middle-tier installation is associated with an infrastructure, all subsequent
middle-tier installations on the same host will be associated with that infrastructure.
This section describes some possible scenarios:

= Scenario 1:
1. Install an infrastructure on Host A.

2. Install Portal and Wireless on Host B and associate it with the infrastructure
on Host A.

3. Install J2EE and Web Cache on Host B. If you choose to use an
infrastructure, it will automatically use the infrastructure on Host B.

= Scenario 2:

1. Install an infrastructure on Host A.
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Install Portal and Wireless on Host B and associate it with the infrastructure
on Host A.

Install Business Intelligence and Forms on Host B. It will automatically use
the infrastructure on Host A.

Scenario 3:

Install an infrastructure on Host A.

Install J2EE and Web Cache on Host A and choose to use an infrastructure.
You can choose the infrastructure on Host A or any other infrastructure.

Install Portal and Wireless on Host A. It will automatically use the same
infrastructure that the J2EE and Web Cache installation uses.

Scenario 4:

Install an infrastructure on Host A.

Install a J2EE and Web Cache on Host B. Do not choose to use an
infrastructure.

Install Portal and Wireless on Host B and associate it with the infrastructure
on Host A. The J2EE and Web Cache installation will continue to not use an
infrastructure. Any subsequent middle-tier installations will automatically
use the infrastructure on Host A.

Managing an Application Server Enterprise

Once you have installed your application server, you can start managing it. This
section introduces the entities that play a primary role in managing the application
server. These entities are discussed throughout this book and are as follows:

Application Server Instances
Component Instances
Farms

Clusters

Application Server Instances

An application server instance is the set of processes required to run the configured
components within an application server installation. There can only be one
application server instance per application server installation. The terms installation
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and instance are sometimes used interchangeably; however, it is important to
remember that an installation is the set of files installed into an Oracle home and an
instance is the set of processes associated with those files.

All application server instances have a name, which you set during installation. You
can use this name to identify the instance when using the Oracle9iAS management
tools. The hostname is appended to the name you supply to form the instance
name. For example, if you assign the name iasl to an instance on host
myserver.mycompany.com , the instance name is

iasl .myserver.mycompany.com

Concepts for Administrators  2-25



Managing an Application Server Enterprise

Component Instances

A component instance is the set of processes required to run a component within an
application server instance. When you configure a component, either during
installation or after installation, one or more component instances are created that
you can use to start, stop, and manage the component. This section contains the
following two tables that describe component instances:

« Table 2-4, "Component Instances in Application Server Installations"

« Table 2-5, "Component Instances in Infrastructures”

Table 2-4 Component Instances in Application Server Installations

Component
Install Type Instance Description
J2EE and Web Cache BC4J Business Components for Java. Thisis a

framework for building applications
and is deployed to the OC4J_home
instance.

Clickstream Collector

Clickstream Collector Agent. Although
Clickstream is a part of the Business
Intelligence and Forms install type, the
Clickstream Collector Agent is included
with every install type. It collects data
from the HTTP Server for Clickstream
analysis. You can only use the
Clickstream Collector if you are using
Clickstream.

HTTP Server

Oracle HTTP Server instance.

JServ The Java servlet environment in HTTP
Server. This component can only be
configured after installation.

0OC4J)_Demos An OC4]J instance that contains OC4J
demos.

OC4)_home The default OC4J instance that is

created when OC4J is configured. You
can use this to deploy applications.

Additional OC4J

You can create additional OC4J

Instances instances after installation and assign
them a name.
Web Cache Oracle9iAS Web Cache instance.
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Table 2-4 Component Instances in Application Server Installations (Cont.)

Component
Install Type Instance Description
Portal and Wireless OC4)_Portal An OC4J instance that contains a servlet

(includes all component
instances in J2EE and Web

Cache)

to support Portal.

OC4J Wireless

An OC4J instance that contains a servlet
to support Wireless.

Portal Oracle9iAS Portal instance.
Single Sign-On Oracle9iAS Single Sign-On instance.
Wireless Oracle9iAS Wireless instance.
Business Intelligence and  Clickstream Oracle9iAS Clickstream Intelligence
Forms (includes all instance.
component instances in ; - - -
Portal and Wireless) Discoverer Oracle9iAS Discoverer instance.
Forms Oracle9iAS Forms Services instance.

OC4)_BI_Forms

An OC4J instance that runs servlets that
support Discoverer, Clickstream,
Forms, Personalization, and Reports.

Personalization

Oracle9iAS Personalization instance.

Reports

Oracle9iAS Reports Services instance.

Unified Messaging

(includes all component
instances in Business
Intelligence and Forms)

Unified Messaging

Oracle9iAS Unified Messaging instance.
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Table 2-5 Component Instances in Infrastructures

Component
Install Type Instance Description
Infrastructure BC4J Business Components for Java. This
instance is not used by the
infrastructure.

Clickstream Collector Clickstream Collector Agent. This
instance is not used by the

infrastructure.
HTTP Server Oracle HTTP Server instance.
Internet Directory Oracle Internet Directory
OC4)_DAS An OC4]J instance that provides the

Delegated Administration Service for
Oracle Internet Directory.

OC4J)_Demos An OC4]J instance that contains OC4]
demos. This instance is not used by the
infrastructure.

OC4J)_home The default OC4J instance. This
instance is not used by the
infrastructure.

Single Sign-On Oracle9iAS Single Sign-On

Farms

A farm is a set of one or more application server instances that use the same
metadata repository. Exactly one farm is associated with a metadata repository and
it has a name of the form host . port . sid , where host is the fully qualified name
of the host on which the metadata repository resides, port is the metadata
repository listener port, and sid is the metadata repository service id. An example
of a farm name is myserver.mycompany.com.1521.iasdb

The main purpose of a farm is that it designates a set of application server instances
that share a repository of configuration and deployment information within the
same metadata repository, and are therefore eligible to be clustered together.
Clustered instances must share configuration and application information, and
membership in a farm enables instances to share information.
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Clusters

A cluster is a collection of application server instances with identical configuration
parameters and application deployment. Clusters enforce homogeneity between
member instances so that a cluster of application server instances appears and
functions as a single instance. With appropriate front-end load balancing, any
instance in a cluster can serve client requests. Only J2EE and Web Cache install
types can be clustered.

See Also:  Chapter 14, "Application Server Clustering" for more
information

Reconfiguring an Application Server Enterprise

Once your application server is up and running, you may find you need to
reconfigure it to provide more functionality or increase its capacity. You can
reconfigure your application server in the following ways:

Configure Components: You can add functionality by configuring components
that were not configured at install time.

Extend application server installations: You can extend an application server
installation by installing a higher install type in the same Oracle home. For
example, you can extend a Portal and Wireless installation to a Business
Intelligence and Forms installation or a Unified Messaging installation.

Add an infrastructure: You can add your first infrastructure to your application
server enterprise in order to enable Single Sign-On or clustering for existing
J2EE and Web Cache installations, or you can add a second infrastructure if the
load on the metadata repository is too great.

Associate an instance with an infrastructure (join a farm): You can associate a
J2EE and Web installation with an infrastructure, thereby adding it to a farm.

Change the Database Used By a Component: You can change the database
used by an individual component. This is usually done for migration purposes.

See Also:  Chapter 10, "Reconfiguring the Application Server" for
details on how to perform the operations described in this section
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This chapter introduces the Oracle9i Application Server administration tools.

It contains the following topics:

Introduction
About the Oracle Enterprise Manager Web Site
About the Oracle Enterprise Manager Console

Using the Console with the Oracle Enterprise Manager Web Site
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Introduction

This chapter introduces the tools you can use to manage your Oracle9iAS
environment. The primary tool for managing Oracle9iAS—as well as your entire
Oracle environment—is Oracle Enterprise Manager.

Many Oracle users are familiar with the Oracle Enterprise Manager Console, which
is designed to reduce the complexity of managing your Oracle Database Server as
well as the network components, software, and hardware that support your Oracle
environment.

With Oracle9iAS Release 2, Oracle introduces the Oracle Enterprise Manager Web
site, which is designed specifically to help you manage Oracle9i Application Server.

Together, the Oracle Enterprise Manager Console and the Oracle Enterprise
Manager Web site provide a complete set of efficient tools to reduce the cost and
complexity of managing your enterprise.

About the Oracle Enterprise Manager Web Site

The Oracle Enterprise Manager Web site provides Web-based management tools
designed specifically for Oracle9iAS. Using the Web site, you can monitor and
configure the components of your Oracle9i Application Server installations. You can
deploy applications, manage security, and create and manage Oracle9i Application
Server clusters.

The Oracle Enterprise Manager Web site consists of:
« The Enterprise Manager Home Pages you use to manage Oracle9iAS

These Web pages provide you with a high-level view of your Oracle9i
Application Server environment. For more information, see "Introducing the
Enterprise Manager Home Pages" on page 3-3.

« The underlying software technologies that keep track of your application server
instances and components

These technologies automatically perform many management tasks. For
example, they discover the components of each application server instance,
gather and process performance data, and provide access to application
configuration information. For more information, see "About the Underlying
Technologies” on page 3-17.
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Introducing the Enterprise Manager Home Pages

Oracle9iAS provides a wide variety of software solutions designed to help you run
all aspects of your business. As a result, you will want to manage Oracle9iAS from
different levels of detail. At times, you may want to manage a set of application
server instances to compare their performance; or, you may find it efficient to
combine multiple instances into an Oracle9iAS cluster.

At other times, you will want to manage an individual application server instance
or a specific component--or even a specific Web application used to run your
business or support your customers.

Further, different administrators may specialize in managing specific aspects of
your Oracle9iAS environment. One administrator may monitor your J2EE
application deployments. Another may be responsible for managing your
implementation of Oracle9iAS Portal.

To support these multiple levels of management, Oracle introduces the Oracle
Enterprise Manager Home Pages. Each Home Page provides the information you
need to monitor the performance and availability of Oracle9iAS from a particular
level of management detail. Selected Home Pages also provide tools for configuring
your Oracle9iAS components.

From each Home Page, you can obtain high-level information or you can drill down
to get more specific information about an instance, component, or application.

Consider the following Home Pages that are available when you use the Oracle
Enterprise Manager:

« Use the Oracle9iAS Farm Home Page to view a set of related application
server instances on your network and to create clusters that speed up the
configuration and deployment of your Web applications. For more
information, see "Using the Oracle9iAS Farm Home Page" on page 3-7.

« Use the Oracle9iAS Instance Home Page to manage all aspects of an
individual application server instance. For more information, see "Using the
Oracle9iAS Instance Home Page" on page 3-5.

« Drill down to a component Home Page to monitor or configure an
individual component of the application server. For example, use the Oracle
HTTP Server Home Page to monitor the performance of your Web server, or
use the Oracle Containers for J2EE (OC4J) Home Page to deploy a custom
Web-based application. For more information, see "Using an Oracle9iAS
Component Home Page" on page 3-8.
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Getting Started with the Oracle Enterprise Manager Web Site

To view the Oracle Enterprise Manager Web site, click Log on to Oracle Enterprise
Manager on the Oracle9iAS Welcome page.

You can access the Welcome Page by pointing your browser to the HTTP Server
URL for your installation. For example, the default HTTP Server URL is:

http://  hostname 7777
You can also go directly to the Oracle Enterprise Manager Web site using the
following instructions:
1. Enter the following address in your Web browser:
http://  hostnanme: <port_number>/
For example, if you installed Oracle9i Application Server on a host called
SYS12, you would enter the following address in your Web browser:
http://SYS12:1810

Note: Experienced administrators can modify the default port, but
in most cases, the port specified for the Oracle Enterprise Manager
Web site is 1810.

2. Enter the Oracle9i Application Server administrator username and password.

The username for the administrator user is ias_admin . The password is
defined during the installation of Oracle9iAS.

3. Click OK.

Depending upon the components you configured and the choices you made
during the Oracle9iAS installation, Enterprise Manager displays the
appropriate Home Page.

The initial Home Page varies depending upon whether or not you installed an
Oracle9iAS Infrastructure. For more information about the options available
when installing Oracle9iAS, see the Oracle9i Application Server Installation Guide.

Table 3-1 describes the Enterprise Manager Home Pages that might be used as a
starting point when you first browse to the Oracle Enterprise Manager Web site.
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Table 3-1 Enterprise Manager Home Pages for Managing Oracle9iAS

Enterprise Manager
Home Page

Description

Oracle9iAS Instance Home
Page

Oracle9iAS Farm Home
Page

Application Servers Home
Page

Use this Home Page to monitor and configure a single
application server instance.

For more information, see "Using the Oracle9iAS Instance
Home Page" on page 3-5.

The Instance Home Page is the first page you see if you have
installed a single application server instance that is not
associated with an Oracle9iAS Infrastructure.

Use this Home Page to view a list of all the application server
instances associated with a particular Oracle9iAS
Infrastructure.

For more information, see "Using the Oracle9iAS Farm Home
Page" on page 3-7.

The Farm Home Page is the first page you see if you have
installed one or more application server instances that are
associated with a common Oracle9iAS Infrastructure.

The Farm Home Page is also the first page you see when you
view the Web site on a host where the Oracle9iAS
Infrastructure has been installed.

Use this page to view a list of the application server instances
installed on the current host. Click the name of an instance to
drill down and display the Oracle9iAS Instance Home Page,
or—if the instance you select is associated with an Oracle9iAS
Infrastructure—click Farm to display the Oracle9iAS Farm
Home Page.

This is the first Home Page you see if you have installed more
than one application server instance on the host and one or
more of the instances are not associated with an infrastructure.

Using the Oracle9 JAS Instance Home Page

From the Oracle9iAS Instance Home Page (Figure 3-1), you can start and stop the
application server instance, monitor the overall performance of the server, and
review the components of the server. You can also drill down and examine the
performance of a particular component and configure the component.
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Figure 3—1 Oracle9iAS Instance Home Page
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If you scroll down the page, the Home Page provides a table that lists the
components of the application server. From this table, you can also get a snapshot of
how each individual component is performing.

From the System Components table, you can display a Home Page for each
component of the application server.

Depending upon the options you have installed, the Administration section of the
Oracle9iAS Instance Home Page provides additional features that allow you to
perform the following tasks:

= Associate the current instance with an existing Oracle9iAS Infrastructure.

« Configure additional Oracle9iAS components that have been installed, but not
configured

« Change the password or default schema for a component

For more information, click Help at the top of the Oracle9iAS Instance Home Page.
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Using the Oracle9 /AS Farm Home Page

If your application server instance is associated with an Oracle9iAS Infrastructure,
your start page for the Oracle Enterprise Manager Web site is the Oracle9iAS Farm
Home Page (Figure 3-2).

For more information about installing the Oracle9iAS Infrastructure, see the Oracle9i
Application Server Installation Guide.

The Farm Home Page displays a list of the standalone application server instances
and Oracle9iAS clusters associated with your Oracle9iAS Infrastructure. Standalone
instances are application server instances that are not part of an Oracle9iAS cluster.

= You can associate a particular application server instance with the Infrastructure
using the Use Infrastructure link on the Oracle9iAS Instance Home Page.

See Also: "Associating an Instance with an Infrastructure (Joining
a Farm)" on page 10-4

Using the Farm Home Page, you can perform the following tasks:

« Manage multiple application server instances on multiple hosts

« Drill down to the Oracle9iAS Instance Home Page for each instance

« Create and manage Oracle9i Application Server clusters

See Also:  Chapter 14, "Application Server Clustering"” for more
information about Oracle9iAS clusters
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Figure 3-2 The Oracle9iAS Farm Home Page
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Using an Oracle9 /AS Component Home Page

Oracle9iAS component Home Pages vary from one component to another. That is
because each component has different monitoring and configuration requirements.
However, most of the component Home Pages has the following common elements:

A general information section that includes an icon that indicates the current
state of the component and provides buttons for starting and stopping the
component (if applicable).

Status information, including CPU and memory usage information, so you can
get a snapshot of how the component is performing.

Component-specific information, such as a list of virtual hosts on the HTTP
Server Home Page or a list of deployed applications on the OC4J) Home Page.

Links to administrative functions where appropriate, so you can modify the
configuration of selected components. In many cases, this means you can use a
graphical user interface to modify complex configuration files.
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For more information about monitoring Oracle9iAS components, see Chapter 9,
"Monitoring HTTP Server, OC4J, and Web Cache". For information about
configuring Oracle9iAS components, see Chapter 6, "Configuring HTTP Server,
OC4), and Web Cache".

Using the Enterprise Manager Web Site Online Help

At any time while using the Enterprise Manager Web site, you can click Help at the
top of the page to get more information. In most cases, the Help window displays a
help topic about the current page. Click Help Contents in the Help window to
browse the list of help of topics or to search for a particular word or phrase.

Starting and Stopping the Oracle Enterprise Manager Web Site

To use the Oracle Enterprise Manager Home Pages, you must start the Oracle
Enterprise Manager Web site. The Web site is automatically started after you install
the application server. You must start it manually after each system reboot, or create
a script to automatically start it during system boot.

The following sections describe how to:

« Confirm that the required DISPLAY environment variable is set properly if you
are using a UNIX system

« How to start, stop, and check the status of the Enterprise Manager Web site on
UNIX and Windows systems

Setting the DISPLAY Environment Variable on UNIX Systems

Before you start the Oracle Enterprise Manager Web Site, you must be sure that the
X Server software on your UNIX system is properly configured. Specifically, you
must define the DISPLAY environment variable. This variable is required for the X
Server software.

In most cases, the X Server software will be configured properly, but if you need to
set the DISPLAY variable, use the following instructions:

1. Login to the host that is running the Enterprise Manager Web Site.
2. Set the DISPLAY environment variable as follows:

If you are using ksh or sh, issue the following commands:

$ DISPLAY= hostname :0.0; export DISPLAY

If you are using csh or tcsh , issue the following commands:
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% setenv DISPLAY  hostname :0.0
In the examples, replace hostname with the name of a valid host running the X
Server software.

3. If necessary, log in to the host you specified in Step 2 and make sure that X
Server host you specified will allow remote access.

You allow remote access by entering the following command:

% xhost +

Starting and Stopping the Enterprise Manager Web Site on UNIX

If you need to start or stop the Oracle Enterprise Manager Web site on a UNIX
system, use the commands shown in Table 3—4.

Table 3-2 Starting and Stopping the Management Server

If you want to... Enter the command...
Start the Enterprise Manager emctl start

Web site

Stop the Enterprise Manager emctl stop

Web site

Enterprise Manager prompts you for the ias_admin
management password.

Note: If you are stopping the Enterprise Manager Web
site because you are changing the ias_admin password,
the password you enter here is the original password.

Verify the status of the emctl status
Enterprise Manager Web site

The emctl command is available in the ORACLE _HOM#&in  directory after you
install Oracle9iAS.

Note: If you have more than one Oracle home installed on your
host computer, the Oracle home you installed first contains the
active Oracle Enterprise Manager. The emctl command associated
with the first Oracle home starts and stops the Web site on this host.
To locate the active Oracle Enterprise Manager, view the contents of
the file /var/opt/oracle/emtab
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You can verify the Enterprise Manager Web site is started by pointing your browser
to the Web site URL. For example:

http://  hostname :1810

Stopping the Enterprise Manager Web Site Process on UNIX

If you have trouble stopping the Enterprise Manager Web site, you can use the
following procedure to locate and stop the Enterprise Manager Web site process on
your UNIX system. For example, use this procedure if you have changed the
ias_admin password and you do not have the original password:

1. Enter the following command at the UNIX command prompt to locate the
process ID for the Enterprise Manager Web site:

$ /usr/uch/ps auxww | grep EMDROOT

2. Note the process ID number that the command returns.
3. Use the following command to stop the process:

$ kill <process_number>

Starting and Stopping the Enterprise Manager Web Site on Windows

To start or stop the Enterprise Manager Web site on Windows, use the Services
control panel. The name of the service is in the following format:

Oracle ORACLE_HOM\website

For example, if the name of the Oracle Home is OraHome902, the service name is:
OracleOraHome902EMWebsite

The Services control panel shows you the status of the service and indicates the
method used to start the service. You can then select the service name and use the
controls on the Services window to start and stop the service. When you stop the

service, the Services control panel displays a dialog box asking for the ias_admin
password.

You can also start or stop the service using the following command line:
netstat  WEB_SITE_SERVICE NAME

For example:

net start OracleOraHome902EMWebsite
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Changing the ias_admin Password

The ias_admin password is required to use the Enterprise Manager Web site. You
can change the ias_admin user password in the following ways:

Using Oracle Enterprise Manager Web Site

Using the emctl Command-Line Tool

Warning:  If you use an infrastructure, you must adhere to the
Oracle Internet Directory password policy when setting the
ias_admin password. This is because, even though the ias_admin
password is not stored in Oracle Internet Directory, it may be
used to set component passwords within Oracle Internet
Directory. The default password policy is a minimum of five
characters, with at least one numeric character. For more
information see "Password Policies" on page 12-18.

Using Oracle Enterprise Manager Web Site
To change the ias_admin user password using Oracle Enterprise Manager Web

site:

1.

Navigate to the Instance Home Page. Select Preferences in the top right corner.
This displays the Change Password Page.

Enter the new password and new password confirmation. Click OK. This resets
the ias_admin password for all application server installations on the host.

Restart the Oracle Enterprise Manager Web site.

For more information, see "Starting and Stopping the Oracle Enterprise
Manager Web Site" on page 9.

Using the emctl Command-Line Tool
To change the ias_admin user password using a command-line tool:

1.

Enter the following command in the Oracle home of the primary installation
(the first installation on the host):

(UNIX) ORACLE_HOMBBin/emctl set password new_password
(Windows) ORACLE_HOMgn\emctl set password new_password
For example:
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(UNIX) ORACLE_HOMtin/emctl set password m5b8r5
(Windows) ORACLE_HOM#\emctl set password m5h8r5

2. Restart the Enterprise Manager Web site.

For more information, see "Starting and Stopping the Oracle Enterprise
Manager Web Site" on page 9.

Enabling Enterprise Manager Web Site Security

Oracle strongly recommends that you use the Secure Socket Layer (SSL) protocol
and HTTPS for all connections to the Oracle Enterprise Manager Web site. There are
two methods for setting up the Enterprise Manager Web site for secure connections:

« Using SSL For Your Testing Environment
« Using SSL for Your Production Environment

The following sections describe these methods in detail.

Note: The emctl command used in the following procedures is
located in the following directory:

(UNIX) ORACLE_HOMi#in
(Windows) ORACLE_HOM#n

Using SSL For Your Testing Environment

In your testing or development environment, you can enable SSL for the Enterprise
Manager Web site without performing any significant configuration steps.
However, this method of enabling security is based on a standard SSL Server
Identity that is not trustworthy. Consider this method of setting up SSL if you are
investigating SSL for the first time. This method of setting up security is not
recommended for production systems.

To enable SSL for the Enterprise Manager Web site in your testing environment:
1. Stop the Enterprise Manager Web site.

For more information, see "Starting and Stopping the Oracle Enterprise
Manager Web Site" on page 3-9

2. Enter the following emctl command:

emctl set ssl test
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3.
4.

Restart the Enterprise Manager Web site.
Connect to the Web site using the following HTTPS address:

https://  server_name :1810

To disable SSL in your testing environment:

1.

Stop the Enterprise Manager Web site.

For more information, see "Starting and Stopping the Oracle Enterprise
Manager Web Site" on page 3-9.

Enter the following emctl command:

emctl set ssl off

Restart the Enterprise Manager Web site.

Connect to the Enterprise Manager Web site using the following unsecured
address:

http://  server name 1810

Using SSL for Your Production Environment

For your production systems, Oracle strongly recommends that you set up security
for the Enterprise Manager Web site using a valid security certificate. For more
information about security certificates, see the Oracle9i Application Server Security
Guide.

Note: Perform each of the steps in this section in the order
specified. Do not repeat the same step multiple times or skip any
steps. You may repeat this procedure any number of times
provided that you start at Step 1 each time.

To set up SSL for Enterprise Manager Web site in your production environment:

1.

Generate a Request for a new SSL Server Site Certificate by entering the
following command:

emctl gencertrequest
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Enterprise Manager generates a Certificate Request, stores the request in a file
called server.csr , and shows you the location of this file. The content of the
file looks similar to the output shown in Example 3-1.

2. Copy the Certificate Request text, paste it into an e-mail message, and send the
message to a certificate authority.

For more information about certificate authorities, see the Oracle9i Application
Server Security Guide.

The Certificate Authority returns to you two certificate files. One is the
Certificate Authority Certificate and the other is the SSL Server Site Certificate.
The content of each Certificate file looks similar to the one shown in

Example 3-2.

3. Install the Certificate Authority Certificate, as follows:
a. Save the Certificate Authority Certificate and note the location of the file.
b. Enter the following command:

emctl installcert -ca certificate_authority _certificate_path

For example:

emctl installcert -ca /home/myfiles/cacertificate.cer

If the certificate is installed successfully, the following message appears:

0OC4J keystore was updated at
$ORACLE_HOME/sysman/j2ee/server/keystore.secure

4. Install the SSL Server Site Certificate, as follows:
a. Save the Server Site Certificate and note the location of the file.
b. Enter the following command:

emctl installcert -cert SSL_Server_Site_Certificate_path

For example:

emctl installcert -cert /home/myfiles/ss|_certificate.cer

If the SSL Site Certificate is installed successfully, the following message
appears:

OC4J keystore was updated at
$ORACLE_HOME/sysman/j2ee/server/keystore.secure
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0OC4J keystore is ready for SSL.

5. Password protect your new SSL Server Site Certificate.

Steps 1 through 4 establish the material needed for the Enterprise Manager Web
site to act as a unique and trustworthy SSL Server Site. Oracle recommends that
you protect this material with a password. The initial default password is
"welcome". To modify the password, enter the following command:

emctl set ssl password old_password new_password

For example:

emctl set ssl password welcome manchester123

6. Enable SSL for the Enterprise Manager Web site as follows:
a. Stop the Enterprise Manager Web site.

For more information, see "Starting and Stopping the Oracle Enterprise
Manager Web Site" on page 3-9.

b. Enter the following emctl command:

emctl set ssl test

c. Restart the Enterprise Manager Web site.
d. Connect to the Web site using the following HTTPS address:

https://  server_name :1810
Example 3-1 Sample Certificate Request

MIIBpzCCARACAQAWZzELMAKGALIUEBhMCVVMXEZARBgNVBAGTCKkNhbGImb3JuaWEXDDAKBgNVBACT
AOVNRDEMMA0GALUEChMDRU1EMQwwCgYDVQQLEWNFTUQXGTAXBgNVBAMTEFRFU1QgQOVSVEIGSUNB
VEUwgZ8wDQYJKoZIhveNAQEBBQADgYO0AMIGJA0GBAM1saVui7S/f+bFLMBmP2nFhHCAf/RNMViWg
5-MRTBBClanSPTtABle54VOrTEXPAChmbedDIleMbr+585=wjC+MHaJoEtEXSUVrOYin4dOP-XOX-H
12GfwYnYf4G6ZmbvopKPYx9NxfKdgathbiR8ayG+TH92Yso0Jdsyry2nnDItAgMBAAGGADANBgKq
hkiGOWOBAQQFAAOBgGQCIZmkgwhQUjmFMaFCx2+wMZQNpQOAQEtaz3MNQeChlIVkZLeGR0oZ0g4HFX
CL1SOp2J12+dKuW4N+xa9y9VoOvVtAAY7I7a4r83CyotaMOLXW70YuxRxzs6a30xwliH1IAUFr3KUY
xyr/ljOXYRyMONnk4INLK6EC1ght+BnYHo77imw==
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Example 3-2 Sample SSL Certificate
 JKoZIhveNAQEEBQADQQCcGj+eRsUrg6Pt
typn6g25ZIfpZw3VMLaf8wQ+UEjGwWEY+Bd5f7tAoPXsjxdzVdB2GG+eHZI0eipA9

VIRtwZM1

About the Underlying Technologies

The Enterprise Manager Web site relies on various technologies to discover,
monitor, and administer the Oracle9iAS environment.

These technologies include:

Oracle Dynamic Monitoring Service (DMS)

The Enterprise Manager Web site uses DMS to gather performance data about
your Oracle9iAS components. To learn more about DMS, see the Oracle9i
Application Server Performance Guide.

Oracle HTTP Server and Oracle Containers for J2EE (OC4))

While you can use Oracle HTTP Server and OC4J to deploy your own
applications, the Enterprise Manager Web site also uses HTTP Server and OC4]
to deploy its management components. When you start the Web site for the first
time, you will notice that several default OC4J instances are reserved for Oracle
management applications. For more information, see the topic "About the
Default OC4J Instances” in the Enterprise Manager Web site online help.

Oracle Process Management Notification (OPMN)

OPMN manages Oracle HTTP Server and OC4J processes within an application
server instance. It channels all events from different component instances to all
components interested in receiving them.

See Also:  Chapter 13, "High Availability" for more information
about OPMN
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« Distributed Configuration Management (DCM)

DCM manages configurations among application server instances that are
associated with a common Infrastructure (members of an Oracle9iAS farm). It
enables Oracle9iAS cluster-wide deployment so you can deploy an application
to an entire cluster, or make a single host or instance configuration change
applicable across all instances in a cluster. The Enterprise Manager Web site
uses DCM to make configuration changes and to propagate configuration
changes and deployed applications across the cluster.

See Also:  Chapter 14, "Application Server Clustering" and
Appendix F, "DCM Command-Line Utility (dcmctl)" for more
information on DCM

About the Oracle Enterprise Manager Console

The Oracle Enterprise Manager Web site provides all the tools you need to manage
your application server instances, farms, clusters, and system components.
However, if you have an environment that includes other Oracle products and
applications in addition to Oracle9iAS, consider using the Oracle Enterprise
Manager Console.

The Oracle Enterprise Manager Console, when used with the Oracle Enterprise
Manager Web site, provides a wider view of your Oracle environment beyond
Oracle9iAS. Use the Console to automatically discover and manage databases,
application servers, and Oracle applications across your entire network.

The Console offers advanced management features, such as an Event system to
notify administrators of changes in your environment and a Job system to automate
standard and repetitive tasks, such as executing a SQL script or executing an
operating system command.

The following sections describe:

« The Enterprise Manager Three-Tier Framework

« Installing the Framework

« Configuring the Management Server

« Starting and Stopping Oracle Management Server on UNIX
« Using the Console

« Starting and Stopping the Intelligent Agent on UNIX

« Obtaining More Information
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The Enterprise Manager Three-Tier Framework

The Oracle Enterprise Manager Console is part of the Oracle Enterprise Manager
three-tier framework. Unlike a two-tier client-server structure, where a client tier is
responsible for the presentation of information and accesses data from a server,
Oracle Enterprise Manager utilizes a three-tier architecture:

« Console clients and integrated tools provide a graphical interface for
administrators--first tier

« Management Servers and a database repository provide a scalable middle tier
for processing system management tasks--second tier

« Intelligent Agents installed on each host computer monitor its services and
execute tasks from the Management Server--third tier

For a more complete description of the Oracle Enterprise Manager framework, see
the Oracle Enterprise Manager Configuration Guide.

Installing the Framework

The following sections describe how to install the Enterprise Manager three-tier
framework so you can use the Console to manage your Oracle environment.

Installing the Intelligent Agent

The Oracle Intelligent Agent is installed whenever you install Oracle9iAS on a host
computer. For example, if you select the J2EE and Web Cache installation type, the
Oracle Universal Installer installs Oracle Enterprise Manager Web site and the
Oracle Intelligent Agent, along with the J2EE and Web Cache software (Figure 3-3).
This means the Intelligent Agent software is always available if you decide to use
the Console and the Management Server to manage your Oracle9iAS environment.

For more information, see "Starting and Stopping the Intelligent Agent on UNIX" on
page 3-21.
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Figure 3-3 Intelligent Agent Installed on an Application Server Host
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Installing the Console and Management Server

The Console and Management Server are installed as part of the Oracle9iAS
Infrastructure. In most cases, you install the Infrastructure on a dedicated host that
can be used to centrally manage multiple application server instances. The
Infrastructure includes Oracle Internet Directory, Single Sign-On, the metadata
repository, the Intelligent Agent, and Oracle Management Server (Figure 3-4).

Note: The Console and the Management Server are installed as
part of the Infrastructure installation, but the Management Server
will not be configured for use unless you select Oracle
Management Server on the Select Configuration Options page. For
more information, see the Oracle9i Application Server Installation
Guide.

Figure 3-4 Oracle Management Server on an Infrastructure Host
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Starting and Stopping the Intelligent Agent on UNIX

On UNIX systems, use the agentctl  utility to start and stop the Agent. The
agentctl command is available in the ORACLE _HOMt#in directory after you
install the Oracle9iAS Infrastructure.

The relevant agentctl  commands are listed in Table 3-3.

Table 3-3 Starting and Stopping the Intelligent Agent

If you want to... Enter the command...
Start the Agent agentctl start agent
Stop the Agent agentctl stop agent

Verify the status of the Agent agentctl status agent

Starting and Stopping the Intelligent Agent on Windows

On Windows systems, use the Services control panel to start and stop the Agent.
The name of the service is in the following format:

Oracle ORACLE_HOMfgent

For example:

OracleOraHome902Agent

The Services control panel shows you the status of the service and indicates the
method used to start the service. You can then select the service name and use the
controls on the Services window to start and stop the service.

You can also start or stop the service using the following command line:
net start AGENT_SERVICE _NAME

For example:

net start OracleOraHome902Agent

For more information about configuring and controlling the Intelligent Agent, see
the Oracle Intelligent Agent User’s Guide.

Configuring the Management Server

The Oracle Enterprise Manager Configuration Assistant is launched as a
configuration tool at the end of the Oracle9iAS installation. The configuration
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assistant runs silently in the background and automatically configures Oracle
Management Server to use the Metadata Repository of the Infrastructure you are
installing.

Note: The Console and the Management Server are installed as
part of the Infrastructure installation, but the Management Server
will not be configured for use unless you select Oracle
Management Server on the Select Configuration Options page. For
more information, see the Oracle9i Application Server Installation
Guide.

If you do not configure the Management Server as part of the Infrastructure
installation, you can run the Oracle Enterprise Manager Configuration Assistant
later. When you run the Assistant later, you can configure Oracle Management
Server so it uses the metadata repository, or you can configure the server to use
another database on your network.

The following sections describe:

« The capabilities of the Enterprise Manager Configuration Assistant
« How to start the Configuration Assistant

« How to get help while using the Configuration Assistant

« How to manually configure the Management Server so it uses the Oracle9iAS
metadata repository

About the Oracle Enterprise Manager Configuration Assistant

The Oracle Enterprise Manager Configuration Assistant guides you through the
steps to configure Oracle Management Server. For example, you use the
Configuration Assistant to:

« Create a database instance for the Enterprise Manager repository or select an
existing database instance for the repository.

« Create or select an OEM_REPOSITORY tablespace.

« Create a new database user who will own the repository, specifying default and
temporary tablespaces for the user and assigning proper privileges and roles to
the user.

For a complete description of the tasks performed by Oracle Enterprise Manager
Configuration Assistant, see the Oracle Enterprise Manager Configuration Guide.
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Starting the Configuration Assistant
To start the Configuration Assistant at any time, enter the following command:

emca

The emca command is available in the following directory after you install
Oracle9iAS Infrastructure:

(UNIX) ORACLE_HOMtin
(Windows) ORACLE_HOM#nN

Getting Help While Using the Configuration Assistant

The Oracle Enterprise Manager Configuration Guide contains detailed instructions
about running the Oracle Enterprise Manager Configuration Assistant and
configuring Oracle Management Server.

In addition, click Help at any time while running the Configuration Assistant to
display the Oracle Enterprise Manager online help. Use the icons in the Help
window toolbar to display the Enterprise Manager online help table of contents or
to search for a word or phrase in the online help.

Manually Configuring the Oracle Management Server

When you install the Oracle9iAS Infrastructure, the installation procedure
automatically creates a default schema, user, and password for the Enterprise
Manager repository. When you run the Enterprise Manager Configuration
Assistant, you can choose to use this existing repository, or you can create a new
repository.

The following instructions describe how to manually configure the management
server so it uses the default schema, user, and password:

1. Start the Enterprise Manager Configuration Assistant and select the following
options:

« Configure Local Management Server
« Use Existing Repository

When you select these options, the Configuration Assistant creates the
omsconfig.properties file, which is a file required by the Oracle
Management Server.

2. Next, provide the following default information for the repository:
« Repository Username: OEM_REPOSITORY
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« Repository Password: oem_repository
« Connection Information: <host : port : sid >

OEM_REPOSITORI¢ the default Enterprise Manager schema. When you
installed Oracle9iAS infrastructure, the OEM_REPOSITORW®atabase user was
created and the necessary Enterprise Manager schema was loaded. Oracle
recommends that you do not change this user. You can however, change the
default password. The repository username and password are stored in the
omsconfig.properties file. The configuration assistant will encrypt the
repository password in this file.

The connection information includes the name of the host where the metadata
repository resides, the port for the database (usually 1521), and the system
identifier (SID) for the database. For example:

mysystem:1521:iasdb

Starting and Stopping Oracle Management Server on UNIX

To start or stop Oracle Management Server on a UNIX system, use the commands
shown in Table 3-4.

Table 3-4 Starting and Stopping the Management Server

If you want to... Enter the command...

Start Oracle Management Server oemctl start oms

Stop Oracle Management Server oemctl stop oms <username/password>

If you do not provide the user name and password on
the command line, the management server prompts you
for the user name and password. The default user name
is sysman . The default password is oem_temp.

Verify if Oracle Management oemctl ping oms
Server is running or not

Verify the status of Oracle oemctl status oms
Management Server

The oemctl command is available in the ORACLE HOM#in directory after you
install the Oracle9iAS Infrastructure.

For complete instructions on obtaining the status of the Management Server, see the
Oracle Enterprise Manager Configuration Guide.
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Starting and Stopping the Oracle Management Server on Windows

On Windows systems, use the Services control panel to start and stop the
management server. The name of the service is in the following format:

Oracle ORACLE_HOM#EnagementServer

For example:

OracleOraHome902ManagementServer

The Services control panel shows you the status of the service and indicates the
method used to start the service. You can then select the service name and use the
controls on the Services window to start and stop the service. When you stop the
management server, the Services control panel displays a dialog box that prompts

you for the user name and password. The default user name is sysman. The default
password is oem_temp.

You can also start or stop the service using the following command line:
netstart ~ AGENT_SERVICE_NAME

For example:

net start OracleOraHome902ManagementServer

For more information about configuring and controlling the management server,
see the Oracle Enterprise Manager Configuration Guide.

Using the Console

The following sections describe how to get started using Oracle Enterprise Manager
Console.

Starting the Console

After you have configured and started Oracle Management Server, you can start the
Oracle Enterprise Manager Console. To start the console:

1. Display the Enterprise Manager Login dialog box as follows:
«  (UNIX) Enter the following command:

oemapp console

The oemapp command is available in the following directory after you
install the Oracle9iAS Infrastructure:
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ORACLE_HOMign

« (Windows) From the Start menu, select Oracle - ORACLE_HOME, then
click Enterprise Manager Console.

2. Onthe Login dialog box, select Login to the Oracle Management Server.

3. Enter the Enterprise Manager administrator name and password and the
Management Server host name.

The default Enterprise Manager administrator name is sysman and its
password is oem_temp.

The Management Server host that you specify in the Login dialog box must
already be configured with the repository you want to access. To select an
existing Management Server, click the icon next to the Management Server
field.

4. Click OK.

If this is the first time you are starting the Console, Enterprise Manager displays
a dialog asking you for a new password to replace the default oem_temp
password. Enter a new password and click OK.

Enterprise Manager displays the Console main window.

Discovering Targets

Oracle Enterprise Manager provides a Discovery Wizard for identifying hosts and
populating the Console Navigator tree with these discovered hosts and the targets
on those hosts. The discovered targets, such as databases and listeners, can then be
administered with Enterprise Manager.

During startup of the Console, any manageable targets on the machine where the
Management Server is running are automatically discovered if the Intelligent Agent
is installed and running on that Management Server machine. The Console
Navigator then displays all those discovered targets. For more information, see
"Starting and Stopping the Intelligent Agent on UNIX" on page 3-21.

To start the Discovery Wizard, choose Discover Nodes from the Navigator menu.
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Figure 3-5 Overview of a Working Oracle Management Server in Oracle9iAS
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For more information about using the Console to manage Oracle9iAS, see "Using
the Console with the Oracle Enterprise Manager Web Site" on page 3-28.

Using Jobs and Events

Besides offering you a wider view of your Oracle9iAS environment, the Console
also provides two important features for administrators: jobs and events.

The Jobs system allows you to automate standard and repetitive tasks, such as
executing a SQL script or executing an operating system command. With the Job
system, you can create and manage jobs, share jobs with other administrators,
schedule execution of jobs, and view information about the jobs. Jobs can be
scheduled on a single node or multiple nodes in the network, provided that the
node has an Intelligent Agent running on it.

The Event system allows you to monitor your network for specific conditions, such
as loss of service or lack of storage, that may occur in your managed environment.
You select tests to run on managed targets (databases, nodes, listeners, or other
services), then set the threshold parameters for which you want to be notified. You
can share events with other administrators, in addition to being able to notify
specific administrators when an event condition occurs. For some event tests, you
can also choose to execute a fixit job that automatically corrects the problem.
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The Console includes several events that are specific to Oracle9iAS. For more
information about the Oracle9iAS events, see the Oracle Enterprise Manager
Addendum to Event Test Reference Manual.

To learn more about creating jobs and events using the Console, see the Oracle
Enterprise Manager Administrator’s Guide.

Obtaining More Information

For information about starting, configuring, and using the Oracle Enterprise
Manager Console, see the following documentation on your Oracle9i Application
Server Documentation Library CD-ROM:

«  Oracle Enterprise Manager Concepts Guide

« Oracle Enterprise Manager Administrator’s Guide
«  Oracle Enterprise Manager Configuration Guide

«  Oracle Intelligent Agent User’s Guide

The Console also provides extensive online help. To display the Console online
help, click the Help button on a particular dialog box or property page, or select a
command from the Console Help menu.

Using the Console with the Oracle Enterprise Manager Web Site

The Console and the Oracle Enterprise Manager Web site are designed to work
together. For example, suppose you use the Console to discover a host computer
where Oracle9iAS has been installed. As long as the Intelligent Agent on that host is
up and running, the application server instances on that host appear in the Console
navigator pane.

To display the Enterprise Manager Home Page for an application server instance:
1. Select an application server instance in the Console navigator.

The Console displays an information panel describing the Oracle9iAS
management tools (Figure 3-6).

2. Click Monitoring at the bottom of the information panel.

Oracle Enterprise Manager opens your default browser and displays the
appropriate Oracle Enterprise Manager Home Page for the selected application
server instance.
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Note: To display the Enterprise Manager Home Page, you must
have a default browser identified in the PATH environment
variable.

Figure 3—-6 Oracle Enterprise Manager Console
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Postinstallation Tasks

This chapter describes the tasks you should perform after every application server
installation.

It contains the following topics:

« Task 1: View the Oracle9iAS Welcome Page
« Task 2: Check for Port Conflicts

« Task 3: Complete Component Configuration

« Task 4: Run Demos (optional)
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Task 1: View the Oracle9 /AS Welcome Page

The Oracle9iAS Welcome Page is the entry point for managing the application
server. It provides links to documentation, demos, management tools, and new
features. Figure 4-1 displays the Oracle9iAS Welcome Page.

Figure 4-1 Oracle9iAS Welcome Page
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ROM in the Oracle®AS CD pack. You can also access the Quick Tour from Oracle
Technaology Metwork at http:/otn.oracle. com/productsfias,

You can access the Welcome Page by pointing your browser to the HTTP Server
URL for your installation. For example, the default HTTP Server URL is:

http://  hostname 7777
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Task 2: Check for Port Conflicts

The application server automatically assigns port numbers for many services
during installation. It chooses port numbers from a set of default port numbers and
port ranges.

See Also:  Appendix D, "Default Port Numbers and Port Ranges”

A port should only be assigned to a single service. If two services attempt to use the
same port, there will be a port conflict, and one or both services will not function
properly.

When assigning ports, the application server attempts to avoid port conflicts in the
following ways:

« ltinternally tracks the port numbers used by all application server instances
(running or not running) on a host and will not use the same port number
twice.

« It performs a system check to determine if any non-Oracle9iAS processes are
running on the port.

Despite this strategy, a port conflict may still occur between the application server
and a non-Oracle9iAS process that was not running during the application server
installation.

Oracle recommends that you review the application server port numbers assigned
during installation to determine if there are any port conflicts with the rest of your
system. You can view application server port numbers in the following ways:

« Point your browser to the Oracle9iAS Welcome Page and select the Ports tab.
You can access the Welcome Page using the HTTP Server URL, for example:

http://  host 7777

« View the following file:

(UNIX) ORACLE_HOMBstall/portlist.ini.
(Windows) ORACLE_HOMABstall\portlist.ini

If you determine there is a port conflict, you must change the port number used by
the application server or the non-Oracle9iAS process.

See Also:  Component administration guides for information on
changing port numbers for specific components
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Task 3: Complete Component Configuration

If you configured any of these components during installation, you may need to
perform some additional steps to complete the configuration:

«  Oracle9iAS Clickstream Intelligence
«  Oracle9iAS Discoverer

«  Oracle9iAS Personalization

«  Oracle9iAS Portal

« Oracle9iAS Unified Messaging

If you would like to use mod_plsql, it was installed with Oracle HTTP Server but
requires some additional steps for configuration.

This section describes the steps to complete the configuration of each component.

Oracle9 /AS Clickstream Intelligence

After completing a Business Intelligence and Forms or Unified Messaging
installation, you can configure Oracle9iAS Clickstream Intelligence to use the
metadata repository or a customer database (also referred to as a dedicated
Clickstream database). If you plan to acquire and store a large volume of Web log
data, it is recommended that you use a customer database.

See Also:  To configure Clickstream to use a customer database,
follow the steps in Appendix B, "Installing a Dedicated Clickstream
Database" in Oracle9iAS Clickstream Intelligence Administrator’s
Guide.

See Also:  To configure Clickstream to use a metadata repository,
follow the steps in Appendix E, "Metadata Repository
Postinstallation and Configuration” in Oracle9iAS Clickstream
Intelligence Administrator’s Guide.
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Oracle9 jAS Discoverer

If you configured Oracle9iAS Discoverer during installation, you must install
Discoverer workbooks and End User Layer (EUL) into each customer database that
contains the data to be analyzed.

See Also:  Oracle9i Discoverer Administrator Administration Guide
for information about preparing a customer database for Discoverer
to use

Oracle9 jAS Personalization

If you configured Oracle9iAS Personalization during installation, you must load
schemas into a customer database so they can be co-resident with the
Personalization data. You can do this using the Oracle Personalization Schema
Creation Wizard.

See Also:  Oracle9iAS Personalization Administrator’s Guide for
information on running the Oracle Personalization Schema
Creation Wizard

Oracle9 jAS Portal

If you configured Oracle9iAS Portal during the application server installation, it
was configured to use the metadata repository, and no additional steps are required.

If you did not configure Oracle9iAS Portal during installation, you can configure it
any time after installation by using the Oracle Portal Configuration Assistant. When
you configure Portal after installation, you can use the metadata repository or a
customer database.

See Also:  Oracle9iAS Portal Configuration Guide for information on
configuring Oracle9iAS Portal using Oracle Portal Configuration
Assistant

Oracle9 /AS Unified Messaging

If you configured Oracle9iAS Unified Messaging during installation, you must
install the mail store and middle-tier servers by running the umconfig.sh  script
that is located in ORACLE_HOM¢ges/bin.

See Also:  Oracle9iAS Unified Messaging Administrator’s Guide for
information on configuring the Unified Messaging system
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mod_plsql
The mod_plsql
mod_plsql

module is installed as part of Oracle HTTP Server. In order to use
, you must perform the following steps:

1. Install the PL/SQL Web Toolkit into a database.

The method for installing the PL/SQL Web Toolkit into a database depends on
the type of database, as described in Table 4-1.

Table 4-1 Methods for Installing PL/SQL Web Toolkit into a Database

Database Type

Method for Installing PL/SQL Web Toolkit

Metadata Repository
(Oracle9iAS Portal was not
configured during
installation)

You must manually install the PL/SQL Web Toolkit using the
owaload.sql script.

See Also: mod_plsgl User’s Guide

Metadata Repository
(Oracle9iAS Portal was
configured during
installation)

You do not need to install the PL/SQL Web Toolkit because it
was already installed for Oracle9iAS Portal.

Customer Database with
no prior Oracle9iAS Portal
or PL/SQL packages

You must manually install the PL/SQL Web Toolkit using the
owaload.sql script.

See Also: mod_plsgl User’s Guide

Customer Database
configured for Oracle9iAS
Portal

You do not need to install the PL/SQL Web Toolkit because it
was already installed for Oracle9iAS Portal.

Customer Database with
pre-9.0.2 Oracle9iAS
version of PL/SQL Web
Toolkit, or WebDB

You must upgrade the PL/SQL Toolkit and perform some
migration tasks.

See Also: mod_plsgl User’s Guide and Migrating from Oracle9iAS
Release 1 (1.0.2.2.x) to Release 2 (9.0.2)

Customer Database with
Oracle Application Server
(OAS) PL/SQL Web
Toolkit

You must upgrade the PL/SQL Toolkit and perform some
migration tasks.

See Also: mod_plsgl User’s Guide and Migrating from Oracle
Application Server

2. Create a Database Access Descriptor (DAD).

You can create a Database Access Descriptor (DAD) using Oracle Enterprise

Manager.

See Also:

"Creating a Database Access Descriptor (DAD) for

mod_plsqgl" on page 6-11.
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Task 4: Run Demos (optional)

Oracle9iAS provides demonstration software for many components, as described in
Table 4-2, "Oracle9iAS Demos".

In order to run a demo for a particular component, you must have the following:
« Anapplication server installation that contains the component

« The component must be configured

« The required component instances must be running

For example, the Portal demonstration will work only with the Portal and Wireless
install type, or higher, Portal must be configured and the Portal, OC4J_Portal, and
OC4J_Demos instances must be running.

See Also:  To view more information and run demos, point your
browser to the Oracle9iAS Welcome Page and select the
Demonstrations tab.

Table 4-2 Oracle9iAS Demos

Required Running

Component
Component Instances Demo Description
Oracle HTTP Server HTTP Server CGl Displays environment setting using
CGl.
HTTP Server Perl Displays environment settings using a
Perl script and mod_perl.
HTTP Server FastCGlI Displays environment settings using

FastCGl.
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Table 4-2 Oracle9iAS Demos (Cont.)

Required Running

Component
Component Instances Demo Description
Oracle9iAS Containers for OC4J_home JSP D_emopstrates the Oracle JSP Tag
J2EE (OC4)) 0C4J_Demos éu‘gﬁrr'\glsué[;?(% é\g::fss, and Java Edge
OC4J_home JSP Standard JSP examples from Sun.
OC4J)_Demos
OC4)_home Servlets Standard servlet examples from Sun.
0OC4J_Demos
OC4J)_home Java Object Cache = Demonstrates performance gains by
0C4)_Demos caching Java objects.
OC4J_home BC4J De_mon_strates an o_nline order system
g e o205 0 provse.
OC4J)_home XML-based JAAS Demonstrates the XML-based JAAS
OC4) Demos Provider to aL_Jthenticate a user and
- enfor_ce gssomated roles and
permissions.
OC4J_home JDBC Run these JDBC examples from the
OC4)_Demos command line.
0OC4)_home JMS Run these Oracle Advanced Queuing
OC4)_Demos JMS examples from the command line.
Oracle9iAS Web Services  OC4J_home Web Services Demonstrates Web Services.
OC4J)_Demos
Oracle9iAS Developer Kits OC4J_home XSQL Pages Demonstrates examples of XML
OC4)_Demos Gtyling the output fa delivery 1o the
browser.
Oracle9iAS Web Cache Web Cache Web Cache Provides sample code for Web Cache
Invalidation APIs  Invalidation APIs.
Web Cache Web Cache Links to the Web Cache page on OTN

for additional sample code.
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Table 4-2 Oracle9iAS Demos (Cont.)

Required Running

Component

Component Instances Demo Description

Oracle9iAS Portal Portal Portal Links to a Portal page which includes a
OCA_Portal o Oracle Portal Center and OracleSiAS
OC4J)_Demos Portal Developer Kit.

Oracle9iAS Wireless Wireless Wireless Demopstrates _sending messages and
OC4J Wireless gzsleizsél.ng email from any mobile
OC4)_Demos

Oracle9iAS Discoverer Discoverer Discoverer Demonstrates Discoverer Viewer and
0C4J_BI_Forms Discoverer Plus.
OC4J)_Demos

Oracle9iAS Reports Reports Reports Services Demonstrates dynamic report output

Services OC4J_BI_Forms to both paper and the Web.
0OC4J)_Demos

Oracle9iAS Forms Services Forms Forms Services Demonstrates a test form to verify your
OCAI_BI_Forms Sinitiator on the clent o part of s
OC4J)_Demos demo.
Forms Forms Services Links to the Forms page on OTN for
OC4J_BI_Forms additional demos and sample code.
OC4J)_Demos
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Starting and Stopping the Application
Server

This chapter describes how to start and stop application server instances,
infrastructures, and customer databases. It also provides information about starting
and stopping individual components.

It contains the following topics:

« Introduction

« Starting and Stopping Application Server Instances
« Starting and Stopping Components

« Starting an Infrastructure

« Stopping an Infrastructure
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Introduction

An application server enterprise contains application server instances,
infrastructures, and customer databases that can be started and stopped. Most
commonly you will start and stop these pieces of your enterprise separately, for
example, when rebooting a system. You may also want to start and stop your entire
enterprise, for example, to reconfigure it or perform routine maintenance.

This section provides high-level information about starting and stopping an entire
enterprise and its individual pieces. The rest of this chapter provides detailed
procedures for starting and stopping application server instances and
infrastructures, as well as starting and stopping individual components within
instances.

Starting an Application Server Enterprise

The order in which to start the pieces of an application server enterprise is as
follows:

1.

Start the infrastructure.

If your enterprise contains more than one infrastructure, start the primary
infrastructure first.

Start customer databases.

If your enterprise contains customer databases, you can start them using several
methods, including SQL*Plus and Oracle Enterprise Manager Console.

See Also:  Oracle database administration guides and Oracle
Enterprise Manager Administrator’s Guide for more information about
starting databases

Start application server instances.

You can start application server instances in any order. If instances are part of a
cluster, start them as part of starting the cluster.

See Also:  Chapter 14, "Application Server Clustering" for
information about clusters

Stopping an Application Server Enterprise

The order in which to stop the pieces of an application server enterprise is as
follows:
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1. Stop application server instances.

You can stop application server instances in any order. If instances are part of a
cluster, stop them as part of stopping the cluster.

See Also:

Chapter 14, "Application Server Clustering" for

information about clusters

2. Stop customer databases.

If your enterprise contains customer databases, you can stop them using several
methods, including SQL*Plus and Oracle Enterprise Manager Console.

See Also:

Oracle database administration guides and Oracle

Enterprise Manager Administrator’s Guide for more information about
starting databases

3. Stop the infrastructure.

If your enterprise contains more than one infrastructure, stop the primary

infrastructure last.

Dependencies for Starting and Stopping Pieces of an Application Server Enterprise

You can start and stop individual pieces of an application server enterprise, for
example, to reboot a system; however you must be aware of the dependencies
between pieces as described in Table 5-1.

Table 5-1 Dependencies for Starting and Stopping Pieces of an Application Server

Piece

Prerequisites for Starting Prerequisites for Stopping

Application Server

Associated infrastructure, if None.

Instance any, must be started.
Customer databases used by
components within the
application server instance
must be started.
Infrastructure None. Associated application server
instances must be stopped.
Customer Database None Components that use the
customer database must be
stopped.
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Starting and Stopping Application Server Instances

This section describes how to start and stop application server instances using the
Enterprise Manager Web site or command-line tools.

About the Enterprise Manager Web Site and Intelligent Agent

When starting and stopping application server instances, you should be aware of
two host-wide processes:

« Enterprise Manager Web Site (Required)
« Intelligent Agent (Optional)

Enterprise Manager Web Site (Required)

The first step before starting an application server instance is to ensure that the
Enterprise Manager Web site is running on the host. The Web site provides
underlying processes required to run an application server instance and must be
running even if you intend to use command-line tools to start your instance.

Note: Always ensure that the Enterprise Manager Web site is
running on a host before starting an application server instance
on that host. You must start the Enterprise Manager Web site after
every system boot.

There is one Enterprise Manager Web site per host. It resides in the primary
installation (or first installation) on that host. The primary installation can be an
application server installation or an infrastructure. This Web site usually listens on
port 1810 and provides services to all application server instances and
infrastructures on that host.

To verify the status of the Enterprise Manager Web site, run the following command
in the Oracle home of the primary installation:

(UNIX) ORACLE_HOME/bin/emctl status

(Windows) ORACLE_HOME\bin\emctl status

To start the Enterprise Manager Web site, run the following command in the Oracle
home of the primary installation:

(UNIX) ORACLE_HOME/bin/emctl start
(Windows) ORACLE_HOME\bin\emctl start
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You do not need to stop the Enterprise Manager Web site every time you stop an
application server instance; however, if you need to stop the Web site, for example,
to shut down the system, use the following commandes:

(UNIX) ORACLE_HOME/bin/femctl stop
(Windows) ORACLE_HOME\bin\emctl stop

Intelligent Agent (Optional)

You only need to run the Intelligent Agent if you are using Oracle Management
Server in your enterprise. In order for Oracle Management Server to detect
application server installations on a host, you must make sure the Intelligent Agent
is started. Note that one Intelligent Agent is started per host and must be started
after every system boot.

(UNIX) You can run the following commands in the Oracle home of the primary
installation (the first installation on the host) to get status and start the Intelligent
Agent:

ORACLE_HOMi#in/agentctl status agent

ORACLE_HOMfin/agentctl start agent

(Windows) You can check the status and start the Intelligent Agent using the
Services control panel. The name of the service is in the following format:

Oracle ORACLE_HOMifgent

start the Intelligent Agent in the Oracle home of the primary installation:
ORACLE_HOMtin/agentctl start agent
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Starting and Stopping Instances Using the Enterprise Manager Web Site

You can start, stop, and restart all types of application server instances using the
Instance Home Page on the Enterprise Manager Web site. Figure 5-1 displays a

sample Instance Home Page.

Figure 5-1 Instance Home Page
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Starting, stopping, and restarting an application server instance applies the chosen
action to the components within the instance, as described in Table 5-2.

Table 5-2 Application Server Instance Start/Stop/Restart Actions

Performing this action on an
application server instance:

Applies these actions to its components:

Start Starts components that are stopped.

Does not affect components that are already running.
Stop Stops components that are running.

Does not affect components that are stopped.
Restart Restarts components that are running.

Starts components that are stopped.
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To start, stop, or restart an application server instance:
1. Navigate to the Instance Home Page on the Enterprise Manager Web site.

2. Inthe General section of the Instance Home Page, click Start All, Stop All, or
Restart All. In the System Components section, review the status of each
component and confirm it was started or stopped.

See Also:  If the application server instance is part of a cluster,
refer to "Managing the Cluster" on page 14-28 for information on
starting and stopping an instance as part of a cluster.

Starting and Stopping Instances Using Commands

You can start and stop a J2EE and Web Cache instance using command-line tools.
J2EE and Web Cache is the only install type that has command-line tools for starting
and stopping all of its components. You must start and stop all other install types
using the Enterprise Manager Web site.

Starting a J2EE and Web Cache Instance Using Commands
To start a J2EE and Web Cache instance using command-line tools:

1. Start the Enterprise Manager Web site. Even though you are not using the Web
site, this ensures that the processes to support the dcmctl  command-line tool
are started. To start the Web site, execute the following command in the Oracle
home of the primary installation on your host:

(UNIX) ORACLE_HOMttn/emctl start
(Windows) ORACLE_HONM#n\emctl start

2. Start Oracle HTTP Server and OC4J (the rest of the commands in this section
should be executed in the Oracle home of the J2EE and Web Cache instance):
(UNIX) ORACLE_HOM#Em/bin/demctl start
(Windows) ORACLE_HOM#Em\bin\dcmctl start

3. If Web Cache is configured, start Web Cache:

(UNIX) ORACLE_HOMtin/webcachect start
(Windows) ORACLE_HOMgin\webcachectl start
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Stopping a J2EE and Web Cache Instance Using Commands
To stop a J2EE and Web Cache instance using command-line tools:

1. If Web Cache is configured, stop Web Cache:

(UNIX) ORACLE_HOMtin/webcachectl stop
(Windows) ORACLE_HOM#gn\webcachectl stop

2. Stop Oracle HTTP Server and OC4J:

(UNIX) ORACLE_HON#eEm/bin/dcmetl stop
(Windows) ORACLE_HOMgEm\bin\dcmctl stop
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Starting and Stopping Components

You can start, stop, and restart individual components using the Instance Home
Page or the component home page on the Enterprise Manager Web site. You can
also start and stop some components using command-line tools.

Warning:  Starting or stopping an individual component can
affect the behavior of other components in the application server
instance. Before starting or stopping a component, review the
information in "Dependencies for Starting and Stopping
Components" on page 5-13.

Starting and Stopping Components Using the Instance Home Page
To start, stop, or restart a component from the Instance Home Page:

1. Navigate to the Instance Home Page on the Enterprise Manager Web site. Scroll
to the System Components section.

2. Click the radio button in the Select column for the component.
3. Click the Start, Stop, or Restart button on the top right of the System
Components section.

See Also:  The radio button in the Select column is disabled for
some components. See "About Components that Cannot Be Started
or Stopped" on page 5-12 for more information.

Starting and Stopping Components Using the Component Home Page
To start, stop, or restart a component from the home page for the component:

1. Navigate to the Instance Home Page on the Enterprise Manager Web site. Scroll
to the System Components section.

2. Select the component in the Name column. This opens the home page for the
component.

3. On the component home page, click the Start, Stop, or Restart button in the
General section.
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See Also:  The home page for some components does not allow
you to start, stop, and restart the component. See "About
Components that Cannot Be Started or Stopped"” on page 5-12 for
more information.

Starting and Stopping Components Using Commands

You can start and stop some components using command-line tools. Table 5-3 lists
the commands for UNIX and Table 54 lists the commands for Windowvs.

Note that many components are started when their corresponding OC4J instance is
started. Refer to "About Components that Cannot Be Started or Stopped" on
page 5-12.

Table 5-3 Starting and Stopping Components Using Command-Line Tools on UNIX

Component Action Command
Oracle HTTP Server Start ORACLE_HOMtEm/bin/dcmctl start -ct ohs
Stop ORACLE_HOMtgEm/bin/dcmctl stop -ct ohs
Individual OC4J Start ORACLE_HOMtEm/bin/dcmctl start -co instance_name
Instances Stop ORACLE_HOMtEm/bin/dcmctl stop -co instance_name
All OC4J Instances Start ORACLE_HOMtEm/bin/dcmctl start -ct oc4j
Stop ORACLE_HOMtEm/bin/dcmctl stop -ct oc4j
Web Cache Start ORACLE_HOMtin/webcachectl start
Stop ORACLE_HOMtin/webcachectl stop
Discoverer Start ORACLE_HOMtiscoverer902/util/startall.sh
Stop ORACLE_HOMtiscoverer902/util/stopall.sh
Reports Start ORACLE_HOMtin/rwserver.sh server= name
Stop ORACLE_HOMtin/rwserver.sh server= name shutdown=yes
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Table 5-4 Starting and Stopping Components Using Command-Line Tools on Windows

Component Action Command
Oracle HTTP Server Start ORACLE_HOM#tm\bin\dcmctl start -ct ohs
Stop ORACLE_HOM#Em\bin\dcmctl stop -ct ohs
Individual OC4J Start ORACLE _HOM#Em\bin\dcmctl start -co instance_name
Instances Stop ORACLE_HOM#Em\bin\dcmctl stop -co instance_name
All OC4J Instances Start ORACLE_HOM#em\bin\dcmctl start -ct oc4j
Stop ORACLE_HOM#em\bin\dcmctl stop -ct oc4j
Web Cache Start ORACLE_HOMtin\webcachectl start
Stop ORACLE_HOMtin\webcachectl stop
Reports Start ORACLE_HOM#in\rwserver server= name
Stop ORACLE_HOM#in\rwserver server= name shutdown=yes

Starting and Stopping the Application Server

5-11



Starting and Stopping Components

About Components that Cannot Be Started or Stopped

You cannot start or stop some components. The radio buttons in the Select column
on the Instance Home Page are disabled for these components, and their component
home pages do not have Start, Stop, or Restart buttons.

This section provides information about the following components, which cannot
be started or stopped:

« BC4)

« Discoverer

« Forms

« Internet File System
« JServ

« Portal

« Single Sign-On

BC4J

Business Components for Java (BC4J) is a framework for building applications and
is deployed to the OC4J_home instance. BC4J displays an up status if the
OC4J)_home instance is running and a down status if the OC4J_home instance is
stopped.

Discoverer

Discoverer is provided by a servlet running in the OC4J_Bl_Forms instance.
Discoverer displays an up status if the OC4J_BI_Forms instance is running and a
down status if the OC4J_BI_Forms instance is stopped.

Forms

The Forms service is provided by a servlet running in the OC4J_BI_Forms instance.
Forms displays an up status if the OC4J_BI_Forms instance is running and a down
status if the OC4J_BI_Forms instance is stopped.

Internet File System

Internet File System is supported by a servlet running in the OC4J_iFS instance.
Internet File System displays an up status if the OC4J_iFS instance is running and a
down status if the OC4J_iFS instance is stopped.
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JServ

JServ is a Java servlet environment available in the HTTP Server. Jserv displays an
up status if HTTP Server is running and a down status if HTTP Server is stopped.

Portal

Portal is supported by a servlet running in the OC4J_Portal instance. Portal displays
an up status if the OC4J_Portal instance is running and a down status if the
OC4J_Portal instance is stopped.

Single Sign-On
Single Sign-On service is accessible through HTTP Server. Single Sign-On displays

an up status if HTTP Server is running and a down status if HTTP Server is
stopped.

Dependencies for Starting and Stopping Components

There are many dependencies between components in an application server
instance. Before you start or stop an individual component, you must understand
the effect, if any, the action will have on other components.

You may need to make sure other components are started before starting a
component. Stopping a component may disrupt the services of other components.

Table 5-5, describes the prerequisites for starting and the side-effects of stopping
individual components.
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Table 5-5 Dependencies for Starting and Stopping Components

Component Prerequisites for Starting Side-Effects of Stopping

Clickstream Collector None None

Clickstream None None

HTTP Server None All services that require access through

the HTTP Server will be unavailable.

Internet Directory

Metadata Repository must be started.

All application server instances using the
directory will be disrupted. The directory
should only be stopped as part of an
orderly infrastructure shutdown.

OC4J_BI_Forms

None

Forms, Reports, Clickstream,
Personalization, and Discoverer become
unavailable.

0OC4)_DAS HTTP Server and OC4J_home must be Delegated Administration Service
started. becomes unavailable.

OC4J)_Demos None Demos that depend on OC4J_Demos will

not work.

0OC4)_home (OC4J None None

default instance)

OC4J_iFS None Internet File System becomes unavailable.

OC4J Portal None Portal becomes unavailable.

0OC4)_UM None Unified Messaging becomes unavailable.

OC4J)_Wireless None None.

Reports None None

Unified Messaging HTTP Server and OC4J_home must be None

started.

Note: Restarting causes Unified Messaging to
reload operational settings. It does not stop
and start the instance.

Web Cache

None

Portal will become unavailable.

Wireless

None

None
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Starting an Infrastructure
This section contains the following procedures for starting an infrastructure:

« Starting an Infrastructure Using Oracle Enterprise Manager on UNIX and
Windows

« Starting an Infrastructure Using Commands on UNIX
« Starting an Infrastructure Using Commands on Windows

No matter which procedure you use, starting an infrastructure involves performing
the following steps in order:

1. Start the Metadata Repository

2. Start Oracle Internet Directory

3. Start the Enterprise Manager Web site.
4. Start Oracle HTTP Server

5. Start the OC4J_DAS instance

6. Start Web Cache (optional)

7

Start Oracle Management Server and Intelligent Agent (optional)

About Unused Component Instances in the Infrastructure

An infrastructure contains several component instances that are not required to run
an infrastructure and incur unnecessary system overhead if started. When you start
an infrastructure, you do not need to start these components:

« OC4J_Demos: This OC4J instance is only required if you want to run demos.

« OC4J_home: This OC4J instance is not required because applications are not
deployed to an infrastructure.

« BC4J: This component is only used by OC4J_home and is not required if
OC4J)_home is not started.

« Clickstream Collector: This instance is only required to collect Clickstream data
and is not necessary since applications are not deployed to an infrastructure.

Figure 5-2 shows the component statuses of a properly started infrastructure.
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Figure 5-2 A Properly Started Infrastructure Instance
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Starting an Infrastructure Using Oracle Enterprise Manager on UNIX and Windows

This section describes how to start an infrastructure using Oracle Enterprise
Manager on UNIX and Windows.

1.

Start the metadata repository.

a.

f.

Start the metadata repository listener:

(UNIX) ORACLE_HOMtgn/Isnrctl start
(Windows) ORACLE_HOM#\Isnrctl start

Launch Oracle Enterprise Manager in standalone mode:

(UNIX) ORACLE_HOMtin/oemapp dbastudio
(Windows) ORACLE_HOM#n\oemapp dbastudio

Select Launch Standalone and click OK.

Expand the Databases entry in the System Objects frame by clicking the
plus sign (+) next to it.

Select the metadata repository entry.

In the toolbar, select Object -> Connect. Connect as a user with SYSDBA
privileges.

In the toolbar, select Object -> Startup.

Start Oracle Internet Directory.

a.

Set the ORACLE_SIDis set to the metadata repository system identifier
(default is iasdb ).

Start the Oracle Internet Directory monitor:
(UNIX) ORACLE_HOMtin/oidmon start

(Windows) ORACLE_HOM#n\oidmon start

Start the Oracle Internet Directory server:

(UNIX) ORACLE_HOMtin/oidctl server=oidldapd configset=0 instance= n
start

(Windows) ORACLE_HOM#n\oidctl server=oidldapd configset=0 instance= n
start

where n is any instance number (1, 2, 3...) that is not in use. For example;:

(UNIX) ORACLE_HOMtin/oidctl server=oidldapd configset=0 instance=1
start
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(Windows) ORACLE_HOM#\oidctl server=oidldapd configset=0 instance=1
start

3. Start the Enterprise Manager Web site. The Web site must be started after
every system boot.

(UNIX) You can run the following commands in the Oracle home of the
primary installation (the first installation on the host) to get status and start the
Web site:

ORACLE_HOMtin/emctl status
ORACLE_HOM#in/emctl start

(Windows) You can check the status and start the Enterprise Manager Web site
using the Services control panel. The name of the service is in the following
format:

Oracle ORACLE_HONHMwebsite

4. Access the Infrastructure Instance Page on the Enterprise Manager Web site.

Point your browser to the Enterprise Manager Web site on your host using the
following URL.:

http://  hostname :1810

Log in asias_admin . This opens the Farm Page. Select the infrastructure
instance in the Name column in the Standalone Instances section. This opens
the Infrastructure Instance Page.

Note that you should not click Start All. This will start OC4J instances
(OC4J_home and OC4J_Demos) that are not required and incur unnecessary
overhead. Instead, follow the rest of these steps to start only the required
components. Refer to "About Unused Component Instances in the
Infrastructure” on page 5-15 for more information.

5. Start Oracle HTTP Server.

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for HTTP Server.

b. Click the Start button on the top right of the System Components section.

Note that starting Oracle HTTP Server also makes Oracle9iAS Single Sign-On
available.
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Start the OC4J_DAS instance.

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for OC4J_DAS.

b. Click the Start button on the top right of the System Components section.

Note that the infrastructure instance contains other OC4J instances, such as
0OC4J_home and OC4J_Demos, but these do not need to be started; their
services are not required and incur unnecessary overhead.

Start Web Cache (optional).

Web Cache is not configured in the infrastructure by default, but if you have
configured it, start it as follows:

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for Web Cache.

b. Click the Start button on the top right of the System Components section.
Start Oracle Management Server and Intelligent Agent (optional).
Perform these steps only if you have configured Oracle Management Server.
a. Start Oracle Management Server:

(UNIX) ORACLE_HOMtin/oemctl start oms

(Windows) ORACLE_HOM#in\oemctl start oms
b. Start the Intelligent Agent.

In order for Oracle Management Server to detect the infrastructure and any
other application server installations on this host, you must make sure the
Intelligent Agent is started. Note that one Intelligent Agent is started per
host and must be started after every reboot.

(UNIX) You can run the following commands in the Oracle home of the
primary installation (the first installation on the host) to get status and start
the Intelligent Agent:

ORACLE_HOMfin/agentctl status agent
ORACLE_HOMfin/agentctl start agent

(Windows) You can check the status and start the Intelligent Agent using
the Services control panel. The name of the service is in the following
format:

Oracle ORACLE_HOMfgent
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Starting an Infrastructure Using Commands on UNIX

This section describes how to start an infrastructure using command-line tools on
UNIX. Except where noted, all commands should be run in the Oracle home of the

infrastructure.

1.

Start the metadata repository.

a.

Start the metadata repository listener:
ORACLE_HOMigin/Isnrctl start

Set the ORACLE_SIDenvironment variable to the metadata repository
system identifier. The default ORACLE_SIDis iasdb .
(Bourne or Korn shell) ORACLE_SID=iasdb; export ORACLE_SID

(C shell) setenv ORACLE_SID iasdb

Start the metadata repository instance using SQL*Plus:

ORACLE_HOMtin/sqlplus /nolog

sgl> connect sys/ password_for_sys  as sysdba
sql> startup

sql> quit

Start Oracle Internet Directory.

a.

Make sure the ORACLE_SIDis set to the metadata repository system
identifier (refer to previous step).

Start the Oracle Internet Directory monitor:
ORACLE_HOMtin/oidmon start

Start the Oracle Internet Directory server:
ORACLE_HOMt#in/oidctl server=oidldapd configset=0 instance= n start

where n is any instance number (1, 2, 3...) that is not in use. For example:

ORACLE_HOMtin/oidctl server=oidldapd configset=0 instance=1 start

Start the Enterprise Manager Web site.

Even though you are using command-line, the Web site is required because it
provides underlying support for the command-line tools. The Web site must be

started after every system boot.
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You can run the following commands in the Oracle home of the primary
installation (the first installation on the host) to get status and start the Web site:

ORACLE HOM#n/emctl status
ORACLE HOM#in/emctl start

Start Oracle HTTP Server.

ORACLE_HOMt#Em/bin/dcmctl start -ct ohs

Note that starting Oracle HTTP Server also makes Oracle9iAS Single Sign-On
available.

Start the OC4J_DAS instance.

ORACLE_HoMEEm/bin/demctl start -co OC4J_DAS

Note that the infrastructure instance contains other OC4J instances, such as
0OC4J_home and OC4J_Demos, but these do not need to be started; their
services are not required and incur unnecessary overhead. Refer to "About

Unused Component Instances in the Infrastructure" on page 5-15 for more
information.

Start Web Cache (optional).

Web Cache is not configured in the infrastructure by default, but if you have
configured it, start it as follows:

ORACLE HOM#n/webcachectl start

Start Oracle Management Server and Intelligent Agent (optional).
Perform these steps only if you have configured Oracle Management Server.
a. Start Oracle Management Server:

ORACLE_HOMfin/oemctl start oms
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b. Start the Intelligent Agent.

In order for Oracle Management Server to detect the infrastructure and any
other application server installations on this host, you must make sure the
Intelligent Agent is started. Note that one Intelligent Agent is started per
host and must be started after every reboot.

You can run the following commands in the Oracle home of the primary
installation (the first installation on the host) to get status and start the
Intelligent Agent:

ORACLE_HOMtin/agentctl status agent
ORACLE_HOMtin/agentctl start agent
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Starting an Infrastructure Using Commands on Windows

This section describes how to start an infrastructure using command-line tools on
Windows. Except where noted, all commands should be run in the Oracle home of
the infrastructure.

1. Start the metadata repository.

a.

Start the metadata repository listener:

ORACLE_HOMtgin\Isnrctl start

Set the ORACLE_SIDenvironment variable to the metadata repository
system identifier (default is iasdb ).

You can set the ORACLE_SID system variable using the System Properties
control panel.

Start the metadata repository instance using SQL*Plus:

ORACLE_HONM#in\sqlplus /nolog

sql> connect sys/ password_for_sys  as sysdba
sql> startup

sql> quit

2. Start Oracle Internet Directory.

a.

Make sure the ORACLE_SIDis set to the metadata repository system
identifier (refer to previous step).

Start the Oracle Internet Directory monitor;
ORACLE HOM#n\oidmon start

Start the Oracle Internet Directory server:
ORACLE_HOMtin\oidctl server=oidldapd configset=0 instance= n start

where n is any instance number (1, 2, 3...) that is not in use. For example:

ORACLE_HOMtin\oidctl server=oidldapd configset=0 instance=1 start
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3. Start the Enterprise Manager Web site.

Even though you are using command-line, the Web site is required because it
provides underlying support for the command-line tools. The Web site must be
started after every system boot.

You can check the status and start the Enterprise Manager Web site using the
Services control panel. The name of the service is in the following format:

Oracle ORACLE_HONHMwebsite

You can also start the service using the following command line;
netstat ~ WEB_SITE_SERVICE _NAME

4, Start Oracle HTTP Server.
ORACLE_HoNdem\bin\demctl start -ct ohs

Note that starting Oracle HTTP Server also makes Oracle9iAS Single Sign-On
available.

5. Start the OC4J_DAS instance.
ORACLE_HOMtEm\bin\dcmctl start -co OC4J_DAS
Note that the infrastructure instance contains other OC4J instances, such as
0OC4J)_home and OC4J_Demos, but these do not need to be started; their
services are not required and incur unnecessary overhead. Refer to "About

Unused Component Instances in the Infrastructure" on page 5-15 for more
information.

6. Start Web Cache (optional).

Web Cache is not configured in the infrastructure by default, but if you have
configured it, start it as follows:

ORACLE_HOMtfin\wehcachectl start

7. Start Oracle Management Server and Intelligent Agent (optional).
Perform these steps only if you have configured Oracle Management Server.
a. Start Oracle Management Server:
ORACLE_HONM#\oemctl start oms

b. Start the Intelligent Agent.
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In order for Oracle Management Server to detect the infrastructure and any
other application server installations on this host, you must make sure the
Intelligent Agent is started. Note that one Intelligent Agent is started per
host and must be started after every reboot.

You can check the status and start the Intelligent Agent using the Services
control panel. The name of the service is in the following format:

Oracle ORACLE_HOMfgent
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Stopping an Infrastructure
This section contains the following procedures for stopping an infrastructure:

« Stopping an Infrastructure Using Oracle Enterprise Manager on UNIX and
Windows

« Stopping an Infrastructure Using Commands on UNIX
« Stopping an Infrastructure Using Commands on Windows

No matter which procedure you use, stopping an infrastructure involves
performing the following steps in order:

Stop all middle-tier application server instances that use the infrastructure.
Stop Oracle Management Server and Intelligent Agent (optional)

Stop Web Cache (optional)

Stop OC4J instances

Stop Oracle HTTP Server

Stop Oracle Internet Directory

N o o M 0w NP

Stop the Metadata Repository
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Stopping an Infrastructure Using Oracle Enterprise Manager on UNIX and Windows

This section describes how to stop an infrastructure using Oracle Enterprise
Manager on UNIX and Windows.

1.
2.

Stop all middle-tier application server instances that use the infrastructure.
Stop Oracle Management Server and Intelligent Agent (optional).
Perform these steps only if you have configured Oracle Management Server.
a. Stop Oracle Management Server:

(UNIX) ORACLE_HOMtin/oemctl stop oms

(Windows) ORACLE_HOM#i\oemctl stop oms
b. Stop the Intelligent Agent (for system shutdown only).

If you are preparing to shut down your system, stop the Intelligent Agent
on this host.

(UNIX) You can run the following commands in the Oracle home of the
primary installation (the first installation on the host) to get status and stop
the Intelligent Agent:

ORACLE_HOMfin/agentctl status agent
ORACLE_HOMtin/agentctl stop agent

(Windows) You can check the status and start the Intelligent Agent using
the Services control panel. The name of the service is in the following
format:

Oracle ORACLE_HOMifgent

Access the Infrastructure Instance Page on the Enterprise Manager Web site.

Point your browser to the Enterprise Manager Web site on your host using the
following URL.:

http://  hostname :1810
Log in asias_admin . This opens the Farm Page. Select the infrastructure

instance in the Name column in the Standalone Instances section. This opens
the Infrastructure Instance Page.

Note that you should not click Stop All. Instead, follow the rest of these steps to
stop components in the proper order.
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Stop Web Cache (optional).

Web Cache is not configured in the infrastructure by default, but if you have
configured it, stop it as follows:

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for Web Cache.

b. Click the Stop button on the top right of the System Components section.
Stop the OC4J instances.

Stop all running OC4J instances (OC4J_DAS, OC4J_home, OC4J)_Demos) by
performing these steps on each one.

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for the OC4J instance.

b. Click the Stop button on the top right of the System Components section.
Stop Oracle HTTP Server.

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for HTTP Server.

b. Click the Stop button on the top right of the System Components section.

Note that stopping Oracle HTTP Server also makes Oracle9iAS Single Sign-On
unavailable.

Stop Oracle Internet Directory.

a. On the Infrastructure Instance Page, in the System Components section,
click the radio button in the Select column for Internet Directory.

b. Click the Stop button on the top right of the System Components section.
Stop the metadata repository.
a. Launch Oracle Enterprise Manager in standalone mode:

(UNIX) ORACLE_HOMtin/oemapp dbastudio
(Windows) ORACLE_HOM#n\oemapp dbastudio

Select Launch Standalone and click OK.

b. Expand the Databases entry in the System Objects frame by clicking the
plus sign (+) next to it.

c. Select the metadata repository entry.
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d. In the toolbar, select Object -> Connect. Connect as a user with SYSDBA
privileges.

e. In the toolbar, select Object -> Shutdown.
f.  Stop the metadata repository listener:
(UNIX) ORACLE_HOMt#/Isnrctl stop
(Windows) ORACLE_HOM#n\Isnrctl stop
9. Stop the Enterprise Manager Web site (system shutdown only).

If you are preparing to shut down your system, stop the Enterprise Manager
Web site.

(UNIX) You can run the following commands in the Oracle home of the
primary installation (the first installation on the host) to get status and stop the
Web site:

ORACLE_HOMtin/emctl status
ORACLE_HOMgin/emctl stop

(Windows) You can check the status and stop the Enterprise Manager Web site
using the Services control panel. The name of the service is in the following
format:

Oracle ORACLE HOM\website
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Stopping an Infrastructure Using Commands on UNIX

This section describes how to stop an infrastructure using command-line tools on
UNIX. Except where noted, all commands should be run in the Oracle home of the
infrastructure.

1. Stop all middle-tier application server instances that use the infrastructure.
2. Stop Oracle Management Server and Intelligent Agent (optional).
Perform these steps only if you have configured Oracle Management Server.
a. Stop Oracle Management Server:
If you have configured Oracle Management Server, stop it as follows:
ORACLE_HOMigin/oemctl stop oms

b. Stop the Intelligent Agent (for system shutdown only).

If you are preparing to shut down your system, stop the Intelligent Agent
on this host.

You can run the following commands in the Oracle home of the primary
installation (the first installation on the host) to get status and stop the
Intelligent Agent:

ORACLE_HOMtin/agentctl status agent
ORACLE_HOMtin/agentctl stop agent

3. Stop the Enterprise Manager Web site (for system shutdown only).

If you are preparing to shut down your system, stop the Enterprise Manager
Web site by running the following command in the Oracle home of the primary
installation (the first installation on the host):

ORACLE_HOMigin/emctl stop

4. Stop Web Cache (optional).

Web Cache is not configured in the infrastructure by default, but if you have
configured it, stop it as follows:

ORACLE_HOMtin/webcachectl stop

5. Stop OC4J instances and Oracle HTTP Server.

If you are preparing to shutdown your system, stop all running OC4J instances,
Oracle HTTP Server, and OPMN as follows:
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ORACLE HOMfEm/bin/dcmctl shutdown

Otherwise, if you are not preparing to shut down your system, stop all running
OC4J instances and Oracle HTTP Server (leave OPMN running):
ORACLE_HOMt#gEm/bin/dcmctl stop

Note that stopping Oracle HTTP Server also makes Oracle9iAS Single Sign-On
unavailable.

Stop Oracle Internet Directory.

a. Make sure the ORACLE_SIDis set to the metadata repository system
identifier (refer to the next step).

b. Stop the Oracle Internet Directory server:
ORACLE_HOMtin/oidctl server=oidldapd configset=0 instance= n stop
where n is the instance number that was used to start the server (1, 2, 3..).
For example:
ORACLE_HOMtin\oidctl server=oidldapd configset=0 instance=1 stop

c. Stop the Oracle Internet Directory monitor:
ORACLE_HOMtin/oidmon stop

Stop the metadata repository.

a. Setthe ORACLE_SIDenvironment variable to the metadata repository
system identifier. The default ORACLE_SIDis iasdb .

(Bourne or Korn shell) ORACLE_SID=iasdb; export ORACLE_SID
(C shell) setenv ORACLE_SID iasdb
b. Stop the metadata repository instance using SQL*Plus:

ORACLE_HOMtin/sglplus /nolog
sql> connect sys/ password_for_sys  as sysdba
sql> shutdown
sql> quit
c. Stop the metadata repository listener;

ORACLE_HOMtin/Isnrctl stop
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Stopping an Infrastructure Using Commands on Windows

This section describes how to stop an infrastructure using command-line tools on
Windows. Except where noted, all commands should be run in the Oracle home of
the infrastructure.

1. Stop all middle-tier application server instances that use the infrastructure.
2. Stop Oracle Management Server and Intelligent Agent (optional).
Perform these steps only if you have configured Oracle Management Server.
a. Stop Oracle Management Server.
ORACLE_HONM#in\oemctl stop oms

b. Stop the Intelligent Agent (for system shutdown only).

If you are preparing to shut down your system, stop the Intelligent Agent
on this host.

The name of the service is in the following format:;
Oracle ORACLE_HOMfgent

For example:
OracleOraHome902Agent
The Services control panel shows you the status of the service and indicates

the method used to stop the service. You can then select the service name
and use the controls on the Services window to stop the service.

3. Stop the Enterprise Manager Web site (for system shutdown only).

If you are preparing to shut down your system, stop the Enterprise Manager
Web site.

You can check the status and stop the Enterprise Manager Web site using the
Services control panel. The name of the service is in the following format:

Oracle ORACLE_HOMN#/\website

For example, if the name of the Oracle home is OraHome902, the service name
is:

OracleOraHome902EMWebsite
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Stop Web Cache (optional).

Web Cache is not configured in the infrastructure by default, but if you have
configured it, stop it as follows:

ORACLE_HOMtin\webcachectl stop

Stop OC4J instances and Oracle HTTP Server

If you are preparing to shutdown your system, stop all running OC4J instances,
Oracle HTTP Server, and OPMN as follows:

ORACLE_HOMtEm\bin\dcmctl shutdown

Otherwise, if you are not preparing to shut down your system, stop all running
OC4]J instances and Oracle HTTP Server (leave OPMN running):

ORACLE_HoOMNgEm\bin\decmctl stop

Note that stopping Oracle HTTP Server also makes Oracle9iAS Single Sign-On
unavailable.

Stop Oracle Internet Directory.

a. Make sure the ORACLE_SIDis set to the metadata repository system
identifier (refer to next step).

b. Stop the Oracle Internet Directory server:

ORACLE_HOMtin\oidctl server=oidldapd configset=0 instance= n stop

where n is the instance number that was used to start the server (1, 2, 3...).
For example:

ORACLE_HOMtin\oidctl server=oidldapd configset=0 instance=1 stop

c. Stop the Oracle Internet Directory monitor:
ORACLE_HONM#\oidmon stop
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7.

Stop the metadata repository.

a.

Set the ORACLE_SIDenvironment variable to the metadata repository
system identifier. The default ORACLE_SIDis iasdb .

You can set the ORACLE_SIDsystem variable using the System Properties
control panel.

Stop the metadata repository instance using SQL*Plus:

ORACLE_HOMtin\sglplus /nolog

sgl> connect sys/ password_for_sys  as sysdba
sql> shutdown

sql> quit

Stop the metadata repository listener:
ORACLE_HONM#\Isnrctl stop
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Configuring HTTP Server, OC4J, and Web
Cache

This chapter provides an introduction to configuring these key components; Oracle
HTTP Server, OC4J, and Oracle9iAS Web Cache.

It contains the following topics:

= Introduction

« About Manually Editing HTTP Server and OC4J Configuration Files
« Configuring Oracle HTTP Server

« Enabling JServ

« Configuring Oracle9iAS Containers for J2EE

« Configuring Oracle9iAS Web Cache
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Introduction

This chapter provides an introduction to configuring components using the Oracle
Enterprise Manager Web site. It discusses common configuration tasks associated
with three key components: Oracle HTTP Server, Oracle9iAS Containers for J2EE,
and Oracle9iAS Web Cache.

See Also:  Enterprise Manager Web site allows you to configure
many other Oracle9iAS components. For more information, refer to
the individual component guides and use the Enterprise Manager
Web site online help.

About Manually Editing HTTP Server and OC4J Configuration Files

If you edit Oracle HTTP Server or OC4J configuration files manually, instead of
using the Enterprise Manager Web site, you must use the DCM command-line
utility demctl  to notify the DCM repository of the changes. Otherwise, your
changes will not go into effect and will not be reflected in the Enterprise Manager
Web site. Table 6-1 lists the dcmctl commands. Note that the demctl  tool is
located in:

(UNIX) ORACLE_HOME/dcm/bin/dcmctl
(Windows) ORACLE_HOME\dcm/bin\demctl

Table 6-1 dcmctl Commands for Updating the DCM Repository

To notify DCM of changes made to: Use this command:

Oracle HTTP Server configuration files dcmctl updateConfig -ct ohs
OC4J configuration files dcmctl updateConfig -ct oc4j
All configuration files dcmctl updateConfig

Before you change configuration parameters, manually or using the Enterprise
Manager Web site, you can save the current state of your configuration files and
installed J2EE applications with the following command:

dcmctl savelnstance -dir directory_name

You can then restore the state and back out of any subsequent changes that were
made using the following command:

demctl restorelnstance [ -dir directory_name ]
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See Also:  Appendix F, "DCM Command-Line Utility (dcmctl)" for
more information

Configuring Oracle HTTP Server

You can configure Oracle HTTP Server using the Oracle HTTP Server Home Page
on the Oracle Enterprise Manager Web site. You can perform tasks such as
modifying directives, changing log properties, specifying a port for a listener,
managing client requests, and editing server configuration files.

You can access the Oracle HTTP Server Home Page in the Name column of the
System Components table on the Instance Home Page. Figure 6-1 displays the
Oracle HTTP Server Home Page.

This section describes the following tasks:

« Modifying the Document Root, Administrator E-mail, User, and Group Settings
« Specifying a Port for a Listener

« Changing the Error Log Properties

« Adding an Access Log File

« Changing the Access Log Properties

« Managing the Client Request and Connection Handling

« Editing the Server Configuration Files

« Creating a Database Access Descriptor (DAD) for mod_plsql
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Figure 6-1 HTTP Server Home Page

ORACLE i
Enterprise Manager Preferences ek
=
Targets
Application Servers
Farm = Application Server: ias]. mysenermycompany.cam = HTTP Server
HTTP Server
Refreshed at Wednesday, March 6, 2002 2:27:59 PM PET EE-?
General Default Server Configuration
== Status  Up Sty ) Restart ) Server
- ..0:,). Mar 6, top &) MName 'MYSeIver.mycompany.com
Start 2002 Docurment -
Time 11:24:34 oot Iprivateioracle/OraHome1
AM PST kst pars, 2002 11:20:32 AM PST
Madification
Status Response and Load
Heap Usage (MB) 20.094 Active Requests 1
CPU Usage (%) 06 Request Throughput (regs/sec) 0.53
Memary Usage (MB) 285.752 Request Processing Time (sec) 0.01
Error Rate (%) O Data Throughput (KBfsec) 8.5
Active Connections 2 Data Processed (KB/reg) 1611
Connection Open Time (sec) 0.02

See Also:  If you are unfamiliar with the Oracle HTTP Server
configuration settings, see the Oracle HTTP Server Administration
Guide before making any changes.

Modifying the Document Root, Administrator E-mail, User, and Group Settings
After you start Oracle HTTP Server, the system is ready to listen for and respond to
requests. You may need to make modifications to the document root, administrator
e-mail, user, and group settings in order to process requests efficiently.

The document root is the directory from which the server serves files. Note that
the document root directory is different from the server root directory, which is
only used to store the server files.

The administrator e-mail address is the server’s main contact. This address
receives notifications if the server experiences error conditions.

«  The user name specifies the userid to which the server answers requests. In
order to use this directive, the server must be run initially as root. The user
should have privileges to access files that are available for everyone, and the
user should be able to execute code which is not meant for HTTP requests. It is
recommended that you set up a new user for running the server.
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The group name specifies the group under which the server answers requests.
In order to use this directive, the standalone server must be run initially as root.
It is recommended that you create a new group for running the server.

To modify these settings:

1.

Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration section.

Select Server Properties under the Administration section. This opens the
Oracle HTTP Server Properties Page.

Type a new path in the Document Root field to change the document root
directory. The path should be relative to the Server Root Directory specified
during initial configuration.

Type the appropriate email address in the Administrator E-Mail field. Oracle
HTTP Server uses this email address to issue notices and warnings. The
administrator should have full privileges.

Add or change the User identifier by typing a new user name in the fields
provided.

Add or change the Group identifier by typing a new group name in the fields
provided.

Click Apply at the bottom of the page to accept the changes. If you do not click
Apply, you will lose your changes. If you make a mistake or want to undo any
changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.

Specifying a Port for a Listener

When you start Oracle HTTP Server, it connects to a port and awaits client requests.
Oracle HTTP Server will automatically attempt to listen on port 7777.

To specify a listener port:

1.

Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration section.

Select Server Properties in the Administration section. This opens the Server
Properties Page.
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3. Scroll down to the Listening Addresses/Ports table.

The first row in the Listening Addresses/Ports table identifies the default
listener port. To edit the default listener port, edit the number in the Listening
Port column.

To add port settings, click Add Another Row to add a new row to the table.
Enter the IP address and/or port number to the new row.

4. Scroll down to the end of the page and click Apply to accept the changes. If you
do not click Apply, you will lose your changes. If you make a mistake or want
to undo any changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

5. Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.

Changing the Error Log Properties

You can change Error Log properties from the Oracle HTTP Server Home Page on
the Oracle Enterprise Manager Web site. The Error Log file is an important source of
information for maintaining a well-performing server. The Error Log records all of
the information about problem situations so that you can easily diagnose and fix the
problems. The following directives allow you to customize how your error log is set
up.

To customize the error log properties:

1. Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration section.

2. Select Server Properties in the Administration section. This opens the Server
Properties Page.

3. Scroll to the Logging section of the Server Properties Page.

4. Type the full path name of the directory where you want to keep the error log
file in the Error Log Filename field. You can also type the relative path name. A
relative path is assumed to be relative to the Server Root directory.

5. Select the logging level from the Error Logging Level drop-down menu. The
logging level indicates the severity of the error being reported.
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Note: Setting the log level to notice, info, or debug tends to flood
the error log with informational messages. Use these options only if
you need to perform a very detailed analysis or to debug a specific
performance problem.

Set the IP Address Translation type. This setting tells the server how to handle
DNS lookups. Typically a single DNS lookup yields better performance than a
double DNS lookup.

Scroll to the end of the page and click Apply to accept the changes. If you do
not click Apply, you will lose your changes. If you make a mistake or want to
undo any changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.

Adding an Access Log File

You can change Access Log properties from the Oracle HTTP Server Home Page on
the Oracle Enterprise Manager Web site. The Access Log contains basic information
about every HTTP transaction that the server handles. Specifically, the access log file
contains: hostname, remote logname, remote user, time, request, response code, and
bytes transferred. This information can be used to generate statistical reports about
the server's usage patterns.

Note: Access Log files are not automatically generated. You must
first tell the server where and how to store access log information.

To create an access log file:

1.

Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration section.

Select Server Properties in the Administration section. This opens the Server
Properties Page.

Scroll to the Logging section of the Server Properties Page.
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4. Click Add Another Row in the Select Access Log table to add a new row. When
the page reloads, scroll back to the Logging section.

5. Type the full path and filename of the access log file you want to create in the
empty field. For example, you can type the following location:

(UNIX) /private2/ias/Apache/Apache/logs/access_log
(Windows) C:\ias_home\Apache\Apache\logs\access_log

You can also type the relative path and filename. A relative path is assumed to
be relative to the Server Root directory:

(UNIX) logs/access_log
(Windows) logs\access_log

6. Set the log format by typing a new format name. The default is common For
information on creating custom log formats, go to "Adding an Access Log File"
from the online help for the Server Properties Page.

Note: For a full description of the available log formats, click Help
at the top of the Server Properties page.

7. Scroll down to the end of the page and click Apply to accept the changes. If you
do not click Apply, you will lose your changes. If you make a mistake or want
to undo any changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

8. Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.
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Changing the Access Log Properties

To change access log properties:

1. Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration section.

2. Select Server Properties in the Administration section. This opens the Server
Properties Page.

3. Scroll to the Logging section of the Server Properties Page.

4. Select the Client Access Log file you want to relocate in the Select Access Log
section.

5. Type the new destination in the Client Access Log Filename field. The
destination can be the full path and filename or a relative path and filename. A
relative path is assumed to be relative to the Server Root directory.

6. Scroll to the end of the page and click Apply to accept the changes. If you do
not click Apply, you will lose your changes. If you make a mistake or want to
undo any changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

7. Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.

Managing the Client Request and Connection Handling

You can specify how the Child Processes and Connections should initialize
resources during the server's processing phase through the Oracle HTTP Server
Home Page on the Oracle Enterprise Manager Web site. The Child Process and
Connection settings impact the ability of the server to process requests. You may
need to modify these settings as the number of requests increases or decreases to
maintain a well-performing server.

Note: For more information on setting the client request and
connection handling parameters, see the Oracle HTTP Server
Administration Guide.

To modify child process and connection settings:
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Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration section.

Select Server Properties in the Administration section. This opens the Server
Properties Page.

Scroll to the Client Request Handling or Client Connection Handling sections of
the Server Properties Page.

Modify the Client Request Handling and Client Connections Handling
directives by changing the default values in the appropriate fields.

For help on individual settings, click Help at the top of the Server Properties
page.
Scroll down to the end of the page and click Apply to accept the changes. If you

do not click Apply, you will lose your changes. If you make a mistake or want
to undo any changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.

Editing the Server Configuration Files

You can access the HTTP server configuration files directly through the Oracle
HTTP Server Advanced Properties Page on the Oracle Enterprise Manager Web site.
Use these files to customize the features of your server.

See Also:  For more information on using the HTTP server
configuration files to customize your server settings, see the Oracle
HTTP Server Administration Guide.

To edit a configuration file:

1.

Navigate to the Oracle HTTP Server Home Page on the Oracle Enterprise
Manager Web site. Scroll to the Administration.

Select Advanced Server Properties in the Administration section. This opens
the Advanced Server Properties Page.

Select the configuration file you want to edit. A text editor appears where you
can make the appropriate changes.
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4. Scroll down to the end of the page and click Apply to accept the changes. If you
do not click Apply, you will lose your changes. If you make a mistake or want
to undo any changes, click Revert.

Enterprise Manager displays a confirmation page, which confirms that the
appropriate configuration files have been updated.

5. Click Yes to restart the HTTP Server so the changes will take effect. Click No to
restart the server later.

Creating a Database Access Descriptor (DAD) for mod_plsq|

Oracle HTTP Server contains the mod_plsgl module, which provide support for
building PL/SQL-based applications on the Web. PL/SQL stored procedures
retrieve data from a database and generate HTTP responses containing data and
code to display in a Web browser.

In order to use mod_plsql you must install the PL/SQL Web Toolkit into a
database and create a Database Access Descriptor (DAD) which provides
mod_plsql with connection information for the database.

See Also:  "mod_plsqgl” on page 4-6 for more information on
installing the PL/SQL Web Toolkit into a database

You can create a DAD using the Enterprise Manager Web site:
1. Navigate to the HTTP Server Home Page. Scroll to the Administration section.
2. Select PL/SQL Properties. This opens the mod_plsql Services Page.

3. Onthe mod_plsql Services Page, scroll to the DAD Status section. Click Create.
This opens the DAD Type Page.

4. If you intend to use mod_plsgl with Oracle9iAS Portal or Oracle Login Server,
select the Portal radio button. Otherwise, select the General radio button. The
subsequent screens will be populated with default values based on your
selection. Click Next. This opens the Database Connection Page.

5. Type a unique name in the DAD Name field. Enter the database account,
password, and connection information in the Database Connectivity
Information section. In the Default Page field, type the name of the PL/SQL
procedure that should be invoked when one is not specified. In the NLS
Language field, type the Oracle Language and Character Set for the back-end
database. Choose an Authentication Mode in the Authentication Mode section.
Click Next. This opens the Document, Alias, and Session Page.
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6.

8.

On the Document, Alias, and Session Page, fill in the fields that are required for
your DAD configuration. Refer to the online help for more information. Click
Next. This opens the Advanced Page.

On the Advanced Page, fill in the fields that are required for your DAD
configuration. These fields are typically not configured. Refer to the online help
for more information. Click Finish. This opens the Confirmation Page. Click
OK.

Restart Oracle HTTP Server.
See Also:  For more details on mod_plsgl configuration

parameters, refer to "'mod_plsqgl" in Chapter 6 of Oracle HTTP Server
Administration Guide

Deleting a Database Access Descriptor (DAD) for mod_plsql
You can delete a DAD using the Enterprise Manager Web site:

1.
2.
3.

Enabling JServ

Navigate to the HTTP Server Home Page. Scroll to the Administration section.
Select PL/SQL Properties. This opens the mod_plsql Services Page.

On the mod_plsql Services Page, scroll to the DAD Status section. Select the
radio button in the Select column for the DAD you would like to delete. Click
Delete.

Restart Oracle HTTP Server.

It is recommended that you use the Oracle9iAS Containers for J2EE (OC4J) for your
servlet environment; it is the default configuration for Oracle9iAS Release 2 (9.0.2).
However, you may want or need to use JServ in your Oracle9iAS Release 2
installation. These instructions are provided to explain how to enable JServ, and, if
necessary, use it for some applications and OC4J for others. The instructions assume
a working familiarity with the Oracle HTTP Server and JServ configuration.

This section has the following topics:

Directives Reference
This section describes directives used to enable JServ with mod_oprocmgr .

Enabling JServ with mod_oprocmgr
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This section explains how to enable the Oracle default mode for JServ. Use this
mode if you want process management and load balancing capabilities for
multiple JVMs. The ApJServManual directive has a new mode, ‘auto’, that
enables using JServ with the Oracle module mod_oprocmgr . The following file
contains LoadModule directives for mod_jserv and mod_oprocmgr :

(UNIX) ORACLE_HOMEpachelJservietc/jserv.conf
(Windows) ORACLE_HOM#Epache\Jserv\conf\jserv.conf
« Enabling JServ in Automatic Mode

This section explains how to enable JServ in automatic mode. Use this mode if
you need only one JVM. In this mode, the ApJServManual directive is set to
‘off” and the mod_jserv module launches and monitors the JVM. If the Oracle
HTTP Server is restarted or stopped, mod_jserv restarts or stops the JVM.

« Enabling JServ in Manual Mode

This section explains how to enable JServ in manual mode. Use this mode if you
need to run multiple JVMs. In this mode, the ApJServManual directive is set to

‘on’ and you have to stop and start the VM manually. To monitor the JVM, you
must use an external monitoring facility.

« Using JServ and OC4J Together

This section explains how to use mod_rewrite to enable some applications to
execute on JServ, and others on OC4J.

Directives Reference

This section describes some JServ configuration directives that are related to using
JServ with mod_oprocmgr. All directives are described thoroughly in the
configuration files.

See Also:  Oracle HTTP Server Administration Guide

Directives in jserv.properties
This section describes directives in jserv.properties

Port

Use this directive to specify the ports to which JServ will bind. For example:
port=8007
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If no ports are specified, the JServ processes will choose their ports. The following
port directive enables the JServ processes to choose their own ports (the default
behavior):

port=

If you eliminate the port directive entirely, an error will occur.

You can specify multiple ports, and separate the values with commas. Note that a
range of ports (9000-9010) is a valid value.

port=8007,9000-9010,8010

Directives in jserv.conf
This section describes directives in jserv.conf

ApJServManual  This directive accepts a new mode, auto, which invokes the new
infrastructure functionality (in which mod_oprocmgr manages processes). The
syntax is:

ApJServManual auto

You can set the mode to on or off to use standard JServ functionality.

ApJServGroup  This directive defines groups for the process manager to manage for
mod_jserv . If you have worked with mod_jserv , you will note that this directive
replaces the ApJServBalance , ApJServHost , ApJServRoute and
ApJServShmFile directives.

All JServ processes to be managed must belong to a group, and each group has its
own ApJServGroup directive. If you only have one JServ process, you must define
a group with just that process in it. The processes in a group are identical except for
their listening ports, so requests directed to the group are distributed evenly among
the processes.

The ApJServGroup directive takes four arguments: groupname, number of
processes, node weight, and properties file. In the following example, the
groupname is mygroup , the number of processes is 1, the node weight is 1, and the
full path of the properties file used to start the JServ processes is:

(UNIX) /privatefias/Apache/Jserv/etc/jserv.properties
(Windows) C:\iashome\Apache\Jserv\conf\jserv.properties

(UNIX) ApJServGroup mygroup 1 1 /private/ias/Apache/Jserv/etc/jserv.properties
(Windows) ApJServGroup mygroup 1 1 C:\iashome\Apache\Jserviconf\jserv.properties
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ApJServGroupMount  This directive defines a mount point and maps it to a process
group and zone. In the following example, the mount point is /Zservlets, the group
is mygroup, and the zone is root. Note that the balance protocol is in use for
routing, as in the standard JServ configuration.

(UNIX) ApJServGroupMount /servlets balance://mygroup/root
(Windows) ApJServGroupMount /servlets balance://mygroup/root

Place this directive after the ApJServGroup directive in the configuration file.
ApJServGroupSecretKey — This directive specifies the secret key that JServ needs to
authenticate clients. It can be disabled, as follows:

ApJServGroupSecretKey disabled

When activated, the directive takes one or two arguments. In the following

example, with group and filename arguments, the filename mysecretkey applies
to the group mygroup :

(UNIX) ApJServGroupSecretKey mygroup /ust/local/apache/jserv/mysecretkey

(Windows) ApJServGroupSecretKey mygroup C:\ias\apache\jservimysecretkey

You can supply only the filename argument. No group is named, so the secret key
filename applies to all groups.

(UNIX) ApJServGroupSecretKey /usr/local/apachel/jservimysecretkey

(Windows) ApJServGroupSecretKey C:\ias\apache\jservimysecretkey

You cannot combine directives using the one-argument syntax with directives using
the two-argument syntax. If you use the two-argument syntax, the default for
groups without a group-specific secret key is 'disabled’.

Place this directive after the ApJServGroup directive in the configuration file.

Warning:  The secret in the secret key file specified in
ApJServSecretKey must be the same as that specified by the
security.secretKey directive in the jserv.properties file. If the
secrets are not the same, the death detection mechanism assumes
that all the servlet engine processes are dead, eliminates them,
and starts new processes to replace them (repeating the cycle
endlessly).
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Enabling JServ with mod_oprocmgr

This section explains how to implement process management and load balancing
services for JServ processes with mod_oprocmgr . Terms used in this section to
describe the module and its functions are defined inTable 6-2:

Table 6-2 mod_oprocmgr Terms and Definitions

Term Definition

mod_oprocmgr A module that starts, stops, and detects death of processes
(starting new processes to replace them), and provides load
balancing services to the processes. mod_oprocmgr gets the
topology management information via HTTP requests from
internal servers such as JServ, and does its job based on this

information.
group A set of processes across which request traffic is distributed.
servlet engine process A JVM instance that runs a servlet engine, such as JServ.

How mod_oprocmgr Works with mod_jserv

mod_oprocmgr provides infrastructure capabilities, such as automatic starting of
processes, death detection and restart, and load balancing. These capabilities are
enabled by a new mode, auto, for the ApJServManual directive.

Based on the configuration information provided by mod_jserv , mod_oprocmgr
starts the specified number of JServ processes, managing them for the life of the
Sservers.

Follow these steps to enable JServ with mod_oprocmgr :
1. Uncomment the Include directive for the jserv.conf filein

(UNIX) ORACLE_HOM#Epache/Apache/conf/httpd.conf
(Windows) ORACLE_HOM#pache\Apache\confihttpd.conf

by removing the initial '# character in the line:

(UNIX) include "/ ORACLE_HOM&pache/Jserv/etcl/jserv.conf"
(Windows) include "C:\ ORACLE_HOMEpache\Jserviconfijserv.conf"

2. Configure directives in the following file, if needed:
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5.

6.

(UNIX) ORACLE_HOMEpachelJservietc/jserv.conf
(Windows) ORACLE_HOM#Epache\Jserv\conf\jserv.conf

Configure directives in the following file, if needed:
(UNIX) O RACLE_HOMEpache/Jserv/etcl/jserv.properties
(Windows) O RACLE_HOMEpache\Jserv\conf\jserv.properties
Configure directives in the following file, if needed:

(UNIX) ORACLE_HOMiEpache/Jservietc/zone.properties
(Windows) ORACLE_HOM#Epache\Jserviconfizone.properties

Configure JServ using the Enterprise Manger Web site:

a. Navigate to the Instance Home Page on the Enterprise Manager Web site.
Scroll to the Administration section.

b. Select Configure Components. This opens the Configure Components
Page.

c. Choose JServ in the Component drop-down menu, enter the ias_admin
password, and click OK.

Restart Oracle HTTP Server.

Enabling JServ in Automatic Mode
Follow these steps to enable JServ in automatic mode:

1.

Uncomment the Include directive for the jserv.conf filein

(UNIX) ORACLE_HOM#pache/Apachel/conf/httpd.conf
(Windows) ORACLE_HOM#Epache\Apache\confihttpd.conf

by removing the initial '# character in the line:

(UNIX) include "/ ORACLE_HOMEpache/Jserv/etcljserv.conf"
(Windows) include "C:\ ORACLE_HOM#Epache\Jserviconfijserv.conf"

Set the ApJServManual directive to off
ApJServManual off

in following file:

(UNIX) ORACLE_HOM#EpachelJservietc/jserv.conf
(Windows) ORACLE_HOM#Epache\Jserv\confijserv.conf
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7.

Configure other directives as needed in jserv.conf
Set the port directive in the following file:

(UNIX) ORACLE_HOM#Epache/Jserv/etcl/jserv.properties
(Windows) ORACLE_HOM#Epache\Jserv\conf\jserv.properties

to the same value as that specified in the ApJServDefaultPort directive.
Configure directives in the following file, if needed:

(UNIX) ORACLE_HOM#EpachelJservletc/zone.properties
(Windows) ORACLE_HOM#Epache\Jserviconfizone.properties

Configure JServ using the Enterprise Manger Web site:

a. Navigate to the Instance Home Page on the Enterprise Manager Web site.
Scroll to the Administration section.

b. Select Configure Components. This opens the Configure Components
Page.

c. Choose JServ in the Component drop-down menu, enter the ias_admin
password, and click OK.

Restart Oracle HTTP Server.

Enabling JServ in Manual Mode
Follow these steps to enable JServ in manual mode:

1.

Uncomment the Include directive for the jserv.conf filein

(UNIX) ORACLE_HOMEpache/Apache/conf/httpd.conf
(Windows) ORACLE_HOM#Epache\Apache\conf\httpd.conf

by removing the initial '# character in the line:

(UNIX) include "/ ORACLE_HOMEpache/Jserv/etcljserv.conf"
(Windows) include "C:\ ORACLE_HOM#Epache\Jserviconfijserv.conf”

Set the ApJServManual directive to on:

ApJServManual on

in following file:

(UNIX) ORACLE_HOM#pache/Jservietc/jserv.conf
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(Windows) ORACLE_HOM#Epache\Jserv\confijserv.conf

3. Configure other directives as needed in jserv.conf
4. Configure directives in the following file, if needed:

(UNIX) ORACLE_HOMEpache/Jservietc/iserv.properties
(Windows) ORACLE_HOM#Epache\Jserv\conf\jserv.properties

5. Configure directives in the following file, if needed:

(UNIX) ORACLE_HOMEpache/Jservletc/zone.properties
(Windows) ORACLE_HOM#Epache\Jserv\confizone.properties

6. StartJServ:

(UNIX) ORACLE_HOMEpache/Apache/bin/startJServ.sh
(Windows) ORACLE_HOM#Epache\Apache\bin\startJsv.bat

7. Configure JServ using the Enterprise Manager Web site.

a. Navigate to the Instance Home Page on the Enterprise Manager Web site.
Scroll to the Administration section.

b. Select Configure Components. This opens the Configure Components
Page.

c. Choose JServ in the Component drop-down menu, enter the ias_admin
password, and click OK.

8. Restart Oracle HTTP Server.

Using JServ and OC4J Together

Perform the following configuration steps to enable JServ and Oracle9iAS
Containers for J2EE (OC4J) to coexist. This is important if you have the Portal and
Wireless installation type, because of the Portal dependency on OC4J.

1. Specify the engine on which applications should execute. Suppose you have

these URLs:
« /applicationl/filel.jsp to execute on JServ
« /application2/file2.jsp to execute on OC4J

You must rewrite the URL for applicationl.

a. Edit the following file:
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2.

3.

(UNIX) ORACLE_HOM#Epache/Apache/conf/httpd.conf
(Windows) ORACLE_HOM#Epache\Apache\confihttpd.conf

and ensure that the following directives are active (uncommented) and
present:

LoadModule rewrite_module libexec/mod_rewrite.so
AddModule mod_rewrite.c

RewriteEngine on

Edit the following file:

(UNIX) ORACLE_HOMEpacheljsp/conf/ojsp.conf
(Windows) ORACLE_HOM#Epache\jsp\conflojsp.conf

to add these directives:

RewriteRule /application1/(.*)/(.*)\.jsp$ /application1/$1/$2.jsp1
ApJServAction .jspl /servlets/oracle.jsp.JspServiet

Remove this directive:

ApJServAction .jsp /servlets/oracle.jsp.JspServiet

Edit the following file:

(UNIX) ORACLE_HOMpache/Jservietc/jserv.conf
(Windows) ORACLE_HOM#Epache\Jserviconfijserv.conf

and mount /servlets to the JVM that will service the JSP requests. Use
the ApJServMount or ApJServGroupMount directive (depending on how
the JServ processes are started).

Configure JServ using the Enterprise Manger Web site:

a.

Navigate to the Instance Home Page on the Enterprise Manager Web site.
Scroll to the Administration section.

Select Configure Components. This opens the Configure Components
Page.

Choose JServ in the Component drop-down menu, enter the ias_admin
password, and click OK.

Restart Oracle HTTP Server.
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Configuring Oracle9 JAS Containers for J2EE

You can configure Oracle9iAS Containers for J2EE (OC4J) using the Enterprise
Manager Web site. You can use the Instance Home Page to create and delete OC4J
instances, each of which has its own OC4J Home Page. You can use each individual
OC4J) Home Page to configure the corresponding OC4J instance and its deployed
applications.

This section provides instructions for creating and deleting OC4J instances and an
overview of the configuration tasks you can perform on OC4J instances and
applications.

See Also:  Oracle9iAS Containers for J2EE User’s Guide for more
detailed instructions on configuring OC4J instances and
applications

Creating an OC4J Instance

Every application server instance has a default OC4J instance named OC4J_home
You can create additional instances, each with a unique name, within an application
server instance.

To create a new OC4J instance:

1. Navigate to the Instance Home Page on the Oracle Enterprise Manager Web
site. Scroll to the System Components section.

2. Click Create OC4J Instance. This opens the Create OC4J Instance Page.

3. Inthe Create OC4J Instance Page, type a unique instance name in the OC4J
instance name field. Click Create.

A new OC4]J instance is created with the name you provided. This OC4J instance
shows up on the Instance Home Page in the System Components section. The
instance is initially in a stopped state and can be started any time after creation.
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Deleting an OC4J Instance
To delete an OC4J instance:

1. Navigate to the Oracle9iAS Instance Home Page on the Oracle Enterprise
Manager Web site. Scroll to the System Components section.

2. Select the radio button in the Select column for the OC4J instance you would
like to delete.

3. Click Delete.

Overview of OC4J Configuration Tasks

You can use the Enterprise Manager Web site to do the following types of
configuration:

« OC4] Instance Level Configuration

« Application Level Configuration

OC4J Instance Level Configuration

Each OC4J instance has its own OC4J) Home Page which allows you to configure
global services and deploy applications to that instance.

Some examples of the tasks you can perform from the OC4J Home Page are:
« Configure Web Site

« Configure Global JSP Container Parameters

« Configure Global Web Application Parameters

« Configure RMI and JMS

« Configure Data Sources

« Configure Security

« Configure UDDI Registry and JAAS Parameters

« Manipulate XML Files

Application Level Configuration

Once you have deployed an application, it has its own Application Home Page,
which is accessible from the OC4J Home Page. Using the Application Home Page,
you can modify most of the application parameters. Some examples of the tasks you
can perform from the Application Home Page are:
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« Configure Application General Parameters

« Configure Local J2EE Services

«  Modify XML Files Included in the Deployed Application EAR File
See Also:  Oracle9iAS Containers for J2EE User’s Guide contains

complete instructions for configuring OC4J instances and
applications using the Enterprise Manager Web site

Configuring Oracle9 iAS Web Cache

Oracle9iAS Web Cache is an example of a component that has integrated a
pre-Oracle9iAS Release 2 configuration tool into the Enterprise Manager Web site.
This simplifies administration by providing access to the management features of
the Oracle9iAS Web Cache Manager and the management features of the Enterprise
Manager Web site from a single Home Page.

To access Oracle9iAS Web Cache Manager:
1. Navigate to the Instance Home Page.

2. Select the Web Cache instance you want to configure in the Name column. This
displays the Web Cache Home Page.

3. From the Administration section, select Web Cache Administration.
See Also:  For information on using Oracle9iAS Web Cache

Manager, refer to Oracle9iAS Web Cache Administration and
Deployment Guide.

Configuring HTTP Server, OC4J, and Web Cache 6-23



Configuring Oracle9iAS Web Cache

6-24 Oracle9i Application Server Administrator’'s Guide



v

Component Configuration Dependencies

If you change a configuration value for a component, for example, the port number
for Web Cache or the host for Oracle Internet Directory, your change may affect
other components. You may need to update parameters in other components to
ensure that all the components still function.

Each section in this chapter describes a component and its parameters that can
affect other components.

J2EE and Web Cache install type:
« Oracle HTTP Server

« Web Cache

« OPMN

Portal and Wireless install type:
« Portal

« Web Providers (for Portals)

« Provider Groups (for Portals)
«  Wireless

Infrastructure

«  Oracle9iAS Single Sign-On

« Oracle Internet Directory

« Metadata Repository
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Oracle HTTP Server

Parameters for Oracle HTTP Server are defined in .conf files in the ORACLE_HOME
Apache area. For example:

« ORACLE_HOMEpache/Apache/conf/httpd.conf
« Module configuration files, such as:
« ORACLE_HOMEpache/Apache/conf/mod_oc4j.conf
« ORACLE_HOM#Epache/modplsgl/conf/dads.conf
« ORACLE_HOMEpache/modplsgl/conf/plsgl.conf
« ORACLE_HOM#Epache/oradav/conf/moddav.conf

Note: You need to use Oracle Enterprise Manager Web site to edit
the configuration files. If you edit them manually, you need to run
demctl  with the updateConfig  parameter so that the updated
values are copied into the DCM repository. See "About Manually
Editing HTTP Server and OC4J Configuration Files" on page 6-2
for details.

For detailed information on Oracle HTTP Server and its parameters, see the Oracle
HTTP Server Administration Guide.

Table 7-1 Changes to Oracle HTTP Server

If you change this: You affect these components:

Listener port number (Port or  Oracle9 jAS Web Cache:

h![?t%nconofllrec)tlve in 1. Update the port number in the Application Web Servers section under
pa. the General Configuration section of the Web Cache Home Page.

or 2. Restart Web Cache.
Host (ServerName directive in

hitpd.conf ) Oracle Internet Directory:

or Change the orcldasurlbase attribute in the "cn=OperationURLSs,

Protocol (HTTP or HTTPS) cn=DAS, cn=Products, cn=OracleContext" entry to reflect the new port
number in the URL. The value of the attribute is the Oracle HTTP Server’s
URL (for example, http://mymachine.oracle.com:7777/). You can make the
change using Oracle Internet Directory Manager (see the Oracle Internet
Directory Administrator’s Guide for details).

(continued in next row)
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Table 7-1 Changes to Oracle HTTP Server (Cont.)

If you change this:

You affect these components:

(continued from previous row)

Listener port number (Port or
Listen directive in
httpd.conf )

or

Host (ServerName directive in
httpd.conf )

or
Protocol (HTTP or HTTPS)

Oracle9 jAS Single Sign-On:

If you change the host, port, or protocol for Oracle HTTP Server, you need to
update these values for Oracle9iAS Single Sign-On. When you make these
changes in Single Sign-On, you affect the partner applications (Portal,
Wireless, and mod_osso) in Single Sign-On. You then have to re-register the
partner applications with Single Sign-On using the new host, port, or
protocol.

1.

Update the hosthame, port, or protocol data in the Oracle9iAS Single
Sign-On schema on the Infrastructure machine.

You do this by running the script:
(UNIX) ORACLE_HOM#s0o/bin/ssocfg.sh
(Windows) ORACLE_HOM#So\bin\ssocfg.bat

on the Infrastructure machine to update tables in the Oracle9iAS Single
Sign-On schema with the new data. The script has the following syntax:

ssocfg.{sh,bat} protocol host port
Before running the command:
(UNIX and Windows) You need to set ORACLE_HOMinhd ORACLE_SID

(UNIX) You need to include $ORACLE_HOME/lib in the
LD_LIBRARY_PATHenvironment variable.

(Windows) You need to include %ORACLE_HOME%\litand
%0ORACLE_HOME%\bim the PATHenvironment variable.

For details on the script, see Chapter 2, "Administering Oracle Single
Sign-On," of the Oracle9iAS Single Sign-On Administrator’s Guide. Look in
the "Enabling the Single Sign-On Server for SSL" section.

Re-register Oracle9iAS Single Sign-On partner applications (Portal,
Wireless, mod_osso) by running their registration tools. The tool varies
for each partner application:

For Portal, the registration tool is ptlasst.csh for UNIX,
ptlasst.cmd  for Windows.

For Wireless, the registration tool is reRegisterSSO.sh ~ for UNIX,
reRegisterSSO.bat for Windows.

For mod_osso, the registration tool is packaged in ossoreg.jar
See the section "Oracle9iAS Single Sign-On" for details.

(continued in next row)
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Table 7-1 Changes to Oracle HTTP Server (Cont.)

If you change this:

You affect these components:

(continued from previous row)

Listener port number (Port or
Listen directive in
httpd.conf )

or

Host (ServerName directive in
httpd.conf )

or
Protocol (HTTP or HTTPS)

Oracle9 jAS Single Sign-On (continued) :

3. Remove the old partner application using the Administer Partner
Applications page. Click the "x" in the Delete column to delete the
application.

You need to delete the application because when you re-register a
partner application, the registration tool creates a new entry for the
partner application instead of updating the existing application.

You can determine which application is the older one by looking at the
application ID (click Edit to view details for the application --
applications with low IDs were created first). You can also look at the
URLSs used by the application. If an application uses an incorrect host,
port, or protocol for its URLS, you should delete the application.

4. Modify the HTTPMachine property for the Oracle9iAS Single Sign-On
target in the file ORACLE_HOM#ysman/emd/targets.xml to match
the values used by Oracle HTTP Server.

You do not need to modify the HTTPPort and HTTPProtocol
properties. If the port changes, the code detects the new port number
and updates the HTTPPort property for the Oracle9iAS Single Sign-On
target in the targets.xml file.

If the name of the machine running the metadata repository database
changes, you need to update the ssoServerMachineName  property for the
Oracle9iAS Single Sign-On target in the file ORACLE _HONgysman/emd/
targets.xml

Note that if you have multiple repository database instances, Oracle9iAS
Single Sign-On uses only one of the instances. You need to update the
ssoServerMachineName  property to point to the machine that hosts that
instance.

Oracle9 jAS Wireless:

1. Inthe Wireless site configuration section of Oracle Enterprise Manager
Web site, update the URL to reflect the new host and port settings.

2. Re-register the Wireless partner application.
See the section "Oracle9iAS Single Sign-On" for details.

(continued in next row)

7-4 Oracle9j Application Server Administrator's Guide



Oracle HTTP Server

Table 7-1 Changes to Oracle HTTP Server (Cont.)

If you change this:

You affect these components:

(continued from previous row)

Listener port number (Port or
Listen directive in
httpd.conf )

or

Host (ServerName directive in
httpd.conf )

or
Protocol (HTTP or HTTPS)

Oracle9 /AS Portal:

1. Modify the HTTPPort property for the Portal target in the file
ORACLE_HOMysman/emd/targets.xml

2. Modify the HTTPPort property for the Oracle HTTP Server target in the
file ORACLE_HOMdysman/emd/targets.xml

3. Tocreate a new association of Portal with the Oracle9iAS Single Sign-On
server, with the modified port, run the script:

(UNIX) ORACLE_ HOM#ssistants/opcal/ptlasst.csh
(Windows) ORACLE_HOM4ssistants\opca\ptlasst.cmd

If Web Cache is used, run the script in midtier mode (that is, -mode
MIDTIER). If Web Cache is not used, run the script in
SSOPARTNERCONFIG mode (that is, -mode SSOPARTNERCONFI

For details on ptlasst , see the Oracle9iAS Portal Configuration Guide.

mod_0sso:

Re-register the mod_osso partner application with Single Sign-On. See the
section "Oracle9iAS Single Sign-On" for details.

Oracle Enterprise Manager:

Create a virtual host with the original hostname. You can do this by adding
the following lines to httpd.conf:

NameVirtualHost *
<VirtualHost *>
ServerName  original_hostname
DocumentRoot  /path_to_default_ document_root
</VirtualHost>

Oracle9 /AS Reports Services:
Update your reports links.

Oracle9 jAS Discoverer:

If the hostname or port for the HTTP Server is changed, then it affects the
Oracle9iAS Discoverer Portlet Provider. You should update the registration
of the Discoverer Portlet Provider with Oracle Portal.

For details, see the Oracle9iAS Discoverer Configuration Guide.

(continued in next row)
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Table 7-1 Changes to Oracle HTTP Server (Cont.)

If you change this:

You affect these components:

(continued from previous row)
Listener port number (Port or

Listen directive in
httpd.conf )
or

Host (ServerName directive in
httpd.conf )

or
Protocol (HTTP or HTTPS)

OPMN:
No changes required.

JServ:
No changes required.

Log directory (CustomLog
directive in httpd.conf )

Oracle9 jAS Clickstream Intelligence:

Update the logFileLoc  property in agent.xml

Port for OC4J

(Specified in the Oc4jMount
directive where the destination
is ajp13://host:port. The

Oracle9 /AS Containers for J2EE:

The host and port used for the Oc4jMount directive must match the AJP
host and port for the OC4J being routed to. The OC4J configuration is
specified in the file xxx-web-site.xml (for example,

directive is typically found in http-web-site.xml ).
mod_oc4j.conf )

Note: Changing this directive is

not recommended.

Any mod_oradav:

If you make any configuration changes in Oracle HTTP Server, you should
not have to make any changes in moddav.conf because mod_oradav uses
environment variables that are also used for OCI clients

(LD_LIBRARY_PATH, ORACLE_HOME, NLS_LANG, TNS_ADMIN, etc).
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Web Cache

You manage Web Cache using Oracle Web Cache Manager, which is a Web-based
administration tool. You can use this tool to change the various Web Cache port
numbers and passwords. See the Oracle9iAS Web Cache Administration and
Deployment Guide for a full description of the tool.

Table 7-2 Changes to Web Cache

If you change this: You affect these components:

Administration port Oracle9 jAS Portal:
Run the script:
(UNIX) ORACLE_HOM#ssistants/opca/ptlasst.csh
(Windows) ORACLE _HOM4Ssistants\opca\ptlasst.cmd

in midtier mode (that is, -mode MIDTIER ) and specify the new administration
port value in the -cport_a  parameter.

For details on ptlasst , see the Oracle9iAS Portal Configuration Guide.
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Table 7-2 Changes to Web Cache (Cont.)

If you change this:

You affect these components:

Listener port or machine
running Web Cache

Oracle9 jAS Wireless:

In the Wireless site configuration section of Oracle Enterprise Manager Web site,
update the URL to reflect the new host and port settings.

Oracle9 /AS Reports Services:
Manually update your reports links.

Oracle9/AS Portal:

1. Run the script:
(UNIX) ORACLE_HOM#ssistants/opcal/ptlasst.csh
(Windows) ORACLE_HOM4ssistants\opca\ptlasst.cmd

in midtier mode (that is, -mode MIDTIER ) and specify the new port and
hostname values using the appropriate parameters:

- new listener port in the -port  parameter

- new listener hostname in the -host parameter

- new cache hostname in the -chost parameter

For details on ptlasst , see the Oracle9iAS Portal Configuration Guide.

2. Update the Port or ServerName directive in the file httpd.conf  for Oracle
HTTP Server, as appropriate.

3. Restart Oracle HTTP Server.
Portal (JPDK): Modify the configuration file for the JPDK invalidation API.

Invalidation port

Oracle9 /AS Wireless:

In the Wireless site configuration section of Oracle Enterprise Manager Web site,
update the Web Cache Invalidation Port field to reflect the new value.

Oracle9 jAS Portal:

Run the script:

(UNIX) ORACLE_HOM#ssistants/opca/ptlasst.csh
(Windows) ORACLE _HOM#sSsistants\opca\ptlasst.cmd

in midtier mode (that is, -mode MIDTIER ) and specify the new invalidation port
value in the -cport_i  parameter.

For details on ptlasst , see the Oracle9iAS Portal Configuration Guide.
Portal (JPDK): Modify the configuration file for the JPDK invalidation API.
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Table 7-2 Changes to Web Cache (Cont.)

If you change this:

You affect these components:

Invalidation password

Oracle9 /AS Wireless:

In the Wireless site configuration section of Oracle Enterprise Manager Web site,
update the Web Cache Invalidation Password field to reflect the new value.

Oracle9 /AS Portal:

Run the script:

(UNIX) ORACLE_HOMN#4ssistants/opca/ptlasst.csh
(Windows) ORACLE_HOM4Ssistants\opca\ptlasst.cmd

in midtier mode (that is, -mode MIDTIER ) and specify the new invalidation
password in the -wc_i_pwd parameter.

For details on ptlasst , see the Oracle9iAS Portal Configuration Guide.

Web Cache timeout
(OSRECV_TIMEOUT
parameter in
webcache.xml)

Oracle9 jAS Wireless:

In the Wireless site configuration section of Oracle Enterprise Manager Web site,
update the Web Cache Timeout field to reflect the new value.

Oracle9 jAS Portal:

Update the PPE (Portal Parallel Page Engine) minTimeout parameter in the file
ORACLE_HOMEZee/OC4J_Portal/applications/portal/portal/

WEB-INF/web.xml . Note that the Web Cache timeout must be longer than the
PPE timeout.
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OPMN

Oracle Process Management Notification (OPMN) keeps track of Oracle9iAS
processes. It uses the configuration file ORACLE_HOMgpmn/conf/opmn.xml

Table 7-3 Changes to OPMN

If you change this: You affect these components:

instanceName  attribute ~ Oracle HTTP Server (mod_oc4j):
of the oc4j elementin the

opmn.xml You need to update the OC4J instance name in the Oc4jMount directive in

mod_oc4j.conf
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Portal

The Portal feature in Oracle9iAS enables you to aggregate pages from different data
sources and display them on a single page. Users can customize the pages that they
want to see on their page. For details on Portals, see the Oracle9iAS Portal
Configuration Guide.

Table 7-4 Changes to Portal

If you change this:

You affect these components:

Mobile gateway URL

Oracle9 /AS Wireless:

Run the script:

(UNIX) ORACLE_HOM&ireless/sample/portalRegistrar.sh
(Windows) ORACLE _HOM&ireless\sample\portalRegistrar.bat
to reregister the mobile gateway parameter with Portal.
Syntax:

portalregistrar.{sh,bat} <wireless_admin_user> <new_wireless_portal_URL>

Example:

portalregistrar.sh orcladmin http://new.myCompany.com/ptg/rm

Portal database schema
password (using Portal Ul
or SQL*Plus)

HTTP Server (mod_plsql):

1. Use Oracle Enterprise Manager Web site to change the Database Password
field for the DAD that accesses the Portal schema to match the new password.

This changes the PlsqlDatabasePassword parameter in the
ORACLE_HOM#Epache/modplsql/conf/dad.conf file.

2. Restart HTTP Server.

Oracle Internet Directory and DIP (Directory Integration Profile)
Synchronization:

Run the script:
(UNIX) ORACLE_HOMtin/oidprovtool
(Windows) ORACLE_HOM#gin\oidprovtool.bat

to modify (or delete or recreate) the Portal’s provisioning profile to update the
password that is maintained in Oracle Internet Directory so the DIP agent can
connect to the portal to send the notifications.
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Table 7-4 Changes to Portal (Cont.)

If you change this: You affect these components:

Moving Portal to a Oracle Enterprise Manager:

different database Add the new database target to the ORACLE_HOMEysman/emd/targets.xml
file and update iasDatabaseTargetName  in targets.xml in the portal target
instance to point to the new database.

Portal port, DAD name, Oracle9 /AS Wireless and Oracle9 J/AS Single Sign-On:
URL of Home Page .
1. Run the script:
(UNIX) ORACLE_HOM#ssistants/opca/ptlasst.csh
(Windows) ORACLE_HOM4ssistants\opca\ptlasst.cmd

to update Oracle9iAS Single Sign-On. This also updates the Portal repository
with the host, port, and DAD information.

For details on ptlasst , see the Oracle9iAS Portal Configuration Guide.

2. Use the Wireless administration tool to identify the service that represents
Portal, and update the URL associated with the service.
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Web Providers (for Portals)

A Web provider owns portlets that can be placed on portal pages. Web provider
details are maintained using the Add/Edit Provider screens in the portal. These
pages are used to maintain both Web Providers and Database Providers.

Table 7-5 Changes to Portal Web Service Provider

If you change this: You affect these components:

Web provider URL or port Oracle9 jAS Portal:
Update provider registration information with new URL or port.

Web provider service ID  Oracle9 iAS Portal:
Update provider registration information with new service ID.

Web provider mount point QOracle9 jAS Portal:
Update provider registration information with new mount point.

Adding Web Cache in Oracle9 jAS Portal:
front of Web provider

Do one of the following:

«  Configure Web Cache so it has the hostname/port of Web provider listener
and assign a new host/port to Web provider.

OR

« Update provider registration information with the new URL, then create a
Web Cache configuration file and associate the file with OC4J so that the Web
provider can send invalidation requests to Web Cache. The location of the
configuration file is a Java system parameter. See the Oracle9iAS Web Cache
Administration and Deployment Guide for details.

Removing Web Cache Oracle9 jAS Portal:
from Web provider

Do one of the following:

«  Configure the Web provider listener to point to the host and port of the origin
HTTP Server.

OR

« Update the provider registration information with the new URL.

Moving Web Cache to a Oracle9/AS Portal:
different host or port

Update the Web Cache configuration file with the new host or port.

Changing the service Oracle9 jAS Containers for J2EE:
name or location of the
database that stores
provider preference

Update the OC4J data-sources.xml file with the new database location or
service name.
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Table 7-5 Changes to Portal Web Service Provider (Cont.)

If you change this: You affect these components:

Changing domain of Oracle9 jAS Portal:

portal or Web provider If you have applications that rely on "same cookie domain" (where portal delegates

Web provider cookie management to the browser), you have to change the scope
of the Web provider cookie so that both portal and Web provider listeners fall
within the domain or change the Web provider to create "authenticated links" for
any deep links from portlets to external or partner applications. Partner
applications would have to be treated as external applications.

Moving provider Ul Oracle9 /AS Portal:

servlet Update location of the provider Ul in General Settings.
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Provider Groups (for Portals)

A provider group is a grouping of Portal Web providers. A provider group lets you
publish information about many providers in a simple way. The provider group
may be published from a portal, or it could be established independent of any
portal. A portal administrator can register a provider group with a portal and view
the contents (that is, the Web providers) of the group. The portal administrator can
then selectively register one or more providers from the provider group with the
portal and then use that provider as if it had been registered normally.

Table 7-6 Changes to Web Service Provider Groups

If you change this: You affect these components:

Host, port, or mount point Oracle9 jAS Portal:
of SOAP engine

Service ID of provider
groups service

Location of group XML Oracle9 /AS SOAP Service:
file

Update provider group registration information.

Update service descriptors for the SOAP service.

Provider group name in Oracle9 jAS Portal:

progrp.xml Update provider group registration information.
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Wireless

You manage Oracle9iAS Wireless using Oracle Enterprise Manager Web site. The
management pages enable you to perform tasks such as starting and stopping the
wireless server, setting the number of connections in the connection pool, setting up
logging, and configuring devices.

See the Oracle9iAS Wireless Getting Started and System Guide for details.

Table 7-7 Changes to Wireless

If you change this: You affect these components:

Add a new service to refer Oracle9 iAS Portal:
to portal Go to the Mobile tab of Global Settings and update the registered URL.
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Oracle9 /AS Single Sign-On

Oracle9iAS Single Sign-On enables users to sign in only once for all applications for
which they are authorized to access. Oracle9iAS Single Sign-On is commonly used
with portals, which can display multiple applications on a single page. Users enter
their username and password only once to access the applications on the page.

You configure Oracle9iAS Single Sign-On using a Web-based interface. You can
perform tasks such as setting the maximum session length, adding partner
applications, and changing the administrator password.

See the Oracle9iAS Single Sign-On Administrator’s Guide for details.

Table 7-8 Changes to Oracle9iAS Single Sign-On

If you change this: You affect these components:

Hostname, Port, or Protocol If you change the hostname, port, or protocol of Oracle HTTP Server, this affects
(HTTP or HTTPS) Single Sign-On. See the section "Oracle HTTP Server" for details.

Oracle9 jAS Portal:

Three cases are possible (for details on ptlasst , see the Oracle9iAS Portal
Configuration Guide):

Case 1: If you are running Portal and Oracle9iAS Single Sign-On on the same
machine, and you changed the name of the machine, you need to run the script:

(UNIX) ORACLE HOM#ssistants/opca/ptlasst.csh
(Windows) ORACLE_HOM#4ssistants\opca\ptlasst.cmd
in SSOPARTNERCONFIG mode:

ptlasst.csh -i typical -mode SSOPARTNERCONFIG -s portal -sp portal
-c webdbsvr2.us.oracle.com:1521:s901dev3 -sdad portal -0 orasso
-odad orasso -host webdbsvrl.us.oracle.com -port 3000 -silent
-verbose -sso_c webdbsvr2.us.oracle.com:1521:5901dev3

-ss0_h webdbsvrl.us.oracle.com -sso_p 3000 -pa orasso_pa
-pap orasso_pa -ps 0rasso_ps -pp orasso_ps -pd portal_dblink

-p_tns websso_ps -s_tns portal -iasname mylAS

Note: Running ptlasst  in SSOPARTNERCONFIG mode creates a new row for
the partner application instead of updating the existing row. This does not
prevent Portal from working, but it can become a usability issue when the list of
partner applications builds up on the Global Logout screen and some links might
break.

(continued in next row)
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Table 7-8 Changes to Oracle9iAS Single Sign-On (Cont.)

If you change this: You affect these components:

(continued from previous row) Oracle9 /AS Portal (continued) :

Hostname, Port, or Protocol  Case 2: If you are running Portal and the Oracle9iAS Single Sign-On server on
(HTTP or HTTPS) separate machines and you just changed the name of the Oracle9iAS Single

Sign-On machine (the name of the Portal machine did not change), you need to
run the script:

(UNIX) ORACLE_HOM#Ssistants/opca/ptlasst.csh
(Windows) ORACLE_HOMdssistants\opca\ptlasst.cmd

in SSOPARTNERCONFIG mode. Specify the new Oracle9iAS Single Sign-On

server name and port in the Oracle9iAS Single Sign-On server name and port
parameters:

ptlasst.csh -i typical -mode SSOPARTNERCONFIG -s portal -sp portal
-c webdbsvr2.us.oracle.com:1521:5901dev3 -sdad portal -0 orasso
-odad orasso -host webdbsvrl.us.oracle.com -port 3000 -silent
-verbose -sso_c webdbsvr2.us.oracle.com:1521:5901dev3

-sso_h webdbsvrl.us.oracle.com -sso_p 3000 -pa orasso_pa
-pap orasso_pa -ps 0rasso_ps -pp orasso_ps -pd portal_dblink

-p_tns websso_ps -s_tns portal -iasname mylAS

Case 3: If you are pointing a Portal instance from one Oracle9iAS Single Sign-On
server to another one, you need to do the following:

1. Add the Portal as a partner application to the new Oracle9iAS Single
Sign-On server. See the section "Adding a Partner Application" in Chapter 2
of the Oracle9iAS Single Sign-On Administrator’s Guide for details.

2. Runthe script:

(UNIX) ORACLE_HOM#ssistants/opca/ptlasst.csh
(Windows) ORACLE_HOM#Ssistants\opca\ptlasst.cmd

in SSOPARTNERCONFIG mode to associate Portal with the new Oracle9iAS
Single Sign-On server:

ptlasst.csh -i typical -mode SSOPARTNERCONFIG -s portal -sp portal
-c webdbsvr2.us.oracle.com:1521:s901dev3 -sdad portal -0 orasso
-odad orasso -host webdbsvrl.us.oracle.com -port 3000 -silent
-verbose -sso_c webdbsvr2.us.oracle.com:1521:5901dev3

-ss0_h webdbsvrl.us.oracle.com -sso_p 3000 -pa orasso_pa
-pap orasso_pa -ps orasso_ps -pp orasso_ps -pd portal_dblink

-p_tns websso_ps -s_tns portal -iasname mylAS

Case 2 and Case 3 above assume that the Oracle Internet Directory server that the
Oracle9iAS Single Sign-On servers point to is the same. If not, you also need to
run ssooconf.sgl . See the section "Oracle Internet Directory" for details.

(continued in next row)
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Table 7-8 Changes to Oracle9iAS Single Sign-On (Cont.)

If you change this: You affect these components:

(continued from previous row) mod_0sso:

Hostname, Port, or Protocol  Run the Single Sign-On registration tool to re-register mod_osso. See the section
(HTTP or HTTPS) "Reregistering the Oracle HTTP Server with the Single Sign-On Server" in the
Oracle9iAS Single Sign-On Release Notes for details.

Note: Running the registration tool creates a new row for the partner application
instead of updating the existing row. This does not prevent the application from
working, but it can become a usability issue when the list of partner applications
builds up on the Global Logout screen and some links might break.

Oracle9 /AS Wireless:
The registration tool for the Wireless partner application is:
(UNIX) ORACLE_HOM&reless/sample/reRegisterSSO.sh
(Windows) ORACLE_HOM&ireless\sample\reRegisterSSO.bat
Syntax:

reRegisterSSO.{sh,bat} <new_host_URL> <ORACLE_HOME>

Example:
reRegisterSSO.sh http://new.myco.com:4567/ptg/rm /private/OraHome

Note: Running reRegisterSSO creates a new row for the partner application
instead of updating the existing row. This does not prevent the application from
working, but it can become a usability issue when the list of partner applications
builds up on the Global Logout screen and some links might break.

Password of ORASSO Oracle HTTP Server and Oracle9 J/AS Portal:

schema 1. Use Oracle Enterprise Manager Web site to change the Database Password
You can change the field for the DAD that accesses the Oracle9iAS Single Sign-On schema to
password using the SSO match the new password.

Administration page or

This changes the PlsqlDatabasePassword parameter in the
ORACLE_HOM#Epache/modplsql/conf/dads.conf file.

2. Restart HTTP Server.

SQL*Plus.

Oracle9 jAS Portal:

Update the ssoServerPassword  property for the Oracle9iAS Single Sign-On
target in the ORACLE _HOM&#ysman/emd/targets.xml file.
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Table 7-8 Changes to Oracle9iAS Single Sign-On (Cont.)

If you change this:

You affect these components:

Password of ORASSO_PS
schema

Oracle9 jAS Portal:

No changes required if Portal uses the Metadata Repository API to retrieve the
password. If Portal stores the password in a database table, then it has to update
the table.

Password of the lightweight
SSO administrator (DN:
cn=orcladmin, cn=users,
o=company, dc=com)

No repercussions on other components.

Logout_url, success_url,
failure_url, or home_url of
partner applications,
including mod_osso module

Oracle9/AS Single Sign-On:
You can change these URLSs through the SSO Server Administration Page.

Disable Oracle9iAS Single
Sign-On

Oracle9 /AS Reports Services:

Edit ORACLE_HOMieports/conf/rwservlet.properties to set
SINGLESIGNON=NO (default is YES).

Any

DAS:

Changes to Oracle9iAS Single Sign-On are reflected by mod_osso, from which
DAS gets Oracle9iAS Single Sign-On information.

Oracle9iAS Single Sign-On
application entry password,
which is stored in Oracle
Internet Directory at:

orclApplicationCommonName
=0ORASSO, cn=SS0O,
cn=Products, cn=OracleContext

You can change the
password by changing the
userPassword attribute
using ODM or a
command-line utility.

Oracle9 /AS Single Sign-On:

Run ORACLE_HOM#so/admin/plsql/sso/ssooconf.sql in SQL*Plus as
the ORASSO user to update the password in the Oracle9iAS Single Sign-On
preference store. This enables Oracle9iAS Single Sign-On to connect to Oracle
Internet Directory.

Load balancing

Oracle HTTP Server and Load Balancer:

If Oracle HTTP Server for the Oracle9iAS Single Sign-On server is behind a load
balancer, you need to set the KeepAlive directive in the file ORACLE_HOME
Apache/Apache/conf/httpd.conf to off . If this directive is set to on, the
load balancer maintains state with Oracle HTTP Server for the same connection,
and this results in a HTTP 503 error code.
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Oracle Internet Directory

Oracle Internet Directory enables you to manage entities such as users and
applications. You change configuration parameters for Oracle Internet Directory
using Oracle Directory Manager or command-line tools such as oidpasswd

See the Oracle Internet Directory Administrator’s Guide for details.

Table 7-9 Changes to Oracle Internet Directory

If you change this: You affect these components:

Oracle Internet Directory
port, hostname, or
application password

In the file ORACLE_HOME
config/

ias.properties ,

change the value of
OIDhost and OlDport
accordingly.

Components that depend on Oracle Internet Directory can pick up changes in
Oracle Internet Directory’s host and port if the components use the Repository
API.

JAAS with LDAP:
If you are using JAAS with LDAP, edit the location  attribute in the jazn tag in

the file ORACLE_HOMEee/home/config/jazn.xml . The tag looks like the
following:
<jazn provider="LDAP" location="dap:// oidhost : port " [>

If you specify the Oracle Internet Directory host and port as part of your
application, then you have to edit your application deployment file.

JAAS with XML:
No changes necessary.

Oracle9 /AS Single Sign-On:

If you move to a new Oracle Internet Directory instance, the new instance must be
a replication of the old Oracle Internet Directory instance. In particular, the GUID
of the users must be the same. Run ORACLE_HOM#So/admin/plsql/sso/
ssooconf.sql in SQL*Plus as the ORASSO user to enter the values for the new
Oracle Internet Directory instance.
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Table 7-9 Changes to Oracle Internet Directory (Cont.)

If you change this: You affect these components:

Portal application entry Oracle9 jAS Portal:
password, which is stored
in Oracle Internet
Directory at:

orclApplicationCommonNam
e=Portal, cn=Portal, SQL> @secupoid

cn=Products, ) .
en=OracleContext Current Configuration

You can change the OID Host: oid.domain.com
password by changing the OID Port: 389

userPassword attribute
using ODM or a

command-line utility. cn=Products,cn=0racleContext

Run wwc/secupoid.sql in the Portal schema. This updates the password in the
Portal preference store, which allows Portal to connect to Oracle Internet Directory.

Example of running secupoid.sql in SQL*Plus (you enter the values in bold):

Application DN: orclApplicationCommonName=PORTAL,cn=Portal,

Application Password: 3E8C2D1B87CB61011757239C5AA9B390

Use SSL? N
PL/SQL procedure successfully completed.

Updating OID Configuration Entries

Press [Enter] to retain the current value for each parameter

For SSL Connection to LDAP, specify "Y"es or "N"o

Enter value for oid_host:
Enter value for oid_port:

Enter value for app_password: mynewpassword

Enter value for use_ssl_to_connect_to_Idap:
Enter value for refresh_with_new_settings:

PL/SQL procedure successfully completed.

No errors.
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Table 7-9 Changes to Oracle Internet Directory (Cont.)

If you change this: You affect these components:

Oracle9iAS Single Sign-On  Oracle9 /AS Single Sign-On:

gggsl\l/(\:/?)trlgnﬁr?itg\/ is stored Run ORACLE_HONEo/admin/plsql/sso/ss_ooconf.sql _ ) in S_QL*PIus as
in Oracle internet the ORASSO user to update the passvyord in the O_racleglAS Single Sign-On
Directory at: preference_store. This enables Oracle9iAS Single Sign-On to connect to Oracle

' Internet Directory.

orclApplicationCommonNam
e=0ORASSO, cn=SS0O,
cn=Products,
cn=0racleContext

You can change the
password by changing the
userPassword attribute
using ODM or a
command-line utility.

Password for the JAAS:

cn=orcladmin account No effect.

You must use the

oidpasswd utility to Oracle9 JAS Portal:
change the password; you '

cannot use any other tool.  No effect.

Oracle9 JAS Single Sign-On:
No effect.
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Metadata Repository

The metadata repository database contains schemas owned by various components.
The database is installed when you install the Infrastructure for Oracle9i
Application Server. Typically, you do not change anything in this database directly.
Instead, you use provided interfaces, such as Oracle Enterprise Manager or utilities.

Table 7-10 Changes to the Metadata Repository

If you change this: You affect these components:

Hostname for the Oracle9 JAS Single Sign-On:

repository database Update the ssoServerMachineName property for the Oracle9iAS Single Sign-On

target in the file ORACLE_HOMEysman/emd/targets.xml

Note: If you have multiple repository database instances, Oracle9iAS Single
Sign-On uses only one of the instances. You need to update the
ssoServerMachineName  property to point to the machine that hosts that
instance.

Port for the repository Oracle9 /AS Discoverer:

database Update the port for the discodemo service name in the tnsnames.ora  file.
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Deploying Applications

Oracle9iAS Containers for J2EE (OCA4J) provides a complete set of Java 2 Enterprise
Edition containers that allow you to deploy all types of J2EE applications. This
chapter provides an introduction to deploying J2EE applications to OC4J using the
Enterprise Manager Web site and uses the familiar Petstore demo as an example of
deploying an application.

It contains the following topics:

« Deploying J2EE Applications

« Deploying the Petstore Web Application Demo
« Recovering From Deployment Errors

« Undeploying J2EE Applications

See Also:  For complete information on deploying applications to
OC4J, refer to Oracle9iAS Containers for J2EE User’s Guide
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Deploying J2EE Applications

You can deploy J2EE applications using the OC4J Home Page on the Enterprise
Manager Web site. To navigate to an OC4J Home Page, do the following:

1. Navigate to the Instance Home Page where the OCA4]J instance resides. Scroll to
the System Components section.

2. Select the OC4J instance in the Name column. This opens the OC4J) Home Page
for that OC4J instance.

3. Scroll to the Deployed Applications section on the OC4J Home Page.

Figure 8-1 shows the Deployed Applications section. In this section, you can deploy
applications using the Deploy EAR file or Deploy WAR file buttons. After
deployment, you can modify the configuration of each application.

An application may require service configuration, such as data sources or security.
This chapter does not cover such configuration. See Oracle9iAS Containers for J2EE
User’s Guide or Oracle9iAS Containers for J2EE Services Guide for more information.
The Deploying the Petstore Web Application Demo section on page 8-10 provides
an example of how you can configure data sources to support the application. In
addition, the Oracle9iAS Containers for J2EE User’s Guide provides more information
on creating EAR and WAR files.

Figure 8-1 Deployed Applications Section

Deployed Applications
Default Application

Marne  default
Path application.xml

Applications
(" Deptoy EARfile ) (* Deploy WaR fle )
Select an Application and... | Edit )| Undeploy ) Bedeploy)
|1-3 of 3 vl
Request
Processing  Active
Parent Active Time EJB
Select Name Path Application Requests (secs) Methods
& ocdjdemo Cfapplicationsfocdjdemo. ear default 0 0 0
 petstare Cfapplications/petstore. ear default 0 0 0
© webappAdminDermo . /applications/webappAdminDema. ear default 0 0 0
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Clicking Deploy EAR File or Deploy WAR File starts the deployment wizard,
which deploys the application to the OC4J instance and binds any Web application
to a URL context.

Note: You can also deploy simple applications with demctl |, the
DCM command-line utility. See Appendix F, "DCM Command-Line
Utility (dcmctl)" for more information.

Basic Deployment
Your J2EE application can contain the following modules:

«  Web applications
The Web applications module (WAR files) includes servlets and JSP pages.
« EJBapplications

The EJB applications module (EJB JAR files) includes Enterprise JavaBeans
(EJBs).

« Client application contained within a JAR file

Archive the JAR and WAR files that belong to an enterprise Java application into an
EAR file for deployment to OC4J. The J2EE specifications define the layout for an
EAR file.

The internal layout of an EAR file should be as follows:
Figure 8-2 Archive Directory Format

<appname>/
META-INF/
application.xml
EJB JAR file
WEB WAR file

Client JAR file

Archive these files using the JAR command in the <appname> directory, as follows:

% jar cvfM <appname>.EAR .

Note that the application.xml file acts as a manifest file.
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« Todeploy a J2EE application packaged within an EAR file, click Deploy Ear
File in the Applications section of the OC4J Home Page.

« To deploy a J2EE Web application packaged within a WAR file, click Deploy
WAR File in the Applications section of the OC4J Home Page.

Both of these buttons start an eight-step application deployment wizard that guides
you through deploying an application. When you deploy an application within a
WAR file, the application.xml file is created for the Web application. When you
deploy an application within an EAR file, you must create the application.xml

file within the EAR file. Thus, deploying a WAR file is an easier method for
deploying a Web application.

Note: You must still provide configuration for J2EE services, such
as data source and security configuration.

Figure 8-3 shows the eight steps required for application deployment:

Figure 8-3 Deployment Wizard Steps

. Y £y Y Y Y £y O
- A A A - A
Select MEUR; c Fesource User Security Fubilizh
Introduction Annlication fnfﬁve% Reference Manaoer Role el Surmmany
HP mMappings g mMappings Serices

modules

Introduction

The first page is an introduction to these steps. It reminds you to provide an EAR
file with any OC4J-specific XML configuration files, if necessary. It also outlines
some of the other steps in the deployment process.

Click Next to go to the next step in the wizard deployment process.

Select Application

Figure 8-4 shows the second page, which enables you to browse your system for
the EAR file to be deployed and provide a name to be identified with this
application. The application name is user-created and will be the identifier for the
application in the OC4J Home Page.
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Figure 8—4 Designate Ear File

Deploy Application: Select Application
Select the J2EE application (. ear file) to be deployed.

J2EE Application | Browse... |

Specify a unigue application name for this application.

Application Mame |

When the application is deployed, the following occurs:
1. The EAR file is copied to the /applications directory.
2. A new entry is created in server.xml  for the application, as follows:
<application name=<app_name> path=<path_EARfile> auto-start="true"
/>
where
« The name variable is the name of the application you provided.

« The path indicates the directory and filename where the EAR file is
deployed.

« The auto-start variable indicates whether this application should be
automatically restarted each time OC4]J is restarted.

For a description of the elements in server.xml , see Oracle9iAS Containers for
J2EE User’s Guide.

Click Next to go to the next step in the wizard deployment process.

Provide The URL Mappings For All Web Modules

Map any Web modules in your application to a specific URL for its servlet context.
All OC4J servlet contexts must be prefixed with a slash "/ ". When you try to access
any Web applications, you provide the host, port, and Web context.

For all Web modules, your URL mapping for the module includes the URL you
bind in this screen. Thus, for the URL http://  host : port /url_name , provide
/url_name in the URL mapping screen of the wizard.
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Figure 8-5 URL Mappings for Web Modules

Deploy Application: URL Mapping for Web Modules

Aweb module needs to be mapped to an URL pattern in the default web site before it can be
accessed. The following table lists all the web modules found in your application. Specify the URL
mapping for each of these modules.

Name URL Binding
WebTier *|

Click Next to go to the next step in the wizard deployment process.

Provide Any Resource Reference Mappings

Map any resource references in your application, such as data sources or mail
gueues, to physical entities currently present on the OC4J container. Note that if you
need a specific resource, you must have already added it to the OC4J container
before you deploy your application in order for you to match them in this step.

For most applications, the resource reference you must designate is the data source
JNDI name. This screen does not configure the data source information, it only
designates an already configured data source or a data source that you will be
configuring later. Designate the JNDI location name of the data source that the
application uses.

Figure 8-6 Resource Reference Mappings

Deploy Application: Resource Reference Mappings

The table below lists all resource references found in your application. Resource references need to
be associated with the JMDI names of physical entities on the systern where the selected
instancefcluster is running.

Referenced
Resource Reference  Type By Authentication JNDI Location
jdbc/EstoreDataSource  javax.sgl.DataSource wEEThilDrdme: Container I

Jjdbe/EstoreDataSource javax.sqI.DataSourceE#Sﬁroﬁlemgr()ontainer I
EJE: Container I
EJE: Container I

Thelnventory
TheSignOn

jdbc/EstoreDataSource  javax.sgl.DataSource EJE: Container I

TheAccount

EJE: Container I

TheOrder

mail/MailSession Javax.mail. Session EJE: Container I

Thetailer

jdbc/EstoreDataSource  javax.sgl.DataSource EJE: Container I

TheCatalog

JjdbednventaryDataSource javax. sgl. DataSource

Jjdbe/SignOnDataSource  javax.sgl.DataSource

jdbc/EstoreDataSource  javax.sgl.DataSource
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Click Next to go to the next step in the wizard deployment process.
Specify Any User Manager
You can specify what User Manager to use for security. For complete security, we

recommend that you choose the JAZN XML User Manager.

Figure 8—-7 User Manager Choices

User Manager

Specify a user manager to be associated with the application. Note that all web modules in your application will be
automatically S50 enabled, when you use JAZN LDAF as your user manager.

& Use JAZN XML User Manager
Default Realm |
#ML Data File Ijazn-data.xml

" Use ¥ML User Manager
Bath to principals file |

" Use JAZN LDAP User Manager
Default Realm |

LDAP Location |

" Use Customn User Manager

Mame |

Class Name |

Description |

Initialization Parameters for Class
Select Name Value
Mo initialization parameters

| Add Another Row )

As Figure 8-7 demonstrates, you must already have your User Manager set up and
configured. Most of the entries require an XML file that designates the security
roles, users, and groups for your security mappings.

The User Manager types are as follows:

JAZN XML User Manager—This is the recommended User Manager. It requires
a default realm and a jazn-data.xml file.

XML User Manager—This is not the most secure option. It requires a
principal.xml file.

JAZN LDAP User Manager—This requires a default realm and an LDAP
location.
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«  Custom User Manager—This User Manager must be programmed; provide the
class name in this field.

For more information on security and User Managers, see both the Oracle9iAS
Containers for J2EE User’s Guide and the Security chapters in the Oracle9iAS
Containers for J2EE Services Guide.

Provide Any Security Role Mappings

Map any security roles defined in your application to existing users and groups. If
you have defined a security role within your application, you can map this role to a
security group or role. You do not define security groups and users in this screen.
Users and groups are obtained from your user manager.

Figure 8-8 Security Role Mappings

Deploy Application: Security Role Mappings

Your application exposes the following security roles. You may assign these roles to
usersfgroups present on the OC4J container. To do this, select a role and then click on the
Map Role button. You will be directed to a new page where you can map this role to
usersfgroups. Click on Ok in that page to get back to this screen and map another role.

Assigned  Assigned
Select Name Description Users Groups
Mo security roles found in
this application

Click Next to go to the next step in the wizard deployment process.

Publish Web Services

Publish any Web services defined in your application. This feature requires the
UDDI registry. Web services are not installed with a core install.

If you have defined any Web services, they are displayed on the Publish Web
Services Page.
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Figure 8-9 Publish Web Services

Deploy Application: Publish Web Services

The table below lists all of the web services found in your application. Each web service that you
wish to access must be published to the UDDI registry in an appropriate category. To do this,
select a web service and then click on the Publish button. You will be directed to a new page
where you can enter details and select the category. Click on OK in that page to get back to
this screen and publish another web service.

Web Services

SelectWeb Service Web Module Status
Mo Web Services found

If you want to publish these Web services, then click Publish. This leads you
through the process of publishing your Web services. When finished, it brings you
back to this screen.

Click Next to go to the next step in the wizard deployment process.

Summary of Deployment

At this point, you will receive a summary of your application deployment modules
and configuration, as shown in Figure 8-10.

Figure 8-10 Deploy Application Summary

Deploy Application: Summary

Option Value

Application petstare. ear
Deployment Destination Instance homel

YWeb Modules Mapped 1

Resource References Mapped 5

CMP Entity Bean Data Sources Mapped 5

Security Roles Mapped 0

User Manager Use XML User Manager

Web Services

Web Service Web Module Status
Mo Web Services found

@ TIP The HTTF listener will be restarted after deplayment, to pick up the new web module
mappings.

( Cancel )( Back | Step 8 of 8 [ Depley )
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In order to deploy this application, click Deploy. The wizard displays a message
that tells you that your application is deployed.

Post-Deployment Application Modifications

You can modify any fields and perform additional configuration tasks by returning
to the OC4J Home Page and selecting the application name in the Applications
section. This brings you to a screen with the details of the deployed application.

From within this screen, you can view the Web and EJB modules. In addition, you
can add and modify application-specific properties, resources, and security options
in the Administration section. It is in this Administration section that you can add
application-specific data sources or security groups or users mentioned in the
deployment wizard.

Deploying the Petstore Web Application Demo

This section uses the Petstore demo as an example of how to configure and deploy a
J2EE application. All OC4J server configuration and modifications to the Petstore
application configuration have been performed for you. You can execute the
Petstore demo with minimal effort to see how OC4J works.

Note: Displays of the screens for each step of the deployment
wizard are shown in "Deploying J2EE Applications" on page 8-2.

Downloading an OC4J-Ready Petstore Demo

This section contains instructions for downloading and deploying an OC4J-ready
version of the Petstore demo. You must have a working Oracle database and an
OC4J installation. You should use this installation for demonstration purposes only
and not in a production environment. In this simplified version, we have pre-built
the Petstore demo using Oracle database (instead of the default Cloudscape) and
edited the configuration files to make the setup easy.

The Petstore demo is available on Oracle Technology Network (OTN). To install,
configure, and run the Petstore demo:

1. Navigate to

http://otn.oracle.com/sample_code/tech/java/oc4j/content.html

and find the Petstore Demo in the Sample Code section.
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Download the jps112.zip  file, which contains version 1.1.2 of the Petstore
demo. This ZIP file contains an annotated version of this application, along
with preconfigured OC4J XML files.

Unzip the jps112.zip  file, which contains the following:

a. steps.html —Steps on how to deploy the Petstore demo in standalone
mode. This HTML file does not contain directions on how to deploy using
the Oracle Enterprise Manager. The steps in this book instruct you on how
to deploy using Enterprise Manager.

b. petstore.ear = —The Petstore demo is contained in petstore.ear

c. config.zip —OC4] server XML configuration files are provided for you
in config.zip file.

Unzip the config.zip file to retrieve the server.xml
default-web-site.xml , and data-sources.xml files.

Edit data-sources.xml to point to your database by replacing the host, port,
and sid in the url attribute for the database as follows:

url="jdbc:oracle:thin:@ host : port : sid "

Create the user estoreuser  in your database and grant this user privileges to
connect as SYSDBAo your database. You can create the user and grant
privileges through the following command:

SQL> grant connect, resource to estoreuser identified by estore;

Navigate to the OC4J Home Page on the Oracle Enterprise Manager Web site.

Select default under the Default Application section. The default application is
the automatic parent of each application and it holds global configuration
information for all deployed applications, such as the data sources used. You
are going to add the data sources that Petstore uses in the default application.

Add data sources. On the Default Application Page, scroll to the Administration
section and select Advanced Properties in the Properties column.

Since the data sources are provided in a data-sources.xml file, add these
data sources using the XML editor within Enterprise Manager. Select
data-sources.xml in the filename column. This brings up a screen with
XML in a text window. Merge the data sources from the data-sources.xml
that was provided within the config.zip of the Petstore download into the
file in this window. Do not overwrite other data sources already configured in
this file. When finished, click Apply.
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10.

11.
12.

13.

14.

15.

16.

17.

Note: Because you were provided the data-sources.xml file,
you can add or modify this file directly through Advanced
Properties. If you do not have the XML file, you can add the
configuration details through the Data Sources option under the
Resources column.

Return to the OC4J Home Page and scroll to the Applications section. Click
Deploy EAR File. This starts the application deployment wizard.

Read the introduction to the deployment wizard. Click Next.

Provide the EAR file and the name of your application on the Select Application
Page. Click Browse to find the petstore.ear file that you downloaded to
your system. Type "petstore " in the application name field. Click Next.

Provide the URL mappings for the servlet context on all Web modules in the
Petstore application. The Petstore demo contains a single Web module, which
should be mapped to the /estore  servlet context. Type "/estore " inthe URL
mapping field and click Next.

At this point, the Petstore demo does not need any additional configuration
through the wizard. Click Finish., which takes you to the Summary Page.

Read the summary of the Petstore application deployment. Click Deploy to
complete the application deployment.

Select "petstore " in the Name column of the Applications section on the OC4J
Home Page. This shows the configuration and all deployed modules of the
Petstore demo application. If the OC4J server is started, the application is
automatically started.

Execute the Petstore application in your browser by accessing the Oracle HTTP
Server, where the default port is 7777.

http:/l  http_server_host  : hitp_server_port Jestore

The Petstore splash screen appears. Follow the instructions provided by the
Petstore application to load the Java Petstore database tables.
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Recovering From Deployment Errors

If the deployment process is interrupted for any reason, you may need to clean up
the temp directory, which by default is:

«  (UNIX) /var/tmp
« (Windows) The directory defined by the TEMP system variable

The deployment wizard uses 20 MB of swap space in the temp directory for storing
information during the deployment process. At completion, the deployment wizard
cleans up the temp directory by removing its files. However, if the wizard is
interrupted, it may not have the time or opportunity to clean up the temp directory.
Thus, you must clean up any additional deployment files from this directory
yourself. If you do not, this directory may fill up, which will disable any further
deployment. If you receive an Out of Memory  error, check for space available in
the temp directory.

If the temp directory does not have enough space, you can configure OC4J to use a
different temp directory using the Enterprise Manager Web site:

1. Navigate to the OC4J Home Page. Scroll to the Administration Section.

2. Select Server Properties in the Administration section. This opens the Server
Properties Page.

3. Scroll to the Command Line Options section. Add the following variable
definition to the OC4J Options line:

java.io.tmpdir= new_temp_dir

where new_temp_dir is the full path to the new temporary directory.

All new OC4J processes will use the new temp directory.

Undeploying J2EE Applications
You can undeploy a J2EE Web application using the Enterprise Manager Web site:

1. Navigate to the OC4J Home Page that contains the application you would like
to undeploy. Scroll to the Applications section.

2. Click the radio button in the Select column for the application.
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3. Click Undeploy.
This operation results in the following:
« The application is removed from the OC4J runtime.

« All bindings for the Web modules are removed from all the Web sites to which
the Web modules were bound.

« The application files are removed from both the applications and
application-deployments directories.

Note: You can also undeploy applications with dcmctl , the DCM
command-line utility. See Appendix F, "DCM Command-Line
Utility (dcmctl)" for directions.
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Monitoring HTTP Server, OC4J, and Web
Cache

This chapter provides an introduction to monitoring application server instances
and components.

It contains the following topics:

= Introduction

« Monitoring Oracle HTTP Server

« Monitoring Oracle9iAS Containers for J2EE
« Monitoring Oracle9iAS Web Cache
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Introduction

This chapter provides an introduction to monitoring components using the Oracle
Enterprise Manager Web site. It discusses the available metrics for three key
components: Oracle HTTP Server, Oracle9iAS Containers for J2EE, and Oracle9iAS
Web Cache.

See Also:  Enterprise Manager Web site allows you to monitor
many other Oracle9iAS components. For more information, refer to
the individual component guides and use the Enterprise Manager
Web site online help.

Monitoring Oracle HTTP Server

You can use the Enterprise Manager Web site to monitor the activity of Oracle
HTTP Server. The following sections describe the HTTP Server Home Page and
related pages, which allow you to monitor the server status, server modules, and
the server load and response metrics.

Oracle HTTP Server Home Page

The HTTP Server Home Page provides you with a high-level overview of the HTTP
Server. You can access the HTTP Server Home Page in the Name column of the
System Components table on the Instance Home Page. Figure 9-1 displays the
HTTP Server Home Page. This is where you begin your HTTP Server monitoring
tasks:

« The General section shows you the current status of the server.

« The Default Server Configuration section provides read-only information on the
current configuration settings.

« The Status section provides an at-a-glance view of the overall stability of your
server.

« The Response and Load section provides at-a-glance details about the
performance of the server.

Note: The performance metrics collected for virtual hosts are
categorized by virtual host name only. If your site deploys multiple
virtual hosts that differ only in their listening port of IP address,
their performance metrics will be displayed summed together.
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Figure 9—-1 HTTP Server Home Page
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Targets
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HTTP Server
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General Default Server Configuration
Status U Server
M';r 7.\ Stop )\ Restart ) Name TMYSeNver.mycompany.com
S_tart guz?zu DDCUEEE: Iprivateioracle/OraHome1
Time py Last
PST Modification Mar 6, 2002 11:20:32 AM PST
Status Response and Load
Heap Usage (MB) 17.852 Active Requests 1
CPU Usage (%) 0.1 Request Throughput (regs/sec) 0.43
Memary Usage (MB) 261.248 Request Processing Time (sec) 0.02
Error Rate (%) O Data Throughput (KBfsec) 8.1
Active Connections 2 Data Processed (KB/reg) 1872
Connection Open Time (sec) 0.02

To monitor the HTTP Server from a more detailed point of view, use the
Performance section of the HTTP Server Home Page to access the following metric
pages:

« Status Metrics Page
« Module Metrics Page
=« Monitoring Oracle9iAS Containers for J2EE

Status Metrics Page

You can view detailed status information about your HTTP Server on the Status
Metrics Page on the Oracle Enterprise Manager. Table 9-1 shows you what to look
for in each section of the page.

Table 9-1 Using the Status Metrics Page

Section Things to Look For

System Usage Metrics Review the CPU Usage and Memory Usage charts for a
shapshot of the server's overall system usage. Specifically,
monitor the system for CPU bounding, which occurs when the
CPU utilization is around 90%.
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Table 9-1 Using the Status Metrics Page (Cont.)

Section

Things to Look For

Error Metrics

Connection Metrics

Review the overall number of error conditions that exist in the
server. For example, check the Error Rate Since Startup metric
to see if there is an increase in errors over time. The Errors by
Error Type table identifies the types of errors users are
receiving from the server.

Select Error Log in the Related Links section to review the error
log file, which can help you troubleshoot problems with your
server. Select Logging Properties to configure the logging
properties of the server so that it can log more detailed
information for analysis.

Review the number of Active Connections and the
Connections Completed Since Startup to see the level of
activity on this server. If you have a high number of
connections, check the average time taken for each connection.
For example, if you are supporting a high number of
connections and have a low average connection time, consider
modifying the logic of your application so it requires fewer
individual connections.

To view status information:

1. Navigate to the HTTP Server Home Page on the Oracle Enterprise Manager.
Scroll to the Performance section.

2. Select Status Metrics. This opens the Status Metrics Page.

3. Review the metrics as listed in Table 9-1.

4. Click Help at the top of the page for more information about the individual

metrics.
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Module Metrics Page

You can determine the performance of individual Oracle HTTP Server modules
using the Module Metrics Page on the Oracle Enterprise Manager.

HTTP Server modules extend your system by allowing you to add features, develop
and test features independently, and enable or disable features as needed.

Note: To use a module, you must first register it with Oracle
HTTP Server. This is done by modifying the http.config.h file.
For more information, see Oracle HTTP Server Administration Guide.

To view metrics for your Oracle HTTP Server modules:

1. Navigate to the HTTP Server Home Page on the Oracle Enterprise Manager
Web site. Scroll to the Performance section.

2. Select Module Metrics. This opens the Module Metrics Page.

The Module Metrics page displays four request metrics for each Oracle HTTP
Server module. If you detect poor performance of a particular module, see the
error log to determine the cause.

3. Click Help at the top of the page for more information about the individual
metrics.

Response and Load Metrics Page

You can view an overall snapshot of how the server is performing on the Response
and Load Metrics Page on the Oracle Enterprise Manager.

1. Navigate to the HTTP Server Home Page on the Oracle Enterprise Manager
Web site. Scroll to the Performance section.
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2. Select Response and Load Metrics. This opens the Response and Load Metrics
Page.

Response metrics indicate (on average) how many requests were submitted and
how long it took for the server to respond to a user's request. The Load metrics
indicate (on average) how many bytes of data the server processed with the
requests.

You should expect response times to be slower when larger loads are being
processed, but you should also account for heavy usage in your server's initial
configuration. See the Oracle9i Application Server Performance Guide for more
information on handling response and load time.

3. Click Help at the top of the page for more information about the specific
metrics.

Monitoring Oracle9 JAS Containers for J2EE

You can use the Enterprise Manager Web site to view the running status of OC4J
instances and monitor the availability, usage, and overall performance of the OC4J
server and its applications.

OC4J Home Page

The OC4J Home Page is the starting point for monitoring OC4J. You can access the
0OC4J) Home Page by selecting the OC4J instance in the Name column of the System
Components table on the Instance Home Page. Figure 9-2 displays the OC4J Home
Page, which displays usage and performance data for OC4J applications. Using the
applications table, you can determine which application is incurring the highest
volume of requests or longest response time. You can examine an application
further by drilling down into the application to view the performance of individual
objects, such as servlets and EJBs.
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Figure 9-2 0OC4J Home Page
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The OC4J) Home Page displays a single view of the instance and presents a roll up
of status and performance metrics, including:

« How long the instance has been up

«  OC4J system resource usage, such as the percentage of CPU and memory
resources being consumed

« Volume and average processing time of application requests and transactions

The OC4J Home Page is divided into several sections that cover server status and
metrics, data about deployed applications, and property and default settings
information.

The General section displays the current running status of the selected OC4J
instance. This section includes the Status, Start Time, and number of virtual
machines used to execute OC4J application code for the current OC4J instance. You
can choose to stop or restart the server from this section.

The Status section displays the key metrics listed in Table 9-2 for monitoring the
overall OC4J instance health. In general, these metrics focus on three factors:
volumes, rates, and duration.
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Table 9-2 Status Section on OC4J Home Page

Metric Description

CPU Usage (%) Percentage of the CPU being used for the OC4J instance. As
usage increases, the CPU utilization increases.

Memory Usage (MB) Number of megabytes being utilized for OC4J memory.

Heap Usage (MB) Total amount of heap space used (in megabytes) since the

server was started.

The JDBC Usage section provides information about the JDBC connections and
transactions and includes the metrics listed in Table 9-3.

Table 9-3 JDBC Usage Section on OC4J Home Page

Metric Description

Open JDBC Connections Number of open JDBC connections.
Total JIDBC Connections Number of total JDBC connections.

Active Transactions Number of transactions that are currently open from
Enterprise Java Beans in EJB modules.

Transaction Commits Number of Transactions committed by Enterprise Java Beans
in EJB modules.

Transaction Rollbacks Number of times a transaction was rolled back by Enterprise
Java Beans in EJB modules.

The Response - Servlets and JSPs section provides the transactional details about
the server and includes the metrics listed in Table 9-4.

Table 9-4 Response - Serviets and JSPs section on OC4J Home Page

Metric Description

Active Sessions Number of currently active sessions for the specified OC4J
instance

Active Requests Total number of active requests currently being processed

Request Processing Time ~ Amount of time in seconds spent processing requests during

(secs) the last period

Requests per Second Number of requests processed during the last period divided

by the time interval of the period
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The Response - EJBs section provides transactional details about the Enterprise
Java Beans and includes the metrics seen in Table 9-5.

Table 9-5 Response - EJBs section on OC4J Home Page

Metric Description

Active EJB Methods Number of EJB Methods currently active

Method Execution Rate Rate of completion of the EJB Client Methods
(per sec)

The Deployed Applications section displays a list of all OC4J applications
deployed in the OC4J instance, including the status of each application measured
by the number of active requests and average processing time for the application.
You can perform the following tasks in this section:

« Deploy a new OC4J application
« Redeploy or undeploy an OC4J application

The Applications table displays a list of all installed applications in the OC4J
instance. You can select any application to display the Application Page for that
application, which includes more performance statistics for the specified
application.

The Administration section enables you to set instance properties, such as server
and Web site properties, and application defaults, such as data sources and
principals. The Administration section also includes related links to the UDDI
registry and JAAS Policy Management.

Application Pages

The OC4J Application Page displays information and metrics about the specified
application. You can access the Application Page by selecting the name of the
application in the Name column of the Application table on the OC4J Home Page.
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Figure 9-3 OC4J Application Page
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The Application Page provides application status information along with response
metrics for Servlets, JSPs, and EJBs. There are two tables in the center of the page
that list Web Modules and EJB Modules.

The General section shows the current status of the selected OC4J application and
includes a Response section for Servlets, JSPs, and EJBs. You can redeploy or
undeploy an OC4J application from the General section.

The Response - Servlets and JSPs section provides transactional details about the
server and includes the metrics seen in Table 9-6.

Table 9-6 Response - Servlets and JSPs Section on OC4J Applications Page

Metric Description

Active Sessions Number of currently active sessions for the specified OC4J
application

Active Requests Total number of active requests currently being processed

Request Processing Time  Amount of time in seconds spent processing requests during

(secs) the last period

Requests per Second Number of requests processed during the last period divided

by the time interval of the period

9-10 Oracle9i Application Server Administrator's Guide



Monitoring Oracle9iAS Web Cache

The Response - EJBs section provides transactional details about the Enterprise
Java Beans and includes the metrics seen in Table 9-7.

Table 9-7 Response - EJBs section on OC4J Application Page

Metric Description

Active EJB Methods Number of EJB Methods currently active

Method Execution Rate Rate of completion of the EJB Client Methods
(per sec)

The Web Modules table displays a list of all Web modules used in the OC4)J
application. You can select a Web module in the Name column to drill down to the
Overview Page for the Web module. The Web Module table includes the Web
module name, the path, the number of active requests, the request processing time,
and the number of active sessions.

The EJB Modules table displays a list of all Enterprise Java Beans modules used in
the OC4J application. You can select an EJB module in the Name column to drill
down to the Overview Page for that specific EJB module. The EJB Modules table
lists the EJB Module name, the path, the number of EJBs deployed, the number of
active EJB methods, and the method execution rate per second for each EJB module.

The Administration section provides access to basic and advanced configuration
functions, data sources and their settings, and security principals and roles.

You can use the Application Page to diagnose and isolate problems involving
specific servlets or JSPs. For example, if your Web application is experiencing user
delays, you can use the OC4J Application Page to diagnose and isolate the servlets
or JSPs responsible for the longest response times. You can use the Overview for
Web Module Page or the EJB Module Page to break down further the performance
of servlets, JSPs, or EJBs, looking at load times, service times, and overhead.

Monitoring Oracle9 J/AS Web Cache

Oracle9iAS Web Cache is a content-aware server accelerator, or reverse proxy
server, that improves the performance, scalability, and availability of Web sites that
run on Oracle9i Application Server.

By storing frequently accessed URLs in memory, Oracle9iAS Web Cache eliminates
the need to repeatedly process requests for those URLSs on the application Web
server.
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Unlike legacy proxy servers that handle only static documents, Oracle9iAS Web
Cache caches both static and dynamically generated content from one or more
application Web servers. Because Oracle9iAS Web Cache can cache more content
than legacy proxies, it provides optimal performance by greatly reducing the load
on application Web servers.

Oracle9iAS Web Cache sits in front of application Web servers, caching their content
and providing that content to Web browsers that request it. When Web browsers
access the Web site, they send HTTP protocol or HTTPS protocol requests to
Oracle9iAS Web Cache. Oracle9iAS Web Cache, in turn, acts as a virtual server to
the application Web servers. If the requested content has changed, Oracle9iAS Web
Cache retrieves the new content from the application Web servers. The application
Web servers may retrieve their content from an Oracle database.

Oracle9 /AS Web Cache Home Page

The Web Cache Home Page enables you to monitor the running status of
Oracle9iAS Web Cache, as well as the overall performance statistics for Oracle9iAS
Web Cache. You can access the Web Cache Home Page by selecting an Oracle9iAS
Web Cache server in the Name column of the System Configuration table on the
Oracle9iAS Instance Home Page. Figure 9-4 displays the Web Cache Home Page.

Figure 9—4 Web Cache Home Page
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The General section displays the current running status of Oracle9iAS Web Cache.
It also displays the key metrics listed in Table 9-8 for monitoring overall Oracle9iAS

Web Cache health.

Table 9-8 General Section in Web Cache Home Page

Metric

Description

CPU Usage (%)

Memory Usage (MB)

Number of Cached
Documents

Percentage of the CPU being used for Oracle9iAS Web Cache
(As traffic increases, the CPU utilization increases.)

Number of megabytes being utilized for cache memory

Number of documents currently cached

Size of Cached Documents Number of megabytes utilized by documents in the cache

(MB)

The Activity section displays the cache resource and performance information

listed in Table 9-9.

Table 9-9 Activity Section in Web Cache Home Page

Metric

Description

Requests Per Second

Data Served (MB/sec)

Apologies Pages Served
(% of requests)

Cache Cluster

Number of requests that Oracle9iAS Web Cache is currently
serving each second

Number of megabytes that Oracle9iAS Web Cache is currently
serving each second

Percentage of apology pages that Oracle9iAS Web Cache is
serving to Web browsers, due to a network or busy Web site
error

Name of the cache cluster. This field displays only if a cache
cluster is configured.

Open Connections

Current number of incoming open connections to the
Oracle9iAS Web Cache server and outgoing open connections
to the application Web servers
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Activity Page

The Performance section provides access to the following pages:
« Activity Page
« Application Web Servers Page

« Popular Cached Documents Page

The Web Cache Activity Page enables you to monitor the efficiency of the cache. It
displays metrics for cache hit requests, compression requests, and apology page
requests.

To access the Activity Page:

1. Navigate to the Web Cache Home Page on the Oracle Enterprise Manager Web
Site.

2. Scroll to the Performance section.

3. Select Activity. This opens the Web Cache Activity Page.
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Figure 9-5 displays the Web Cache Activity Page.

Figure 9-5 Web Cache Activity Page
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Copyright @ 1996, 2002, Oracle Corporstion. Al rights reserved.

Preferences Help

Targets | Preferences | Help

For cache hit rates, compression, and apology pages, the page provides the
following information:

Documents currently being served by Oracle9iAS Web Cache each second in the
Current (per second) columns

Percentage of documents currently being served by Oracle9iAS Web Cache each
second in the Current Requests (%) columns

Total documents served since Oracle9iAS Web Cache was started or restarted in
the Total columns
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Application Web Servers Page

The Web Cache Application Web Servers Page enables you to view the status of the
application Web servers to which Oracle9iAS Web Cache forwards requests.

To access the Web Cache Activity Page:

1. Navigate to the Web Cache Home Page on the Oracle Enterprise Manager Web

Site.

2. Scroll to the Performance section.

3. Select Application Web Servers. This opens the Application Web Servers Page.

Figure 9-6 displays the Web Cache Application Web Servers Page.

Figure 9—-6 Web Cache Application Web Servers Page

oR A‘C LE )
hntcl’prlsc Ma]_‘]agcr Preferences Help

Targets
Application Servers

Application Server: [A5-1 = [AS-1 WehCache-mysever.mycompany.com = Application Weh Servers

Application Web Servers

Current regquest backlog for all servers 0
Maximurn backlog since start 0

Refreshed at Fridsy, January 4, 2002 2:48:07 PM EST gEj

Targets | Preferences | Help
Copyright & 1996, 2002, Oracle Corporation. Al rights reserved.

|1-2 of 2 vl
Current  Average Current  Average
Proxy Active  Request Requests Processing Proc g
Name Up/Down Server Requests Per Second Per Second Time (sec) Time (sec)
rvserver 7777 v) Mo 0 14 36 0 1
rvserver 4444 v) Mo 0 0 0 0 0

View the Up/Down column. An Up status specifies that the last communication
with the server was successful. A Down status specifies that the server is down. If
this is the last server in a single or multiple server configuration, Oracle9iAS Web
Cache continues to forward requests to the server. If this is not the last server, then
Nno new requests are sent to server. However, Oracle9iAS Web Cache polls the

inactive server until it is back online.
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To view detailed metrics for a specific application Web server:

1. Select an application Web server host name to view. This opens the Application
Web Server Page.

2. View the metrics in which you are interested:

« The Active Requests metric in the Requests Throughput section shows the
current load

« The metrics in the Request Processing Time section shows processing
latency

« The Concurrent Bound Sessions metric in the Connections section shows
the number of open connections

Figure 9-7 displays the Web Cache Application Web Server Page for
myserver.mycompany.com:4444

Figure 9—7 Web Cache Application Web Server Page

ORACLE Preferences Help

Enterprise Manager e
Application Servers

Anplication Server: [A5-1>]A5-1 WebCache-myserermycompany.com =Application Yeb Servers =
Application YWeh Server. myserver.mycompany.cam

Application Web Server: myserver.mycompany.com

Status Up Refreshed at Fridsy, January 4, 2002 2:49:03 PM EST gEj

YWeb Cache Start Time  Jan 4, 2002 2:12:32 PM
Proxy Server No

Request Throughput Request Processing Time
Active Requests 1 Current Processing Time (sec) 0
Current Requests Per Second 1 Average Processing Time (sec) 1
Average Reguests Per Second 3

Maximurm Requests Per Second 5 Connections
Maximurn Mumber of Concurrent Reguests 1 Concurrent Bound Sessions 0

Total Requests 5,937 Maximurn Bound Sessions 0

=

(X, -r]

Targets | Preferences | Help
(Copyright & 1996, 2002, Oracle Corporation. Al rights reserved.
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Popular Cached Documents Page

The Web Cache Popular Cached Documents Page enables you to view the URLSs of
the most popular documents in the cache and to generate a list of the URLs of all
the objects currently in the cache. This information helps you verify that the
cacheability rules are configured correctly: that the objects that you want cached are
being cached. Figure 9-8 displays the Web Cache Popular Cached Documents Page.

Figure 9-8 Web Cache Popular Cached Documents Page

oRrRACLE
Preferences Help

Enterprise Manager
= Targets

Anplication Server: [A5-1 = [AS-1 WehCache-myserver.mytompany.com = Popular Cached Documents
Popular Cached Documents

Refreshed at Fridsy, January 4, 2002 2:47:33 PM EST gEj
The list below shows the popularity ranking of documents in the cache. The ranking is based
on how frequently and how recently the document was read.

YWarning: The performance of the cache is significantly impacted when generating this list. While
the list is being generated, other requests to the cache are blocked and users will have to wait for
an extended period of time for their requests. The mare documents there are in the cache, the
greater the perfarmance impact. To minimize the performance impact, you should show this list only

during periods of low activity.

Murnber of Cached Documents 8

| Show PopularDocuments) T

Rank URL Size Rule Regular Rule Site
(bytes) Expression™ Mask=*

1 Imyserver.mycompany.com: 7787 fnew htm ;gzip 912 Y html? Mone

2 Imyserver.mycompany.corm: 7787 tour. htm ;gzip 954 Y html P Mone

3 Imyserver.mycompany.com: 7787 /demos. htm ;gzip 1.23 K whtml?§ Mone

4 Imyserver.mycompany.com: 7787 /docs. htm ;gzip 943 Y html P Mone

5 Imyserver.mycompany.com: 7787 fmanualfindex. html ;gzip 2,06 K A html?§ Mone

* A document is cached if its URL matches the regular expression of a caching rule or if caching is
specified in the document's http response header. A document cached because of its header has no

associated rule.

Targets | Preferences | Help
Copyright & 1996, 2002, Oracle Corporation. Al rights reserved.

Note: The Popular Cached Documents Page lists only those
documents that are valid. Although the cache may contain
documents that are expired or that have been invalidated, those
documents are not included in the list of popular documents.
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To access the Popular Cached Documents Page:

1. Navigate to the Web Cache Home Page on the Oracle Enterprise Manager Web
Site.

2. Scroll to the Performance section.

3. Select Popular Cached Documents. This opens the Popular Cached Documents
Page.
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Reconfiguring the Application Server

This chapter describes tasks for reconfiguring an application server enterprise.

It contains the following topics:

Configuring Additional Components

Extending an Application Server Installation

Adding an Additional Infrastructure

Associating an Instance with an Infrastructure (Joining a Farm)
Changing the Schema Used by a Component

Changing Component Schema Passwords
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Configuring Additional Components

You can add functionality to your application server by configuring components
that were not configured during installation.

Note: If you intend to configure JServ, refer to "Enabling JServ" on
page 6-12 before following the steps in this section.

You can configure components as follows using the Enterprise Manager Web site:

1.

Start a browser from the host that the component you would like to configure
resides on. You must do this because some components launch a GUI when you
configure them.

Navigate to the Instance Home Page on the Enterprise Manager Web site. Scroll
to the Administration section.

Select Configure Components. This opens the Configure Components Page.

Choose the component you would like to configure from the drop-down menu,
enter the ias_admin password, and click OK.

If you configure any of the following components, you may need to take additional
steps to setup the component to use a customer database:

Oracle9iAS Clickstream Intelligence
Oracle9iAS Discoverer

Oracle9iAS Personalization
Oracle9iAS Portal

Oracle9iAS Unified Messaging

See Also:  "Task 3: Complete Component Configuration" on
page 4-4 for more details

Once you configure a component, it cannot be deconfigured, but you can remove its
functionality by not starting it when you start the rest of the components in your
installation.
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Extending an Application Server Installation

You can extend an application server installation by installing a higher install type
in the same Oracle home. For example, you can extend a Portal and Wireless
installation to a Business Intelligence and Forms installation or a Unified Messaging
installation. To extend an application server installation, run Oracle Universal
Installer using the Oracle home you would like to extend.

Note: You cannot reduce an application server installation by
installing a lower install type in the same Oracle home. For
example, you cannot install a J2EE and Web Cache installation in an
Oracle home that contains a Portal and Wireless installation.

See Also:  Oracle9i Application Server Installation Guide for more
information

Adding an Additional Infrastructure

Most application server enterprises have one infrastructure that contains
Oracle9iAS Single Sign-On, Oracle Internet Directory, a metadata repository, and,
optionally, Oracle Management Server. If the load on your metadata repository is at
full capacity, you can add a second infrastructure to your enterprise. This
infrastructure should contain a metadata repository and, optionally, Oracle
Management Server. It should be configured to use the Single Sign-On server and
Oracle Internet Directory from the original infrastructure. The second Oracle
Management Server should be configured to use the metadata repository from the
primary infrastructure, so there is no load balancing or failover of Oracle Enterprise
Manager at the repository level.

To add an infrastructure, use the Oracle Universal Installer to install the
infrastructure. Choose a custom configuration that only configures the metadata
repository, and, if desired, Oracle Management Server. Supply the Single Sign-On
and Oracle Internet Directory information from your original infrastructure.

After the installation, the metadata repository in the new infrastructure is registered
in your enterprise. During subsequent middle-tier application server installations,
you should specify the Single Sign-On server and Oracle Internet Directory in your
original (or primary) infrastructure. You will be given a choice of which metadata
repository to use. Note that you cannot change any pre-existing middle-tier
installations to use the metadata repository in the new infrastructure.
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Associating an Instance with an Infrastructure (Joining a Farm)

If you have a J2EE and Web Cache instance that is not associated with an
infrastructure and you would like to use Oracle9iAS Single Sign-On or clustering,
you can associate the instance with an existing infrastructure using the Enterprise
Manager Web site. This operation also causes the instance to join the farm.

You can associate an instance with an infrastructure using the Enterprise Manager
Web site:

1. Navigate to the Instance Home Page on the Enterprise Manager Web site. Scroll
to the Administration section.

2. Select Use Infrastructure. This launches the Use Infrastructure wizard.

3. The wizard guides you through the steps for using an infrastructure and
requests the following information:

«  Oracle9iAS Single Sign-On host and port number. The port number is the
same as the HTTP Server port number (default 7777).

« Oracle Internet Directory host and port number (default port number is
389).

« Metadata Repository host, listener port number (always 1521 ), and service
name (default iasdb ).

See Also:  "How Application Server Installations Use An
Infrastructure” on page 2-9.
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Changing the Schema Used by a Component

You can change the database schema used by an individual component. This
operation changes the schema a component points to, but does not create the
schema or load any data into it. It is primarily used for migration purposes. For
example, you may want to point a component to a schema used by a pre-9.0.2
Oracle application server that has been upgraded to work with Oracle9iAS version
9.0.2.

To change the database used by a component with Enterprise Manager Web site:
Navigate to the Instance Home Page. Scroll to the Administration section.
Select Configure Schema. This opens the Configure Schema Page.

Click the radio button in the Select column for the schema.

1

2

3

4. Click Change Schema. This opens the Change Schema Page.

5. Enter the new schema name, password, and database connect string.
6

Click OK.

See Also:  Migrating from Oracle9iAS Release 1 (1.0.2.2.x) to Release 2
(9.0.2)

Changing Component Schema Passwords

Some application server components use schemas in the metadata repository or
customer databases. The schema passwords are generated and maintained
automatically by the application server, and are not usually known by
administrators.

You can reset a schema password if you need direct access to the schema. You must
reset most component schema passwords using Enterprise Manager Web site,
because the change must be registered with the component and the database.

See Also:  Appendix C, "Metadata Repository Schemas" for a table
showing which schemas must be changed using Enterprise
Manager Web site, and which must be change directory in the
database

To change a schema password using Enterprise Manager Web site:

1. Navigate to the Instance Home Page. Scroll to the Administration section.
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2.

Select Configure Schema to open the Configure Schema page (Figure 10-1).

Figure 10-1 Configure Schema Page
ORACLE

Preferences Help

Enterprise Manager

Targets
Application Servers

Application Server; |AS-1
Configure Schema

The schemas for all Application Server components are located, by default, in the Metadata

Repository that is assocaiated with this instance. These schemas are provided with the seed

Metadata Repository with auto-generated passwords, You may choose to set a schema's
password, choose an alternate Metadata Repository for a schema, or reference a schema with
an already existing schema in a different database.

Select schema and ... | Change Password ) | Change Scherna )
Select Schema Component Datahase
&  PORTAL _SYS Partal host:part: sid

Targets | Preferences | Help

Copyright 2001, Cracle Corp.

R L

Click the button in the Select column for the component.

Click Change Password. This opens the Change Password page.
Type a new password in the Password and Confirm Password fields.
Click OK.

If the schema is in the metadata repository, you do not need to perform this step
and are finished. If the schema is in a customer database, you must manually
change the password in the database. This is because the Enterprise Manager
Web site can only update the metadata repository.

To change the password using SQL*Plus, login to the customer database as a
user with SYSDBAprivileges and run the following command:

sql> alter user schema identified by new_password

Note: If you change the ORASSO schema password, you must
restart Oracle HTTP Server.
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Managing the Infrastructure

This chapter provides an introduction to managing an infrastructure, and describes
common management tasks for each piece of an infrastructure.

It contains the following topics:

Basic Infrastructure Administration
Managing the Infrastructure Instance
Managing Oracle9iAS Single Sign-On
Managing the Metadata Repository

Managing Oracle Internet Directory
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Basic Infrastructure Administration

The Oracle9iAS Infrastructure is a type of application server installation that
provides centralized security, management services, and data repositories for
middle-tier application server installations. Typically, there is one infrastructure in
an application server enterprise, and all middle-tier application servers are
configured to use it.

See Also:  "The Oracle9iAS Infrastructure” on page 2-7 for more
information about infrastructures

An infrastructure is custom-tuned and configured to support middle-tier
application server installations. Many of the services provided by an infrastructure
are configured automatically during installation and used programmatically by
middle-tier application servers.

It is possible to run an infrastructure with very little manual intervention; however,
you should perform the following basic management tasks on every infrastructure:

« Starting and Stopping an Infrastructure
« Backing up and Restoring an Infrastructure

The subsequent sections in this chapter provide an introduction to common
management tasks for each piece of an infrastructure.

Starting and Stopping an Infrastructure

Starting and stopping an infrastructure involves starting and stopping the pieces of
an infrastructure in the proper order. You must perform an orderly shutdown and
startup of an infrastructure every time you reboot a host on which an infrastructure
resides.

You should not stop an infrastructure unless all application server instances using
the infrastructure are stopped. Similarly, you must start an infrastructure before
starting any application server instances that use it.

Whenever you reboot a system that hosts an infrastructure, follow these steps:
1. Stop all application server instances that use the infrastructure.

2. Stop the infrastructure.

See Also:  "Stopping an Infrastructure” on page 5-26 for the steps
for performing an orderly shutdown of an infrastructure
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3. Reboot the host.

4. Start the infrastructure.

See Also:  "Starting an Infrastructure” on page 5-15 for detailed
steps for performing an orderly startup of an infrastructure

5. Start all application server instances that use the infrastructure.

Backing up and Restoring an Infrastructure

To ensure that you can make a full recovery from media failures, you should
perform regular backups of an infrastructure. To back up an infrastructure, you
must back up each of the following:

« The Oracle home in which the infrastructure is installed
« Oracle Internet Directory

« Metadata Repository

See Also:  Appendix H, "Backup and Restore" for more
information

Managing the Infrastructure Instance

Every infrastructure contains a J2EE and Web Cache instance, also referred to as the
infrastructure instance. The infrastructure instance is automatically configured and
tuned to support infrastructure services; Oracle HTTP Server provides a Web server
for the infrastructure, and OC4J provides a J2EE platform.

Warning:  The infrastructure instance is intended only to support
infrastructure services. Oracle does not support using the
infrastructure instance for customer application deployment.

You can manage an infrastructure instance using its Instance Home Page on the
Enterprise Manager Web site, just as you do any other application server instance.
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To access the Instance Home Page for an infrastructure instance:

1. Navigate to the Enterprise Manager Web site on the infrastructure host. This
opens the Farm Home Page for the metadata repository in the infrastructure on
that host. This is because an infrastructure instance is automatically added to
the farm for its metadata repository.

2.  Onthe Farm Home Page, scroll to the Standalone Instances section and select
the link for the infrastructure instance in the Name column. This opens the
Instance Home Page for the infrastructure instance.

Using the Instance Home Page, you can perform standard instance management
tasks, such as starting and stopping the instance, monitoring the instance and its
components, and changing the ias_admin password. The Instance Home Page
also provides configuration and deployment capabilities, however, you should not
change the configuration settings in an infrastructure instance because it has been
pre-configured to support the infrastructure, and you should not deploy
applications in an infrastructure. Also, you should not add an infrastructure
instance to a cluster.

Managing Oracle9 JAS Single Sign-On

Oracle9iAS Single Sign-On enables users to login to application server features and
access applications using a single user name and password. The benefits of using
Single Sign-On include:

« Reduced administrative costs: The Single Sign-On server eliminates the need to
support multiple accounts and passwords.

« Convenient login: Users do not have to maintain a separate user name and
password for each application that they access.

« Increased security: When a password is required only once, users are less likely
to use simple, easily exposed passwords, or to write these passwords down.
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About Single Sign-On Installation and Configuration

When you install the primary infrastructure, you must configure Oracle9iAS Single
Sign-On. The Single Sign-On service in your primary infrastructure should be the
only Single Sign-On service in your enterprise. If you install any additional
infrastructures in your enterprise, you should not configure Single Sign-On.

During the primary infrastructure installation, Single Sign-On is automatically
configured to use schemas in the metadata repository and is fully integrated with
Oracle Internet Directory. It is ready for use when the installation is complete.

About Single Sign-On Administrators

Immediately after an infrastructure installation only one Single Sign-On
administrator exists: orcladmin . The orcladmin  user is the super-user for Oracle
Internet Directory and the orcladmin  password is requested and set during the
infrastructure installation.

After installation, you can grant Single Sign-On administrator privileges to any user
by adding the user to the IASAdmins group in Oracle Internet Directory. The
orcladmin user and all existing members of the IASAdmins group can add users
to the IASAdmins group.

See Also:  "Adding a User to a Group" on page 12-12
Single Sign-On administrators have full privileges for Single Sign-On server. Using
the Single Sign-On administration pages, you can do the following:
« Configure Single Sign-On server settings.

« Administer partner applications, which are Web applications that delegate
authentication to the Single Sign-On server.

« Administer external applications, which are Web applications that perform their
own authentication using HTML forms.

See Also:  Oracle9iAS Single Sign-On Administrator’s Guide for
complete information on managing the Single Sign-On server
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Accessing the Single Sign-On Server

You can access the Single Sign-On Administration Home Page using a URL of the
following form:

http://  host : port Ipls/  Single_Sign-On_DAD

where
« host isthe computer on which the Single Sign-On server is located

« port isthe HTTP Server port number for the infrastructure instance to which
the Single Sign-On server belongs

« Single_Sign-On_DAD is the database access descriptor for the Single Sign-On
schema (default is orasso )

For example:
http://  host :7777Ipls/orasso
You can log in to Single Sign-On from the Administration Home Page by clicking

Login in the upper right corner, and supplying a Single Sign-On administrator
username and password.

Configuring Single Sign-On for Multilingual Support

Oracle9iAS Single Sign-On supports 29 languages. Only one, English, is installed by
default. To install additional languages, execute the following command:

(UNIX) ORACLE_HOM#K/bin/java -jar ORACLE_HOMiSollib/ossoca.jar langinst
lang make_lang_avail ORACLE_HOME
(Windows) ORACLE_HOM#EK\bin\java -jar ORACLE_HOMsso\lib\ossoca.jar langinst

lang make_lang_avail ORACLE_HOME

For the variable lang , substitute the code for the language to be installed. For the
variable make_lang_avail , substitute 1 if you want to make the language
available. Substitute O if you want to make the language unavailable.

See Also: Table 3-2 "Oracle9iAS Portal Languages" in Oracle9i
Application Server Globalization Support Guide for a list of language
codes, and "Configuring National Language Support" in Chapter 2
of Oracle9iAS Single Sign-On Administrator’s Guide for more
information
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Managing the Metadata Repository

The metadata repository is an Oracle9i Enterprise Edition database that is
pre-seeded with schemas used by many middle-tier application server components,
Oracle Internet Directory, and Oracle Management Server. The metadata repository
provides a single, ready-to-use database that greatly simplifies component
configuration. You can designate a metadata repository during a middle-tier
application server installation, and components in that installation will
automatically use schemas in that metadata repository. Many Oracle9iAS demos
also use metadata repository schemas.

Warning:  Use of the metadata repository requires a database
license. An Oracle9i Enterprise Edition license is required to
support the following:

« Use of the metadata repository to run Oracle9iAS Wireless

= Use of the metadata repository to run Oracle9iAS Clickstream
Intelligence

« Use of the replication feature of Oracle Internet Directory

All other uses of the metadata repository for Oracle9iAS require
an Oracle9i Standard Edition license.

About Metadata Repository Installation and Configuration

A metadata repository is installed and configured with every infrastructure
installation and uses the same Oracle home as the infrastructure instance. It
contains schemas to support Oracle9iAS components.

See Also:  Appendix C, "Metadata Repository Schemas" for a list
of schemas

The metadata repository is always configured to use port 1521 and has a service
name of the form iasdb. host . domain (for the first infrastructure on a host) and
iasdb x. host . domain for any subsequent infrastructures on that host). You
should never change these values. If you have another database on the host using
the same service name, you must change it before installing the metadata
repository.

If you have another application on the host using port 1521, you must do one of the
following before installing the infrastructure:

Managing the Infrastructure 11-7



Managing the Metadata Repository

« If the other application is an Oracle Net listener using an Oracle9i database, no
action is required. The metadata repository will use the existing Oracle Net
listener.

« If the other application is an Oracle Net8 listener using an Oracle8i database,
you must change the Net8 listener to use a different port than 1521, or you must
upgrade it to the Oracle9i Net listener that runs with the metadata repository.

To upgrade the Net8 listener, stop the Net8 listener before installing the
infrastructure. After the infrastructure installation is complete, migrate the
Oracle Net8 listener configuration specific to your Oracle8i database into the
configuration for the metadata repository Oracle Net listener, and restart the
Oracle Net listener. The Oracle Net listener will support the Oracle8i database
as well as the metadata repository.

See Also:  Oracle9i Application Server Installation Guide for
instructions on upgrading an existing Net8 listener

« If the other application is not an Oracle Net or Oracle Net8 listener, reconfigure
it to use a different port.

Starting and Stopping the Metadata Repository

You can start and stop the metadata repository using SQL*Plus or Oracle Enterprise
Manager. You should always start the metadata repository before starting any other
pieces of the infrastructure, and stop it only after all other pieces of the
infrastructure have been stopped.

See Also:  "Starting an Infrastructure” on page 5-4 for information
on starting and stopping the metadata repository

Changing Metadata Repository Passwords

This section describes how to change passwords for two types of schemas in the
metadata repository:

« Schemas Accessed Directly by Administrators

« Schemas Accessed Internally by Components
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Schemas Accessed Directly by Administrators

You can change the passwords for schemas that are accessed directly by
administrators at any time, using your preferred method. The following schemas
fall into this category:

« SYS(initial password is change_on_install )
«  SYSTEMinitial password is manager)
«  SCOTT(initial password is tiger )

This schema is used by demos and it is recommended that you do not change
the password or some demos may not work.

« OEM_REPOSITOR{nitial password is oem_repository )

This schema is used by Oracle Management Server. If you change the password
in the database, you must update it in the Oracle Management Server
configuration by running the Enterprise Manager Configuration Assistant and
choosing the option to "Use an Existing Repository." By selecting this option
and entering the new password, the Oracle Management Server configuration is
updated.

Schemas Accessed Internally by Components

Schemas that are accessed internally by components are assigned a randomly
generated password at install time that is known only by the components. If you
would like to reset any of these passwords, you must do it using the Enterprise
Manager Web site. This is so the change is registered with the component as well as
in the metadata repository.

See Also:  Appendix C, "Metadata Repository Schemas" for a list
of schemas used by components and information on which method
to use to change to their passwords and "Changing Component
Schema Passwords" on page 10-5 for instructions on changing
passwords using the Enterprise Manager Web site

Relocating Metadata Repository Datafiles to a Different Directory

By default, the metadata repository is installed in the same Oracle home as the
infrastructure. If you do not have enough space in the infrastructure Oracle home,
you may want to relocate some or all of the metadata repository datafiles to a
different directory.
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You can follow the steps in this section to relocate the datafiles for one or more
tablespaces. As an example, the steps show how to relocate the users and portal
tablespaces from an original infrastructure Oracle home named /infra_home toa
new directory named /new_directory

See Also:  Oracle9i Database Administrator’s Guide for more
information about database concepts and relocating datafiles

Assume the following:

« The metadata repository has tablespaces named users and portal that are
made up of datafiles all located in the same directory.

« The datafiles of the users and portal tablespaces are to be relocated to a
different directory on a different filesystem or disk.

« You are currently connected to the metadata repository with administrator
privileges. You must have the ALTER DATABASE system privilege to relocate
datafiles.

« You have a current backup of the metadata repository.
Complete the following steps:
1. Identify the datafile names of interest.

The following query of the data dictionary view DBA_DATA_FILESIists the
datafile names and respective sizes (in bytes) of the users and portal
tablespaces:

SELECT FILE_NAME, BYTES FROM DBA_DATA_FILES
WHERE TABLESPACE_NAME ="USERS’ OR TABLESPACE_NAME ='PORTAL’;

FILE_NAME BYTES
[infra_home/oradata/iasdb/portal.dbf 78643200
[infra_home/oradata/iasdb/users01.dbf 96993280

2. Stop the entire infrastructure, including the metadata repository. Before
stopping the infrastructure, you must stop all middle-tier application server
instances that use it.

See Also:  "Stopping an Infrastructure” on page 5-26
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Start a metadata repository instance and mount the database without opening
it. To do this, connect to the metadata repository as a user with SYSDBA
privileges and run this command:

STARTUP MOUNT;

Move the datafiles to their new location using the operating system. For
example:

(UNIX)
mv /infra_home/oradata/iasdb/portal.dbf /new_directory/portal.dbf
mv /infra_home/oradata/iasdb/users01.dbf /new_directory/users01.dbf

(Windows)
rename C:\infra_home\oradata\iasdb\portal.dbf D:\new_directory\portal.dbf
rename C:\infra_home\oradata\iasdb\users01.dbf D:\new_directory\users01.dbf

Note: You can execute an operating system command to copy a
file by using the SQL*Plus HOSTcommand.

Use ALTER DATABASE to rename the file pointers in the database’s control file.

ALTER DATABASE
RENAME FILE 'finfra_home/oradata/iasdb/portal.dbf’,
'linfra_home/oradata/iasdb/users01.dbf’
TO 'Inew_directory/portal.dbf’,
'Inew_directory/users01.dbf’;

The new files must already exist; this statement does not create the files. Also,
always provide complete filenames (including their paths) to properly identify
the old and new datafiles. In particular, specify the old datafile name exactly as
it appears in the DBA_DATA_FILESview of the data dictionary.

Back up the metadata repository. After making any structural changes to a
database, always perform an immediate and complete backup.

Shutdown the metadata repository.

Start the entire infrastructure.

See Also:  "Starting an Infrastructure” on page 5-15
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Managing Oracle Internet Directory

Oracle Internet Directory is an online directory, which is a specialized database that
stores information in a hierarchical format for fast lookup and retrieval. It
implements Lightweight Directory Access Protocol (LDAP), Version 3, an
industry-standard protocol for accessing online directory services.

Most of the management tasks associated with Oracle Internet Directory are related
to application server security. These tasks include:

« Managing User and Group Privileges
» Delegating Administration Tasks

« Managing Password Policies

See Also: Concepts and tasks for managing application server
security using Oracle Internet Directory are discussed in
Chapter 12, "Managing Oracle Internet Directory”

Starting and Stopping Oracle Internet Directory
You should always start and stop Oracle Internet Directory as part of starting and
stopping the infrastructure instance using the Enterprise Manager Web site. This
ensures that the directory is started using the proper options and in the correct
order with the rest of the infrastructure instance components.

Configuring Oracle Internet Directory and Single Sign-On on Separate Hosts

In most cases, all the pieces of an infrastructure reside on a single host in one Oracle
home. You can, however, configure Oracle9iAS Single Sign-On and Oracle Internet
Directory on separate hosts. You can do this at installation time using the following
steps:

1. Install an infrastructure on Host 1 and choose a custom configuration. Select
Oracle Internet Directory and the metadata repository to be configured
(deselect Oracle9iAS Single Sign-On).

2. Install an infrastructure on Host 2 and choose a custom configuration. Select
Oracle9iAS Single Sign-On and the metadata repository to be configured
(deselect Oracle Internet Directory).

3. Point the Oracle9iAS Single Sign-On configuration on Host 2 to the Oracle
Internet Directory configuration on Host 1.
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If you plan to install copies of Oracle Internet Directory on different hosts to form a
directory replication network, configure Oracle9iAS Single Sign-On with only one
of the Oracle Internet Directory copies. The remaining copies of Oracle Internet
Directory must not associate with any Oracle9iAS Single Sign-On configuration.

See Also:  Oracle Internet Directory Administrator’s Guide for more
information on directory replication
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Managing Oracle Internet Directory

This chapter describes how to manage user privileges in Oracle Internet Directory.
It contains the following topics:

Oracle Internet Directory Security

Delegating Administration Tasks

Administering Users

Administering Groups

Administering Privileges of Oracle9iAS Components
Installing and Configuring Oracle9iAS

Upgrading Oracle Internet Directory for Oracle9iAS
Password Policies

Modifying Oracle Internet Directory Passwords

Changing Instance Passwords in Oracle Internet Directory

Removing an Application Server Instance From Oracle Internet Directory
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Oracle Internet Directory Security

This chapter describes administering Oracle Internet Directory with respect to
Oracle9iAS. If you need details on specific Oracle Internet Directory features and
tools, or if you need background information on Oracle Internet Directory, see the
Oracle Internet Directory Administrator’s Guide.

Oracle Internet Directory is an online directory, which is a specialized database that
stores information in a hierarchical format for fast lookup and retrieval. It
implements Lightweight Directory Access Protocol (LDAP) version 3, an
industry-standard protocol for accessing online directory services.

Oracle9iAS can use an Oracle Internet Directory that is already in use in your
enterprise. In such cases, you typically work with the Oracle Internet Directory
administrator to set up and manage the Oracle9iAS nodes. The Oracle Internet
Directory administrator should read this chapter to be aware of how Oracle9iAS
uses Oracle Internet Directory.

About the Terms "Subscriber" and "Enterprise”
In Oracle Internet Directory, "subscriber” has the same meaning as "enterprise":

« If you set up Oracle Internet Directory to host other enterprises, each enterprise
is a subscriber. For example, if you (company A) host companies X and Y on
your Oracle Internet Directory instance, then X and Y are subscribers in your
Oracle Internet Directory. Each subscriber (that is, enterprise) can have its own
subscriber administrator.

« If you are using Oracle Internet Directory to contain data from your enterprise
only, your Oracle Internet Directory has only one subscriber, namely, your
enterprise.

This chapter uses "subscriber” and "enterprise" interchangeably.
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How Oracle9 /AS Uses Oracle Internet Directory

Oracle9iAS uses containers, groups, and privileges in Oracle Internet Directory. You
can use them to administer users and groups. You can delegate privileges to other
users ("product administrators") so that they can manage their product. For
example, you can give privileges to a user to be a Portal administrator. You can
have one or more administrators per product.

When you install Oracle9iAS Infrastructure, the installer configures the metadata
repository database to use Oracle Internet Directory. Oracle9iAS creates its own area
in Oracle Internet Directory. This enables all Oracle9iAS components (for example,
Portal, Wireless, and Delegated Administration Service) to access the same data. It
also enables an enterprise to centralize security by managing users and applications
under one server.

This model is different from Oracle9iAS Release 1.x. In Release 1.x, each component
had its own repository of users.

New Oracle Internet Directory Instance or Existing Oracle Internet Directory Instance

The Oracle Internet Directory that Oracle9iAS uses can be a newly created instance,
or you can direct the installer to use an existing Oracle Internet Directory. For
example, if you have an existing Oracle Internet Directory instance that you use as a
corporate directory and that contains entries for users, and you plan for those users
to access applications from Oracle9iAS, then it might make sense to share that
Oracle Internet Directory instance with Oracle9iAS.

To distinguish the two types of configuration, this chapter uses the following terms:

« Newly created Oracle Internet Directory: The installer installs a new instance
of Oracle Internet Directory. Typically, this Oracle Internet Directory instance is
not shared with third-party software. The installer configures the Oracle
Internet Directory instance with areas, groups, and privileges required by
Oracle9iAS. You need to create user entries for this new Oracle Internet
Directory.

In a newly created Oracle Internet Directory, you (the Oracle9iAS
administrator) perform Oracle Internet Directory administrative duties.

« Existing Oracle Internet Directory: You point the installer to use an existing
Oracle Internet Directory instance. The installer creates an area for Oracle9iAS
in the Oracle Internet Directory instance, but does not create privileges. You and
the Oracle Internet Directory administrator need to assign privileges to users
and Oracle9iAS components based on the security policy of your enterprise.
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In an existing Oracle Internet Directory, you and the Oracle Internet Directory
administrator work together to manage the Oracle Internet Directory instance.

Note: If you are using an existing Oracle Internet Directory
instance, you need to upgrade it to Release 9.0.2 before Oracle9iAS
can use it. See Oracle Internet Directory Administrator’s Guide for
instructions on how to perform the upgrade.

See also "Upgrading Oracle Internet Directory for Oracle9iAS" on
page 12-17 for upgrade details specific to using Oracle Internet
Directory with Oracle9iAS.

Superuser and Administrators in Oracle Internet Directory
Oracle Internet Directory contains the following superuser and administrators:

Oracle Internet Directory superuser (DN: cn=orcladmin)
This superuser is allowed to perform all operations in Oracle Internet Directory.

Note that you cannot log in as this superuser using applications that use
Oracle9iAS Single Sign-On (such as the Delegated Administration Service
application). If you enter "orcladmin" as the user in such applications,
Oracle9iAS Single Sign-On authenticates you as the subscriber administrator,
whose DN is "cn=orcladmin, cn=user, <Enterprise DN>". To log in as the
orcladmin superuser, you use Oracle Directory Manager.

For information on Oracle Directory Manager, see the Oracle Internet Directory
Administrator’s Guide.

Subscriber administrator (DN: cn=orcladmin, cn=users, <Enterprise DN>)

This administrator is allowed to perform all operations in the enterprise
subtree. For example, this user can create new users using Delegated
Administration Service and assign them privileges.

You can have more than one subscriber administrator. This is typical in cases
where you are hosting other enterprises.

For information on Delegated Administration Service, see the Oracle Internet
Directory Administrator’s Guide.

During Oracle9iAS installation, you specify the password for Oracle Internet
Directory superuser and subscriber administrators. The same password is used for
these users.
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Relationship Between Oracle Internet Directory and the ias_admin User

When you manage Oracle9iAS using the Oracle Enterprise Manager Web site, you
log in as the ias_admin user. This user is not stored in Oracle Internet Directory.
Instead, information about this user (such as its password) is stored separately for
each host. The ias_admin password is the same for all application server
installations on one host.

See Also: "Changing the ias_admin Password" on page 3-3

To manage users, groups, and privileges in Oracle Internet Directory, you do not
need to know the ias_admin user password because you do not use Oracle
Enterprise Manager to perform these management tasks. However, the ias_admin
password may be used internally to set component passwords within Oracle
Internet Directory. For this reason, it is important to adhere to the Oracle Internet
Directory password policy when setting the ias_admin password.

See Also:  "Password Policies" on page 12-18 and "Changing the
ias_admin Password" on page 3-12

Oracle9 jAS Tree in Oracle Internet Directory

When you install Oracle9iAS Infrastructure, the installer creates the following tree
in Oracle Internet Directory (Figure 12-1):
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Figure 12-1 Oracle9iAS Tree in Oracle Internet Directory
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Oracle9iAS stores its information in Oracle Context, which is also used by other
Oracle products. Immediately below Oracle Context are Products and Groups.

Under Products, there is an area for each component. Each component area has its
own component-specific metadata. You do not have to edit anything under
Products.

Under Groups, there is node for each access control group. Oracle9iAS uses groups
to assign privileges. To enable a user to have a certain privilege, you add the user to
the appropriate group. For example, to enable a user to create new users, you add
the user to the oracleDASCreateUser group.

You can assign users to have certain privileges at each level of the tree. For example,
you can have Oracle Context administrators, |AS administrators, and Portal
administrators.

The main administration tasks that you have to perform depend on which mode
you are running in. In an existing Oracle Internet Directory, the Oracle Internet
Directory administrator performs some of the tasks. In a newly created Oracle
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Internet Directory, the Oracle Internet Directory installation creates a default
configuration to help you perform the tasks.

The following table shows who should perform each task:

Table 12-1 Tasks

Newly created

Oracle Internet Existing Oracle Internet
Task Directory Directory
Upgrade Oracle Internet Directory to Release 9.0.2 n/a Oracle Internet Directory

See "Upgrading Oracle Internet Directory for Oracle9iAS". administrator

Add users to Oracle Internet Directory You do this Oracle Internet Directory

See "Creating a User in Oracle Internet Directory". administrator

Add users to groups You do this Oracle Internet Directory

See "Adding a User to a Group". administrator

Associate groups with privileges Done for you Oracle Internet Directory

See the Oracle Internet Directory Administrator’s Guide. administrator

Create privileges Done for you Oracle Internet Directory

See the Oracle Internet Directory Administrator’s Guide. administrator

Make some users administrators You do this You do this
See "Adding a User to a Group".

Set the password policy You do this Oracle Internet Directory

See "Modifying the Password Policy". administrator

Change the orcladmin (superuser) password You do this Oracle Internet Directory

See "Modifying the orcladmin Password". administrator

Change the application server instance password You do this Oracle Internet Directory

See "Changing Instance Passwords in Oracle Internet administrator

Directory".

Tools for Managing Oracle Internet Directory

You can perform the tasks described in this chapter using Oracle Directory Manager
or Delegated Administration Service. These are tools that you can use to manage
Oracle Internet Directory. Oracle Directory Manager is a Java-based tool, and
Delegated Administration Service is a browser-based tool.
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For a complete description of all the tools that you can use with Oracle Internet
Directory, see the Oracle Internet Directory Administrator’s Guide.

Oracle Directory Manager

Oracle Directory Manager is a Java-based tool for administering Oracle Internet
Directory. You start Oracle Directory Manager with the following command:

(UNIX) ORACLE_HOMtin/oidadmin
(Windows) From the Start menu, select Programs -> ORACLE_HOM# Integrated
Management Tools -> Oracle Directory Manager

The first time you start Oracle Directory Manager, an alert prompts you to connect
to a directory server. To connect to a directory server:
1. Click OK. The Directory Server Connection dialog box appears.

2. Enter the name of the host on which Oracle Internet Directory resides, and the
Oracle Internet Directory port number (the default is 389) in the Directory
Server Connection dialog box. Click OK.

3. Enter the username and password.

If you are logging in for the first time, you need to log in as the superuser
(cn=orcladmin).

4. Click Login. Oracle Directory Manager appears.
See Also:  "Using Oracle Directory Manager" in Chapter 4 of

Oracle Internet Directory Administrator’s Guide for more information
on starting and navigating Oracle Directory Manager.

Delegated Administration Service

Delegated Administration Service is a Web-based tool that enables you to create and
manage users and groups. Users can use this tool to update information about
themselves (such as changing their passwords).

To access Delegated Administration Service, point your browser to:
http://  host : port loiddas

host specifies the machine running Oracle HTTP Server.

port specifies the port that Oracle HTTP Server is listening on.
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Delegating Administration Tasks

During installation of a new Oracle Internet Directory instance, the Oracle Internet
Directory superuser creates the Oracle Context, the Subscriber (or Enterprise)
Context, and the subscriber administrator with the appropriate privileges.

You can use the subscriber administrator to delegate administration of the Oracle
Context tree to Oracle Context administrators. They, in turn, can delegate
administration of Oracle9iAS and its components to Oracle9iAS administrators. The
Oracle9iAS administrators have the necessary privileges to install all Oracle9iAS
components. The Oracle9iAS administrators can delegate administration of users
and groups to other users. Figure 12-2 shows the delegation flow.

If you are working in an existing Oracle Internet Directory, you need to work with
the Oracle Internet Directory administrator to ensure that you have the following
privileges:

« Privilege to administer the IAS area by being a member of the IASAdmins
group: This enables you to install and configure Oracle9iAS components.

« Privilege to delegate privileges to other users: This enables you to delegate
privileges to application administrators (for example, Portal administrator).
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Figure 12-2 Delegation flow
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These administrators can also grant user and
group administrator privileges to other users.
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Administering Users

All users who access Oracle9iAS should have a user entry in Oracle Internet
Directory. This requirement is mandatory for users who access applications that
check authentication and authorization.

Newly Created Oracle Internet Directory

Using the subscriber administrator account (which was created during installation)
and Delegated Administration Service, you can create users and add them to
groups, thus delegating privileges to those users.

You can also delegate user-related operations to other users. To do this, add the
users to the appropriate groups, as shown in the following table:

Table 12-2 User operations

To allow a user to do this operation:  Add the user to this group:

Create users User Create (DN: cn=oracleDASCreateUser,
cn=groups, <Oracle Context DN>)

Edit user properties User Edit (DN: cn=oracleDASEditUser,
cn=groups, <Oracle Context DN>)

Delete users User Delete (DN: cn=oracleDASDeleteUser,
cn=groups, <Oracle Context DN>)

Existing Oracle Internet Directory

If the Oracle Internet Directory instance also serves as a corporate directory, then it
already has users in it. The Oracle Internet Directory administrator is responsible
for managing the users.

Creating a User in Oracle Internet Directory
To create users using Delegated Administration Service:

1. Log into Delegated Administration Service. You can log in as orcladmin
(cn=orcladmin), or as a user who is a member of the IASAdmins or the
oracleDASCreateUser group.
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In a browser, go to:

http://  host : port loiddas

host specifies the machine running Oracle HTTP Server.
port specifies the port that Oracle HTTP Server is listening on.
2. Select the Directory tab.
3. Loginto Oracle Internet Directory.
4. Select Users in the upper left side of the page.
5. Click Create. This displays the Create User page.
6. Enter information for the user in the fields.
7. Click Submit.

For details on Delegated Administration Service, see Chapter 9, "The Delegated
Administration Service", in the Oracle Internet Directory Administrator’s Guide.

You can also create users in Oracle Internet Directory using Oracle Directory
Manager. For details, see the section "Adding Entries by Using Oracle Directory
Manager" in Chapter 7, "Managing Directory Entries", of the Oracle Internet
Directory Administrator’s Guide.

If you already have users in Oracle Internet Directory, you can create new users
using the procedure described in the section "Adding an Entry by Copying an
Existing Entry in Oracle Directory Manager" in Chapter 7 of Oracle Internet Directory
Administrator’s Guide.

Adding a User to a Group

To add a user to a group using Delegated Administration Service:

1. Log into Delegated Administration Service. You can log in as orcladmin
(cn=orcladmin), or as a user who is a member of the IASAdmins or the
oracleDASUserPriv group. You can also log in as the owner of the group.

In a browser, go to:

http://  host : port loiddas

host specifies the machine running Oracle HTTP Server.
port specifies the port that Oracle HTTP Server is listening on.

2. Select the Directory tab.
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Click Groups in the upper left side of the page.
Search for the group to which you want to add users.

Select the group and click Edit. This displays the Edit Group page.

o g &~ w

Click Add User Member in the Members section. This displays the Search and
Select window.

7. Search for the user that you want to add to the group.
8. Click Select. This closes the Search and Select window.
9. Click Submit on the Edit Group page.

You can also use Oracle Directory Manager to add users to groups. See Chapter 7 of
the Oracle Internet Directory Administrator’s Guide for details.

Administering Groups

Group memberships define the privileges a user has. To give privileges to a user,
add the user to the appropriate groups.

Newly Created Oracle Internet Directory

Operations that you can perform on groups are creating groups, deleting groups,
and editing properties of groups. To allow users to perform these operations, add
the users to the appropriate groups, as shown in the following table:

Table 12-3 Group operations

To allow a user to do this operation: ~ Add the user to this group:

Create groups Group Create (DN: cn=oracleDASCreateGroup,
cn=groups, <Oracle Context DN>)

Edit group properties Group Edit (DN: cn=oracleDASEditGroup,
cn=groups, <Oracle Context DN>)

Delete groups Group Delete (DN: cn=oracleDASDeleteGroup,
cn=groups, <Oracle Context DN>)
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Existing Oracle Internet Directory

In an existing Oracle Internet Directory, you may not have group administration
privileges because the Oracle Internet Directory administrator has already set up

the necessary groups.

Group Details

In a newly created Oracle Internet Directory, the installer creates groups and

associates them with privileges.

In an existing Oracle Internet Directory, the Oracle Internet Directory upgrade
process to Release 9.0.2 creates groups mentioned in this chapter, but it does not set
up any ACLs in the user namespace because this would override existing ACLs.
You and the Oracle Internet Directory administrator can grant the necessary
privileges to the groups, or you can associate privileges to existing groups. This
section describes the privileges for each group.

Table 12-4 Groups for component administration

Group DN

Required Privilege

IAS Admins cn=IASAdmins, cn=groups,
<Oracle Context DN>

Read and modify user passwords cn=oracleUserSecurityAdmins,
cn=groups, <Oracle Context DN>

Compare user passwords

Proxy privilege

Oracle Context administration cn=oracleContextAdmins,
cn=groups, <Oracle Context DN>

cn=authenticationServices,
cn=groups, <Oracle Context DN>

cn=userProxyPrivilege,
cn=groups, <Oracle Context DN>

Complete access to the IAS node under Products in
Oracle Context

Add access to create Application entity objects under
individual products

Proxy access to these application entities

Read, write, compare, and search access to the
following attributes:

. userpkcs12

. orclpkes12hint

. userpassword

. orclpassword

. orclpasswordverifier

Compare access to the userpassword  attribute of
users

Proxy access on behalf of the end user

Complete access within Oracle Context
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Table 12-5 Groups for user administration

Group

DN

Required Privilege

Create user

Edit user attribute

Delete user

Delegate user administration

cn=oracleDASCreateUser,
cn=groups, <Oracle Context DN>

cn=oracleDASEditUser,
cn=groups, <Oracle Context DN>

cn=oracleDASDeleteUser,
cn=groups, <Oracle Context DN>

cn=oracleDASUserPriv,
cn=groups, <Oracle Context DN>

Add access to the users container in an enterprise

Write access to user entries

Delete access to the users container in an enterprise

Add access to the users container in an enterprise
Delete access to the users container in an enterprise
Write access to user entries

Table 12-6 Groups for group administration

Group

DN

Required Privilege

Create group

Edit group attribute

Delete group

Delegate group administration

cn=oracleDASCreateGroup,
cn=groups, <Oracle Context DN>

cn=oracleDASEditGroup,
cn=groups, <Oracle Context DN>

cn=oracleDASDeleteGroup,
cn=groups, <Oracle Context DN>

cn=oracleDASGroupPriyv,
cn=groups, <Oracle Context DN>

Add access to the groups container in an enterprise

Write access to group entries

Delete access to the groups container in an enterprise

Add access to the groups container in an enterprise
Delete access to the groups container in an enterprise
Write access to group entries

To Determine a Group’s Privileges

To determine which privileges a group has, you can use Oracle Directory Manager.
See the Oracle Internet Directory Administrator’s Guide for details on Oracle Directory

Manager.
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Administering Privileges of Oracle9 /AS Components

Some components in Oracle9iAS need to authenticate users (verify that a user
presented the correct password) or to impersonate their clients. The components
need the following privileges to perform these operations.

« For acomponent to authenticate users, it needs to be in the Authentication
Services group (DN: cn=authenticationServices, cn=groups, <Oracle Context
DN>). Members of this group can authenticate users by comparing the
presented password with the one stored in Oracle Internet Directory.

Members of this group include Oracle9iAS Single Sign-On, Unified Messaging,
and email server.

« For acomponent to impersonate their end-users (that is, proxy on behalf of
their clients), it needs to be in the User Proxy Privilege group (DN:
cn=userProxyPrivilege, cn=groups, <Oracle Context DN>).

Components use proxying so that they are able to read data for that user.

When you install components in Oracle Internet Directory (regardless of whether
the Oracle Internet Directory was newly created or existing), the installer adds them
to the proper groups. You do not have to add components to groups manually.

Installing and Configuring Oracle9 jAS

When you add or remove components from your Oracle9iAS installation, the
installer needs to update the configuration information in Oracle Internet Directory.
The user who runs the installer needs privileges in the IAS area in Oracle Internet
Directory.

Newly Created Oracle Internet Directory

You must be a member of the IASAdmins group, which has privileges to administer
the IAS tree in Oracle Internet Directory.

Existing Oracle Internet Directory
You need to have privileges equivalent to those in the IASAdmins group.
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Upgrading Oracle Internet Directory for Oracle9  /AS

This section describes the upgrade details for Oracle Internet Directory that are
specific to Oracle9iAS. For instructions on how to upgrade Oracle Internet Directory
to Release 9.0.2, see the Oracle Internet Directory Administrator’s Guide.

When you install Oracle9iAS with a new Oracle Internet Directory, the installer
installs a new Oracle Internet Directory Release 9.0.2 and configures it for
Oracle9iAS. It creates all the groups and sets them up with the appropriate
privileges. It also sets up ACLs in the users and the Oracle Context namespaces.

If you upgrade your Oracle Internet Directory to Release 9.0.2 and plan to use it
with Oracle9iAS, the upgrade creates ACLs in the Oracle Context namespace, but
not in the users namespace. This is to avoid overriding existing policies in the users
namespace. It does, however, create groups mentioned in this chapter.

The following ACL policies are not created during the upgrade:
« privileges for the User Proxy Privilege group

«  privileges for the Authentication Services group

« privileges for creating, editing, and deleting users

« privileges for creating, editing, and deleting groups

To follow the administration model described in this chapter, you and the Oracle
Internet Directory administrator can create the ACLs described in "Group Details"
on page 12-14 and associate them with the appropriate groups, or you and the
Oracle Internet Directory administrator can associate equivalent existing ACLs with
the appropriate groups.

The subscriber administrator is also not created during the upgrade process.

For instructions on how to create ACLs in the users namespace and how to
associate groups with ACLs, see the Oracle Internet Directory Administrator’s Guide.
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Password Policies

Oracle Internet Directory enables you to define password policies that are
compliant with the security policy of your enterprise.

About Password Policies

A password policy is a set of rules for setting and managing passwords. These rules
include:

The minimum number of characters a password must contain. On installation,
this is set to five characters.

The minimum number of numeric characters a password must contain. On
installation, this is set to one numeric character.

Oracle Internet Directory enforces password policies for its users. You should be
aware of the Oracle Internet Directory password policy for two reasons:

You must comply with the password policy every time you change the Oracle
Internet Directory superuser password.

You must comply with the password policy when you set the password for the
ias_admin user. Note that this user is not stored in Oracle Internet Directory;
as such, its password is not enforced by Oracle Internet Directory. However,
you must follow the same password policy because the ias_admin user
password is used internally to create objects in the directory. If the ias_admin
user password does not comply with the Oracle Internet Directory password
policy, an error occurs.

Viewing the Password Policy
All users can view the password policy using Oracle Directory Manager:

12-18

1.

Start Oracle Directory Manager with the following command:
ORACLE_HOME/bin/oidadmin

Log in to Oracle Directory Manager. If you are logging in as orcladmin, enter
"cn=orcladmin” in the User field. If you are logging in as another user, enter
"cn=username,cn=Users,0=DEFAULT SUBSCRIBER,dc=COM" in the User field.
This launches the Oracle Directory Manager.

Expand the user entry in the System Objects frame by clicking the plus sign (+)
next to it. The user entry is of the form: username@host:port.
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Expand the Password Policy Management entry in the System Objects frame by
clicking the plus sign (+) next to it.

Select the "cn=PwdPolicyEntry" entry.

If there is more than one "cn=PwdPolicyEntry" entry, select each one and
examine the contents of the Path to Password Policy Entry field in the General
Tab in the pane on the right side. Select the entry that has
"0o=DEFAULTSUBSCRIBER" as part of the path in the Path to Password Policy
Entry field. Be sure to examine the full path by clicking in the Path to Password
Policy Entry field and moving your cursor to the end of the path.

View the fields in the General tab, in particular the Number of Numeric
Characters in Password field and the Minimum Number of Characters of
Password field.

Modifying the Password Policy

Only the orcladmin user can modify the Oracle Internet Directory password policy.

1.

Start Oracle Directory Manager with the following command:
ORACLE_HOME/bin/oidadmin

Log in to Oracle Directory Manager. Enter "cn=orcladmin" in the User field.
This launches the Oracle Directory Manager.

Expand the user entry in the System Objects frame by clicking the plus sign (+)
next to it. The user entry is of the form: username@host:port.

Expand the Password Policy Management entry in the System Objects frame by
clicking the plus sign (+) next to it.

Select the "cn=PwdPolicyEntry" entry.

If there is more than one "cn=PwdPolicyEntry" entry, select each one and
examine the contents of the Path to Password Policy Entry field in the General
Tab in the pane on the right side.

Select the entry that has "o=DEFAULTSUBSCRIBER" as part of the path in the
Path to Password Policy Entry field.

Modify the fields in the General tab, in particular the Number of Numeric
Characters in Password field and the Minimum Number of Characters of
Password field.

Click Apply.
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Modifying Oracle Internet Directory Passwords

Individual users can change their own passwords using Delegated Administration
Service or Oracle Directory Manager. Oracle Internet Directory superusers and
administrators can also change the passwords of other users if they have the
appropriate permissions.

Passwords are stored in the userPassword attribute.

See the Oracle Internet Directory Administrator’s Guide for details.

Modifying the orcladmin Password

You can change the Oracle Internet Directory superuser password using
[dapmodify  or Oracle Directory Manager.

To modify the password of the orcladmin user in Oracle Internet Directory:
1. Start Oracle Directory Manager with the following command:

(UNIX) ORACLE_HOMfin/oidadmin
(Windows) From the Start menu, select Programs -> ORACLE_HOME Integrated
Management Tools -> Oracle Directory Manager

2. Loginto Oracle Directory Manager as the orcladmin user.

3. Select the orcladmin  user entry in the System Objects frame. The user entry is
of the form: username@host:port.

4. Select the System Passwords tab in the pane on the right side.
5. Enter the new password in the Super User Password field.
6. Click Apply.

Modifying a User Password

Users can log into Delegated Administration Service to modify their own
passwords. The procedure is:

1. Log into Delegated Administration Service as the user.
In a browser, go to:
http://  host : port loiddas

host specifies the machine running Oracle HTTP Server.

port specifies the port that Oracle HTTP Server is listening on.
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Select the My Profile tab.
Log in to Oracle Internet Directory.

Click Change My Password.

o & DN

Change your password to Oracle9iAS Single Sign-On:

a. Inthe Single Sign-On Password section, in the Old Password field, enter
your current password.

b. Inthe New Password field, enter your new password, and confirm it in the
Confirm New Password field.

c. Click Submit.

Changing Instance Passwords in Oracle Internet Directory

Each application server instance that uses an infrastructure has an entry in Oracle
Internet Directory. The instance uses this entry to manage configuration information
in Oracle Internet Directory.

Oracle9iAS generates random passwords for the instances in Oracle Internet
Directory. You do not need to know what the passwords are because there are no
procedures that you need to run that require the passwords.

However, if your corporate security policy requires that passwords be changed on a
regular basis, you can use the resetiASpasswd  tool to change the password.

Note: You cannot use Oracle Directory Manager, Delegated
Administration Service, or Idapmodify to change the instance
passwords; you can only use resetiASpasswd . The reason for
this is that the password needs to be synchronized on the instance
host and on Oracle Internet Directory.

To reset the password to a new randomly generated password, execute the
following command in the Oracle home of the application server instance whose
password you would like to change:

(UNIX) ORACLE_HOMtin/resetiASpasswd.sh cn=orcladmin password ORACLE_HOME
(Windows) ORACLE_HOM#n\resetiASpasswd cn=orcladmin password ORACLE_HOME

password is the orcladmin  password.
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ORACLE_HOME is the full path of the Oracle home for the application server
instance. Note that this is identical to the Oracle home in which you run the
command.

Removing an Application Server Instance From Oracle Internet
Directory

When you deinstall an application server installation using Oracle Universal
Installer, the configuration information for the corresponding application server
instance is not automatically removed from Oracle Internet Directory. For example,
referring to Figure 12-1, "Oracle9iAS Tree in Oracle Internet Directory" on

page 12-6, if you deinstall the application server installation IAS2 using Oracle
Universal Installer, the node named IAS2 is not automatically removed from under
IAS Instance in the tree.

It is not a problem to have unused instances in Oracle Internet Directory unless you
would like to reuse the same instance name for a subsequent installation. In this
case, you must manually remove the instance from Oracle Internet directory before
installing the new instance. For example, if you deinstall the IAS2 application
server installation using Oracle Universal Installer and would like to install a new
installation called IAS2 , you must remove the IAS2 instance node from Oracle
Internet Directory before doing the new installation.

To remove an application server instance from Oracle Internet Directory:
1. Start Oracle Directory Manager:

(UNIX) ORACLE_HOMtin/oidadmin
(Windows) From the Start menu, select Programs -> ORACLE_HOME Integrated
Management Tools -> Oracle Directory Manager

2. Loginto Oracle Directory Manager as cn=orcladmin  or a user that is a
member of the IASAdmins group.

3. Expand the Entry Management entry in the System Objects frame by clicking
the plus sign (+) next to it.

Expand cn=OracleContext
Expand cn=Products
Expand cn=IAS .

N oo o &

Expand cn=IAS Instances
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10.
11.
12.

Under cn=IAS Instances , select the instance you would like to remove.

In the toolbar, select the Edit menu and select Delete.

In the Systems Object frame, under cn=OracleContext , expand cn=Groups .
Select cn=IASAdmins .

In the Properties tab, remove the instance from the uniquemember field. Do
not select Edit/Delete from the toolbar, rather, edit the uniquemember field
with the cursor to remove the instance. Click Apply.

Managing Oracle Internet Directory 12-23



Removing an Application Server Instance From Oracle Internet Directory

12-24 Oracle9/ Application Server Administrator's Guide



13

High Availability

This chapter provides information about high availability within Oracle9i
Application Server.

It contains the following topics:

« Introduction to High Availability

« Oracle Process Management and Notification
« Configuring the Oracle Process Manager

« Configuring the Oracle Notification System

« Failure Scenarios
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Introduction to High Availability

The availability of a system or any component in that system is defined by the
percentage of time that it works normally. A system works normally when it meets
its correctness and performance specifications. For example, a system that works
normally for twelve hours per day is 50% available. A system that has 99%
availability is down 3.65 days per year on average. System administrators can
expect critical systems to have 99.99% or even 99.999% availability. This means that
the systems experience as little as four to five minutes of downtime per year.

Availability may not be constant over time. For example, availability may be higher
during the daytime when most transactions occur, and lower during the night and
on weekends. However, because the Internet provides a global set of users, itis a
common requirement that systems are always available.

Redundant components can improve availability, but only if a spare component
takes over immediately for a failed component. If it takes ten minutes to detect a
component failure and twenty additional minutes to start the spare component,
then the system experiences a 50% reduction in availability for that hour of service.

Oracle9iAS is designed to provide maximum system availability during many types
of hardware and software failures.

Benefits of High Availability

Oracle9i Application Server keeps your system available by providing the following
benefits:

« Fault Tolerance: Oracle9iAS has a flexible deployment model so you can deploy
an architecture that exposes no single point of failure. This means that despite
the failure of any component in the system, the application server is tolerant to
failures and continues to function and service client requests.

» Death Detection and Restart: To have maximum availability, when a server
process fails, the system should take appropriate action by cleaning up memory
and restarting the failed processes. The management processes in each
Oracle9iAS instance monitor the HTTP server and OC4J processes and restart
failed processes as required.

» Failover: Failover hides system failure from users. Failures do occur, but clients
should not perceive any loss of service as their requests are
failed-over/re-routed to another redundant service that takes over for the failed
one.
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At the mod_oc4j-OC4J level, after the failure of a stateless service, the
application server routes requests to alternate instances of the service in a
similar fashion to connection rerouting. After a failure of a stateful service, the
application server reroutes the request to an alternate instance to which the
state has been replicated.

At application server instance level, you can use a hardware load balancer,
Oracle9iAS Web Cache, or a DNS round robin strategy to load balance requests
across redundant application server instances. This allows your Web site to
continue functioning even if one of the application server instances goes down.

See Also:  For instructions on configuring Oracle9iAS Web Cache
as a load balancer to route requests, refer to Oracle9iAS Web Cache
Administration and Deployment Guide.

Connection Rerouting: Rerouting occurs when a process or node servicing a
request fails while a session is still executing. To address this failure, client
requests to the session are transparently rerouted to alternate application server
instances in the cluster.

High Availability with Oracle9 JAS Web Cache

Oracle9iAS Web Cache supports the following content-aware load balancing and
failover detection features:

Load Balancing: Most Web sites are served by multiple origin servers running
on multiple computers that share the load of HTTP and HTTPS requests. This
feature enables Web sites to be built with a collection of servers for better
scalability and reliability. Oracle9iAS Web Cache sends requests to the origin
server with the most available load.

Failover: After a specified number of continuous request failures, Oracle9iAS
Web Cache considers an origin server as failed. When an origin server fails,
Oracle9iAS Web Cache automatically distributes the load over the remaining
origin servers based on the available load. Oracle9iAS Web Cache polls the
failed origin server for its current up/down status until it is back online. When
the failed server returns to operation, Oracle9iAS Web Cache includes its
available load to load balance requests.
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« Surge Protection: To prevent an overload of requests on the origin servers,
Oracle9iAS Web Cache provides a surge protection feature that enables you to
set a limit on the number of concurrent requests to the origin servers. When the
limit is reached, subsequent requests are queued to wait up to a maximum
amount of time. If the maximum wait time is exceeded, Oracle9iAS Web Cache
rejects the request and serves a site busy apology page to the Web browser that
initiated the request.

« Cache Clusters: With cache clusters, cache content is replicated among multiple
Oracle9iAS Web Cache servers. If a cluster member fails, other members of the
cache cluster detect the failure and take over ownership of the cacheable
content of the failed cluster member. Because requested cacheable documents
are likely to be stored in the cache of surviving cluster members, fewer requests
for cacheable documents need to be routed to the Web server.

See Also:  Chapter 14, "Application Server Clustering”

« Auto-Restart: To handle cache failures, Oracle9iAS Web Cache provides an
auto-restart process that automatically restarts the cache.

« Dynamically Generated Content: By caching dynamically-generated content,
Oracle9iAS Web Cache adds a buffer between the user load and the origin
server. As a result, if you configure Oracle9iAS Web Cache to cache and
assemble some of the dynamically generated content, then Oracle9iAS Web
Cache takes the burden off the origin servers and databases.

For instance, certain viruses or attacks attempt to bring down sites by flooding
servers with malicious requests, some of which are intended to exploit
weaknesses in the application Web server. Because attacks are typically
distributed, it is often difficult to block all the IPs that are sending the requests.
However, by caching the responses to the initial requests, Oracle9iAS Web
Cache can shield the backend servers from having to respond to subsequent
requests of this nature. In other words, caching provides some level of
denial-of-service protection.
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Architecture

Figure 13-1 shows an example of high availability architecture where an Oracle9iAS
instance can contain one Oracle HTTP Server instance and zero or more OC4)]
processes. Here, Oracle9iAS Web Cache is used as a load balancer to route requests.
OPMN within the Oracle9iAS instance environment monitors the Oracle HTTP
Server and OC4J] processes. If either Oracle HTTP Server or OC4J fail, the OPMN
restarts the failed process. This enables a maximum level of availability of the
components within an Oracle9iAS instance.

Figure 13-1 High Availability Architecture
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The mod_oc4j Module

The mod_oc4j module routes requests from the Oracle HTTP Server to Oracle
Containers for J2EE (OC4J). It works in conjunction with OPMN to keep its routing
table updated so that it load balances across only live OC4J processes in an OC4J
instance. When a request comes in, mod_oc4j selects a process from its shared
memory table. If a session is created with this request, related requests are routed to
the same process. Otherwise, a new process is selected based on the load balancing
algorithm. To allow fault tolerance, this module supports OC4J instances and
islands. To handle failover with stateless requests, it tries to select an alternative
OC4J process within the same island and routes the request to that process. If all the
OC4] processes in the instance have been tried and none of them are successful,
mod_oc4j returns request failure. For session enabled requests, the module tries to
failover to another OC4J process within the same island as the original process that
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serviced the request. Again, if all the OC4J processes in the island are unable to
service the request, mod_oc4j returns request failure.

See Also:  Oracle HTTP Server Administration Guide

Oracle Process Management and Notification

Oracle Process Management and Notification Service (OPMN) manages the
processes within an Oracle9iAS instance and also channels all notifications from
different components instances to all interested in receiving them.

OPMN consists of the following two components:
« Oracle Process Manager

« Oracle Notification System

Oracle Process Manager

Oracle Process Manager (PM) is the centralized process management mechanism in
Oracle9iAS and is used to manage all Oracle HTTP Server and OC4] related
processes. It starts, stops, restarts, and detects death of these processes. When these
processes are configured to start up, the characteristics of each set is specified in a
configuration file called opmn.xml . The Oracle Enterprise Manager Web site also
uses PM to manage processes.

The PM starts and then waits for a command to start specific or all processes.
Similarly, at shutdown, the PM receives a request to stop one or more processes, or
all processes and itself as specified by the HTTP request parameters.

Oracle Notification System

Oracle Notification System (ONS) is the transport mechanism for failure, recovery;,
startup, and other related notifications between components in Oracle9iAS. It
operates according to a subscriber-publisher model, wherein any component that
wishes to receive a notification of a certain type subscribes to the ONS. When such a
notification is published, ONS sends it to all subscribers. PM and ONS exist within
the same process, and comprise Oracle Process Management and Notification.
OPMN is monitored by a shadow process that restarted upon request or after a
catastrophic failure
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Configuring the Oracle Process Manager

The Oracle Process Manager uses a configuration file, opmn.xml , that contains
information about all the processes it manages. This information includes
parameters to start a process as well as metadata for bookkeeping. Each process
type that OPMN manages has a corresponding element defined in opmn.xml . This
section discusses the following elements:

= process-manager

« ohs
= 0C4j
« custom

process-manager

ohs

This is the topmost element for the process manager. The administrative process
defines a single process manager. A process-manager element contains elements
of types:

« ohs,ocdj,custom : Specify managed processes.

« log-file : Specifies the location of the process manager log file. It is optional.
The default is ORACLE_HOMgpmn/logs/ipm.log

The log-file element can have one attribute: level (optional). The level
attribute can be one of 1=FATAL, 2=ERROR, 3=WARN, 4=NOTIFY,
5=DEBUG, 6=VERBOSE The default is 3 (warning, error, and fatal messages
are logged).

This element defines an Oracle HTTP Server process and has the following
attributes:

« gid : A unique identifier for the process. It is optional. The default is “HTTP
Server ”

« maxRetry : Specifies the number of times PM should check the Oracle HTTP
Server process before declaring it dead, and the number of times to try to start
an Oracle HTTP Server process before giving up. It is optional. The default
value is 3.
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timeout : Specifies the maximum time needed to wait for Oracle HTTP Server
to completely start. It is optional. The default value is dependent on system
load, but is at least 300 seconds.

The ohs element can contain optional elements of the following types:

config-file : Specifies the server configuration file. It is optional. The default
value is ORACLE_HOMEpache/Apache/conf/httpd.conf

The config-file element can have these attributes:

0c4

path : The path to the configuration file. If you specify a relative path, then the
current Oracle HTTP Server working directory is prepended to the path you
specify.

start-mode : Specifies the mode in which the server starts: ssl or non-ssl. It is
optional. The default is non-ssl.

The start-mode element can have the mode attribute. Specify ssl to start Oracle
HTTP Server in SSL mode.

This element defines an OC4J process group and has the following attributes:

gid : Unique identifier for the OC4J process group. It is optional. The default is
home.

numProcs : Number of OC4J processes to start in this OC4J process. It is
optional. This value is ignored if the island element is specified for this OC4J
process. The default is 1.

maxRetry : Number of times PM checks OC4J before declaring it dead, and the
number of times to try to start it before giving up. It is optional. The default is 3.

instanceName : Defines a group of OC4J processes, or islands, that service the
same set of applications. It is optional. The default is home.

timeout : Specifies the maximum time needed to wait for Oracle HTTP Server
to completely start. It is optional. Default value is dependent on system load,
but is at least 300 seconds.
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The oc4j element can contain elements of the following types:

config-file : Typically, specifies the server.xml  file if it is in a non-default
location. It is required. If a relative path is specified, the current OC4J working
directory is prepended to the path.

java-bin  : Specifies the path to the Java executable that starts OC4J. It is
optional. The default is ORACLE _HOM#k/bin/java

java-option  : Specifies JVM options required by the OC4J command line. It is
optional.

ocdj-option  : Specifies OC4J options required by the OC4J command line. It
is optional.

port : Specifies the individual port or range of ports on which OC4] listens. It is
optional if numProcs has not been specified or is equal to 1, required if
numProcs is greater than 1.

The port element requires the following attributes:

AJP; AJP ports on which the OC4lJ process listens. If the value is set to 0, then
OC4)J picks the AJP port.

JMS JMS ports on which the OC4J process listens.
RMI: RMI ports on which the OC4J process listens.
For example:

<port ajp="8000,8010-8020,8003" jms="7030-7050,7780-7790"
rmi="9000,9001,9002,9003,9004" />

island : A set of JVMs sharing session state within an OC4J process. For
example, if a session is being handled by OC4J process 1 in island 1 of
specifying this element and process 1 dies, mod_oc4j fails the session over to
OC4J process 2, which is also a member of island 1.

To start multiple islands within an OC4J process, you must specify an island
element for each island. In this case the numProcs attribute, if specified, for
OC4Jis ignored. If you want to start only one island within an OC4J process,
you can specify numProcs either as an OC4J attribute or as an island attribute.
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The island element requires the following attributes:

« id : Unique identifier for the island.

« numProcs : Number of processes to start for this island and OC4J process.
For example:

<island id="island1” numProcs="2"/>
<island id="island2” numProcs="3"/>

The environment element can have the following element type:

prop : Represents one environment name value pair for the custom process.
The prop element can have the following attributes:

« name: Name of the environment name value pair

« value :Value of the environment name value pair

Example OC4J Configurations:
This section contains examples of OC4J configurations.

Start Four JVMs in the Same Island in One OC4J Process

<oc4j instanceName="oc4jInstancel">
<config-file path="/oracle/j2ee/home/config/server.xml" />
<port ajp="6666-6670" rmi="6686-6690" jms="6786-6790"/>
<island id="island" numProcs="4"/>

</oc4j>

or

<oc4j instanceName="oc4jInstancel" numProcs="4">
<config-file path="/oracle/j2ee/home/config/server.xml" />
<port ajp="6666-6670" rmi="6686-6690" jms="6786-6790"/>
<foc4j>

These two configurations achieve the same results except that the second one uses
default_island as its OC4J island ID.
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custom

Start Four JVMs (Two in Island 1, Two in Island 2) in One OC4J Process <
<oc4j instanceName="oc4jInstancel">

<config-file path=/oracle/j2ee/home/config/server.xml />

<port ajp="6666-6670" rmi="6686-6690" jms="6786-6790"/>

<island id="island1" numProcs="2"/>

<foc4j>

or

<oc4j instanceName="oc4jInstancel" numProcs="4">
<config-file path=/oracle/j2ee/home/config/server.xml />
<port ajp="6666-6670" rmi="6686-6690" jms="6786-6790"/>

<island id="island2" numProcs="2"/>
<loc4j>

These two configurations achieve the same result. Since the island element is
specified, the OCA4J attribute numProcs is ignored.

This element defines a generic process group and has the following attributes:

« gid : Unique identifier for this custom process group. It is optional. The default
is default_gid1

« num_of proc : Number of processes to start in this group. It is optional. The
defaultis 1.

« maxRetry : Specifies the number of times to try to start the process before
giving up. It is optional. The default is 3.

The custom element can contain elements of type:

« start :Specifies the absolute path to the command used to start the process It
is required.

« environment : Specifies the environment required by the process when it is
spawned.
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The environment element can have one of the following element types:
prop : Represents one environment name value pair for the custom process.
The prop element can have the following attributes:

« name: Name of the environment name value pair

« Vvalue :Value of the environment name value pair

Sample Configurations for Oracle Process Manager

13-12

This section provides some sample configurations for the Oracle Process Manager.
Electronic copies of these are available at

http://otn.oracle.com

One Oracle HTTP Server Process, One OC4J Process with Defaults

This configuration starts one Oracle HTTP Server and one OC4J process with
default values.

<notification-server>
<port local="6001"
remote="6002">

</port>

<log-file path="/private/my_directory/tmp/opmn_logs/ons.log"
level="5">

</log-file>

<Inotification-server>
<process-manager>

<ohs/>
<ocdj>
<config-file path= ORACLE_HOMEee/home/config/server.xml />
<locdj>
<log-file path="/private/my_directory/tmp/opmn_logs/ipm.log"
level="4">
</log-file>

</process-manager>
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One Oracle HTTP Server Process, Two OC4J Processes, and One Generic
Process with User-Specified Values

This configuration starts one Oracle HTTP Server process, two OC4J processes, and
one generic process with several user-specified values.

<process-manager>
<ohs gid="al" maxRetry="3">
<config-file path="/my_directory/conf/httpd.conf"/>
</ohs>
<oc4j gid="o1" numProcs="2" maxRetry="4" clusterID="myClusterA"
islandID="mylslandA">
<config-file path="/my_directory/conf/oc4j.xml"/>
<port http="8401" rmi="8600" jms="6577" ajp="3456"/>
<locdj>
<custom gid="g1" num_of_proc = "1">
<start path="/my_directory/bin/exec1"/>
<environment>
<prop name="PATH" value="/my_directory/ias/lib"/>
<prop name="CLASSPATH" value="/my_directory/ias/bin"
</environment>
</general>
</process-manager>
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One Oracle HTTP Server Process, Two OC4J Processes with User-Specified
Values

This configuration starts one Oracle HTTP Server and two OC4J processes with
some user-specified values.

<notification-server>
<port local="6001"
remote="6002">

</port>
<log-file path="/private/my_directory/tmp/opmn_logs/ons.log"
level="5">
</log-file>

<Inotification-server>
<process-manager>

<l-- Start one ohs process with a process group ID of al, with a config file in
a non-default directory location -- >

<ohs gid="al" maxRetry="3">
<config-file path="Apache/Apache/my_conf/httpd.conf"/>
</ohs>

<l-- Start two oc4j processes with a process group ID of ol, with a instanceName
of myClusterA (This should be the worker specified in

the mod_oc4j config file), and an islandID of mylslandA. Since we are starting

two processes we have to specify the port range used when starting the

processes. So OC4J processl starts with ajp port 8010, jms port 8020

and rmi port 8030. The second OC4J process uses ajp port 8011, jms port 8021,

and rmi port 8031. -->

<ocdj gid="01" numProcs="2" instanceName="mylnstanceA"
islandID="mylslandA">

<port ajp="8010-8012", jms="8020-8022" rmi="8030-8032"/>

<locdj>

<l-- If the logs should be created in a specific directory provide that location
here --I>

<log-file path="/tmp/ipm.log" level="4"/>
</process-manager>
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Configuring the Oracle Notification System

port

ssl

The Oracle Notification System (ONS) uses a configuration file, opmn.xml . This
section discusses the following elements in opmn.xml , under the
“notification-server” section:

« port
« sl
« log-file

This specifies the ports to which ONS binds and listens for notifications or the start,
stop, restart, and statistical dump requests.

Attributes
« local :Bound to “localhost”, this port is required and is used by all ONS
clients on this host (including Oracle HTTP Server and OC4J).

« remote : Bound to the current host, this optional port is used for
communication with other OPMN servers.

« request :Bound to the current host, this optional port is used for statistical
dump requests only. This port is required by the DCM layer, which is the layer
about OPMN.

This specifies SSL information for the ONS remote port. It is optional.

Attributes

« enabled : Setto “true” if ssl is enabled, otherwise “false”. It is required.
«  wallet-file : Specifies the path of the wallet file to use. It is optional.

« wallet-password : Specifies the password for the given wallet-file. It is

required if wallet-file is specified.
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log-file

This specifies the location of the notification manager log file. It is optional. Default
is ORACLE_HON#pmn/logs/ons.log

The log-file element can have one attribute: level. It is optional. The level
attribute can be one of 1=FATAL, 2=ERROR, 3=WARN, 4=NOTIFY, 5=DEBUG,
6=VERBOSEThe default is 3 (warning, error, and fatal messages are logged).

Sample Configuration Examples for Oracle Notification System

This section provides some sample configurations for the Oracle Notification
System.

Example 1

<notification-server>

<port local ="6100" request="6300"/>

<log-file path="/ora/opmn/logs/ons.log” level="4"/>
</notification-server>

Example 2

<notification-server>

<port local ="6100" remote="6200" request="6300"/>

<ssl enabled="true” wallet-file="/ora/wal” wallet-password="foo">
<log-file path="/ora/opmn/logs/ons.log” level="4"/>
<Inotification-server>
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Failure Scenarios

This section discusses the common failure scenarios and explains the response from
the high availability infrastructure in Oracle9i Application Server. Topics include:

« Oracle HTTP Server Goes Down
« OC4J Process Goes Down
«  Hi-AV Framework (OPMN) Goes Down

Oracle HTTP Server Goes Down
Figure 13-2 depicts a scenario where Oracle HTTP Server goes down.

Figure 13-2 Oracle HTTP Server Goes Down
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« Death Detection: The external systems, hardware load balancers or Oracle9iAS
Web Cache, detect this and do not route requests to the dead Oracle HTTP
Server, but instead route to the live one. OPMN is also notified of this event
through one of its missed heartbeats, or from the OS, since it monitors that
process through its process identifier.
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Restart: OPMN restarts the dead Oracle HTTP Server automatically. No
external intervention is required. Oracle HTTP Server automatically retrieves
the updated configuration file through DCM. In general, the restart is so quick
that there should not have been any major configuration changes in the brief
time frame.

Fault Impact: The Oracle HTTP Server connection to OC4] is terminated.
However, the session is not lost. All requests in process continue through the
live Oracle HTTP Server.

States Recovered: When Oracle HTTP Server comes back up, it rebuilds its
routing information to all OC4J processes in the cluster and resumes steady
state almost instantly. For non-J2EE applications, there is an additional impact
of rebuilding all database connections and the like. Note that the J2EE session
information is kept in the OC4J processes and is not impacted by Oracle HTTP
Server being down.
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OC4J Process Goes Down
Figure 13-3 depicts a scenario where OC4J goes down.

Figure 13-3 0OC4J Goes Down
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« Death Detection: OPMN is informed through one of the missed heartbeats or
from the OS, since it monitors that process through its process identifier.

« Restart;: OPMN restarts OC4J automatically. No external intervention is
required. OC4J automatically retrieves the updated configuration, including
new applications deployed, through DCM. However, in general, the restart is so
quick that there should not have been any major changes in the brief time
window.

« Fault Impact: The impact on a J2EE application is minimal. The session
information is distributed to other OC4J processes in an OC4J cluster. Through
OPMN, all Oracle HTTP Server routing tables are updated to reflect the
downed OC4J. No further J2EE requests are sent to that OC4J process. There
might be some performance impact since there are fewer OC4J processes
running in the system. However, most systems should be able to handle this.
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For non-J2EE applications, such as PL/SQL or Perl, there is no impact at all.

« States Recovered: There is no impact on existing session states, since they are
replicated across all OC4J processes within an island. The request is routed to
another process in the same island in the same cluster. OC4J process
automatically receives the updated configuration, including new application
deployed, through DCM. OPMN updates the Oracle HTTP Server routing
tables to reflect the re-addition of the new process, so routing to it resumes.

Hi-AV Framework (OPMN) Goes Down

Since OPMN does not play a role in actively servicing requests, this is not a critical
failure. However, since it is critical in ensuring system-wide updates, its failure
recovery is important to ensuring a healthy steady state.

Figure 13-4 depicts a scenario where OPMN goes down.

Figure 13-4 OPMN Goes Down
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« Death Detection: A shadow process monitors OPMN. No other processes in the
system monitor it.
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Restart: The shadow process that continually watches over OPMN ensures it
comes back in case of a failure.

Fault Impact: The impact is minimal. The routing information that OPMN
communicates to the critical modules, such as mod_oc4j , might get stale while
OPMN is down, resulting in less optimal routing.

States Recovered: All routing table information and the past events are
recovered. The regular heartbeats — ping and reverse ping — help the restarted
OPMN re-build the cluster wide map in its memory.
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Application Server Clustering

This chapter describes the concept of application server clustering and provides
instructions on how to create and manage clusters.

It contains the following topics:

About Oracle9iAS Clustering

Architecture

Oracle Enterprise Manager Configuration Tree
Instance-Specific Parameters

Examples

Cluster Configuration
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About Oracle9 /AS Clustering

Scalability

A cluster is a set of application server instances configured to act in concert to
deliver greater scalability and availability than a single instance can provide. While
a single application server instance can only leverage the operating resources of a
single host, a cluster can span multiple hosts, distributing application execution
over a greater number of CPUs. While a single application server instance is
vulnerable to the failure of its host and operating system, a cluster continues to
function despite the loss of an operating system or host, hiding any such failure
from clients.

Clusters leverage the combined power and reliability of multiple application server
instances while maintaining the simplicity of a single application server instance.
For example, browser clients of applications running in a cluster interact with the
application as if it were running on a single server. The client has no knowledge of
whether the application is running on a single application server or in an
application server cluster. From the management perspective, an application server
administrator can perform operations on a cluster as if the administrator was
interacting with a single server. An administrator can deploy an application to an
individual server; the application is propagated automatically to all application
server instances in the cluster.

The following sections discuss how application server clustering increases
scalability, availability, and manageability.

« Scalability

« Availability

« Manageability

« Component Support

« Non-Managed Clustering

Oracle9iAS clustering enables you to scale your system beyond the limitations of a
single application server instance on a single host. Figure 14-1 shows how a cluster
unifies multiple application server instances spread over multiple hosts to
collectively serve a single group of applications. In this way, clustering makes it
possible to serve increasing numbers of concurrent users after the capacity of a
single piece of hardware is exhausted.
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Availability

Clients interact with the cluster as if they are interacting with a single application
server. An administrator can add an application server instance to the cluster while
the cluster is operating, increasing system capacity without incurring downtime.

Figure 14-1 Oracle9iAS Cluster
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Clients access the cluster through a load balancer, which hides the application
server configuration. The load balancer can send requests to any application server
instance in the cluster, as any instance can service any request. An administrator can
raise the capacity of the system by introducing additional application server
instances to the cluster, each of which derives its configuration from a shared
Oracle9iAS Metadata Repository.

Oracle9iAS clustering enables you to achieve a higher level of system availability
than is possible with only a single application server instance. An application
running on a single instance of an application server is dependent on the health of
the operating system and host on which the server is running. In this case, the host
poses as a single point of failure because if the host goes down, the application
becomes unavailable.

An application server cluster eliminates the single point of failure by introducing
redundancy and failover into the system. Any application server instance in the
cluster can service any client request, and the failure of any single instance or host
does not bring down the system. Client session state is replicated throughout the
cluster, thereby protecting against the loss of session state in case of
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Manageability

process failure. The administrator can configure the extent of session state
replication.

Figure 14-2 Application Server Instance Failure in a Cluster
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Figure 14-2 illustrates how application server clusters enable higher availability by
providing redundancy and backup and eliminating a single point of failure. Clients
access the cluster through a load balancer which can send requests to any
application server instance in the cluster. In the case that an application server
instance becomes unavailable, the load balancer can continue forwarding requests
to the remaining application server instances, as any instance can service any
request.

Figure 14-3 demonstrates how managed clustering uses Oracle Enterprise Manager.
While any clustered system requires all instances to be similarly configured in order
to function properly, Oracle9iAS managed clustered instances synchronize their
configurations automatically, relieving the administrator of the responsibility to
manually update each individual instance. Using Oracle Enterprise Manager, the
administrator can make configuration changes as if on a single application server
instance. Applicable changes are propagated automatically to all instances in the
cluster.

Oracle9iAS cluster management simplifies the tasks of creating and administering
clusters and reduces the chance of human error corrupting the system. An
administrator creates a cluster in a single management operation. Then, the
administrator adds the initial application server instance to the cluster to define the
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base configuration for the cluster. Any additional instances automatically inherit
this base configuration.

Figure 14-3 Oracle Enterprise Manager Manages a Cluster
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Component Support

Oracle9iAS clustering applies to the synchronization and management of Oracle
HTTP Server (OHS) and Oracle9iAS Containers for J2EE (OC4J) components.

Other Oracle9iAS components, such as Oracle9iAS Web Cache, may support a
component-specific clustering model or cluster-like functionality. This is separate
from application server clustering and is not discussed in this chapter. Please see
the component documentation for further details. For more information about
Oracle9iAS Web Cache clustering, see Oracle9iAS Webh Cache Administration and
Deployment Guide.

Non-Managed Clustering

This chapter discusses managed application server clusters that offer scalability,
availability, and manageability. Managed application server clusters require a
metadata repository to stored shared configuration data.

Oracle9iAS also enables you to create non-managed application server clusters that
do not require a metadata repository and therefore have no database dependency.
Non-managed clusters provide scalability and availability, but not manageability. In
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a non-managed cluster, it is your responsibility to synchronize the configuration of
the application server instances. Figure 14-4 illustrates that a non-managed cluster
does not require a database, but you have to configure each application server
instance yourself.

Figure 14-4 Non-Managed Clustering
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If you want to cluster J2EE applications and do not want to use a metadata
repository, there are two types of non-managed clusters that you can use:

=« Non-managed application server cluster

« OC4J-only cluster

Non-Managed Application Server Cluster

Create a non-managed application server cluster if you want to use both OHS and
OC4J. In a non-managed application server cluster, mod_oc4j will load-balance
requests to all OC4J instances in the cluster.

For more information on non-managed application server clustering, see the
Oracle9iAS page on OTN at http://otn.oracle.com/products/ias

0C4J-Only Cluster

Create an OC4J-only cluster if you want to use the standalone OC4J that is available
for download from OTN. In an OC4J-only cluster, the Java load balancer
load-balances requests to all OC4J instances in the cluster. An OC4J-only cluster has
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Architecture

a lightweight disk footprint, but the Java load balancer can be a single point of
failure.

For more information on OC4J-only clustering, see the OC4J page on OTN at
http://otn.oracle.com/tech/java/oc4;j

A cluster coordinates several application server instances and its components. The
roles of the components included in the cluster are described in the following
sections:

« Front-End Load Balancer

» Metadata Repository in the Infrastructure
« Farm

« Cluster

« Application Server Instance

= Management Features

« Component Instances

« J2EE Applications

Figure 14-5 shows the architecture of a farm and a cluster. There are three
application server instances, where each instance shares the same Oracle9iAS
Metadata Repository within an infrastructure. Thus, all three application server
instances are part of the same farm.

Application server instances 1 and 2 are involved in a cluster together. In front of
the cluster is a front-end load balancer. Included within each application server
instance are its manageability features—Oracle Process Management and
Notification (OPMN) and Dynamic Configuration Management (DCM)—and its
installed components—Oracle HTTP Server and Oracle9iAS Containers for J2EE
(OC4).
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Figure 14-5 Oracle9iAS Cluster Architecture
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After you have created a cluster, you can add a load balancer in front of all
application server instances in the cluster, which provides availability and
scalability for the application server instances.

We recommend that you purchase and install a hardware load balancer for the best
performance. Alternatively, you could use Web Cache as a load balancer, which
could be a single point of failure.

See Also:  Oracle9iAS Web Cache Administration and Deployment

Guide for instructions on how to set up Oracle9iAS Web Cache as
your load balancer for your cluster
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Metadata Repository in the Infrastructure

Farm

Cluster

When you install Oracle9iAS, you have the option of installing the Oracle9iAS
Infrastructure. An Oracle9iAS Infrastructure provides Oracle Internet Directory,
Oracle9iAS Single Sign-On, and the Oracle9iAS Metadata Repository. The metadata
repository is an Oracle9i database that is used to store the application server
instance information and configuration. The application server instance tables are
created in the metadata repository. Multiple application server instances can share
the metadata repository of the infrastructure.

Application server instances associate with an infrastructure either during
installation or through the Oracle Enterprise Manager after installation.

A farm is a group of multiple application server instances that associate with the
same metadata repository. The application server instances that belong to a farm
can be installed anywhere on the network.

« Itis only within the constraint of a farm that you can create a cluster.

« A farm can host multiple clusters.

A cluster is a logical group of application server instances that belong to the same
farm. Each application server instance may be part of only one cluster. If an instance
is part of a cluster, then all of its configured components are implicitly part of that
cluster. Each application server instance can only be configured with Oracle HTTP
Server and OC4J components to be contained in a cluster. A cluster can include zero
or more application server instances.

All application server instances involved in the cluster have the same
“cluster-wide” configuration. If you modify the configuration on one application
server instance, then the modification is automatically propagated across all
instances in the cluster.

Note: “Instance-specific” configuration parameter modifications
are not propagated. For a description of these parameters, see
"Cluster Configuration" on page 14-26.
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Application Server Instance

An application server instance consists of a single Oracle HTTP Server and one or
more OC4J instances. It is a single installation in one Oracle home. If you have
multiple application servers on a single host, each is installed into its own Oracle
home and uses separate port numbers.

To manage clusters from Oracle Enterprise Manager, the application server uses a
metadata repository for storing its tables and configuration. Each application server
instance in the cluster has the same base configuration. The base configuration
contains the cluster-wide parameters and excludes instance-specific configuration.
If you modify any part of the cluster-wide configuration, the modifications are
propagated to all other application server instances in the cluster. If you modify an
instance-specific parameter, it is not propagated, as it is only applicable to the
specified application server instance. See "Cluster Configuration" on page 14-26 for
a listing of the instance-specific parameters. The cluster-wide parameters are all
other parameters.

In order for each application server instance to be a part of a cluster, the following
must be true:

« The application server instances you add to a cluster must be part of the same
farm as the cluster, which means they all use the same metadata repository. You
can associate application server instances with the same metadata repository
during install time or after installation using Oracle Enterprise Manager.

« The first application server instance you add to the cluster must contain only
OC4J and Oracle HTTP Server components. Web Cache can be configured, but
it will be ignored for clustering operations. If other Oracle9iAS components are
part of the application server instance, Oracle9iAS displays an error and does
not add the application server instance to the cluster.

Note: Oracle9iAS Web Cache provides its own clustering
functionality separate from application server clustering. See
Oracle9iAS Web Cache Administration and Deployment Guide for more
information.

«  When you install additional application server instances, ensure that only
Oracle HTTP Server, OC4J, and Oracle9iAS Web Cache are configured. The
Oracle9iAS Web Cache will be ignored for clustering operations.

« Each application server instance can contain only one Oracle HTTP Server.
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Each application server instance can contain one or more OC4J instances.

Each application server instance must reside on a host using the same operating
system type (for example, UNIX) as the other instances in the cluster.

To cluster application server instances, do the following:

1.

Create an empty cluster in the farm. The only requirement for creating a cluster
is a unique name.

Add the first application server instance to the cluster. This application server
instance must already belong to the farm. The configuration of this first instance
is used as the base configuration for all additional application server instances.
The base configuration overwrites any existing configuration of subsequent
application server instances that join the cluster.

The base configuration includes the cluster-wide properties. It does not include
instance-specific properties. See "Cluster Configuration" on page 14-26 for more
information about instance-specific properties.

Add other application server instances—even if they exist on another host—to
the cluster. Each additional application server instance inherits the base
configuration.

If you add application server instances into a cluster, set the base configuration,
then remove all application server instances from a cluster, the cluster is then
empty and the base configuration is not set. Thus, the next application server
instance that you add becomes the source of the base configuration.

When added to or removed from the cluster, the application server instance is
stopped. You can restart the added application server instances within the
context of the cluster. You can restart the removed application server instance
from the standalone instances section in the farm.

Once grouped in the same cluster, these application server instances have the
following properties:

Each application server instance has the same cluster-wide configuration. That
is, if you modify any cluster-wide parameters, the modifications are propagated
to all application server instances in the cluster. For instance-specific
parameters, you must modify these on each individual application server
instance.

If you deploy an application to one application server instance, it is propagated
to all application server instances in the cluster. The application is actually
deployed to an OC4J Instance in the application server instance and propagated
to the same OC4J Instance in the other application server instances in the
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cluster. You can change the configuration for the deployed application, and this
change is propagated to the same OC4J Instance in the other application server
instances in the cluster.

« Each application server instance is equal in the cluster. You can remove any of
them at any time. The first instance does not have special properties. The base
configuration is created from this instance, but the instance can be removed
from the cluster in the same manner as the other instances.

« Most of the clustering management, configuration, and application deployment
is handled through the Oracle Enterprise Manager. If you want to use a
command-line tool, you can use the Distributed Configuration Management
(DCM) command-line tool, which is documented in Appendix F, "DCM
Command-Line Utility (dcmctl)".

« You can remove application server instances from the cluster. The application
server instance is stopped when removed from the cluster. When the last
application server instance is removed, the cluster still remains. You must delete
the cluster itself for it to be removed.

Management Features

Each application server instance contains management features that manage and
monitor the application server instance, its components, and how it performs in a
cluster. The management features do the following:

« Propagate the cluster-wide configuration for the application server instances
and its components

« Manage the application server components by starting, stopping, and restarting
these components

« Notice if a component dies and restarts it

« Notify the Oracle HTTP Server if any OC4J instances start or stop

All of these activities are provided by the following management features:
« Distributed Configuration Management (DCM)

« Oracle Process Management and Notification (OPMN)

Distributed Configuration Management (DCM)

Distributed Configuration Management (DCM) manages configuration by
propagating the cluster-wide configuration for the application server instances and
its components. When you add application server instances to the cluster, it is the
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DCM component that automatically replicates the base configuration to all
instances in the cluster. When you modify the cluster-wide configuration, DCM
propagates the changes to all application server instances in the cluster.

DCM is a management feature in each application server instance. However, it is
not a process that exists at all times. DCM is invoked either by Oracle Enterprise
Manager or manually by a user through decmctl to do the following:

« Create or remove a cluster

« Add or remove application server instances to or from a cluster

« Synchronize configuration changes across application server instances

« Send application server instance start, restart, and stop requests to OPMN
« Enable automatic re-configuration on system failure

You can also manually execute the DCM command-line tool—dcmctl —to perform
these duties. However, there are restrictions on how to use demctl , which are as
follows:

« If Oracle Enterprise Manager is up and managing the cluster, you can invoke
the DCM command-line tool from any host where a clustered application server
instance exists. DCM informs Oracle Enterprise Manager of the requested
function. Oracle Enterprise Manager then interfaces with the other DCM
management features on the other application server instances in the cluster to
complete the cluster-wide function.

« If Oracle Enterprise Manager is not up and managing the cluster, you must start
the DCM command-line tool in the foreground on each application server
instance in the cluster. Once started in the foreground, the DCM process in each
application server instance communicate with each other about configuration
changes and deployed applications.

See Also:  "Using demctl in a Clustered Environment” on page F-5
for directions on how to do the previous functions with the demctl
tool

Oracle Process Management and Notification (OPMN)

Oracle Process Management and Notification (OPMN) manages Oracle HTTP
Server and OC4J processes within an application server instance. It channels all
events from different components to all components interested in receiving them.

OPMN consists of the following two components:
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« Oracle Process Manager

« Oracle Notification Manager

See Also:  "Oracle Process Management and Notification” on
page 13-6 for detailed information.

Component Instances

The application server is installed with several different types of components.
However, to be involved in a cluster, each application server instance can only
contain one Oracle HTTP Server and one or more Oracle9iAS Containers for J2EE
(OC4J) components. As noted above, Oracle9iAS Web Cache can be installed, but it
will not be clustered within this environment. Oracle9iAS Web Cache has its own
clustering model.

Note: Other application server components, such as Oracle9iAS
Web Cache, can be clustered independently from application server
clusters. It is not recommended that a component be part of an
independent cluster as well as an application server instance
cluster. For information on components that can be clustered
independently, see each component administrator’s guide.

Oracle HTTP Server

The Oracle HTTP Server is a Web server for the application server instance. It serves
client requests. In addition, it forwards OC4J requests to an active OC4J process.
Because of this, Oracle HTTP Server is a natural load balancer for OC4J instances.
When you have a single application server instance, the Oracle HTTP Server
handles the incoming requests for all of the OC4J processes in this sole application
server instance. However, in a clustered environment, the Oracle HTTP Server is
updated with information about existing OC4J processes by OPMN in all
application server instances in the cluster. Thus, the Oracle HTTP Server can do the
following:

« Forward an incoming stateless request to any OC4J process in the cluster. The
priority is to forward the incoming request first to an OC4J process in its own
application server instance. If none are available, it forwards the request to any
OC4J process in another application server instance in the cluster.

« Forward an incoming stateful request to the particular OC4J process where the
conversation originated. If the OC4J process has failed, Oracle HTTP Server
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forwards the request to another OC4J process that has the replicated state of
that application.

OPMN starts (or restarts) each OC4J process. OPMN notifies each Oracle HTTP
Server in the cluster of each OC4J process. Thus, any Oracle HTTP Server can load
balance incoming requests among any OC4J process in the cluster.

Figure 14-6 demonstrates how the two Oracle HTTP Servers in the cluster know
about both of the OCA4J processes. It does not matter that one OC4J process exists in
a separate application server instance, which can be installed on a separate host.
The OPMN components in each application server instance notifies both Oracle
HTTP Servers of the OC4J processes when they were initialized.

Figure 14-6 OC4J Processes in Islands
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0OC4J Instance

The OC4J instance is the entity to which J2EE applications are deployed and
configured. It defines how many OC4J processes exist within the application server
and the configuration for these OC4J processes. The OC4J process is what executes
the J2EE applications for the OC4J instance.

The OC4J instance has the following features:

« The configuration of the OC4J instance is valid for one or more OC4J executable
processes. This way, you can duplicate the configuration for multiple OC4J
processes by managing these processes in the OC4J instance construct. When
you modify the cluster-wide configuration within the OC4J instance, the
modifications are valid for all OC4J processes.
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« You can configure each OC4] instance with one or more OC4J processes.

« When you deploy an application to an OC4] instance, the OC4J instance
deploys the application to all OC4J processes defined in the OC4J instance. The
OC4J instance is also responsible for replicating the state of its applications.

« The number of OCA4J processes is specific to each OC4J instance. This must be
manually configured for each application server instance in the cluster. The
OC4J process configuration provides flexibility to tune according to the specific
hardware capabilities of the host. By default, each OC4]J instance is instantiated
with a single OC4J process.

Within the application sever instance, you can configure multiple OC4J instances,
each with its own number of OC4] processes. The advantage of this is for
configuration management and application deployment for separate OC4J
processes in your cluster.

Figure 14-7 demonstrates the OC4J_homedefault OC4J instance. In the context of a
cluster, the OC4J instance configuration is part of the cluster-wide configuration.
Thus, the OC4J_homeinstance, configured on the first application instance, is
replicated on all other application server instances.

The number of processes in each OC4J_homeinstance is an instance-specific
parameter, so you must configure the OC4J_homeinstance separately on each
application server instance for the number of OC4J processes that exist on each
application server instance. Figure 14-7 shows that the OC4J_homeinstance on
application server instance 1 contains two OC4J processes; the OC4J_homeinstance
on application server instance 2 contains only one OC4J process. Each OC4)J
instance defaults to having one OC4J process.
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Figure 14-7 OC4J Processes in a Cluster
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0OC4J Process

The OC4J process is the JVM process that executes J2EE applications. Each OC4]
process is contained in an OC4]J instance and inherits its configuration from the
OC4J instance. All applications deployed to an OC4J instance are deployed to all
OC4) processes in the OC4J instance.

You can define one or more OC4J processes within an OCA4J instance, so that J2EE
requests can be load balanced and have failover capabilities.

The configuration for the number of OC4J processes is instance-specific. Thus, you
must configure each OC4J instance in each application server instance with the
number of OC4J processes you want to start up for that OC4J instance. The default
is one OC4] process.

Each host that you install the application server instances on has different
capabilities. To maximize the hardware capabilities, properly configure the number
of OC4J processes in each OC4J instance that will use these capabilities. For
example, you can configure a single OC4J process on host A and five OC4J
processes on host B.

When you define multiple OC4J processes, you enable the following:
« You can serve multiple users with multiple OC4J processes.

=« You can provide failover if the state of the application is replicated across
multiple OC4J processes.
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« Oracle HTTP Server provides load balancing for all OC4J processes in the OC4J
instance. The OPMN component notifies each Oracle HTTP Server when a new
OC4]J process is initiated. Thus, each Oracle HTTP Server in the cluster knows
of each OC4J process in the cluster.

Replicating Application State  The OC4J processes involved in the cluster can replicate
application state to all OC4J processes. Once you configure replication, OC4]
handles the propagation of the application state for you.

If one OC4J process fails, then another OC4J process—which has had the
application state replicated to it—takes over the application request. When an OC4J
process fails during a stateful request, the Oracle HTTP Server forwards the request
in the following order:

1. If another OC4] process is active within the same application server instance,
Oracle HTTP Server forwards the request to this process.

2. Otherwise, Oracle HTTP Server forwards the state request to an OC4J process
in another application server instance in the cluster.

There are two types of failure that you want to protect against: software failure and
hardware failure. Table 14-1 lists their differences.

Table 14-1 Failure Types

Failure Types Avoidance Technique

Software failure occurs Multiple OC4] processes in the same OC4] instance. When one
when the OC4J process OC4J process fails, the Oracle HTTP Server forwards the
fails. request to another OC4J process in the same OC4J instance.

Hardware failure occurs OC4) processes in the cluster configured on separate hosts.

when the host goes down. When the first host dies, the OC4J process on another host can
take over the request. This requires that you have installed an
application server instance on another host, which is a part of
the cluster, and the OC4J instance has at least one OC4J
process.

Islands

An island is a logical grouping of OC4J processes that allows you to determine
which OC4J processes replicate state.

In each OC4J instance, you can have more than one OC4J process. If we consider
state replication in a situation where all OC4J processes tried to replicate state, then
the CPU load can increase significantly. To avoid a performance degradation, the
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OC4J instance enables you to subgroup your OC4J processes. The subgroup is
called an island.

To ensure that the CPU load is partitioned among the processes, the OC4J processes
of an OC4J instance can be partitioned into islands. The state for application
requests is replicated only to OC4J processes that are grouped within the same
island. All applications are still deployed to all OC4J processes in the OC4J instance.
The only difference is that the state for these applications is confined to only a
subset of these OC4J processes.

The island configuration is instance-specific. The name of the island must be
identical in each OC4lJ instance where you want the island to exist. When you
configure the number of OC4J processes on each application server instance, you
can also subgroup them into separate islands. The OC4J processes are grouped
across application server instances by the name of the island. Thus, the application
state is replicated to all OC4J processes within the island of the same name
spanning application server instances.

The grouping of OC4J processes for the state replication is different for EJB
applications than for Web applications. Web applications replicate state within the
island sub-grouping. EJB applications replicate state between all OC4J processes in
the OC4J instance and do not use the island sub-grouping.

Figure 14-8 demonstrates OC4J processes in islands within the cluster. Two islands
are configured in the OC4J_homeinstance: default-island and

second-island . One OC4J process is configured in each island on each
application server instance. The OC4l islands, designated within the shaded area,
span application server instances.
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Figure 14-8 Island Description

Oracle HTTP Oracle HTTP
Server Server

| |I:| Process| defaul-island |Pr0c:ess DH__‘
deployed
| |I:| Process| second-istand |Pr0c:ess I:|| | apps
Application Server Instance 1 Application Server Instance 2

J2EE Applications

J2EE applications are deployed in all cases to the OC4J instance—whether the
application server instance is included in a cluster or not. However, when the
application is deployed to an OC4lJ instance that is in a cluster, certain configuration
details must be accomplished:

« Multicast host and port—The state of the applications is replicated from one
OC4)J process to another over a multicast address. In the case of an EJB
application, you must also specify a username and password. You can either
accept the defaults for the multicast address or configure them through the
Oracle Enterprise Manager.

« State replication request—You request state replication for all applications
through the Oracle Enterprise Manager.

« XML deployment descriptor elements—Both Web and EJB applications require
an additional configuration in their respective XML deployment descriptors.

« Island definition—Web applications use the island subgrouping for its state
replication. EJB applications ignore the island subgrouping and use all OC4J
processes for its state replication.
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Oracle Enterprise Manager Configuration Tree

Oracle Enterprise Manager uses a hierarchical approach for configuring and
managing your cluster.

Figure 14-9 demonstrates the configuration tree for a cluster.
« A cluster contains one or more application server instances.

« Each application server instance contains a single Oracle HTTP Server and one
or more OC4J instances.

«  Within each OC4J instance, you do the following:
— Define one or more islands
— Configure one or more OC4J processes within designated islands

— Deploy applications

Figure 14-9 Oracle Enterprise Manager Cluster Configuration Tree
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Instance-Specific Parameters

The following parameters are not replicated across the cluster.

Examples

Islands and number of OC4J processes—While you want to keep the names of
the islands consistent across the application server instances, the definition of
the islands and the number of OC4J processes is configured independently. The
host on which you install each application server instance has different
capabilities. On each host, you can tune the number of OC4J processes to match
the host capabilities. Remember that the state is replicated in islands across
application boundaries. So the island names must be the same in each OC4J
instance.

Port numbers—The RMI, JMS, and AJP port numbers can be different for each
host.

Command line options—The command line options you use can be different for
each host.

No matter how many application server instances you add within the cluster, the
cluster-wide configuration is replicated within the cluster. You control protecting
against software and hardware failure with how you configure island and OC4]
processes, which are instance-specific parameters.
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Software Failure

Suppose you configure more than one OC4J process within your OC4J instance,
then if one of these processes fails, another process can take over the work load of
the failed process. Figure 14-10 shows application server instance 1, which is
involved in the cluster. Within this application server instance, there are two OC4J
processes defined in the default-island in the OC4J_homeinstance. If the first
OC4]J process fails, the other can pick up the work load.

Both of these OC4J processes are on the same host; so, if the host goes down, both
OC4)J processes fail and the client cannot continue processing.

Figure 14-10 Software Failure Demonstration

Server Inst #1

0C4J_home Instance

default_island

0C4) Process

Oc%ss
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Hardware Failure

To protect against hardware failure, you must configure OC4J processes in the same
OC4J instance across hosts. Figure 14-11 shows OC4J_homeinstance in application
server instance 1 and 2. Within the default-island , two OC4J processes are
configured on application server instance 1 and three are configured in application
server instance 2. If a client is interacting with one of the OC4J processes in
application server 1, which terminates abnormally, the client is redirected
automatically to one of the OC4J processes in the default-island in application
server 2. Thus, your client is protected against hardware failure.

Figure 14-11 Hardware Failure Demonstration

Application Server Inst: #1 Application Server Inst: #2
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State Replication

If the client is a stateful application, then the state is replicated only within the same
island. In the previous example, there is only a single island, so the state of the
application would be preserved.

To enhance your performance, you want to divide up state replication among
islands. However, you must also protect for hardware and software failure within
these islands.

The optimal method of protecting against software and hardware failure, while
maintaining state with the least number of OC4J processes, is to configure at least
one OC4J process on more than one host in the same island. For example, if you
have application server instance 1 and 2, within the OC4J_homeinstance, you
configure one OC4J process in the default-island on each application server
instance. Thus, you are protected against hardware and software failure and your
client maintains state if either failure occurs.

« If one of the OC4J processes fails, then the client request is redirected to the
other OC4J process in the island. The state is preserved and the client does not
notice any irregularity.

« If application server 1 terminates abnormally, then the client is redirected to the
OC4]J process in the default-island on application server 2. The state is
preserved and the client does not notice any irregularity.

As demand increases, you will configure more OC4J processes. To guard against a
performance slowdown, separate your OC4J processes into separate islands. For
example, if fifteen OC4J processes utilize the hardware efficiently on the two hosts
and serve the client demand appropriately, then you could divide these processes
into at least two islands. The following shows the fifteen OC4J processes grouped
into three islands:

Island Names Application Server 1 Application Server 2
default-island two three
second-island two three

third-island three two

« The host where application server 1 is installed can handle seven OC4J
processes; the host where application server 2 is installed can handle eight OC4J
processes.
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« Each island contains at least one OC4J process in each island across hosts to
protect against software and hardware failure.

« The performance is maximized by dividing up the state replication across three
islands.

Cluster Configuration

The following sections describe how to create a cluster and add application server
instances to this cluster using Oracle Enterprise Manager:

« Managing an Oracle9iAS Cluster

« Managing Application Server Instances in a Cluster
« OC4] Instance Configuration

« Configuring Single Sign-On

« Configuring Instance-Specific Parameters

Note: As an alternative to using Oracle Enterprise Manager, you
can create a cluster, add application server instances to the cluster,
and manage the cluster using the DCM command-line tool. See
Appendix F, "DCM Command-Line Utility (dcmctl)" for
information on the DCM command-line tool.

Managing an Oracle9 JAS Cluster

From the Oracle9iAS Farm Home Page, you can view a list of all the application
server instances that are part of the farm. These application server instances can be
clustered.

For more information, see the following topics:

« Associating an Instance with an Oracle9iAS Infrastructure
« Creating the Cluster

« Managing the Cluster
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Associating an Instance with an Oracle9 JAS Infrastructure

If you have not already done so during installation, you can associate an application
server instance with an infrastructure, as follows:

1. Navigate to the Oracle9iAS Instance Home Page.
2. Scroll down to the Administration section and click Use Infrastructure.

3. Follow the instructions provided by the Use Infrastructure wizard.

See Also: "Associating an Instance with an Infrastructure (Joining
a Farm)" on page 10-4 for more information

Creating the Cluster

Use the Oracle9iAS Farm Home Page to create a new cluster. The Farm Home Page
appears when you open the Oracle Enterprise Manager Web site on a host
computer that contains an application server instance that is part of a farm.

To create a cluster:
1. Navigate to the Farm Home Page.

Figure 14-12 shows the Farm Home Page with a single application server instance.

Figure 14-12 Oracle9iAS Farm Home Page

V! Standalone Instances
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All instances that belong to farm but are not part of any cluster are listed below.
. Join Cluster )
|1-1 of 1 vl
Select Name Status Host Oracle Home
* instl o my-sun  fprivateforacle

2. Click Create Cluster.
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Oracle9iAS displays the Create Cluster page. Figure 14-13 shows this page.

Figure 14-13 Create Cluster Page

Create Cluster

Enter the name of the cluster you wish to create.

# Cluster name |

| Cancel ) | Create )

3. Enter a name for the cluster and click Create.
A confirmation message appears.
4. Click OK to return to the Farm Home Page.

The new cluster is listed in the Clusters table.

Managing the Cluster
Figure 14-14 shows the Farm Home Page after a cluster is created.

Figure 14-14 Oracle9iAS Farm Page

V! Standalone Instances

Clusters
All clusters belonging to farm are listed below.
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All instances that belong to farm but are not part of any cluster are listed below.

. Join Cluster )
|1-1 of 1 vl

Select Name Status Host Oracle Home
* instl o my-sun  fprivateforacle

Table 14-2 lists the options available on the Farm Home Page.
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Table 14-2 Oracle9iAS Farm Page Options

If you want to... Then...

Start all application server instances in a Select the radio button next to the cluster and
cluster click Start.

Restart all application server instances ina  Select the radio button next to the cluster and
cluster click Restart.

Stop all application server instances in a Select the radio button next to the cluster and
cluster click Stop.

Delete a cluster, including any application  Select the radio button next to the cluster and
server instances still included in the cluster. click Delete.

Managing Application Server Instances in a Cluster

The following sections discuss how you can manage application server instances in
a cluster:

« Adding an Application Server Instance to a Cluster

=« Removing an Application Server Instance from a Cluster

Adding an Application Server Instance to a Cluster
To add an application server instance to a cluster:

1. Navigate to the Farm Home Page, which is shown in Figure 14-14.

2. Select the radio button of the application server instance in the Standalone
Instances section that you want to add to a cluster. In Figure 14-14, the radio
button by the instl application server instance is selected.

3. Click Join Cluster. Figure 14-15 shows the Join Cluster page.

Application Server Clustering 14-29



Cluster Configuration

Figure 14-15 Join Cluster Page

Join Cluster

@ TIP This operation may take several minutes to complete, depending on the
configuration of the cluster and the joining instance. Also note that unless the
cluster you select is empty, all OC4J configurations in the joining instance will
be invalidated, since the instance will inherit the configurations of the cluster.

Select the cluster for instance "inst1" to join.

Select Name Status Instances
& test n 5
| Cancel ) | Join )

4. Select the radio button of the cluster that you want the application server
instance to join. In Figure 14-15, the test cluster is selected.

5. Click Join.

Oracle9iAS adds the application server instance to the selected cluster and then
displays a confirmation page.

6. Click OK to return to the Farm Home Page. This moves the application server
instance from the standalone instances into the cluster. In doing so, the instance
is stopped. You can restart the instance within the context of the cluster.

You will notice that the application server instance disappears from the Standalone
Instances section. Also, the number of application server instances displayed for the
cluster increases by one. If you display the cluster, you will see that the application
server instance was moved into the cluster. Thus, the Standalone Instances section
displays only those application server instances that are not a part of any cluster.

Repeat these steps for each additional standalone application server instance you
want to add to the cluster.

Removing an Application Server Instance from a Cluster
To remove the application server instance from the cluster, do the following:

1. Select the cluster in which you are interested on the Farm Home Page. This
brings you to the cluster page.

2. Select the radio button of the application server instance to remove from the
cluster and click Remove.

When you add or remove an application server instance to or from a cluster, the
application server instance is stopped.
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OC4J Instance Configuration

The Oracle9iAS Containers for J2EE User’s Guide describes how to configure an OC4J
Instance. The following sections describe how to configure your OC4J Instance for
clustering:

« Configuring Islands and Processes
« Configuring Web Application State Replication
« Configuring EJB Application State Replication

Configuring Islands and Processes

To modify the islands and the number of processes each island contains, do the
following:

1. Scroll down to the Administration section of the OC4J Home Page.
2. Select Server Properties in the Instance Properties column.

3. Scroll down to the Multiple VM Configuration section. This section defines the
islands and the number of OC4J processes that should be started on this
application server instance in each island.

Figure 14-16 displays the Multiple VM Configuration section.

Figure 14-16 Island and Process Configuration
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Command Line Options
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Application Server Clustering 14-31



Cluster Configuration

4. Create any islands for this OC4J instance within the cluster by clicking Add
Another Row. You can supply a name for each island within the Island ID field.
You can designate how many OC4J processes should be started within each
island by the number configured in the Number of Processes field.

Configuring Web Application State Replication

Configuring state replication for stateful applications is different for Web
applications than for EJB applications. To configure state replication for Web
applications, do the following:

1. Scroll down to the Administration section of the OC4J Home Page.

2. Select Replication Properties in the Instance Properties column.

3. Scroll down to the Web Applications section. Figure 14-17 shows this section.
4. Select the Replicate session state checkbox.

Optionally, you can provide the multicast host IP address and port number. If
you do not provide the host and port for the multicast address, it defaults to
host IP address 230.0.0.1and port number 9127.The host IP address must be
between 224.0.0.2 through 239.255.255.255. Do not use the same multicast
address for both HTTP and EJB multicast addresses.

Figure 14-17 Web State Replication Configuration

Replication Properties

Refreshed st Tuesday. March 19, 2002 2:29:33 PM EST 5:.
Web Applications

@ TIP Setting session state replication here will enable session state replication for all web
applications. The load-on-startup property will be automatically set to true for all web
madules.

" Replicate session state
Multicast Host (IP) |
Multicast Port |

5. Add the <distributable/> tag to all web.xml files in all Web applications.
If the Web application is serializable, you must add this tag to the web.xml file.

The following shows an example of this tag added to web.xml :
<web-app>

<distributable/>

<senet>
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</seniet>
<Meb-app>

Configuring EJB Application State Replication

The concepts for understanding how EJB object state is replicated within a cluster
are described in the Oracle9iAS Containers for J2EE Enterprise JavaBeans Developer’s
Guide and Reference. To configure EJB replication, you must do the following:

1. Scroll down to the Administration section of the OC4J Home Page.

2. Select Replication Properties in the Instance Properties column.

3. Scroll down to the EJB Applications section. Figure 14-18 shows this section.
4. Select the Replicate State checkbox.
5

Provide the username and password, which is used to authenticate itself to
other hosts in the cluster. If the username and password are different for other
hosts in the cluster, they will fail to communicate. You can have multiple
username and password combinations within a multicast address. Those with
the same username/password combinations will be considered a unique
cluster.

Optionally, you can provide the multicast host IP address and port number. If
you do not provide the host and port for the multicast address, it defaults to
host IP address 230.0.0.1and port number 9127.The host IP address must be
between 224.0.0.2 through 239.255.255.255. Do not use the same multicast
address for both HTTP and EJB multicast addresses.

Figure 14-18 EJB State Replication Configuration

EJB Applications
@ TIP EJB applications replicate state between all OC4. processes in the OC4. instance.

" Replicate State
Multicast Host (IP) |

Multicast Port |
Userame |
Password |
| Revert ) | Apply )
6. Configure the type of EJB replication within the orion-ejb-jar.xml file

within the JAR file. The type of configuration is dependent on the type of the
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bean. See "EJB Replication Configuration in the Application JAR" on page 14-34

for full details. You can configure these within the orion-ejb-jar.xml file

before deployment or add this through the Oracle Enterprise Manager screens

after deployment. If you add this after deployment, drill down to the JAR file
from the application page.

EJB Replication Configuration in the Application JAR Modify the orion-ejb-jar.xml

file to add the configuration for stateful session beans and entity beans required for

state replication. The following sections offer more details:
« Stateful Session Bean Replication Configuration
« Entity Bean Replication Configuration

Stateful Session Bean Replication Configuration

You configure the replication type for the stateful session bean within the bean
deployment descriptor. Thus, each bean can use a different type of replication.

« VM Termination Replication

Set the replication attribute of the <session-deployment> tag in the
orion-ejb-jar.xml file to “VMTermination ” as follows:

<session-deployment replication="VMTermination" .../>

« End of Call Replication

Set the replication attribute of the <session-deployment> tag in the
orion-ejb-jar.xml file to “endOfCall ” as follows:

<session-deployment replication="EndOfCall" .../>

« Stateful Session Context

No static configuration is necessary when using the stateful session context to
replicate information across the clustered hosts. To replicate the desired state,
set the information that you want replicated and execute the setAttribute

method within the StatefulSessionContext class in the server code. This

enables you to designate what information is replicated and when it is

replicated. The state indicated in the parameters of this method is replicated to

all hosts in the cluster that share the same multicast address, username, and
password.

Entity Bean Replication Configuration

Configure the clustering for the entity bean within its bean deployment descriptor.
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Modify the orion-ejb-jar.xml file to add the clustering-schema attribute
to the <entity-deployment> tag, as follows:

<entity-deployment ... clustering-schema="asynchronous-cache" ../>

Configuring Single Sign-On

In order to participate in Single Sign-On functionality, all Oracle HTTP Server
instances in a cluster must have an identical Single Sign-On registration.

« Each Oracle HTTP Server is registered with the same Single Sign-On server.

« Each Oracle HTTP Server redirects a success, logout, cancel, or home message
to the public network load balancer. In a clustered environment, each Oracle
HTTP Server should redirect message URLSs to the network load balancer. Since
the client cannot access an Oracle HTTP Server directly, the client interacts with
the network load balancer.

As with all cluster-wide configuration, the Single Sign-On configuration is
propagated among all Oracle HTTP server instances in the cluster. However, the
initial configuration is manually configured and propagated. On one of the
application server instances, define the configuration with the ossoreg.jar tool.
Then, DCM propagates the configuration to all other Oracle HTTP Servers in the
cluster.

If you do not use a network load balancer, then the Single Sign-on configuration
must originate with whatever you use as the incoming load balancer—Web Cache,
Oracle HTTP Server, and so on.

See Also:  Oracle9iAS Single Sign-On Administrator’s Guide

To configure a cluster for Single Sign-On, execute the ossoreg.jar command
against one of the application server instances in the cluster. This tool registers the
Single Sign-On server and the redirect URLs with all Oracle HTTP Servers in the
cluster.

Run the ossoreg.jar command with all of the options as follows, substituting
information for the italicized portions of the parameter values.

The values are described fully in Table 14-3.

«  Specify the host, port, and SID of the database used by the Single Sign-On
server.

= Specify the host and port of the front-end load balancer in each of the redirect
URL parameters—success_url ,logout_url  ,cancel_url ,and home_url .
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These should be HTTP or HTTPS URLSs depending on the site security policy

regarding SSL access to Single Sign-On protected resources.

« Specify the root user of the host that you are executing this tool on in the -u

option.

java-jar ORACLE_HOME/ssollib/ossoreg jar
-oracle_home_path ORACLE HOME

-host  sso_database host name

-port  sso_database port_number

sid  sso_database SID

site_ name  site name

-success _ur hip/  hostdomain;port fosso_login_success
-logout_un htp/  hostdomain;port Josso_logout_sucoess
-cancel_ud hip//  hostdomain;port /

-home ud  hip#  hostdomain;port /

-admin_id  admin_id

-admin_info admin_info

-config_mod_osso TRUE

-uroot

-SS0_server versionvl.2

Table 14-3 SSORegistrar Parameter Values

Parameter Value

-oracle_home_path Absolute path to the Oracle home of the application server instance,
<path> where you are invoking this tool.

-host <sso_host> Database host name where Single Sign-On server resides.

-port <sso_port> Database port where Single Sign-On server resides.

-sid <sso_SID> Database SID where Single Sign-On server resides.

-site_name <site> Hostname and port (host:port ) of the Web site. You can provide a

logical name; however, the hostname and port are helpful to the

administrator.

-success_url <URL> Redirect URL (host.domain:port ) for the routine that establishes
the partner application session and session cookies. Use HTTP or

HTTPS.

-logout_url <URL> Redirect URL (host.domain:port ) for the routine that logs out of

the application session.

-cancel_url <URL> Redirect URL (host.domain:port ) to which users are redirected

when they cancel authentication.
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Table 14-3 SSORegistrar Parameter Values (Cont.)

Parameter Value

-home_url <URL> Redirect URL (host.domain:port ) for home. This should be a public
host.domain and port: HTTP or HTTPS..

-admin_id <name> (Optional) User name of the mod_osso administrator. This shows up
in the Single Sign-On tool as contact information.

-admin_info <text> (Optional) Additional information about the mod_osso
administrator, such as e-mail address. This shows up in the Single
Sign-On tool as contact information.

The SSORegistrar  tool establishes all information necessary to facilitate secure
communication between the Oracle HTTP Servers in the cluster and the Single
Sign-On server.

When using Single Sign-On with the Oracle HTTP Servers in the cluster, the
KeepAlive directive must be set to OFF. The reason is because the Oracle HTTP
Servers are behind a network load balancer. Thus, if the KeepAlive directive is set to
ON, then the network load balancer maintains state with the Oracle HTTP Server
for the same connection, which results in an HTTP 503 error. Modify the KeepAlive
directive in the Oracle HTTP Server configuration. This directive is located in the
httpd.conf  file of the Oracle HTTP Server.

Configuring Instance-Specific Parameters

The manageability feature of the cluster causes the configuration to be replicated
across all application server instances in the cluster, which is defined as a
cluster-wide configuration. However, there are certain parameters where it is
necessary to configure them separately on each instance. These parameters are
referred to as instance-specific.

The following parameters are instance-specific parameters, which are not replicated
across the cluster. You must modify these parameters on each application server
instance.

OC4J Instance-Specific Parameters
The following are instance-specific parameters within each OC4J instance:

« islands

« humber of OC4J processes
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« port numbers
« command-line options

All other parameters are cluster-wide parameters, which are replicated across the
cluster.

Figure 14-19 shows the section where you can modify these parameters. These
sections are located in the Server Properties off the OC4J Home Page.

Figure 14-19 Non-Replicated Configuration
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In the Command Line Options section, you can add debugging options to the OC4J
Options line. For more information about debugging in the OC4J process, see
http://otn.oracle.com/tech/java/oc4;j

Oracle HTTP Server Instance-Specific Parameters
The following are instance-specific parameters in the Oracle HTTP Server.

=  ports
« listening addresses
« Vvirtual host information

You can modify the HTTP Server ports and listening addresses on the Server
Properties Page, which can be accessed from the HTTP Server Home Page. You can
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modify the virtual host information by selecting a virtual host from the Virtual
Hosts section on the HTTP Server Home Page.

Application Server Clustering 14-39



Cluster Configuration

14-40 Oracle9/ Application Server Administrator's Guide



A

Component Descriptions

This appendix describes the components available in Oracle9i Application Server.

See Also:  Oracle9i Application Server Concepts Guide and
individual component guides for more information about each
component

Oracle9/AS Clickstream Intelligence

Oracle9iAS Clickstream Intelligence is a business intelligence tool that provides
Discoverer-based reports about Web site performance, visitor traffic, Web content
effectiveness, and customer loyalty. It collects data about Web site usage by parsing
cookies and query strings from Web server logs, and transforms the data into
meaningful and concise reports.

Oracle9 /AS Containers for J2EE (OC4J)

Oracle9iAS Containers for J2EE (OCA4)J) provides a fast, lightweight, highly scalable,
easy-to-use, fully certified J2EE environment. OC4J is written entirely in Java and
executes on the standard Java Development Kit (JDK) virtual machine. It provides a
complete J2EE environment that includes a JSP translator, a Java Servlet engine, an
Enterprise JavaBeans (EJB) container, and support for emerging new technologies
such as Web Services, SOAP, WSDL, and UDDI.

Oracle9 jAS Discoverer

Oracle9iAS Discoverer is a business intelligence tool that provides a powerful
Web-based interface for querying and analyzing data stored in a database. It
enables you to define, schedule, and control queries, generate business reports, and
share data without having to understand complex database concepts.
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Oracle9 /AS Forms Services

Oracle9iAS Forms Services is a comprehensive application framework that enables
you to deploy Forms applications to the Web. Clients can access Forms applications
from Java applets, combining the ease and accessibility of the Web with the complex
application support provided by Forms. You can convert existing client/server
Forms applications to Web-based Forms applications without changing application
code.

Oracle9 jAS Interconnect

Oracle9iAS Interconnect (formerly Oracle Applications InterConnect) provides a
comprehensive application integration framework that is designed to elevate
integration from a coding exercise to a functional modeling exercise, thereby
reducing or eliminating the programming effort required for integration. This
integration methodology promotes code reuse and reduces the complexity of
managing software lifecycles.

Oracle9 jAS Personalization

Oracle9iAS Personalization provides real-time personalization for e-business sales
channels such as Web stores, application hosting environments, and business call
centers. By delivering real-time personalization through an Oracle database,
Oracle9iAS Personalization delivers powerful, scalable, real-time personalization
for customer areas of interest. This enables e-businesses to deliver tailored,
one-to-one customer experiences to Web site users.

Oracle9 /AS Portal

Oracle9iAS Portal provides an out-of-the-box portal solution that does not require
complex programming and maintenance. It is designed for building, deploying, and
maintaining integrated, self-service enterprise portals. Oracle9iAS Portal is a
Web-based software environment for building and deploying enterprise portals. It
provides a secure, manageable framework for delivering access to distributed
software services and information.

Oracle9 /AS Reports Services

Oracle9iAS Reports Services is an enterprise reporting service used by information
systems departments to produce high-quality production reports. You can
dynamically retrieve, format, and distribute database information using a standard
Web browser.
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Oracle9 jAS Single Sign-On

Oracle9iAS Single Sign-On enables users to log in to Oracle9i Application Server
features, and gain access to applications for which they are authorized, using a
single user name and password. It is fully integrated with Oracle Internet Directory,
and supports LDAP-based user and password management through Oracle Internet
Directory.

Oracle9/AS Unified Messaging

Oracle9iAS Unified Messaging is a messaging framework that integrates different
types of messages from multiple sources into a single location, or "inbox." The
messages can be accessed from a single device, regardless of the original message
type. Oracle9iAS Unified Messaging frees you to focus on making decisions, rather
than on keeping track of multiple telephone numbers, passwords, and access codes.

Oracle9 /AS Web Cache

Oracle9iAS Web Cache is a server accelerator caching service that improves the
performance, scalability, and availability of frequently visited e-business Web sites.
By storing frequently accessed URLSs in virtual memory, Oracle9iAS Web Cache
eliminates the need to repeatedly process requests for those URLs on the Web
server, and it caches both static and dynamically-generated HTTP content from one
or more application Web servers.

Oracle9 /AS Web Services

Oracle9iAS Web Services supports a set of messaging protocols, programming
standards, and network registration and discovery facilities that expose business
functions to authorized parties over the Internet from any Web-connected device.
Oracle9iAS Web Services makes it easy to develop and deploy services using J2EE
and includes Oracle9iAS Containers for J2EE development, deployment, and
runtime features.

Oracle9 jAS Wireless

Oracle9iAS Wireless is a Portal-based service for delivering information and
applications to mobile devices. Using Oracle9iAS Wireless, you can create custom
Portal sites that use different kinds of content, including Web pages, Java
applications, and XML applications. Oracle9iAS Wireless make diverse information
accessible to mobile devices without having to rewrite content for each client device
platform.
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Oracle Enterprise Manager
Oracle Enterprise Manager offers the following centralized management tools:

« Oracle Enterprise Manager Web site: A browser-based graphical tool for
managing application server instances, components, and clusters. The
Enterprise Manager Web site is installed with every application server instance.

« Oracle Enterprise Manage Console: A Java-based graphical tool for managing
your entire Oracle platform, including Oracle9i Application Servers, Oracle
database servers, and Oracle applications. The Console offers advanced
management features, such as an Event system to notify administrators of
changes in the environment, and a Job system to automate repetitive tasks. The
Console and its related components are installed with the Oracle Management
Server as part of the Oracle9iAS Infrastructure.

Oracle HTTP Server

Oracle HTTP Server provides a Web listener and platform for hosting static and
dynamic Web pages, and Internet applications using a variety of technologies
including Perl, PL/SQL, CGlI, and Java. Based on the proven technology of the
Apache HTTP Server, Oracle HTTP Server includes significant enhancements that
facilitate load balancing, administration, and configuration.

Oracle Internet Directory

Oracle Internet Directory is an LDAP v3-compliant directory that provides fast
retrieval and centralized management of user and security information, as well as a
central integration point for Oracle9iAS applications and services.
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Hardware Requirements

This appendix provides the minimum UNIX hardware requirements for Oracle9i
Application Server.

It contains the following topics:
« CPU, Disk, and TMP Requirements for Oracle9iAS

« Memory Requirements for Oracle9iAS

See Also:  Oracle9i Application Server Installation Guide for
Windows hardware requirements
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CPU, Disk, and TMP Requirements for Oracle9iAS

CPU, Disk, and TMP Requirements for Oracle9 iAS

Table B-1 lists the CPU, Disk, and TMP requirements for Oracle9iAS.

Table B-1 Oracle9i Application Server CPU, Disk, and TMP Requirements

Hardware Type Minimum Requirement
CcPU! See the Oracle9i Application Server Installation Guide
Disk Space? Oracle9i Application Server

« J2EE and Web Cache: 435 MB

« Portal and Wireless: 1.20 GB

«  Business Intelligence and Forms: 1.91 GB
« Unified Messaging: 2.02 GB

Oracle9iAS Infrastructure: 1.91 GB

Oracle9iAS Developer Kits: 701 MB

TMP or Swap Space 1GB

/var/tmp Space Oracle9i Application Server

« J2EE and Web Cache: 5 MB

« Portal and Wireless: 12 MB

«  Business Intelligence and Forms: 95 MB
«  Unified Messaging: 95 MB

Oracle9iAS Infrastructure: 7 MB

Oracle9iAS Developer Kits: 5 MB

Monitor 256 color viewing capability

1 Oracle recommends a multiple CPU computer.

2 The disk space must be available on a single disk. Oracle9i Application Server does not support
spanning the installation over multiple disks.
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Memory Requirements for Oracle9iAS

Memory Requirements for Oracle9 JiAS

Table B-2 lists the memory requirements for Oracle9iAS.

Table B-2 Oracle9i Application Server Memory Requirements

Minimum
Memory

Install Type Component Configuration Requirements
J2EE and Web « Oracle HTTP Server 128 MB
Cache «  Oracle9iAS Containers for J2EE

. Oracle9iAS Web Cache!
All other Configure up to three additional Oracle9iAS 256 MB
Oracle9iAS components
install types
All other Configure four or more additional Oracle9iAS 512 MB
Oracle9iAS components
install types
Oracle9iAS »  Oracle9iAS Metadata Repository 512 MB
Infrastructure «  Oracle9iAS Single Sign-On

«  Oracle Internet Directory

«  Oracle Management Server

« J2EE and Web Cache (Infrastructure Instance)
Oracle9iAS «  Oracle XML Developer Kit 128 MB
Developer Kits «  Oracle9iAS Portal Developer’s Kit

«  Oracle9iAS Wireless Developer’s Kit

« Oracle LDAP Developer’s Kit

« J2EE and Web Cache

1 Memory for Oracle9iAS Web Cache should be based on the following formula: (average HTTP object
size) * (maximum number of objects you want to cache). Thus, if you want to cache 1,000,000 objects
and the average size of the objects is 3 KB, then set the maximum cache size to at least 3 GB.
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C

Metadata Repository Schemas

The metadata repository, which is installed as part of every infrastructure
installation, is an Oracle9i Enterprise Edition database that is pre-seeded with
schemas to support Oracle9iAS components and features.

During installation, most metadata repository schemas are assigned randomized
passwords and components are configured to access schemas using these
passwords. If you want to change the password for any of these schemas, you must
do so with the Enterprise Manager Web site. This ensures that the change is
registered with the component as well as in the metadata repository.

See Also: "Changing Component Schema Passwords" on
page 10-5 for instructions on changing passwords using Enterprise
Manager Web site

A few schemas are assigned known passwords so that users can manually access
them. You can change their passwords directly in the metadata repository using
your preferred method, such as the SQL*Plus ALTER USER command.

Table C-1 lists each metadata repository schema that is used by an Oracle9iAS
component or feature, provides its tablespace name, and indicates whether the
password should be changed using the Enterprise Manager Web site, or directly in
the metadata repository using your preferred method.
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Table C-1 Metadata Repository Schemas

Schema

Tablespace

Method for
Changing Password

SCOTT

SYSTEM

Directly in metadata
repository using
preferred method (eg:
SQL*Plus)

Note: It is not
recommended that you
change the SCOTT
password since some
demos may not work as
a result.

SYS

SYSTEM

Directly in metadata
repository using
preferred method (eg:
SQL*Plus)

SYSTEM

SYSTEM

Directly in metadata
repository using
preferred method (eg:
SQL*Plus)

Oracle9 JAS Clickstream Intelligence

CLKANA

CLK

EM Web site

CLKRT

CLK

EM Web site

Distributed Configuration Management (DCM)

DCM

‘ DCM

‘ EM Web site

Oracle9 iAS Discoverer

DISCOVERERS

‘ DISCO_PTM5_META ‘ EM Web site

Oracle9 JAS InterConnect (OAl)

OAIHUB902 ‘ USERS ‘ EM Web site
Oracle Certificate Manager (OCM)
OCM_DB_ADMIN ‘ ocM ‘ EM Web site
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Table C-1 Metadata Repository Schemas (Cont.)

Method for

Schema Tablespace Changing Password

Oracle Enterprise Manager

OEM_REPOSITORY OEM_REPOSITORY | Directly in metadata
repository using
preferred method (eg:
SQL*Plus)

Oracle Internet Directory

OoDS OLTS_DEFAULT Directly in metadata

repository using
preferred method (eg:
SQL*Plus)

ODSCOMMON OLTS_DEFAULT Directly in metadata
repository using
preferred method (eg:

SQL*Plus)
Oracle9 /AS Portal
PORTAL PORTAL EM Web site
PORTAL_APP PORTAL EM Web site
PORTAL_DEMO PORTAL EM Web site
PORTAL_PUBLIC PORTAL EM Web site
Oracle9 /AS Single Sign-On
ORASSO USERS EM Web site
ORASSO_DS USERS EM Web site
ORASSO_PA USERS EM Web site
ORASSO_PS USERS EM Web site
ORASSO_PUBLIC USERS EM Web site
Oracle9 JjAS Syndication Server
DSGATEWAY DS_GATEWAY EM Web site
Oracle9 JAS Web Services
DSSYS DS_REGISTRY EM Web site
UDDISYS UDDISYS_TS EM Web site
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Table C-1 Metadata Repository Schemas (Cont.)

Method for
Schema Tablespace Changing Password
Oracle9 J/AS Wireless
WIRELESS USERS EM Web site
Oracle Workflow
BLEWIS USERS EM Web site
CDOUGLAS USERS EM Web site
KWALKER USERS EM Web site
OWF_MGR USERS EM Web site
SYSADMIN USERS EM Web site
WFADMIN USERS EM Web site
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Default Port Numbers and Port Ranges

Oracle9iAS automatically assigns port numbers to a component when the
component is configured. It chooses the port number from a pre-allocated set of
default port numbers and port ranges.

Oracle9iAS uses the following method to assign port numbers:

1. Determine if the default port number is already in use by an Oracle9iAS or
non-Oracle9iAS process.

2. If the default port number is not in use, assign it to the component.

3. If the default port number is already in use, attempt to assign a number from
the port range, starting with the lowest number, until a free port number is
found.

See Also:  "Task 2: Check for Port Conflicts" on page 4-3 for more
information about port numbers.

This appendix contains the following tables:
« Oracle9iAS Port Usage (Sorted by Component)
« Oracle9iAS Port Usage (Sorted by Port Number)
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Oracle9iAS Port Usage (Sorted by Component)

Oracle9 jAS Port Usage (Sorted by Component)

Table D-1 lists Oracle9iAS ports by components names.

Table D—1 Oracle9iAS Port Usage (Sorted by Component)

Component Default Port Number

Port Number Range

Oracle9 /AS Clickstream Intelligence

Oracle9iAS Clickstream Collector Server 6675 Fixed

Oracle9iAS Clickstream Execution 6676 Fixed

Engine

Oracle9iAS Clickstream Intelligence Same as Oracle HTTP Same as Oracle HTTP
Viewer Server Server

Oracle9iAS Clickstream Runtime Same as Oracle HTTP Same as Oracle HTTP
Administrator Server Server

Oracle9 /AS Containers for J2EE (OC4J)

OC4J) AP 3001 3001-3100

OC4J RMI 3101 3101-3200

OC4)IMS 3201 3201-3300

OC4J) HTTP Listener 3301 3301-3400

Oracle9 /AS Discoverer

Oracle9iAS Discoverer Same as Oracle HTTP Same as Oracle HTTP
Server Server
1IOP 16001 16001-16020

Oracle9 /AS Forms Services

Oracle9iAS Forms Services Same as Oracle HTTP
Server

Same as Oracle HTTP
Server
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Oracle9iAS Port Usage (Sorted by Component)

Table D—1 Oracle9iAS Port Usage (Sorted by Component) (Cont.)

Component Default Port Number Port Number Range

Oracle HTTP Server

Oracle HTTP Server- non-SSL 777 7777-7877
Oracle HTTP Server- SSL 4443 4443-4543
Oracle HTTP Server Listen- non-SSL 1777 1777-7877
Oracle HTTP Server- non-SSL- 7778 1777-7877
Oracle9iAS Web Cache is installed and

configured

Oracle HTTP Server- SSL 4443 4443-4543
Oracle HTTP Server- SSL- Oracle9iAS 4444 4443-4543
Web Cache is installed and configured

Oracle HTTP Server JServ Servlet 8007 8007-8107
Engine

Oracle HTTP Server- Oracle Notification 6003 6003-6099
Service Requested Port

Oracle HTTP Server- Oracle Notification 6100 6100-6199
Service Local Port

Oracle HTTP Server- Oracle Notification 6200 6200-6299
Service Remote Port

Oracle HTTP Server- Java Object Cache 7000 7000-7010
Oracle9iAS Clickstream Intelligence 6666 6666-6674

Collector Agent

Oracle9 /AS Portal

Oracle9iAS Portal Same as Oracle HTTP Same as Oracle HTTP
Server Server

Oracle9iAS Single Sign-On 5000-5099 5000-5099

Oracle9 /AS Reports Services

Oracle9iAS Reports Services 3000 3000-3010

SQL*Net- For 6i Backward 1950 1950-1960

Compatibility Only

Visigenics CORBA- Reports 9i 14000 14000-14010
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Oracle9iAS Port Usage (Sorted by Component)

Table D—1 Oracle9iAS Port Usage (Sorted by Component) (Cont.)

Component Default Port Number Port Number Range

Oracle9 /AS Unified Messaging

Oracle9iAS Unified Messaging 5100-5200 5100-5200
IMAP4 143 Fixed
IMAP4- SSL 993 Fixed
POP3 110 Fixed
POP3- SSL 995 Fixed
SMTP 25 Fixed
NNTP 119 Fixed
NNTP- SSL 563 Fixed
Oracle9 JAS Web Cache
Oracle9iAS Web Cache HTTP Listen- 7777 T777-7877
non-SSL
Oracle9iAS Web Cache HTTP Listen- 4443 4443-4543
SSL
Oracle9iAS Web Cache Administration 4000 4000-4030
Oracle9 /AS Wireless
Oracle9iAS Wireless Same as Oracle HTTP Same as Oracle HTTP
Server Server
Oracle9iAS Wireless Integration Server 5555 9000-9100

Oracle Enterprise Manager

Oracle Enterprise Manager Application 1810, 1811 1812-1820
Server Administration Service

Oracle Enterprise Manager Intelligent 1748, 1754, 1808, 1809 Fixed
Agent

Oracle Management Server 7771, 7772, 7773 7771-7773
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Oracle9iAS Port Usage (Sorted by Component)

Table D—1 Oracle9iAS Port Usage (Sorted by Component) (Cont.)

Component Default Port Number Port Number Range

Oracle Internet Directory

Oracle Internet Directory- non-SSL 389 4031-4040

Oracle Internet Directory- SSL 636 4031-4040

Oracle Internet File System

Oracle Internet File System Domain 53140 Fixed
Controller and Nodes

Oracle Internet File System Domain 53140 Fixed
Controller

Main Oracle Internet File System Node 53141, 53142
Oracle Internet File System HTTP Node 53143, 53144

53141-53142

53143-53144

LDAP- non-SSL

Same as Oracle Internet
Directory

Same as Oracle
Internet Directory

LDAP- SSL Same as Oracle Internet  Same as Oracle
Directory Internet Directory

AFP 548 Fixed

FTP 21 2100-2100

NFS 2049 4048-4049 for Mount

Server

IMAP Same as Oracle Internet  Same as Oracle
Directory Internet Directory

IMAP4- SSL Same as Oracle Internet  Same as Oracle
Directory Internet Directory

Servlet 13138 13138-13140

SMTP Same as Oracle Internet  Same as Oracle
Directory Internet Directory

SMB 139 Fixed

CUP 4180 4180-4200

WCP Same as Oracle Internet  Same as Oracle

Directory

Internet Directory

Oracle Workflow

TNS

1521

Fixed
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Oracle9iAS Port Usage (Sorted by Port Number)

Oracle9 jAS Port Usage (Sorted by Port Number)

Table D-2 lists Oracle9iAS ports in ascending order.

Table D—2 Oracle9iAS Port Usage (Sorted By Port Number)

Port Number Component

21 Oracle Internet File System - FTP

25 Oracle9iAS Unified Messaging - SMTP

110 Oracle9iAS Unified Messaging - POP3

119 Oracle9iAS Unified Messaging - NNTP

139 Oracle Internet File System - SMB

143 Oracle9iAS Unified Messaging IMAP4

389 Oracle Internet Directory- non-SSL

548 Oracle Internet File System - AFP

563 Oracle9iAS Unified Messaging NNTP- SSL
636 Oracle Internet Directory- SSL

993 Oracle9iAS Unified Messaging - IMAP4-SSL
995 Oracle9iAS Unified Messaging POP3- SSL
1521 Oracle Workflow - TNS

1748 Oracle Enterprise Manager Intelligent Agent
1754 Oracle Enterprise Manager Intelligent Agent
1808 Oracle Enterprise Manager Intelligent Agent
1809 Oracle Enterprise Manager Intelligent Agent
1810 - 1820 Oracle Enterprise Manager Application Server Service
1950 - 1960 Oracle9iAS Reports Services SQL Net

2049 Oracle Internet File System - NFS

2070 Oracle9iAS Syndication Server; To access OSS
3000 - 3010 Oracle9iAS Reports Services

3001 - 3100 Oracle9iAS Containers for J2EE - AJP

3101 - 3200 Oracle9iAS Containers for J2EE - RMI
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Oracle9iAS Port Usage (Sorted by Port Number)

Table D—2 Oracle9iAS Port Usage (Sorted By Port Number) (Cont.)

Port Number Component

3201 - 3300 Oracle9iAS Containers for J2EE - IMS

3301 - 3400 Oracle9iAS Containers for J2EE HTTP Listener

4000 - 4030 Oracle9iAS Web Cache Administration Port

4001 Oracle9iAS Web Cache Invalidation Port

4002 Oracle9iAS Web Cache Statistics

4031 - 4040 Oracle Internet Directory- SSL and non-SSL

4048 - 4049 Oracle Internet File System - NFS (for Mount Server)

4180 - 4200 Oracle Internet File System - CUP

4443 - 4543 Oracle HTTP Server- SSL, Oracle HTTP Server Listen- SSL, Oracle9iAS
Web Cache Listen- SSL

5000 - 5099 Oracle9iAS Single Sign-On

5100 - 5200 Oracle9iAS Unified Messaging

5555 Oracle9iAS Wireless Web Integration Server

6003 Oracle HTTP Server- Oracle Notification Service Request Port

6100 Oracle HTTP Server- Oracle Notification Service Local Port

6200 Oracle HTTP Server- Oracle Notification Service Remote Port

6666 Oracle9iAS Clickstream Collector Agent

6675 Oracle9iAS Clickstream Collector Server

6676 Oracle9iAS Clickstream Execution Engine

6003 - 6099 Oracle HTTP Server - Oracle Notification Service Requested Port

6100 - 6199 Oracle HTTP Server - Oracle Notification Service Local Port

6200 - 6299 Oracle HTTP Server - Oracle Notification Service Remote Port

6666 - 6674 Oracle9iAS Clickstream Intelligence Collector Agent

7000 - 7010 Oracle HTTP Server Java Object Cache

T771-7773 Oracle Management Server

7777 - 7877 Oracle HTTP Server- non-SSL, Oracle HTTP Server Listen- non-SSL,

Oracle9iAS Web Cache Listen- non-SSL

9000 - 9100 Oracle9iAS Wireless Web Integration Server
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Oracle9iAS Port Usage (Sorted by Port Number)

Table D—2 Oracle9iAS Port Usage (Sorted By Port Number) (Cont.)

Port Number

Component

8007 - 8107

Oracle HTTP Server JServ Servlet Engine

13138 - 13140

Oracle Internet File System Servlet

14000 - 14010

Oracle9iAS Reports Services Visigenics - CORBA

16001 - 16020

11OP

53140

Oracle Internet File System Domain Controller and Nodes

53141 - 53142

Oracle Internet File System Main Node

53143 - 53144

Oracle Internet File System HTTP Node
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Configuration Files and Log Files

This appendix summarizes important configuration files and log files for Oracle9i
Application Server.

« Configuration Files

« Log Files
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Configuration Files

Configuration Files

Table E-1 presents a list of important Oracle9i Application Server configuration
files. Directory paths are listed in UNIX format; they can be converted to the
corresponding Windows paths by inverting the backslashes, except where noted.

Warning:  If you edit Oracle HTTP Server, OC4J, or OPMN
configuration files manually instead of using the Oracle
Enterprise Manager Web site, you must use the DCM
command-line utility (dcmctl) to notify the DCM Repository of
the changes as follows:

demctl updateConfig

The applicable components are noted with a footnote in
Table E-1.
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Configuration Files

Table E-1

Important Oracle9iAS Configuration Files

Configuration File Name

Configuration File Location

2

Corresponding File in
Oracle9 i Application
Server v1.0.2.x

Oracle HTTP Server *

internal_admin.xml
webcache.xml

httpd.conf ORACLE_HOM#Epache/Apache/conf Same
oracle_apache.conf
access.conf
magic
mime.types
mod_oc4j.conf
srm.conf
Jserv?
jserv.conf (UNIX) ORACLE_HOMHApache/Jservietc Same
jserv.properties (Windows)
zone.properties ORACLE_HOME\Apache\Jserv\conf
mod_oradav !
moddav.conf ORACLE_HOM#Epache/oradaviconf None
mod_plsql *
dads.conf ORACLE_HOMEpache/modplsgl/conf ORACLE_HOM#Epache/
modplsql/cfg/
wdbsvr.app
cache.conf ORACLE_HOMEpache/mod_plsql/conf ORACLE_HOM#Eache/
mod_plsql/cfg/
cache.cfg
Oracle9 /AS Web Cache
internal.xml ORACLE_HOM&ebcache Same
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Configuration Files

Table E-1 Important Oracle9iAS Configuration Files (Cont.)

Configuration File Name

Configuration File Location 2

Corresponding File in
Oracle9 i/ Application
Server v1.0.2.x

Oracle9 iAS Portal

targets.xml ORACLE_HOMgysman/emd None

oracle_portal.xml ORACLE_HOMgysman/admin/metadata None

oracle_sso_server.xml

AsynchNotification.properties ORACLE_HOMt#ireless/server/ Same

AsynchRequest.properties classes/oracle/panama/core/admin

Cookies.properties

EncodingSets.properties

Ftp.properties

LocaleToCharsetMap.properties

LocationMark.properties

LocationMark_en_US.properties

MimeTypes.properties

Notification.properties

Provisioning.properties

ProxyFirewall.properties

System.properties

System.properties.templ

UserAgents.properties

persistent.properties

WebBeanProperties.properties ORACLE_HOM#ireless/server/ None
classes/oracle/panama/core/tools/
webbean

XMLXSL.properties ORACLE_HOMt#ireless/server/ Same
classes/oracle/panama/core/xml

YPCategories.xml ORACLE_HOMt#ireless/server/ Same

classes/oracle/panamal/spatial/yp
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Configuration Files

Table E-1 Important Oracle9iAS Configuration Files (Cont.)

Configuration File Name

Configuration File Location 2

Corresponding File in
Oracle9 i Application
Server v1.0.2.x

Oracle9 iAS Discoverer

configuration.xml

ORACLE_HOMEee/OC4J_BI_Forms/
applications/discoverer/web/
WEB-INF/lib

None

viewer_config.xml

ORACLE_HOMEee/OC4J_BI_Forms/
applications/discoverer/web/
viewer_files

None

plus_config.xml

ORACLE_HOM®gee/OC4J_BI_Forms/
applications/discoverer/web/
plus_files

None

portal_config.xml

ORACLE_HOMgee/OC4J_BI_Forms/
applications/discoverer/web/portal

None

pref.txt ORACLE_HOMtscoverer902/util ORACLE HOM#tscwhb4/
util/pref.txt
.reg_key.dc ORACLE_HOMt#scoverer902/bin/.reg ORACLE_HOMftscwhb4/

bin/.reg/.reg_key.dc

Oracle9 J/AS Reports Services

reports_server_name.conf
cgicmd.dat

jdbcpds.conf
proxyinfo.xml
rwbuilder.conf
rwserver.template
rwservlet.properties
textpds.conf

xmipds.conf

ORACLE_HOMtports/conf

None

Oracle9 JAS Clickstream Intelligence

agent.xml
click-apache.conf
click-app.properties
collector-agent.properties

ORACLE_HOMdick/conf

None

Oracle9 iAS Forms Services

default.env

ORACLE_HOMBrms90/server

None

formsweb.cfg

ORACLE_HOMBrms90/server

Same
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Configuration Files

Table E-1 Important Oracle9iAS Configuration Files (Cont.)

Configuration File Name

Configuration File Location

2

Corresponding File in
Oracle9 i/ Application
Server v1.0.2.x

Oracle9 iAS Personalization

web.xml ORACLE_HOMEee/OC4J_BI_Forms/ None
applications/OP/op/WEB-INF
Oracle9 /IAS Unified Messaging
oc4j.properties ORACLE_HOMEee/OC4J_UM/config None
plsql.conf ORACLE_HOMEpache/modplsgl/conf None
mod_osso.conf ORACLE_HOMEpache/Apache/conf None
toolkit.properties ORACLE_HOM#m/client/config None
DBToLDAPMigrationTool.properties ORACLE_HOM#es/calserver/ None
applications/scheduler/
customizations/migrate/addrbookmig
Oracle Process Manager and Notificatio
ons.conf ORACLE_HOMgpmn/conf None
opmn.xml

Oracle9 iAS Single Sign-On Server

dads.conf

ORACLE_HOM#Epache/modplsgl/conf

ORACLE_HOM#&pache/
modplsql/cfg/
wdbsvr.app

plsgl.conf

ORACLE_HOM#Epache/modplsgl/conf

ORACLE_HOM&pache/
modplsql/cfg/
plsgl.conf

1 See warning on page E-2 regarding manually editing Oracle HTTP Server configuration files.

2 Configuration file locations are for UNIX systems. Invert the backslash for Windows locations, except where noted.
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Log Files

Log Files

Table E-2 presents a list of important Oracle9i Application Server log files. Directory
paths are listed in UNIX format; they can be converted to the corresponding
Windows paths by inverting the backslashes.

Table E-2 Important Oracle9iAS Log Files

Log File Location

Description

ORACLE_HOMN#gimin/  sid /*dump/*
ORACLE_HOM#ssistants/opcalinstall.log
ORACLE_HOMt#ebcachellogs/*
ORACLE_HOMtEm/logs/*
ORACLE_HOM#ap/log/*
ORACLE_HOMgpmn/logs/*
ORACLE_HONgysman/log/*
ORACLE_HOM@geel 0OC4J_instance [log/*/*
ORACLE_HoMionfigischemaload.log

ORACLE_HOMtnfigluseinfratool.log

Database creation and related logs.
Portal Configuration.

Webcache logs.

DCM logs.

OID log files.

Apache logs.

EM logs.

J2EE logs for each OC4] Instance.

Contains all schema names associated with
metadata repository.

Use Infrastructure Tool logs.
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DCM Command-Line Utility (dcmctl)

The Distributed Configuration Management (DCM) utility, dcmctl , provides a
command-line alternative to using Oracle Enterprise Manager for some
management tasks. The dcmctl tool uses the same distributed architecture and
synchronization features as Enterprise Manager Web site, thereby providing
identical functionality in a format that is ideal for scripting and automation.

The following sections describe the tasks you can perform using demctl :
«  Overview

« Starting and Stopping

« Managing Application Server Instances

« Managing Components

« Managing Clusters

« Deploying Applications

« Using the dcmctl Shell

« Executing demctl from a Command File
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Overview

Overview

The demctl  utility is located in:

(UNIX) ORACLE_HoON#Em/bin/demctl
(Windows) ORACLE_HOMgem\bin\decmctl

Note: The only type of application server instance that you can
manage with demctl is a J2EE and Web Cache instance type with
Oracle HTTP Server (OHS) and Oracle9iAS Containers for J2EE
(OC4J) configured. If Web Cache is configured, it will be ignored by
dcmctl

In order to run demctl  you must log in to your operating system as the user that
installed Oracle9i Application Server. You can run dcmctl from your operating
system prompt using the following syntax:

demcetl  command| options ]

Table F-1 displays decmctl  help and error information commands.

Table F—-1 Help and Error Commands

Command Description
help View usage information.
getError[  err_number | View a description of the most recent error that occurred
err_name | if no parameter is given. If you provide an error number

or name, the description for that error is displayed. An
example of a valid number is 906007 ; an example of a
valid name is ADMN-906007.

getReturnStatus Print the current status of the last command executed.
The last command must be a command that performs an
operation, not a command that returns state. If the last
command has a failed or unknown state, the -verbose
option will provide more information.
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The following sections describe overall information on how to use dcmctl
« About demctl Commands and Options
« Using demctl in a Clustered Environment

« Passing Parameters to the JVM

About demctl Commands and Options

The demctl  utility supports many commands, which are described in the
subsequent sections of this appendix. Commands are a single word and are not
case-sensitive. Each demctl command supports zero or more options.

Options take the following form:
- option [ argument |

Option names have a long and short form, and are not case-sensitive. There are two
types of demctl  options: target and universal.

Target Options

Table F-2 lists the decmctl target options that define the target on which to apply
the given command. Subsequent sections of this appendix describe which target
options can be used with each command. On hosts with multiple application server
instances, decmctl  determines the target instance as follows:

« Thetarget is all instances in the designated cluster with the -cluster  or -cl
option.

« The target is the instance supplied with the -instance  or -i option.

« Ifacluster or instance is not supplied, then the target is the instance associated
with the -oraclehome universal option.
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« If the cluster, instance, or -oraclehome is not supplied, use the instance
associated with the Oracle home directory in which the dcmctl  executable
resides.

Table F-2 dcmctl Target Options

Option Description
-application app_name Apply the command to the named application
-a app_name
-Cluster cluster_name Apply the command to the named application server
-cl cluster_name cluster
-component comp_name Apply the command to the named component
-C0 comp_name
-componentType type Apply the command to components of the named
-ct type component type. Component type can be ohs, oc4j ,
opmn, or jazn .
-instance inst_name Apply the command to the named application server
-i inst_name instance

Universal Options

Table F-3 lists the dcmctl universal options that define command behavior and can
be used with all commands.

Table F-3 dcmctl Universal Options

Option Description
-debug Print the stack trace if an exception occurs when executing
-d the command
-logdir  directory Save the DCM error log file log.xml  in the named
-l directory directory. The directory can be a full pathname or a

pathname relative to the current directory. The default
directory is ORACLE _HOMd#tm/logs.

-oraclehome  directory Set the Oracle home to the named directory. The default is
-0 directory the Oracle home where the dcmctl  command resides.
-timeout  num_seconds Set the maximum number of seconds to allow for a

-t num_seconds command to complete. The default is 45 seconds.
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Table F-3 dcmctl Universal Options (Cont.)

Option Description
-verbose Print the long version of state and error messages
-V

Using demctl in a Clustered Environment

In order to use dcmctl in a clustered environment, you must have a DCM daemon
associated with every instance in the cluster. You can do this in one of the following
ways:

Start the Oracle Enterprise Manager Web site on each host that contains an
application server instance in your cluster. On each host, log in as the user that
installed Oracle9i Application Server and enter the following command in the
Oracle home of the primary installation (the primary installation is the first
application server or infrastructure installed on the system):

(UNIX) ORACLE_HOMtin/emctl start
(Windows) ORACLE_HOMgin\emctl start

See Also:  "Starting and Stopping the Oracle Enterprise Manager
Web Site" on page 3-9 for more information on starting the Oracle
Enterprise Manager Web site.

On UNIX, you can start the demctl  shell in each application server instance in
the cluster. On each host that contains instances in the cluster, log in as the user
that installed Oracle9i Application Server and execute the following command
in the Oracle home directory for each instance in the cluster:

ORACLE_HoMtgEm/bin/dcmctl shell

To stop the process, use the following command:

demctl> exit

Note that the decmctl shell must stay running in the foreground; do not put it in
the background.
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Passing Parameters to the JVM

You can pass parameters directly to the JVM when executing demctl  through the
ORACLE_DCM_JVM_AR@®vironment variable.

For example, to set up a proxy:

ORACLE_DCM_JVM_ARGS="-DhttpProxy.host= " yourproxyhost.com
-DhttpProxy.port= yourproxyport "
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Starting and Stopping

You can use demctl  to start, stop, restart, and retrieve the status of application
server instances, components, and clusters.

Table F—4 lists the administration commands and their options for starting,
stopping, restarting, and retrieving the status of instances, clusters, or components
within the instance or cluster.

Table F—4 Starting and Stopping Commands and Their Options

Command Description

start [[-cl cluster_name ]| [-i Start the processes indicated. The default is to start the local

instance_name || [-co application server instance only. Refer to Table F-2 for

component_name | | [ -ct type 1] information on the scope parameters. Note that you can choose
to start all application server instances in the cluster (-cl ), the
local application server instance (default), a remote application
server instance (-i ), a single component within the local instance
(-co ), or a component type (ohs, oc4j , or opmn) within an
instance (-ct ). For all options except the -co and -ct options,
OPMN and DCM are started if not already executing.

stop [[-cl cluster_name ]| [-i Stop the processes indicated. See the start command for further

instance_name ]| [-co
component_name | | [ -ct type ]|

restart [[-cl cluster_name ]| [-i
instance_name ]| [-co

component_name | | [ -ct type ]|
shutdown
getstate [[-cl cluster_name ]|

[ instance_name 1]|[-co
component_name ]|

discussion. This does not stop OPMN and DCM.

Restart the processes indicated. See the start command for further
discussion. This will leave OPMN and DCM running.

Stop the local application server instance, including its
components, OPMN, and DCM. This command is appropriate to
run before a system shutdown.

Return the current status of the processes indicated. This
command returns a status of "up” or "down" for the indicated
process.
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Managing Application Server Instances

Table F-5 describes commands that you can use to display information about
application server instances and destroy and resynchronize instances.

Table F-5 Application Server Instance Commands and Their Options

Command

Description

listinstances

whichlnstance

destroyInstance -i
instance_name

listComponents [[-i
instance_name ||
[-cl  cluster_name 1]

resynclnstance
[-force]
[ instance_name ]

Return the names of all instances that belong to the farm as the target instance
and are not part of a cluster. If the target instance does not belong to a farm,
return only the name of the target instance.

Return the name of the target instance.

Remove all information related to the instance from the DCM repository. This
command can be used if an instance was not deinstalled properly using Oracle
Universal Installer. Note that the instance name must be supplied for this
command.

Return a list of component instance names in the application server instance.

Resynchronize the local configuration information for an instance with what is in
the DCM repository. This command can be used if an instance was not able to be
updated due to a system failure, and the instance state is not in sync with the
DCM repository. The -force  option causes an instance to resynchronized with
information from the DCM repository regardless of whether the instance state
indicates that it requires resynchronization.
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Managing Components

Table F-6 describes commands that you can use to manage Oracle HTTP Server and
OC4J instances that reside within a J2EE and Web Cache instance type.

Table F—-6 Component Commands and Their Options

Command

Description

listComponentTypes

getComponentType -co

component_name [-i  instance_name

]

createComponent -ct type -co
component_name

removeComponent -co
component_name

updateConfig [-ct type [, type ]

Return a list of supported component types. The current
supported component types are ohs, oc4j , opmn, and jazn .

Return the type of the component instance.

Create a new component instance of the specified type with the
specified name. Only the oc4j type is allowed.

Remove the specified component from the local instance (and
from the cluster if applicable). Only oc4j component instances
can be removed.

Update the DCM repository with configuration changes made by
manually editing the component configuration files. The
componentType indicates the component type that has been
edited (ohs, oc4j , opmn, or jazn ). The default is both
component types.
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Managing Clusters

Table F-7 describes commands that you can use to manage application server

clusters.

Table F-7 Cluster Commands and Their Options

Command Description

createCluster -cl cluster_name Create a cluster with the indicated name in the farm.

removeCluster -cl cluster_name Remove the cluster and destroy all information about the cluster
in the DCM repository. A cluster must contain zero instances
when it is removed.

listinstances [-cl cluster_name ] Return a list of application server instances in the cluster. If no
cluster is supplied, list instances that are not in a cluster.

listClusters Return a list of cluster names in the farm that is associated with
this host.

whichCluster [-i instance_name | Return the name of the cluster that contains the supplied
instance.

isClusterable [-i instance_name ] Determine if an application server instance is eligible for
clustering. Only J2EE and Web Cache instance types with HTTP
Server and OC4J configured are eligible. Note that the
-verbose  option will describe why an instance is not eligible
for clustering.

isCompatible -cl cluster_name  [-i Determine if an application server instance is compatible with a

instance_name |

joinCluster -cl cluster_name
[ instance_name ]

cluster, and therefore eligible to join the cluster. Note that the
-verbose  option will describe why an instance is not
compatible with a cluster.

Add the indicated instance to the specified cluster. An instance is
stopped after being added to a cluster and you can manually
start it.
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Table F—7 Cluster Commands and Their Options (Cont.)

Command Description

leaveCluster [-i instance_name | Remove the indicated instance from the cluster. An instance is
stopped after being removed from a cluster and you can
manually start it.

updateConfig [-ct type ] Update the DCM repository and other members of the cluster
with configuration changes made by manually editing the
component configuration files. The componentType indicates
the component type that has been edited (ohs, oc4j , or opmn).
The default is all component types.

resyncinstance [-force] Resynchronize an application server instance with other

[ instance_name ] instances in the cluster. This command can be used after a
synchronization operation failed. For example, if you deployed
an application across a cluster, and one instance was not able to
deploy the application due to insufficient disk space, you could
correct the disk space problem and run this command to
redeploy the application across all instances. The -force
option causes an instance to resynchronize with information
from the DCM repository regardless of whether the instance
state indicates that it requires resynchronization.
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Deploying Applications
This section describes commands for deploying, redeploying, and undeploying
OC4)J applications.

On hosts with multiple OC4J instances, dcmctl  determines the target OC4J
instance as follows:

If an OC4J instance is specified with the -co target option, apply the operation
to that OC4J instance within the associated application server instance. The
application server instance is determined first by the -oraclehome  option, and
second by the Oracle home directory in which the demctl  executable resides. If
the application server instance is part of a cluster, apply the operation to all
OC4J instances with the specified hame within the cluster.

If the -co target option is not supplied, apply the operation to all OC4J
instances within the associated application server instance. The application
server instance is determined first by the -oraclehome option, and second by
the Oracle home directory in which the demctl  executable resides. If the
application server instance is part of a cluster, apply the operation to all OC4J
instances within the cluster.

Table F-8 Deployment Commands and Their Options

Command Description
deployApplication -file name Deploy an application to the current instance using the WAR
-a app_name[-co  comp_namé [-rc or EAR file supplied with the -file  option. The application

root_context ]

name is assigned to the application for administrative
purposes. The name used to access the application from the
Web is still the name supplied in the EAR file. The -rc

option is required if the application is a WAR file. Do not use
the -rc  option when deploying an EAR file

redeployApplication -file name Redeploy an application to the current instance using the

-a app_name [-co

root_context |

comp_namd [-rc WAR or EAR file indicated by the -file  option and
associate the indicated name as the name of the application
for administrative purposes. The -rc  option is required if
the application is a WAR file. Do not use the -rc  option
when deploying an EAR file
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Table F-8 Deployment Commands and Their Options (Cont.)

Command

Description

undeployApplication

Undeploy the indicated application.

-a app_name[-co  comp_namé

listApplications -co
cluster_name ] |[-i

validateEarFile -file

comp_name [[-cl Return a list of the applications deployed within the
instance_name || indicated OC4J component. Note that this command allows
you to specify an instance or cluster that contains the OC4J
component.
simple_ear_file Determine if the supplied EAR file is J2EE compliant. In

order to run this command, you must set up your proxy so
that Document Type Definitions (DTDs) may be reached on
the Web.

See Also: "Passing Parameters to the JVM" on page F-6 for
more information.

Saving a Backup

Table F-9 lists commands that you can use to back up your application instance,
including clustering information, configuration, and applications deployed.

Table F-9 Backup Commands and Their Options

Command

Description

savelnstance
-dir  directory_name

restorelnstance
[-dir  directory_name

resetFileTransaction

]

Save the configuration and application information of the current instance to
the designated directory. Create the directory if it does not exist. If it does
exit, then the specified directory must be empty. This command can be used
to save current configuration settings and installed J2EE applications before
making configuration changes. You can then back out of the changes, if
necessary, using the restorelnstance command.

Restore the configuration and application information from the specified
directory for this instance. If no directory is specified, then the instance is
restored to the configuration set at install time. This command causes the
instance to be shut down. If the instance is a member of a cluster, it is
removed from the cluster before the information is restored.
Restorelnstance does not effect the configuration of the other members
of the cluster.

When using a file-based repository for your application instance, it may
leave uncommitted information in the repository if an operation is
interrupted (control-C). This command blocks all subsequent updates to the
repository, cleans up uncommitted data, and reopens the repository for
update.

DCM Command-Line Utility (dcmctl) F-13



Using the demctl Shell

Using the dcmctl Shell

You can execute demctl commands from within the demctl  shell. To start the
dcmctl  shell, type:

demctl shell

The following is a sample session using the demctl  shell:

demctl shell

demctl> createcluster testcluster

demctl> joincluster testcluster

demctl> createcomponent -ct oc4j -co componentl

demctl> start -co componentl

demctl> deployapplication -f /stage/apps/appl.ear -a appl -co componentl
demctl> start -cl testcluster

demctl> getstate

demctl> exit

Note: You can repeat any command within the decmctl  shell
using the ' command.

Executing decmctl from a Command File

You can execute demctl  commands from a script file using the following

command:
demctl shell -f script_file_name
For example, create a file called testFile.cmd containing the following lines:

# this is a comment in a decmctl command file
echo "creating testcluster”

createcluster testcluster

echo "joining testcluster”

joincluster testcluster

echo "creating component component1"
createcomponent -ct oc4j -co componentl
echo "starting component to deploy application”
start -co componentl

echo " deploying application”
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deployapplication -f /stage/apps/appl.ear -a appl -co componentl
echo "starting the cluster"

start -cl testcluster

echo "verifying everything started "

getstate

exit

Execute testFile.cmd using the following command:

demctl shell -f testFile.cmd
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Enterprise Manager Command-Line Utility
(emctl)

The emctl utility can be used to start, stop, and manage security for the Enterprise
Manager Web site. Table G-1 contains a summary of emctl commands.

See Also:  Chapter 3, "Introduction to Administration Tools" for
more information about emctl

The emctl command is located at:

(UNIX) ORACLE_HOMEBbin/emct|
(Windows) ORACLE_HOM#n\emctl
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Table G-1 emctl Commands and Options

Command Description
emctl start Start the Enterprise Manager Web site.
emctl stop Stop the Enterprise Manager Web site (requires ias_admin

emctl status
emctl set password new_password
emctl authenticate password

emctl ssl test

emctl ssl off

emctl set ssl password
old_password new_password

emctl gencertrequest

emctl installcert -ca
certificate_authority_cert_path

emctl installcert -cert
SSL_server_site_cert_path

password).

Verify the status of the Enterprise Manager Web site.

Reset the ias_admin password.

Verify that the supplied password is the ias_admin password.

Enable SSL for the Enterprise Manager Web site in a testing
environment.

Disable SSL for the Enterprise Manager Web site in a testing
environment.

Set a password to protect an SSL Server Site Certificate. The initial
default password is welcome .

Generate a request for a new SSL Server Site Certificate

Install a Certificate Authority Certificate where
certificate_authority_cert_path is the full path to the
certificate.

Install an SSL Server Site Certificate where
SSL_server_site_cert_path is the full path to the certificate.
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Backup and Restore

To ensure that you can make a full recovery from media failures, you should
perform regular backups of the following:

Application Server and Infrastructure Oracle Homes
Oracle Internet Directory
Metadata Repository

Customer Databases
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Application Server and Infrastructure Oracle Homes

You should perform regular backups of all files in the Oracle home of each
application server and infrastructure installation in your enterprise using your
preferred method of filesystem backup.

Oracle Internet Directory

Oracle Internet Directory offers command-line tools for backing up and restoring
the Oracle Internet Directory schema and subtree.

See Also:  Oracle Internet Directory Administrator’s Guide for
information on backing up and restoring Oracle Internet Directory

Metadata Repository

The metadata repository is an Oracle9i Enterprise Edition Database that you can
back up and restore using several different tools and operating system commands.

See Also:  Oracle9i Backup and Recovery Concepts for an
introduction to Oracle9i backup and recovery strategies and tools

Customer Databases

You should perform regular backups of each customer database using the tools
available for that particular version of the database.

See Also: Database documentation for the version of each
customer database.
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Checking Oracle9 /AS Version Numbers

You can view Oracle9iAS version numbers in the following ways:

« Launch Oracle Universal Installer by executing
ORACLE_HOMtin/runinstaller , and click Installed Products.

« On Unix, you can also enter the following commands:

cd $ ORACLE_HOMBventory
Is -d Components*/*/*

Checking Oracle9iAS Version Numbers

-1
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web.xml, E-6

Oracle9iAS Portal, E-4
oracle_portal.xml, E-4
oracle_sso_server.xml, E-4
targets.xml, E-4

Oracle9iAS Reports Services, E-5
cgicmd.dat, E-5
jdbcpds.conf, E-5
proxyinfo.xml, E-5
reports_server_name.conf, E-5
rwbuilder.conf, E-5
rwserver.template, E-5
rwservlet.properties, E-5
textpds.conf, E-5
xmlpds.conf, E-5

Oracle9iAS Single Sign-On, E-6
dad.conf, E-6
plsgl.conf, E-6

Oracle9iAS Unified Messaging, E-6
DBToLDAPMigrationTool.properties,
mod_osso.conf, E-6
oc4j.properties, E-6
plsql.conf, E-6
toolkit.properties, E-6

Oracle9iAS Web Cache, E-3
internal_admin.xml, E-3
internal.xml, E-3
webcache.xml, E-3

E-6
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Oracle9iAS Wireless

AsynchNotification.properties,

AsynchRequest.properties,
Cookies.properties, E-4
EncodingSets.properties,
Ftp.properties, E-4

LocalToCharsetMap.properties,
LocationMark_en_US.properties,

LocationMark.properties,
MimeTypes.properties, E

E-4

E-4

E-4
-4

Notification.properties, E-4

persistent.properties, E-4

Provisioning.properties, E-4

ProxyFirewall.properties,
System.properties, E-4
System.properties.templ,

E-4

E-4

UserAgents.properties, E-4
WebBeanProperties.properties,

XMLXSL.properties, E-4
YPCategories.xml, E-4
server.xml file, 8-5
configuration.xml, E-5
configuring, 6-1
infrastructure, 2-9
0OC4)
manual editing, 6-2
Oracle HTTP Server, 6-3

adding access file log, 6-7

changing access log properties,
changing error log properties,

connection handling, 6-9
creating DAD, 6-11

editing server configuration files,

managing client request, 6-9

manual editing, 6-2
modifying document root,
modifying group, 6-4
modifying user, 6-4
specifying listener port, 6
Oracle Management Server,
Oracle9iAS Web Cache, 6-23
overview, 6-2
connection handling, 6-9
connection metrics, 9-4
connection rerouting, 13-3
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6-4
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3-21

Cookies.properties, E-4
CPU, B-2
usage, 9-8,9-13
create users, 12-11
createCluster, F-10
createComponent, F-9
creating
Database Access Descriptor, 6-11
OC4J instance, 6-21
custom, 13-11
environment, 13-11
gid, 13-11
maxRetry, 13-11
num_of _proc, 13-11
prop, 13-12
start, 13-11
custom user manager, 8-8
customer database, 2-11
backup and restore, H-2

D

dad.conf, E-3,E-6
dafault.env, E-5
data served, 9-13
Database Access Descriptor
creating, 6-11
DBToLDAPMigrationTool.properties,
DCM, 14-12,C-2
clustering, 14-13
command-line utility, F-1
metadata repository schemas, C-2
overview, F-1
role in clustering, 14-12
dcmctl, 14-13,F-1
aapp_name, F-4
administration, F-7
application, F-4
backup, F-13
cluster, F-4
cluster capabilities, F-5
clustered environment, F-5
command overview, F-3



commands and options, F-3
target options, F-3
universal options, F-4

component, F-4

componentType, F-4

createCluster, F-10

createComponent, F-9

DCM utility, F-1

debug, F-4

deployApplication, F-12

deploying applications, F-12

destroylnstance, F-8

executing from command file, F-14

execution from a file, F-14

execution from a shell, F-14

getComponentTypes, F-9

getError, F-2

getError command, F-2

getReturnStatus, F-2

getstart, F-7

help, F-2

help command, F-2

instance, F-4

isClusterable, F-10

isCompatible, F-10

joinCluster, F-10

leaveCluster, F-11

listApplications, F-13

listClusters, F-10

listComponents, F-8

listComponentTypes, F-9

listinstances, F-8, F-10

logdir, F-4

managing
application server instances, F-8
clusters, F-10
components, F-9

managing clusters, F-10

managing components, F-9

managing instances, F-8

oraclehome, F-4

overview, F-2

passing parameters, F-6

passing parameters to JVM, F-6

redeployApplication, F-12

removeCluster, F-10
removeComponent, F-9
resetFileTransaction, F-13
restart, F-7
restorelnstance, F-13
resynclnstance, F-8, F-11
savelnstance, F-13
saving a backup, F-13
shutdown, F-7
start, F-7
starting, F-7
stop, F-7
stopping, F-7
target option list, F-3
timeout, F-4
undeployApplication, F-13
universal option list, F-4
updateConfig, F-9, F-11
using demctl shell, F-14
validateEarFile, F-13
verbose, F-5
whichCluster, F-10
whichlnstance, F-8
dcmctl shell, F-14
death detection, 13-2
debug, F-4
debugging
0OC4), 14-38

delegated administrative service, 12-8

delete users, 12-11
deleting
OC4lJ instance, 6-22
deploy EAR file, 8-2
deploy WAR file, 8-2
deployApplication, F-12
deploying
applications, 8-1
J2EE applications, 8-2
basic deployment, 8-3
Petstore Web Application Demo,

recovering from deployment errors,

deployment
error recovery, 8-13
deployment errors, 8-13

8-13
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designing
application server enterprise, 2-18
destroylnstance, F-8
developer Kits
memory requirement, B-3
directives
AplServGroup, 6-14
ApJServGroupMount, 6-15
ApJlServGroupSercetKey, 6-15
AplServManual, 6-14
port, 6-13
Discoverer
starting, 5-12
stopping, 5-12
DISCOVERER5, C-2
discovering targets, 3-26
disk space, B-2
DISPLAY, 3-9

Distributed Configuration Management,
Distributed Configuration Management, see DCM

document root, 6-4

DSGATEWAY, C-3

DSSYS, C-3

Dynamic Configuration Management,
dynamically generated content, 13-4

E

EAR file

creation, 8-3

structure, 8-3

used in deployment, 8-3
edit user properties, 12-11
editing

server configuration files, 6-10
EJB

deployment, 8-3

replication, 14-34

EJB application state replication, 14-33
EJB replication configuration in application

JAR, 14-34

emctl, 3-10, G-1
authenticate password, G-2
gencertrequest, G-2
installcert, G-2
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set password, G-2

set ssl password, G-2

ssl off, G-2

ssl test, G-2

start, 3-10, G-2

status, 3-10, G-2

stop, 3-10, G-2
EncodingSets.properties, E-4
end of call replication, 14-34
Enterprise JavaBeans, see EJB
entity bean replication

configuring, 14-34
error log properties

changing, 6-6
error metrics, 9-4

E
failover, 13-2,13-3
farms, 2-28
fault tolerance, 13-2
files
configuration, E-1
log, E-1
Forms

starting, 5-12

stopping, 5-12
formsweb.cfg, E-5
Ftp.properties, E-4

G

getComponentTypes, F-9
getError, F-2
getReturnStatus, F-2
getstart, F-7

gid, 13-7,13-8,13-11
group, 6-5



H

hardware load balancer, 14-8
hardware requirements, B-2
CPU, B-2
disk space, B-2
monitor, B-2
swap space, B-2

TMP, B-2
heap
usage, 9-8

high availability, 13-1
architecture, 13-5
benefits, 13-2
connection rerouting, 13-3

death detection and restart, 13-2

failover, 13-2

fault tolerance, 13-2
failure scenarios, 13-17

0OC4J), 13-19

OPMN, 13-20

Oracle HTTP Server, 13-17
introduction, 13-2
Oracle9iAS Web Cache, 13-3

auto-restart, 13-4

cache clusters, 13-4

dynamically generated content,

failover, 13-3

load balancing, 13-3

surge protection, 13-4

httpd.conf, E-3

13-4

1IOP

port numbers, D-2
inCompatible, F-10
Infrastructure

memory requirement, B-3
infrastructure, 2-7

basic administration, 11-2

backing up and restoring, 11-3

starting and stopping, 11-2
managing, 11-1
instance, 11-3

metadata repository, 11-7
Oracle Internet Directory, 11-7

Oracle9iAS Single Sign-On, 11-4

metadata repository
changing password, 11-8

installation and configuration, 11-7

starting and stopping, 11-8
Oracle Internet Directory

starting and stopping, 11-12
Oracle9iAS Single Sign-On

accessing single sign-on server,

administrators, 11-5

11-6

installation and configuration, 11-5

multilingual support, 11-6
starting, 5-20, 5-23
infrastructure oracle homes
backup and restore, H-2
install types, 2-3

Business Intelligence and Forms, 2-4

J2EE and Web Cache, 2-4

Portal and Wireless, 2-4

Unified Messaging, 2-4
installation

application server, 2-3
installing

application server enterprise, 2-21

Intelligent Agent, 3-19

Oracle Enterprise Manager Console,

Oracle Management Server, 3-20
instanceName, 13-8
instance-specific parameters, 14-26
Intelligent Agent

installing, 3-19

starting, 3-21

stopping, 3-21
internal_admin.xml, E-3
internal.xml, E-3
Internet File System

starting, 5-12

stopping, 5-12
isClusterable, F-10
island, 13-9
islands, 14-18

3-20
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J2EE and Web Cache
memory requirement, B-3
restarting, 5-7
starting, 5-7
stopping, 5-7
J2EE applications
deployment, 8-2
undeploying, 8-13
java object cache
port numbers, D-3
java-bin, 13-9
java-option, 13-9
JAZN LDAP user manager, 8-7
JAZN xml user manager, 8-7
jdbcpds.conf, E-5
JMS
port numbers, D-2
JMS port, 13-9
joinCluster, F-10
JServ
automatic mode, 6-17
coexistence with OC4J, 6-19
configuration files, E-3
directive reference, 6-13
jserv.conf, 6-14
jserv.properties, 6-13
enabling, 6-12
manual mode, 6-18
mod_oprocmgr, 6-16
0OC4), 6-19
starting, 5-13
stopping, 5-13
jserv.conf, E-3
port, 6-14,6-15
jserv.properties, E-3
port, 6-13
JSP pages
deployment, 8-3
VM, F-6

K

KWALKER, C-4
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leaveCluster, F-11
listApplications, F-13
listClusters, F-10
listComponents, F-8
listComponentTypes, F-9
listener port

specifying, 6-5
listinstances, F-8, F-10
load balancing, 13-3
LocalToCharsetMap.properties, E-4
LocationMark_en_US.properties, E-4
LocationMark.properties, E-4
log files, E-1
logdir, F-4
log-file, 13-7,13-16

M

magic, E-3
manageability, 14-4
managing
application server enterprise, 2-24
application server instances in a cluster,
adding, 14-29
removing, 14-30
infrastructure, 11-1
Oracle9iAS clusters, 14-26
Oracle9iAS Single Sign-On, 11-4
security, 12-1
manifest file, 8-3
maxRetry, 13-7,13-8, 13-11
memory
usage, 9-8,9-13
memory requirements, B-3
developer kits, B-3
Infrastructure, B-3
J2EE and Web Cache, B-3
metadata repository, 2-7
backup and restore, H-2
changing password, 11-8
component configuration dependencies,
installation and configuration, 11-7
managing, 11-7

14-29

7-24



schemas, C-1 connection, 9-4

starting and stopping, 11-8 error, 9-4
metadata repository schemas system usage, 9-3
DCM, C-2 mime.types, E-3
Oracle Certificate Manager, C-2 MimeTypes.properties, E-4
OCM_DB_ADMIN, C-2 mod_oc4j, 13-5
Oracle Enterprise Manager, C-3 mod_oc4j.conf, E-3
OEM_REPOSITORY, C-3 mod_oprocmgr, 6-16
Oracle Internet Directory, C-3 mod_jserv, 6-16
oDs, C-3 mod_oradav
ODSCOMMON, C-3 configuration files, E-3
Oracle Workflow, C-4 mod_osso.conf, E-6
Oracle9iAS Clickstream Intelligence, C-2 mod_plsql
CLKANA, C-2 configuration files, E-3
CLKRT, C-2 moddav.conf, E-3
Oracle9iAS Discoverer, C-2 modifying
DISCOVERER5, C-2 document root setting, 6-4
Oracle9iAS InterConnect, C-2 group setting, 6-4
OAIHUB9020, C-2 user settings, 6-4
Oracle9iAS Portal, C-3 monitoring
PORTAL, C-3 0OC4), 9-1,9-6
PORTAL_APP, C-3 application pages, 9-9
PORTAL_DEMO, C-3 OC4) Home Page, 9-6
PORTAL_PUBLIC, C-3 Oracle HTTP Server, 9-1,9-2
Oracle9iAS Single Sign-On, C-3 metrics page, 9-3
ORASSO, C-3 module metrics page, 9-5
ORASSO_PA, C-3 Oracle HTTP Server Home Page, 9-2
ORASSO_PUBLIC, C-3 response and load metrics page, 9-5
Oracle9iAS Syndication Server, C-3 Oracle9iAS Web Cache, 9-1, 9-11
DSGATEWAY, C-3 activity page, 9-14
Oracle9iAS Web Services, C-3 application Web servers page, 9-16
DSSYS, C-3 Oracle9iAS Web Cache Home Page, 9-12
UDDISYS, C-3 popular cached documents page, 9-18
Oracle9iAS Wireless, C-4
BLEWIS, C-4 N
CDOUGLAS, C-4
KWALKER, C-4 Notification.properties, E-4
OWF MGR, C-4 num_of proc, 13-11
SYSA_DMIN, C-4 number of cached documents, 9-13
WFADMIN, C-4 numProcs, 13-8
SCOTT, C-2
SYS, C-2
SYSTEM, C-2
method execution rate, 9-9, 9-11
metrics
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OAIHUB9020, C-2
0OC4)

application example, 8-10

clustering role, 14-17

coexistence with JServ, 6-19

configuration, 6-21

configuration tasks, 6-22

creating instance, 6-21

debugging, 14-38

demos, 4-8

instance

deleting, 6-22

JServ, 6-19

port numbers, D-2
ocdj, 13-8

config-file, 13-9

gid, 13-8

instanceName, 13-8

island, 13-9

java-bin, 13-9

java-option, 13-9

maxRetry, 13-8

numProcs, 13-8

oc4j-option, 13-9

port, 13-9

prop, 13-10

timeout, 13-8
OC4Jinstance, 14-15

configuring

clustering, 14-31

OC4] instance-specific parameters, 14-37, 14-38
OC4] process, 14-17
oc4j-option, 13-9
ocdj.properties, E-6
OC4J-ready Pet Store Demo, 8-10
OCM_DB_ADMIN, C-2
OoDS, C-3
ODSCOMMON, C-3
OEM_REPOSITORY, C-3
OEM_RESPOSITORY’, 11-9
ohs, 13-7

gid, 13-7

maxRetry, 13-7
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timeout, 13-8
ons.conf, E-6
open connections, 9-13
JDBC, 9-8
OPMN, 13-6,14-13
component configuration dependencies,
configuration files, E-6
Oracle Notification System, 13-6
Oracle Process Manager, 13-6
role in clustering, 14-13
opmn.xml, E-6
Oracle Certificate Manager
metadata repository schemas, C-2
Oracle Directory Manager, 12-8
Oracle Enterprise Manager, A-4
clustering
configuration tree, 14-21
configuration assistant, 3-22
starting, 3-23
Console, 3-18, A-4
metadata repository schemas, C-3
port numbers, D-4
three-tier framework, 3-19
installing, 3-19
Web site, A-4

7-10

Oracle Enterprise Manager Console, 3-18, A-4

installing, 3-20
starting, 3-25
using, 3-25

Oracle Enterprise Manager Web site, 3-2, A-4

introduction, 3-3
locating the UNIX process ID, 3-11
security, 3-13
using SSL, 3-13, 3-14
starting, 3-9
stopping, 3-9, 3-10, 3-11
using console, 3-28
viewing, 3-4
Oracle HTTP Server, A-4
clustering role, 14-15
component configuration dependencies,
configuration files, E-3
connection handling, 6-9
creating DAD, 6-11
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editing
server configuration file, 6-10
managing client request, 6-9
port numbers, D-3
Oracle HTTP Server instance-specific
parameters, 14-38
Oracle Internet Directory, 2-7, A-4
adding user to group, 12-12
administering groups, 12-13
in a new Oracle Internet Directory, 12-13
in an existing Oracle Internet
Directory, 12-14
administering users, 12-11
administrative privileges, 12-16
backup and restore, H-2
changing component schema user
passwords, 10-5
changing instance password, 12-21
component configuration dependencies, 7-21
creating user, 12-11
delegating administration tasks, 12-9
determining group’s privileges, 12-15
existing, 12-3
group details, 12-14
ias_admin user, 12-5
in Oracle9iAS, 12-3
installing and configuring Oracle9iAS, 12-16
managing, 11-7
metadata repository schemas, C-3
modifying password policies, 12-18
modifying, 12-19
password policies, 12-18
viewing, 12-18
modifying user passwords, 12-20
modify orcladmin password, 12-20
new and existing instances, 12-3
newly created, 12-3
port numbers, D-5
starting and stopping, 11-12
superuser and administrators, 12-4
tasks, 12-6
tools, 12-7
upgrading, 12-17
Oracle Management Server, 2-7
configuring, 3-21

installing, 3-20
port numbers, D-4
starting, 3-24
stopping, 3-24
Oracle Notification System, 13-6
configuring, 13-15
sample configurations, 13-16
Oracle Process Management and
Notification, 14-7, 14-13
Oracle Process Management Notification, see
OPMN
Oracle Process Manager, 13-6
configuring, 13-7
process-manager, 13-7
sample configurations, 13-12
Oracle Workflow
metadata repository schemas, C-4
port numbers, D-5
oracle_apache.conf, E-3
oracle_portal.xml, E-4
oracle_sso_server.xml, E-4
Oracle9i Application Server
components
Oracle Enterprise Manager, A-4
Oracle HTTP Server, A-4
Oracle Internet Directory, A-4
Oracle9iAS Clickstream Intelligence, A-1
Oracle9iAS Containers for J2EE, A-1
Oracle9iAS Discoverer, A-1
Oracle9iAS Forms Services, A-2, A-3
Oracle9iAS InterConnect, A-2
Oracle9iAS Personalization, A-2, A-3
Oracle9iAS Portal, A-2
Oracle9iAS Reports Services, A-2
Oracle9iAS Unified Messaging, A-3
Oracle9iAS Web Cache, A-3
Oracle9iAS Web Services, A-3
Oracle9iAS Wireless, A-3
configuring
install components metadata into customer
database, 4-4
unconfigure and configure components, 4-4
version numbers, 1-1
Oracle9i AS Single Sign-On
component configuration dependencies, 7-17
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Oracle9iAS administration
documentation, 4-2
tools, 3-1
Oracle9iAS administrative tools
Oracle Enterprise Manager Web site, 3-2
Oracle9iAS Clickstream Collector Server
port numbers, D-2
Oracle9iAS Clickstream Execution Engine
port numbers, D-2
Oracle9iAS Clickstream Intelligence, A-1
configuration files, E-5
metadata repository schemas, C-2
port numbers, D-2
Oracle9iAS Clickstream Intelligence Viewer
port numbers, D-2
Oracle9iAS Clickstream Runtime Administrator
port numbers, D-2
Oracle9iAS Component Home Page, 3-8
Oracle9iAS components
restarting, 5-9
starting, 5-9
stopping, 5-9
Oracle9iAS Containers for J2EE, A-1
Oracle9iAS Developer Kits
demos, 4-8
Oracle9iAS Discoverer, A-1
configuration files, E-5
demos, 4-9
metadata repository schemas, C-2
port numbers, D-2
Oracle9iAS Farm Home Page, 3-7
Oracle9iAS Forms Services, A-2
configuration files, E-5
demos, 4-9
port numbers, D-2
Oracle9iAS Instance Home Page, 3-5
Oracle9iAS InterConnect, A-2
metadata repository schemas, C-2
Oracle9iAS Personalization, A-2, A-3
configuration files, E-6
Oracle9iAS Portal, A-2
configuration files, E-4
demos, 4-9
metadata repository schemas, C-3
port numbers, D-3
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Oracle9iAS Reports Services, A-2

configuration files, E-5
demos, 4-9
port numbers, D-3

Oracle9iAS Single Sign-On, 2-7,

A-3

accessing single sign-on server, 11-6

administrators, 11-5
clustering, 14-35
configuration files, E-6

installation and configuration,

managing, 11-4

metadata repository schemas,

multilingual support, 11-6
port numbers, D-3
Oracle9iAS Syndication Server
metadata repository schemas,
Oracle9iAS Unified Messaging,
configuration files, E-6
port numbers, D-4
IMAP4, D-4
IMAP4-SSL, D-4
NNTP, D-4
NNTP-SSL, D-4
POP3, D-4
POP3-SSL, D-4
SMTP, D-4
Oracle9iAS Web Cache, A-3
clustering, 14-10
configuration files, E-3
configuring, 6-23
demos, 4-8
memory, B-3
port numbers, D-4
Oracle9iAS Web Services, A-3
demos, 4-8
metadata repository schemas,
Oracle9iAS Welcome Page
viewing, 4-2
Oracle9iAS Wireless, A-3
demos, 4-9
metadata repository schemas,
port numbers, D-4
oraclehome, F-4
ORASSO, C-3
ORASSO_DS, C-3
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C-3
A-3

C-3
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ORASSO_PA, C-3
ORASSO_PS, C-3
ORASSO_PUBLIC, C-3
orcladmin, 12-20

out of memory error, 8-13
OWF_MGR, C-4

P

parameters
instance-specific, 14-26
OC4] instance-specific, 14-37, 14-38
Oracle HTTP Server instance-specific, 14-38
path, 13-8
persistent.properties, E-4
Pet Store Web Application demo, 8-10
plsql.conf, E-6
plus_config.xml, E-5
port, 13-9,13-15
local, 13-15
remote, 13-15
request, 13-15
port allocation, 2-22
port conflicts, 4-3
port numbers, D-1
IIOP, D-2
OC4), D-2
AJP, D-2
HTTP listener, D-2
JMS, D-2
RMI, D-2
Oracle Enterprise Manager, D-4
administration, D-4
Intelligent Agent, D-4
Oracle HTTP Server, D-3
java object cache, D-3
JServ servlet, D-3
non-SSL, D-3
Oracle Notification Service local port, D-3

Oracle Notification Service remote port, D-3
Oracle Notification Service report port, D-3

Oracle Notification Service requested
port, D-3
SSL, D-3
Oracle Internet Directory, D-5

non-SSL, D-5

SSL, D-5
Oracle Internet File System, D-5

AFP, D-5

CUP, D-5

domain controller, D-5

domain controller and nodes, D-5

FTP, D-5

HTTP node, D-5

IMAP, D-5

IMAP4-SSL, D-5

LDAP-non-SSL, D-5

LDAP-SSL, D-5

main node, D-5

NFS, D-5

serviet, D-5

SMB, D-5

SMTP, D-5

WCP, D-5
Oracle Management Server, D-4
Oracle Workflow, D-5

TNS, D-5
Oracle9iAS Clickstream Collector Server, D-2
Oracle9iAS Clickstream Execution Engine, D-2
Oracle9iAS Clickstream Intelligence, D-2
Oracle9iAS Clickstream Intelligence

Viewer, D-2
Oracle9iAS Clickstream Runtime

Administrator, D-2
Oracle9iAS Discoverer, D-2
Oracle9iAS Forms Services, D-2
Oracle9iAS Portal, D-3
Oracle9iAS Reports Services, D-3

Visigenics CORBA, D-3
Oracle9iAS Single Sign-On, D-3
Oracle9iAS Unified Messaging, D-4

IMAP4, D-4

IMAP4-SSL, D-4

NNTP, D-4

NNTP-SSL, D-4

POP3, D-4

POP3-SSL, D-4

SMTP, D-4

Index-13



Oracle9iAS Web Cache, D-4
administration, D-4
HTTP Listen non-SSL, D-4
HTTP Listen SSL, D-4
Oracle9iAS Wireless, D-4
integration server, D-4
sorted by component, D-2
sorted by port numbers, D-6

SQL*Net, D-3
port ranges, D-1
PORTAL, C-3
Portal

component configuration dependencies,
starting, 5-13
stopping, 5-13
PORTAL_APP, C-3
portal_config.xml, E-5
PORTAL_DEMO, C-3
PORTAL_PUBLIC, C-3
postinstallation tasks, 4-1
check port conflicts, 4-3
complete component configuration, 4-4
run demos, 4-7
OC4), 4-8
Oracle HTTP Server, 4-7
Oracle9iAS Developer Kits, 4-8
Oracle9iAS Discoverer, 4-9
Oracle9iAS Forms Services, 4-9
Oracle9iAS Portal, 4-9
Oracle9iAS Reports Services, 4-9
Oracle9iAS Web Cache, 4-8
Oracle9iAS Web Services, 4-8
Oracle9iAS Wireless, 4-9
viewing Oracle9iAS Welcome Page, 4-2
pref.txt, E-5
process-manager, 13-7
log-file, 13-7
oc4j, 13-8
ohs, 13-7
prop, 13-10, 13-12
provider groups
component configuration dependencies,
Provisioning.properties, E-4
ProxyFirewall.properties, E-4
proxyinfo.xml, E-5
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reconfiguring
application server enterprise, 2-29
redeployApplication, F-12
.reg_key.dc, E-5
removeCluster, F-10
removeComponent, F-9
replicating application state, 14-18
reports_server_name.conf, E-5
request processing time, 9-8, 9-10
requests per second, 9-8, 9-10, 9-13
resetFileTransaction, F-13
resetlASpasswd.sh, 12-21
restart, F-7
restarting, 5-4
application server, 5-4
command line
J2EE and Web Cache, 5-7
components, 5-9
using component home page, 5-9
using instance home page, 5-9
Oracle9iAS components, 5-9
restore, H-1
restorelnstance, F-13
resyncinstance, F-8, F-11
RMI
port numbers, D-2
RMP port, 13-9
run demos, 4-7
rwbuilder.conf, E-5
rwserver.template, E-5
rwservlet.properties, E-5

S

sample application server enterprise designs,
sample certificate requests, 3-16
sample SSL certificate, 3-17
savelnstance, F-13
scalability, 14-2
schemas
metadata repository, C-1
SCOTT, 11-9,C-2

2-13



security, 12-1
Oracle Enterprise Manager Web site, 3-13
Oracle Internet Directory, 12-2
adding user to group, 12-12
administering groups, 12-13
administering users, 12-11
administrative privileges, 12-16
changing component schema user
passwords, 10-5
changing instance passwords, 12-21
creating user, 12-11
delegating administration tasks, 12-9
determining group’s privileges, 12-15
group details, 12-14
ias_admin user, 12-5
in Oracle9iAS, 12-3
installing and configuring Oracle9iAS,
modifying password policy, 12-18
modifying user passwords, 12-20
new and existing instances, 12-3
subscribe and enterprise, 12-2
superuser and administrators, 12-4
tasks, 12-6
tools, 12-7
upgrading, 12-17
server configuration files
editing, 6-10
server.xml file, 8-5
servlet engine process, 6-16
servlets
deployment, 8-3
setting
DISPLAY, 3-9
shutdown, F-7
Single Sign-On
starting, 5-13
stopping, 5-13
size of cached documents, 9-13
specifying
listener port, 6-5
SQL*Net
port numbers, D-3
srm.conf, E-3
ssl, 13-15
enabled, 13-15

HTTP Server start mode, 13-8
wallet-file, 13-15
wallet-password, 13-15

starting, 5-4
application server, 5-4
BC4J), 5-12

command line
J2EE and Web Cache, 5-7
0C4J), 5-10,5-11
Oracle HTTP Server, 5-10, 5-11
Web Cache, 5-10, 5-11
component dependencies, 5-13
Clickstream, 5-14
Clickstream Collector, 5-14
OC4J) BI_Forms, 5-14
OC4J_DAS, 5-14
OC4J)_Demo, 5-14
Oc4J)_home, 5-14
OC4J_iFS, 5-14
OC4) Portal, 5-14
0OC4)_UM, 5-14
OC4J)_Wireless, 5-14
Oracle HTTP Server, 5-14
Oracle Internet File System, 5-14
Reports, 5-14
Unified Messaging, 5-14
Web Cache, 5-14
Wireless, 5-14
components, 5-9
using component home page, 5-9
using instance home page, 5-9
demcetl, F-7
Discoverer, 5-12
Forms, 5-12
infrastructure, 5-20, 5-23
Intelligent Agent, 3-21
Internet File System stopping
Internet File System, 5-12
JServ, 5-13
Oracle Enterprise Manager Configuration
Assistant, 3-23
Oracle Enterprise Manager Console, 3-25
Oracle Enterprise Manager Web site, 3-9
Oracle Management Server, 3-24
Oracle9iAS components, 5-9

Index-15



Portal stopping
Portal, 5-13
Single Sign-On, 5-13
start-mode, 13-8
state replication request, 14-20
stateful session bean replication
configuring, 14-34
end of call replication, 14-34
stateful session context, 14-34

VM termination replication, 14-34

stateful session context, 14-34
stop, F-7
stopping, 5-4
application server, 5-4
BC4J, 5-12
command line
J2EE and Web Cache, 5-7
0C4), 5-10,5-11
Oracle HTTP Server, 5-10, 5-11
Web Cache, 5-10, 5-11
component dependencies, 5-13
Clickstream, 5-14
Clickstream Collector, 5-14
OC4J_Bl_Forms, 5-14
OC4) DAS, 5-14
OC4) Demo, 5-14
OC4)_home, 5-14
OC4J)_iFS, 5-14
OC4) Portal, 5-14
0OC4)_UM, 5-14
OC4J) Wireless, 5-14
Oracle HTTP Server, 5-14
Oracle Internet File System, 5-14
Reports, 5-14
Unified Messaging, 5-14
Web Cache, 5-14
Wireless, 5-14
components, 5-9
using component home page, 5-9
using instance home page, 5-9
demcetl, F-7
Discoverer, 5-12
Forms, 5-12
Intelligent Agent, 3-21
JServ, 5-13

Index-16

Oracle Enterprise Manager Web site,
Oracle Management Server, 3-24
Oracle9iAS components, 5-9
Single Sign-On, 5-13

superusers, 12-4

surge protection, 13-4

swap space, B-2

SYS, 11-9,C-2

SYSADMIN, C-4

SYSTEM, 11-9,C-2

system usage metrics, 9-3

System.properties, E-4

System.properties.templ, E-4

T

3-9

targets.xml, E-4
textpds.conf, E-5
timeout, 13-8, F-4

TMP, B-2
toolkit.properties, E-6
total JDBC connections, 9-8
transaction commits, 9-8
transaction rollbacks, 9-8

U

UDDISYS, C-3
undateConfig, F-9
undeployApplication, F-13
undeploying

J2EE applications, 8-13
undeployment, 8-13
underlying technologies, 3-17
updateConfig, F-11

usage
CPU, 9-8,9-13
heap, 9-8

memory, 9-8,9-13
use infrastructure wizard, 10-4
user, 6-4
UserAgents.properties, E-4
using

emctl, 3-10

jobs and events, 3-27



\%

validateEarFile, F-13
verbose, F-5
version numbers, I-1
viewer_config.xml, E-5
Visigenics CORBA

port numbers, D-3
VM termination replication, 14-34

W

Web

application deployment, 8-3
Web application state replication, 14-32
Web Cache

component configuration dependencies,
Web providers

component configuration dependencies,
WebBeanProperties.properties, E-4
webcache.xml, E-3
web.xml, E-6
WFADMIN, C-4
whichCluster, F-10
whichlnstance, F-8
Wireless

component configuration dependencies,

X

xml user manager, 8-7
xmlpds.conf, E-5
XMLXSL.properties, E-4

Y

YPCategories.xml, E-4

Z

zone.properties, E-3

Index-17



Index-18



	Send Us Your Comments
	Preface
	Intended Audience
	Documentation Accessibility
	Organization
	Related Documentation
	Conventions

	1 Introduction to Application Server Administration
	Welcome
	Priorities of an Application Server Administrator
	Task 1: Determine Which Oracle9iAS Solutions You Require
	Task 2: Design Your Application Server
	Task 3: Install Your Application Server
	Task 4: Learn to Use the Administration Tools
	Task 5: Perform Postinstallation Tasks
	Task 6: Configure Your Application Server
	Task 7: Deploy Applications
	Task 8: Monitor Your Application Server
	Task 9: Back Up Your Application Server
	Task 10: Reconfigure Your Application Server Design

	What is in this Book?
	Related Administration Documentation

	2 Concepts for Administrators
	Introduction
	Application Server Installations
	Application Server Install Types
	About Configuring Components

	The Oracle9iAS Infrastructure
	When is an Infrastructure Required?
	How Infrastructure Pieces Work Together
	How Application Server Installations Use An Infrastructure
	Configuring an Application Server Installation to Use an Infrastructure

	Customer Databases
	Components that Require a Customer Database
	Components that Can Use a Metadata Repository or Customer Database
	Depiction of a Component Using a Customer Database

	Sample Application Server Enterprises
	Designing an Application Server Enterprise
	Step 1: Choose Your Application Server Install Types
	Step 2: Choose Which Components to Configure
	Step 3: Determine Your Infrastructure Requirements
	Step 4: Choose Your Hosts
	Step 5: Determine Your Customer Database Requirements
	Step 6: Draw Your Application Enterprise Design

	Installing an Application Server Enterprise
	Oracle Homes
	Coexistence With Other Products
	Port Allocation
	Primary and Secondary Installations
	About Infrastructure Association

	Managing an Application Server Enterprise
	Application Server Instances
	Component Instances
	Farms
	Clusters

	Reconfiguring an Application Server Enterprise

	3 Introduction to Administration Tools
	Introduction
	About the Oracle Enterprise Manager Web Site
	Introducing the Enterprise Manager Home Pages
	Getting Started with the Oracle Enterprise Manager Web Site
	Starting and Stopping the Oracle Enterprise Manager Web Site
	Changing the ias_admin Password
	Enabling Enterprise Manager Web Site Security
	About the Underlying Technologies

	About the Oracle Enterprise Manager Console
	The Enterprise Manager Three-Tier Framework
	Installing the Framework
	Starting and Stopping the Intelligent Agent on UNIX
	Starting and Stopping the Intelligent Agent on Windows
	Configuring the Management Server
	Starting and Stopping Oracle Management Server on UNIX
	Starting and Stopping the Oracle Management Server on Windows
	Using the Console
	Obtaining More Information

	Using the Console with the Oracle Enterprise Manager Web Site

	4 Postinstallation Tasks
	Task 1: View the Oracle9iAS Welcome Page
	Task 2: Check for Port Conflicts
	Task 3: Complete Component Configuration
	Task 4: Run Demos (optional)

	5 Starting and Stopping the Application Server
	Introduction
	Starting an Application Server Enterprise
	Stopping an Application Server Enterprise
	Dependencies for Starting and Stopping Pieces of an Application Server Enterprise

	Starting and Stopping Application Server Instances
	About the Enterprise Manager Web Site and Intelligent Agent
	Starting and Stopping Instances Using the Enterprise Manager Web Site
	Starting and Stopping Instances Using Commands

	Starting and Stopping Components
	Starting and Stopping Components Using the Instance Home Page
	Starting and Stopping Components Using the Component Home Page
	Starting and Stopping Components Using Commands
	About Components that Cannot Be Started or Stopped
	Dependencies for Starting and Stopping Components

	Starting an Infrastructure
	About Unused Component Instances in the Infrastructure
	Starting an Infrastructure Using Oracle Enterprise Manager on UNIX and Windows
	Starting an Infrastructure Using Commands on UNIX
	Starting an Infrastructure Using Commands on Windows

	Stopping an Infrastructure
	Stopping an Infrastructure Using Oracle Enterprise Manager on UNIX and Windows
	Stopping an Infrastructure Using Commands on UNIX
	Stopping an Infrastructure Using Commands on Windows


	6 Configuring HTTP Server, OC4J, and Web Cache
	Introduction
	About Manually Editing HTTP Server and OC4J Configuration Files
	Configuring Oracle HTTP Server
	Modifying the Document Root, Administrator E-mail, User, and Group Settings
	Specifying a Port for a Listener
	Changing the Error Log Properties
	Adding an Access Log File
	Changing the Access Log Properties
	Managing the Client Request and Connection Handling
	Editing the Server Configuration Files
	Creating a Database Access Descriptor (DAD) for mod_plsql
	Deleting a Database Access Descriptor (DAD) for mod_plsql

	Enabling JServ
	Directives Reference
	Enabling JServ with mod_oprocmgr
	Enabling JServ in Automatic Mode
	Enabling JServ in Manual Mode
	Using JServ and OC4J Together

	Configuring Oracle9iAS Containers for J2EE
	Creating an OC4J Instance
	Deleting an OC4J Instance
	Overview of OC4J Configuration Tasks

	Configuring Oracle9iAS Web Cache

	7 Component Configuration Dependencies
	Oracle HTTP Server
	Web Cache
	OPMN
	Portal
	Web Providers (for Portals)
	Provider Groups (for Portals)
	Wireless
	Oracle9iAS Single Sign-On
	Oracle Internet Directory
	Metadata Repository

	8 Deploying Applications
	Deploying J2EE Applications
	Basic Deployment

	Deploying the Petstore Web Application Demo
	Downloading an OC4J-Ready Petstore Demo

	Recovering From Deployment Errors
	Undeploying J2EE Applications

	9 Monitoring HTTP Server, OC4J, and Web Cache
	Introduction
	Monitoring Oracle HTTP Server
	Oracle HTTP Server Home Page
	Status Metrics Page
	Module Metrics Page
	Response and Load Metrics Page

	Monitoring Oracle9iAS Containers for J2EE
	OC4J Home Page
	Application Pages

	Monitoring Oracle9iAS Web Cache
	Oracle9iAS Web Cache Home Page
	Activity Page
	Application Web Servers Page
	Popular Cached Documents Page


	10 Reconfiguring the Application Server
	Configuring Additional Components
	Extending an Application Server Installation
	Adding an Additional Infrastructure
	Associating an Instance with an Infrastructure (Joining a Farm)
	Changing the Schema Used by a Component
	Changing Component Schema Passwords

	11 Managing the Infrastructure
	Basic Infrastructure Administration
	Starting and Stopping an Infrastructure
	Backing up and Restoring an Infrastructure

	Managing the Infrastructure Instance
	Managing Oracle9iAS Single Sign-On
	About Single Sign-On Installation and Configuration
	About Single Sign-On Administrators
	Accessing the Single Sign-On Server
	Configuring Single Sign-On for Multilingual Support

	Managing the Metadata Repository
	About Metadata Repository Installation and Configuration
	Starting and Stopping the Metadata Repository
	Changing Metadata Repository Passwords
	Relocating Metadata Repository Datafiles to a Different Directory

	Managing Oracle Internet Directory
	Starting and Stopping Oracle Internet Directory
	Configuring Oracle Internet Directory and Single Sign-On on Separate Hosts


	12 Managing Oracle Internet Directory
	Oracle Internet Directory Security
	About the Terms "Subscriber" and "Enterprise"
	How Oracle9iAS Uses Oracle Internet Directory
	New Oracle Internet Directory Instance or Existing Oracle Internet Directory Instance
	Superuser and Administrators in Oracle Internet Directory
	Relationship Between Oracle Internet Directory and the ias_admin User
	Oracle9iAS Tree in Oracle Internet Directory
	Tasks
	Tools for Managing Oracle Internet Directory

	Delegating Administration Tasks
	Administering Users
	Newly Created Oracle Internet Directory
	Existing Oracle Internet Directory
	Creating a User in Oracle Internet Directory
	Adding a User to a Group

	Administering Groups
	Newly Created Oracle Internet Directory
	Existing Oracle Internet Directory
	Group Details
	To Determine a Group’s Privileges

	Administering Privileges of Oracle9iAS Components
	Installing and Configuring Oracle9iAS
	Newly Created Oracle Internet Directory
	Existing Oracle Internet Directory

	Upgrading Oracle Internet Directory for Oracle9iAS
	Password Policies
	About Password Policies
	Viewing the Password Policy
	Modifying the Password Policy

	Modifying Oracle Internet Directory Passwords
	Modifying the orcladmin Password
	Modifying a User Password

	Changing Instance Passwords in Oracle Internet Directory
	Removing an Application Server Instance From Oracle Internet Directory

	13 High Availability
	Introduction to High Availability
	Benefits of High Availability
	High Availability with Oracle9iAS Web Cache
	Architecture

	Oracle Process Management and Notification
	Oracle Process Manager
	Oracle Notification System

	Configuring the Oracle Process Manager
	process-manager
	ohs
	oc4j
	custom
	Sample Configurations for Oracle Process Manager

	Configuring the Oracle Notification System
	port
	ssl
	log-file
	Sample Configuration Examples for Oracle Notification System

	Failure Scenarios
	Oracle HTTP Server Goes Down
	OC4J Process Goes Down
	Hi-AV Framework (OPMN) Goes Down


	14 Application Server Clustering
	About Oracle9iAS Clustering
	Scalability
	Availability
	Manageability
	Component Support
	Non-Managed Clustering

	Architecture
	Front-End Load Balancer
	Metadata Repository in the Infrastructure
	Farm
	Cluster
	Application Server Instance
	Management Features
	Component Instances
	J2EE Applications

	Oracle Enterprise Manager Configuration Tree
	Instance-Specific Parameters
	Examples
	Software Failure
	Hardware Failure
	State Replication

	Cluster Configuration
	Managing an Oracle9iAS Cluster
	Managing Application Server Instances in a Cluster
	OC4J Instance Configuration
	Configuring Single Sign-On
	Configuring Instance-Specific Parameters


	A Component Descriptions
	B Hardware Requirements
	CPU, Disk, and TMP Requirements for Oracle9iAS
	Memory Requirements for Oracle9iAS

	C Metadata Repository Schemas
	D Default Port Numbers and Port Ranges
	Oracle9iAS Port Usage (Sorted by Component)
	Oracle9iAS Port Usage (Sorted by Port Number)

	E Configuration Files and Log Files
	Configuration Files
	Log Files

	F DCM Command-Line Utility (dcmctl)
	Overview
	About dcmctl Commands and Options
	Using dcmctl in a Clustered Environment
	Passing Parameters to the JVM

	Starting and Stopping
	Managing Application Server Instances
	Managing Components
	Managing Clusters
	Deploying Applications
	Saving a Backup
	Using the dcmctl Shell
	Executing dcmctl from a Command File

	G Enterprise Manager Command-Line Utility (emctl)
	H Backup and Restore
	Application Server and Infrastructure Oracle Homes
	Oracle Internet Directory
	Metadata Repository
	Customer Databases

	I Checking Oracle9iAS Version Numbers
	Index

