ORACLE

Oracle® Fusion Middleware
Administrator's Guide

11gRelease 1 (11.1.1)
E10105-01

June 2009



Oracle Fusion Middleware Administrator's Guide, 11¢ Release 1 (11.1.1)
E10105-01

Copyright © 2009, Oracle and/or its affiliates. All rights reserved.
Primary Author: Helen Grembowicz

Contributing Author:  Vinaye Misra

Contributors: Mike Blevins, Greg Cook, Shalendra Goel, Harry Hsu, Pavana Jain, Gopal Kirsur, Dan
MacKinnon, Manoj Nayak, Mark Nelson, Sandeep Singh, Sunita Sharma

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify,
license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means.
Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data
delivered to U.S. Government customers are "commercial computer software" or "commercial technical
data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental
regulations. As such, the use, duplication, disclosure, modification, and adaptation shall be subject to the
restrictions and license terms set forth in the applicable Government contract, and, to the extent applicable
by the terms of the Government contract, the additional rights set forth in FAR 52.227-19, Commercial
Computer Software License (December 2007). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA
94065.

This software is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications which may
create a risk of personal injury. If you use this software in dangerous applications, then you shall be
responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure the safe use
of this software. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of
this software in dangerous applications.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks
of their respective owners.

This software and documentation may provide access to or information on content, products, and services
from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services. Oracle Corporation and
its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services.



Contents

PUrOIACE ...t Xxiii
AN S Lo = U< J TSRS XXiii
Documentation AcCeSSIDILILY ........ccciiiiiiiiiiiiiiiic e XXiii
Related DOCUITIEIES .....veoveieeiieetieeeeeeeeeeee ettt et eae et ete e et eete s saaeeseesaseebeesnseesseesseesnseeseesnseenneas XXiv
CONMVEILIONS ..eeieititeieeieettee e e e ettt e eee e e ee ettt e e e eesaabeeeeeeeataseeesessaaseeeseessaeesesessssasesesssntessesssssraseeesnnnsarees XXiv

What's NeW IN ThiS GUIE? ............o. oo e eeen XXV
New Features for 11g Release 1 (11.1.1) oot XXV

Partl Understanding Oracle Fusion Middleware

Introduction to Oracle Fusion Middleware

1.1 What Is Oracle Fusion Middleware?.............cccouoiiiiioiiiiiiccecc e 1-1
1.2 Oracle Fusion Middleware COMPONENtS .........ccocovemeieiiicieiiiniicecceece s 1-1

Understanding Oracle Fusion Middleware Concepts

2.1 Understanding Key Oracle Fusion Middleware Concepts..........ccccoeevevieiieiniceinincccnnnn 2-1
2.2 What Is an Oracle WebLogic Server Domain?...........cccoeeiiiieiiiniiniciiiiceeenesi e 2-3
2.2.1 What Is the Administration Server?............ooieeiiicciiicce e 2-3
222 Understanding Managed Servers and Managed Server Clusters .............ccccceueeeunnn. 2-4
2.2.3 What Is Node Manager? ..ot 2-5
2.3 What Is an Oracle INStance? ...........c.ouiiruiiiiiicic e 2-5
2.4 What Is a Middleware HOmEe? ..........cccooiiiiiiiiiiiiiiicccccne 2-5
2.5 What Is a WebLogic Server HOme?...........ooviiiiiiii e 2-5
2.6 What Is an Oracle HOME? ...t 2-6

Part Il Basic Administration

3

Getting Started Managing Oracle Fusion Middleware

3.1 Setting Up Environment Variables............cccccocoviiiiiiiiiiiiiiin, 3-1
3.2 Overview of Oracle Fusion Middleware Administration TOOIS .........ccccceevrvriririrrerienennn. 3-4
3.3 Getting Started Using Oracle Enterprise Manager Fusion Middleware Control.............. 3-5
3.3.1 Displaying Fusion Middleware Control ...........ccccocovviiiiinnnnnen, 3-6
3.3.2 Using Fusion Middleware Control Help.........cccccoovviiniiinnniiiinnnccne, 3-7



3.3.3 Navigating Within Fusion Middleware Control..........cccccooiiiiiiiiiiiicce 3-7

3.3.4 Understanding Users and Roles for Fusion Middleware Control.............ccc............ 3-10
3.3.5 Viewing and Managing the Farm...........cccooiiiiiiiiiiiiicccceececceenees 3-10
3.3.6 Viewing and Managing Components.............cccocueueiimieiniinicieiicie s 3-11
3.3.7 Viewing the Status of Applications............coooeueiiiiiiiii e 3-13
3.4 Getting Started Using Oracle WebLogic Server Administration Console....................... 3-14
3.4.1 Displaying the Oracle WebLogic Server Administration Console............ccccoco.c.c.. 3-14
3.4.2 Locking the WebLogic Server Configuration ..............ccooeoiiiiiniiiiiicce 3-15
3.5 Getting Started Using Command-Line ToolS ..........cccccciiiiinniiiicirrrcrrcenes 3-15
3.5.1 Getting Started Using the Oracle WebLogic Scripting Tool (WLST)......................... 3-16
3.5.11 Using Custom WLST Commands ...........cooerueieiiieieiicccec e 3-16
3.56.1.2 Using WLST Commands for System Components ...........c.cccoceeueucueueurecuenennunenns 3-17
3.5.2 Getting Started Using Oracle Process Manager and Notification Server................. 3-17
3.6 Getting Started Using the Fusion Middleware Control MBean Browsers ...................... 3-18
3.6.1 Using the System MBean Browser ... 3-19
3.6.2 Using the MBeans for a Selected Application ...........cccoveivviviiiiviiiiniinien, 3-19
3.7 Managing COMPONENES........ccccueiiiiiiiiiiieieiie e 3-20
3.8 Changing the Administrative User Password...........ccccccocvcciiinciiiinceccceceeeeenees 3-20
3.8.1 Changing the Administrative User Password Using the Command Line............... 3-20
3.8.2 Changing the Administrative User Password Using the Administration Console 3-21
3.9 Basic Tasks for Configuring and Managing Oracle Fusion Middleware......................... 3-21

Starting and Stopping Oracle Fusion Middleware

4.1 Overview of Starting and Stopping Procedures............ccoovviiinnnnnnnncreceenee 4-1
4.2 Starting and Stopping WebLogic SErVers.........cccoiiiiieiiiiieiiiice s 4-1
4.21 Starting and Stopping Administration Servers Using the Command Line................. 4-1
422 Starting and Stopping Managed Servers Using the Command Line..........c.cccc...c...... 4-2
4.2.3 Starting and Stopping Managed Servers Using Fusion Middleware Control............ 4-2
4.24 Configuring Node Manager to Start Managed Servers ...........ccccooceiinicciiiciccnnne. 4-2
4.3 Starting and Stopping COMPONENTS..........c.cociiuiiiiiiiiiiicieeeicee et senenenenes 4-3
4.3.1 Starting and Stopping Components Using the Command Line..........cccccooeviiininnnnn. 4-3
4.3.2 Starting and Stopping Components Using Fusion Middleware Control.................... 4-4
4.4 Starting and Stopping Fusion Middleware Control ...........cccocovvvvvinnnnnnnnrrerrenene 4-4
4.5 Starting and Stopping Oracle Management Agent..............coooreieiiiiiiiiicciccce 4-4
4.6 Starting and Stopping APPLCatioNS.........ccccccuviviiiiiiiiiiiinrr e 4-4
4.6.1 Starting and Stopping Java EE Applications Using the Command Line .................... 4-5
4.6.2 Starting and Stopping Applications Using Fusion Middleware Control.................... 4-5
4.7 Starting and Stopping Your Oracle Fusion Middleware Environment............ccccccccceueee. 4-5
4.71 Starting an Oracle Fusion Middleware Environment ..........cccccccccoceiiicieciccccnnnns 4-5
4.7.2 Stopping an Oracle Fusion Middleware Environment ..o, 4-6
4.8 Starting and Stopping: Special TOPICS ..o 4-7
4.8.1 Starting and Stopping in High Availability Environments............cccocoevnvnnnnnenence. 4-7
4.8.2 Forcing a Shut Down of Oracle Metadata Repository...........cocceueicieieiiiciciiiiccine, 4-7

Managing Ports

51 About Managing Ports ... 5-1
5.2 Viewing Port NUMDETS ... 5-1



5.2.1 Viewing Port Numbers Using the Command Line ..........cccccooviiiiiiiiiinns 5-1

5.2.2 Viewing Ports Numbers Using Fusion Middleware Control...........ccccoveeriiiiiiinnnnn. 5-2
5.3 Changing the Port Numbers Used by Oracle Fusion Middleware ..........c.cccccoevuvvirunennce. 5-2
5.3.1 Changing the Oracle WebLogic Server Listen Ports .........cccccoooevviiiiiiiiiiiiiicnn, 5-3
5.3.2 Changing the Oracle HTTP Server Listen Ports.........cccccoevvviniiiiiiiiiiiiiins 5-3
5.3.2.1 Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than 1024
(UNDX ODNLY) ittt eeaees 5-4
5.3.2.2 Changing the Oracle HTTP Server Non-SSL Listen Ports...........cccccovvviiiiiininnee. 5-4
5.3.2.3 Changing the Oracle HTTP Server SSL Listen Port..........ccccccoeviiiiiiiiiiiiiiiinnns 5-5
5.3.3 Changing Oracle Web Cache POTtS .........ccccccuiuiiiiiiiiiiiicicceecceeeeeeeeeeeeeeeeeae 5-6
5.3.4 Changing OPMN Ports (ONS Local, Request, and Remote)..........cccccoeuvureiiiririninnnnns 5-6
5.3.5 Changing Oracle Portal POIts ...........coooorueiiiiiiieicc e 5-7
5.3.5.1 Changing the Oracle Portal Midtier POTt........c.ccccoeciiiiiiniiiiiiceecceciceeeeee 5-7
5.3.5.2 Changing Oracle Portal Invalidation Port ..o, 5-8
5.3.5.3 Changing Oracle Portal Oracle Internet Directory Port ..o, 5-8
5.3.5.4 Changing PPE Loopback POTt .......cccccccociuiuiiiiiiiiiiiciciccieiccicciceeeeeeeeeeeeeeneieenes 5-9
5.3.55 Changing Oracle Portal SQL*Net Listener Port .........ccccccoveiiiiiiiiiiiiiiccnnns 5-9
5.3.5.6 Restarting WLS_PORTAL Managed Server .........cccoevviiinininiiiiiieeninns 5-9
5.3.6 Changing the Metadata Repository Net Listener Port........c.cccccoovvvvrnnvnnnnnene. 5-10
5.3.6.1 Changing the KEY Value for an IPC Listener ..........cccccoccevviiininiiiiniiennn, 5-13

SSL Configuration in Oracle Fusion Middleware

6.1 HOW SSL WOTKS ..ttt 6-1
6.1.1 What SSL Provides ... 6-2
6.1.2 About Private and Public Key Cryptography .........c.cccoccceciceiiiiciicececccneene 6-2
6.1.3 Keystores and Wallets..........coooiiiiiiiiic e 6-3
6.1.4 How SSL Sessions Are Conducted...........cccocovviviiiiiiniiiiiiiin, 6-3
6.2 About SSL in Oracle Fusion Middleware.............cocoovininnnninnnncnrnrnse e 6-5
6.2.1 SSL in the Oracle Fusion Middleware Architecture..........ccccoooeviiiiiiiiiiiiiiinn, 6-5
6.2.2 Keystores and Oracle Wallets ............ccoouoiiiiiiiiiic s 6-7
6.2.3 Authentication MOdES.........ccccuiuiiiiriiiiiiiiiiiccce e 6-7
6.2.4 Tools for SSL Configuration..........ccccviiiiiiiiiiiiiicc e 6-8
6.3 Configuring SSL for Configuration TOOIS .........ccccovuviviiniiniiiiiiinince 6-8
6.3.1 Oracle Enterprise Manager Fusion Middleware Control ...........c.cccccccceccenicincnnne 6-8
6.3.2 Oracle WebLogic Server Administration Console...........cccoviiiiiiniiiiiiiiieiennns 6-8
6.3.3 WLST Command-Line TOO .....c.cccoeeiiiiiiiiciieeereeeeeee et 6-9
6.4 Configuring SSL for the Web Tier ........cccccociiiiiiiiiiiiccceceeeceeeeeeeeeee e 6-9
6.4.1 Configuring Load Balancers.............ccoeiiiiiiininiiiiiiiiiiens 6-9
6.4.2 Enabling SSL for Oracle Web Cache Endpoints...........ccccccoeeuiiiiiiiiiiniiininiiis 6-9
6.4.2.1 Enable Inbound SSL for Oracle Web Cache Using Fusion Middleware Control 6-9
6.4.2.2 Enable Inbound SSL for Oracle Web Cache Using WLST .........ccccooovviiiirnnnnen 6-11
6.4.2.3 Enable Outbound SSL for Oracle Web Cache Using Fusion Middleware

CONLIOL .ttt 6-11
6.4.2.4 Specify the Wallet for Outbound SSL from Oracle Web Cache Using WLST .. 6-13
6.4.3 Enabling SSL for Oracle HTTP Server Virtual HOStS ........cccccovvviviviiniiniinn 6-13
6.4.3.1 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts

Using Fusion Middleware Control ............cccoeiiiiiiiiiciiiceecce e, 6-14



vi

6.4.3.2 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts

USING WLST ..ot 6-15
6.4.3.3 Enable SSL for Outbound Requests from Oracle HTTP Server.......................... 6-16
6.5 Configuring SSL for the Middle Tier ... 6-17
6.5.1 Configuring SSL for Oracle WebLogic Server ... 6-17
6.5.1.1 Inbound SSL to Oracle WebLogic Server ..o 6-17
6.5.1.2 Outbound SSL from Oracle WebLogiC Server............cccocoecueuicmiuceccrcncicnenenennns 6-17
6.5.1.2.1 Outbound SSL from Oracle Platform Security Services to LDAP............... 6-17
6.5.1.2.2 Outbound SSL from LDAP Authenticator to LDAP..........ccccccvvvviinnnnn 6-18
6.5.1.2.3 Outbound SSL to Database...........c.cccovviiiiiiiiiiiiiiiceecca 6-18
6.5.2 Configuring SSL for Oracle SOA Suite.........ccooueioiiiiiiiiie 6-19
6.5.3 Configuring SSL for Oracle WebCenter ............c..cooociiiiiiiiiiiiciccce 6-19
6.5.4 Configuring SSL for Oracle Identity and Access Management............cccccceeevvurunenee 6-19
6.5.4.1 Configuring SSL for Oracle Directory Integration Platform............cccccoevrnnne. 6-20
6.5.4.2 Configuring SSL for Oracle Identity Federation...........ccccooooiriiiiiicenn, 6-20
6.5.4.3 Configuring SSL for Oracle Directory Services Manager .........c.cccccccueucucucncnene. 6-20
6.5.5 SSL-Enable Oracle Reports, Forms, Discoverer, and Portal............c..cccccciviiiiinnnn. 6-20
6.5.5.1 SSL for Oracle RePOrts.......ccovicueiiiicieec 6-20
6.5.5.2 SSL for Oracle FOIMS.........cccvviiiiiiiiiiiice e 6-21
6.5.5.3 SSL for Oracle DIiSCOVETLeT.........cooviiiiiiieiiiiiiiiiiiicicc s 6-22
6.5.5.4 SSL for Oracle Portal ..o 6-22
6.5.6 Client-Side SSL for APPLCatioNns .........cvoviiuiuiiiiiiiicicceceeeee e 6-22
6.6 Configuring SSL for the Data Tier .........ccooeeiiiiiiiiiiiic s 6-22
6.6.1 Enabling SSL on Oracle Internet Directory Listeners............ccocooeoiieiniicinicnne 6-23
6.6.1.1 Enable Inbound SSL on an Oracle Internet Directory Listener Using Fusion

Middleware CONtrol.........cccvviiieiiiiiiiiic e 6-23
6.6.1.2 Enabling Inbound SSL on an Oracle Internet Directory Listener Using WLST 6-24
6.6.1.3 Enabling Outbound SSL from Oracle Internet Directory to Oracle Database.. 6-24
6.6.2 Enabling SSL on Oracle Virtual Directory Listeners ..........cccococeovvvivvnvncrnenenes 6-25
6.6.2.1 Enable SSL for Oracle Virtual Directory Using Fusion Middleware Control .. 6-25
6.6.2.2 Enabling SSL on an Oracle Virtual Directory Listener Using WLST ................. 6-27
6.6.3 Configuring SSL for the Database.........c.ccccccceueiiiiiirniiiirrcccceeceeeeeeeees 6-28
6.6.3.1 SSL-Enable Oracle Database ...........ccccceiuiiiiiiiiiiiiiiiiciiiceeeeees 6-28
6.6.3.2 SSL-Enable a Data SOUICE ........cccccciuiuiiiiiiiiiiiiiiiicicicc s 6-30
6.7 Advanced SSL SCENATIOS .........ccviiiiiimiiiiiiiei s 6-31
6.7.1 Hardware Security Modules and Accelerators ... 6-31
6.7.2 CRL Integration With SSL.........ccccciiiiiiiiiiiiiccc s 6-32
6.7.2.1 Configuring CRL Validation for a Component............ccccccccueueuneecrccncucneneennns 6-32
6.7.2.2 Manage CRLs on the File System........ccccooiiiiiiiie, 6-33
6.7.2.3 Test a Component Configured for CRL Validation............cccccceeueiiiiiinicicnicnnen 6-34
6.8 Best Practices for SSL ... 6-34
6.8.1 Best Practices for Administrators ... 6-34
6.8.2 Best Practices for Application Developers..........ccccccceuiiiiiiiiiniiiiicicieceeeccenens 6-35
6.9 WLST Reference for SSL ... 6-35
6.9.1 addCertificateReqUEST........cccvviiiiiiiiiiiii s 6-37
6.9.1.1 DeSCIIPLION ...ttt 6-37
6.9.1.2 SYNEAX 1ottt 6-37
6.9.1.3 EXaMIPLe....ciiiiiiiiiiiiiiiccc s 6-37



6.9.2
6.9.2.1
6.9.2.2
6.9.2.3
6.9.3
6.9.3.1
6.9.3.2
6.9.3.3
6.9.4
6.9.4.1
6.9.4.2
6.9.4.3
6.9.5
6.9.5.1
6.9.5.2
6.9.5.3
6.9.6
6.9.6.1
6.9.6.2
6.9.6.3
6.9.7
6.9.7.1
6.9.7.2
6.9.7.3
6.9.8
6.9.8.1
6.9.8.2
6.9.8.3
6.9.9
6.9.9.1
6.9.9.2
6.9.9.3
6.9.10
6.9.10.1
6.9.10.2
6.9.10.3
6.9.11
6.9.11.1
6.9.11.2
6.9.11.3
6.9.12
6.9.12.1
6.9.12.2
6.9.12.3
6.9.13
6.9.13.1
6.9.13.2

DeSCIIPHON ..ottt 6-37
SYNEAX 1ot 6-37
EXaMIPLe....iiiiiiiiiiiiii s 6-38
changeKeyStorePassword ... 6-38
DESCIIPLION ... 6-38
SYNEAX oottt 6-38
EXAMPLe i 6-38
changeWalletPassword...........cccccuiiciiiiiiiiiiiiccceeee s 6-38
DESCIIPLION ...ttt 6-39
SYIAX 1.ttt 6-39
EXQMIPLE....oiiiiiiicc s 6-39
CONFIGUIESSL ..ot e 6-39
DeSCIIPHON ..ottt 6-39
SYNEAX 1ot 6-39
EXQMPLES ..ottt s 6-40
CreateKeyStore ... 6-40
DeSCIIPLION ...t 6-40
SYNEAX oottt 6-40
EXAMPLe it 6-40
createWallet ... s 6-40
DESCIIPLION oottt 6-40
SYIAX 1.ttt 6-40
EXQIMIPLES ... 6-41
deleteKeyStore ... s 6-41
DeSCIIPHON ..ottt 6-41
SYNEAX 1ottt 6-41
EXaMIPLe....iiiiiiiiiiiiiiiccc s 6-41
deleteWallet ... s 6-41
DeSCIIPLION ... 6-41
SYNEAX oottt s 6-42
EXQMIPLE....oiiiiiiiiiiiiicic s 6-42
EXPOTtKEYSLOTE ... 6-42
DESCIIPLION ...ttt 6-42
SYNEAX 1ottt 6-42
EXQIMIPLE....oiiiiiiic s 6-42
exXpOrtKeyStoreODbjJect ... 6-42
DeSCIIPLION ...t 6-43
SYNEAX 1ot 6-43
EXQMPLES....oiiiiiiiiiiiccccc s 6-43
eXPOITWaLlet ... 6-43
DeSCIIPLION ...t 6-44
SYNEAX oottt s 6-44
EXQMIPLES.....oviiiiiiiiiciic s 6-44
eXPOITWalletODJECt ....c.cvouiiiiiiiiciiiccc s 6-44
DeSCIIPLION ...ttt 6-44
SYNEAX 1ot 6-44

vii



viii

6.9.13.3
6.9.14

6.9.14.1
6.9.14.2
6.9.14.3
6.9.15

6.9.15.1
6.9.15.2
6.9.15.3
6.9.16

6.9.16.1
6.9.16.2
6.9.16.3
6.9.17

6.9.17.1
6.9.17.2
6.9.17.3
6.9.18

6.9.18.1
6.9.18.2
6.9.18.3
6.9.19

6.9.19.1
6.9.19.2
6.9.19.3
6.9.20

6.9.20.1
6.9.20.2
6.9.20.3
6.9.21

6.9.21.1
6.9.21.2
6.9.21.3
6.9.22

6.9.22.1
6.9.22.2
6.9.22.3
6.9.23

6.9.23.1
6.9.23.2
6.9.23.3
6.9.24

6.9.24.1
6.9.24.2
6.9.24.3
6.9.25

6.9.25.1

generateKey ... 6-45
DeSCIIPLION ...t 6-45
SYNEAX oottt 6-45
EXAMPLES ..ot 6-46

getKeyStoreODbJect ... 6-46
DESCIIPLION .ottt 6-46
SYIAX 1.ttt 6-46
EXQIMIPLES ... 6-47

GEESEL. e e 6-47
DeSCIIPHON ..ottt 6-47
SYNEAX 1ot 6-47
EXaMIPLe....iiiiiiiiiiiicc s 6-47

getWalletObject ... 6-47
DeSCIIPLION ...t 6-48
SYNEAX ottt 6-48
EXAMPLES ..ot 6-48

IMPOTtKEYSIOTe ..o 6-48
DeSCIIPLION ..ottt 6-49
SYIEAX 1.ttt 6-49
EXQIMIPLE.....oiiiiiiiiiccce s 6-49

IMPOrtKeyStoreObject ... 6-49
DeSCIIPHON ..ottt 6-49
SYNEAX 1ot 6-49
EXQMPLES....oviiiiiiiicccccc s 6-50

IMPOItWallet ..o 6-50
DeSCIIPLION ...t 6-50
SYNEAX oottt 6-50
EXAMPIES ..ot 6-50

IMPOrtWalletODbJect ......c.cucueuiiiiiiiiiiiiiicecee e 6-51
DESCIIPLION ...ttt 6-51
SYNEAX 1ottt 6-51
EXQMIPLES ... 6-51

listKeyStoreODbJectS .......coviuriiiieiieieiii s 6-52
DeSCIIPLION ...t 6-52
SYNEAX 1o 6-52
EXQMPLES....oviiiiiiiicccc s 6-52

LSEKEYSTOTES ..ottt 6-52
DeSCIIPLION ...t 6-52
SYNEAX ottt 6-52
EXQMIPLE....oiiiiiiiiiiiiiiii s 6-53

LiStWallEtODJECES ...t 6-53
DESCIIPLION ..ottt 6-53
SYNEAX 1ottt 6-53
EXQIMIPLES ..o 6-53

LStWaLLEtS....oviiiiicc s 6-53
DeSCIIPLION ..ot 6-54



6.9.25.2 SYNEAX w.vvviiiiiieieic s 6-54

6.9.25.3 EXAMPLE...oiiiiiiiiiii s 6-54
6.9.26 removVeKeyStoreODbJECt ........ccccoiiiiiiiiiiiiiiicccce s 6-54
6.9.26.1 DESCIIPLION ...ttt 6-54
6.9.26.2 SYIEAX oottt 6-54
6.9.26.3 EXQIMIPLES ..o 6-54
6.9.27 removeWalletObJect ... 6-55
6.9.27.1 DeSCIIPLION ...ttt 6-55
6.9.27.2 SYNEAX 1. 6-55
6.9.27.3 EXQMPLES....oiiiiiiiiiiccccc s 6-55
6.9.28 Properties Files fOr SSL ... 6-56
6.9.28.1 Structure of Properties FIles.........ccccocciiiiiiiiiiiccceccececeeeeeeeeees 6-56
6.9.28.2 Examples of Properties Files..........ccooiiiiiiiiiiiiices 6-58

Managing Keystores, Wallets, and Certificates

7.1 Key and Certificate Storage in Oracle Fusion Middleware ............cccooouoiviriiiiiiiiniiinne 7-1
711 Types Of KeYStOres. ...t 7-1
7111 JKS Keystore and TTUSEStOTE .........cccovvririeiiiiiiccccccccceceeceeeecc e 7-1
7.11.2 Oracle Wallet.......ccoiiiiiiiiiiii e 7-2
7.1.2 Keystore Management TOOIS............cooruiiiiiiiiiiic 7-2
7.2 Command-Line Interface for Keystores and Wallets ...........cccccccoeeiiiiiniinnnniiinnns 7-3
7.3 JKS Keystore Management .............c.c.cecueiiiinicieiicicie it 7-4
7.31 About Keystores and Certificates.........ccooiriiiiiiiiiiiiic 7-4
7.3.1.1 Sharing Keystores Across INStances ...........cccocevvevvvrinnrnnnrnrccrreeeeeeecenne 7-4
7.3.1.2 Keystore Naming Conventions .........cccceeieieiiiiciciniicieecici e 7-5
7.3.2 Managing the Keystore Life Cycle .......c.coooiiiiiiiiiic e, 7-5
7.3.3 Common Keystore Operations ... 7-5
7.3.3.1 Creating a Keystore Using Oracle Enterprise Manager Fusion Middleware

CONELOL 1.ttt 7-6
7.3.3.2 Creating a Keystore Using WLST ..., 7-6
7.3.3.3 Exporting a Keystore Using Fusion Middleware Control.............ccccccceeueuiucnnenne 7-7
7.3.3.4 Exporting a Keystore Using WLST .........cccooouiiiiie, 7-7
7.3.3.5 Deleting a Keystore Using Fusion Middleware Control ...........cccccoouvvvinininincence. 7-7
7.3.3.6 Deleting a Keystore Using WLST .........ccccccciiiiiiiiiiiccceeeeeceeeeeeeeeeeenae 7-8
7.3.3.7 Importing a Keystore Using Fusion Middleware Control .............cccooeeiiniiinnes 7-8
7.3.3.8 Importing a Keystore Using WLST .........cccccoeiiiniiiiiccn 7-8
7.3.3.9 Changing the Keystore Password Using Fusion Middleware Control ................ 7-9
7.3.3.10 Changing the Keystore Password Using WLST ...........ccocooiiiiiii 7-9
7.3.4 Managing the Certificate Life Cycle ... 7-9
7.3.5 Common Certificate OPerations..........c.ccccucucueucueieuiiuemeeieiereeieeeieneeeeeeeneeeseeeseneneeeeenes 7-9
7.3.5.1 Generating a New Key for the Keystore Using Fusion Middleware Control .. 7-10
7.3.5.2 Generating a New Key for the Keystore Using WLST ..........cccooeviviriiininnnnnn. 7-11
7.3.5.3 Generating a Certificate Signing Request Using Fusion Middleware Control =~ 7-11
7.3.5.4 Generating a Certificate Signing Request Using WLST.........c.cccooviiviiiirnnnne 7-12
7.3.5.5 Importing a Certificate or Trusted Certificate into a Keystore Using Fusion

Middleware CONtIOL.........ccccoviiiriiiiiiiriiiiiiiic s 7-12
7.3.5.6 Importing a Certificate or Trusted Certificate into a Keystore Using WLST.... 7-13



7.3.5.7

7.3.5.8
7.3.5.9

7.3.5.10
7.3.5.11

7.3.5.12

7.3.6
7.3.6.1
7.3.6.2
7.3.6.3
7.4
7.4.1
7411
7.41.2
7413
74.1.4
7.4.2
7.4.3
7.4.4
7.4.41
7.4.42
7.4.4.3
7444
7.4.45

7.4.4.6
7447
7.4.4.8
7.4.4.9
7.4.410
7.4.4.11
7.4.412
7.4.5
7.4.6

7.4.7

7.4.71
74.7.2
7.4.7.3

7.4.7.4

7.4.75

7.4.7.6

Exporting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware CONtrol........cccccoiiiiiiiiiiiiiiiiiiiiiicc s 7-13
Exporting a Certificate or Trusted Certificate from the Keystore Using WLST 7-14
Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware CONtrol.........cocvviieiiiiiiiiice e 7-14
Deleting a Certificate or Trusted Certificate from the Keystore Using WLST. 7-15
Converting a Self-Signed Certificate to a Third-Party Certificate Using Fusion
Middleware COntrol.........ccccoviiiiiiiiniiiiiiiiiii s 7-15
Converting a Self-Signed Certificate to a Third-Party Certificate Using
WWLST oo 7-16
Keystore and Certificate Maintenance..........cccceeeeieiiicicieicceccc 7-17
Location of Keystores...........cooieuiiiiiiiiiiiiceec 7-17
Replacing Expiring Certificates ..o 7-17
Effect of Host Name Change on Keystores ..........cccoooiiiiinciiiiie, 7-18
Wallet Management............couoiirioiiiiieece et 7-19
About Wallets and Certificates...........cocoovvviiiiiiiiiiiicices 7-19
Password-protected and Autologin Wallets ..........ccccoiiiiiiniiiiiie, 7-19
Self-Signed and Third-Party Wallets ...........ccooooiiiii, 7-20
Sharing Wallets Across INStancCes...........cccceeueueueuruririiieiinrieecereeeeeeeeeeeeeeees 7-20
Wallet Naming Conventions .........c.ccooerueiiiinicieiiiicie e 7-21
Accessing the Wallet Management Page in Fusion Middleware Control................ 7-21
Managing the Wallet Life Cycle ........ccccoiiiiiiiiiiiiiccccecceecceeeeeeneenenes 7-22
Common Wallet Operations ... 7-22
Creating a Wallet Using Fusion Middleware Control ..........cccccooiriiinnnnnan. 7-22
Creating a Wallet Using WLST .......cccccccciiiiiiiiiiicceccereeeeeeeceeeeas 7-23
Creating a Self-Signed Wallet Using Fusion Middleware Control .................... 7-24
Creating a Self-Signed Wallet Using WLST..........ccccoooiiiiiiie, 7-24
Changing a Self-Signed Wallet to a Third-Party Wallet Using Fusion
Middleware CONtrol..........cocvviieeiiiiiiiiie e 7-25
Changing a Self-Signed Wallet to a Third-Party Wallet Using WLST............... 7-25
Exporting a Wallet Using Fusion Middleware Control...........cccccccevvviinininnnnnn 7-25
Exporting a Wallet Using WLST ........cccccoiiiiiiiiiiiiiieeceeeeeceeeeeeees 7-26
Importing a Wallet Using Fusion Middleware Control..........c.ccccoovriiieiinnnnan. 7-26
Importing a Wallet Using WLST ........cccccceiiiiiiiiiiiiccccncs 7-26
Deleting a Wallet Using Fusion Middleware Control............ccccccceceuvvvverenneene. 7-26
Deleting a Wallet Using WLST .........ccoooiiiiiiii 7-27
Managing the Certificate Life Cycle.......cccooiviiiiiiiiiiicce 7-27
Accessing the Certificate Management Page for Wallets in Fusion Middleware
CONTOL e 7-27
Common Certificate Operations............cceeeiieieiiiiiiiiie s 7-28
Adding a Certificate Request Using Fusion Middleware Control..................... 7-28
Adding a Certificate Request Using WLST ........ccccccciiiiiiiiinciiccecceeee 7-29
Exporting a Certificate, Certificate Request, or a Trusted Certificate Using
Fusion Middleware COntrol...........cccooeiiiiiiniiiiiiiiieces 7-29
Exporting a Certificate, Certificate Request, or a Trusted Certificate Using
TWLST et 7-30
Importing a Certificate or a Trusted Certificate Using Fusion Middleware
CONTOL 1. 7-30
Importing a Certificate or a Trusted Certificate Using WLST ............c.c............. 7-30



7.4.7.7 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using

Fusion Middleware COntrol...........cccccoviieiiiiiiiiiiiices 7-31
7.4.7.8 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using

TWLST o 7-31
7.4.7.9 Converting a Self-Signed Certificate into a Third-Party Certificate Using

Fusion Middleware Control..............ccooviviiiiiiniiiii e, 7-31
7.4.7.10 Converting a Self-Signed Certificate into a Third-Party Certificate Using

WWLST oo 7-33
7.4.8 Wallet and Certificate Maintenance.............cccooeeeiiiiiiiiiiniiiicceeees 7-33
7.4.8.1 Location of Wallets ..o, 7-34
7.4.8.2 Effect of Host Name Change on Wallet ...........cooooiiiiiiiiiii 7-34
7.4.8.3 Changing a Self-Signed Wallet to a Third-Party Wallet ...........cc.ccccooeennnni. 7-35
7.48.4 Replacing an Expiring Certificate in @ Wallet ..., 7-36

8 Deploying Applications

8.1

8.2

8.3
8.3.1
8.3.1.1
8.3.1.2
8.3.2
8.3.2.1
8.3.2.2
8.3.3
8.3.3.1
8.3.3.2
8.4
8.4.1
8.4.1.1
8.4.1.2

8.4.2
8.4.3
8.5

8.5.1
8.5.2
8.5.3
8.6

8.6.1
8.6.2
8.6.3
8.7

8.7.1
8.7.2

Overview of Deploying APpPLiCAtioNS ..........ccovuveverriririnnrirrcreee e 8-1
Understanding Data SOUICES..........ccoiiuriiiiiiiciiicic s 8-2
Deploying, Undeploying, and Redeploying Java EE Applications............cccceceviviiiiininnnns 8-4
Deploying Java EE APPLiCations .......ccccueueuiucuiuiieiiiciiieiecieicieieiecereeeeeeeeieeeeeeeeeneeeeenes 8-4
Deploying Java EE Applications Using Fusion Middleware Control .................. 8-4
Deploying Java EE Applications Using the WLST Command Line ..................... 8-7
Undeploying Java EE APpPLications. ... 8-7
Undeploying Java EE Applications Using Fusion Middleware Control.............. 8-7
Undeploying Java EE Applications Using the WLST Command Line................. 8-8
Redeploying Java EE APPLCAtiONsS .....c.ccceueuiuiuiuiiciiiciiicieiciciccicieicieeeeeeneeieeeeeeeneneeeenes 8-8
Redeploying Java EE Applications Using Fusion Middleware Control .............. 8-8
Redeploying Java EE Applications Using the WLST Command Line ................. 8-9
Deploying, Undeploying, and Redeploying Oracle ADF Applications.........ccccccccceuvueeneee 8-9
Deploying Oracle ADF Applications.........ccccveveiiiiiiiiiiiiiiiiiieiiicinceceeeeeeees 8-10
Deploying ADF Applications Using Fusion Middleware Control .................... 8-10
Deploying ADF Applications Using the WLST Command Line or the
Administration CONSOLE ..........ccovvuiiiiiiiiiii e, 8-13
Undeploying Oracle ADF Applications.........cocvvviuimiiininiiiiiniiieiciiccccceeeeceenes 8-14
Redeploying Oracle ADF Applications..........ccccccccueuiiiiiciiiiiiiiiiiiececeeceeeees 8-15
Deploying, Undeploying, and Redeploying SOA Composite Applications................... 8-16
Deploying SOA Composite Applications ...........cceevieieieiiiiinieiiiiiccceeeees 8-16
Undeploying SOA Composite Applications ..........cccceeveierieiiiiceeiniceecceees 8-18
Redeploying SOA Composite Applications ..........cccccueucuccueucieiiceeieeeeeeececeeenes 8-18
Deploying, Undeploying, and Redeploying WebCenter Applications............cccccccuuu.e. 8-19
Deploying WebCenter Applications...........cccccceueuciiiiiiiiiiiiiiiiiiiiciccceccccceeees 8-19
Undeploying WebCenter Applications ..........ccccovieiiiiiccccciceeeeeeeeeenenenenens 8-21
Redeploying WebCenter Applications...........cceeueviriiiieieiiiieiiieiicceceeceeeees 8-22
Changing MDS Configuration Attributes for Deployed Applications.............cccccoeunuee. 8-23
Changing the MDS Configuration Attributes Using Fusion Middleware Control 8-23
Changing the MDS Configuration Using WLST ..........cccooooiiiiiiicce 8-25

xi



10

Xii

Monitoring Oracle Fusion Middleware

9.1 Monitoring the Status of Oracle Fusion Middleware...........ccccoovviniinninnnnnnnninne, 9-1
9.1.1 Viewing General INfOormation ..........coeeeeeeeiiiiiiiiiiiiiicceeeeee e 9-2
9.1.2 Monitoring an Oracle WebLogic Server Domain............ccccoeveviviniiinnnniiine, 9-3
9.1.3 Monitoring an Oracle WebLogic Administration Server or Managed Server ........... 9-4
9.1.4 MoONitoring @ CIUSEET .....c.ccucuiiiiiiiiciecccce et 9-5
9.1.5 Monitoring a COMPONENt ........cccoeviviiiiiiiiiiiiiic s 9-6
9.1.6 Monitoring Java EE Applications.........ccccociiiiiiiiiiiiiiiccccciccas 9-8
9.1.7 Monitoring ADF APPLCAtiONS.......c.coceuiiiuiuiiiiiciiieeeeeeereeieee et enene e nenenenenes 9-9
9.1.8 Monitoring SOA Composite Applications..........cceeuiiiiiiiiiiiiiciicccicees 9-9
9.1.9 Monitoring Oracle WebCenter Applications..........ccccceevevviiniiiniininnninniiin 9-10
9.2 Viewing the Performance of Oracle Fusion Middleware ..........ccccccccociiiiiiiincnnnne. 9-11
9.3 Viewing the Routing TOpology........ccouoiiirieiiiiiiiic s 9-12

Managing Log Files and Diagnostic Data

10.1  Overview of Oracle Fusion Middleware LOZgING .......c.ccccovvireieiiiiiiiiccece 10-1
10.2  Understanding ODL Messages and ODL Log Files...........c.ccccooeiiiiiiiiiiiie 10-2
10.3  Searching and Viewing Log Files ... 10-5
10.3.1 Searching Log Files.........coiiiiiiiiiii 10-6
10.3.1.1 Searching Log Files Using Fusion Middleware Control...........ccccccoooreieininnnen. 10-6
10.3.1.1.1 Searching Log Files: Basic Searches...........ccccocveeiiiciicccecececceenenens 10-6
10.3.1.1.2 Searching Log Files: Advanced Searches............cccooeiiiii 10-8
10.3.1.2 Searching Log Files Using the Command Line..........c..cccoooiiiiiiiiiine, 10-8
10.3.2 Viewing Log Files and Their MeSSages ..........cccccoeeueueueuimememiieiciercieeieieeeeieeeeeeeeeeeneeeens 10-9
10.3.2.1 Viewing Log Files and Their Messages Using Fusion Middleware Control.... 10-9
10.3.2.2 Viewing Log Files and Their Messages Using the Command Line................. 10-10
10.3.3 Downloading Log Files.......c.cccccciiiiiiiiiiicrrerr e 10-12
10.3.3.1 Downloading Log Files Using Fusion Middleware Control.............c.cc.c.......... 10-12
10.3.3.2 Downloading Log Files Using the Command Line .........c.cccoooeeiiiiininnnnnn, 10-13
10.4  Configuring Settings for Log Files........ccooiiiiiiiiiiiiiiiiiccccccececee e 10-13
10.4.1 Changing Log File LOCatioNS ........cccoviueieiiiiiici e 10-14
10.4.1.1 Changing Log File Locations Using Fusion Middleware Control ................... 10-14
10.4.1.2 Changing Log File Locations Using WLST .........c.ccccocovvinnninnnnrccnes 10-15
10.4.2 Configuring Log File Rotation ..o 10-15
10.4.2.1 Specifying Size-Based or Time-Based Rotation Using Fusion Middleware

CONELOL .. 10-15
10.4.2.2 Specifying Size-Based or Time-Based Rotation Using the Command Line.... 10-16
10.4.3 Setting the Level of Information Written to Log Files.........ccccccouveiiiniinicncns 10-16
10.4.3.1 Configuring Message Levels Using Fusion Middleware Control.................... 10-18
10.4.3.2 Configuring Message Levels Using WLST .........ccccccovvvinnninnnncnnccnee 10-19
10.4.4 Specifying the Log File Format...........ccooooiiiiiiii 10-20
10.4.4.1 Specifying the Log File Format Using Fusion Middleware Control................ 10-20
10.4.4.2 Specifying the Log File Format Using WLST .........ccccccovuinininninninrccnes 10-20
10.4.5 Specifying the Log File Locale ..........ccccooiiriiiiiicic e 10-20
10.4.5.1 Specifying the Log File Encoding Using WLST ..........ccccoiviiiiiiniiiinnes 10-21
10.4.5.2 Specifying the Log File Encoding in logging.xml...........cccccoviiiiiniiiinncnenns 10-21
10.5  Correlating Messages Across Log Files and Components.............cccoooeueiiiniciiiicicnnnee. 10-21



Part Il Advanced Administration

1

12

Managing the Oracle Metadata Repository
11.1 Understanding a Metadata Repository.......cccoeuoioiciiiiiiiciiiiccc 11-1
11.2  Creating a Database-Based Metadata Repository ..........c.cccccccueuiviiiivcnnccinnrccene 11-1
11.3  Managing the MDS RepOSitOry.......cccoivrueiiiiiieieiiiciciec e 11-2
11.3.1 Understanding the MDS RepOSitory.........coceeueiiiiciiieiiiccecicce e 11-3
11.3.1.1 Understanding MDS Operations ... 11-4
11.3.2 Registering and Deregistering a Database-Based Metadata Repository.................. 11-5
11.3.2.1 Registering a Database-Based MDS Repository..........ccooceiiioirieiiiiicicicciccnnan, 11-5
11.3.2.2 Deregistering a Database-Based MDS Repository.......cccccceucucuvueeeveivvrveeeceneenes 11-7
11.3.3 Registering and Deregistering a File-Based Metadata Repository............cccceueneec. 11-8
11.3.3.1 Creating and Registering a File-Based Metadata Repository .............cccccoeeuc... 11-8
11.3.3.2 Deregistering a File-Based RepoSitory ..........ccccocevuviriivininiiiinnccircecceenes 11-9
11.3.4 Viewing Information about an MDS RepoSitory ..........cccocoeeveiirieieininicieiciicee 11-9
11.3.5 Listing Repositories and Partitions ...........ccccoeoiiie 11-10
11.3.6 Configuring an Application to Use a Different MDS Repository or Partition ...... 11-10
11.3.6.1 Cloning a Partition ..o 11-10
11.3.6.2 Creating a New Partition and Reassociating the Application to It .................. 11-12
11.3.6.3 Changing the System Data SOUICE ........cccceeuruviriiirirririrrrrerrre e 11-13
11.3.7 Moving Metadata from a Test System to a Production System...........ccccccceuevurnane. 11-13
11.3.8 Moving from a File-Based Repository to a Database-Based Repository ................ 11-15
11.3.9 Deleting a Metadata Partition from a Repository ............ccceiiiciiiccccciccnenes 11-16
11.3.9.1 Deleting a Metadata Partition Using the Command Line..........cccccoooeeiennnine, 11-16
11.3.9.2 Deleting a Metadata Partition Using Fusion Middleware Control.................. 11-16
11.3.10 Purging Metadata Version HiStOry .........ccccocoeieviiinnnnnnccrcneeeccee e 11-16
11.3.11 Managing Metadata Labels in the MDS Repository ... 11-17
11.3.11.1 Creating Metadata Labels..........ccoouoiiii e, 11-17
11.3.11.2 Deleting Metadata Labels..........cccccceeuriiiiiniiiirnncnneeceee e 11-18
11.3.11.3 Listing Metadata Labels...........cccooeuiiiiiiii e 11-18
11.3.11.4 Promoting Metadata Labels...........cccccccoviiiiiniiiiiiiiiiine 11-18
11.4  Managing Metadata Repository Schemas...........cccccocceriiiiiiiiiiiccccccreeeceenes 11-18
11.4.1 Changing Metadata Repository Schema Passwords...........ccccoureieiniiciciiiicncnne. 11-18
11.4.2 Changing the Character Set of the Metadata Repository .........cccccevvvennininincnnes 11-19
Changing Network Configurations
12.1  Changing the Network Configuration...........ccccccceeuiiiiiiiiiiiiiiicncccees 12-1
12.1.1 Changing the Network Configuration of a WebLogic Managed Server-.................. 12-1
12.1.2 Changing the Network Configuration of Web Tier Components............cccccueuuneeee. 12-2
12.2  Changing the IP Address of a Metadata Repository Installation ............ccccoevvvevuerernnnnen. 12-3
12.3  Moving Between On-Network and Off-Network ... 12-5
12.3.1 Moving from Off-Network to On-Network (Static IP Address)..........ccccovvviriniinne 12-5
12.3.2 Moving from Off-Network to On-Network (DHCP) ........cccccceviiivnviinniiiine 12-6
12.3.3 Moving from On-Network to Off-Network (Static IP Address).........cccccceueurucucnennnne 12-6
12.4  Changing Between a Static IP Address and DHCP .........c.ccccoooiiiiiiiie 12-6
12.4.1 Changing from a Static IP Address to DHCP...........cccccccciiiiiiiiiiiiiciiciccee 12-6

xiii



12.4.2 Changing from DHCP to a Static IP Address..........ccceuovirieieiiicieiicce 12-6
125 USING IPVO oo 12-7
12.5.1 Supported Topologies for IPv4 and IPv6 Network Protocols..........cccoceevverercrccncnee 12-8
12.5.2 Configuring Oracle HTTP Server for IPV6........c.cooooiiiiiiiiiii 12-10
12.5.3 Disabling IPv6 Support for Oracle Web Cache ..........ccooeieiiiiiiiiiie 12-10
12.5.4 Configuring Oracle Single Sign-On to Use Oracle HTTP Server with IPv6 .......... 12-11
12.5.5 Configuring Oracle Access Manager Support for IPV6...........ccooeveiiriiiiiicnn, 12-13
12.5.5.1 Simple Authentication With IPV6 ........c.ccooiiiiiiiiiiiiccc 12-13
12.5.5.2 Configuring IPv6 with an Authenticating WebGate and Challenge Redirect 12-13
12.5.5.3 Considerations .........cooeviiiiiiiiiiiniii e 12-14
12.5.5.4 PrerequiSites ... 12-14
12.5.5.5 Configuring IPv6 with Simple Authentication ...........cccooeeeiiiiiiinciiinccenns 12-15
12.5.5.6 Configuring IPv6 with an Authenticating WebGate and Challenge Redirect 12-16
12.5.5.7 Configuring IPv6: Separate Proxy for Authentication and Resource

WD GALES ...ttt ettt e e s e e et e e et e e ettt e e st e e et eennaeeean 12-18

Part IV Advanced Administration: Backup and Recovery

13

Xiv

Introd

13.1
13.1.1
13.1.2
13.1.3
13.2
13.3
13.3.1
13.3.2
13.4
13.4.1
13.4.2
13.5

13.5.1
13.5.1.1
13.5.1.2

13.5.1.3
13.5.1.4
13.5.1.5
13.5.2

13.5.2.1
13.5.2.2
13.5.2.3

13.5.2.4

13.5.2.5
13.5.3

ucing Backup and Recovery
Understanding Oracle Fusion Middleware Backup and Recovery..........cccccoovvirennnnne. 13-1
Impact of Administration Server Failure ...........ccccocooeeiviiinnniirnennecene 13-2
Managed Server Independence (MSI) Mode..........ccccoviiiiiiiiiniiinciiiiciiicces 13-2
Configuration Changes in Managed Servers...........c..ccooceuoiiiinieiniccnceccceee 13-2
Oracle Fusion Middleware Directory Structure...........ccococeeucuciccieicccreeeeccecieeeenenens 13-3
Overview of the Backup Strategies ............cooooeueiiiiiiiiiicicce 13-3
Types of BACKUPS .......cuviiiiiii e 13-4
Recommended Backup Strategy .........cccocoeecuiiiiicieiiiiiiieieiceieeieieeeeeeeeeeeeeeeeeeeeees 13-5
Overview of Recovery Strategies..........c.ooirieieiiiciiiciiic s 13-6
TYPes Of RECOVEIY ...t e 13-6
Recommended Recovery Strategies..........cccccocccueucuimieiieiciicicieicceeieeieeneeeenenenenens 13-7
Backup and Recovery Recommendations for Oracle Fusion Middleware
COMPONENES....oviiiiiiieieie e 13-7
Backup and Recovery Recommendations for Oracle SOA Suite..........cccccceuvvvunnenne 13-7
Backup and Recovery Recommendations for Oracle BPEL Process Manager. 13-8
Backup and Recovery Recommendations for Oracle Business Activity
MONIEOTING ...viviveiicieieieieiet s 13-9
Backup and Recovery Recommendations for Oracle B2B ............cccccovevennnne. 13-9
Backup and Recovery Recommendations for Oracle Business Rules.............. 13-10
Backup and Recovery Recommendations for Oracle WebLogic Server JMS ~ 13-10
Backup and Recovery Recommendations for Oracle WebCenter........................... 13-12
Backup and Recovery Recommendations for Oracle WebCenter ................... 13-12
Backup and Recovery Recommendations for Oracle WebCenter Portlets ..... 13-13
Backup and Recovery Recommendations for Oracle WebCenter Discussions
SEIVET .ot 13-13
Backup and Recovery Recommendations for Oracle WebCenter Wiki and
BLOZ SEIVET ..ottt 13-14
Backup and Recovery Recommendations for Oracle Content Server ............. 13-14
Backup and Recovery Recommendations for Oracle Identity Management......... 13-14



14

15

13.5.3.1 Backup and Recovery Recommendations for Oracle Internet Directory ........ 13-15

13.5.3.2 Backup and Recovery Recommendations for Oracle Virtual Directory ......... 13-15
13.56.3.3 Backup and Recovery Recommendations for Oracle Directory Integration

PIatfOIm ..ot 13-16
13.5.3.4 Backup and Recovery Recommendations for Oracle Directory Services

MANAZET ..ot 13-16
13.5.3.5 Backup and Recovery Recommendations for Oracle Identity Federation ..... 13-17
13.5.4 Backup and Recovery Recommendations for Oracle JRF Installations.................. 13-17
13.5.4.1 Backup and Recovery Recommendations for Oracle Web Services Manager 13-17
13.5.4.2 Backup and Recovery Recommendations for Oracle Platform Security

SEIVICES. ..ottt s 13-18
13.5.5 Backup and Recovery Recommendations for Web Tier Installations..................... 13-18
13.5.5.1 Backup and Recovery Recommendations for Oracle HTTP Server................. 13-18
13.5.5.2 Backup and Recovery Recommendations for Oracle Web Cache.................... 13-19
13.5.6 Backup and Recovery Recommendations for Oracle Portal, Oracle Forms

Services, and Oracle Reports Installations ..........cccccccoeecciiiinnniinnncirnenes 13-19

13.5.6.1 Backup and Recovery Recommendations for Oracle Portal ............cccoovennee 13-19
13.5.6.2 Backup and Recovery Recommendations for Oracle Forms Services ............. 13-20
13.5.6.3 Backup and Recovery Recommendations for Oracle Reports ...................... 13-20
13.5.6.4 Backup and Recovery Recommendations for Oracle Business Intelligence

Discoverer 13-22
13.6  Assumptions and Restrictions ...........ccoceeioiiiiiioiiiiiic 13-22
Backing Up Your Environment
14.1  Overview of Backing Up Your Environment ..........c.cocoooiiiiicce 14-1
14.2  Limitations and Restrictions for Backing Up Data .......cccccccccueurniiicnincinccccene 14-2
14.3  Performing a Backup ... 14-3
14.3.1 Performing a Full Offline BaCKUP .......ccouoviiiiiiiiiic e 14-4
14.3.2 Performing an Online Backup of Run-Time Artifacts.........cccocoeveevecccccceciccnnnne. 14-5
14.4  Creating a Record of Your Oracle Fusion Middleware Configuration............ccccccoeue.... 14-6
Recovering Your Environment
15.1  Overview of Recovering Your Environment .........ccccocovoeeieiiiinieieiicceccecee 15-1
15.2  Recovering After Data Loss, Corruption, Media Failure, or Application Malfunction =~ 15-2
15.2.1 Recovering a Middleware HOME ........c.cccccuiuiiiiiiiiiiiiiiciiccccceceeeeeeeeeeeeees 15-2
15.2.2 Recovering an Oracle WebLogic Server Domain...........cccoevrueieiincieiniicicce 15-2
15.2.3 Recovering an Oracle Instance Home...........cccccceviviiiiiinniininiiiicnccccce 15-3
15.2.3.1 Recovering After Oracle Instance Home Deleted from File System.................. 15-3
15.2.3.2 Recovering After Oracle Instance Home Deregistered..........ccccooovrieiiiinnnnnn. 15-3
15.2.4 Recovering the Administration Server Configuration............ccccevviviviinirivninicnnnnnes 15-4
15.2.5 Recovering a Managed SEIVET .........c.ccccccicuiiieiciiieneieeieieeieeeeeeere e 15-4
15.2.5.1 Recovering a Managed Server When It Cannot Be Started..............ccoccoeeennn. 15-5
15.2.5.2 Recovering a Managed Server When It Does Not Function Correctly.............. 15-6
15.2.5.3 Recovering an Oracle SOA Suite Managed Server That Has a Separate

DITECTOTY .t 15-7
15.2.6 Recovering COMPONENES..........c.cceuiiiieiieieiiicie e 15-7
15.2.6.1 Recovering After a Component's Files Are Deleted or Corrupted .................... 15-7

XV



XVi

15.2.6.2 Recovering a Component That Is Not Functioning Properly After

Configuration Change ............cooeueiiiiiiic e 15-8
15.2.6.3 Recovering Components After Cluster Configuration Change ........................ 15-8
15.2.7 Recovering @ CIUSTET .......c.cccuiuiuiuiiiiiiiiiciicicccceeiee e 15-9
15.2.7.1 Recovering a Cluster After Deletion or Cluster-Level Configuration Changes 15-9
15.2.7.2 Recovering a Cluster After Membership Is Mistakenly Modified................... 15-10
15.2.8 Recovering APPliCations.........ccccccucueuriiicieirieiiieicicerceeeeeee e 15-10
15.2.8.1 Recovering Application Artifacts........c.cccoceeeiiiiiiiiii 15-11
15.2.8.2 Recovering a Redeployed Application That Is No Longer Functional............ 15-11
15.2.8.3 Recovering an Undeployed Application...........cccccceuvuveeeiinirnvnnrnrnnrrecnes 15-11
15.2.8.4 Recovering a Composite Application...........ccccevvevviiiiiiiiiniciiiiie 15-12
15.2.9 Recovering a Database ..........ccooociieiiiriii 15-12
15.3  Recovering After Loss Of HOSt ..o 15-12
15.3.1 Recovering After Loss of Administration Server HOst ..........ccccoooeiiiiiiiiiiinicinns 15-13
15.3.1.1 Recovering the Administration Server to the Same Host..........ccooovriinnnnes 15-13
15.3.1.2 Recovering the Administration Server to a Different Host.........c.cccccoveureeencee. 15-14
15.3.2 Recovering After Loss of Managed Server HOSt...........ccooviiiiiiiciniciiccc 15-15
15.3.2.1 Recovering a Managed Server to the Same Host............ccooii, 15-15
15.3.2.2 Recovering a Managed Server to a Different Host .........cccccoevvnnnnnnnnnaee 15-17
15.3.2.3 Recovering an Oracle SOA Suite Managed Server That Has a Separate

DITECEOTY ..ottt 15-19
15.3.3 Recovering After Loss of COMPONeNt ..........ccoceuiiiiciiieiiicceccec 15-19
15.3.3.1 Recovering a Java Component to the Same Host ..........cccceurviiinnininnne. 15-19
15.3.3.2 Recovering a Java Component to a Different Host ..o, 15-19
15.3.3.3 Recovering a System Component to the Same Host ........c.ccoooriiiiiie, 15-19
15.3.3.4 Recovering a System Component to a Different Host ...........cccoovvvnnnnnnaee 15-20
15.3.3.5 Recovering Oracle SOA Suite After Loss of HOSt........ccccoeeiiieiiiiiicniccice, 15-21
15.3.3.6 Recovering Oracle Business Activity Monitoring to a Different Host............. 15-22
15.3.3.7 Recovering Oracle WebCenter to a Different HOSt ........ccooceeiniininciiiincaes 15-22
15.3.3.8 Recovering Web Tier Components to a Different Host .........cc.cccoeeriiininnnee. 15-22
15.3.3.8.1 Recovering Oracle HTTP Server to a Different Host ..........ccooceviiinnnnnne, 15-22
15.3.3.8.2 Recovering Oracle Web Cache to a Different Host .........cccoveiiiiiinnne, 15-22
15.3.3.9 Recovering Identity Management Components to a Different Host............... 15-22
15.3.3.9.1 Recovering Oracle Internet Directory to a Different Host ...........ccccccuec. 15-23
15.3.3.9.2 Recovering Oracle Virtual Directory to a Different Host...........ccccoceuece. 15-23
15.3.3.9.3 Recovering Oracle Directory Integration Platform to a Different Host... 15-23
15.3.3.9.4 Recovering Oracle Directory Services Manager to a Different Host ........ 15-24
15.3.3.9.5 Recovering Oracle Identity Federation to a Different Host ....................... 15-24
15.3.3.10 Recovering Oracle Portal, Oracle Reports, Oracle Forms Services, and

Oracle Business Intelligence Discoverer to a Different Host ...........cccccccuevene 15-25
15.3.3.10.1 Recovering Oracle Portal to a Different Host.........cccccovvvviiniiniiiiinnne, 15-25
15.3.3.10.2 Recovering Oracle Business Intelligence Discoverer to a Different Host 15-27
15.3.3.10.3 Recovering Oracle Reports to a Different Host...........ccoooreieiiinninna 15-28
15.3.3.10.4 Recovering Oracle Forms Services to a Different Host...........cccccovvinnniae, 15-29
15.3.4 Additional Actions for Recovering Entities After Loss of Host...........cccceeiiinacaes 15-31
15.3.4.1 Recovering Fusion Middleware Control to a Different Host.........ccccccceueueee. 15-31
15.3.4.2 Editing the targets.xml File for Fusion Middleware Control............c.cc.c......... 15-32



15.3.4.3 Recovering Oracle Management Agent When Components Are Recovered

to a Different HOSt .......cccovvvviiiiiiiiiiic 15-32
15.3.4.4 Updating Oracle INVeNtOTY ........ccccueuiiiiuiieiiiiieecie e 15-33
15.3.4.5 Recover the Windows RegiStry ........ccccoeeuvivriniiininnninrcecerec e 15-33
15.3.5 Recovering After Loss of Host for a Database...........cccccoovieieiiiicieiiic 15-33

PartV Advanced Administration: Expanding Your Environment

16

17

Scaling Your Environment

16.1  Overview of Scaling Your ENvironment ............cccoeueviiiiniiiiicieieccic s 16-1
16.2  Extending a Domain to Support Additional Components............cccceveviiriiieiiicicininnnne. 16-2
16.3  Adding Additional Managed Servers to @ Domain.........c.ccccccevueveuencnininvnnnrccenne 16-3
16.3.1 Applying Oracle JRF to a Managed Server or Cluster ..........cccoooevvirieiicicnninne. 16-5
16.4  Creating CIUSTETS.......ccviiiieciei et 16-6
16.5 Cloning a Middleware Home, Oracle Home, or Component .........c.ccccccccueucucueueueueunnnnne. 16-7

Cloning Oracle Fusion Middleware

17.1  Introduction t0 CLOMING ......cccvoviriiiiiie e 17-1
17.2  What YOU Can ClOne........ccooiiiiiiiiiiiiccctt st 17-1
17.3  Understanding the Cloning Process...........ccococeuiiiiiiiiiieiciiicce e 17-2
17.3.1 Source Preparation PRase .........c.ccccciieiiiiiiiiiiicecrccereeee s 17-2
17.3.2 Cloning PRase..........ccouiiiiiic s 17-2
174 ClONINgG SYNEAX c.cvviieiieieieicecie et 17-2
17.5  Cloning Oracle Fusion Middleware ENtities ..........c.cococovvnirnninininnicicccccccccnee 17-12
17.5.1 Cloning a Middleware HOME ............coooiiiiiiiiiiiiii e 17-12
17.5.1.1 Cloning Only a Middleware HOme ...........ccooeioiiiiiiiiiicc e, 17-13
17.5.1.2 Cloning a Middleware Home and All of Its Oracle Homes..........cccccccoeiueucnens 17-13
17.5.1.3 Cloning a Middleware Home and Only Some of Its Oracle Homes................ 17-14
17.5.2 Cloning Oracle HOMES..........cccoiiieieiicicc e 17-15
17.5.3 Cloning Oracle Internet Dir€cCtOry.......c.cccccoceucuiicuinininiiicrirerrreeeee s 17-16
17.5.4 Cloning Oracle Virtual Directory .........cccooiieieiiiiicieicccec e 17-18
17.6  Considerations and Limitations for Cloning ............cccceovvvnnininininniniiiccccens 17-19

Part VI Appendixes

A

Oracle Fusion Middleware Command-Line Tools
URLs for Components

Port Numbers

C.1 Port Numbers by COMPONENt.........cccccuvuiiiiiiiiiiiiiiiiicicrs s C-1
c.z2 Port Numbers (Sorted by NUMDET)........c.ccciiiiiimiiiiiiicecceeeeeeeeeeee s C-2

Metadata Repository Schemas
D.1 Metadata Repository Schema Descriptions ..........ccccocevuvvvveerinncnnnirrrecrreeeeececseceas D-1

xvii



D.2 Metadata Repository Schemas, Tablespaces, and Datafiles .............ccccceeviiiinninnennnn. D-2

E Using Oracle Fusion Middleware Accessibility Options

F

E.1 Install and Configure Java Access Bridge (Windows Only)...........cccoceiirieiiiiinicininnnen, E-1
E.2 Enabling Fusion Middleware Control Accessibility Mode..........ccccooiiiiiiii, E-1
E.21 Making HTML Pages More Accessible ..........ccccceiiiiiiiiiiiieiiccececceereeeeeeeeenes E-1
E22 Viewing Text Descriptions of Fusion Middleware Control Charts.............cccceueuueeee. E-2
E.3 Fusion Middleware Control Keyboard Navigation...........cccoceiniiiiiiiiniiiccicce, E-3

Examples of Administrative Changes

F.1 How to Use This APPendiX.......ccooeuiiiieiiiiicieieicci s F-1
F.2 Examples of Administrative Changes (by COomponent) ..........ccccecevveveverrererrencrenercecnencncnes F-2

G Viewing Release Numbers and Applying Patches

xviii

G.1 Release NUMber FOIMat .....ccoviiiiiiiiiiiiiiiiii e G-1
G.2 Viewing the Software Inventory and Release Numbers...........ccoccooiiiiiii G-2
G.2.1 Viewing Oracle Fusion Middleware Installation Release Numbers..............ccccounee G-2
G.22 Viewing Component Release NUMDETS .........ccccccciiiimimiiiieiiiieeeeeeceeeeeeeeeeenes G-2
G.2.3 Viewing Oracle Internet Directory Release Numbers...........ccccoovoiiiiiiiriiiiinnnn, G-3
G.24 Viewing Metadata Repository Release Numbers ............cccocueviiriieiniiiciiiicce G-4
G.3 APPLYING PatChes ......oviiiiicicc s G-4
G.3.1 OPatch ReqQUITeMENtS........ccuvviiiiiiiiiiiieieiiciie s G-5
G.3.2 Running the OPatch Uity ......ccccoooviiiiiiiiiiiiiiiiiiiii G-5
G.3.2.1 APPLY OPLIOIN ..o G-6
G.3.22 ISINVeNtOry OPHON «..ocvii G-7
G.3.2.3 QUETY OPHION .ot G-8
G.3.24 FOIIDACK OPHION ... G-9
G.3.2.5 VErsiON OPHON c...viviviiiiiiiiiiii s G-10

Oracle Wallet Manager and orapki

H.1 New orapki FEAtures ... H-1
H.1.1 orapki Usage EXamples.........cccccociuiiiiiiiiiiiiiiiiiiicccsee s H-2
H.1.2 New CRL Management Features ...........ccocooiiiiiiiiininiiiiiicccccnes H-2
H.1.3 New Version 3 Certificate SUPPOIt ......cccovveviiiiiiiiiiiiiiccc H-3
H1.4 Trust Chain EXPort ... s H-3
H.1.5 Wallet Password Change..........ccciieiiiiiciecceeeieeeeieeienee e aeeeees H-3
H.1.6 Converting Between Oracle Wallet and JKS Keystore...........ccooocoiieiiiiniinicnne H-3
H.2 Using the orapki Utility for Certificate Validation and CRL Management ...................... H-4
H.2.1 OTAPKI OVEIVIEW ...ttt H-5
H.2.1.1 orapki Utility SYNtax .......cccooceueieiiiieiiicee H-5
H.2.2 Displaying orapki Help ... H-5
H.2.3 Creating Signed Certificates for Testing PUIPOSES .........cccoevueuvueerrerivcrrirrncrreeccnes H-6
H.2.4 Managing Oracle Wallets with the orapki Utility ........cccooemiiiiiiiiiiie H-6
H.2.4.1 Creating and Viewing Oracle Wallets with orapki ........c.cccccevvviiinnnininncne. H-6
H.2.4.2 Adding Certificates and Certificate Requests to Oracle Wallets with orapki .... H-7



H.2.4.3

H.2.5
H.2.5.1
H.2.5.1.1
H.2.5.1.2
H.2.5.2
H.2.5.2.1
H.2.5.22
H.2.5.2.3
H.2.5.2.4
H.2.5.25
H.2.6
H.2.6.1
H.2.6.1.1
H.2.6.1.2
H.2.6.2
H.2.6.2.1
H.2.6.2.2
H.2.6.3
H.2.6.3.1
H.2.6.3.2
H.2.6.4
H.2.6.4.1
H.2.6.4.2
H.2.6.5
H.2.6.5.1
H.2.6.5.2
H.2.6.6
H.2.6.6.1
H.2.6.6.2
H.2.6.7
H.2.6.7.1
H.2.6.7.2
H.2.6.8
H.2.6.8.1
H.2.6.8.2
H.2.6.9
H.2.6.9.1
H.2.6.9.2
H.2.6.10
H.2.6.10.1
H.2.6.10.2
H.2.6.11
H.2.6.11.1
H.2.6.11.2
H.2.6.12

OTAPKILvviieieieii s H-8
Managing Certificate Revocation Lists (CRLs) with orapki Utility ........c.ccoeeueience. H-8
About Certificate Validation with Certificate Revocation Lists ........cc.ccccoeeuene. H-8
What CRLs Should You Use? ... H-8
How CRL Checking WOIKS.........cccoiiiirieiiiiieieecci i H-8
Certificate Revocation List Management ...........cccocevuvvvnivirnnnnnrrcecereeenes H-9
Renaming CRLs with a Hash Value for Certificate Validation.................... H-10
Uploading CRLs to Oracle Internet Directory .........ccocoooorcieiiicciciiicinnnnn H-10
Listing CRLs Stored in Oracle Internet Directory ..........ccccoceeevvvvvecnennne. H-11
Viewing CRLs in Oracle Internet Directory ...........cccooeeeviiiieiiiinicne H-11
Deleting CRLs from Oracle Internet Directory ..o, H-12
orapki Utility Commands SUMMATY ........cccceeueueirrriririinrrrcrrreeeeseeeeseseseseeeeeaes H-13
OTAPKI COIt CIEAE ...t H-13
PUIPOSE ..t H-13
SYNEAX .ttt H-13
orapki cert display ... H-13
PUIPOSE ..ot H-13
SYNEAX .ttt H-13
OTAPKI CI1 CLEALE ...ttt H-14
PUIPOSE ..ottt H-14
SYNEAX .ttt H-14
orapki crl delete ... H-14
PUIPOSE ..o H-14
SYNEAX .ttt H-14
orapkKi Crl diSplay ....ccoouiviviiiiiiiiiiicc H-14
PUIPOSE ..ttt H-15
SYNEAX it H-15
orapki crl hash........ccoo H-15
PUIPOSE ..ottt H-15
SYNEAX ettt H-15
OTAPKI CIL LISt vt H-15
PUIPOSE ..o H-16
SYNEAX oottt H-16
OTAPKI CIL TEVOKE ...ttt H-16
PUIPOSE ..o H-16
SYNEAX oottt H-16
OTAPKI CIl STAtUS. ...oviiiiii s H-16
PUIPOSE ..o H-16
SYNEAX . c.ciiiiiiccs H-16
orapki crl Upload ... H-16
PUIPOSE ..ot H-16
SYNEAX it H-16
OTaPKi Cl VETIfY..oiieieiii H-17
PUIPOSE ..ot H-17
SYNEAX .ttt H-17
orapki wallet add ... H-17

Xix



H.2.6.12.1 PUIPOSE ..ottt s H-17

H.2.6.12.2 SYIEAX w1t H-17
H.2.6.13 orapki wallet change_ pwd ... H-18
H.2.6.13.1 PUIPOSE ..ottt H-18
H.2.6.13.2 SYIEAX w1ttt H-18
H.2.6.14 orapki wallet Create ........cccccciiiiiiiiiccccccccce s H-18
H.2.6.14.1 PUIPOSE ..ottt H-18
H.2.6.14.2 SYIEAX 11ttt H-18
H.2.6.15 orapki wallet diSplay......ccccccciiiiiiiiccce s H-19
H.2.6.15.1 PUIPOSE ..ottt H-19
H.2.6.15.2 SYIEAX w1ttt H-19
H.2.6.16 orapki Wallet @XPOTt .....c.ccciuiuiiiiiiiiiicccccc s H-19
H.2.6.16.1 PUIPOSE ..ottt H-19
H.2.6.16.2 SYIEAX w1ttt H-19
H.2.6.17 orapki wallet export_trust_chain ... H-19
H.2.6.17.1 PUIPOSE .ottt H-19
H.2.6.17.2 SYIEAX 1.ttt H-19
H.3 Equivalent Features for Oracle Wallet Manager ...........cccccoceeccciciceeeecceceeenenens H-20
H.4 Equivalent Features for orapKi.........ccooiiiiiiiiniiiiiiiinsnans H-21
H.5 Equivalent Features for the SSL Configuration Tool............ccooriiiiiiiii H-22
I Troubleshooting Oracle Fusion Middleware

1.1 Diagnosing Oracle Fusion Middleware Problems..............cccoooioiii, -1
1.2 Common Problems and SOIUtIONS ..........cccociiiiiiiiiiiii e, -1
[.2.1 Using a Different Version of Spring..........cccocoiiiiiiiiicccc -1
2.2 ClassNotFound Errors When Starting Managed Servers............ccocovoioriciniciceieiennne, -2
1.3 Troubleshooting Fusion Middleware CONtrol.............cccocovvvniirinniinnnncnrrreeee e -2
1.3.1 Troubleshooting the Display of Performance Metrics and Charts in Fusion

Middleware CONtIOL........cccooiiiiiiiiiiiiiiiiiciic s -2
1.3.1.1 What Are Agent-Monitored Targets?........cccocooerieieiiiiiiiiiiiic e -2
1.3.1.2 Setting Monitoring Credentials for All Agent-Monitored Targets in a Farm ...... -3
1.3.1.3 Changing the Monitoring Credentials for a Specific Agent-Monitored Target... 1-3
1.3.1.4 Verifying or Changing the Oracle Management Agent URL ...........c.ccccevviinnnee. -3
1.3.2 Securing the Connection from Fusion Middleware Control to Oracle WebLogic

Server Administration CONSOIe ........ccceeeviveririieiecceec s I-4
1.4 Need More Help?......ccoviiiiiiiiiiiiic s I-5
1.4.1 Using Remote Diagnostic Agent ... I-5

Index

XX



List of Figures

21
2-2
61
6-2
121
12-2
141
G-1

Oracle Fusion Middleware Environment.............ccoooiiiiiiiiccce 2-2
Oracle WebLogic Server DOmMAin ..........cccouiiiiiieiiicieieiccic s 2-3
SSL Handshake.........cccoviiiiiiiiiiiiiiiiiiic s 6-5
SSL in Oracle Fusion Middleware................cooiuiiiiiiioiiiic e 6-5
Simple Authentication with the IPV6/IPv4 ProxXy ........cccccevvviniiviiniiniine 12-13
IPv6 with an Authenticating WebGate and Challenge Redirect ...........ccccccooeiiinni 12-14
Decision Flow Chart for Type of Backup ........ccooeiiiiiiiii 14-2
Example of an Oracle Fusion Middleware Release Number...........ccccocoooriiiini, G-1

XXi



List of Tables

XXii

3-1
3-2
3-3

3-4
61
6-2
6-3
6-4
6-5
81
8-2
10-1
10-2
10-3
10-4
10-5
11-1
121
16-1
171
17-2

I'I'IUIUO

FIEFERIT

Environment Variables for Linux and UNIX.........cccooiiiiiniiiiieeceeens 3-1
Environment Variables for WINAOWS .........cccccoeiiiiiiiiiiiiicccccs 3-3
Comparing Fusion Middleware Control and WebLogic Server Administration
COMSOLE ..o 3-4
Navigating Within Fusion Middleware Control.........c.cccooiiiiiiiiiiiiiiice, 3-9
WLST Commands for SSL Configuration .............ceceueieiiiiieieiicecc e 6-35
WLST Commands for Oracle Wallet Management .............ccooieieiiiiieniiccce, 6-36
WLST Commands for Java Keystore (JKS) Management ............cccccoevvnnnnnnnninine. 6-36
Parameters in Properties File ..., 6-56
Default Values of Parameters...........c.cccoeviiiiiiiiiiniiiiiicc e 6-57
Tools to Deploy APPLICAtiONS........couiviiiiiiiiiiiiiiiciicic s 8-2
MDS Configuration Attributes for Deployed Applications ..........c.cccccovviviininiiinininine. 8-24
ODL Format Message Fields ..........ccocouiiiiiiiiiiic 10-2
Infrequently Used ODL Format Message Fields........c...cccooooiiiiiiiiiiiiinie, 10-3
Log File LOCAtION. ..ottt 10-4
Diagnostic Message Types and Level ... 10-16
Mapping of Log Levels Among ODL, Oracle WebLogic Server, and Java.................. 10-17
MDS Operations and Required Roles............cccccoveiiiiiiiiiiiiiiiiiiiiiiicccce, 11-5
SUPPOIt FOr IPVO ..o 12-7
Supported Domain EXtENSIONS ........ccccevviiviiiiiiiiiiiiiiiiiccccc 16-2
Options for the createClone Command for a Middleware Home or Oracle Home...... 17-5
Options for the applyClone Command for a Middleware Home or Oracle Home....... 17-7
Options for the listCloneArchive Command...........cccocovvvviniiiniiiininne, 17-8
Options for the createClone Command for Components..........ccoccevviivviniinininicnennn, 17-9
Options for the applyClone Command for Components ............cccovvmevviniinriiniicnnnnn. 17-9
Oracle Fusion Middleware Command-Line ToOISs .........c.cccccovieeiniiiiiniiiiiiicccns A-1
URLS fOr COMPONENLS.....coviiiiiiiiiiiiiniiiiiiis s ns B-1
Port Numbers Sorted by Component ..o C-1
Port Numbers Sorted by NUMDeT .........ocoovoiiiiiiiii s C-2
Metadata Schemas Created by Repository Creation Utility .........ccooeveiiiciiiiiniiine D-1
Metadata Repository Tablespaces and Datafiles...........c.cccocoeeeeiiiiiniiiiiciiien, D-3
Keyboard Navigation for Common Tasks ...........cccoueeueiiininiiiiicec E-3
Examples of Administrative Changes ..........c.cccoooiroiiic e F-2
Options for the OPatch Utility ......ccooviieiiiici e G-6
Mapping for Oracle Wallet Manager Features for Wallets...............cccoooniiniiinnnnnn. H-20
Mapping for Oracle Wallet Manager Features for Certificates...........ccccooereiirnnnnn. H-20
Mapping for orapki Features for Wallets and CRLS..........cccccccoviiiiniiiniiine, H-21
Mapping for orapki Features for Certificates..........ccccovveiiiiniiiiiiie, H-22
Equivalent Features for the SSL Configuration Tool..........ccccoeeiiiiiiiiiiiiic H-22



Preface

This guide describes how to manage Oracle Fusion Middleware, including how to
start and stop Oracle Fusion Middleware, how to change ports, deploy applications,
and how to back up and recover Oracle Fusion Middleware.

Audience

This guide is intended for administrators of Oracle Fusion Middleware.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http: //www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Deaf/Hard of Hearing Access to Oracle Support Services

To reach Oracle Support Services, use a telecommunications relay service (TRS) to call
Oracle Support at 1.800.223.1711. An Oracle Support Services engineer will handle
technical issues and provide customer support according to the Oracle service request
process. Information about TRS is available at
http://www.fcc.gov/cgb/consumerfacts/trs.html, and a list of phone
numbers is available at http: //www. fcc.gov/cgb/dro/trsphonebk.html.
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Related Documents

For more information, see the following documents in the Oracle Fusion Middleware
11g Release 1 (11.1.1) documentation set:

»  Oracle Fusion Middleware 2 Day Administration Guide

»  Oracle Fusion Middleware Concepts

»  Oracle Fusion Middleware Security Guide

»  Oracle Fusion Middleware High Availability Guide

»  Oracle Fusion Middleware Introduction to Oracle WebLogic Server

»  Oracle Fusion Middleware Administrator’s Guide for Oracle SOA Suite

»  Oracle Fusion Middleware Administrator’s Guide for Oracle WebCenter

»  Oracle Fusion Middleware Administrator’s Guide for Oracle HTTP Server

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Web Cache

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Virtual Directory

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Federation

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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What's New in This Guide?

This preface introduces the new and changed administrative features of Oracle Fusion
Middleware that are described in this guide, and provides pointers to additional
information.

New Features for 11g Release 1 (11.1.1)

11g Release 1 (11.1.1) includes many new and changed features, including the
following:

The inclusion of Oracle WebLogic Server in Oracle Fusion Middleware, replacing
Oracle Containers for Java EE. Oracle WebLogic Server is an enterprise-ready Java
application server that supports the deployment of mission-critical applications in
a robust, secure, highly available, and scalable environment. For an overview of
Oracle WebLogic Server and the Oracle Fusion Middleware environment, see
Section 2.1.

New commands for many functions. Many components and services now use
Oracle WebLogic Server Scripting Tool (WLST) commands. For example,
commands to configure log files are WLST commands. See Section 3.5.1 for
general information about invoking WLST.

The Oracle Metadata Service (MDS) Repository, a particular type of repository
that contains metadata for certain types of deployed applications. This includes
custom Java EE applications developed by your organization and some Oracle
Fusion Middleware component applications, such as Oracle B2B. For information
about the MDS Repository, see Section 11.3.

Wallet and Keystore Management: 11¢ Release 1 (11.1.1) provides new features for
managing Oracle wallets and JKS keystores:

- Password-protected Wallets

When creating a wallet in prior releases, the administrator was always
required to create a password-protected wallet. Once this wallet was created,
the administrator could optionally create an auto-login wallet. Components
needed the auto-login wallet at run-time. Without an auto-login wallet, the
password had to be specified in the component configuration file in an
encrypted or obfuscated format.

In 11g Release 1 (11.1.1) this behavior has changed. Every time you create a
password-protected wallet, an auto-login wallet is automatically created as
well. This enables management tasks to be performed on the
password-protected wallet, while components can use the auto-login wallet at
run-time. This eliminates the need to store passwords in configuration files.
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To take advantage of this feature when creating a wallet with Fusion
Middleware Control, you need to uncheck the auto-login check-box and enter
the wallet password. Remember that this creates both the password-protected
and auto-login wallets.

A new type of wallet has also been introduced, which is a standalone
auto-login wallet. This wallet can be used for both management and run time
without requiring a password. To create this wallet when creating a wallet
with Fusion Middleware Control, check the auto-login check box. You do not
need to provide a password for this type of wallet.

Note: The standalone auto-login wallet is the default choice for
wallet creation.

Wallet and Keystore Management Tools

In prior releases, Oracle Wallet Manager was the graphical interface tool and
orapki the command-line tool to manage Oracle wallets.

In 11g Release 1 (11.1.1), Oracle Wallet Manager has been discontinued and
replaced by Fusion Middleware Control, which is a web-based interface.
WLST is the new command-line tool. You can use both these tools to manage
not just Oracle wallets, but also JKS keystore files.

An additional advantage of these new tools is that they allow you to manage
keystores centrally across instances, since they work in the context of a
management server.

You can still use orapki to manage both Oracle wallet and JKS keystore, but
only local changes (on a per-instance basis) are possible. orapki is the only
tool that allows management of PKCS#11 wallets and CRLs.

The following table shows the different tools and their capabilities:

Java

Oracle Keystore Local Distributed Graphical Command
Tool Wallet (JKS) Updates Updates PKCS11 CRL ul Line
orapki (10g, 11g) X X X X X X
Oracle Wallet Manager x X X X
(notin 11g)
Fusion Middleware X X X X
Control (new in 11g)
WLST (new in 11g) X X X X

XXVi
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Understanding Oracle Fusion Middleware

This part provides an overview to Oracle Fusion Middleware and its concepts as they
relate to administering Oracle Fusion Middleware.

Part I contains the following chapters:
»  Chapter 1, "Introduction to Oracle Fusion Middleware"

»  Chapter 2, "Understanding Oracle Fusion Middleware Concepts"
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Introduction to Oracle Fusion Middleware

Oracle Fusion Middleware is a comprehensive family of products ranging from
application development tools and integration solutions to identity management,
collaboration, and business intelligence reporting. This chapter provides an
introduction to Oracle Fusion Middleware.

It includes the following topics:
s What Is Oracle Fusion Middleware?

s Oracle Fusion Middleware Components

1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: from Java EE and developer tools, to integration
services, business intelligence, and collaboration. Oracle Fusion Middleware offers
complete support for development, deployment, and management.

1.2 Oracle Fusion Middleware Components
Oracle Fusion Middleware provides the following components:

»  Oracle WebLogic Server, an enterprise-ready Java application server that supports
the deployment of mission-critical applications in a robust, secure, highly
available, and scalable environment. Oracle WebLogic Server is an ideal
foundation for building applications based on Service Oriented Architecture
(SOA).

See Also:  Oracle Fusion Middleware Introduction to Oracle WebLogic
Server

= Oracle SOA Suite, a complete set of service infrastructure components for
designing, deploying, and managing composite applications. Oracle SOA Suite
enables services to be created, managed, and orchestrated into composite
applications and business processes. Composites enable you to easily assemble
multiple technology components into one SOA composite application.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite

»  Oracle WebCenter, an integrated set of components with which you can create
social applications, enterprise portals, collaborative communities, and composite
applications, built on a standards-based, service-oriented architecture. Oracle
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WebCenter combines dynamic user interface technologies with which to develop
rich internet applications, the flexibility and power of an integrated, multi-channel
portal framework, and a set of horizontal Enterprise 2.0 capabilities delivered as
services that provide content, collaboration, presence and social networking
capabilities. Based on these components, Oracle WebCenter also provides an
out-of-the-box enterprise-ready customizable application, WebCenter Spaces, with
a configurable work environment that enables individuals and groups to work
and collaborate more effectively.

See Also: Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter

s Oracle HTTP Server, which provides a Web listener for Java EE applications and
the framework for hosting static and dynamic pages and applications over the
Web. Based on the proven technology of the Apache HTTP Server, Oracle HTTP
Server includes significant enhancements that facilitate load balancing,
administration, and configuration.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
HTTP Server

»  Oracle Web Cache, a content-aware server accelerator, or reverse proxy, that
improves the performance, scalability, and availability of Web sites that run on
Oracle Fusion Middleware.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Web Cache

s Oracle Identity Management, which provides a shared infrastructure for all Oracle
applications. It also provides services and interfaces that facilitate third-party
enterprise application development. These interfaces are useful for application
developers who need to incorporate identity management into their applications.

See Also: Oracle Fusion Middleware Integration Guide for Oracle
Identity Management

s Oracle Internet Directory, a general purpose directory service that enables fast
retrieval and centralized management of information about dispersed users and
network resources. It combines Lightweight Directory Access Protocol (LDAP)
Version 3 with the high performance, scalability, robustness, and availability of an
Oracle Database.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
Internet Directory

s Oracle Virtual Directory, an LDAP version 3 enabled service that provides
virtualized abstraction of one or more enterprise data sources into a single
directory view. Oracle Virtual Directory provides the ability to integrate
LDAP-aware applications into diverse directory environments while minimizing
or eliminating the need to change either the infrastructure or the applications. It
supports a diverse set of clients, such as Web applications and portals, and it can
connect to directories, databases, and Web Services.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Virtual Directory
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Oracle Identity Federation, a self-contained federation solution that provides the
infrastructure that enables identities and their relevant entitlements to be
propagated across security domains—this applies to domains existing within an
organization as well as between organizations.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Identity Federation

Oracle Web Services Manager, which provides a way to centrally define and
manage policies that govern Web services operations, including access control
(authentication and authorization), reliable messaging, Message Transmission
Optimization Mechanism (MTOM), WS-Addressing, and Web services
management. Policies can be attached to multiple Web services, requiring no
modification to the existing Web services.

See Also: Oracle Fusion Middleware Security and Administrator’s Guide
for Web Services

Oracle Platform Security Services (OPSS), which provides enterprise product
development teams, systems integrators, and independent software vendors
(ISVs) with a standards-based, portable, integrated, enterprise-grade security
framework for Java Standard Edition (Java SE) and Java Enterprise Edition (Java
EE) applications.

OPSS provides an abstraction layer in the form of standards-based application
programming interfaces (APIs) that insulate developers from security and identity
management implementation details. With OPSS, developers do not need to know
the details of cryptographic key management or interfaces with user repositories
and other identity management infrastructures. Using OPSS, in-house developed
applications, third-party applications, and integrated applications benefit from the
same uniform security, identity management, and audit services across the
enterprise.

OPSS is available in both JavaEE and JavaSE environments. OPSS is standards-
based and designed to be portable to third-party application servers.

See Also: Oracle Fusion Middleware Security Guide

Oracle Portal, a Web-based tool for building and deploying e-business portals. It
provides a secure, manageable environment for accessing and interacting with
enterprise software services and information resources. A portal page makes data
from multiple sources accessible from a single location.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
Portal

Oracle Business Intelligence, a complete, integrated solution that addresses
business intelligence requirements. Oracle Business Intelligence includes Oracle
Business Intelligence Reporting and Publishing, Oracle Business Intelligence
Discoverer, and Oracle Business Intelligence Publisher.

See Also: Oracle Fusion Middleware Configuration Guide for Oracle
Business Intelligence Discoverer
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Understanding Oracle Fusion Middleware

Concepts

This chapter provides information about Oracle Fusion Middleware concepts that are
related to administering Oracle Fusion Middleware.

Understanding Key Oracle Fusion Middleware Concepts
What Is an Oracle WebLogic Server Domain?

What Is an Oracle Instance?

What Is a Middleware Home?

What Is a WebLogic Server Home?

What Is an Oracle Home?

2.1 Understanding Key Oracle Fusion Middleware Concepts

Oracle Fusion Middleware provides two types of components:

A Java component, which is an Oracle Fusion Middleware component that is
deployed as one or more Java EE applications and a set of resources. Java
components are deployed to an Oracle WebLogic Server domain as part of a
domain template. Examples of Java components are the Oracle SOA Suite and
Oracle WebCenter components.

A system component, which is a manageable process that is not deployed as a
Java application. Instead, a system component is managed by the Oracle Process
Manager and Notification (OPMN). The system components are:

s Oracle HTTP Server

= Oracle Web Cache

s Oracle Internet Directory

s Oracle Virtual Directory

s Oracle Forms Services

= Oracle Reports

s Oracle Business Intelligence Discoverer

= Oracle Business Intelligence

A Java component and a system component are peers.
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After you install and configure Oracle Fusion Middleware, your Oracle Fusion
Middleware environment contains the following:

= An Oracle WebLogic Server domain, which contains one Administration Server
and one or more Managed Servers. The Administration Server contains the Oracle
WebLogic Server Administration Console and Oracle Enterprise Manager Fusion
Middleware Control. The Managed Servers contain components, such as Oracle
WebCenter and Oracle SOA Suite.

See Section 2.2 for information about Oracle WebLogic Server domains.

= If your environment includes system components, one or more Oracle instances.
See Section 2.3 for information about Oracle instances.

= A metadata repository, if the components you installed require one. For example,
Oracle SOA Suite requires a metadata repository.

Figure 2-1 shows an Oracle Fusion Middleware environment with an Oracle WebLogic
Server domain that contains an Administration Server and two Managed Servers, and
an Oracle instance. The environment also includes and a metadata repository.

Figure 2-1 Oracle Fusion Middleware Environment

Host A
Domain
Administration Managed Managed
Server Server Server

Adminstration

Console Oracle WebCenter Oracle SOA Suite

Applications Applications

Fusion Middleware
Control

Oracle Instance

Oracle HTTP Server

Oracle Web Cache

Metadata
Repository

Your environment also includes a Middleware home, which consists of the Oracle
WebLogic Server home, and, optionally, one or more Oracle homes. See Section 2.4.
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2.2 What Is an Oracle WebLogic Server Domain?

An Oracle WebLogic Server administration domain is a logically related group of Java
components. A domain includes a special WebLogic Server instance called the
Administration Server, which is the central point from which you configure and
manage all resources in the domain. Usually, you configure a domain to include
additional WebLogic Server instances called Managed Servers. You deploy Java
components, such as Web applications, E]Bs, and Web services, and other resources to
the Managed Servers and use the Administration Server for configuration and
management purposes only.

Managed Servers in a domain can be grouped together into a cluster.

The directory structure of a domain is separate from the directory structure of the
WebLogic Server home. It can reside anywhere; it need not be within the Middleware
home directory.

A domain is a peer of an Oracle instance. Both contain specific configurations outside
of their Oracle homes.

Figure 2-2 shows a domain with an Administration Server, three standalone Managed
Servers, and three Managed Servers in a cluster.

Figure 2-2 Oracle WebLogic Server Domain
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See Also: Oracle Fusion Middleware Understanding Domain
Configuration for Oracle WebLogic Server for more information about
domain configuration

The following topics describe entities in the domain:

= What Is the Administration Server?

s Understanding Managed Servers and Managed Server Clusters

= What Is Node Manager?

2.2.1 What Is the Administration Server?

The Administration Server operates as the central control entity for the configuration
of the entire domain. It maintains the domain's configuration documents and
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distributes changes in the configuration documents to Managed Servers. The
Administration Server serves as a central location from which to monitor all resources
in a domain.

Each domain must have one server instance that acts as the Administration Server.

To interact with the Administration Server, you can use the Oracle WebLogic Server
Administration Console, Oracle WebLogic Scripting Tool (WLST), or create your own
JMX client. In addition, you can use Oracle Enterprise Manager Fusion Middleware
Control for some tasks.

Oracle WebLogic Server Administration Console and Fusion Middleware Control run
in the Administration Server. Oracle WebLogic Server Administration Console is the
Web-based administration console used to manage the resources in an Oracle
WebLogic Server domain, including the Administration Server and Managed Servers.
Fusion Middleware Control is a Web-based administration console used to manage
Oracle Fusion Middleware, including components such as Oracle HTTP Server, Oracle
SOA Suite and Oracle WebCenter, Oracle Portal, and Oracle Identity Management.

See Also:

m  Section 3.3 for more information about Fusion Middleware
Control

m  Section 3.4 of this book, as well as the Oracle Fusion Middleware
Introduction to Oracle WebLogic Server and the Oracle WebLogic
Server Administration Console Online help for more information
about Oracle WebLogic Server Administration Console

2.2.2 Understanding Managed Servers and Managed Server Clusters

Managed Servers host business applications, application components, Web services,
and their associated resources. To optimize performance, Managed Servers maintain a
read-only copy of the domain's configuration document. When a Managed Server
starts up, it connects to the domain's Administration Server to synchronize its
configuration document with the document that the Administration Server maintains.

When you create a domain, you create it using a particular domain template. That
template supports a particular component or group of components, such as the Oracle
SOA Suite. The Managed Servers in the domain are created specifically to host those
particular Oracle Fusion Middleware components.

Oracle Fusion Middleware Java components (such as Oracle SOA Suite, Oracle
WebCenter, and some Identity Management components), as well as
customer-developed applications, are deployed to Managed Servers in the domain.

If you want to add other components, such as Oracle WebCenter, to a domain that was
created using a template that supports another component, you can extend the domain
by creating additional Managed Servers in the domain, using a domain template for
the component which you want to add. See Section 16.2 for more information.

For production environments that require increased application performance,
throughput, or high availability, you can configure two or more Managed Servers to
operate as a cluster. A cluster is a collection of multiple Oracle WebLogic Server server
instances running simultaneously and working together to provide increased
scalability and reliability. In a cluster, most resources and services are deployed
identically to each Managed Server (as opposed to a single Managed Server), enabling
failover and load balancing. A single domain can contain multiple Oracle WebLogic
Server clusters, as well as multiple Managed Servers that are not configured as
clusters. The key difference between clustered and non-clustered Managed Servers is

2-4 Oracle Fusion Middleware Administrator's Guide



What Is a WebLogic Server Home?

support for failover and load balancing. These features are available only in a cluster
of Managed Servers.

See Also: "Understanding WebLogic Server Clustering" in Oracle
Fusion Middleware Using Clusters for Oracle WebLogic Server

2.2.3 What Is Node Manager?

Node Manager is a Java utility that runs as a separate process from Oracle WebLogic
Server and allows you to perform common operations for a Managed Server,
regardless of its location with respect to its Administration Server. While use of Node
Manager is optional, it provides valuable benefits if your Oracle WebLogic Server
environment hosts applications with high-availability requirements.

If you run Node Manager on a computer that hosts Managed Servers, you can start
and stop the Managed Servers remotely using the Administration Console or the
command line. Node Manager can also automatically restart a Managed Server after
an unexpected failure.

See Also: Oracle Fusion Middleware Node Manager Administrator’s
Guide for Oracle WebLogic Server

2.3 What Is an Oracle Instance?

An Oracle instance contains one or more system components, such as Oracle Web
Cache, Oracle HTTP Server, or Oracle Internet Directory. The system components in
an Oracle instance must reside on the same computer. An Oracle instance directory
contains updatable files, such as configuration files, log files, and temporary files.

An Oracle instance is a peer of an Oracle WebLogic Server domain. Both contain
specific configurations outside of their Oracle homes.

The directory structure of an Oracle instance is separate from the directory structure of
the Oracle home. It can reside anywhere; it need not be within the Middleware home
directory.

2.4 What Is a Middleware Home?

A Middleware home consists of the Oracle WebLogic Server home, and, optionally,
one or more Oracle homes.

A Middleware home can reside on a local file system or on a remote shared disk that is
accessible through NFS.

See Section 2.5 for information about Oracle WebLogic Server homes. See Section 2.6
for information about Oracle homes.

2.5 What Is a WebLogic Server Home?

A WebLogic Server home contains installed files necessary to host a WebLogic Server.
The WebLogic Server home directory is a peer of Oracle home directories and resides
within the directory structure of the Middleware home.
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2.6 What Is an Oracle Home?

An Oracle home contains installed files necessary to host a specific product. For
example, the SOA Oracle home contains a directory that contains binary and library
files for Oracle SOA Suite.

An Oracle home resides within the directory structure of the Middleware home. Each
Oracle home can be associated with multiple Oracle instances or Oracle WebLogic
Server domains.
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Basic Administration

This part describes basic administration tasks.

It contains the following chapters:

Chapter 3, "Getting Started Managing Oracle Fusion Middleware"
Chapter 4, "Starting and Stopping Oracle Fusion Middleware"
Chapter 5, "Managing Ports"

Chapter 6, "SSL Configuration in Oracle Fusion Middleware"
Chapter 7, "Managing Keystores, Wallets, and Certificates"
Chapter 8, "Deploying Applications"

Chapter 9, "Monitoring Oracle Fusion Middleware"

Chapter 10, "Managing Log Files and Diagnostic Data"
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Getting Started Managing Oracle Fusion
Middleware

When you install Oracle Fusion Middleware, you install the binary files, such as
executable files, jar files, and libraries. Then, you use configuration tools to configure
the software. This chapter provides information you need to get started managing
Oracle Fusion Middleware, including information about the tools you use.

This chapter includes the following topics:

s Setting Up Environment Variables

s Overview of Oracle Fusion Middleware Administration Tools

»  Getting Started Using Oracle Enterprise Manager Fusion Middleware Control
s  Getting Started Using Oracle WebLogic Server Administration Console

»  Getting Started Using Command-Line Tools

s Getting Started Using the Fusion Middleware Control MBean Browsers

= Managing Components

s Changing the Administrative User Password

= Basic Tasks for Configuring and Managing Oracle Fusion Middleware

3.1 Setting Up Environment Variables

When you installed Oracle Fusion Middleware, you were logged in to your operating
system as a particular user. You should always log in as this user to manage your
installation because this user has permission to view and modify the files in your
installation's Oracle home.

To use Oracle Fusion Middleware, you must set environment variables as shown in
the following tables:

s Table 3-1, " Environment Variables for Linux and UNIX"

s Table 3-2, " Environment Variables for Windows"

Table 3—1 Environment Variables for Linux and UNIX

Environment Variable Value

DISPLAY hostname:display._number.screen_number

Beginning with Oracle Application Server 10g, very few tools, such
as oidadmin, require the DISPLAY variable.
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Table 3—-1 (Cont.) Environment Variables for Linux and UNIX

Environment Variable Value

LD_LIBRARY_PATH On Solaris, make sure the value contains the following directory:
SORACLE_HOME/1ib32

On Linux and HP-UX, make sure the value contains the following
directory:

$ORACLE_HOME/1lib
On IBM AIX, make sure this environment variable is not set.

(IBM AIX only) If the calling application is a 32-bit application, make sure the value
LIBPATH contains the following directory:

SORACLE_HOME/1ib32

If the calling application is a 64-bit application, make sure the value
contains the following directory:

$SORACLE_HOME/lib

(Solaris only) Make sure the value contains the following directory:

LD_LIBRARY_PATH_64 SORACLE_HOME/1ib

(HP-UX only) Make sure the value contains the following directory:

SHLIB_PATH $ORACLE_HOME/1ib32

MW_HOME Set to the full path of the installation's Middleware home. Do not
use a trailing slash in the definition. The following example shows
the full path:

/scratch/Oracle/Middleware

ORACLE_HOME Set to the full path of the installation's Oracle home. Do not use a
trailing slash in the definition. The following example shows the
full path:

/scratch/Oracle/Middleware/ORACLE_HOME_SOA1l

ORACLE_INSTANCE Optional. Set to the full path of an Oracle instance. Do not use a
trailing slash in the definition. Setting this is useful if you have only
one Oracle instance in your environment or you will be working
with just that one instance. The following example shows the full
path of a Web Tier installation:

scratch/Oracle/Middleware/WebTier/instances/instancel

PATH Make sure the value contains the following directory, which
contains basic commands used by all installations:

$SORACLE_HOME/bin

When you start to work with specific components, you may want
to add additional directories to your path, as recommended by the
component documentation.

JAVA_HOME Make sure the value contains the following directory:
MW_HOME/jdkn

CLASSPATH Make sure the value contains the following directories:
$ORACLE_HOME/1lib:Mw_HOME/jdkn/lib

Table 3-2 shows the environment variables for Windows.
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Table 3-2 Environment Variables for Windows

Environment Variable Value

MW_HOME Set to the full path of the installation's Middleware home. Do not use
a trailing slash in the definition. The following example shows the
full path:

C:\oracle\Middleware

ORACLE_HOME Set to the full path of the installation's Oracle home. Do not use a
trailing backslash in the definition.

The value is automatically set by Oracle Universal Installer.

ORACLE_INSTANCE Optional. Set to the full path of an Oracle instance. Do not use a
trailing slash in the definition. Setting this is useful if you have only
one Oracle instance in your environment or you will be working
with just that one instance. The following example shows the full
path of a Web Tier installation:

C:\oracle\Middleware\WebTier\instances\instancel

PATH Make sure the value contains the following directory, which
contains basic commands used by all installations:

ORACLE_HOME\bin

JAVA_HOME Make sure the value contains the following directory:
Mw_HOME\ jdkn

CLASSPATH Make sure the value contains the following directories:
ORACLE_HOME\1ib:Mw_HOME\jdkn\1ib

TEMP Set to your temp directory, for example, C:\temp.

TMP Set to your temp directory, for example, C:\temp.

Best Practices for Multiple Installations on a UNIX Host

If you have multiple installations of Oracle Fusion Middleware on a UNIX host, it is
very important to completely set your environment when managing a particular
installation.

Some Oracle Fusion Middleware commands use the MW_HOME and ORACLE_
HOME environment variables to determine which installation to operate on, and some
use the directory location of the command. It is, therefore, not sufficient to simply reset
your environment variables or cd to a different Oracle home as you move between
installations. You must fully change to the new installation as follows:

1. Log in as the user who installed Oracle Fusion Middleware.

On UNIX hosts, you may also use the su command to switch to the user, but be
sure to use the dash (-) option so your environment is set the same as it would
have been had you actually logged in as that user. For example:

su - user

2. Set the correct environment variables for the installation, as described in Table 3-1.
3. Execute commands in the Middleware home and Oracle home of the correct

installation.

Multiple Installations by the Same User If you installed multiple installations as the
same user, ensure that you are in the correct Middleware home and Oracle home and
have the correct environment variables set when working on a particular installation.
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You may want to set up some scripts to make it easy to change from one installation to
another.

3.2 Overview of Oracle Fusion Middleware Administration Tools

After you install and configure Oracle Fusion Middleware, you can use the graphical
user interfaces or command-line tools to manage your environment.

Oracle offers the following primary tools for managing your Oracle Fusion
Middleware installations:

s Oracle Enterprise Manager Fusion Middleware Control. See Section 3.3.
s Oracle WebLogic Server Administration Console. See Section 3.4

s The Oracle Fusion Middleware command-line tools. See Section 3.5.

s The Fusion Middleware Control MBean Browser. See Section 3.6.

Note that you should use these tools, rather than directly editing configuration files, to
perform all administrative tasks unless a specific procedure requires you to edit a file.
Editing a file may cause the settings to be inconsistent and generate problems.

Both Fusion Middleware Control and Oracle WebLogic Server Administration
Console are graphical user interfaces that you can use to monitor and administer your
Oracle Fusion Middleware environment. You can perform some tasks with either tool,
but, for other tasks, you can only use one of the tools. Table 3-3 lists some common
tasks with the recommended tool.

Table 3-3 Comparing Fusion Middleware Control and WebLogic Server Administration

Console
Task Tool to Use
Manage Oracle WebLogic Server Use:

Create additional Managed Servers

WebLogic Server Administration Console

Clone Managed Servers

WebLogic Server Administration Console

Cluster Managed Servers

WebLogic Server Administration Console

Start and stop Oracle WebLogic Server

Fusion Middleware Control or WebLogic Server
Administration Console

Add users and groups

WebLogic Server Administration Console if using
the default embedded LDAP or use the LDAP
server's tool when using another LDAP server

Manage Data Sources

Use:

Create data sources

WebLogic Server Administration Console

Create connection pools

WebLogic Server Administration Console

Manage JMS Resources

Use:

Create JMS queues

WebLogic Server Administration Console

Advanced queuing

WebLogic Server Administration Console

Manage SOA environment

Use:

Deploy SOA Composite applications

Fusion Middleware Control

Monitor SOA Composite applications

Fusion Middleware Control

Modify Oracle BPEL Process Manager
MBean properties

Fusion Middleware Control
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Table 3-3 (Cont.) Comparing Fusion Middleware Control and WebLogic Server
Administration Console

Task Tool to Use

Debug applications such as Oracle Fusion Middleware Control

BPEL Process Manager applications

ADF Applications Use:

Deploy ADF applications Fusion Middleware Control

Java EE applications Use:

Deploy Java EE applications WebLogic Server Administration Console or Fusion
Middleware Control

Security Use:

Configure and manage auditing Fusion Middleware Control

Configure SSL WebLogic Server Administration Console for Oracle
WebLogic Server

Fusion Middleware Control for Java components and
system components. See Chapter 6.

Change passwords WebLogic Server Administration Console
Manage Components Use:
View and manage log files Fusion Middleware Control for most log files

WebLogic Server Administration Console for the
following logs:

DOMAIN_HOME/servers/server.
name/logs/access.log
DOMAIN_HOME/servers/server.
name/data/ldap/log/EmbeddedLDAP. log
DOMAIN_HOME/servers/server._
name/data/ldap/log/EmbeddedLDAPAccess.log

Change ports WebLogic Server Administration Console for Oracle
WebLogic Server and Java components

For some system components, Fusion Middleware
Control. See the Administration Guide for the

component.
Manage Oracle HTTP Server Fusion Middleware Control
Manage Oracle Web Cache Fusion Middleware Control
Start and stop components Fusion Middleware Control
Start and stop applications Fusion Middleware Control

3.3 Getting Started Using Oracle Enterprise Manager Fusion Middleware
Control

Fusion Middleware Control is a Web browser-based, graphical user interface that you
can use to monitor and administer a farm.

A farm is a collection of components managed by Fusion Middleware Control. It can
contain Oracle WebLogic Server domains, one Administration Server, one or more
Managed Servers, clusters, and the Oracle Fusion Middleware components that are
installed, configured, and running in the domain.
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Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the farm, domain,
servers, components, and applications. The Fusion Middleware Control home pages
make it easy to locate the most important monitoring data and the most commonly
used administrative functions—all from your Web browser.

The following topics are discussed in this section:

= Displaying Fusion Middleware Control

s Using Fusion Middleware Control Help

= Navigating Within Fusion Middleware Control

s Understanding Users and Roles for Fusion Middleware Control
= Viewing and Managing the Farm

= Viewing and Managing Components

= Viewing the Status of Applications

3.3.1 Displaying Fusion Middleware Control

To display Fusion Middleware Control, you enter the Fusion Middleware Control
URL, which includes the name of the host and the port number assigned during the
installation. The following shows the format of the URL:

http://hostname.domain:port/em
For some installation types, such as the Web Tier, if you saved the installation
information by clicking Save on the last installation screen, the URL for Fusion

Middleware Control is included in the file that is written to disk (by default to your
home directory).

For other installation types, such as Oracle SOA Suite, the information is displayed on
the Create Domain screen of the Configuration Wizard when the configuration
completes.

The port number is the number of the Administration Server. By default, the port
number is 7001.

To display Fusion Middleware Control:

1. Display Fusion Middleware Control by entering the URL in your Web browser.
For example:

http://hostl.example.com:7001/em

The following shows the login page:
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ORACLE

Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control
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* password |
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2. Enter the Oracle Fusion Middleware administrator user name and password and
click Login.

The default user name for the administrator user is weblogic. This is the account
you can use to log in to Fusion Middleware Control for the first time. The
password is the one you supplied during the installation of Oracle Fusion
Middleware.

3.3.2 Using Fusion Middleware Control Help

At any time while using the Fusion Middleware Control Console, you can click Help
at the top of the page to get more information. In most cases, the Help window
displays a help topic about the current page. Click Contents in the Help window to
browse the list of help topics, or click Search to search for a particular word or phrase.

3.3.3 Navigating Within Fusion Middleware Control

Fusion Middleware Control displays the target navigation pane on the left and the
content pane to the right. For example, when you first log in to Fusion Middleware
Control, the farm home page is displayed on the right.

From the target navigation pane, you can expand the tree and select an Oracle
WebLogic Server domain, an Oracle WebLogic Server Managed Server, a component,
an application, or a Metadata Repository.

When you select a target, such as a Managed Server or a component, the target's home
page is displayed in the content pane and that target's menu is displayed at the top of
the page, in the context pane. For example, if you select a Managed Server, the
WebLogic Server menu is displayed. You can also view the menu for a target by
right-clicking the target in the navigation pane.

The following figure shows the target navigation pane and the home page of an
Managed Server. Because a Managed Server was selected, the dynamic target menu
listed in the context pane is the WebLogic Server menu.
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In the preceding figure, the following items are called out:

Target Navigation Pane lists all of the targets in the farm in a navigation tree.

Content Pane shows the current page for the target. When you first select a target,
that target's home page is displayed.

Farm Menu provides a list of operations that you can perform on the farm. The
Farm menu is always available.

Dynamic Target Menu provides a list of operations that you can perform on the
currently selected target. The menu that is displayed depends on the target you
select. The menu for a specific target contains the same operations as those in the
Right-Click Target Menu.

Right-Click Target Menu provides a list of operations that you can perform on
the currently selected target. The menu is displayed when you right-click the
target name in the target navigation pane. In the figure, even though the
WebLogic Server is selected and its home page is displayed, the right-click target
menu displays the operations for a metadata repository because the user has
right-clicked the metadata repository.

The menu for a specific target contains the same operations as those in the
Dynamic Target Menu.
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= Topology Viewer displays the topology of the farm.

»  Target Name is the name of the currently selected target.

= General Information Icon provides information about the target. For example, for
a domain, it displays the target name, the version, and the domain home.

= Context Pane provides the name of the target, the name of the current user, the
host name, and the time of the last page refresh, as well as the Refresh icon.

= Expand All/Collapse All lets you expand or collapse the navigation tree.

= Refresh indicates when the page is being refreshed. Click it to refresh a page with
new data. (Refreshing the browser window refreshes the page but does not

retrieve new data.)

= Return to login takes you to the login page when you click the Oracle Enterprise

Manager logo.

In addition, from Fusion Middleware Control, from the home pages of targets such as
the Administration Server or Managed Servers, you can access the WebLogic Server

Administration Console.

Table 3—4 describes some common ways you can navigate within Fusion Middleware

Control.

Table 3—-4 Navigating Within Fusion Middleware Control

To:

Take This Action:

View all of the targets in the
farm

Navigate to the farm

Operate on the farm

Operate on a target

Return to the target's home
page

Refresh a page with new
data

Return to a previous page

View the host on which the
target is running

Return to the login page

View the topology

Click the Expand All icon at the top of the target navigation
pane.

Select the farm from the target navigation pane. The farm's
home page is displayed in the content pane.

Select the Farm menu, which is always available at the top left of
Fusion Middleware Control.

Right-click the target in the target navigation pane. The target
menu is displayed.

Alternatively, you can select the target and use the dynamic
target menu in the context pane.

Click the target name at the top left-hand corner of the context
pane.

Click the Refresh icon in the top right of the context pane.

Click the breadcrumbs, which appear below the context pane.
The breadcrumbs appear when you drill down in a target. For
example, choose Logs from the WebLogic Server menu, then
View Log Messages. Select a log file and click View Log File. The
breadcrumbs will show:

Log Messages > Log Files > View Log File: logfile_name

Select the target in the target navigation pane and view the host
name in the target's context pane. You can also view the host
name by clicking the General Information icon.

Click the Oracle Enterprise Manager logo at the top left of the
page.
Click Topology.
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Table 3-4 (Cont.) Navigating Within Fusion Middleware Control

To: Take This Action:

View a server log file Right-click the server name in the target navigation pane.
Choose Logs, and then View Log Messages to see a summary of
log messages and to search log files.

3.3.4 Understanding Users and Roles for Fusion Middleware Control

To access Fusion Middleware Control and perform tasks, you must have the
appropriate role. Fusion Middleware Control uses the Oracle WebLogic Server
security realm and the roles defined in that realm. If a user is not granted one of these
roles, the user cannot access Fusion Middleware Control.

Each role defines the type of access a user has. For example, a user with the role
Admin has full privileges. A user with the role Operator has privileges to perform
essential day-to-day operations. A user with the role Monitor has privileges only to
view the configuration.

See Also: "Users, Groups, and Security Roles" in the Oracle Fusion
Middleware Securing Resources Using Roles and Policies for Oracle
WebLogic Server

3.3.5 Viewing and Managing the Farm

When you log in to Fusion Middleware Control, the first page you see is the Farm
home page. You can also view this page at any time by selecting the farm in the target
navigation pane.

The following figure shows the Farm home page:
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The Farm menu is displayed at the top of the page. From the Farm menu, you can take
the following actions:

s Create clusters.

= View log messages.

= Specify monitoring credentials

The Farm menu is always displayed, even if you have selected other entities.

You can view the farm topology by selecting Topology. The Topology Viewer
provides you with a high-level view of the topology, including Managed Servers,
deployed applications, and the routing configuration. See Section 9.3.

3.3.6 Viewing and Managing Components

From the target navigation pane, you can drill down to view and manage the
components in your farm.

For example, to view and manage Oracle SOA Suite, take the following steps:
1. In the target navigation pane, expand the farm, then SOA.
2. Select the SOA instance.

The home page for the SOA instance is displayed, as shown in the following
figure:
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3. From the SOA Infrastructure menu, you can perform many administrative tasks,
such as starting, stopping, and monitoring Oracle SOA Suite and deploying SOA
composite applications.

As another example, to view and manage Oracle HTTP Server, take the following
steps:

1. In the target navigation pane, expand the farm, then Web Tier.
2. Select the Oracle HTTP Server instance, for example, ohs1.

The home page for the Oracle HTTP Server ohsl is displayed, as shown in the
following figure:
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3. From the HTTP Server menu, you can perform many administrative tasks, such as
starting, stopping, and monitoring Oracle HTTP Server.

See Also: Section 9.1.5 for more information about monitoring

components

3.3.7 Viewing the Status of Applications

From the target navigation pane, you can drill down to view and manage the

applications in your farm.

To view Java EE applications:

1. From the target navigation pane, expand the farm and then Application

Deployments.

2. Select the application that you want to view.

The application's home page is displayed. In this page, you can view a summary
of the application's status, entry points to the application, Web Services and
modules associated with the application, and the response and load.

To view SOA Composite Applications:

1. From the target navigation pane, expand the farm, then SOA, and then soa-infra.

2. Select the application that you want to view.

The application's home page is displayed. It shows information about the
application, such as the recent instances of the application, the faults and rejected

messages and the policies.
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3.4 Getting Started Using Oracle WebLogic Server Administration

Console

Oracle WebLogic Server Administration Console is a Web browser-based, graphical
user interface that you use to manage an Oracle WebLogic Server domain. It is
accessible from any supported Web browser with network access to the
Administration Server.

Use the Administration Console to:

Configure, start, and stop WebLogic Server instances
Configure WebLogic Server clusters

Configure WebLogic Server services, such as database connectivity (JDBC) and
messaging (JMS)

Configure security parameters, including creating and managing users, groups,
and roles

Configure and deploy Java EE applications
Monitor server and application performance
View server and domain log files

View application deployment descriptors

Edit selected run-time application deployment descriptor elements

3.4.1 Displaying the Oracle WebLogic Server Administration Console
To display the Administration Console:

1.

Enter the following URL in a browser:

http://hostname: port_number

The port number is the number of the Administration Server. By default, the port
number is 7001.
The login page is displayed.

Log in using the user name and password supplied during installation or another
administrative user that you created.

Oracle WebLogic Server Administration Console is displayed:
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Alternatively, you can access the Administration Console from Fusion Middleware
Control, from the home pages of targets such as the Administration Server or
Managed Servers.

3.4.2 Locking the WebLogic Server Configuration

Before you make configuration changes, lock the domain configuration, so you can
make changes to the configuration while preventing other accounts from making
changes during your edit session. To lock the domain configuration:

1. Locate the Change Center in the upper left of the Administration Console screen.
2. Click Lock & Edit to lock the configuration edit hierarchy for the domain.

As you make configuration changes using the Administration Console, you click Save
(or in some cases Finish) on the appropriate pages. This does not cause the changes to
take effect immediately. The changes take effect when you click Activate Changes in
the Change Center. At that point, the configuration changes are distributed to each of
the servers in the domain. If the changes are acceptable to each of the servers, then
they take effect. If any server cannot accept a change, then all of the changes are rolled
back from all of the servers in the domain. The changes are left in a pending state; you
can then either edit the pending changes to resolve the problem or revert the pending
changes.

3.5 Getting Started Using Command-Line Tools

Oracle Fusion Middleware provides the following primary command-line tools to
manage most Oracle Fusion Middleware components:

= WebLogic Scripting Tool (WLST). See Section 3.5.1.
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s Oracle Process Manager and Notification Server (OPMN). See Section 3.5.2.

3.5.1 Getting Started Using the Oracle WebLogic Scripting Tool (WLST)

The Oracle WebLogic Scripting Tool (WLST) is a command-line scripting environment
that you can use to create, manage, and monitor Oracle WebLogic Server domains. It is
based on the Java scripting interpreter, Jython. In addition to supporting standard
Jython features such as local variables, conditional variables, and flow control
statements, WLST provides a set of scripting functions (commands) that are specific to
WebLogic Server. You can extend the WebLogic scripting language to suit your needs
by following the Jython language syntax.

You can use any of the following techniques to invoke WLST commands:
= Interactively, on the command line

s Inscript mode, supplied in a file

s Embedded in Java code

For example, to invoke WLST interactively, and connect to the WebLogic Server, use
the following commands:

java weblogic.WLST
connect ( 'username', 'password', 'localhost:7001')

To display information about WLST commands and variables, enter the help
command. For example, to display a list of categories for online commands, enter the

following:

wls:/base_domain/serverConfig> help('online")
help('activate') Activate the changes.
help('addListener"') Add a JMX listener to the specified MBean.
help ('adminHome') Administration MBeanHome.
help('cancelEdit') Cancel an edit session.
help('cd') Navigate the hierarchy of beans.
help('cmo") Current Management Object.

To monitor the status, you use the WLST state command, using the following
format:

state(name, type)

For example to get the status of the Managed Server soa_serverl, use the following

command:
wls:/SOA_domain/serverConfig> state('soa_serverl', 'Server')
Current state of 'soa_serverl' : RUNNING

See Also: Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference

3.5.1.1 Using Custom WLST Commands

Many components, such as Oracle SOA Suite, Oracle Platform Security Services
(OPSS), Oracle Fusion Middleware Audit Framework, and MDS, and services such as
SSL and logging, supply custom WLST commands.
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To use those custom commands, you must invoke the WLST script from the Oracle
home in which the component has been installed. Do not use the WLST script in the
WebLogic Server home.

The script is located at:

(UNIX) ORACLE_HOME_for_component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd

For example, to run the custom WLST commands for Oracle SOA Suite on a Linux
system, use the following commands:

cd ORACLE_HOME_for SOA/common/bin
./wlst.sh

3.5.1.2 Using WLST Commands for System Components

In addition to the commands provided by WLST for Oracle WebLogic Server, WLST
provides a subset of commands to manage system components. These commands are:

» startproc(componentName [, componentType] [, componentSet): Starts the specified
component

»  stopproc(componentName [, componentType] [, componentSet): Stops the specified
component

» status(componentName [, componentType] [, componentSet): Obtains the status of the
specified component

»  proclist(): Obtain the list of components

To use these custom commands, you must invoke the WLST script from the Oracle
home in which the component has been installed. Do not use the WLST script in the
WebLogic Server home. The script is located at:

(UNIX) ORACLE_HOME_for_component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd

3.5.2 Getting Started Using Oracle Process Manager and Notification Server

Oracle Process Manager and Notification Server (OPMN) manages and monitors the
following Oracle Fusion Middleware components, referred to as system components:

s Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

s Oracle Virtual Directory

s Oracle Forms Services

= Oracle Reports

= Oracle Business Intelligence Discoverer
= Oracle Business Intelligence

OPMN provides the opmnctl command. The executable file is located in the
following directory, which you should add to your PATH environment variable:

(UNIX) ORACLE_INSTANCE/bin
(Windows) ORACLE_INSTANCE\bin
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To view the status of all system components in an Oracle instance, use the following
command:

opmnctl status
Processes in Instance: webtier_inst

————————————————————————————————— T e T
ias-component | process-type | pid | status
————————————————————————————————— T e
webcachel | WebCache-admin | 19556 | Alive
webcachel | WebCache | 19555 | Alive
ohsl | OHS | 7249 | Alive

To view the status of a particular component or component type, use the following
command:

opmnctl status componentName [, componentType] [, componentSet

For example, to view the status of an Oracle Virtual Directory instance named ovdl,
use the following command:

opmnctl status ias-component=ovdl

You can use OPMN to start and stop system components, monitor system
components, and perform many other tasks related to process management. For

example, you can use the following commands to start and stop OPMN and all
OPMN-managed processes, such as Oracle HTTP Server and Oracle Web Cache:

opmnctl startall

opmnctl stopall

To start a component, use the following command:

opmnctl startproc componentName [, componentType] [, componentSet

For example, to start an Oracle HTTP Server instance named ohs1, use the following
command:

opmnctl startproc ias-component=ohsl

See Also:

»  Chapter 4 for information about starting and stopping your
Oracle Fusion Middleware environment

»  Chapter 9 for more information about monitoring your Oracle
Fusion Middleware environment

»  Oracle Fusion Middleware Oracle Process Manager and Notification
Server Administrator’s Guide

3.6 Getting Started Using the Fusion Middleware Control MBean
Browsers

A managed bean (MBean) is a Java object that represents a JMX manageable resource
in a distributed environment, such as an application, a service, a component or a
device.

MBeans are defined in the Java EE Management Specification (JSR-77), which is part of
Java Management Extensions, or JMX, a set of specifications that allow standard
interfaces to be created for managing applications in a Java EE environment. For
information about JSR-77, see:
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http://java.sun.com/j2ee/tools/management/

You can create MBeans for deployment with an application into Oracle WebLogic
Server, enabling the application or its components to be managed and monitored
through Fusion Middleware Control.

See Also: "Understanding WebLogic Server MBeans" in the Oracle
Fusion Middleware Developing Custom Management Utilities With JMX
for Oracle WebLogic Server

Fusion Middleware Control provides a set of MBean browsers that allow to you
browse the MBeans for an Oracle WebLogic Server or for a selected application. You
can also perform specific monitoring and configuration tasks from the MBean
browser.

The following topics describe how to view the MBeans:
= Using the System MBean Browser
= Using the MBeans for a Selected Application

3.6.1 Using the System MBean Browser

To view the System MBean Browser specific to a particular Oracle WebLogic Server
Managed Server and to configure and use the MBeans:

1. From the target navigation pane, expand the farm, then WebLogic Domain, and
then the domain.

2. Select the Managed Server.
3. From the WebLogic Server menu, choose System MBean Browser.
The System MBean Browser page is displayed.

4. Expand a node in the MBean navigation tree and drill down to the MBean you
want to access. Select an MBean instance.

5. To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

6. To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

See Also: The Fusion Middleware Control online help

3.6.2 Using the MBeans for a Selected Application

You can view, configure, and use the MBeans for a specific application by taking the
steps described in Section 3.6.1, and drilling down to the application. As an
alternative, you can navigate to an application's MBeans using the following steps:

1. From the target navigation pane, expand the farm, then Application
Deployments.

2. Select the application.
3. From the Application Deployments menu, choose System MBean Browser.

The System MBean Browser page is displayed, along with the MBean information
for the application.
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4. To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

5. To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

3.7 Managing Components

Oracle Fusion Middleware components include Oracle WebLogic Server, Java
components that are part of Oracle SOA Suite and WebCenter, such as Oracle BPEL
Process Manager or Oracle Business Activity Monitoring, and system components
such as Oracle Web Cache.

To manage the Oracle WebLogic Server and Java components, you can use WLST,
Oracle WebLogic Server Administration Console, or Fusion Middleware Control.

To manage system components, you can use OPMN, WLST, or Fusion Middleware
Control.

See:

»  Oracle Fusion Middleware Installation Planning Guide and the
individual installation guides for information about installing and
configuring components

»  Oracle Fusion Middleware Installation Guide for Oracle WebLogic
Server for installing and configuring Oracle WebLogic Server

s The administration guide for each component or suite for more
information about managing these components.

3.8 Changing the Administrative User Password

During the Oracle Fusion Middleware installation, you must specify a password for
the administration account. Then, you can use this account to log in to Fusion
Middleware Control and the Oracle WebLogic Server Administration Console for the
first time. You can create additional administrative accounts using the WLST
command line or the Oracle WebLogic Server Administration Console.

See Also: The following chapters in the Oracle Fusion Middleware
Security Guide:

"Understanding Users and Roles"
s "Configuring and Managing Users and Roles"

You can change the password of the administrative user using the Oracle WebLogic
Server Administration Console or the WLST command line.

3.8.1 Changing the Administrative User Password Using the Command Line

To change the administrative user password or other user passwords using the
command line, you invoke the UserPasswordEditorMBean.changeUserPassword
method, which is extended by the security realm's AuthenticationProvider MBean.

For more information, see the changeUserPassword method in the Oracle Fusion
Middleware Oracle WebLogic Server MBean Reference.
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3.8.2 Changing the Administrative User Password Using the Administration Console

To change the password of an administrative user using the Oracle WebLogic Server
Administration Console:

1.

Navigate to the Oracle WebLogic Server Administration Console. (For example,
from the home page of the domain in Fusion Middleware Control, select To
configure and managed this WebLogic Domain, use the Oracle WebLogic
Server Administration Console.)

From the target navigation pane, select Security Realms.

The Summary of Security Realms page is displayed.

Select a realm, such as myrealm.

The Settings for the realm page is displayed.

Select the Users and Groups tab, then the Users tab. Select the user.
The Settings for user page is displayed.

Select the Passwords tab.

Enter the new password, then enter it again to confirm it.

Click Save.

3.9 Basic Tasks for Configuring and Managing Oracle Fusion Middleware

The following provides a summary of the steps you need to take to configure and
manage a basic Oracle Fusion Middleware environment after you have installed the
software:

1.

6.
7.

Configure Oracle WebLogic Server. See Oracle Fusion Middleware Creating Domains
Using the Configuration Wizard.

Configure components, such as Oracle SOA Suite, Oracle HTTP Server, or Oracle
Web Cache. See Oracle Fusion Middleware Installation Planning Guide.

Configure SSL. See Chapter 6.
Deploy an application. See Chapter 8.

Configure load balancing. You can configure load balancing between different
components or applications. See the Oracle Fusion Middleware High Availability
Guide.

Backup your environment. See Chapter 13.

Monitor your environment and manage log files. See Chapter 9 and Chapter 10.

This guide also describes other tasks that you may need to perform, depending on
your Oracle Fusion Middleware environment.
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Starting and Stopping Oracle Fusion
Middleware

This chapter describes procedures for starting and stopping Oracle Fusion
Middleware.

It contains the following topics:

s Overview of Starting and Stopping Procedures

= Starting and Stopping WebLogic Servers

= Starting and Stopping Components

s Starting and Stopping Fusion Middleware Control

s Starting and Stopping Oracle Management Agent

= Starting and Stopping Applications

= Starting and Stopping Your Oracle Fusion Middleware Environment

»  Starting and Stopping: Special Topics

4.1 Overview of Starting and Stopping Procedures

Oracle Fusion Middleware is a flexible product that you can start and stop in different
ways, depending on your requirements. In most situations, you can use Fusion
Middleware Control, Oracle WebLogic Server Administration Console, or the WLST
or OPMN commands to start or stop Oracle Fusion Middleware components.

These tools are completely compatible and, in most cases, can be used
interchangeably. For example, you can start a J2EE component using WLST and stop it
using Fusion Middleware Control.

4.2 Starting and Stopping WebLogic Servers

You can start Oracle WebLogic Administration Servers using the WLST command
line. You can start and stop Managed Servers using the WLST command line, the
WebLogic Server Administration Console, or Fusion Middleware Control. The
following sections describe how to start and stop WebLogic Servers using the WLST
command line, Fusion Middleware Control, or both.

4.2.1 Starting and Stopping Administration Servers Using the Command Line

You can start and stop Oracle WebLogic Server Administration Servers using the
WLST command line. When you do so, you also stop the processes running in the
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Administration Server, including the WebLogic Server Administration Console and
Fusion Middleware Control.

To start a WebLogic Administration Server, use the following command:

MW_HOME/user_projects/domains/domain_name/bin/startWebLogic.sh
-Dweblogic.management .username=weblogic
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

To stop a WebLogic Administration Server, use the following command:

MW_HOME/user_projects/domains/domain_name/bin/stopWeblogic.sh
username password admin_url

4.2.2 Starting and Stopping Managed Servers Using the Command Line
You can use WLST to start and stop a WebLogic Managed Server.

To start a WebLogic Managed Server, use the following command:

(UNIX) MW _HOME/user_projects/domains/domain name/bin/startManagedWebLogic.sh
managed_server_name admin_url username password
(Windows) Mw_HOME\user_projects\domains\domain_name\bin\startManagedWebLogic.cmd

To stop a WebLogic Managed Server, use the following command:

(UNIX) MW_HOME/user_projects/domains/domain_name/bin/stopManagedWebLogic.sh
username password admin url

(Windows) MW_HOME\user_projects\domains\domain name\bin\stopManagedWebLogic.cmd
username password admin_url

4.2.3 Starting and Stopping Managed Servers Using Fusion Middleware Control

Fusion Middleware Control, as well as the Oracle WebLogic Server Administration
Console, use Node Manager to start Managed Servers. If you are starting a Managed
Server that does not contain Oracle Fusion Middleware products other than Oracle
WebLogic Server, you can start the servers using the procedure in this section.

However, if the Managed Server contains other Oracle Fusion Middleware products,
such as Oracle SOA Suite, Oracle WebCenter, or Oracle JRF, you must first configure
Node Manager, as described in Section 4.2.4.

To start or stop a WebLogic Managed Server using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

2. Select the Managed Server.
3. From the WebLogic Server menu, choose Control, then Start Up or Shut Down.

Alternatively, you can right-click on the server, then choose Control, then Start Up or
Shut Down.

4.2.4 Configuring Node Manager to Start Managed Servers

If a Managed Server contains other Oracle Fusion Middleware products, such as
Oracle SOA Suite, Oracle WebCenter, or Oracle JRF, the Managed Servers
environment must be configured to set the correct classpath and parameters. This
environment information is provided through the start scripts, such as startWebLogic
and setDomainEnv, that are located in the domain directory.
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If the Managed Servers are started by Node Manager, (as is the case when the servers
are started by the Oracle WebLogic Server Administration Console or Fusion
Middleware Control) Node Manager must be instructed to use these start scripts so
that the server environments are correctly configured. Specifically, Node Manager
must be started with the property StartScriptEnabled=true.

There are several ways to ensure that Node Manager starts with this property enabled.
As a convenience, Oracle Fusion Middleware provides the following script, which
adds the property StartScriptEnabled=true to the nodemanager.properties file:

(UNIX) ORACLE_HOME/common/bin/setNMProps.sh.

(Windows) ORACLE_HOME\common\bin\setNMProps.cmd

For example, on Linux, execute the setNMProps script and start Node Manager:
ORACLE_HOME/common/bin/setNMProps.sh

MW_HOME/wl_server_n/server/bin/startNodeManager.sh

When you start Node Manager, it reads the nodemanager.properties file with the
StartScriptEnabled=true property, and uses the start scripts when it
subsequently starts Managed Servers. Note that you need to run the setNMProps
script only once.

See Also: "Using Node Manager" in the Oracle Fusion Middleware
Node Manager Administrator’s Guide for Oracle WebLogic Server for other
methods of configuring and starting Node Manager

4.3 Starting and Stopping Components

You can start and stop components using the command line, the WebLogic Server
Administration Console, or Fusion Middleware Control, depending upon the
component. The following sections describe how to start and stop components using
the command line and Fusion Middleware Control.

4.3.1 Starting and Stopping Components Using the Command Line

If a component is a Java component, you use WLST commands to start and stop the
component. If a component is a system component, you use opmnctl commands to
start and stop the components.

»  To start and stop Java components, use the WLST startApplication and
stopApplication commands:

startApplication (appName, [options])
stopApplication (appName, [options])
For example, to start Oracle Directory Integration Platform, use the following
command:
startApplication("DIP")
» To start and stop system components, use the opmnctl command-line tool. It is
located in the following directory:
(UNIX) ORACLE_HOME/opmn/bin
(Windows) ORACLE_HOME\opmn\bin
To start or stop OPMN and all system processes, such as Oracle HTTP Server:

opmnctl startall
opmnctl stopall
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To start, stop, or restart a component using opmnctl:

opmnctl startproc ias-component=component_name
opmnctl stopproc ias-component=component_name
opmnctl restartproc ias-component=component_name

For example, to start Oracle HTTP Server, ohsl:

opmnctl startproc ias-component=ohsl

To start, stop, or restart the subprocess of a component:

opmnctl stopproc process-type=process
opmnctl startproc process-type=process
opmnctl restartproc process-type=process

4.3.2 Starting and Stopping Components Using Fusion Middleware Control

To start, stop, and restart components:
1. From the navigation pane, expand the farm, then navigate to the component.
2. Select the component, such as Soalnfra.

3. From the dynamic target menu, choose Control, then Start Up or Shut Down.

Note: If OPMN is not started, you cannot start system components
such as Oracle HTTP Server or Oracle Internet Directory using Fusion
Middleware Control. To start OPMN, use the following command:

opmnctl start

4.4 Starting and Stopping Fusion Middleware Control

If Fusion Middleware Control is configured for a domain, it is automatically started
when you start an Oracle WebLogic Server Administration Server, as described in
Section 4.2.1.

If Fusion Middleware Control is configured for a domain, it is automatically stopped
when you stop an Oracle WebLogic Server Administration Server, as described in
Section 4.2.1.

4.5 Starting and Stopping Oracle Management Agent

Oracle Management Agent is designed specifically for monitoring particular Oracle
Fusion Middleware components.

To start Oracle Management Agent, use the following command:

opmnctl startproc ias-component=EMAGENT

To stop Oracle Management Agent, use the following command:

opmnctl stopproc ias-component=EMAGENT

4.6 Starting and Stopping Applications

You can start and stop applications using WLST command line, the WebLogic Server
Administration Console, or Fusion Middleware Control. The following sections
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describe how to start and stop applications using the command line and Fusion
Middleware Control.

4.6.1 Starting and Stopping Java EE Applications Using the Command Line

To start or stop applications with the WLST command line, use the following
commands:

startApplication (appName, [options])
stopApplication (appName, [options])

The application must be fully configured and available in the domain. The
startApplication command returns a WLSTProgress object that you can access to
check the status of the command. In the event of an error, the command returns a
WLSTException. For more information about the WLSTProgress object, see
"WLSTProgress Object" in the Oracle Fusion Middleware Oracle WebLogic Scripting Tool.

4.6.2 Starting and Stopping Applications Using Fusion Middleware Control
To start or stop a Java EE application using Fusion Middleware Control:
1. From the navigation pane, expand Application Deployments.
2. Select the application.

3. From the Application Deployment menu, choose Control, then Start Up or Shut
Down.

To start or stop a SOA Composite application using Fusion Middleware Control:
1. From the navigation pane, expand the farm, then SOA, and then soa-infra.
2. Select the application.

3. On the SOA Composite page, click Start Up or Shut Down.

4.7 Starting and Stopping Your Oracle Fusion Middleware Environment

This section provides procedures for starting and stopping an Oracle Fusion
Middleware environment. An environment can consist of Oracle WebLogic Server
domain, an Administration Server, multiple Managed Servers, Java components,
system components, including Identity Management components, and a metadata
repository. The components may be dependent on each other and it is important to
start and stop them in the proper order.

You can follow these procedures when you need to completely shut down your Oracle
Fusion Middleware environment. For example, when preparing to perform a complete
backup of your environment, or apply a patch.

4.7.1 Starting an Oracle Fusion Middleware Environment

To start an Oracle Fusion Middleware environment:
1. Start any database-based metadata repository:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

b. Set the ORACLE_SID environment variable to the SID for the database
(default is orcl).

c. Start the Net Listener:
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ORACLE_HOME/bin/lsnrctl start

d. Start the database instance:

ORACLE_HOME/bin/sqlplus /nolog
SQL> connect SYS as SYSDBA
SQL> startup
SQL> quit
Start Oracle Identity Management system components:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
Identity Management components.

b. Start OPMN and all system components:

opmnctl startall

Start the Oracle WebLogic Server Administration Server as described in
Section 4.2.1.

Start the Oracle WebLogic Server Managed Servers as described in Section 4.2.2.
Any applications deployed to the server are also started.

Start OPMN and all system components.

a. Set the ORACLE_HOME and ORACLE_INSTANCE environment variables to
the Oracle home and Oracle instance for the system components.

b. Start OPMN and all system components in that Oracle instance:

opmnctl startall

If your environment includes components that are targets monitored by Oracle
Management Agent, start Oracle Management Agent, as described in Section 4.5.

4.7.2 Stopping an Oracle Fusion Middleware Environment

To stop an Oracle Fusion Middleware environment:

1.

Stop system components, such as Oracle HTTP Server. You can stop them in any
order.

a. Set the ORACLE_HOME and ORACLE_INSTANCE environment variables to
the Oracle home and Oracle instance for the system components.

b. Stop OPMN and all system components in that Oracle instance:

opmnctl stopall
If your environment includes components that are targets monitored by Oracle
Management Agent, stop Oracle Management Agent, as described in Section 4.5.

Stop the Oracle WebLogic Server Managed Servers as described in Section 4.2.
Any applications deployed to the server are also stopped.

Stop Oracle Identity Management components:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
Identity Management components.

b. Stop OPMN and all system components:

opmnctl stopall
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5.

Stop the Administration Server as described in Section 4.2.1.

6. Stop any database-based metadata repository:

a.

Set the ORACLE_HOME environment variable to the Oracle home for the
database.

Set the ORACLE_SID environment variable to the SID for the database
(default is orcl).

Stop the database instance:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> shutdown

SQL> quit

Stop the Net Listener:

ORACLE_HOME/bin/lsnrctl stop

4.8 Starting and Stopping: Special Topics

This section contains the following special topics about starting and stopping Oracle
Fusion Middleware:

Starting and Stopping in High Availability Environments

Forcing a Shut Down of Oracle Metadata Repository

4.8.1 Starting and Stopping in High Availability Environments

There are special considerations and procedures for starting and stopping High
Availability environments, such as:

Oracle Fusion Middleware Cold Failover Cluster

Oracle Application Server Disaster Recovery

See: Oracle Fusion Middleware High Availability Guide for
information about starting and stopping in high-availability
environments

4.8.2 Forcing a Shut Down of Oracle Metadata Repository

If you find that the Oracle Metadata Repository instance is taking a long time to shut
down, you can use the following commands to force an immediate shutdown:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> SHUTDOWN IMMEDIATE;

Immediate database shutdown proceeds with the following conditions:

No new connections are allowed, nor are new transactions allowed to be started,
after the statement is issued.

Any uncommitted transactions are rolled back. (If long uncommitted transactions
exist, this method of shutdown might not complete quickly, despite its name.)

Oracle does not wait for users currently connected to the database to disconnect.
Oracle implicitly rolls back active transactions and disconnects all connected users.

The next startup of the database will not require any instance recovery procedures.
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See Also: Oracle Database Administrator’s Guide in the Oracle
Database 11¢ documentation library
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Managing Ports

This chapter describes how to view and change Oracle Fusion Middleware port
numbers.

It contains the following topics:
= About Managing Ports
= Viewing Port Numbers

s Changing the Port Numbers Used by Oracle Fusion Middleware

5.1 About Managing Ports

Many Oracle Fusion Middleware components and services use ports. Most port
numbers are assigned during installation. As an administrator, it is important to know
the port numbers used by these services, and to ensure that the same port number is
not used by two services on your host.

For some ports, you can specify a port number assignment during installation.
See Also: Appendix C for a complete list of allotted port ranges.

Refer to the installation guide for directions on overriding port
assignments during installation.

5.2 Viewing Port Numbers

You can view the port numbers currently in use with the command line or Fusion
Middleware Control, as described in the following topics:

= Viewing Port Numbers Using the Command Line

= Viewing Ports Numbers Using Fusion Middleware Control

5.2.1 Viewing Port Numbers Using the Command Line

To view the current port numbers for system components, use the following
command:

(UNIX) ORACLE_INSTANCE/bin/opmnctl status -1
(Windows) ORACLE_INSTANCE\bin\opmnctl status -1

To view the port numbers for Oracle WebLogic Server, you can use the WLST
command, with an attribute. For example, to get the Administration Port, use the
following command:

wls:/SOA_domain/serverConfig> get ('AdministrationPort')
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9002

5.2.2 Viewing Ports Numbers Using Fusion Middleware Control

You can view the port numbers of the domain, the Administration Server, Managed
Servers, or components, such as the SOA Infrastructure and Oracle Web Cache, using

Fusion Middleware Control.

For example, to view the ports of a domain:

1. From the navigation pane, expand the farm and then WebLogic Domain.

2. Select the domain.

3. From the WebLogic Domain menu, choose Port Usage.

The Port Usage page is displayed, as shown in the following figure:

webcenter ®

] weblogic Domain +
Port Usage
Show | Al v
Port in Use IP Address Component
5890 139.185.136.176 WLS_Services
7001 139.185.136.176 AdminServer
85858 139.185.136.176 WLS_Spaces

8390 Fed0:0:0:0:21e:4fff:feb] WLS_Services
7001 Fedi0:0i0:21e:4fff:febl AdminServer
8390 Fed0:0:0:0:21e:4fff:feb] WLS_Services

7001 eeOeOeeed AdminServer
7001 127.0.0.1 AdminServer
8390 Fed0:0:0:0:21e:4fff:Feb] WLS_Services
8590 O:0:0:0:0:0:0:1 WLS_Services
85858 139.185.136.176 WLS_Spaces
8590 O:0:0:0:0:0:0:1 WLS_Services
8389 fed0:0:0:0:21e:4fff:feb] WLS_Portlet
7001 127.0.0.1 AdminServer
7001 139.185.136.176 AdminServer
7001 Fedi0:0i0:21e:4ffF:febl AdminServer
7001 eeOeOeeed AdminServer
7001 127.0.0.1 AdminServer
7001 139.185.136.176 AdminServer
8390 Fed0:0:0:0:21e:4fff:feb] WLS_Services
7001 uuOe0ee0 AdminServer
5859 :0:0:0:0:0 WLS_Portlet

8883 0: WLS_Spaces

Channel
Defaultfiiop]
Default[ldap]
Default[http]
Defaultfiiop][1]
Default[ldap][1]
Default[snmp][1]
Default[http][2]
Default[http][3]
Default[http][1]
Defaultfiop][2]
Default[ldap]
Defaultlldap][2]
Default[ldap][1]
Default[snmp][3]
Default[t3]
Default[E3][1]
Default[ldap][2]
Defaultfiop][3]
Defaultfiiop]
Default[ldap][1]
Defaultfiop][2]
Default[E3][2]
Default[E3][2]

Page Refreshed Apr 22, 2009 §:04:27 AM PDT 2

Logged in as weblogic
S

Protocal
iiop ~
Idap
http
iiop
ldap
Snmp
http
http
http
iiop
ldap
Idap
ldap
Snmp
£3

£3
ldap
iiop
iiop
Idap
iiop
£3

£3

Optionally, you can filter the ports shown by selecting a Managed Server from

Show.

The Port Usage detail table shows the ports that are in use, the IP Address, the
component, the channel, and the protocol.

You can also view similar pages for the Administration Server, Managed Servers, and
components, such as the SOA Infrastructure and Oracle Web Cache, by navigating to
the target and choosing Port Usage from the target's menu.

5.3 Changing the Port Numbers Used by Oracle Fusion Middleware

You can change the port numbers for some Oracle Fusion Middleware components,
using Fusion Middleware Control, Oracle WebLogic Server Administration Console,

or the command line.
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Note: You can change a port number to any number you want, as
long as it is an unused port. You do not have to use a port in the
allotted port range for the component. See Appendix C for
information on allotted port ranges.

This section provides the following topics:

s Changing the Oracle WebLogic Server Listen Ports

s Changing the Oracle HTTP Server Listen Ports

s Changing Oracle Web Cache Ports

s Changing OPMN Ports (ONS Local, Request, and Remote)
s Changing Oracle Portal Ports

s Changing the Metadata Repository Net Listener Port

For information about changing Oracle Internet Directory ports, see "Configuring
Server Properties" or "Setting System Configuration Attributes by Using ldapmodify"
in the Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory.

5.3.1 Changing the Oracle WebLogic Server Listen Ports

You can change the HTTP listen port and the HTTPS (SSL) listen port for a WebLogic
Administration Server or a Managed Server using the Oracle WebLogic Server
Administration Console:

1. Navigate to the server.
The server setting page is displayed.
2. On the General tab, change the number of the Listen Port or SSL Listen Port.
3. If the server is running, restart the server.
See Also: Oracle Fusion Middleware Configuring Server Environments

for Oracle WebLogic Server for more information about changing Oracle
WebLogic Server ports

5.3.2 Changing the Oracle HTTP Server Listen Ports

To change the Oracle HTTP Server Listen ports (non-SSL or SSL), there are often
dependencies that must also be set. For example, if you are using Oracle Web Cache to
improve the performance of your Oracle Fusion Middleware environment, you must
modify the Oracle Web Cache origin server settings whenever you modify the Oracle
HTTP Server Listen ports.

The following topics describe how to modify the Oracle HTTP Server HTTP or HTTPS
Listen port:

= Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than 1024
(UNIX Only)

s Changing the Oracle HTTP Server Non-SSL Listen Ports
s Changing the Oracle HTTP Server SSL Listen Port
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5.3.2.1 Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than
1024 (UNIX Only)

On a UNIX system, if you are changing the Listen port to a number less than 1024,
perform these steps before you change the Oracle HTTP Server Listen port.

By default, Oracle HTTP Server runs as a non-root user (the user that installed Oracle
Fusion Middleware). On UNIX systems, if you change the Oracle HTTP Server Listen
port number to a value less than 1024, you must enable Oracle HTTP Server to run as
root, as follows:

1. Log in as root.
2. Run the following commands in the Oracle home:

cd ORACLE_HOME/ohs/bin
chown root .apachectl
chmod 6750 .apachectl

5.3.2.2 Changing the Oracle HTTP Server Non-SSL Listen Ports

To change the Oracle HTTP Server non-SSL (HTTP) Listen port, follow the procedures
in the following tasks. Note that, on a UNIX system, if you are changing the Listen
port to a number less than 1024, you must first perform the steps in Section 5.3.2.1.

s Task 1, "Modify the Oracle HTTP Server Listen Port"
»  Task 2, "Update Oracle Web Cache"
»  Task 3, "Restart the System Components"

Task 1 Modify the Oracle HTTP Server Listen Port
To change the Oracle HTTP Server Listen port:

1. From the navigation pane, expand the farm, then Web Tier, then select the Oracle
HTTP Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HI'TP protocol, then click Edit.
4. Change the port number, then click OK.

5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

Task 2 Update Oracle Web Cache

If you are using Oracle Web Cache as a reverse proxy, you must update Oracle Web
Cache:

1. From the Fusion Middleware Control navigation pane, expand the farm, then Web
Tier. Select the Oracle Web Cache instance.

2. From the Web Cache menu, choose Administration, then Origin Servers.

3. Select the origin server for which you have changed the port, and click Edit.
The Edit Origin Server page is displayed.

4. In the Port field, change the port number.

5. Click OK.
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6. Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

Task 3 Restart the System Components
Restart OPMN and all system components in that Oracle instance:

opmnctl stopall
opmnctl startall

5.3.2.3 Changing the Oracle HTTP Server SSL Listen Port

To change the Oracle HTTP Server SSL (HTTPS) Listen port, follow the procedures in
the following tasks. Note that, on a UNIX system, if you are changing the Listen port
to a number less than 1024, you must perform the steps in Section 5.3.2.1.

s Task 1, "Modify the Oracle HTTP Server SSL Listen Port"
»  Task 2, "Update Oracle Web Cache"
»  Task 3, "Re-register mod_osso"

»  Task 4, "Restart System Components"

Task 1 Modify the Oracle HTTP Server SSL Listen Port
To change the Oracle HTTP Server SSL Listen port:

1. From the navigation pane, expand the farm, then Web Tier, then select the Oracle
HTTP Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HI'TPS protocol, then click Edit.
4. Change the port number, then click OK.

5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

Task 2 Update Oracle Web Cache

If you are using Oracle Web Cache as a reverse proxy, you must update Oracle Web
Cache:

1. From the Fusion Middleware Control navigation pane, expand the farm, then Web
Tier. Select the Oracle Web Cache instance.

2. From the Web Cache menu, choose Administration, then Origin Servers.

3. Select the origin server for which you have changed the port, and click Edit.
The Edit Origin Server page is displayed.

4. In the Port field, change the port number.

5. Click OK.

6. Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

Task 3 Re-register mod_osso

If you have enabled Oracle Single Sign-On authentication (that is, you registered mod_
0ss0), follow these steps to re-register mod_osso:
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1. On the Identity Management host, set the environment variables ORACLE_
HOME and ORACLE_SID.

2. On the Identity Management host, run the ssoreg script, using the -remote_
midtier option. The script is located at:

(UNIX) ORACLE_HOME/sso/bin/ssoreg.sh
(Windows) ORACLE_HOME\sso\bin\ssoreg.bat
For example, on LINUX:

SORACLE_HOME/sso/bin/ssoreg.sh -oracle_home_path $ORACLE_HOME
-config_mod_osso TRUE

-site_name example.com:7778

-remote_midtier

-config_file $ORACLE_HOME/Apache/Apache/conf/osso/myosso.conf
-mod_osso_url http://example.com:7778

The resulting configuration file (myosso . conf in the example) is an obfuscated
o0sso configuration file.

3. Copy the obfuscated osso configuration file to the 11g Release 1 (11.1.1)
middle-tier instance.

4. On the middle-tier host, run the following script to complete the registration:
(UNIX) ORACLE_HOME/Apache/Apache/bin/osso0l013 config file
(Windows) perl ORACLE_HOME\Apache\Apache\bin\ossol013 config file

Task 4 Restart System Components
Restart OPMN and the system components in that Oracle instance:

opmnctl stopall
opmnctl startall

5.3.3 Changing Oracle Web Cache Ports

You can change the HTTP and HTTPS listen ports, the administration port, the
statistics port and the invalidation port for Oracle Web Cache using Fusion
Middleware Control.

To change the port number:

1. From the navigation pane, expand the farm, then Web Tier, then select the Oracle
Web Cache instance.

From the Web Cache menu, choose Administration, then Ports Configuration.
Select a port, then click Edit.
Change the port number, then click OK.

a » Db

Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

5.3.4 Changing OPMN Ports (ONS Local, Request, and Remote)

This section describes how to change any of the following port numbers:
= ONS Local port

= ONS Request port

= ONS Remote port
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To change these ports:

1.

Stop OPMN, and all OPMN-managed processes:

(UNIX) ORACLE_INSTANCE/bin/opmnctl stopall
(Windows) ORACLE_INSTANCE\bin\opmnctl stopall

Open the opmn . xm1 file:

(UNIX) ORACLE_INSTANCE/config/OPMN/opmn
(Windows) ORACLE_INSTANCE\config\OPMN\opmn

Under the <notification-server> element, modify the local, remote, or
request parameter, depending on the port you are changing, in the <port>
element, and then save the file.

For example:

<port local="6101" remote="6201" request="6004"/>

Start OPMN, and all OPMN-managed processes:

(UNIX) ORACLE_INSTANCE/bin/opmnctl startall
(Windows) ORACLE_INSTANCE\bin\opmnctl startall

5.3.5 Changing Oracle Portal Ports

Oracle Portal maintains information about some of the ports used by its underlying
components. This section describes how to manage Oracle Portal ports. It includes the
following topics:

Changing the Oracle Portal Midtier Port

Changing Oracle Portal Invalidation Port

Changing Oracle Portal Oracle Internet Directory Port
Changing PPE Loopback Port

Changing Oracle Portal SQL*Net Listener Port
Restarting WLS_PORTAL Managed Server

Note: When you change these ports as described in this section, only
the Oracle Portal configuration is updated. To update or change the
port numbers of an underlying component, such as Oracle Web Cache
or Oracle Internet Directory, see the component-specific
documentation for information about managing ports.

The configuration procedures described in this section require you to
restart the WLS_PORTAL managed server.

5.3.5.1 Changing the Oracle Portal Midtier Port

In a default installation, you can access Oracle Portal through the Oracle Web Cache
port, such as 8090. This port is referred to as the Oracle Portal Midtier Port. You must
update this port if Oracle Web Cache is configured to listen on a different port or
Oracle Web Cache is front-ended by a Proxy or Load Balancing Router (LBR).

To change the Oracle Portal Midtier port in Fusion Middleware Control:

1.

From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.
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From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the Portal Midtier section.

Change the port number, and click Apply.

o g & 0D

Restart the WLS_PORTAL managed server. For more information, see
Section 5.3.5.6.

5.3.5.2 Changing Oracle Portal Invalidation Port

Oracle Portal caches content in Oracle Web Cache. When content changes, Oracle
Portal invalidates such cached content and maintains the Oracle Web Cache
invalidation port. If you reconfigure the Web Cache invalidation port, you must
update the port information maintained by Oracle Portal.

To change the Oracle Portal Invalidation port in Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the Web Cache section.

o ©Dbd

Change the Invalidation Port number. If the Invalidation user name and the
password are blank, enter the user name and the password.

Note: The Port number, Invalidation user name, and Invalidation
password entered here must match the corresponding values of the
Oracle Web Cache instance used by Oracle Portal. For more
information about resetting these values, see the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

6. Click Apply.

7. Restart the WLS_PORTAL managed server. For more information, see
Section 5.3.5.6.

5.3.5.3 Changing Oracle Portal Oracle Internet Directory Port

Oracle Portal maintains information about Oracle Internet Directory ports.

To change the Oracle Portal Oracle Internet Directory (OID) port in Fusion
Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the OID section.

Change the port number.

Enter the Oracle Internet Directory user name and the password.

Click Apply.

N o a » o Db
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8. Restart the WLS_PORTAL managed server. For more information, see
Section 5.3.5.6.

5.3.5.4 Changing PPE Loopback Port

While servicing Portal pages, Oracle Portal makes loopback calls using the default site
port. In some configurations, such as external SSL, you must configure the loopback
call to a port other than the default site port.

To change the PPE Loopback port in Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Page Engine.
Expand the Advanced Properties section.

Change the port number in the Use Port.

Specify the protocol in the Use Protocol field.

Click Apply.

N o a M Db

Restart the WLS_PORTAL managed server. For more information, see
Section 5.3.5.6.

5.3.5.5 Changing Oracle Portal SQL*Net Listener Port

Oracle Portal maintains information about the repository connection in the
host:port:servicename format inside a Database Access Descriptor (in a file
named portal_dads. conf). If the SQL*Net listener is reconfigured to listen on a
different port, you must reconfigure this port value in Oracle Portal.

To change the Oracle Portal SQL*Net Listener port in Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Database Access Descriptor.
Select the Database Access Descriptor, such as /pls/portal.

Click Edit.

Expand the Portal Database Access Details section.

Update the Database Connect String field to reflect the new port.

Click OK.

©® N o a » 0 b

Restart the WLS_PORTAL managed server. For more information, see
Section 5.3.5.6.

5.3.5.6 Restarting WLS_PORTAL Managed Server
To restart WLS_PORTAL managed server in Fusion Middleware Control:

1. Expand the Farm domain, such as Farm_ClassicDomain.
2. Expand WebLogic Domain.

3. Expand the domain, such as Classic Domain.

4. Expand cluster_portal, when applicable.

5. Choose WLS_PORTAL.
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6. From the WLS_PORTAL WebLogic Server menu, choose Control, then Shut
Down. Ensure that the status of WLS_PORTAL shows Down.

7. From the WLS_PORTAL WebLogic Server menu, choose Control, then Start Up.
Ensure that the status of WLS_PORTAL shows Up.

5.3.6 Changing the Metadata Repository Net Listener Port

If your environment includes a metadata repository, and you want to change the
listener port number, perform the procedure in this section.

First, determine if it is necessary to change the metadata repository listener port
number. If you are concerned about the fact that you have another database on your
host using the same port, it is possible that the metadata repository and the other
database can use the same port.

Note that multiple Oracle Database 10g and Oracle Database 11g databases can share
the same Oracle Net listener port. If you install a metadata repository on a host that
contains Oracle Database 10g and Oracle Database 11¢ databases, they can all use port
1521. There is no need to change the metadata repository port number.

Note: If you want to run two listeners that use the same key value
on one host, refer to Section 5.3.6.1, "Changing the KEY Value for an
IPC Listener"

A metadata repository may be used in several different ways. Use the following table
to determine the steps that are required for changing your type of metadata
repository:

If the Metadata Repository is used as
follows: Follow these tasks to change its Oracle Net listener port:

Identity Management repository and Task 1, "Stop Components"
product metadata repository Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"

Task 4, "Update Oracle Internet Directory”

Task 5, "Update Oracle Single Sign-On"

Task 6, "Update Other Components"

Identity Management repository only Task 1, "Stop Components"
Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 4, "Update Oracle Internet Directory”
Task 5, "Update Oracle Single Sign-On"

Product metadata repository Task 1, "Stop Components"
Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"
Task 4, "Update Oracle Internet Directory”
Task 6, "Update Other Components"

The procedure consists of the following tasks:
s Task 1, "Stop Components"
»  Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
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Task 3, "Change the System Data Source"
Task 4, "Update Oracle Internet Directory”
Task 5, "Update Oracle Single Sign-On"
Task 6, "Update Other Components"

Task 1 Stop Components
Stop all components that use the Metadata Repository. See Chapter 4 for instructions.

Task 2 Change the Metadata Repository for Oracle Net Listener Port
On the metadata repository host:

1.

Ensure that the ORACLE_HOME and ORACLE_SID environment variables are
set.

Stop the metadata repository listener:

lsnrctl stop

Edit the 1istener. ora file, which is located at:

(UNIX) ORACLE_HOME/network/admin/listener.ora
(Windows) ORACLE_HOME\network\admin\listener.ora

Under the LISTENER entry, update the value for PORT. Save the file.
Edit the tnsnames . ora file. The default location is:

(UNIX) ORACLE_HOME/network/admin/tnsnames.ora
(Windows) ORACLE_HOME\network\admin\tnsnames.ora

Make the following changes to the file:
a. Update the PORT value in each entry that applies to MDS Repository.
b. Add an entry like the following:

newnetport =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = tcp) (HOST = hostname) (PORT = port)))

In the example, hostname is the fully qualified host name and port is the
new port number.
Start the metadata repository listener:
lsnrctl start
Using SQL*Plus, log in to the metadata repository as the SYSTEM user with
SYSDBA privileges and run the following command:

SQL> ALTER SYSTEM SET local_listener='newnetport' scope=spfile;

Using SQL*Plus, restart the metadata repository:

SQL> SHUTDOWN
SQL> STARTUP

Start Oracle Internet Directory:

opmnctl start
opmnctl startproc ias-component=0ID
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Task 3 Change the System Data Source

Change the system data source to use the new port number for the metadata
repository. To do so, you use Oracle WebLogic Server Administration Console:

1.
2.

In the Change Center, click Lock & Edit.

In the Domain Structure section, expand Services, then JDBC, and select Data
Sources.

The Summary of JDBC Data Sources page is displayed.

Select the data source you want to change.

The Settings page is displayed.

Select the Connection Pool tab.

To change the database port, modify the URL field. For example:

jdbc:oracle:thin:@hostname.domainname.com:1522/orcl

Click Save.

Restart the servers that use this data source. (Click the Target tab to see the servers
that use this data source.)

Task 4 Update Oracle Internet Directory

On the Identity Management host, update Oracle Internet Directory with the new
Oracle Net listener port number:

1.

Update the port number in tnsnames.ora file, which is located in the following
directory:

(UNIX) ORACLE_INSTANCE/config
(Windows) ORACLE_INSTANCE\config

Update the registration of the component with the Administration Server, using
the opmnctl updatecomponentregistration command with the new port
number, as shown in the following example:

opmnctl updatecomponentregistration -Db_info DBHostName: TNSPORT: DBSERVICENAME
-componentName 0idl -componentType 0ID
Start OPMN and all processes in the Oracle instance in the Oracle Internet

Directory Oracle home:

opmnctl startall

Task 5 Update Oracle Single Sign-On
If you are using Oracle Single Sign-On, from the Oracle Single Sign-On Oracle home:

1.

On UNIX systems, set the LD_LIBRARY_PATH, LD_LIBRARY_PATH_64, LIB_
PATH, or SHLIB_PATH environment variables to the proper values, as shown in
Table 3-1. The actual environment variables and values that you must set depend
on the type of your UNIX operating system.

Update Oracle Single Sign-On with the new repository port number by executing
the following command:

= On UNIX systems:

SORACLE_HOME/jdk/bin/java -jar SORACLE_HOME/sso/lib/ossoca.jar reassoc
-repos $SORACLE_HOME
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= On Windows systems:
%ORACLE_HOME%\jdk\bin\java -jar %ORACLE_HOME%\sso\lib\ossoca.jar reassoc
-repos $ORACLE_HOMES%

Task 6 Update Other Components
In each Oracle instance that uses the metadata repository:

1. Update the following file with the new Oracle Net listener port number:
(UNIX) ORACLE_INSTANCE/config/tnsnames.ora
(Windows) ORACLE_INSTANCE\config\tnsnames.ora
2. Check the following file:
(UNIX) ORACLE_HOME/ohs/conf/dads.conf
(Windows) ORACLE_HOME\ohs\modplsqgl\conf\dads.conf
Locate the line that begins with P1sglDatabaseConnectString.

»  If the line ends with ServiceNameFormat or SIDFormat, update the line
with the new MDS Repository port number, save the file, and restart Oracle
HTTP Server.

»  If the line ends with Net ServiceNameFormat, you do not need to do
anything.

3. Start the components that use the metadata repository, as described in Section 4.3.

5.3.6.1 Changing the KEY Value for an IPC Listener

It is not possible to run two listeners at the same time that are configured to use the
same KEY value in their IPC protocol address. By default, the metadata repository
listener has its IPC KEY value set to EXTPROC. Hence, if your computer has another
IPC listener that uses the EXTPROC key, you should configure the metadata
repository listener to use some other key value such as EXTPROCL.

To change the KEY value of an IPC listener:

1. Stop the listener (make sure your ORACLE_HOME environment variable is set
first):

lsnrctl stop

2. Editthe listener.ora and tnsnames.ora files. In each file, find the following
line:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC))

Change it to the following:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1))

3. Restart the listener:

lsnrctl start
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6

SSL Configuration in Oracle Fusion
Middleware

You can configure Oracle Fusion Middleware to secure communications between
Oracle Fusion Middleware components using SSL, which is an industry standard for
securing communications. Oracle Fusion Middleware supports SSL version 3, as well
as TLS version 1.

Note: SSL version 2 has been de-supported in 11¢ Release 1 (11.1.1)
due to security concerns; components or applications that used SSL
version 2 in pre-11¢ Release 1 (11.1.1) will automatically be upgraded
to use other SSL versions, that is, SSL version 3 and TLS version 1.

This chapter provides an overview of SSL and how you can use it with Oracle Fusion
Middleware components and applications. It contains these topics:

How SSL Works

About SSL in Oracle Fusion Middleware
Configuring SSL for Configuration Tools
Configuring SSL for the Web Tier
Configuring SSL for the Middle Tier
Configuring SSL for the Data Tier
Advanced SSL Scenarios

Best Practices for SSL

WLST Reference for SSL

Note: Where SSL connections are configured within Oracle
WebLogic Server, this chapter provides references to the relevant
Oracle WebLogic Server documentation rather than duplicating the
instructions here.

6.1 How SSL Works

This section introduces basic SSL concepts. It contains these topics:

What SSL Provides
About Private and Public Key Cryptography
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s Keystores and Wallets
s  How SSL Sessions Are Conducted

6.1.1 What SSL Provides

SSL secures communication by providing message encryption, integrity, and
authentication. The SSL standard allows the involved components (such as browsers
and HTTP servers) to negotiate which encryption, authentication, and integrity
mechanisms to use.

= Encryption provides confidentiality by allowing only the intended recipient to
read the message. SSL can use different encryption algorithms to encrypt
messages. During the SSL handshake that occurs at the start of each SSL session,
the client and the server negotiate which algorithm to use. Examples of encryption
algorithms supported by SSL include AES, RC4, and 3DES.

= Integrity ensures that a message sent by a client is received intact by the server,
untampered. To ensure message integrity, the client hashes the message into a
digest using a hash function and sends this message digest to the server. The
server also hashes the message into a digest and compares the digests. Because
SSL uses hash functions that make it computationally infeasible to produce the
same digest from two different messages, the server can tell that if the digests do
not match, then someone had tampered with the message. An example of a hash
function supported by SSL is SHA1.

= Authentication enables the server and client to check that the other party is who it
claims to be. When a client initiates an SSL session, the server typically sends its
certificate to the client. Certificates are digital identities that are issued by trusted
certificate authorities, such as Verisign. Chapter 7, "Managing Keystores, Wallets,
and Certificates" describes certificates in more detail.

The client verifies that the server is authentic and not an imposter by validating
the certificate chain in the server certificate. The server certificate is guaranteed by
the certificate authority (CA) who signed the server certificate.

The server can also require the client to have a certificate, if the server needs to
authenticate the identity of the client.

6.1.2 About Private and Public Key Cryptography

To provide message integrity, authentication, and encryption, SSL uses both private
and public key cryptography.

Secret Key Cryptography

Private, or symmetric, key cryptography requires a single, secret key shared by two or
more parties to secure communication. This key is used to encrypt and decrypt secure
messages sent between the parties. This requires prior and secure distribution of the
key to each party. The problem with this method is that it is difficult to securely
transmit and store the key.

In SSL, each party calculates the secret key individually using random values known
to each side. The parties then send messages encrypted using the secret key.

Public Key Cryptography

Public key cryptography solves this problem by employing public and private key
pairs and a secure method for key distribution. The freely available public key is used
to encrypt messages that can only be decrypted by the holder of the associated private
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key. The private key is securely stored, together with other security credentials, in an
encrypted container such as an Oracle wallet.

Public key algorithms can guarantee the secrecy of a message, but they do not
necessarily guarantee secure communication because they do not verify the identities
of the communicating parties. To establish secure communication, it is important to
verify that the public key used to encrypt a message does in fact belong to the target
recipient. Otherwise, a third party can potentially eavesdrop on the communication
and intercept public key requests, substituting its own public key for a legitimate key
(the man-in-the-middle attack).

To avoid such an attack, it is necessary to verify the owner of the public key, a process
called authentication. Authentication can be accomplished through a certificate
authority (CA), which is a third party trusted by both of the communicating parties.

The CA issues public key certificates that contain an entity's name, public key, and
certain other security credentials. Such credentials typically include the CA name, the
CA signature, and the certificate effective dates (From Date, To Date).

The CA uses its private key to encrypt a message, while the public key is used to
decrypt it, thus verifying that the message was encrypted by the CA. The CA public
key is well known, and does not have to be authenticated each time it is accessed. Such
CA public keys are stored in wallets.

6.1.3 Keystores and Wallets

In Oracle Fusion Middleware, Oracle Virtual Directory uses a JKS keystore to store
keys and certificates. Configuring SSL for Oracle Virtual Directory thus requires
setting up and using JKS keystores.

Other components use the Oracle wallet as their storage mechanism. An Oracle wallet
is a container that stores your credentials, such as certificates, trusted certificates,
certificate requests, and private keys. You can store Oracle wallets on the file system or
in LDAP directories such as Oracle Internet Directory. Oracle wallets can be auto-login
or password-protected wallets.

Components that use Oracle wallet include:
s Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

Configuring SSL for these components thus requires setting up and using Oracle
wallets.

For more information about configuring keystores and wallets, see:

»  Section 6.2, "About SSL in Oracle Fusion Middleware" for a fuller description of
keystore and wallet usage in Oracle Fusion Middleware

s Chapter 7, "Managing Keystores, Wallets, and Certificates" for a discussion of
these terms, and administration details

6.1.4 How SSL Sessions Are Conducted

The SSL protocol has two phases: the handshake phase and the data transfer phase.
The handshake phase authenticates the server and optionally the client, and
establishes the cryptographic keys that will be used to protect the data to be
transmitted in the data transfer phase.
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When a client requests an SSL connection to a server, the client and server first
exchange messages in the handshake phase. (A common scenario is a browser
requesting a page using the https: // instead of http: // protocol from a server.
The HTTPS protocol indicates the usage of SSL with HTTP.)

Figure 6-1 shows the handshake messages for a typical SSL connection between a Web
server and a browser. The following steps are shown in the figure:

1. The client sends a Hello message to the server.

The message includes a list of algorithms supported by the client and a random
number that will be used to generate the keys.

2. The server responds by sending a Hello message to the client. This message
includes:

s The algorithm to use. The server selected this from the list sent by the client.
= A random number, which will be used to generate the keys.

3. The server sends its certificate to the client.

4. The client authenticates the server using the server's certificate.

5. The client generates a random value ("pre-master secret"), encrypts it using the
server's public key, and sends it to the server.

6. The server uses its private key to decrypt the message to retrieve the pre-master
secret.

7. The client and server separately calculate the keys that will be used in the SSL
session.

These keys are not sent to each other because the keys are calculated based on the
pre-master secret and the random numbers, which are known to each side. The
keys include:

= Encryption key that the client uses to encrypt data before sending it to the
server

= Encryption key that the server uses to encrypt data before sending it to the
client

= Key that the client uses to create a message digest of the data
= Key that the server uses to create a message digest of the data

The encryption keys are symmetric, that is, the same key is used to encrypt and
decrypt the data.

8. The client and server send a Finished message to each other. These are the first
messages that are sent using the keys generated in the previous step (the first
"secure" messages).

The Finished message includes all the previous handshake messages that each
side sent. Each side verifies that the previous messages that it received match the
messages included in the Finished message. This checks that the handshake
messages were not tampered with.

9. The client and server now transfer data using the encryption and hashing keys
and algorithms.
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Figure 6—-1 SSL Handshake
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6.2 About SSL in Oracle Fusion Middleware

This section introduces SSL in Oracle Fusion Middleware. It contains these topics:
= SSL in the Oracle Fusion Middleware Architecture

= Keystores and Oracle Wallets

= Authentication Modes

= Tools for SSL Configuration

6.2.1 SSL in the Oracle Fusion Middleware Architecture

Figure 6-2 SSL in Oracle Fusion Middleware

Oracle WebLogic Oracle
Server Administration Enterprise
Console Manager
Middle Tier "
Web Tier Data Tier

FRemote Servers/Apps

S5L /
1] 1] {12] LDAP
Oracle i
Oracle Identity
Applications g’QA ‘WebCenter | |Management (&
uite
[ | |

Oracle Platiorm Security Services

AuthN | Authz | 550 |

Oracle HTTP Server ) Meeans
- [ Oracle WebLogic Server
S5L via
mod_wl_chs

SSL Configuration in Oracle Fusion Middleware 6-5



About SSL in Oracle Fusion Middleware

In the Oracle Fusion Middleware architecture shown in Figure 6-2, the numbered
circles represent the endpoints that can be SSL-enabled. For configuration details
about each endpoint, see:

1. Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control" and Section 6.4.2.2, "Enable Inbound SSL for Oracle Web
Cache Using WLST"

2, Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control" and Section 6.4.2.4, "Specify the Wallet for Outbound SSL
from Oracle Web Cache Using WLST"

3. Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server Virtual
Hosts Using Fusion Middleware Control" and Section 6.4.3.2, "Enable SSL for
Inbound Requests to Oracle HTTP Server Virtual Hosts Using WLST"

4. Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server"
5. Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server"

6. Outbound connections to the LDAP server can originate from Oracle Platform
Security Services or from Oracle WebLogic Server:

a. Section 6.5.1.2.1, "Outbound SSL from Oracle Platform Security Services to
LDAP"

b. Section 6.5.1.2.2, "Outbound SSL from LDAP Authenticator to LDAP"

7. Section 6.6.1.1, "Enable Inbound SSL on an Oracle Internet Directory Listener
Using Fusion Middleware Control" and Section 6.6.1.2, "Enabling Inbound SSL on
an Oracle Internet Directory Listener Using WLST"

8. Section 6.6.3.2, "SSL-Enable a Data Source"

9. Section 6.6.3.1, "SSL-Enable Oracle Database"

10. Section 6.5.6, "Client-Side SSL for Applications"

11. Section 6.5.2, "Configuring SSL for Oracle SOA Suite"
12. Section 6.5.3, "Configuring SSL for Oracle WebCenter"
13. Section 6.3.3, "WLST Command-Line Tool"

14. Section 6.6.1.3, "Enabling Outbound SSL from Oracle Internet Directory to Oracle
Database"

15. Section 6.6.3.1, "SSL-Enable Oracle Database"

In addition, you can configure SSL for identity management components. For details,
see:

= Section 6.5.4.1, "Configuring SSL for Oracle Directory Integration Platform"
= Section 6.5.4.2, "Configuring SSL for Oracle Identity Federation"
= Section 6.5.4.3, "Configuring SSL for Oracle Directory Services Manager"

Keystores and Wallets

Keystores and wallets are central to SSL configuration and are used to store certificates
and keys.

For details, see Section 6.2.2, "Keystores and Oracle Wallets."
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6.2.2 Keystores and Oracle Wallets

Oracle Fusion Middleware supports two types of keystores for keys and certificates:
s JKS-based keystore and truststore
s Oracle wallet

In 11g Release 1 (11.1.1), all Java components and applications use the JKS keystore.
Thus all Java components and applications running on Oracle WebLogic Server use
the JKS-based KeyStore and TrustStore.

The following system components continue to use the Oracle wallet:
s Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

You can use Fusion Middleware Control or the command-line WLST and orapki
interfaces, to manage wallets and their certificates for these system components. You
can use either the Fusion Middleware Control or WLST to SSL-enable the listeners for
these components.

Oracle Virtual Directory uses a JKS-based keystore. You can use Fusion Middleware
Control or WLST to manage JKS keystores and their certificates for Oracle Virtual
Directory. You can use either the Fusion Middleware Control or WLST to SSL-enable
the listeners for Oracle Virtual Directory.

JDK's keytool utility manages the keystore used by Oracle WebLogic Server listeners
for Java EE applications. This is the only keystore tool to manage these keystores; no
GUI tool is available for this purpose.

For more information about these types of stores, and when to use which type of store,
see Section 6.1.3, "Keystores and Wallets".

See Also: Section 7.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

6.2.3 Authentication Modes

The following authentication modes are supported:
=  In no-authentication mode, neither server nor client are required to authenticate.

Other names for this mode include Anonymous SSL/No
Authentication/Diffie-Hellman.

» In server authentication mode, a server authenticates itself to a client.
This mode is also referred to as One-way SSL/Server Authentication.

n In mutual authentication mode, a client authenticates itself to a server and that server
authenticates itself to the client.

This mode is also known as Two-way SSL/Client Authentication.

» In optional client authentication mode, the server authenticates itself to the client, but
the client may or may not authenticate itself to the server. Even if the client does
not authenticate itself, the SSL session still goes through.

SSL Configuration in Oracle Fusion Middleware 6-7



Configuring SSL for Configuration Tools

6.2.4 Tools for SSL Configuration

Oracle Fusion Middleware uses two kinds of configuration tools, common and
advanced.

Common Tools
s Fusion Middleware Control

s WLST command-line interface
= Oracle WebLogic Server Administration Console
m keytool command-line tool

These tools allow you to configure SSL and manage Oracle Wallet/JKS keystore for
any listener or component in Oracle Fusion Middleware.

Advanced Tools
= Oracle Wallet Manager GUI interface

s orapki command-line interface
These tools allow you to configure advanced features like managing file-based CRLs,

PKCS11-based wallets, and so on.

See Also: Section 7.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

6.3 Configuring SSL for Configuration Tools

Several tools are available for Oracle Fusion Middleware configuration. This section
describes how to configure SSL for these tools to enable them to connect to an
SSL-enabled Oracle WebLogic Server.

For a list of all the configuration tools, see Section 6.2.4, "Tools for SSL Configuration.".
This section contains these topics:
= Oracle Enterprise Manager Fusion Middleware Control

= Oracle WebLogic Server Administration Console

s WLST Command-Line Tool

6.3.1 Oracle Enterprise Manager Fusion Middleware Control
Take these steps:

= Ensure that the SSL port is enabled on the Oracle WebLogic Server instance on
which Fusion Middleware Control is deployed, and that the browser (from which
you will launch Fusion Middleware Control) trusts the server certificate.

= Now launch Fusion Middleware Control using SSL-based URL.

6.3.2 Oracle WebLogic Server Administration Console

Ensure that the SSL port is enabled on the Oracle WebLogic Server instance. Now
launch the administration console by providing the SSL port in the URL. You may get
a warning that the certificate is not trusted; accept this certificate and continue.
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6.3.3 WLST Command-Line Tool
For details about configuring SSL for WLST, take these steps:

1. Launch the WLST shell.
2. Execute the WLST command:

help('connect')

Follow the instructions described in the help text to set up the WLST shell in SSL
mode.

6.4 Configuring SSL for the Web Tier

This section contains these topics:

= Configuring Load Balancers

= Enabling SSL for Oracle Web Cache Endpoints

= Enabling SSL for Oracle HTTP Server Virtual Hosts

6.4.1 Configuring Load Balancers

Use the instructions specific to your load-balancing device to configure load balancers
in your Oracle Fusion Middleware environment.

6.4.2 Enabling SSL for Oracle Web Cache Endpoints

This section explains how to enable SSL for Oracle Web Cache listening endpoints
using Fusion Middleware Control and WLST.

6.4.2.1 Enable Inbound SSL for Oracle Web Cache Using Fusion Middleware
Control

You can SSL-enable inbound traffic to Oracle Web Cache listening endpoints using
these steps:

Note: This information applies only to inbound communication; for
information about SSL-enabling outbound traffic from Oracle Web
Cache to Oracle HTTP Server, see Section 6.4.2.3, "Enable Outbound
SSL for Oracle Web Cache Using Fusion Middleware Control".

1. Select the Oracle Web Cache instance in the navigation pane on the left.

2. Create a wallet, if necessary, by navigating to Oracle Web Cache, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 7, "Managing
Keystores, Wallets, and Certificates".

3. Navigate to Oracle Web Cache, then Security, then SSL Configuration.

The SSL Configuration page contains two sets of information:
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[@] web Cache + Page Refreshed Feb 6, 2009 2:12:21 PM PST

SSL Configuration

Al ports configured For this system component are shown. SSL can be configured for & port during edit operation.

Wieww 7 Edi,..

Port Pork Type Host Mame IP Address 55L Enal
7778 NORM localhost AN
7782 MORM localhost AN 4
7779 ADMINISTRATION  localhost AN
7781 INVALIDATION localhost ANY
7780 STATISTICS lncalhost ANY

< >

88L Communication Between WebCache and Oracle HTTP Server {OHS)

Select the wallet that would be used for communication between this WebCache instance and Oracle HTTP Servers (OHS).

Client wallet Marme  defaulk | Change Wallet...

The top table shows the inbound settings for a list of listening endpoints. A check
in the SSL Enabled column indicates that the endpoint is configured for SSL.

The bottom portion of the page shows outbound SSL configuration. For more
information about outbound SSL, see Section 6.4.2.3, "Enable Outbound SSL for
Oracle Web Cache Using Fusion Middleware Control.".

4. Select an endpoint, and click Edit.

weh Carhe v Page Refreshed apr 17, 2009 2i55:17 P pDT CJ

Ports Configuration = Edit Port

@ Information
Al changes made in this page require a server restart to take effect.
Edit Port : ANY:8090 OK || Cancel
Edit attributes of 5 port For this system component, Ports created can listen on local IP Address of associated host or any of available netwark interfaces.
SlEndpoint Attributes

Fort Type | NORM ~

Endpaint Mame  ANY:5090

IF Address | any v
* Port | 8090
=551 Configuration @

Server side SSL attributes For listening endpaint.
[ Enable 551

Server Wallet Name | default
ElAdvanced 55L Settings
Server S5L properties
S5L Authentication | Server Authentication

* 550 Protocol Yersion | Al =

The Edit Port page appears. This page contains two sections—a top portion with
general details like port and IP address, and a bottom section that configures SSL
parameters.

5. To disable SSL, uncheck Enable SSL; restart the component instance by navigating
to Oracle Web Cache, then Control, then Restart.

6. To enable SSL for this endpoint, check Enable SSL. Next, enter SSL configuration
parameters:

= Select an Oracle wallet from the drop-down list.

Note: Ensure that the wallet contains the server certificate and its
corresponding CA certificate.

= Select the type of SSL authentication.

= Select the protocol version (the available options are determined by your
choice of authentication).

7. Click OK.
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8. Restart the Oracle Web Cache instance by navigating to Oracle Web Cache, then
Control, then Restart.

See Also: Section 7.4.1.3, "Sharing Wallets Across Instances"

6.4.2.2 Enable Inbound SSL for Oracle Web Cache Using WLST

You can enable SSL for inbound traffic to Oracle Web Cache using the WLST
command-line tool.

SSL-Enable Oracle Web Cache Inbound in server-auth Mode Using WLST
Take these steps:

1. Determine the listening endpoints for this Oracle Web Cache instance by running
the following command:

listListeners('instl', 'wcl')

This command will list all the listening endpoints for this instance; select the one
that needs to be configured for SSL. For example, select
CACHE. index1.LISTEN. indexl.

2. Configure the listening endpoint with SSL properties:
configureSSL('instl',
'wel',
'webcache',
'CACHE.index1.LISTEN. indexl')

Note:

s configureSSL uses defaults for all SSL attributes; see Table 6-5
for details.

= You may also specify a properties file as a parameter to
configureSSL; see Table 64 for detalils.

6.4.2.3 Enable Outbound SSL for Oracle Web Cache Using Fusion Middleware
Control

Outbound Oracle Web Cache refers to traffic from Oracle Web Cache to Oracle HTTP
Server.

There are two aspects to set up SSL for outbound traffic from Oracle Web Cache:
selecting a wallet for outbound SSL and configuring SSL.

Wallet Selection
Take these steps:

1. Navigate to Oracle Web Cache, then Security, then SSL Configuration.
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[@] web Cache ~ Page Refreshed Feb 6, 2009 2:12:21 PM PST

SSL Configuration

All ports configured For this system component are shown, SSL can be configured For a part during edit operation.

Vieww 7 Edi..

Port Port Type Host Mame IP Address 55LEnal
FEFE NORM localhost ANY
FFE2 NORM localhost ANY v
7773 ADMINISTRATION  localhost AN
7781 INVALIDATION localhost ARY
7780 STATISTICS localhost ANV

< »

£188L Communication Between WebCache and Oracle HTTP Server (OHS)

Select the wallet that would be used for communication between this WebCache instance and Cracle HTTP Servers (OHS).

Client wallet Mame  default | Change Wallet...

2. At the bottom of the page, click Change Wallet to display the available wallets for
this listener.

Wieb Cache v Page Refreshed Feb

8SL Configuration

All parts configured for this system companent are shown. S5L can be configured for a port during edit operation.

vieww 7 Edb

Port Part Type Hst Mame IP Address Ssl Enal
7778 NORM lacalhost AN
7782 NORM locahies! gelect client wallet ]
7779 ADMINISTRATICN  Incahos|
7781 INVALIDATION lacahos|
7780 STATISTICS localhs! wallet password

Client Wallet Name: et

default

<

ESSL Communication Between Webd|
Select the wallet that would be used for communicatiq

Clierk Wallet Nlame  default | Change wallet. .

OK || Cancel

3. Select the desired wallet for outbound SSL and click OK.

SSL Configuration
Take these steps:

1. Navigate to the Oracle Web Cache instance, then Administration, then Origin
Servers.

This page displays the Oracle HTTP Servers with which this Oracle Web Cache
instance can communicate. For example, if Oracle Web Cache can talk to two
different Oracle HTTP Servers you would see two rows in the table.

weh Carhe + Page Refrashed Feb &, 2009 2:20:08 PM ST Tl

(i) Information
All Fields on this page will require a restart to take effect,

origin Servers Apply | Revert

Configure Web Cache with the application Web servers for internal sites and proxy servers For external sites outside a firewall ta which it sends cache
misses. These settings are required for load balancing, Failover, and site-to-server mappings.

jcreate... A Edt.. 3 Delete. .

Host Port: Protocol Routing Enabled Caparity Prosey Server

In this example, the Oracle Web Cache instance is currently configured for
non-SSL communication to the origin server over this host and port.

2. To enable SSL for outbound traffic to this origin server, select the row and click
Edit.

3. The Edit Origin Server page appears:
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(i) Information
All Fields on this page will require a restart to take effect,

Edit Origin Server @] o |
Specify the settings for the origin server, In order for Web Cache to Forward requests ko origin server, you must map a site to the origin server on the
Sikes page,

*Host | stanel4.us.oracle.com
* Port a555
Capacity 100
Protocol | HTTRP
Routing Enabled

4. Use the Protocol drop-down box to change the protocol to https.

5. Click OK. Oracle Web Cache is now configured to communicate to the origin
server over SSL.

Note: When editing the origin server settings on this page, ensure
that Oracle HTTP Server is listening at this port in SSL mode.

6.4.2.4 Specify the Wallet for Outbound SSL from Oracle Web Cache Using WLST

To change the wallet in use for outbound SSL connections from Oracle Web Cache, use
a command like the following;:

configureSSL('instl',
'wel',
'webcache',
'CACHE. index0.CLIENTSSL',
'property-file.prop')
where:
= instl is the name of the application server instance
s wcl is the name of the Oracle Web Cache instance
= webcache is the component type
s CACHE.index0.CLIENTSSL is the listener name for client SSL
s property-file.prop contains:

KeyStore=wallet-path

6.4.3 Enabling SSL for Oracle HTTP Server Virtual Hosts

This section shows how to manage SSL configuration for Oracle HTTP Server virtual
hosts.

For inbound traffic:

= Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server Virtual
Hosts Using Fusion Middleware Control"

= Section 6.4.3.2, "Enable SSL for Inbound Requests to Oracle HTTP Server Virtual
Hosts Using WLST"

For outbound traffic:

= Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server"
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6.4.3.1 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using Fusion Middleware Control

You can SSL-enable inbound traffic to Oracle HTTP Server virtual hosts using these
steps:

1.
2

5.

Select the Oracle HTTP Server instance in the navigation pane on the left.

Create a wallet, if necessary, by navigating to Oracle HTTP Server, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 7, "Managing
Keystores, Wallets, and Certificates".

Navigate to Oracle HTTP Server, then Administration, then Virtual Hosts.

This page shows what hosts are currently configured, and whether they are
configured for http or https.

@ Oracle HTTP Server « Page Refreshed Feb B, 2009 2:22:50 PM PST ($]

Virtual Hosts
Create virtual hosts o maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve

different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

GH- Create... 38 Remave Configure | =

Marme Server Mame Type Ports Protocol
*15859 IP_EASED G859 HTTPS
*14443 IP_BASED 4443 HTTPS

Select the virtual host you wish to update, and click Configure, then SSL
Configuration.

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:08 PM PST [$]

Virtual Hosts

Create virtual hosts o maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve
different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

GH- Create... 22 Remave Configure |+

Mame Sed Server Configuration Ports Protocol

* 15559 MIME Configuration 2889 HTTRS
*14443 4443 HTTRS

Log Configuration
mod_perl Configuration
55L Configuration

mod_weblogic Configuration

The SSL Configuration page appears.

You can convert an https port to http by simply unchecking Enable SSL.
To configure SSL for a virtual host that is currently using http:

s Check the Enable SSL box.

= Select a wallet from the drop-down list.
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@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:56 PM PST [$]
(i) Information
All Fields on this page will require a restart to take effect,

SSL Configuration @) ok || Cancel

Enable 551

Server Wallet Mame | default
@ TIP ‘wWallet is not required for no-auth mode but is needed in ather modes.
=l Advanced SSL Settings

Server S5L properties
S5L Authentication | Seryer Authentication v
* Cipher Suite all

* 350 Protocal Version

L]

<
E

s From the Server SSL properties, select the SSL authentication type, cipher
suites to use, and the SSL protocol version.

Note: The default values are appropriate in most situations.

Note: The choice of authentication type determines the available
cipher suites, and the selected cipher suites determine the available
protocol versions. For more information about ciphers and protocol
versions, see Section 6.9.28, "Properties Files for SSL".

6. Click OK to apply the changes.

7. Restart the Oracle HTTP Server instance by navigating to Oracle HTTP Server,
then Control, then Restart.

8. Open a browser session and connect to the port number that was SSL-enabled.

6.4.3.2 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using WLST

Take these steps:

1. Determine the virtual hosts for this Oracle HTTP Server instance by running the
following command:

listListeners('instl', 'ohsl' )
This command lists all the virtual hosts for this instance; select the one that needs
to be configured for SSL. For example, you can select vhost1.

2. Configure the virtual host with SSL properties:

configureSSL('instl',
'ohsl',
'ohs',
'vhostl')
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Note:

s configureSsSL uses defaults for all SSL attributes; see Table 6-5
for details.

= We could also specify a properties file as a parameter to
configureSsSL; see Table 64 for details.

6.4.3.3 Enable SSL for Outbound Requests from Oracle HTTP Server
You enable SSL for outbound requests from Oracle HTTP Server by configuring mod_
wl_ohs.

The steps are as follows:

1. Generate a custom keystore for Oracle WebLogic Server (see Section 6.5.1,
"Configuring SSL for Oracle WebLogic Server") containing a certificate.

2. Import the certificate used by Oracle WebLogic Server from Step 1 into the Oracle
HTTP Server wallet as a trusted certificate. You can use any available utility such
as WLST or Fusion Middleware Control for this task.

3. Edit the Oracle HTTP Server configuration file INSTANCE_
HOME/config/OHS/ohsl/ssl.conf and add the following line to the SSL
configuration under mod_weblogic:

WlSSLWallet "$(ORACLE_INSTANCE}/config/COMPONENT TYPE/COMPONENT NAME/default"

where default is the name of the Oracle HTTP Server wallet in Step 2.
Here is an example of how the configuration should look:

<IfModule mod_weblogic.c>

WebLogicHost myweblogic.server.com

WebLogicPort 7002

MatchExpression *.jsp

SecureProxy On

W1SSLWallet "$(ORACLE_INSTANCE)/config/OHS/ohsl/keystores/default"
</IfModule>

Save the file and exit. Restart Oracle HTTP Server to activate the changes.

4. Ensure that your Oracle WebLogic Server instance is configured to use the custom
keystore generated in Step 1, and that the alias points to the alias value used in
generating the certificate. Restart the Oracle WebLogic Server instance.

mod_wl_ohs also supports two-way SSL communication. To configure two-way SSL:
1. Perform Steps 1 through 4 of the preceding procedure for one-way SSL.
2. Generate a trust store, trust. jks, for Oracle WebLogic Server.

The keystore created for one-way SSL (Step 1 of the preceding procedure) could
also be used to store trusted certificates, but it is recommended that you create a
separate truststore for this procedure.

3. Export the user certificate from the Oracle HTTP Server wallet, and import it into
the truststore created in Step 2.

You can use any available utility such as WLST or Fusion Middleware Control for
export, and the keytool utility for import.

4. From the Oracle WebLogic Server Administration Console, select the Keystores
tab for the server being configured.
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5. Set the custom trust store with the trust . jks file location of the trust store that
was created in Step 2 (use the full name).

6. Set the keystore type as JKS, and set the passphrase used to create the keystore.

7. Under the SSL tab, ensure that Trusted Certificate Authorities is set as from
Custom Trust Keystore.

6.5 Configuring SSL for the Middle Tier
Using SSL in the middle tier includes:
= SSL-enabling the application server
= SSL-enabling components and applications running on the application server
This section addresses mid-tier SSL configuration and contains these topics:
= Configuring SSL for Oracle WebLogic Server
= Configuring SSL for Oracle SOA Suite
s Configuring SSL for Oracle WebCenter
s Configuring SSL for Oracle Identity and Access Management
= SSL-Enable Oracle Reports, Forms, Discoverer, and Portal

s Client-Side SSL for Applications

6.5.1 Configuring SSL for Oracle WebLogic Server

This section describes configuration for the application server.

6.5.1.1 Inbound SSL to Oracle WebLogic Server

For information and details about implementing SSL to secure Oracle WebLogic
Server, see Oracle Fusion Middleware Securing Oracle WebLogic Server.

6.5.1.2 Outbound SSL from Oracle WebLogic Server

This section describes how to SSL-enable outbound connections from Oracle
WebLogic Server.
6.5.1.2.1 Outbound SSL from Oracle Platform Security Services to LDAP

This section explains how to configure SSL for policy stores and credential stores
connections to an LDAP directory. Anonymous and one-way SSL is supported.

Anonymous SSL
Start the LDAP Server in anonymous authentication mode.

For Oracle Internet Directory, see Section 6.6.1.1, "Enable Inbound SSL on an Oracle
Internet Directory Listener Using Fusion Middleware Control".

If using another directory, consult your LDAP server documentation for information
on this task.

One-Way SSL
Prerequisite: LDAP Server in SSL Server Authentication Mode.

For details on this procedure, see the Oracle Fusion Middleware Administrator's Guide for
Oracle Internet Directory.
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6.5.1.2.2 Outbound SSL from LDAP Authenticator to LDAP

When you configure an LDAP authenticator in Oracle WebLogic Server, you can
specify that connections to the LDAP store should use SSL.

Take these steps to configure the authenticator:
1. Log in to the Oracle WebLogic Server Administration Console.

2. In the left pane, select Security Realms and click the name of the realm you are
configuring.

3. Select Providers, then Authentication and click New.
4. In the Name field, enter a name for the authentication provider.

5. From the Type drop-down list, select the type of the Authentication provider and
click OK.

For example, if using Oracle Internet Directory, choose
OracleInternetDirectoryAuthenticator.

6. Select Providers, then Authentication and click the name of the new
authentication provider to complete its configuration.

7. On the Configuration page for the authentication provider, set the desired values
on the Common and Provider-Specific tabs.

a. Common Tab

Set the Control Flag to SUFFICIENT for all authenticators, including the
DefaultAuthenticator

b. Provider-Specific Tab
host: host-name
port: port-number
principal: cn=orcladmin
credential/confirm: password
user base dn: cn=Users, dc=us, dc=oracle, dc=com
group base dn: cn=Groups, dc=us, dc=oracle, dc=com

8. Save your changes and restart the server.

6.5.1.2.3 Outbound SSL to Database

Configuring SSL between Oracle WebLogic Server and the database requires two sets
of steps:

s Configuring SSL Listener for the Database
s Configuring SSL for the Data Source on Oracle WebLogic Server
Configure an SSL Listener on Oracle Database

To configure the database with an SSL listener, you must specify the server's
distinguished name (DN) and TCPS as the protocol in the client network configuration
files to enable server DN matching and TCP/IP with SSL connections. Server DN
matching prevents the database server from faking its identity to the client during
connections by matching the server's global database name against the DN from the
server certificate.

6-18 Oracle Fusion Middleware Administrator's Guide



Configuring SSL for the Middle Tier

You must manually edit the client network configuration files, tnsnames . ora and
listener.ora, to specify the server's DN and the TCP/IP with SSL protocol.

For details, see Section 6.6.3.1, "SSL-Enable Oracle Database."

See Also: Configuring Secure Sockets Layer Authentication in the
Oracle Database Advanced Security Administrator’s Guide for more
information about configuring SSL for the database listener

SSL-Enable the Data Source On Oracle WebLogic Server
See Section 6.6.3.2, "SSL-Enable a Data Source."

6.5.2 Configuring SSL for Oracle SOA Suite

SSL configuration for Oracle SOA Suite varies with the type of connection being
secured.

SSL in Oracle WebLogic Server
SSL features in Oracle WebLogic Server include:

= How to set up SSL at the core server
= How to enable SSL for a web service
For these and related topics, see Oracle Fusion Middleware Securing Oracle WebLogic

Server.

SSL for SOA Composites
The following tasks are also needed to secure Oracle SOA Suite applications:

s SSL-protecting SOA composites
= Accessing SSL-protected web services from within SOA composites

For these and related topics, see the Oracle Fusion Middleware Administrator’s Guide for
Oracle SOA Suite.

6.5.3 Configuring SSL for Oracle WebCenter

For information and details about how to implement SSL connections for Oracle
WebCenter, see the following topics in the Oracle Fusion Middleware Administrator’s
Guide for Oracle WebCenter:

s Securing the WebCenter Spaces Connection to Oracle Content Server with SSL

= Securing the Browser Connection to WebCenter Spaces with SSL

6.5.4 Configuring SSL for Oracle Identity and Access Management

You can configure SSL for Oracle Identity and Access Management components
residing on the middle tier:

= Configuring SSL for Oracle Directory Integration Platform
s Configuring SSL for Oracle Identity Federation

s Configuring SSL for Oracle Directory Services Manager
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6.5.4.1 Configuring SSL for Oracle Directory Integration Platform

You can configure Oracle Directory Integration Platform to use SSL for
communications with connected directories. The Oracle Fusion Middleware Integration
Guide for Oracle Identity Management provides details about the following SSL tasks for
Oracle Directory Integration Platform:

= Configuring Oracle Directory Integration Platform for SSL Mode 2 Server-Only
Authentication

= Managing the SSL Certificates of Oracle Internet Directory and Connected
Directories

= Bootstrapping in SSL Mode

s Configuring the Third-Party Directory Connector for Synchronization in SSL
Mode

s Configuring and Testing Oracle Internet Directory with SSL Server-Side
Authentication

s Testing SSL Communication Between Oracle Internet Directory and Microsoft
Active Directory

6.5.4.2 Configuring SSL for Oracle Identity Federation

See "Configuring SSL for Oracle Identity Federation" in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Identity Federation for details.

Note: Use Sun Microsystems' keytool utility to manage keystores
and certificates required for SSL configuration in Oracle Identity
Federation.

6.5.4.3 Configuring SSL for Oracle Directory Services Manager

You can configure Oracle Directory Services Manager to use SSL for communications
with connected directories. The Oracle Fusion Middleware Administrator’s Guide for
Oracle Virtual Directory provides details about the following SSL tasks for Oracle
Directory Services Manager:

= Logging into the Directory Server from Oracle Directory Services Manager Using
SSL

= Managing Oracle Directory Services Manager's Key Store

= Storing Oracle Directory Services Manager's Certificate in Oracle Virtual Directory

6.5.5 SSL-Enable Oracle Reports, Forms, Discoverer, and Portal

This section contains these topics:
= SSL for Oracle Reports

= SSL for Oracle Forms

= SSL for Oracle Discoverer

s SSL for Oracle Portal
6.5.5.1 SSL for Oracle Reports

To SSL-enable Oracle Reports, you need to enable SSL on the components
front-ending Oracle WebLogic Server.
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For example, if you have an Oracle HTTP Server and an Oracle Web Cache
front-ending the Oracle WebLogic Server that hosts Oracle Reports, you need to
configure the following:

s Inbound SSL for Oracle Web Cache

See Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

s Inbound SSL for Oracle HTTP Server

See Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server
Virtual Hosts Using Fusion Middleware Control."

s Inbound SSL for Oracle WebLogic Server
See Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server."
m  SSL between Oracle Web Cache and Oracle HTTP Server

See Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

»  SSL between Oracle HTTP Server and Oracle WebLogic Server
See Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server."

Note: These steps are necessary only if you wish to set up
end-to-end SSL. In most cases, it is sufficient to enable SSL only on the
first component getting the request, since the other components are
usually within the intranet.

For example, if the request is sent to Oracle Web Cache, you may only
need to follow the first step. If the request is sent to Oracle HTTP
Server, you may only need to follow the second step. Select the steps
as dictated by your topology.

Additionally, Oracle Reports in Fusion Middleware Control accesses the reports
servlet for data. If that communication needs to take place over SSL, you must
complete the manual procedure described in Oracle Fusion Middleware Publishing
Reports to the Web with Oracle Reports Services.

6.5.5.2 SSL for Oracle Forms

To SSL-enable Oracle Forms, you need to enable SSL on the components front-ending
Oracle WebLogic Server.

For example, if you have an Oracle HTTP Server and an Oracle Web Cache
front-ending the Oracle WebLogic Server that hosts Oracle Forms, you need to
configure the following:

s Inbound SSL for Oracle Web Cache

See Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

s Inbound SSL for Oracle HTTP Server

See Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server
Virtual Hosts Using Fusion Middleware Control."

= Inbound SSL for Oracle WebLogic Server
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See Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server."
s SSL between Oracle Web Cache and Oracle HTTP Server

See Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

»  SSL between Oracle HTTP Server and Oracle WebLogic Server
See Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server."

Note: These steps are necessary only if you wish to set up
end-to-end SSL. In most cases, it is sufficient to enable SSL only on the
first component getting the request, since the other components are
usually within the intranet.

For example, if the request is sent to Oracle Web Cache, you may only
need to follow the first step. If the request is sent to Oracle HTTP
Server, you may only need to follow the second step. Select the steps
as dictated by your topology.

6.5.5.3 SSL for Oracle Discoverer

Running Oracle Discoverer over https requires installing a security certificate on the
Discoverer Plus client machine, importing certificate details into the Java Plug-in
certificate store, and related tasks.

The Oracle Fusion Middleware Configuration Guide for Oracle Business Intelligence
Discoverer provides details about configuring SSL for Oracle Discoverer in these
sections:

= About Running Discoverer over HTTPS

= About Discoverer and the Oracle Fusion Middleware Security Model

6.5.5.4 SSL for Oracle Portal

Oracle Portal uses a number of different components (such as the Parallel Page Engine,
Oracle HTTP Server, and Oracle Web Cache) each of which may act as a client or
server in HTTP communication. As a result, each component involving Oracle Portal
in the middle tier is individually configured for https.

For details, see the Oracle Fusion Middleware Administrator’'s Guide for Oracle Portal.

6.5.6 Client-Side SSL for Applications

For information on how to write SSL-enabled applications, see "Using SSL
Authentication in Java Clients" in Oracle Fusion Middleware Programming Security for
Oracle WebLogic Server.

For best practices, refer to Section 6.8.2, "Best Practices for Application Developers."

6.6 Configuring SSL for the Data Tier

This section contains these topics:

= Enabling SSL on Oracle Internet Directory Listeners
= Enabling SSL on Oracle Virtual Directory Listeners
= Configuring SSL for the Database
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6.6.1 Enabling SSL on Oracle Internet Directory Listeners

Out of the box, Oracle Internet Directory nodes are SSL-enabled in no-auth mode.

This section explains how to SSL-enable Oracle Internet Directory listeners using
Fusion Middleware Control and the WLST command-line tool.

6.6.1.1 Enable Inbound SSL on an Oracle Internet Directory Listener Using Fusion
Middleware Control

In this example, the following steps enable SSL in no-auth mode for an instance of
Oracle Internet Directory using Fusion Middleware Control:

1. Select the Oracle Internet Directory instance in the navigation pane on the left.

2. Navigate to Oracle Internet Directory, then Administration, then Server

Properties.
Oracle Internet Directary Page Refreshed Fab 6, 2008 2130/ 15 PM PST L)
Server Properties Revert | Apply

General = Performance  SASL | Statiskics | Logging
Server Mode | Read [ Write |~
Maximum number of entries to be returned by 3 search 10000
Maximum time allowed For a search to complete (secy 3600

Anonymous Bind | Disallow except For Read Access on the root DSE %
Port Numbers

Man-55L Port | 389 &
S50 Port 636 @Change 551 Settings

3. Click Change SSL Settings.
4. On the SSL Settings dialog:

Oracle Internet Directary v Page Refreshed Feb 6, 2009 2:32:0¢

(i) Information
All Fields on this page will require a restart bo kake effect,

$SL Configuration @ ok

Enable 551
Server Wallet Mame -
@ TIP ‘Wallet is nat required for no-auth mode but is needed in other modes.
=ladvanced SSL Settings

Server S5L properties
S5L Authentication | yg Authentication -
* Cipher Suite WL
55L_DH_anon_WITH_RC4_126_MDS
[[]55L_DH_anan_WITH_DES_CEC_SHA
[155L_DH_anon_WITH_3DES_EDE_CBEC_SH,

#5350 Protocol Version |y -
i Al
wl
[Jv3_veHella
vz

= Select Enable SSL.

»  Set SSL Authentication to No Authentication.
n  Set Cipher Suite to All

= Set SSL protocol version to v3.

= Click OK.

5. Restart the Oracle Internet Directory instance by navigating to Oracle Internet
Directory, then Control, then Restart.

6. To verify that the instance is correctly SSL-enabled, execute an 1dapbind
command of the form:

SSL Configuration in Oracle Fusion Middleware 6-23



Configuring SSL for the Data Tier

ldapbind -D cn=orcladmin
-U 1
-h host
-p SSL_port

Notes: -U 1 represents the no-auth mode.

SSL Enabling in Other Authentication Modes

The steps for SSL-enabling in other authentication modes are the same, except that in
the SSL Settings dialog, you would set the appropriate authentication type.

Note: Other authentication types need an Oracle wallet.

6.6.1.2 Enabling Inbound SSL on an Oracle Internet Directory Listener Using WLST

Configure the listener with SSL properties in no-auth mode as follows:

Note: The Oracle Internet Directory port name is always
"sslportl".

configureSSL('instl',
'oidl"',
'oid',
'sslportl')

Note:

s configureSSL can use defaults for all SSL attributes; see
Table 6-5 for details.

= We could also specify a properties file as a parameter to
configureSsSL; see Table 64 for details.

SSL Enabling in Other Authentication Modes

You can do this by running the configureSSL command with a properties file as
parameter and specifying an appropriate authentication type parameter value. For
details, see the Oracle Fusion Middleware Administrator’s Guide for Oracle Internet
Directory.

6.6.1.3 Enabling Outbound SSL from Oracle Internet Directory to Oracle Database

Two sets of procedures are needed to configure SSL connections from Oracle Internet
Directory to Oracle Database:

= Configure SSL for the Database

= Configure Outbound Oracle Internet Directory
Configure SSL for the Database

The steps to configure Oracle Database for SSL are described in Section 6.6.3.1,
"SSL-Enable Oracle Database."

6-24 Oracle Fusion Middleware Administrator's Guide



Configuring SSL for the Data Tier

Configure Outbound Oracle Internet Directory

Take these steps to configure SSL for outbound traffic from Oracle Internet Directory
to Oracle Database:

1.

Stop the Oracle Internet Directory server instances whose outbound traffic to the
database is to be configured with SSL using this opmnct1 syntax:

SORACLE_INSTANCE/bin/opmnctl stopproc ias-component=componentName

For example:

SORACLE_INSTANCE/bin/opmnctl stopproc ias-component=o0idl

Configure Security Socket Layer authentication on the database to which the
Oracle Internet Directory server instance is connecting.

For details, see Oracle Database Advanced Security Administrator’s Guide.
Restart the database/listener as required.

Start Oracle Internet Directory server instances using this opmnctl syntax:

SORACLE_INSTANCE/bin/opmnctl startproc ias-component=componentName

For example:

SORACLE_INSTANCE/bin/opmnctl startproc ias-component=o0idl

Note: Only the no-authentication mode is supported.

6.6.2 Enabling SSL on Oracle Virtual Directory Listeners

This section explains how to enable SSL for an instance of Oracle Virtual Directory.

The Oracle Fusion Middleware Administrator’s Guide for Oracle Virtual Directory provides
additional information on these topics:

Configuring SSL for Listeners Using Fusion Middleware Control
Configuring SSL for Listeners Using WLST

Configuring a Mutual Authentication SSL Connection Between Oracle Virtual
Directory and Oracle Internet Directory

6.6.2.1 Enable SSL for Oracle Virtual Directory Using Fusion Middleware Control
The steps to enable SSL are as follows (the example illustrates the server-auth

mode):

1. Select the Oracle Virtual Directory instance in the navigation pane on the left.

2. Select a keystore to use for the operation by navigating to Oracle Virtual
Directory, then Security, then Keystores
Choose from the list of keystores that appears. If you need to generate a new
keystore, see Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise
Manager Fusion Middleware Control" for details.

3. To SSL-enable the listener, navigate to Oracle Virtual Directory, then
Administration, then Listeners.

4. Select the LDAP SSL Endpoint listener, and click Edit.
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[@] ovacle virtual Directory +

Listeners
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Page Refreshed Feb 6, 2003 2:37:57 PM PST (2

arestart ko take effect.

ok | Cancel

Listener Type

55L Configuration Status Enabled Change SSL Settings

7501 Listener Enabled
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L Settings.

On the SSL Settings dialog:

Page Refreshed Feb 6, 2009 2:38:23 P PST ()

restart o take effect,

@ ok

Cancel

test v
@& TIP wallet is not required For na-auth mads but is needed in ather mades.

test v
@& TIP Truststare is not required for no-auth mode but is needed in ather mades.

=ladvanced 551 Settings

Server SSL properties
S5L Authentication

* Cipher Suite

* 551 Protocal Version

Server Authentication
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S5L_RS#&_WITH_RC4_128_MDS
S5L_RSA_WITH_RC4_125_5HA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_¢
S5L_RSA_WITH_3DES_EDE_CBC_SHA +

v1ivZHello

vzHella

Select Enable SSL.

For Server Keystore Name, select the keystore you created in step 3, for
example, OVDtestJks.

For Server Keystore Password, type the keystore password you specified in
step 3.

For Server Truststore Name, select the keystore you created in step 3, for
example, OVDtestJks.

For Server Truststore Password, type the keystore password you specified in
step 3.

Expand Advanced SSL Settings.

For SSL authentication, select Server Authentication. This is the default
setting.

For Cipher Suite, select the applicable cipher suite, in this example A11.
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s Click OK.

Stop and start the Oracle Virtual Directory instance by navigating to Oracle
Virtual Directory, then Control, then Stop and Start.

To verify that the instance is correctly SSL-enabled, execute an 1dapbind
command of the form:

ldapbind -D cn=orcladmin
-U 2
-h host
-p SSL_port
-W "file:// DIRECTORY_SSL_WALLET"

Note:
m -U 2 represents the server-auth mode.

= DIRECTORY_SSL_WALLET is the path to a wallet file, not
including the wallet file name.

s This wallet must contain the trusted certificate of the CA that
issued the server certificate.

SSL Enabling in Other Authentication Modes

The steps for SSL-enabling in other authentication modes are similar, except that in the
SSL Settings dialog, you would set the appropriate authentication type.

Note: If configuring SSL for an LDAP listener, SSL communication is
verified using 1dapbind. If it is an http listener, it is verified using a
browser.

6.6.2.2 Enabling SSL on an Oracle Virtual Directory Listener Using WLST

Take these steps to configure the listener in server-auth mode:

1.

Determine the listeners for this Oracle Virtual Directory instance by running the
following command:

listListeners('instl', 'ovdl"' )

This command lists all the listeners for this instance; select the one that needs to be
configured for SSL. For this example, select LDAP SSL Endpoint.

Obtain the name of the SSL MBean for the Oracle Virtual Directory listener:

getSSLMBeanName ('instl',
‘ovdl',
'ovd',
'LDAP SSL Endpoint')

This command will return the SSL. MBean name.

Set the passwords for the keystore and truststore in the MBean with the following
commands:

cd ('SSL_MBean Name')
set ('KeyStorePassword', java.lang.String('password') .toCharArray())
set ('TrustStorePassword', java.lang.String ('password') .toCharArray())

Configure the listener with SSL properties:
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configureSSL('instl',
‘ovdl',
‘ovd',
'LDAP SSL Endpoint')

Note: Steps 2 and 3 are required only for server-auth and
mutual-auth modes.

Enabling SSL in Other Authentication Modes

You can do this by running the configureSSL command with a properties file as
parameter and specifying appropriate authentication type parameter value. For
details, see "Creating and Managing Oracle Virtual Directory Listeners" in the Oracle
Fusion Middleware Administrator’s Guide for Oracle Virtual Directory.

6.6.3 Configuring SSL for the Database

This section contains these topics:
s SSL-Enable Oracle Database
s SSL-Enable a Data Source

6.6.3.1 SSL-Enable Oracle Database
Take these steps to SSL-enable Oracle database:

1. Create a root CA and a certificate for the DB. Here is an example:

Note: Self-signed certificates are not recommended for production
use. For information about obtain production wallets, see

Section 7.4.8.3, "Changing a Self-Signed Wallet to a Third-Party
Wallet.".

mkdir root
mkdir server

# Create root wallet, add self-signed certificate and export

orapki wallet create -wallet ./root -pwd password

orapki wallet add -wallet ./root -dn CN=root_test,C=US -keysize 2048 -self_
signed -validity 3650 -pwd password

orapki wallet display -wallet ./root -pwd password

orapki wallet export -wallet ./root -dn CN=root_test,C=US -cert
./root/bbdcertificate.txt -pwd password

#Create server wallet, add self-signed certificate and export

orapki wallet create -wallet ./server -pwd password

orapki wallet add -wallet ./server -dn CN=server_test,C=US -keysize 2048 -pwd
password

orapki wallet display -wallet ./server -pwd password

orapki wallet export -wallet ./server -dn CN=server_test,C=US -request
./server/creq.txt -pwd password

# Import trusted certificates

orapki cert create -wallet ./root -request ./server/creq.txt -cert
./server/cert.txt -validity 3650 -pwd password

orapki cert display -cert ./server/cert.txt -complete

orapki wallet add -wallet ./server -trusted cert -cert
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./root/bbdcertificate.txt -pwd password

orapki wallet add -wallet ./server -user_cert -cert ./server/cert.txt -pwd
password

orapki wallet create -wallet ./server -auto_login -pwd password}}

Update listener.ora, sglnet.ora, and tnsnames. ora for the database.
a. This example shows the default 1istener.ora:

SID_LIST LISTENER =

(SID_LIST =(SID_DESC =(SID_NAME = PLSExtProc) (ORACLE_HOME = /path to_O_
H) (PROGRAM = extproc)))

LISTENER =(DESCRIPTION_LIST =(DESCRIPTION =

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1))

(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(ADDRESS (PROTOCOL TCPS) (HOST = mynode.mycorp.com) (PORT = 2490)

))

WALLET_LOCATION= (SOURCE= (METHOD=FILE) (METHOD_DATA= (DIRECTORY=/wallet_
Jocation)))

SSL_CLIENT_AUTHENTICATION=FALSE}}

And here is an updated listener.ora file, illustrating a scenario with no
client authentication:

SID_LIST LISTENER =
(SID_LIST =
(SID_DESC =
(GLOBAL_DBNAME = dbname)
(ORACLE_HOME = /path to_O_H)
(SID_NAME = sid)

SSL_CLIENT AUTHENTICATION = FALSE

WALLET LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA =
(DIRECTORY = /wallet_path)

LISTENER =
(DESCRIPTION_LIST =

(DESCRIPTION =
(ADDRESS = (PROTOCOL

)

(DESCRIPTION =
(ADDRESS = (PROTOCOL

)

(DESCRIPTION =
(ADDRESS = (PROTOCOL

IPC) (KEY = EXTPROC1521))

TCP) (HOST = mynode.mycorp.com) (PORT = 1521))

TCPS) (HOST = mycorp.com) (PORT = 2490))

Note that the SSL port has been added.

b. Likewise, a modified sglnet.ora file may look like this:
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NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)

SQLNET .AUTHENTICATION_SERVICES=(BEQ, TCPS,NTS)

WALLET LOCATION= (SOURCE= (METHOD=FILE) (METHOD_DATA= (DIRECTORY=/directory)))
SSL_CLIENT AUTHENTICATION=FALSE

c. A modified tnsnames. ora file may look like this:

0ID =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = mynode.mycorp.com)
)
)
SSL =
(DESCRIPTION =

(ADDRESS LIST =
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))

)
(CONNECT DATA =
(SERVICE_NAME = mynode.mycorp.com)

)
(SECURITY=(SSL_SERVER_CERT DN=\"CN=server_test,C=US\"))

)

Test the connection to the database using the new connect string. For example:

$ tnsping ssl
$ sqlplus username/password@ssl

See Also: The chapter "Configuring Secure Sockets Layer
Authentication” in the Oracle Database Advanced Security
Administrator’s Guide.

6.6.3.2 SSL-Enable a Data Source

Take these steps to configure your data sources on Oracle WebLogic Server to use SSL.

1.

Create a truststore and add the root certificate (which is created when
SSL-enabling the database) as a trusted certificate to the truststore.

In the Oracle WebLogic Server Administration Console, navigate to the
Connection pool tab of the data source that you are using.

Note: The data source can be an existing source such as an Oracle
WebCenter data source, or a new data source. See Creating a JDBC
Data Source in Oracle Fusion Middleware Configuring and Managing
JDBC for Oracle WebLogic Server for details.

The properties you need to specify in the JDBC Properties text box depend on the
type of authentication you wish to configure.

s If you will require client authentication (two way authentication):

javax.net.ssl.keyStore=.. (password of the keystore)
javax.net.ssl.keyStoreType=JKS
javax.net.ssl.keyStorePassword=... (password of the keystore)
javax.net.ssl.trustStore=...(the truststore location on the disk)
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javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=. .. (password of the truststore)

= If you will require no client authentication:

javax.net.ssl.trustStore=...(the truststore location on the disk)
javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=. .. (password of the truststore)

In the URL text box, enter the jdbc connect string. Ensure that the protocol is TCPS
and that SSL_SERVER_CERT_ DN contains the full DN of the database certificate.
Use the following syntax:

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_
LIST=(ADDRESS=(PROTOCOL=TCPS) (HOST=host-name) (PORT=port-number))) (CONNECT_
DATA= (SERVICE_NAME=service)) (SECURITY= (SSL_SERVER_CERT_DN="CN=server._
test,C=US")))

Test and verify the connection. Your data source is now configured to use SSL.

6.7 Advanced SSL Scenarios

This section explains how to handle additional SSL configuration scenarios beyond the
basic topologies described earlier:

Hardware Security Modules and Accelerators

CRL Integration with SSL

6.7.1 Hardware Security Modules and Accelerators

A Hardware Security Module (HSM) is a physical plug-in card or an external security
device that can be attached to a computer to provide secure storage and use of
sensitive content.

Note: This discussion applies only to Oracle HTTP Server, Oracle
Web Cache, and Oracle Internet Directory, which are the system
components supporting HSM.

Oracle Fusion Middleware supports PKCS#11-compliant HSM devices that provide a
secure storage for private keys.

Take these steps to implement SSL for a component using a PKCS#11 wallet:

1.

Install the HSM libraries on the machine where the component is running. This is
a one-time task and is device-dependent.

Next, create a wallet using Oracle Wallet Manager (OWM) or the orapki
command-line tool. Note the following:

a. Choose PKCS11 as the wallet type.

b. Specify the device-specific PKCS#11 library used to communicate with the
device. This library is part of the HSM software.

On Linux, the library is located at:

For LunaSA (Safenet): /usr/lunasa/lib/libCryptoki2.so
For nCipher: /opt/nfast/toolkits/pkcsll/libcknfast.so
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On Windows, the library is located at:

For LunaSA (Safenet): C:\Program Files\LunaSA\cryptoki.dll

Now follow the standard procedure for obtaining third-party certificates, that is,
creating a certificate request, getting the request approved by a Certificate
Authority (CA), and installing the certificate signed by that CA.

The wallet you set up is used like any other wallet.
Verify the wallet with the orapki utility. Use the following command syntax:

orapki wallet pll_verify [-wallet [wallet]] [-pwd password]

See Also: Appendix H, "Oracle Wallet Manager and orapki" for
details about orapki

Configure SSL on your component listener using the configureSSL WLST
command, providing a properties file as input. Your properties file should specify
the full path of the PKCS#11 wallet directory on the machine where the
component is running. (Note: Do not save the PKCS#11 wallet in the instance home
directory. Only wallets created and managed through Fusion Middleware Control
or WLST should reside in the instance home.)

A sample properties file could look like this:

SSLEnabled=true
AuthenticationType=Server
PKCS1llWallet=/tmp/lunasa/wallet

Note: You must use the WLST command configureSSL to
configure the PKCS11 wallet. You cannot do this task using Fusion
Middleware Control or any other tool.

6.7.2 CRL Integration with SSL

Note:

s This discussion applies only to Oracle HTTP Server and Oracle
Web Cache.

s CRL validation is managed through WLST; you cannot perform
this task through Fusion Middleware Control.

Components that use SSL can optionally turn on certificate validation using a
certificate revocation list (CRL). This allows them to validate the peer certificate in the
SSL handshake and ensure that it is not on the list of revoked certificates issued by the
Certificate Authority (CA).

This section describes how to configure a component to use CRL-based validation, and
how to create and set up CRLs on the file system.

6.7.2.1 Configuring CRL Validation for a Component

Configure SSL on your component listener using the configureSSL WLST
command, providing a properties file as input.

The properties file must be set up as follows:
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1. The CertValidation attribute must be set to url.

2. The CertValidationPath attribute must be of the form "file://file_path" or
"dir://directory_path".

s Use the first format if you are using a single CRL file for certificate validation.
This CRL file should contain a concatenation of all CRLs.

= Use the second format if you are specifying a directory path that contains
multiple CRL files in hashed form.

See Section 6.7.2.2, "Manage CRLs on the File System" on how to create CRLs
in hashed form.

In this example, the properties file specifies a single CRL file:

SSLEnabled=true
AuthenticationType=Server
CertValidation=crl

KeyStore=ohsl
CertValidationPath=file:///tmp/file.crl

In this example, the properties file specifies a directory path to multiple CRL files:

SSLEnabled=true
AuthenticationType=Server
KeyStore=ohsl
CertValidation=crl
CertValidationPath=dir:///tmp

6.7.2.2 Manage CRLs on the File System

Note: LDAP-based CRLs or CRL distribution points are not
supported.

You use the orapki command-line tool to manage CRLs on the file system. For details
on this topic, see Section H.2.5, "Managing Certificate Revocation Lists (CRLs) with
orapki Utility."

CRL Renaming to Hashed Form

If specifying a fleshiest directory, the CRL must be renamed. This enables CRLs to be
loaded in an efficient manner at runtime. This operation creates a symbolic link to the
actual CRL file. On Windows, the CRL is copied to a file with a new name.

To rename a CRL:

orapki crl hash

[-crl [url|filename]] [-wallet wallet] [-symlink directory]

[-copy directory] [-summary] [-pwd password]

For example:

orapki crl hash -crl nzcrl.txt -symlink wltdir -pwd password

If the CRL file name is specified at runtime, multiple CRLs can be concatenated in that

file. The CRL created in this example is in Base64 format, and you can use a text editor
to concatenate the CRLs.
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CRL Creation

Note: CRL creation and Certificate Revocation are for test purposes
and only used in conjunction with self-signed certificates. For
production use, obtain production certificates from well-known CAs
and obtain the CRLs from those authorities.

To create a CRL:

orapki crl create
[-crl [url|fi1ename]] [-wallet [cawallet]] [-nextupdate [days]] [-pwd password]

For example:
orapki crl create

-crl nzcrl.txt -wallet rootwlt -nextupdate 3650 -pwd password

Certificate Revocation
Revoking a certificate adds the certificate's serial number to the CRL.

To revoke a certificate:

orapki crl revoke
[-crl [url|fi1ename]] [-wallet [cawallet]] [-cert [revokecert]] [-pwd password]

For example:

orapki crl revoke
-crl nzcrl.txt -wallet rootwlt -cert cert.txt -pwd password

6.7.2.3 Test a Component Configured for CRL Validation

To test that a component is correctly configured for CRL validation, take these steps:
1. Set up a wallet with a certificate to be used in your component.

2. Generate a CRL with this certificate in the revoked certificates list. Follow the steps
outlined in Section 6.7.2.2, "Manage CRLs on the File System."

3. Configure your component to use this CRL. Follow the steps outlined in
Section 6.7.2.1, "Configuring CRL Validation for a Component."

4. The SSL handshake should fail when this revoked certificate is used.

6.8 Best Practices for SSL

This section outlines some best practices for Oracle Fusion Middleware component
administrators and application developers. It contains these topics:

m Best Practices for Administrators

»  Best Practices for Application Developers

6.8.1 Best Practices for Administrators

Best practices for system administrators include the following:

= Use self-signed wallets only in test environment. You should obtain a CA signed
certificate in the wallet before moving to production environment. For details, see
Chapter 7, "Managing Keystores, Wallets, and Certificates."

6-34 Oracle Fusion Middleware Administrator's Guide



WLST Reference for SSL

It is recommended that components (at least in the web tier) use certificates that
have the system hostname or virtual host or site name as the DN. This allows
browsers to connect in SSL mode without giving unsettling warning messages.

A minimum key size of 1024 bits is recommended for certificates used for SSL.
Higher key size provides more security but at the cost of reduced performance.
Pick an appropriate key size value depending on your security and performance
requirements.

Lack of trust is one of the most common reasons for SSL handshake failures.
Ensure that the client trusts the server (by importing the server CA certificate into
the client keystore) before starting SSL handshake. If client authentication is also
required, then the reverse should also be true.

6.8.2 Best Practices for Application Developers

The following practices are recommended:

Use Java Key Store (JKS) to store certificates for your Java EE applications.

Externalize SSL configuration parameters like keystore path, truststore path, and
authentication type in a configuration file, rather than embedding these values in
the application code. This allows you the flexibility to change SSL configuration
without having to change the application itself.

6.9 WLST Reference for SSL

Starting with 11g Release 1 (11.1.1), WLST commands have been added to manage
Oracle wallets and JKS keystores and to configure SSL for Oracle Fusion Middleware
components.

Use the commands listed in Table 6-1,Table 62, and Table 6-3 for this task.

See Also: Section 7.2, "Command-Line Interface for Keystores and
Wallets" for important instructions on how to launch the WLST shell
to run SSL-related commands. Do not launch the WLST interface from
any other location.

Note: All WLST commands for SSL configuration must be run in
online mode.

You can obtain help for each command by issuing;:

help ('command_name')

Table 6-1 WLST Commands for SSL Configuration

Use with
Use this command... To... WLST...
configureSSL Set the SSL attributes for a component listener. Online
getSSL Display the SSL attributes for a component listener. ~ Online
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Table 6-2 WLST Commands for Oracle Wallet Management

Use with

Use this command... To... WLST...

addCertificateRequest Generate a certificate signing request in an Oracle Online
wallet.

addSelfSignedCertificate ~ Add a self-signed certificate to an Oracle wallet. Online

changeWalletPassword Change the password to an Oracle wallet. Online

createWallet Create an Oracle wallet. Online

deleteWallet Delete an Oracle wallet. Online

exportWallet Export an Oracle wallet to a file. Online

exportWalletObject Export an object (for example, a certificate) from an ~ Online
Oracle wallet to a file.

getWalletObject Display a certificate or other object present in an Online
Oracle wallet.

importWallet Import an Oracle wallet from a file. Online

importWalletObject Import a certificate or other object from a filetoan =~ Online
Oracle wallet.

listWalletObjects List all objects (such as certificates) present in an Online
Oracle wallet.

listWallets List all Oracle wallets configured for a component ~ Online
instance.

removeWalletObject Remove a certificate or other object from a Online
component instance's Oracle wallet.

Table 6-3 WLST Commands for Java Keystore (JKS) Management

Use with

Use this command... To... WLST...

changeKeyStorePassword Change the password to a JKS keystore. Online

createKeyStore Create a JKS keystore. Online

deleteKeyStore Delete a JKS keystore. Online

exportKeyStore Export a JKS keystore to a file. Online

exportKeyStoreObject Export an object (for example, a certificate) from a Online
JKS keystore to a file.

generateKey Generate a keypair in a JKS keystore. Online

getKeyStoreObject Display a certificate or other object presentina JKS ~ Online
keystore.

importKeyStore Import a JKS keystore from a file. Online

importKeyStoreObject Import a certificate or other object from a file to a Online
JKS keystore.

listKeyStoreObjects List all objects (for example, certificates) presentina Online
JKS keystore.

listKeyStores List all JKS keystores configured for a component Online
instance.

removeKeyStoreObject Remove a certificate or other object from a Online

component instance's JKS keystore.
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Note: WLST allows you to import certificates only in PEM format.

6.9.1 addCertificateRequest

Online command that generates a certificate signing request in an Oracle wallet.

6.9.1.1 Description

This command generates a certificate signing request in Base64 encoded PKCS#10
format in an Oracle wallet for a component instance (Oracle HTTP Server, Oracle

WebCache or Oracle Internet Directory). To get a certificate signed by a certificate

authority (CA), send the certificate signing request to your CA.

6.9.1.2 Syntax

addCertificateRequest ('instName', 'compName', 'compType', 'walletName',
'password', 'DN', 'keySize')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
‘webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

DN Specifies the Distinguished Name of the key pair entry.

keySize Specifies the key size in bits.

6.9.1.3 Example

The following command generates a certificate signing request with DN
cn=www.acme . com and key size 1024 in walletl, for Oracle Internet Directory
instance 0id1l, in application server instance inst1:

wls:/mydomain/serverConfig> addCertificateRequest('instl', 'oidl',
'oid', 'walletl', 'password', 'cn=www.acme.com', '1024',)

6.9.2 addSelfSignedCertificate

Online command that adds a self-signed certificate.

6.9.2.1 Description

This command creates a key pair and wraps it in a self-signed certificate in an Oracle
wallet for the specified component instance (Oracle HTTP Server, Oracle WebCache or
Oracle Internet Directory). Only keys based on the RSA algorithm are generated.

6.9.2.2 Syntax

addSelfSignedCertificate('instName', 'compName', 'compType', 'walletName',
'password', 'DN', 'keySize')
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Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

DN Specifies the Distinguished Name of the key pair entry.

keySize Specifies the key size in bits.

6.9.2.3 Example

The following command adds a self-signed certificate with DN cn=www . acme . com,
key size 1024 to walletl, for Oracle Internet Directory instance 0idl, in application
server instance inst1:

wls: /mydomain/serverConfig> addSelfSignedCertificate('instl', 'oidl',
'oid', 'walletl', 'password', 'cn=www.acme.com',6 '1024"')

6.9.3 changeKeyStorePassword

Online command that changes the keystore password.

6.9.3.1 Description

This command changes the password of a Java Keystore (JKS) file for an Oracle Virtual
Directory instance.

6.9.3.2 Syntax

changeKeyStorePassword ('instName', 'compName', 'compType', 'keystoreName',
'currPassword', 'newPassword')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the filename of the keystore.

currPassword Specifies the current keystore password.

newPassword Specifies the new keystore password.

6.9.3.3 Example

The following command changes the password of file keys . jks for Oracle Virtual
Directory instance ovdl in application server instance inst1:

wls: /mydomain/serverConfig> changeKeyStorePassword('instl', 'ovdl',
'ovd', 'keys.jks', 'currpassword', 'newpassword')

6.9.4 changeWalletPassword

Online command that changes the password of an Oracle wallet.
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6.9.4.1 Description

This command changes the password of an Oracle wallet for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). This
command is only applicable to password-protected wallets.

6.9.4.2 Syntax

changeWalletPassword ('instName', 'compName', 'compType',

'walletName', 'currPassword', 'newPassword')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the filename of the wallet.

currPassword Specifies the current wallet password.

newPassword Specifies the new wallet password.

6.9.4.3 Example

The following command changes the password for walletl from currpassword to
newpassword for Oracle HTTP Server instance ohs1 in application server instance

instl:
wls:/mydomain/serverConfig> changeWalletPassword('instl', 'ohsl', 'ohs', 'walletl',
'currpassword', 'newpassword')

6.9.5 configureSSL

Online command that sets SSL attributes.

6.9.5.1 Description

This command sets the SSL attributes for a component listener. The attributes are
specified in a properties file format (name=value). If a properties file is not provided,
or it does not contain any SSL attributes, default attribute values are used.

For details about the format of properties files, see Section 6.9.28, "Properties Files for
SSL."

6.9.5.2 Syntax

configureSSL('instName', 'compName', 'compType', 'listener', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ovd’, ohs', and
‘webcache'.

listener Specifies the name of the component listener to be configured for SSL.

filePath Specifies the absolute path of the properties file containing the SSL

attributes to set.
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6.9.5.3 Examples

The following command configures SSL attributes specified in the properties file
/tmp/ssl.properties for Oracle Virtual Directory instance ovdl in application
server instance inst1, for listener 1istenerl:

wls:/mydomain/serverConfig> configureSSL('instl', 'ovdl', 'ovd',
'listenerl','/tmp/ssl.properties’')

The following command configures SSL attributes without specifying a properties file.
Since no file is provided, the default SSL attribute values are used:

wls: /mydomain/serverConfig> configureSSL('instl', 'ovdl', 'ovd',6 'listener2')

6.9.6 createKeyStore

Online command that creates a JKS keystore.

6.9.6.1 Description

This command creates a Java keystore (JKS) for the specified Oracle Virtual Directory
instance. For keystore file location and other information, see Section 7.3.6.1, "Location
of Keystores."

6.9.6.2 Syntax

createKeyStore ('instName', 'compName', 'compType', 'keystoreName', 'password')
Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the filename of the keystore file to be created.

password Specifies the keystore password.

6.9.6.3 Example

The following command creates JKS file keys . jks with password password for
Oracle Virtual Directory instance ovdl in application server instance inst1:

wls:/mydomain/serverConfig> createKeyStore('instl', 'ovdl', ‘'ovd', 'keys.jks',
'password"')

6.9.7 createWallet

Online command that creates an Oracle wallet.

6.9.7.1 Description

This command creates an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory). Wallets can be of
password-protected or auto-login type. For wallet details, see Chapter 7, "Managing
Keystores, Wallets, and Certificates."

6.9.7.2 Syntax

createWallet ('instName', 'compName', 'compType', 'walletName', 'password')
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Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs', and
'webcache'.

walletName Specifies the name of the wallet file to be created.

password Specifies the wallet password.

6.9.7.3 Examples

The following command creates a wallet named walletl with password password,
for Oracle HTTP Server instance ohs1 in application server instance inst1:

wls: /mydomain/serverConfig> createWallet('instl', 'ohsl', 'ohs', 'walletl',
'password')

The following command creates an auto-login wallet named wallet2 for Oracle
WebCache instance wcl, in application server instance inst1:

wls:/mydomain/serverConfig> createWallet('instl', 'wcl', 'webcache', 'wallet2', '')

6.9.8 deleteKeyStore

Online command that deletes a keystore.

6.9.8.1 Description

This command deletes a keystore for a specified Oracle Virtual Directory instance.

6.9.8.2 Syntax

deleteKeyStore('instName', 'compName', 'compType', 'keystoreName')
Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore file to delete.

6.9.8.3 Example

The following command deletes JKS file keys . jks for Oracle Virtual Directory
instance ovdl in application server instance inst1:

wls: /mydomain/serverConfig> deleteKeyStore('instl', 'ovdl', 'ovd', 'keys.jks')

6.9.9 deleteWallet

Online command that deletes an Oracle wallet.
6.9.9.1 Description

This command deletes an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory).
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6.9.9.2 Syntax

deleteWallet ('instName', 'compName', 'compType', 'walletName')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the name of the wallet file to be deleted.

6.9.9.3 Example

The following command deletes a wallet named wallet1 for Oracle HTTP Server
instance ohs1 in application server instance inst1:

wls: /mydomain/serverConfig> deleteWallet('instl', 'ohsl', 'ohs', 'walletl')

6.9.10 exportKeyStore

Online command that exports the keystore to a file.

6.9.10.1 Description

This command exports a keystore, configured for the specified Oracle Virtual
Directory instance, to a file under the given directory. The exported filename is the
same as the keystore name.

6.9.10.2 Syntax

exportKeyStore ('instName', 'compName', 'compType', 'keystoreName',
'password', 'path')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

path Specifies the absolute path of the directory under which the keystore

is exported.

6.9.10.3 Example

The following command exports the keystore keys . jks for Oracle Virtual Directory
instance ovdl to file keys. jks under /tmp:

wls: /mydomain/serverConfig> exportKeyStore('instl', 'ovdl', 'ovd',6 ‘'keys.jks',
'password', '/tmp')

6.9.11 exportKeyStoreObject

Online command that exports an object from a keystore to a file.
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6.9.11.1 Description

This command exports a certificate signing request, certificate/certificate chain, or
trusted certificate present in a Java keystore (JKS) to a file for the specified Oracle
Virtual Directory instance. The certificate signing request is generated before
exporting the object. The alias specifies the object to be exported.

6.9.11.2 Syntax

exportKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'path', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be exported. Valid values
are 'CertificateRequest’, 'Certificate', "TrustedCertificate' and
"TrustedChain'.

path Specifies the absolute path of the directory under which the object is

exported as a file named base64.txt.

alias Specifies the alias of the keystore object to be exported.

6.9.11.3 Examples

The following command generates and exports a certificate signing request from the
key-pair indicated by alias mykey in keys. jks, for Oracle Virtual Directory instance
ovdl in application server instance inst1. The certificate signing request is exported
under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',

‘ovd', 'keys.jks', 'password', 'CertificateRequest', '/tmp', 'mykey')

The following command exports a certificate or certificate chain indicated by alias
mykey in keys. jks, for Oracle Virtual Directory instance ovdl, in application server
instance inst1. The certificate or certificate chain is exported under the directory

/ tmp:

wls: /mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',

'ovd', 'keys.jks', 'password', 'Certificate', '/tmp', 'mykey')

The following command exports a trusted certificate indicated by alias mykey in
keys. jks, for Oracle Virtual Directory instance ovdl, in application server instance
inst1l. The trusted certificate is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',
‘ovd', 'keys.jks', 'password', 'TrustedCertificate', '/tmp', 'mykey')

6.9.12 exportWallet

Online command that exports an Oracle wallet.
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6.9.12.1 Description

This command exports an Oracle wallet, configured for a specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory), to files
under the given directory. If the exported file is an auto-login only wallet, the file
name is cwallet.sso. If it is password-protected wallet, two files are
created—ewallet.p12 and cwallet.sso.

6.9.12.2 Syntax

exportWallet ('instName', 'compName', 'compType', 'walletName', 'password', 'path')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

path Specifies the absolute path of the directory under which the object is
exported.

6.9.12.3 Examples
The following command exports auto-login wallet wallet1 for Oracle Internet
Directory instance 0id1 to file cwallet . sso under /tmp:

wls:/mydomain/serverConfig> exportWallet('instl', 'oidl', 'oid',
'walletl', "', '/tmp")

The following command exports password-protected wallet wallet2 for Oracle
Internet Directory instance oidl to two files, ewallet .pl2 and cwallet.sso,
under /tmp:

wls:/mydomain/serverConfig> exportWallet('instl', 'oidl', 'oid', 'wallet2',
'password', '/tmp')

6.9.13 exportWalletObject

Online command that exports a certificate or other wallet object to a file.

6.9.13.1 Description

This command exports a certificate signing request, certificate, certificate chain or
trusted certificate present in an Oracle wallet to a file for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). DN
indicates the object to be exported.

6.9.13.2 Syntax

exportWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'path', 'DN')

Argument Definition

instName Specifies the name of the application server instance.
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Argument Definition

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
‘webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be exported. Valid values are
'CertificateRequest’, 'Certificate’, "TrustedCertificate' or
"TrustedChain'.

path Specifies the absolute path of the directory under which the object is

exported as a file base64.txt.

DN Specifies the Distinguished Name of the wallet object being exported.

6.9.13.3 Examples

The following command exports a certificate signing request with DN
cn=www.acme.comin walletl, for Oracle Internet Directory instance oidl, in
application server instance inst1. The certificate signing request is exported under
the directory /tmp:

wls: /mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl',

'password', 'CertificateRequest', '/tmp', 'cn=www.acme.com')

The following command exports a certificate with DN cn=www . acme . com in
walletl, for Oracle Internet Directory instance oidl, in application server instance
inst1l. The certificate or certificate chain is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,

'password', 'Certificate', '/tmp', 'cn=www.acme.com')

The following command exports a trusted certificate with DN cn=www.acme.comin
walletl, for Oracle Internet Directory instance oid1, in application server instance
inst1. The trusted certificate is exported under the directory /tmp:

wls: /mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl',

'password', 'TrustedCertificate', '/tmp', 'cn=www.acme.com')

The following command exports a certificate chain with DN cn=www . acme . com in
walletl, for Oracle Internet Directory instance 0oidl, in application server instance
inst1l. The certificate or certificate chain is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedChain', '/tmp', 'cn=www.acme.com')

6.9.14 generateKey

Online command that generates a key pair in a Java keystore.

6.9.14.1 Description

This command generates a key pair in a Java keystore (JKS) for Oracle Virtual
Directory. It also wraps the key pair in a self-signed certificate. Only keys based on the
RSA algorithm are generated.

6.9.14.2 Syntax

generateKey ('instName', 'compName', 'compType', 'keystoreName', 'password', 'DN',
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'keySize', 'alias', 'algorithm')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore.

password Specifies the password of the keystore.

DN Specifies the Distinguished Name of the key pair entry.
keySize Specifies the key size in bits.

alias Specifies the alias of the key pair entry in the keystore.
algorithm Specifies the key algorithm. Valid value is 'RSA".

6.9.14.3 Examples

The following command generates a key pair with DN cn=www . acme . com, key size
1024, algorithm RSA and alias mykey in keys . jks, for Oracle Virtual Directory
instance ovdl in application server instance inst1:

wls: /mydomain/serverConfig> generateKey('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'cn=www.acme.com', '1024', 'mykey', 'RSA')

The following command is the same as above, except it does not explicitly specify the

key algorithm:
wls:/mydomain/serverConfig> generateKey('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'cn=www.acme.com', '1024', 'mykey')

6.9.15 getKeyStoreObject

Online command that shows details about a keystore object.

6.9.15.1 Description

This command displays a specific certificate or trusted certificate present in a Java
keystore (JKS) for Oracle Virtual Directory. The keystore object is indicated by its
index number, as given by the 1istKeyStoreObjects command. It shows the
certificate details including DN, key size, algorithm, and other information.

6.9.15.2 Syntax

getKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName', 'password’,
'type', 'index')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

6-46 Oracle Fusion Middleware Administrator's Guide



WLST Reference for SSL

Argument Definition

type Specifies the type of the keystore object to be listed. Valid values are
'Certificate’ and 'TrustedCertificate'.

index Specifies the index number of the keystore object as returned by the
listKeyStoreObjects command.

6.9.15.3 Examples

The following command shows a trusted certificate with index 1 present in
keys . jks, for Oracle Virtual Directory instance ovdl, in application server instance
instl:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'TrustedCertificate', 'l1')

The following command shows a certificate with index 1 present in keys . jks, for
Oracle Virtual Directory instance ovdl, in application server instance inst1:

wls: /mydomain/serverConfig> getKeyStoreObject('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'Certificate', 'l')

6.9.16 getSSL

Online command that lists the configured SSL attributes.

6.9.16.1 Description

This command lists the configured SSL attributes for the specified component listener.
For Oracle Internet Directory, the listener name is always sslportl.

6.9.16.2 Syntax

getSSL('instName', 'compName', 'compType', 'listener')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ovd’, 'oid’, 'ohs’,

and 'webcache'.

listener Specifies the name of the component listener.

6.9.16.3 Example

The following command shows the SSL attributes configured for Oracle Internet
Directory instance oid1l, in application server instance inst1, for listener sslportl:

wls: /mydomain/serverConfig> getSSL('instl', 'oidl', 'oid', 'sslportl')

6.9.17 getWalletObject

Online command that displays information about a certificate or other object in an
Oracle wallet.
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6.9.17.1 Description

This command displays a specific certificate signing request, certificate or trusted
certificate present in an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory). The wallet object is
indicated by its index number, as given by the 1istWalletObjects command. For
certificates or trusted certificates, it shows the certificate details including DN, key
size, algorithm and other data. For certificate signing requests, it shows the subject
DN, key size and algorithm.

6.9.17.2 Syntax

getWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'index')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be exported. Valid values are

'CertificateRequest’, 'Certificate’, and "TrustedCertificate'.

index Specifies the index number of the wallet object as returned by the
listWalletObjects command.

6.9.17.3 Examples

The following command shows certificate signing request details for the object with
index 0 present in walletl, for Oracle Internet Directory instance 0id1, in
application server instance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'oidl',
'oid', 'walletl', 'password', 'CertificateRequest', '0')

The following command shows certificate details for the object with index 0 present in
walletl, for Oracle Internet Directory instance oidl, in application server instance

instl:
wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'oidl’',
'oid', 'walletl', 'password', 'Certificate', '0')

The following command shows trusted certificate details for the object with index 0,
present in walletl, for Oracle Internet Directory instance oidl, in application
serverinstance inst1:

wls: /mydomain/serverConfig> getKeyStoreObject('instl', 'oidl',
'oid', 'walletl', 'password', 'TrustedCertificate', '0')

6.9.18 importKeyStore

Online command that imports a keystore from a file.
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6.9.18.1 Description

This command imports a Java keystore (JKS) from a file to the specified Oracle Virtual
Directory instance for manageability. The component instance name must be unique.

6.9.18.2 Syntax

importKeyStore ('instName', 'compName', 'compType', 'keystoreName',
'password', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore being imported. This name must be
unique for this component instance.

password Specifies the password of the keystore.

filePath Specifies the absolute path of the keystore file to be imported.

6.9.18.3 Example

The following command imports the keystore /tmp/keys.jks as file. jks into
Oracle Virtual Directory instance ovdl. Subsequently, the keystore is managed
through the name file. jks:

wls:/mydomain/serverConfig> importKeyStore('instl', 'ovdl', ‘'ovd', 'file.jks',
'password', '/tmp/keys.jks')

6.9.19 importKeyStoreObject

Online command that imports an object from a file to a keystore.

6.9.19.1 Description

This command imports a certificate, certificate chain, or trusted certificate into a Java
keystore (JKS) for Oracle Virtual Directory, assigning it the specified alias which must
be unique in the keystore. If a certificate or certificate chain is being imported, the alias
must match that of the corresponding key-pair.

6.9.19.2 Syntax

importKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'filePath', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.

keystoreName Specifies the name of the keystore.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be imported. Valid values

are 'Certificate' and 'TrustedCertificate'.

filePath Specifies the absolute path of the file containing the keystore object.
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Argument Definition

alias Specifies the alias to assign to the keystore object to be imported.

6.9.19.3 Examples

The following command imports a certificate or certificate chain from file cert . txt
into keys. jks, using alias mykey for Oracle Virtual Directory instance ovdl, in
application server instance inst1. The file keys. jks must already have an alias
mykey for a key-pair whose public key matches that in the certificate being imported:

wls:/mydomain/serverConfig> > importKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'Certificate','/tmp/cert.txt',6 ‘'mykey')

The following command imports a trusted certificate from file trust. txt into
keys . jks using alias mykey1, for Oracle Virtual Directory instance ovdl in
application server instance inst1:

wls: /mydomain/serverConfig> importKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'TrustedCertificate','/tmp/trust.txt', 'mykeyl')

6.9.20 importWallet

Online command that imports an Oracle wallet from a file.

6.9.20.1 Description

This command imports an Oracle wallet from a file to the specified component
instance (Oracle HTTP Server, Oracle WebCache, or Oracle Internet Directory) for
manageability. If the wallet being imported is an auto-login wallet, the file path must
point to cwallet. sso; if the wallet is password-protected, it must point to
ewallet.pl2. The wallet name must be unique for the component instance.

6.9.20.2 Syntax

importWallet ('instName', 'compName', 'compType', 'walletName', 'password',

'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'‘webcache'.

walletName Specifies the name of the wallet being imported. The name must be
unique for the component instance.

password Specifies the password of the wallet.

filePath Specifies the absolute path of the wallet file being imported.

6.9.20.3 Examples

The following command imports the auto-login wallet file /tmp/cwallet.sso as
walletl into Oracle Internet Directory instance oid1. Subsequently, the wallet is
managed with the name walletl. No password is passed since it is an auto-login
wallet:

wls: /mydomain/serverConfig> importWallet('instl', 'oidl', 'oid', 'walletl', '',
'/tmp/cwallet.sso')
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The following command imports password-protected wallet /tmp/ewallet.pl2 as
wallet2 into Oracle Internet Directory instance oidl. Subsequently, the wallet is
managed with the name wallet2. The wallet password is passed as a parameter:

wls:/mydomain/serverConfig> importWallet('instl', 'oidl', 'oid', 'wallet2',
'password', '/tmp/ewallet.pl2')

6.9.21 importWalletObject

Online command that imports a certificate or other object into an Oracle wallet.

6.9.21.1 Description

This command imports a certificate, trusted certificate or certificate chain into an
Oracle wallet for the specified component instance (Oracle HTTP Server, Oracle
WebCache component or Oracle Internet Directory). When importing a certificate, use
the same wallet file from which the certificate signing request was generated.

6.9.21.2 Syntax

importWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
"type', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be imported. Valid values are

'Certificate’, 'TrustedCertificate' and "TrustedChain'.

filePath Specifies the absolute path of the file containing the wallet object.

6.9.21.3 Examples

The following command imports a certificate chain in PKCS#7 format from file

chain. txt into walletl, for Oracle Internet Directory instance oidl, in application
server instance inst1:

wls: /mydomain/serverConfig> importWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'TrustedChain','/tmp/chain.txt')

The following command imports a certificate from file cert. txt intowallet1l, for
Oracle Internet Directory instance oidl, in application server instance inst1:
wls:/mydomain/serverConfig> > importWalletObject('instl', 'oidl', 'oid', 'walletl’,

'password', 'Certificate','/tmp/cert.txt')

The following command imports a trusted certificate from file trust. txt into
walletl, for Oracle Internet Directory instance oid1, in application server instance

instl:
wls: /mydomain/serverConfig> importWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'TrustedCertificate','/tmp/trust.txt')
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6.9.22 listKeyStoreObjects

Online command that lists the contents of a keystore.

6.9.22.1 Description

This command lists all the certificates or trusted certificates present in a Java keystore
(JKS) for Oracle Virtual Directory.

6.9.22.2 Syntax

listKeyStoreObjects ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of keystore object to be listed. Valid values are

'Certificate' and "TrustedCertificate'.

6.9.22.3 Examples

The following command lists all trusted certificates present in keys . jks, for Oracle
Virtual Directory instance ovdl, in application server instance inst1:

wls: /mydomain/serverConfig> listKeyStoreObjects('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'TrustedCertificate')

The following command lists all certificates present in keys . jks, for Oracle Virtual
Directory instance ovdl, in application server instance inst1:

wls:/mydomain/serverConfig> listKeyStoreObjects('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'Certificate')

6.9.23 listKeyStores

Online command that lists all the keystores for a component.

6.9.23.1 Description

This command lists all the Java keystores (JKS) configured for the specified Oracle
Virtual Directory instance.

6.9.23.2 Syntax

listKeyStores ('instName', 'compName', 'compType')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance
compType Specifies the type of component. Valid value is 'ovd'.
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6.9.23.3 Example

The following command lists all keystores for Oracle Virtual Directory instance ovdl
in application server instance inst1:

wls:/mydomain/serverConfig> listKeyStores('instl', 'ovdl', 'ovd')

6.9.24 listWalletObjects

Online command that lists all objects in an Oracle wallet.

6.9.24.1 Description

This command lists all certificate signing requests, certificates, or trusted certificates
present in an Oracle wallet for the specified component instance (Oracle HTTP Server,
Oracle WebCache or Oracle Internet Directory).

6.9.24.2 Syntax

listWalletObjects('instName', 'compName', 'compType', 'walletName', password',

'type')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’,'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be listed. Valid values are

'CertificateRequest’, 'Certificate’, and 'TrustedCertificate'.

6.9.24.3 Examples

The following command lists all certificate signing requests in wallet1, for Oracle
Internet Directory instance oidl, in application server instance inst1:

wls:/mydomain/serverConfig> > listWalletObjects('instl', 'oidl',
'oid', 'walletl', 'password', 'CertificateRequest')

The following command lists all certificates in wallet1, for Oracle Internet Directory
instance 0id1l, in application server instance inst1:

wls:/mydomain/serverConfig> listWalletObjects('instl', 'oidl"',

'oid', 'walletl', 'password', 'Certificate')

The following command lists all trusted certificates in wallet1, for Oracle Internet

Directory instance oid1l, in application server instance inst1:

wls: /mydomain/serverConfig> listWalletObjects('instl', 'oidl',
'oid', 'walletl', 'password', 'TrustedCertificate')

6.9.25 listWallets

Online command that lists all wallets configured for a component instance.
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6.9.25.1 Description

This command displays all the wallets configured for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory), and
identifies the auto-login wallets.

6.9.25.2 Syntax

listWallets('instName', 'compName', 'compType')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance

compType Specifies the type of component. Valid values are 'ohs','oid’, and
'webcache'.

6.9.25.3 Example

The following command lists all wallets for Oracle Internet Directory instance oid1 in
application server instance inst1:

wls:/mydomain/serverConfig> > listWallets('instl', 'oidl', 'oid')

6.9.26 removeKeyStoreObject

Online command that removes an object from a keystore.

6.9.26.1 Description

This command removes a certificate request, certificate, trusted certificate, or all
trusted certificates from a Java keystore (JKS) for Oracle Virtual Directory. Use an alias
to remove a specific object; no alias is needed if all trusted certificates are being
removed.

6.9.26.2 Syntax

removeKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be removed. Valid values

are 'Certificate', 'TrustedCertificate' or 'Trusted All'.

alias Specifies the alias of the keystore object to be removed.

6.9.26.3 Examples

The following command removes a certificate or certificate chain denoted by alias
mykey in keys. jks, for Oracle Virtual Directory instance ovdl, in application server
instance inst1:
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wls: /mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'Certificate', 'mykey')

The following command removes a trusted certificate denoted by alias mykey in
keys . jks, for Oracle Virtual Directory instance ovdl, in application server instance
instl:

wls:/mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',

'ovd', 'keys.jks', 'password', 'TrustedCertificate', 'mykey')

The following command removes all trusted certificates in keys . jks, for Oracle
Virtual Directory instance ovdl, in application server instance inst1. Since no alias is
required, the value None is passed for that parameter:

wls: /mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'TrustedAll', None)

6.9.27 removeWalletObject

Online command that removes a certificate or other object from an Oracle wallet.

6.9.27.1 Description

This command removes a certificate signing request, certificate, trusted certificate or
all trusted certificates from an Oracle wallet for the specified component instance
(Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). DN is used to
indicate the object to be removed.

6.9.27.2 Syntax

removeWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',

: t:ype i , DN’ )

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs','oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of the keystore object to be removed. Valid values
are 'CertificateRequest’, 'Certificate’, TrustedCertificate' or
"TrustedAll'.

DN Specifies the Distinguished Name of the wallet object to be removed.

6.9.27.3 Examples

The following command removes all trusted certificates from wallet1l, for Oracle
Internet Directory instance oid1l, in application server instance inst1. It is not
necessary to provide a DN, so you pass null (denoted by None) for the DN parameter:

wls:/mydomain/serverConfig> removeWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'TrustedAll', None)
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The following command removes a certificate signing request indicated by DN
cn=www.acme . com from wallet1, for Oracle Internet Directory instance oidl, in
application server instance inst1:

wls: /mydomain/serverConfig> removeWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'CertificateRequest', 'cn=www.acme.com')

The following command removes a certificate indicated by DN cn=www . acme . com
from walletl, for Oracle Internet Directory instance 0idl, in application server
instance inst1:

wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'Certificate', 'cn=www.acme.com')

The following command removes a trusted certificate indicated by DN
cn=www.acme . com from wallet1, for Oracle Internet Directory instance oidl, in
application server instance inst1:

wls: /mydomain/serverConfig> removeWalletObject('instl', 'oidl', 'oid', 'walletl',
'password', 'TrustedCertificate', 'cn=www.acme.com')

6.9.28 Properties Files for SSL

SSL configuration employs certain properties files for use with the WLST
configureSSL command. The files contain parameters to specify the desired SSL
configuration, such as authentication type, cipher values, and SSL version.

You can use descriptive names if you need to manage multiple properties files for
different components. For example, you could have properties files named
ohs-ssl-properties.prop or ovd-ssl-properties.prop.

6.9.28.1 Structure of Properties Files

All the SSL properties files have a consistent structure.

Table 6-4 provides details about the key-value structure and usage of these files.

Table 6-4 Parameters in Properties File
Allowed Values for Oracle HTTP Server,
Oracle Internet Directory, and Oracle Web Allowed Values for Oracle
Key Mandatory? Cache Virtual Directory Usage
SSLEnabled No true true Either value
false false
Ciphers No SSL_RSA_WITH_RC4_128_MD5 One of more of the ciphers One or more
SSL_RSA_WITH RC4 128 SHA allowed by the JSSE proyider. comma
For the complete list of ciphers separated
SSL_RSA_WITH_3DES_EDE_CBC_SHA allowed by JDK 1.5, see values
SSL?RS A7WITH7DE57CBC75H A Ap%endix A Of the following
uide
SSL_DH_anon_WITH_RC4_128_MD5 _ghttp ://java.sun.com/j2
SSL_DH_anon_WITH_DES_CBC_SHA se/1.5.0/docs/guide/se
curity/jsse/JSSERefGui
SSL_DH_anon_WITH_3DES_EDE_CBC_ de .html
SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
SSLVersions No nzos_Version_3_0 TLSv1 One or more
nzos_Version_3_0_With_2_0_Hello SSLv2Hello (cannot be comma
separated

specified alone, must specify
at least one other version)

SSLv3

nzos_Version_1_0 values
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Table 6—4 (Cont.) Parameters in Properties File

Allowed Values for Oracle HTTP Server,
Oracle Internet Directory, and Oracle Web Allowed Values for Oracle

Key Mandatory? Cache Virtual Directory Usage
CertValidation  No none N/A Either value

crl
CertValidation No file://crl_file_path N/A Path of the
Path . . CRL file, or

dir://crl_dir_path directory

containing
CRL files

KeyStore No Valid wallet name Valid keystore name
TrustStore No N/A Valid truststore name
AuthenticationT No None None Any one value
ype Server Server

Optional Optional

Mutual Mutual

Table 6-5 shows the default values:
Table 6-5 Default Values of Parameters
Default Value for
Default Value for Default Value for Oracle Internet Default Value for Oracle
Key Oracle HTTP Server Oracle Web Cache Directory Virtual Directory
SSLEnabled true true true true
Ciphers null null null null
SSLVersions null null null null
CertValidation none none - -
CertValidation  null null - -
Path
KeyStore default default null keys.jks
TrustStore - - - keys.jks
Authentication  Server Server none Server
Type
Note:

m  Atleast one DH_anon cipher must be used in SSL no-auth mode.
For all other modes, at least one RSA cipher must be used.

»  The value of the KeyStore parameter must be specified when
configuring SSL in server-auth, mutual-auth, or optional client
auth.

= If only AES ciphers have been specified, the SSLversions
parameter must contain TLSv1 or nzos_Version_1_0.

= If you are doing CRL-based validation, the value of the
CertValidation parameter should be crl and the value of the
CertValidationPath parameter should point to the CRL
file/directory.
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6.9.28.2 Examples of Properties Files

Some examples demonstrating the use of the properties files follow.

Example 1: Basic Properties File

SSLEnabled=true
AuthenticationType=None
CertValidation=none

This properties file specifies no authentication mode, and default values will be used
during SSL configuration for ciphers and SSL version. Keystore and truststore
properties are not specified since the authentication type is None. For other
authentication types, keystore must be specified.

Example 2: Basic Properties File

SSLEnabled=
AuthenticationType=None
CertValidation=none

This properties file is exactly the same as above, except that SSLEnabled is explicitly
specified without any value. This is the same as not specifying the key at all. In both
cases, the default value will be used.

Therefore, all the following three settings have the same meaning:

SSLEnabled=true

Here the value true is explicitly specified.
SSLEnabled=
Since no value is mentioned here, the default value of SSLEnabled (true) is
used.
s The key SSLEnabled is not present in the properties file.

Since the key is not present, its default value (true) is used.

Example 3: Properties File with Version for OHS

SSLEnabled=true
AuthenticationType=Mutual
SSLVersion=nzos_Version_3_0
CertValidation=crl
CertValidationPath=file:///tmp/file.crl
KeyStore=ohsl

This properties file has:

»  Default values for ciphers
s Keystore

= SSL version v3

= CRL validation turned on

s Mutual Authentication mode
Example 4: Properties File with Ciphers for Oracle Virtual Directory

AuthenticationType=Server
Ciphers=SSL_RSA_WITH_RC4_128_MD5
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SSLVersion=SSLv3, SSLv2Hello
KeyStore=ovdidentity.jks
TrustStore=ovdtrust.jks
SSLEnabled=true

This properties file contains:
= Specific cipher value
= SSL Version

m  Server authentication mode
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7

Managing Keystores, Wallets, and
Certificates

This chapter explains how to use Oracle Fusion Middleware security features to
administer keystores, wallets, and certificates. It contains these sections:

Key and Certificate Storage in Oracle Fusion Middleware
Command-Line Interface for Keystores and Wallets

JKS Keystore Management

Wallet Management

7.1 Key and Certificate Storage in Oracle Fusion Middleware

Private keys, digital certificates, and trusted CA certificates are stored in keystores.
This section describes the keystores available in Oracle Fusion Middleware and
contains these topics:

Types of Keystores

Keystore Management Tools

7.1.1 Types of Keystores

Oracle Fusion Middleware provides two types of keystores for keys and certificates:

JKS Keystore and Truststore
Oracle Wallet

7.1.1.1 JKS Keystore and Truststore

A JKS keystore is the default JDK implementation of Java keystores provided by Sun
Microsystems. In 11g Release 1 (11.1.1), all Java components and Java EE applications
use the JKS-based keystore and truststore.

You use a JKS-based keystore for the following:

Oracle Virtual Directory

Applications deployed on Oracle WebLogic Server, including:
- Oracle SOA Suite

- Oracle WebCenter
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In Oracle Fusion Middleware, you can use GUI or command-line tools to create,
import, export, and delete a Java keystore and the certificates contained in the
keystore. See Section 7.1.2, "Keystore Management Tools" for details.

While creating a keystore, you can pre-populate it with a keypair wrapped in a
self-signed certificate; such a keystore is typically used in development and testing
phases.

The other choice is to generate a certificate signing request for a keypair, so that you
can request a signed certificate back from a Certificate Authority (CA). Once the CA
sends the certificate back, it is imported into the keystore; the keystore now contains a
trusted certificate, since it comes from a trusted third-party. Such a keystore is
typically used in production environments.

Keystores are always password-protected.

7.1.1.2 Oracle Wallet

An Oracle wallet is a container that stores your credentials, such as certificates, trusted
certificates, certificate requests, and private keys. You can store Oracle wallets on the
file system or in LDAP directories such as Oracle Internet Directory. Oracle wallets can
be auto-login or password-protected wallets.

You use an Oracle Wallet for the following components:
s Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

In Oracle Fusion Middleware, you can use GUI or command-line tools to create,
import, export and delete a wallet and the certificates contained in the wallet. See
Section 7.1.2, "Keystore Management Tools" for details.

When creating a wallet, you can pre-populate it with a self-signed certificate; such a
wallet is called a test wallet and is typically used in development and testing phases.

The other choice is to create a certificate request, so that you can request a signed
certificate back from a Certificate Authority (CA). Once the CA sends the certificate
back, it is imported into the wallet; such a wallet is called a third-party wallet.

Either the test wallet or the third-party wallet may be password-protected, or may be
configured to not require a password, in which case it is called an auto-login wallet.

7.1.2 Keystore Management Tools

Oracle Fusion Middleware provides these options for keystore operations:
s WLST, a command-line interface for JKS keystores and wallets

= orapki, a command-line tool for wallets

= Fusion Middleware Control, a graphical user interface

s Oracle Wallet Manager, a stand-alone GUI tool for wallets, recommended for
managing PKCS#11 wallets

This table shows the type of keystore used by each component, and the tool(s)
available to manage the keystore:
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Component/Application Type of Keystore Tasks Tool
Oracle HTTP Server Oracle Wallet Create Wallet, Create Certificate Fusion Middleware
Oracle WebCache Rqugst, Delete Wallet, ‘Ir'nport Control, WLST
Certificate, Export Certificate,
Oracle Internet Director Enable SSL Oracle Wallet Manager
y and orapki for PKCS#11

or Hardware Security
Modules (HSM)-based
wallets.

Oracle Virtual Directory JKS-based Keystore Create KeyStore, Create Fusion Middleware

Certificate Request, Delete Control, WLST
KeyStore, Import Certificate,
Export Certificate, Enable SSL
Oracle SOA Suite JKS-based Keystore All Keystore operations JDK Keytool
Oracle WebCenter JKS-based Keystore All Keystore operations JDK Keytool
Oracle WebLogic Server JKS-based Keystore All Keystore operations JDK Keytool
Oracle WebLogic Server JKS-based Keystore Enable SSL Oracle WebLogic Server
Administration Console
All Java EE applications (for JKS-based Keystore All Keystore operations JDK Keytool

example Oracle Directory
Integration Platform, Oracle
Directory Services Manager)

About Importing DER-encoded Certificates
Note the following when importing DER-encoded certificates:

s To import DER-encoded certificates or trusted certificates into an Oracle wallet,
use:

- Oracle Wallet Manager or
— orapki command-line tool

s Toimport DER-encoded certificates or trusted certificates into a JKS keystore, use
the keytool utility.

Additional Information
Details about the tools are provided in these sections:

» Command-Line Interface for Keystores and Wallets
s JKS Keystore Management

= Wallet Management

s Appendix H, "Oracle Wallet Manager and orapki"

7.2 Command-Line Interface for Keystores and Wallets

Oracle Fusion Middleware provides a set of wlst scripts to create and manage JKS
keystores and Oracle wallets, and to manipulate their stored objects.

How to Launch the WLST Command-Line Interface

Navigate to SORACLE_HOME/common/bin and execute the script wlst . sh (Linux
platforms) or wlst . cmd (Windows platforms).
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Note: wlst.shandwlst.cmd are also present in $WL_HOME, but
all SSL-related WLST commands require you to launch the script from
the above-mentioned location only.

This brings up the WLST shell. Connect to a running Oracle WebLogic Server instance
by specifying the user name, password, and connect URL. After connecting, you are
now ready to run SSL-related WLST commands as explained in the subsequent
sections.

7.3 JKS Keystore Management

This section describes the typical life cycle of keystores and certificates, and how to use
Oracle Fusion Middleware tools to create and maintain keystores and certificates. It
includes these topics:

= About Keystores and Certificates

=  Managing the Keystore Life Cycle
s Common Keystore Operations

= Managing the Certificate Life Cycle
s Common Certificate Operations

s Keystore and Certificate Maintenance

7.3.1 About Keystores and Certificates

Keys and certificates are used to digitally sign and verify data and achieve
authentication, integrity, and privacy in network communications.

A Java keystore (JKS) is a protected database that holds keys and certificates for the
organization. Oracle Fusion Middleware utilizes JKS keystores for Oracle Virtual
Directory and for applications deployed in Oracle WebLogic Server.

Access to a keystore requires a password which is defined at the time the keystore is
created, by the person who creates the keystore, and which can only be changed by
providing the current password.

In addition, each private key in a keystore can be secured by its own password.
This section contains these topics:
= Sharing Keystores Across Instances

s Keystore Naming Conventions

7.3.1.1 Sharing Keystores Across Instances
Oracle recommends that you do not share keystores between component instances or
Oracle instances, since each keystore represents a unique identity.

The exception to this is an environment with a cluster of component instances, in
which case keystore sharing would be an acceptable practice.

Note that no management tools or interfaces are available to facilitate keystore
sharing. However, you can export a keystore from one instance and import it into
another instance.
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7.3.1.2 Keystore Naming Conventions
Follow these naming conventions for your JKS keystores:

Do not use a name longer than 256 characters.
Do not use any of the following characters in a keystore name:

| ;,te#s$ ()<>/\N"""~{}[]=+&" space tab

Note: Observe this rule even if your operating system supports the
character.

Do not use non-ascii characters in a keystore name.

Additionally, follow the operating system-specific rules for directory and file
names.

7.3.2 Managing the Keystore Life Cycle

Typical life cycle events for a JKS keystore are as follows:

The keystore is created. Keystores can be created directly, or by importing a
keystore file from the file system.

The list of available keystores are viewed and specific keystores selected for
update.

Keystores are updated or deleted. Update operations require that the keystore
password be entered.

The keystore password can be changed.
The keystore can be deleted.

Keystores can be exported and imported.

7.3.3 Common Keystore Operations

This section explains the following keystore operations:

Creating a Keystore Using Oracle Enterprise Manager Fusion Middleware Control
Creating a Keystore Using WLST

Exporting a Keystore Using Fusion Middleware Control

Exporting a Keystore Using WLST

Deleting a Keystore Using Fusion Middleware Control

Deleting a Keystore Using WLST

Importing a Keystore Using Fusion Middleware Control

Importing a Keystore Using WLST

Changing the Keystore Password Using Fusion Middleware Control

Changing the Keystore Password Using WLST
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7.3.3.1 Creating a Keystore Using Oracle Enterprise Manager Fusion Middleware
Control

Take these steps to create a keystore:

1.
2
3.

7.

Log in to the domain of interest using Fusion Middleware Control.
From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores. For example, navigate
to Oracle Virtual Directory, then Security, then Keystores.

Note: The component type is displayed at the top of the page,
adjacent to the Topology icon.

The Java Keystore page appears. On this page you can create, update, and delete
keystores, and perform other keystore management tasks.

Click Create. The Create Keystore dialog appears.
Provide keystore details such as name and password.

You can also request a self-signed certificate in this dialog, and fill in the alias
name and DN information.

@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:40:38 PM PST [$]

Keystores = Create JKS Keystore

Create JKS Keystore ok | Cancel

To create a keystore, enter a keystore name and password, The keystore name should be unique within a component, Passwords have a minimum length
of eight characters, and contain alphabetic characters combined with numeric or special characters,

Keystore Details

* Keystore Mame | newkeyStore
* keystore Password | sesesses

* Confirm Password | ssesssss

Add Self-Signed Certificate
Add a self-signed certificate that becomes part of the keystore, Alias must be unique within a keystore,

Create Keystore with Self-signed Certificate
* dlias | mykey
* Common Mame | lacalhost
Organizational Unit | FOR TESTIMG ORMLY

Organization

Ciky

Skate

Counkry .

Key Size

Note: If you want to use this keystore only to store trusted
certificates, you can uncheck the Create Self-Signed Certificate
checkbox. This will create a keystore with no keypair.

Click Submit. The new keystore appears in the list of Java keystores.

7.3.3.2 Creating a Keystore Using WLST

Assuming the instance name is inst1, use this command to create a keystore:

createKeyStore('instl', 'ovd5', 'ovd', 'newKeyStore', 'password')

where password is the password for this keystore.

7-6 Oracle Fusion Middleware Administrator's Guide



JKS Keystore Management

7.3.3.3 Exporting a Keystore Using Fusion Middleware Control

If multiple Oracle Virtual Directory instances want to share the same keystore file, this
can be achieved by exporting the keystore from one instance and importing it into the
other instances.

Take these steps to export a keystore:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise Manager Fusion
Middleware Control."

Select the desired keystore from the list of stores.
Click Export.

A dialog box appears in which you must enter the keystore password to continue.

a0 DN

Specify a file system location, and click OK.

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:42:48 PM PST [$]
Keystores

To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

Create... 3¢ Delete... &I Import... |i| Export... & Manage... / Change Password

Mame

X

Opening test. jks
=5t Enter Keystore Password

demao ‘fou have chosen to open

test.jks
which is a: JK5 File
* Keystore Password | sesesses from: http:ffstaec3l.us.oracle. com: 7624

What should Firefoz do with this file?

O g

OK || Cancel ;
(3): Save File

See Also: Section 7.3.3.7, "Importing a Keystore Using Fusion
Middleware Control"

7.3.3.4 Exporting a Keystore Using WLST

Assuming the instance name is inst1, use this command to export a keystore:

exportKeyStore('instl', 'ovd5', 'ovd', 'test', 'password', '/tmp')

where password is the password for this keystore.

This command exports the keystore into a file named test under the directory /tmp.

7.3.3.5 Deleting a Keystore Using Fusion Middleware Control
Take these steps to delete a keystore:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise Manager Fusion
Middleware Control."

2. Select the desired keystore from the list of stores.
3. Click Delete.

4. A dialog box appears to request confirmation of the delete request.
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@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:42:48 PM PST [$]

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

@ Create... 3¢ Delete... &I Import... @ Export... & Manage. .. / Change Password
Marme Keystore Type
test jks
dema & Delete Keystore s

Deleting a keystore also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the keystore demo?

Cancel

5. Click Delete.

7.3.3.6 Deleting a Keystore Using WLST

Assuming the application server instance name is inst1, use this command to delete
a keystore:

deleteKeyStore('instl', 'ovd5', 'ovd', 'demo')

where the component type is ovd, the component instance is ovd5, and the keystore is
named demo.

7.3.3.7 Importing a Keystore Using Fusion Middleware Control

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise Manager Fusion

Middleware Control."
2. Click Import.
3. The Import Keystore dialog box appears.
4. Browse the file system to locate the keystore file.
5. Provide a name for the keystore. Enter the keystore password.
[&] Oracle virtual Directory » Page Refreshed Feb &, 2009 2:46:41 PM PST 0)

Keystores = Import JKS Keystore

Import JKS Keystore ok | Cancel

Click "Browse" to pick the keystore from the local file system. Keystores usually have a ".jks" extension. Ensure the keystore name is unique for the
component, Specify the password For the keystore you are importing,

File [CADacuments and Settingshvmisra

* Keystore Mame | demajks

* Keystore Password | sesesses|

6. Click OK.
7. The imported keystore appears in the list of Java keystores.

[&] Oracle Virkual Directory + Page Refrashed Feb 6, 2003 2:43:27 P PST (2

Keystores
To create a JKS keystare with a self-signed certificate, click Create. To manage the contents of a JKS keystore, select a keystore and click Manage.

Create... 32 Delete,.. &I Import... Export... &d Manage, .. # Change Password
Mame Keystare Type
test jks
demoijks ks
demo jks

7.3.3.8 Importing a Keystore Using WLST

Assuming the instance name is inst1, use this command to import a keystore:
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importKeyStore('instl', 'ovd5', 'ovd', 'demojks', ‘'password', '/tmp/demojks.jks')

where password is the password for this keystore.

7.3.3.9 Changing the Keystore Password Using Fusion Middleware Control

Take these steps to change a keystore password:

1.

Navigate to the Java Keystores page for the component instance, as explained in
Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise Manager Fusion
Middleware Control."

Select a keystore and click Change Password.

A dialog box appears on which you must enter the current password and enter a
new password. The new password must be entered a second time to confirm.

[%] Oracle virtual Directory Page Refreshed Feb &, 2009 2:50:27 PM PST €

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

@ Create... 3¢ Delete... &I Import... @ Export... & Manage. .. / Change Password
Mame Change Keystore Password Kevstore Type
test jks
demajks jks
derno *0ld Password | sesseses ks

* Mew Password | ssesssss

* Confirm Password | ssesssss

OK || Cancel

Click OK to change the password. In future, any operations performed on this
keystore or its certificates will require the use of the new password.

7.3.3.10 Changing the Keystore Password Using WLST

Assuming the instance name is inst1, use this command to change the keystore
password:

changeKeyStorePassword('instl', 'ovd5', 'ovd', 'demojks', 'current_password',
'new_password"')

where current_password is the current password for this keystore, and new_
password is the new password.

7.3.4 Managing the Certificate Life Cycle

Typical life cycle events for a certificate residing in a keystore are as follows:

A self-signed certificate is automatically created for the keypair.
A certificate signing request (CSR) is generated, and can then be exported to a file.

Certificates are imported into the keystore. A certificate can either be pasted into a
text box or imported from the file system. You can import both user certificates
and trusted certificates (also known as CA certificates) in this way.

Certificates or trusted certificates are exported from the keystore out to a file.

Certificates or trusted certificates are deleted from the keystore.

7.3.5 Common Certificate Operations

This section describes the following common certificate operations:
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Generating a New Key for the Keystore Using Fusion Middleware Control
Generating a New Key for the Keystore Using WLST

Generating a Certificate Signing Request Using Fusion Middleware Control
Generating a Certificate Signing Request Using WLST

Importing a Certificate or Trusted Certificate into a Keystore Using Fusion
Middleware Control

Importing a Certificate or Trusted Certificate into a Keystore Using WLST

Exporting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Exporting a Certificate or Trusted Certificate from the Keystore Using WLST

Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Deleting a Certificate or Trusted Certificate from the Keystore Using WLST

Converting a Self-Signed Certificate to a Third-Party Certificate Using Fusion
Middleware Control

Converting a Self-Signed Certificate to a Third-Party Certificate Using WLST

7.3.5.1 Generating a New Key for the Keystore Using Fusion Middleware Control
To generate a new key (that is, a new self-signed certificate) for a keystore:

1.

Navigate to the Java Keystores page for the component instance, as explained in
Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise Manager Fusion
Middleware Control."

Select the keystore from the list of stores.
A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Here, you can manage both types of
keystore entries, that is, certificates and trusted certificates.

Click the Generate Keypair button.
In the Generate Keypair dialog, enter the details for the new key and click OK.
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Example: Generating a Key Pair

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click “Generate CSR", After wou create a CSR, send it to your CA who will verify wour
identity and return the signed certificate, Toimport the CA signed certificate or trusted cert, click Import, You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

Generate Keypair
ca- Generate Keypair 1 EN
Subject Mame i Key Size  Stark Date Expiration Dake
Oli=Class 1 Public Primat fas | demo 1024 January 28, 1996 lanuary 7, 2020
Ol=lass 2 Public Primar * Common Mame | demo 1024 Janwary 28, 1996 August 1, 2028
Ol=lass 3 Public Primar Crganizational Lnit 1024 January 28, 1996 August 1, 2028
Ol=Secure Server Cerkil - 1000 Movember &, 1994 January 7, 2010
Organization
CH=GTE CyberTrust Glok 1024 August 12, 1995 August 13, 2018
ity
Skate
Country | United States v
Key Size | 1024w
OK || Cancel

When you complete these steps, a new public-private key pair is generated for the
keystore, and the public key is wrapped in a self-signed certificate.

While these steps generate a new keypair for an existing keystore, you can also
generate a new keypair when creating the keystore itself. For details, see
Section 7.3.3.1, "Creating a Keystore Using Oracle Enterprise Manager Fusion
Middleware Control."

7.3.5.2 Generating a New Key for the Keystore Using WLST

Assuming the instance name is inst1, use this command to generate a new key for a
keystore:

generateKey ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',6 'subject_dn', 'key._

size', 'alias')

where password is the password for this keystore, subject_dn is the distinguished
name by which the key pair is generated, key_size is the key size in bits, and alias
is the key alias.

7.3.5.3 Generating a Certificate Signing Request Using Fusion Middleware Control
Take these steps to create a Certificate Signing Request (CSR):

1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the desired keystore from the list of stores.

4. A dialog box appears in which you must enter the keystore password to continue.
5

The Manage Certificates page appears. Select the self-signed certificate for which
you want to generate the CSR and click Generate CSR.
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@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates
Manage Certificates: newKeystore
To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click "Generate CSR", After vou create a CSR, send it to your CA who will verify your

identity and return the signed certificate, To import the CA signed certificate or trusted cert, click Import., You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

GH- Generate Keypair Generate CSR: &I Irnpork. .. |i| Export... x Delete, ..

Subject Mame Alias Certificate Type Skatus Key Size  Start Date Expiration Date
Ch=demo, C=L5 demao Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=Class 3 Public Primary Certification Aut ou=class 3 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 1 Public Primary Certification Aut ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020
Ol=5Secure Server Certification Authority, ou=secure servy Trusted Certificate  Valid 1000 Movember &, 1994 January 7, 2010
CN=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certificate  Valid 1024 August 12, 1998 August 13, 2018

6. A dialog box appears, showing the generated signing request. You can either:
s Copy the CSR from the dialog box and past it to a file.
s Click the Export CSR button to directly save it to a file.

1 (%] oracle virtual Directary = Page Refrsshed Feb b, 2009 2:52:48 PM PST
Jyments
b

Keystores > Manage Certificates

Manage Certificates: newKeystore

To generate a new key pair (public and private key) and wrap the public key into 2 self-signed certificate, click "Generats Keypair’, To generate &

o) Certificate Signing Request (CSR), select & certificats from table and cick "Generate TSR, After you create a CSR, send it to vour CA who will verify vour
identity and return the signed certficate. To import the CA signed certificate or brusted cert, click Import. You can only import the CA-signed certificate ko

the: same keystore from which the CSR was generated,

ess

0)
o Generate Keypair | Generate C5R 1y Import.., |y Export... 3§ Delete...
Subject Hame ilias Certficate Type  Stabus  Key Size  StarkDate Expiration Date
Chi=dema, C=U5 dema Certificate Valid 1024 Februsry 6, 2009 February 4, 2019
L1 1o e Cuhli Cuioe st Cnubifinabinm 81k niielnne 2 mibl Tusimbmd Coifinnra  tinlid sna B S e
Generate CSR B
0]
Certificate signing request with subject name Chi=demn, C=US is exported successfully. To export it to a file, dick "Export CSR, You can sendthisfletoa
CA or you can cut and paste the entire text in the box from BEGIN NEW CERTIFICATE REQUEST bo END NEW CERTIFICATE REGUEST, Once you get your

certificate back from CA you can continus with import, [

2205 QRwgY kCgY EAGERVNWHC LOY 14 WISOxBPIrFALyYN1UTiaa+Xpavy I OWLRwIy STVm

Lvév] IcAnSzlcEElpibguUhs JwdTeThiuv2oroBzos Lecl Lgr xgds
rhlyiHF ‘ IBPR2 02 XaUCAWER AaAAMA DGO SqES Ib3DYEEBA UAA 4GBAHEXENAY
2s ket EPSLMIZZ i LYMPWECTIAmLQUC aFop

3 . MR

Olu+yfPOKTa0HgIOKELOFwlu3 +dz TzdRE4 +hyXdILEBEC LHSwe J 3RmY + 1¥gx/ Ru LIpKROTU 1 2FD
NBZ&iHTnhdz

77777 END NEW CERTIFICATE REQUEST-----

Export C5R || Close:

7.3.5.4 Generating a Certificate Signing Request Using WLST

Assuming the instance name is inst1, use this command to generate and export a
CSR:

exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',
'CertificateRequest', '/tmp', 'alias')

where password is the password for this keystore, / tmp is the path under which the
certificate request is generated in BASE64 format in the file base64 . txt,and alias
is the alias of the key pair that is used to generate the certificate request.

7.3.5.5 Importing a Certificate or Trusted Certificate into a Keystore Using Fusion
Middleware Control

Take these steps to import a certificate, or a trusted certificate, into a keystore:

1. From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores.

Select the desired keystore from the list of stores.

A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Click the Import button.

o o A~ O N

. A dialog box appears with which you can either:
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m Paste the Base-64 encoded contents of a certificate or trusted certificate into the
keystore directly.

= Select a certificate or trusted certificate file from the file system.

Import Certificate

Certificate Type | Trusted Certificate %
# plizs | e

(3 Paste Certificate

FzAVBgHVBAoTDIZlenl TaWduLCBIbnHuH TewNOYDVOOLEYSDbGFzoyAz IFE1 YnepYyBOoml t VEIS LS
IEHlcnRpZnl jYERph24g0EV0aG9yvaEREHBAEDTE 2HDEyOTAwHDAwHFoXDTT 4MDgwH T IzHTk 10Vow
HzELMAKGAIUEBhHCVYHxFz AVEgHVBACTD1Z lenl TalduLCET bnMul Tew QY DVOQLEy SDEGFzovaz
IFBE1YnxpYyBQomlt YEISIEN lcnREpZnl jYERpb2 490V 0aGyaXREMIGE HADGCSqGSIb3D0EBAOTA
A4GNADCELOKBgODI KEFme8huKARS0ENBEQNv V6 9gRUCPhAwLOTPZZRHP 7] YHy X 3KghEBarsix94
fE6TuZoAqiN91gyFoniF=3 InzPEHzn V=0 jnwTO0Lvdd 8KkHaOIG+YD-isT1 9wk Taky¥hnsZogy101
hec9vn2a-iRFH9=2FelPonFkTGIugWhFpwIDAQABMADGCSgGSIBADOERAGUAA4GBAL Lt HEi wFLCYA
TxUT3ab?~AcRhIzzKBxnki98t=X63-Dolbwd] 2wsgFHMc 9ikwFPwTt TnwHYBV4GSHiHx0bH- 594k
WH1pF+NEHTwZRDnJENvcAASWQKZY aKQRUzkuxCkPE Avav? xzvioyVGHSnKE Sp-Af bdynMk 20mu f
TgisZalk

—————END CERTIFICATE-———-| ™

(7 Select & fle that contains the certificate

File Mame FE—

Paste the certificate belaw,

Cancel || K

You need to specify an alias while importing a certificate.

When importing a certificate, the alias should match the alias of the corresponding
keypair.

When importing a trusted certificate, the alias should be unique in the keystore.

7. Click OK. The Manage Certificates page appears, showing the newly imported
certificate or trusted certificate.

@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click "Generate CSR", After vou create a CSR, send it to your CA who will verify your
identity and return the signed certificate, To import the CA signed certificate or trusted cert, click Import., You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

GH- Generate Keypair Generate SR &I Irnpork. .. |i| Export... x Delete, ..

Subject Mamne Alias Certificate Type Status Key Size  Start Date Expiration Date
ChH=dema, C=15 demo Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 1 Public Primary Certification Aut ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020
Ol=5Secure Server Certification Authority, ou=secure servy Trusted Certificate  Valid 1000 Movember &, 1994 January 7, 2010
Ol=Class 3 Public Primary Certification Aut new Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
CN=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certificate  Valid 1024 August 12, 1998 August 13, 2018

7.3.5.6 Importing a Certificate or Trusted Certificate into a Keystore Using WLST

Assuming the instance name is inst1, use this command to import a certificate into a
keystore:

importKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',
'Certificate', '/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert.txt is the file that
contains BASE64 encoded certificate, and alias is the alias by which this certificate is
imported. Note that this alias must be same as that of the key pair that was used to
generate this certificate request.

7.3.5.7 Exporting a Certificate or Trusted Certificate from the Keystore Using
Fusion Middleware Control

Take these steps to export a certificate or trusted certificate from the keystore:
1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.
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Select the desired keystore from the list of stores.
A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Click Export.

o o k~ w

A dialog box appears which shows the Base64 encoded certificate or trusted
certificate. You can either copy the contents from the text box and paste it to a file,
or select the Export button to save it directly to a file.

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key inko a self-signed certificate, dick "Generate Keypair', To generate 3
Certificate Signing Request (TSR, select a certificate from table and click "Generate CSR", After you create a CSR, send it ba your Ca wha will verify your
identity and return the signed certificate. Toimpart the CA signed certificate ar trusted cert, click Impart. You can only import the CA-signed certificate inka
the same keystore from which the CSR was generated,

+ Generate Keypair Generate CSR \il Import, ., & Export... x Delete. .,
Subject Mame Alias Certificate Type Status Key Size  Start Date Expiration Date
Ch=demo, C=U5 dema Certificate Walid 1024 February 6, 2000 February 4, 2019
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Yalid 1024 January 28, 1996 August 1, 2028
Ol I=Class 1 Public Primary Certification &b oi=rlass 1 ouhl Trosted Certificate ‘alicl 1024 Januar 1996 Januar 20

Trusted Certificate

The Trusted Certificate with Subject Mame OlU=Class 2 Public Primary Certification duthority, O="veriSign, Inc.", C=US is shown below, You can cut and
paste the entire kext in the box from BEGIN CERTIFICATE to END CERTIFICATE to the intended location; or click "Export Trusted Certificate " to export the
certificate to a file. You may want ta do this if another party wants ta trust your certificate directly.

P2 AVE QNYHA 0T D1 %1 eml T aWhn LOBThmMu MT e wNQYDOV QQL By SObEFzey Ay TFB1YmepY¥yBQeml £YXTS|
TBN1 cnRpZml ¥ XRph2 40P XY 0aGdya XRSMA4 XOT k2 MDEy OT AWMDAWMF 0 XDT T 4MDqWHKT T=NT k10¥ o
2 BLMAKGA 1URBHMOV VMx FzAVAQNYBA 0T D1 2 1 omlT avWdn LOBTbmMu T cwNQ¥YDV QL By SDbGF zcy Ayl
ITPA1Ymxp¥yBQAeml £Y XTS5 TENLcnRp2ml {YERpb2 4gQ XY 0268y a XRSHTGEMA 0GOS 738 ThIDREEA QUA|
A 4GNADOB 1 QRAQRCZWou {DWo  g48T 2 2rHIC BT MwEMTa 1, tVRE Xxa =An fFOTwSCg+1 B¥DXyhYGt +eS 26|
[PoBETvYEETHS/ y B0l +DETTY Ber £ 42h+AV Py Iwn S2ShRIRtEa kI 5AkQOTFYOT X0vNzAhe PzE2Sw 2/
32w]1¥CCTEQZ] 1 POe 202 B Brnil/ y K YA HWIDA QARMA DECS OGS ThIDY BRAGUA A 4GAA Tobk,/ 0 5wAT X}
+OZ2RTYS103 4INHDG =zt 96T M S LA Lx gTRp FlTe 4W7 zAGE0ETaHx gHx TRaa +A¥Y02 {3 1RTpT 71 7omry|
A5/ QODS0R1oHOR7S6NCT6PeS1a T zy ARET 3005712 F4Z0S/ 11 qnDupzGITHIT QPwiNH1 = T2 1K X/ 2|

__________ s

Export Trusted Certificate lose

7.3.5.8 Exporting a Certificate or Trusted Certificate from the Keystore Using WLST
Assuming the instance name is inst1, use this command to export a certificate:
exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',

'Certificate', '/tmp', 'alias')

where password is the password for this keystore, / tmp is the path under which the
certificate is generated in BASE64 format in the file base64 . txt, and alias is the
alias of the certificate being exported.

7.3.5.9 Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Take these steps to delete a certificate, or a trusted certificate, from a keystore:

1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the desired keystore from the list of stores.

4. A dialog box appears in which you must enter the keystore password to continue.
5

The Manage Certificates page appears. Select the certificate or trusted certificate to
be deleted, and Click Delete.

6. A dialog box appears asking you to confirm the choice. Select OK to confirm.
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Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click
Certificate Signing Reguest {CSR), select a certificate from table and click “Generate CSR", After you create a
identity and return the signed certificate, To import the Ca signed certificate or trusted cert, click Import, You
the same keystore from which the CSR was generated,

ca- Generate Keypair @ Generate C5R &I Irnpork. .. @ Expork. .. x Delete. ..

Subject Mame Alias Certificate Type Skatus Key Size

Ch=demo, C=L5 demao Certificate Walid 1024

Ol=lass 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Yalid 1024

. | Certificate  Valid 1024

@ DEIAR CE T Certificate  Yalid 1000

Are you sure you want to delete the selected Certificate  Valid 1024

Certificate CN=demo, C=U5? Certificate  Valid 1024

Cancel

7.3.5.10 Deleting a Certificate or Trusted Certificate from the Keystore Using WLST

Assuming the application server instance name is inst1, use this command to delete
a certificate:

removeKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',

'Certificate', 'alias')

where password is the password for this keystore and alias is the alias of the
certificate being deleted.

7.3.5.11 Converting a Self-Signed Certificate to a Third-Party Certificate Using
Fusion Middleware Control

Take these steps to convert a self-signed certificate, residing in a keystore, into a
third-party certificate:

1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the keystore that contains the self-signed certificate from the list of stores.
4

. A dialog box appears in which you must enter the keystore password; click OK to
continue.

o

The Manage Certificates page appears.

6. A new certificate request must be generated for the self-signed certificate that is to
be converted. Select the certificate and click Generate CSR. In this example, the
request is made for the self-signed certificate with alias demo.

Manage Certificates: newKeystore

To generate a new key pair (public and private key) and wrap the public key into a self-signed certificate, click "Generate keypair®, To generate a Certificate Signing
Request (CSR), select a certificate from table and click "Generate CSR". After you create a CSR, send it to your CA who will verify vour identity and return the signed
certificate, To import the CA signed certificate or krusted cert, click Import. ou can only impaort the CA-signed certificate into the same keystare from which the CSR
was generated,

+ Generate Keypair \il Generate C5R @ Import... Iil Export... x Celete, .
Subject Mame Alias Certificate Type Status Key Size  Start Date Expiration Date
Ch=dema, C=1J5 dema Certificate walid 1024 February 6, 2000 February 4, 2019
OU=Class 2 Public Primary Certification Autharity, O="w ou=class 2 publ Trusted Certificate  Walid 1024 January 28, 1996 August 1, 2028
QU=Class 1 Public Primary Certification Authority, ="y ou=class 1 publ Trusted Certificate  “alid 1024 January 28, 1996 January 7, 2020

Generate CSR

Certificate signing request with subject name Chi=demo, C=US is exparted successfully, To export it to a file, click "Expart CSR". ¥ou can send this file ko 5
CA or you can cut and paste the entire text in the box from BEGIN NEW CERTIFICATE REQUEST ko EMD NEW CERTIFICATE REQUEST, Once you get your
certificate back from Ca you can continue with import.

----- BEGIN NEW CERTIFICATE REQUEST-----

MIIEWZCExQIBADACMQEWE QYDVQ QGEWIVUZENMA 5GA LUEAXMEZGY thbzCENzANEgkghk iG0wWIBAQEF

AAOB]QAWGYECQY EAGEAVNWHOLIY 14T £T g+WISIxBPITFdLY YNLUT iak+ Xp4¥yd QWLEW Iy Td5Xvm

LvEv ] QUWZ {GgZPHEOU+ITc52xaQICAnSz LeBE 1p ibguuh+ JwdT t Thiuv 201 0820+ LaG3 LgF +xg4s

rbly iHFt+dkNSvpAzYPRNePAILFR2 0AX a@UCAWEAA 2AAMA DGO S gES IbI DO EEBAUAA 4GBAHKXENdy

2sXxBFQHFZQKAQYZV/ MRUDIy goUxs 6SHzOADIGPhBhY + 4vhgDEpS ImTz 2§ LYMpWECTWmlqUe aPpp

Olu+yEPOKTa0HgIDKELO fwlul+pdz IzdRE4+hyxd3 LBE6e LHSWe § 3RmY + 1¥ 0x/ Ru iJpKROtul2Fb

NSzZdwH7nhidz

----- END NEW CERTIFICATE REQUEST-----

Export C5R lose
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10.

The certificate request is displayed.

You can either:

Copy and paste the Base64-encoded certificate request to a file.

Export it directly to a file with the Export CSR button.

Submit the certificate request file to a certificate authority (CA).

The CA signs the certificate request and generates a certificate. The CA will return
you one of the following:

A single file containing both the newly generated certificate and its own CA
certificate in pkcs7 format

Two files, one containing the newly generated certificate and a second
containing its own CA certificate

Use Import to import these files into your keystore:

If you received a single file from the CA, import it as a certificate, using an
alias that matches the alias of the self-signed certificate you are replacing
(from Step 6)

If you received two files:

— Import the file containing the CA certificate as a trusted certificate (use an
alias that is unique in the keystore)

— Import the certificate file as a certificate (using an alias that matches the
alias of the self-signed certificate you are replacing

Note: The order is important: you must import the trusted certificate
first, followed by the certificate.

The CA returned a single file, which is imported as a certificate:

Import Certificate

Paste the certificate below,

Certificate Type  Trusted Certificate |+
*Alias mykey
() Paste Certificate

(®) Select afile that contains the certificate

File Name I Brawse

Cancel | OK
————d

11. After import, the certificate issued by the CA replaces the self-signed certificate.

7.3.5.12 Converting a Self-Signed Certificate to a Third-Party Certificate Using

WLST

Use these steps to convert a self-signed certificate to a third-party certificate:

1.

Generate and export a CSR.

exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', '<password>',
'CertificateRequest', '/tmp', 'mykey')
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2. Submit the CSR /tmp/base64 . txt to a certificate authority. The CA will return
a newly generated certificate and its own certificate, either as one file in PKCS#7
format or as two separate files.

3. If you receive a single file from the CA, run the command:
importKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', 'password',6 'Certificate',

'/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert. txt is the file
that the CA returned and contains the BASE64 encoded PKCS#7, and alias is the
alias by which this certificate is imported. Note that this alias must match that of
the key pair that was used to generate the certificate request.

If you receive two files from the CA, import the CA certificate first as a trusted
certificate, followed by the newly generated certificate:

importKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', 'password',
'TrustedCertificate', '/tmp/cacert.txt',6 'unique_alias')

where unique_alias is a unique alias by which the trusted certificate is
imported.

importKeyStoreObject('instl', 'ovd5', 'ovd', 'jksl', 'password',6 'Certificate',

'/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert. txt is the file
that the CA returned and contains BASE64 encoded certificate,

/tmp/cacert. txt is the file containing the BASE64 encoded CA certificate, and
alias is the alias by which this certificate is imported. Note that this alias must
match that of the key pair that was used to generate the certificate request.

7.3.6 Keystore and Certificate Maintenance
This section contains the following administration topics:
= Location of Keystores
= Replacing Expiring Certificates
»  Effect of Host Name Change on Keystores

7.3.6.1 Location of Keystores

The root directory for Oracle Virtual Directory keystores is located in SORACLE_
INSTANCE/config/0OVD/ovd_instance_name/keystores.

This root directory will contain all the JKS files.

A sample structure, assuming there are two keystores named keys.jks and
trust. jks respectively, would look like this:

ORACLE_INSTANCE/config/0OVD/ovd_instance name/keystores/keys.jks
ORACLE_INSTANCE/config/OVD/ovd_instance_name/keystores/trust.jks

7.3.6.2 Replacing Expiring Certificates

An expiring certificate should be replaced before it actually expires to avoid or reduce
application downtime.

The steps for replacing an expiring certificate are as follows:

1. Generate a certificate request from the keystore (use the same key-pair for which
the current expiring certificate was issued).
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2. Provide this certificate request to the third-party Certificate Authority (CA) for
certificate issuance. The validity date of the new certificate should be earlier than
the expiration date of the current certificate. This overlap is recommended to
reduce downtime.

Note: Steps 1 and 2 are not required when the third-party CA
already maintains the certificate request in a repository. In that case,
simply ask the CA to issue a new certificate for that certificate request.

3. Import the newly issued certificate into the keystore using the same alias as that of
the key-pair.

4. If the new certificate was issued by a CA other than the one that issued the
original certificate, you may also need to import the new CA's trusted certificate
before importing the newly issued certificate.

7.3.6.3 Effect of Host Name Change on Keystores

Typically, the certificate DN is based on the host name of the server where the
keystore is used.

For example, if a keystore is being created for the Oracle Virtual Directory server on
host my.example.com, then the DN of the certificate in this Oracle Virtual Directory
keystore will be something like:

"CN=my .example.com,O=organization name"

This synchronization is required because most clients do host name verification during
the SSL handshake.

Clients that perform host name verification include web browsers and Oracle HTTP
Client, among others. If the host name of the server does not match that of the
certificate DN:

= A clear warning is displayed (in the case of browser clients).
»  There may be SSL handshake failure (in the case of other clients).

Thus, whenever you have a keystore on a server that is accepting requests from
clients, you must ensure that whenever the host name of this server changes, you also
update the certificate in the keystore.

This can be done by requesting a new certificate with a new DN (based on the new

host name).

For a Production Keystore
The steps are:

1. Generate a new request with the new DN (based on a new host name).
2. Send this request to a certificate authority (CA).

3. Getback a new certificate from the CA.
4

Import the new certificate with the same alias as the key-pair for which certificate
request was generated.

For a Self-signed Keystore
The steps are:
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1. Delete the existing keystore.

2. Create a new keystore with a key-pair using the new DN (based on the new host
name).

For Both Keystore Types

For both production and self-signed keystores, once the new certificate is available in
the keystore, make sure that it is imported into all the component keystores where it
needs to be trusted. For example, if the HTTP listener on Oracle Virtual Directory was
SSL-enabled and its certificate changed due to a host name change, then you need to
import its new certificate into the client keystore or browser repository so that it can
trust its new peer.

7.4 Wallet Management
This section contains the following topics:
= About Wallets and Certificates
»  Accessing the Wallet Management Page in Fusion Middleware Control
= Managing the Wallet Life Cycle
s Common Wallet Operations
= Managing the Certificate Life Cycle

»  Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control

s Common Certificate Operations

s Wallet and Certificate Maintenance

7.4.1 About Wallets and Certificates

This section contains the following topics:

= Password-protected and Autologin Wallets
= Self-Signed and Third-Party Wallets

= Sharing Wallets Across Instances

= Wallet Naming Conventions

7.4.1.1 Password-protected and Autologin Wallets

You can create two types of wallets:
= Auto-login wallet

This is an obfuscated form of a PKCS#12 wallet that provides PKI-based access to
services and applications without requiring a password at runtime. You can also
add to, modify, or delete the wallet without needing a password. File system
permissions provide the necessary security for auto-login wallets.
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Note: In previous releases, you could create a wallet with a
password and then enable auto-login to create an obfuscated wallet.
With 11¢ Release 1 (11.1.1), auto-login wallets are created without a
password. When using such a wallet, you do not need to specify a
password.

If using an auto-login wallet without a password, specify a null
password (") in the 1dapbind command.

Older type of wallets (such as Release 10g wallets) will continue to
work as they did earlier.

= Password-protected wallet

As the name suggests, this type of wallet is protected by a password. Any
addition, modification, or deletion to the wallet content requires a password.

Every time a password-protected wallet is created, an auto-login wallet is
automatically generated. However, this auto-login wallet is different from the
user-created auto-login wallet described in the previous bullet. While the
user-created wallet can even be updated at configuration time without a
password, an automatically generated auto-login wallet is a read-only wallet that
does not allow direct updates. Modifications to the wallet must occur through the
password protected file (by providing a password), at which time the auto-login
wallet is regenerated.

The purpose of this system-generated auto-login wallet is to provide PKI-based
access to services and applications without requiring a password at runtime, while
still requiring a password at configuration time.

7.4.1.2 Self-Signed and Third-Party Wallets

Self-signed wallets contain certificates for which the issuer is the same as the subject.
These wallets are typically created for use within an intranet environment where trust
is not a high priority. Each self-signed wallet has its own unique issuer; hence, in an
environment with multiple components and wallets, the trust management tasks
increase n-fold.

When created through Fusion Middleware Control, a self-signed wallet is valid for
five years.

Third-party wallets contain certificates that are issued by well known CA's. The
functionality and security remain the same as for self-signed wallets, but the use of
third-party certificates provides added trust because the issuers are well known, so
they are already trusted by most clients.

Difference Between Self-Signed and Third-Party Wallets

From a functional and security perspective, a self-signed certificate is comparable to
one issued by a third party. The only difference is that a self-signed certificate is not
trusted.

7.4.1.3 Sharing Wallets Across Instances

Oracle recommends that you do not share wallets between component instances or
Oracle instances, since each wallet represents a unique identity.

The exception to this is an environment with a cluster of component instances, in
which case wallet sharing would be an acceptable practice.
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Note that no management tools or interfaces are available to facilitate wallet sharing.
However, you can export a wallet from one instance and import it into another
instance.

7.4.1.4 Wallet Naming Conventions
Follow these naming conventions for your Oracle wallets:

= Do not use a name longer than 256 characters.
= Do not use any of the following characters in a wallet name:

| 7, te#$()<>/\"""~{1}[]=+& " space tab

Note: Observe this rule even your operating system supports the
character.

s Do not use non-ascii characters in a wallet name.

= Additionally, follow the operating system-specific rules for directory and file
names

Due to the way data is handled in an LDAP directory such as Oracle Internet
Directory, wallet names are not case-sensitive.

Thus, it is recommended that you use case-insensitive wallet names (preferably, using
all lower case letters). For example, if you have created a wallet named UPPER, do not
create another wallet named upper; doing so could cause confusion during wallet
management operations.

7.4.2 Accessing the Wallet Management Page in Fusion Middleware Control

An Oracle wallet is associated with the component where it is utilized. To locate a
component instance:

1. Log into Fusion Middleware Control using administrator credentials.

2. Select the domain of interest.

Note: You can use Setup to discover a specific Oracle WebLogic
Server domain to work with.

3. From the navigation pane, locate the instance (for example, an OHS instance) that
will use the wallet. Click on the instance.

The component type now appears on the upper left of the page adjacent to the
Farm drop-down.

4. Select the component type drop-down (for example, Oracle HTTP Server).
5. Navigate to Security, then Wallets.

6. The Wallets page appears.

On the Wallets page, you can:

»  Create a wallet.

m  Delete a wallet.
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s Import a wallet.

= Export a wallet.

7.4.3 Managing the Wallet Life Cycle

Typical life cycle events for an Oracle wallet are as follows:

s The wallet is created. Wallets can be created directly, or by importing a wallet file
from the file system.

s The list of available wallets are viewed and specific wallets selected for update.

= Wallets are updated or deleted. Update operations for password-protected wallets
require that the wallet password be entered.

s The wallet password can be changed for password-protected wallets.
s The wallet can be deleted.

= Wallets can be exported and imported.

7.4.4 Common Wallet Operations

This section describes the steps required to perform a range of wallet management
functions, including:

»  Creating a Wallet Using Fusion Middleware Control

»  Creating a Wallet Using WLST

»  Creating a Self-Signed Wallet Using Fusion Middleware Control
»  Creating a Self-Signed Wallet Using WLST

s Changing a Self-Signed Wallet to a Third-Party Wallet Using Fusion Middleware
Control

» Changing a Self-Signed Wallet to a Third-Party Wallet Using WLST
= Exporting a Wallet Using Fusion Middleware Control

= Exporting a Wallet Using WLST

= Importing a Wallet Using Fusion Middleware Control

s Importing a Wallet Using WLST

= Deleting a Wallet Using Fusion Middleware Control

s Deleting a Wallet Using WLST

7.44.1 Creating a Wallet Using Fusion Middleware Control
Take these steps to a wallet:

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

Click Create.
The Create Wallet page appears.

Enter a wallet name.

o » ©Dbd

Check or uncheck the Autologin box, depending on whether your wallet will be
an auto-login wallet. The default is an auto-login wallet.
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10.

See Section 7.4.1.1, "Password-protected and Autologin Wallets" for details.

Oracle Internet Directory Page kefreched Feb &, 2008 3:08:50 M pST 0

‘iallets = Create Wallet
Create Wallet OK | Cancel
The wallet name should be unique for a given component, The wallet bype can be auto-login or password-protected. Passwards, if specified, have a minimum length of
eight characters, and contain alphabetic characters combined with numeric or special characters, Auto-login wallet is an obfuscated Form of PKCS#12 wallet that
provides PKI-based access to services and applications without requiring a password at runtime. Auto-login wallet don't need a password to modify, or delete the
wallet. File system permissions provide the necessary security For Auta-login wallets,

Details
*\allet Mame | pid?

[ aute-login
*Wallet Password | sessssss

* Confirm Password | ssssssss

Click Submit.

At this point, you must choose whether to add a certificate request (CR) at this
time. If you choose not to do so, you can always add the CR later; see
Section 7.4.7.1, "Adding a Certificate Request Using Fusion Middleware Control."

In this example, we choose to add a CR:

Oracle Internet Directory Page Refreshed Feh b, 2009 3:11:42 PM pST Ll

Wallets > Create Wallet : Add Certificate Request
Create Wallet : Add Certificate Request ok | Cancel

To generate a certificate request (CR), enter the details of the CR. Click OK to generate a CR that you can cut and paste o export ko a file, You typically do this to get
a certificate signed by a Certificate Authority.

* Comman Mame | qidl
Organizational Unit
Organization
City
State
Country SRRETEREE T

Key Size | 1024 1w

Click Finish.
There are two options for the CR:

= Copy and paste the Base64-encoded certificate request from the text box to a
file

= Export it directly to a file with the Export Certificate Request button.

A message appears confirming the wallet creation.

7.4.4.2 Creating a Wallet Using WLST

Note: The WLST commands described in this chapter use Oracle
Internet Directory as the example component. The same commands
can be executed for Oracle HTTP Server or Oracle Web Cache by
changing the third parameter from "0id" to "ohs" or "webcache"
respectively.

Assuming the instance name is inst1, use this command to create a wallet:

createWallet('instl', 'oidl', 'oid', 'oid2', 'password')

where 01d2 is the wallet name and password is the password for this wallet. If an
auto-login wallet needs to be created, the password should be specified as " (that is, no
text between the quotes).
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7.4.4.3 Creating a Self-Signed Wallet Using Fusion Middleware Control

Take these steps to create a self-signed wallet:

See Also: Section 7.4.1.2, "Self-Signed and Third-Party Wallets"

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

2. C(Click Create Self-Signed Wallet.
3. On the Self-Signed Wallet page, enter data to create the wallet. This includes:
s The wallet name

»  Whether this is an auto-login wallet

See Also: Section 7.4.1.1, "Password-protected and Autologin
Wallets"

s The DN information
»  The key size

Oracle Internet Directary Page Refrashed Feb 6, 2009 3113156 PM pST Tl

‘Wallets = Create Self-Signed Wallet
Create Self-Signed Wallet Ok | Cancel
A self signed wallet is not signed by a well known CA, A self-signed wallet is not recommended in a production environment, The wallet name should be unigue for 3
given component. The wallet bype can be auto-login o password-protected. Passwords, if specified, have a minimum length of eight characters, and contain alphabetic
characters combined with numeric or special characters. Auto-login wallet is an obfuscated Form of PKCS#12 wallet that provides PkI-based access to services and
applications without requiring & password at runtime, Auto-login wallet don't need a password to modify, or delete the wallet, File system permissions provide the
necessary security for Auto-login wallets.

self-signed Wallet Details

*Wallet Name | selfsigned

Auto-login

Add Self-Signed Certificate
Add a self-signed certificate that becomes part of the wallet,
* Common Mame | |dap, acme. com
Organizational Unit | FOR, TESTING OMLY

Qrganization

City

State
Country £

Key Size | 1024 w

4. Click Submit.

5. A confirmation message is displayed and the new wallet appears in the list of

wallets.
Oracle Internet Directary » Page Refreshed Feb 6, 2009 3:16:12 PM PST [$]
& Confirmation =

Self-signed wallet selfsigned successfully created

Wallets
A Wallet is a Keystore that stores ¥.509 certificates and private keys in industry-standard, PECS #12 format, To create a wallet, click Create. To create a wallet with 5
self-signed certificate, click Create Self-Signed Wallet, To manage the conkents of a wallet, select a wallet and dlick Manage,

% Create... Delete, .. Create Self-Signed Wallet. .. b Import... Export... &d Manage. .
1)
Mame Auto-login
oid2
selfsigned "

7.4.4.4 Creating a Self-Signed Wallet Using WLST

Assuming the instance name is inst1, use these commands to create a self-signed
wallet:

createWallet('instl', 'oidl', 'oid', 'oid2', 'password')
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addSelfSignedCertificate('instl', 'oidl', 'oid', 'oid2', 'password', 'subject_dn',
'key_size')

where 01d2 is the wallet name, subject_dn is the distinguished name of the
self-signed certificate, key_size is the key size in bits and password is the password
for this wallet. If an auto-login wallet needs to be created, the password should be
specified as " (that is, with no text between the quotes).

7.4.4.5 Changing a Self-Signed Wallet to a Third-Party Wallet Using Fusion
Middleware Control

For steps to convert a self-signed wallet into a third-party wallet, see Section 7.4.8.3,
"Changing a Self-Signed Wallet to a Third-Party Wallet."

7.4.4.6 Changing a Self-Signed Wallet to a Third-Party Wallet Using WLST

For steps to convert a self-signed wallet into a third-party wallet, see Section 7.4.8.3,
"Changing a Self-Signed Wallet to a Third-Party Wallet."

7.4.4.7 Exporting a Wallet Using Fusion Middleware Control
Take these steps to export a wallet:

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

2. Select the row corresponding to the wallet of interest.

Note: Do not click on the wallet name itself; this opens the wallet for
certificate management operations.

Click Export.
The Export Wallet page appears.
Enter the filename and the location where the wallet is to be exported.

Click OK.

o o & W

Oracle Internet Directary +

wallets
A wWallet is a Keystore that stores ¥,509 certificates and private keys in industry-standard, PKCS #12 format, Toc
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, select a wallet and click

Create... 3¢ Delete... Create Self-Signed ‘Wallet. .. 1) Import... |3 Export...
Mame |
aidz Opening selfsigned.sso PZ|
selfsigned

‘fou have chosen to open

@ selfsigned.sso
which is a: 550 file
From: http://stanel4.us.oracle. com: 7001

What should Firefoz do with this file?

O g

(%): Save File
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7.4.4.8 Exporting a Wallet Using WLST

Assuming the instance name is inst1, use this command to export a wallet:

exportWallet ('instl', 'oidl', 'oid', 'selfsigned', 'password',6 '/tmp')

where password is the password for this wallet (specify " as password for auto-login
wallet).

If it is an auto-login wallet, this command will export the wallet into a file named
cwallet.sso under the directory /tmp. If it is a password-protected wallet, there will be
two files created under /tmp, namely ewallet.pl2 and cwallet. sso.

7.4.4.9 Importing a Wallet Using Fusion Middleware Control
Take these steps to import a wallet:

1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control".

2. Click Import.
3. The Import Wallet page appears.

4. If this is an auto-login wallet, check the box and enter the wallet name. No
password is required.

Oracle Internet Directory Page Refreshed Feb &, 2009 3:18:30 PM pST (2

Wallets = Import Wallet
Import Wallet Ok | Cancel

Click. "Browse" ta select the wallet and import it For the selected component, The wallet name should be unique For the component. Password-protected wallet Files
usually have a ".p12" extension and auto-login wallets have a “,ss0" extension, You import a wallet ko use For a component, For example with 531 oper ations,

File | Chcmallet.sso

futa-login
* Wallet Name

5. If this is not an auto-login wallet, uncheck the auto-login box. Specify both the
wallet name and password.

Oracle Internet Directary Page Refrashed Feb 6, 2009 3118130 PM pST 0l

‘Wallets = Import Wallet
Import Wallet Ok | Cancel

Click. "Browse" to select the wallet and import it For the selected component, The wallet name should be unique For the component, Password-protected wallet files
usually have a ".p12" extension and auto-login wallets have a ".ss0" extension. You import a wallet to use for a component, for example with S5L operations.

File [Chewaletpl2

O Auta-login
#yallet Mame | gids

Fwallet Passwitd | eeseees

6. Click OK. The wallet is imported into the repository.

7.4.4.10 Importing a Wallet Using WLST

Assuming the instance name is inst1, use this command to import a wallet:
importWallet ('instl', 'oidl', 'oid', 'o0id5', 'password',6 '/tmp/ewallet.pl2')
where password is the password of the wallet being imported and
/tmp/ewallet.pl2 contains the wallet file (if there are two files ewallet.pl12 and

cwallet.sso, point to ewallet.pl2). Point to cwallet.sso onlyifitisan
auto-login wallet - in this case, the password should be specified as ".

7.4.4.11 Deleting a Wallet Using Fusion Middleware Control
Take these steps to delete a wallet:
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1. Navigate to the Wallets page for your component instance. See Section 7.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

2. Select the row corresponding to the wallet of interest.

3. C(lick Delete.

Wallets
A Wallet is a Keystore that stores ¥,509 certificates and private keys in industry-standard, PKCS
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, selecl

@ Create... 3¢ Delete... ﬁ Create Self-Signed Wallet. .. &I Import...
Mame
nid2
selfsigned

& Delete wallet

Deleting a wallet also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the wallet selfsigned?

Delete

4. The wallet is deleted and no longer appears on the list of wallets.

7.4.4.12 Deleting a Wallet Using WLST

Assuming the instance name is inst1, use this command to delete a wallet:

deleteWallet('instl', 'oidl', 'oid', 'selfsigned')

7.45 Managing the Certificate Life Cycle
The complete certificate life cycle, starting from wallet creation, includes these actions:
1. Create an empty wallet (that is, a wallet that does not contain a certificate request).
2. Add a certificate request to the wallet.
3. Export the certificate request.
4. Use the certificate request to obtain the corresponding certificate.
5. Import trusted certificates.
6. Import the certificate.

These steps are needed to generate a wallet with a third-party trusted certificate. For
details about this task, see Section 7.4.7.9, "Converting a Self-Signed Certificate into a
Third-Party Certificate Using Fusion Middleware Control."

See Also: Section 7.4.6, "Accessing the Certificate Management Page
for Wallets in Fusion Middleware Control"

7.4.6 Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control

An Oracle wallet is associated with the component where it is utilized. To locate a
component instance:

» Log into Fusion Middleware Control using administrator credentials.

s Select the domain of interest.
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Note: You can use Setup to discover a specific Oracle WebLogic
Server domain to work with.

= Use the navigation pane to locate the instance (for example, an Oracle HTTP
Server instance) that will use the wallet.

After locating your component instance, there are two ways you can access a wallet's
certificate management page in Fusion Middleware Control:

= Go to the wallets page, select the line for the wallet of interest and click Manage.

»  Go to the wallets page, locate the wallet of interest, and click on the wallet
name.

On the Certificate Management page, you can:

= Add a certificate request.

»  Export a certificate request, a certificate, or a trusted certificate.
= Import a certificate or a trusted certificate.

»  Delete a certificate request, a certificate, or a trusted certificate.

7.4.7 Common Certificate Operations

This section describes the following common certificate operations:
= Adding a Certificate Request Using Fusion Middleware Control

= Exporting a Certificate, Certificate Request, or a Trusted Certificate Using Fusion
Middleware Control

= Importing a Certificate or a Trusted Certificate Using Fusion Middleware Control

»  Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using Fusion
Middleware Control

= Converting a Self-Signed Certificate into a Third-Party Certificate Using Fusion
Middleware Control

7.4.7.1 Adding a Certificate Request Using Fusion Middleware Control

It is possible to add a certificate request at the time you create the wallet, but if it was
not done at that time, you can do so using the following steps:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. C(Click Add Certificate Request.
3. A dialog box appears where you enter the CRs DN values:
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Manage Certificates: selfsigned

To generate a certificate signing reguest (Z5R), click "Add Certificate Request", After you create a C5R, ¢
signed certificate. Toimpart the CA signed certificate or trusted cert, click Impart. You can only import the
(CSR wias generated.

o Add Certificate Request 1% Impart... Export... 3 Delste...

Subject Name Add Certificate Request icale Type
CN=Idap.acme. cf icate Reguest
CN=ldap.acme. cf icate:
OU=Class 1 Publi * Cammon Mame | gide ed Certificate
Ol=Secure Serv Grganizational Unit ed Certificate
CN=ldap.acme. cf ed Certificate
CN=GTE CyberTr Qrganization ed Certificate
Ol=Class 3 Publi City ed Certificate
Oll=Class 2 Publl State ed Certificate

B E T —

Key Size | 1024 &

Cancel | OK

Fields marked with an asterisk (*) are required.
4. Click OK.

5. The new CRis generated and a dialog box appears with the CR in the text box.
You can either:

= Copy and paste the Base64-encoded certificate request to a file.

= Export it directly to a file with the Export Certificate Request button.

[@ confirmation [
A certificate request with Subject Mame Ch=oide, C=US is created inside the wallet "selfsigned"” . See the content of the Certificate Request below, You can
submit it to a Certificate Authority, You can use "Export Certificate Request” to export: it into a file,

Wallets > Manage Certificates
Manage Gertificates: selfsigned

Certificate Request

A certificate request with Subject Mame Ch=oidé, C=L5 is created inside the wallet "selfsigned” . See the content of the Certificate Request below. You can
submit it to & Certificate Autharity. You can use "Export Certificate Request” ta export it into a file.

————— BEGIN NEW CERTIFICATE REQUEST-----

MIIBWZCEX (IBADACMOEWE 0DV QG EWI Y UZ ENMABGA LUEAXMED? L KN JCENZANE gk qhk iGOwWOEL GEF

220BjQAWgYRCgYEAUZMOEKMype e lodey 22 LHDF P+226N1pS / [y +vhd3yKi2/J9c ITRqameny

Jzgleblz3 jRYEMEANRTDE 0Ab0/ REEXMEX LYHN2 kDEShr / UbK 3 pGAa PY XEy gEwT e LW/ kN4wT ZT¥ 1d

hx2gktC4 ENWRGY 10vvEY zhngiz doMREXNKCAWEAZaAAMAOGCEQGE [D3 DY EBBAUAA 4GEA LM4XURDh

MELEIINLAGNLYLLe s +qyvejc t8mDLlhaT 2uHNHUa Sy £ Lo2pHLO L jhzh/ ZnmymdvxNKSrvC Phzuc 2
If+ATYSUNCSSMEAndpha knReMynQLo2 iu+J2Ka0BX +ceqpFWha fxSNUBEMO3AdTangyse

20WngSD
————— END NEW CERTIFICATE REQUEST-----|

Close || Export Certificate Request

7.4.7.2 Adding a Certificate Request Using WLST

Assuming the instance name is inst1, use this command to add a certificate request
for a wallet:

addCertificateRequest('instl', 'oidl', 'oid', 'selfsigned', 'password',6 'subject_

dn', 'key_size')

where password is the password for this wallet, subject_dn is the distinguished
name by which the certificate request is generated and key_size is the key size in
bits.

7.4.7.3 Exporting a Certificate, Certificate Request, or a Trusted Certificate Using
Fusion Middleware Control

Take these steps to export a certificate, a certificate request (CR), or a trusted
certificate:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Select the certificate, CR, or trusted certificate and click Export.
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3. A dialog box appears with the certificate, CR, or trusted certificate in the text box.
You can either:

s Copy and paste the Base64-encoded certificate to a file.

= Export it directly to a file with the Export Certificate or Export Trusted
Certificate button.

7.4.7.4 Exporting a Certificate, Certificate Request, or a Trusted Certificate Using
WLST

Assuming the instance name is inst1, use this command to export a certificate
request:

exportWalletObject ('instl', 'oidl', 'oid', 'selfsigned', 'password',
'CertificateRequest', '/tmp', 'subject_dn')

where password is the password for this wallet, / tmp is the path under which the
certificate request is exported in BASE64 format in the file base64 . txt, and
subject_dn is the distinguished name of the certificate request that is exported.

To export a certificate or trusted certificate, replace CertificateRequest in the
above command with Certificate or TrustedCertificate.

7.4.7.5 Importing a Certificate or a Trusted Certificate Using Fusion Middleware
Control

Take these steps to import a certificate or a trusted certificate:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Click Import.

3. In the Import Certificate dialog, you can select either a certificate or a trusted
certificate.

4. There are two ways to do the import:
s Paste the Base64-encoded certificate or trusted certificate in the text box.

= Use the file selector to browse your file system to locate a file containing the
Base64-encoded certificate or trusted certificate.

Import Certificate

Certificate Type | Trusted Certificate
(O Paste Certificate or Certificate Chain
Paste the complete bases4-encoded certificate or certificste chain below,

{%] Select a File that contains the certificate or certificate chain

Cancel | OK

5. Click OK.

7.4.7.6 Importing a Certificate or a Trusted Certificate Using WLST

Assuming the instance name is inst1, use this command to import a certificate into a
wallet:

importWalletObject ('instl', 'oidl', 'oid', 'selfsigned',6 'password',
'Certificate', '/tmp/cert.txt')
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where password is the password for this wallet and /tmp/cert. txt is the file that
contains BASE64 encoded certificate.

To import a trusted certificate, replace Certificate in the above command with
TrustedCertificate.

7.4.7.7 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using
Fusion Middleware Control

Take these steps to delete a CR, a certificate, or a trusted certificate:

1. Navigate to the Certificate Management page. See Section 7.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Select the row containing the certificate request, certificate or trusted certificate.
3. C(lick Delete.
4. A dialog box appears, requesting confirmation.

Manage Certificates: selfsigned

To generate a certificats signing request (CSR), click "Add Certificate Request”, After you create a CSR, send it to your CA wha v
signed certificate, To import the CA signed certificate or trusted cert, dick Import. You can only import the CA-signed certificate ir
C5R was generated.

o Add Certificate Request: 1) Import... |y Export... 3¢ Delete...

Subject Hame Certificate Type Status  Key Size
Chi=Idap. acme. com, DU=FOR TESfis =t e— S 1024
Ch=0id6,C=US [} Delete Certificate 104

Ch=Idap.acme com, OU=FOR TES .
ISP EETE0 Are you sure you want to delete the selected

Oli=Clsss 2 Public Frimary Certfied  Captificate ChN=ldap.acme.com, OU=FOR TESTING 1024

Chi=ldap.acte com, OU=FOR TES  ONLY, C=US? 1024

OU=Secure Server Certification A 1000

CH=GTE CyberTrust Global Roct, | Delete 1024

OU=Class 3 Public Primary Certificammreatrmomey o= ergrrirerpe—ar—— e e 1024

©OU=Class 1 Public Primary Certfication Autherity, O="¥erisian, Inc.", C=US  Trusted Certificate  vald 1024
5. Click Yes.

6. The object no longer appears in the Manage Certificates list.

7.4.7.8 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using
WLST

Assuming the instance name is inst1, use this command to delete a certificate:

removeWalletObject ('instl', 'oidl', 'oid', 'selfsigned', 'password',
'Certificate', 'subject_dn')

where password is the password for this wallet and subject_dn is the
distinguished name of the certificate being deleted.

To delete a certificate request or trusted certificate, replace Certificate in the above
command with CertificateRequest or TrustedCertificate.

7.4.7.9 Converting a Self-Signed Certificate into a Third-Party Certificate Using
Fusion Middleware Control

A self-signed certificate residing in a wallet can be converted into a third-party
certificate signed by a certificate authority (CA). Take these steps to perform the task:

Note: The steps are illustrated for use with Oracle Internet Directory,
and similar steps are applicable for generating wallets to use with
Oracle HTTP Server and Oracle Web Cache.

1. From the navigation pane, locate your component instance.
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Navigate to component_name, the Security, then Wallets.
From the list of wallets, select the wallet that contains the self-signed certificate.

The Manage Certificates page appears. It contains the list of certificates in the
wallet.

A new certificate request must be generated for the self-signed certificate that is to
be converted. Select the self-signed certificate and click Add Certificate Request.
A dialog box appears:

Manage Certificates: selfsigned

Tao generate a certificate signing request (CSR), click "Add Certificate Request”. After vou create & CSR, =

signed certificate, To impork the A signed certificate or trusted cert, click Import, You can only import the
SR was generated.

o Add Certificate Request 1oy Irnport... Export...  $€ Delete...
Subject Mame | Add Certificate Request B IR
Ch=ldap. acre.cf icate Request
CH=Idap,acme.of icate
OlU=Class 1 Publi * Common Mame | gidg ed Cettificate
Oll=5ecure Sery, Organizational Unit ed Certificate
CN=ldap.acme. o ed Certificate
CN=GTE CyberTq Organization ed Certificate
Oll=Class 3 Publi City ed Certificate
Oll=Class 2 Publ State ed Certificate
B h—
Key Size | 1024 w
Cancel | OK

Enter the certificate request (CR) details and click OK.

The CR is generated. You can either:

= Copy and paste the Base64-encoded certificate request to a file.

= Export it directly to a file with the Export Certificate Request button.

Submit the certificate request file to a certificate authority to generate a certificate.
This is an offline procedure that you can execute in accordance with your local
policy for obtaining certificates.

The CA signs the certificate request and generates a certificate. The CA will return
you one of the following:

= A single file containing both the newly generated certificate and its own CA
certificate in pkcs7 format

= Two files, one containing the newly generated certificate and a second
containing its own CA certificate

Use Import to import these files into your wallet:

= If you received a single file from the CA, import it as a trusted certificate,
using an alias that matches the alias of the self-signed certificate you are
replacing (from Step 3).

s If you received two files:

— Import the file containing the CA certificate as a trusted certificate (use an
alias that is unique in the wallet).

— Import the certificate file as a certificate (using an alias that matches the
alias of the self-signed certificate you are replacing).

Note: The order is important: you must import the trusted certificate
first, followed by the certificate.
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The CA returned a single file, which is imported as a trusted certificate:

Import Certificate

Certificate Type | Trusted Certificate
() Paste Certificate or Certificate Chain
Paste the complete basetd-encoded certificate or certificate chain below,

{¥iselert a File that contains the certificate of certificate chain

File: Marme: Browse

Cancel

10. After import, the certificate issued by the CA replaces the self-signed certificate.

7.4.7.10 Converting a Self-Signed Certificate into a Third-Party Certificate Using
WLST

Follow these steps to convert a self signed certificate to a third-party certificate using
WLST:

1. Add a certificate request, for example:
addCertificateRequest('instl', 'oidl', 'oid', 'selfsigned', 'password',
'subject_dn', 'key_size')

2. Export the certificate request:
exportWalletObject ('instl', 'oidl', 'oid', 'selfsigned', 'password',

'CertificateRequest', '/tmp', 'subject_dn')

3. Submit the certificate request /tmp/base64 . txt to a certificate authority. The
CA will return a newly generated certificate and its own certificate, either as one
file in PKCS#7 format or as two separate files.

4. If you receive a single file from the CA, run the following command
importWalletObject ('instl', 'oidl', 'oid', 'selfsigned',6 'password',
'TrustedChain', '/tmp/cert.txt')

where password is the password for this wallet and /tmp/cert. txt is the file
that the CA returned and contains BASE64 encoded PKCS#7.

If you receive two files from the CA, import the CA certificate first as a trusted
certificate, followed by the newly generated certificate.

importWalletObject ('instl', 'oidl', 'oid', 'selfsigned',6 'password',

'TrustedCertificate', '/tmp/cacert.txt')

importWalletObject ('instl', 'oidl', 'oid', 'selfsigned',6 'password',
'Certificate', '/tmp/cert.txt')

where password is the password for this wallet, /tmp/cert. txt is the file that

the CA returned and contains BASE64 encoded certificate and
/tmp/cacert. txt is the file containing the BASE64 encoded CA certificate.

7.4.8 Wallet and Certificate Maintenance

This section contains the following administration topics:

s Location of Wallets

O
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= Effect of Host Name Change on Wallet
s Changing a Self-Signed Wallet to a Third-Party Wallet

= Replacing an Expiring Certificate in a Wallet

7.4.8.1 Location of Wallets

This section describes the location of wallets for different components.

Root Directory for an Oracle Internet Directory Wallet
The root directory for wallets is SORACLE_INSTANCE/OID/admin.

This root directory will contain subdirectories with wallet names; these subdirectories
will contain the actual wallet files.

For example, assuming there are two wallets named 0id1l and 0id2, respectively, a
sample structure could look like:

SORACLE_INSTANCE/OID/admin/oidl/cwallet.sso
SORACLE_INSTANCE/OID/admin/oidl/ewallet.pl2
SORACLE_INSTANCE/OID/admin/o0id2/cwallet.sso

Root Directory for an Oracle HTTP Server Wallet

The root directory for wallets is SORACLE_INSTANCE/config/OHS/ohs_
instance_name/keystores.

This root directory contains subdirectories with wallet names; these subdirectories
contain the actual wallet files.

For example, assuming there are two wallets named ohs1 and ohs2, respectively, a
sample structure could look like:

SORACLE_INSTANCE/config/OHS/ohs_instancel/keystores/ohsl/cwallet.sso
SORACLE_INSTANCE/config/OHS/ohs_instancel/keystores/ohsl/ewallet.pl2
SORACLE_INSTANCE/config/OHS/ohs_instancel/keystores/ohs2/cwallet.sso

Root Directory for an Oracle Web Cache Wallet

The root directory for wallets is SORACLE_
INSTANCE/config/WebCache/webcache instance_name/keystores.

This root directory will contain subdirectories with wallet names; these subdirectories
will contain the actual wallet files.

For example, assuming there are two wallets named wcl and wc2, respectively, a
sample structure could look like:

SORACLE_INSTANCE/config/WebCache/webcache_instancel/keystores/wcl/cwallet.sso
SORACLE_INSTANCE/config/WebCache/webcache_instancel/keystores/wcl/ewallet.pl2
SORACLE_INSTANCE/config/WebCache/webcache_instancel/keystores/wc2/cwallet.sso

7.4.8.2 Effect of Host Name Change on Wallet

Typically, the wallet DN is based on the host name of the server where the wallet is
used.

For example, if a wallet is being created for the Oracle HTTP Server my.example.com,
then the DN of the certificate in this Oracle HTTP Server wallet will be something like
"CN=my.example.com,O=organization name".

This synchronization is required because most clients do host name verification during
the SSL handshake.
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Clients that perform host name verification include web browsers and Oracle
HTTPClient, among others. If the host name of the server does not match that of the
certificate DN, then:

= A clear warning will be displayed (in the case of browser clients).
s There may be SSL handshake failure (in the case of other clients).

Thus, when you have a wallet on a server that is accepting requests from clients, you
must ensure that whenever the host name of this server changes, you also update the
certificate in the wallet.

You can do this by requesting a new certificate with a new DN (based on the new host
name).

For a Production Wallet
The steps are:

= Generate a new request with the new DN (based on new host name).
= Send this request to a certificate authority (CA).

= Get back a new certificate from the CA.

= Delete the older certificate and certificate request from the wallet.

= Import the new certificate.

For a Self-signed Wallet
The steps are:

»  Delete the existing wallet.

»  Create a new wallet with a self-signed certificate using the new DN (based on the
new host name).

For both production and self-signed wallets, once the new certificate is available in the
wallet, you need to make sure that it is imported into all the component wallets where
it needs to be trusted. For example, if Oracle WebLogic Server is SSL-enabled and the
certificate for Oracle WebLogic Server changed due to a host name change, then you
need to import its new certificate into the Oracle HTTP Server wallet so that it can
trust its new peer.

7.4.8.3 Changing a Self-Signed Wallet to a Third-Party Wallet

You can convert a self-signed wallet into a third-party wallet, one that contains
certificates signed by a trusted Certificate Authority (CA).

Assuming a self-signed wallet named MyWallet, containing a certificate with DN as
"CN=my . example.com, O=example", take these steps to convert it into a third-party
wallet:

1. Remove the user certificate "CN=my . example.com, O=example" from the wallet.

2. Remove the trusted certificate "CN=my . example.com, O=example" from the
wallet (this has the same DN as the user certificate, but is a separate entity
nonetheless).

3. Export the certificate request "CN=my . example.com, O=example" from the
wallet and save it to a file.

4. Give this certificate request file to a third-party certificate authority (CA) such as
Verisign.
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5.

6.

The CA will return one of the following:
m A user certificate file and its own certificate file

= A single file with a certificate chain consisting of a user certificate and its own
certificate

Import the above file(s) into the wallet.

7.4.8.4 Replacing an Expiring Certificate in a Wallet

An expiring certificate should be replaced before it actually expires to avoid or reduce
application downtime.

The steps for replacing an expiring certificate are as follows:

1.

Export the certificate request from the wallet (this is the same request for which
the current expiring certificate was issued).

Provide this certificate request to the third-party Certificate Authority (CA) for
certificate issuance. The validity date of the new certificate should be earlier than
the expiration date of the current certificate. This overlap is recommended to
reduce downtime.

Note: Steps 1 and 2 are not required when the third-party CA
already maintains the certificate request in a repository. In that case,
simply request the CA to issue a new certificate for that certificate
request.

Remove the existing certificate (the one that is about to expire) from the wallet.
Import the newly issued certificate into the wallet.

To reduce downtime, remove the previous certificate and import the new
certificate in the overlap period when the new certificate has become valid and the
older one has not yet expired.

If the new certificate was issued by a CA other than the one that issued the
original certificate, you may also need to import the new CA's trusted certificate
before importing the newly issued certificate.
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Deploying Applications

Deployment is the process of packaging application files as an archive file and
transferring them to a target application server. This chapter describes how to deploy
applications, such as Java EE or SOA applications, to Oracle Fusion Middleware.

It contains the following topics:

Overview of Deploying Applications

Understanding Data Sources

Deploying, Undeploying, and Redeploying Java EE Applications
Deploying, Undeploying, and Redeploying Oracle ADF Applications
Deploying, Undeploying, and Redeploying SOA Composite Applications
Deploying, Undeploying, and Redeploying WebCenter Applications
Changing MDS Configuration Attributes for Deployed Applications

8.1 Overview of Deploying Applications

Oracle WebLogic Server provides a Java EE-compliant infrastructure for deploying,
undeploying, and redeploying Java EE-compliant applications and modules.

You can deploy the following into Oracle WebLogic Server:

A complete Java EE application packaged as an Enterprise Archive (EAR) file.

Standalone modules packaged as Java Archive files (JARs) containing Web
Services, Enterprise JavaBeans (E]Bs), application clients (CARs), or resource
adapters (RARs).

An ADF application. Oracle Application Development Framework (Oracle ADF) is
an end-to-end application framework that builds on Java Platform, Enterprise
Edition (Java EE) standards and open-source technologies to simplify and
accelerate implementing service-oriented applications.

An Oracle SOA Suite composite application. A SOA composite application is a
single unit of deployment that greatly simplifies the management and lifecycle of
SOA applications.

An Oracle WebCenter application. WebCenter applications differ from traditional
Java EE applications in that they support run-time customization, including the
application's pages, the portlets contained within these pages, and document
libraries.

A Metadata Archive (MAR) is a compressed archive of selected metadata, such as the
application-level deployment profile, for an application. A MAR is used to deploy
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metadata content to the metadata service (MDS) repository. The following application
types use a MAR as a container for content that is deployed to the MDS repository:
ADF applications, SOA composite applications, and Oracle WebCenter applications.

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy an
application. Which method you use depends on the type of application, as described
in Table 8-1.

Table 8-1 Tools to Deploy Applications

Type of Application Tools to Use

Pure Java EE application Oracle WebLogic Server Administration Console
Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

ADF application Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

SOA Composite application Fusion Middleware Control: SOA Composite Deployment
Wizard

Oracle JDeveloper
WLST command line
WebCenter application Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

If your application uses an MDS Repository, you must register the repository with the
Oracle WebLogic Server domain before you deploy your application. Applications
such as custom Java EE applications developed by your organization and some Oracle
Fusion Middleware component applications, such as Oracle B2B, and Oracle Web
Services Manager, use an MDS Repository. For information about the MDS Repository
and registering the repository, see Section 11.3.

Note: If your application contains an application-level credential
store, and you are moving the application from a test to a production
environment, you must reassociate the credential store, as described
in "Reassociating the Domain Policy Store" in the Oracle Fusion
Middleware Security Guide.

8.2 Understanding Data Sources

A data source is a Java object that application components use to obtain connections to
a relational database. Specific connection information, such as URL or user name and
password, are set on a data source object as properties and do not need to be explicitly
defined in an application's code. This abstraction allows applications to be built in a
portable manner, because the application is not tied to a specific back-end database.
The database can change without affecting the application code.

Applications use the Java Naming and Directory Interface (JNDI) API to access a data
source object. The application uses a JNDI name that is bound to the data source
object. The JNDI name is logical and can be mapped to any data source object. Like
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data source properties, using JNDI provides a level of abstraction, since the
underlying data source object can change without any changes required in the
application code. The end result is the details of accessing a database are transparent
to the application.

See Also:  Oracle Fusion Middleware Configuring and Managing JDBC
for Oracle WebLogic Server for more information about data sources

When you configure certain Oracle Fusion Middleware components, such as Oracle
SOA Suite or Oracle WebCenter, using the Oracle WebLogic Server Configuration
Wizard, you specify the data source connection information. If the components use the
MDS Repository, the Configuration Wizard prepends "mds-" to the data source name
to indicate that the data source is a system data source used by MDS Repository.

See Also: Oracle Fusion Middleware Creating Domains Using the
Configuration Wizard for information about specifying data sources
with the Configuration Wizard

To create an MDS data source, you should use Fusion Middleware Control or WLST to
set the correct attributes for the data source. The MDS data source is displayed in the
navigation pane in Fusion Middleware Control and in the domain structure in the
Administration Console. If your application uses an MDS Repository, you must
register the repository with the Oracle WebLogic Server domain before you deploy
your application. For information about the MDS Repository and registering the
repository, see Section 11.3.

Note: When you create the data source, you must use the MDS
schema created by the Repository Creation Utility (RCU), not other
schemas.

Although it is not recommended, you can also use the Oracle WebLogic Server
Administration Console to create a MDS data source. If you do, note the following:

= You must prefix the data source name with "mds-" if you intend it to be used with
MDS Repository.

= You must target the data source to the Administration Server and to all Managed
Servers to which you are deploying applications that need the data source.

= You must turn off global transactions.

If you are using RAC or Oracle Fusion Middleware Cold Failover Cluster, you must
configure multi data sources. To do so, you must use the Oracle WebLogic Server
Administration Console. Note that if you create a multi data source and you add an
existing MDS data source to it, the data source you added is no longer considered a
valid MDS repository. The repository is not displayed in Fusion Middleware Control
or Oracle WebLogic Server Administration Console. For example, the MDS repository
is not listed in the Fusion Middleware Control navigation pane and is not displayed as
a choice for a target metadata repository when you deploy an application.

See Also: Oracle Fusion Middleware Configuring and Managing [DBC
for Oracle WebLogic Server for more information about configuring
multi data sources
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8.3 Deploying, Undeploying, and Redeploying Java EE Applications

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy a
Java EE application. The following topics describe using Fusion Middleware Control

and the command line to accomplish these tasks.:
= Deploying Java EE Applications

= Undeploying Java EE Applications

= Redeploying Java EE Applications

See Also:

Oracle Fusion Middleware Deploying Applications to Oracle

WebLogic Server for information about deploying using Oracle
WebLogic Server Administration Console and for more information

about using the WLST command line

8.3.1 Deploying Java EE Applications

You can deploy an application to a WebLogic Managed Server or a cluster. This
section describes how to deploy an application to a Managed Server.

8.3.1.1 Deploying Java EE Applications Using Fusion Middleware Control

To deploy a Java EE application to a Managed Server using Fusion Middleware

Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the

domain.

2. Select the server in which you want to deploy the application.

The server home page is displayed.

3. From the WebLogic Server menu, choose Application Deployment, then Deploy.

The Deployment Wizard, Select Archive page is displayed, as shown in the

following figure:

o

select Archive  Select Target  Application Attributes  Deployment Settings

Select Archive @

Specify the application or the exploded directory, Optionally vou can specify a deployment plan,

Archive or Exploded Directory
Java EE archive, Web Modules (WaAR files), EJB Modules {EJB JAR files) and Resource Adapter Modules (RAR

files) can be deployed, You can also deploy an exploded archive that is present on the server where Enterprise
Manager is running,

(%) archive is on the machine where this web browser is running.

Browse...

() awrchive or exploded directory is on the server where Enterprise Manager is running.

Deployment Plan

The deployment plan is a file that contains the deployment settings For an application, You can use a previously
saved deployment plan For this application.Later in the deployment process, you can optionally edit the
deployment. plan and save it for a Future deployment of this application, If vou do not have a deployment plan,
one will be created automatically during the deployment process when deployment configuration is done,

(%) Create a new deployment plan when deployment configuration is done,
(O Deployment plan is on the maching where this web browser is running.

Browse...

(O Deployment plan is on the server where Enterprise Manager is running.

Cancel | Step1of 4 | Mext

=| Information

Use this page to deploy Java EE
applications that require Oracle
Metadata Services (MD3) or that take
advantage of the Oracle Application
Development Framework (Oracle ADF),

If your application is a SO& composite,
use the S04 Composite deployment
wizard,

IF your application is not a SOA
composite or it does not require an MDS
repository or ADF connections, then you
can deploy your application using this
wizard or the Cracle WeblLogic Server
Administration Console.

4. In the Archive or Exploded Directory section, you can select one of the following:
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10.

11.

12.

13.

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

s Deployment plan is on the machine where this web browser is running. If
you select this option, enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

Click Next.
The Select Target page is displayed.

Select the target to which you want to deploy the application. The Administration
Server, Managed Servers, and clusters are listed. You can select a cluster, one or
more Managed Server in the cluster, or a Managed Server that is not in a cluster.
Although the Administration Server is shown in the list of targets, you should not
deploy an application to it. The Administration Server is intended only for
administrative applications such as the Oracle WebLogic Server Administration
Console.

Click Next.
The Application Attributes page is displayed.

In the Application Attributes section, for Application Name, enter the application
name.

In the Context Root of Web Modules section, if the web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the web module. Each web
module or EJB module that contains web services may have a context root.

In the Distribution section, you can select one of the following:
= Distribute and start application (servicing all requests)

= Distribute and start application in admin mode (servicing only admin
requests)

s Distribute only
Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, you can:

s Configure Web modules: Click Go to Task in the Configure Web Modules
row. The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.
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= Configure application security. Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed.

If the application contains jazn-data.xml or cwallet.sso, the Configure
Application Security page displays the following sections:

— Ifit contains jazn-data.xml, the page displays the Application Policy
Migration section.

- Ifit contains cwallet.sso, the page displays the Application Credential
Migration section.

- Ifit contains both, the page displays both sections.

For information about these settings, see "Deploying JavaEE and ADF
Applications with Oracle Enterprise Manager" in the Oracle Fusion Middleware
Security Guide.

If the application contains neither of these files, the Configure Application
Security page displays the following options:

— DD Only: Use only roles and policies that are defined in the deployment
descriptors.

— Custom Roles: Use roles that are defined in the Administration Console;
use policies that are defined in the deployment descriptor.

- Custom Roles and Policies: Use only roles and policies that are defined in
the Administration Console.

- Advanced: Use a custom model that you have configured on the realm's
configuration page.

s Configure EJB modules: Click Go to Task in the Configure EJB modules row.
The Configure EJB Modules page is displayed. Click Configure EJB
Properties to view and edit the general configuration for the EJBs or Map
Resource References to map the resource preferences.

For example, you can configure the maximum number of beans in the free
pool or the network access point.

14. Expand Deployment Plan.

You can edit and save the deployment plan, if you choose. If you edit the
deployment plan and change descriptor values, those changes are saved to the
deployment plan. In addition, the following configurations are saved to the
deployment plan:

= Application attributes
= Web module configuration
= EJB configuration

Application attributes related to MDS are stored in the file adf-config.xml.
Application security attributes are stored in weblogic-application.xml.

Fusion Middleware Control updates the relevant files and repackages the .ear file.
15. Click Deploy.
Fusion Middleware Control displays processing messages.

16. When the deployment is completed, click Close.
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To deploy an application to multiple servers at the same time, navigate to the domain.
Then, from the WebLogic Domain menu, select Application Deployment, then
Deploy. The deployment wizard displays a page where you can select the servers.

8.3.1.2 Deploying Java EE Applications Using the WLST Command Line

You can deploy an application using the WLST command line. To deploy a Java EE
application when WLST is connected to the Administration Server, you use the WLST
command deploy, using the following format:

deploy (app_name, path, [targets] [stageMode]l, [planPath], [options])

You must invoke the deploy command on the computer that hosts the Administration
Server.

For example, to deploy the application mainWebApp:

deploy ("myApp", "/scratch/applications/wlserver_
10.3/samples/server/examples/build/mainWebApp")

You can also deploy the application using the weblogic.deployer, as shown in the
following example:

java weblogic.Deployer -adminurl http://localhost:7001
-user weblogic -password weblogic -deploy
-name myApp c:\localfiles\mainWebApp
-plan c:\localfiles\productionEnvPlan.xml

See Also:

= "Deployment Tools" in Oracle Fusion Middleware Deploying
Applications to Oracle WebLogic Server for more information about
using WLST to deploy applications

»  The Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference

8.3.2 Undeploying Java EE Applications

You can undeploy an application from a Managed Server or a cluster. This section
describes how to undeploy an application from a Managed Server.

8.3.2.1 Undeploying Java EE Applications Using Fusion Middleware Control

To undeploy a Java EE application from a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand Application Deployments.
2. Select the application to undeploy.
The application home page is displayed.

3. From the Application Deployment menu, choose Application Deployment, then
Undeploy.

The confirmation page is displayed.
4. Click Undeploy.
Processing messages are displayed.

5. When the operation completes, click Close.
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Alternatively, you can navigate to the domain, Managed Server, or cluster. Then, from
the target's menu, choose Application Deployment, then Undeploy. In the Select
Application page, select the application you want to undeploy.

8.3.2.2 Undeploying Java EE Applications Using the WLST Command Line

You can undeploy an application using the WLST command line. To undeploy a Java
EE application when WLST is connected to the Administration Server, you use the
WLST command undeploy, using the following format:

undeploy (app_name, path, [targets] [options])

You must invoke the undeploy command on the computer that hosts the
Administration Server.

For example, to undeploy the application businessApp from all target servers and
specify that WLST wait 60,000 ms for the process to complete:

wls: /mydomain/serverConfig> undeploy ('businessApp', timeout=60000)

8.3.3 Redeploying Java EE Applications

You can redeploy an application that has been undeployed from a WebLogic Managed
Server or a cluster. This section describes how to redeploy an application to a
Managed Server.

8.3.3.1 Redeploying Java EE Applications Using Fusion Middleware Control

To redeploy a Java EE application to a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand the farm, then Application Deployments.
2. Select the application.
The application home page is displayed.

3. From the Application Deployment menu, choose Application Deployment, and
then Redeploy.

The Select Application page is displayed.
4. Click Next.
5. In the Archive or Exploded Directory section, you can select one of the following:

= Archive is on the machine where this browser is running. Then, enter the
location of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Then, enter the location of the archive or click Browse to find the
archive file.

6. In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

= Deployment plan is on the machine where this web browser is running. If
you select this option, enter the path to the plan.

= Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

7. Click Next.
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The Application Attributes page is displayed.
8. Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

9. On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, you can:

= Configure Web modules
s Configure application security
= Configure EJB modules

10. Expand Deployment Plan.

You can edit and save the deployment plan, if you choose. If you edit the
deployment plan and change descriptor values, those changes are saved to the
deployment plan. In addition, the following configurations are saved to the
deployment plan:

= Application attributes
= Web module configuration
= EJB configuration

Application attributes related to MDS are stored in the file adf-config.xml.
Application security attributes are stored in weblogic-application.xml.

Fusion Middleware Control updates the relevant files and repackages the .ear file.
11. Click Redeploy.
Processing messages are displayed.

12. When the operation completes, click Close.

8.3.3.2 Redeploying Java EE Applications Using the WLST Command Line

You can redeploy an application using the WLST command line. To redeploy a Java
EE application when WLST is connected to the Administration Server, you use the
WLST command redeploy, using the following format:

redeploy (app_name, planpath, [options])

You must invoke the redeploy command on the computer that hosts the
Administration Server.

For example, to redeploy the application businessApp from all target servers:

redeploy ('businessApp')

8.4 Deploying, Undeploying, and Redeploying Oracle ADF Applications

The Oracle Application Development Framework (Oracle ADF) is an end-to-end
application framework that builds on Java Platform, Enterprise Edition (Java EE)
standards and open-source technologies to simplify and accelerate implementing
service-oriented applications.

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy an
Oracle ADF application. The following topics describe using Fusion Middleware
Control, the Administration Console, and the command line to accomplish these tasks:
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Deploying Oracle ADF Applications
Undeploying Oracle ADF Applications
Redeploying Oracle ADF Applications
See Also: Oracle Fusion Middleware Fusion Developer’s Guide for Oracle

Application Development Framework for information on developing ADF
applications and for deploying them using Oracle JDeveloper

8.4.1 Deploying Oracle ADF Applications

You can deploy an application to a WebLogic Managed Server or a cluster. This
section describes how to deploy an application to a Managed Server. This example
assumes that you have created an .ear file containing the ADF application.

8.4.1.1 Deploying ADF Applications Using Fusion Middleware Control
To deploy an Oracle ADF application using Fusion Middleware Control:

1.

From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

Select the server in which you want to deploy the application.

The server home page is displayed.

From the WebLogic Server menu, choose Application Deployment, then Deploy.
The Deployment Wizard, Select Archive page is displayed.

In the Archive or Exploded Directory section, you can select one of the following;:

= Archive is on the machine where this browser is running. Then, enter the
location of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Then, enter the location of the archive or click Browse to find the
archive file.

In the Deployment Plan section, you can select one of the following:
»  Create a new deployment plan when deployment configuration is done.

= Deployment plan is on the machine where this web browser is running. If
you select this option, enter the path to the plan.

= Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

Click Next.

The Select Target page is displayed.

Select the target to which you want to deploy the application.

Click Next.

The Application Attributes page is displayed, as shown in the following figure:
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(=] = =} (|
Select Archive  Seleck Target  Application Attributes Deployment Settings

Application Attributes @ Cancel || Back |Step3of4 | Mext || Deploy

Archive Type Java EE Application (EAR File)
Archive Location mdsappdb.ear
Deployment Plan Create a new plan
Deployment Target soa_serverl

* application Mame | mdsappdb

Context Root of Web Modules
Web Module Context Rook
mdsappdbweb.war mdsappdbweb

Target Metadata Repository
Select the metadata repository and specifiy the partition in the repository that the application will be deploved to,

The metadata repository “"mds-appDERepos {Database)" specified in this application is not a registered repository in this
domain, Select a registered repository,

* Repository Mame  mds-appDBRepos /
Repository Type Database
* Partition | mdsappdb|

Shared Metadata Repositories
Select shared metadata repositories and partitions For the application,

The metadata repositary | partition pairs "mds-appDERepos "Mmdsappdbt ", "mds-sppDBRepos" Mmdsappdk ™ spedfied in this application are nat registered
repositories and valid partitions in this domain,

Mamespace * Repository Tvpe * Partition Lacation Edit

/b mds-DERepos1 Database msappdk jobcimids 1OF M /

fi mds-DERepos1 Database mdzappdb2 jolbcimesOF ra
Distribution

(%) Distribute and skart application (servicing all requests)
(O Distribute and skart application in admin mode (servicing only admin requests)
(O Distribute only

+|0ther Dptions

9. In the Application Attributes section, for Application Name, enter the application
name.

10. In the Context Root of Web Modules section, if the web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the web module. Each web
module or EJB module that contains web services may have a context root.

11. The Target Metadata Repository section allows you to choose the repository and
partition for this application. If the partition name is not specified in the
adf-config.xml file, the application name plus the version is used as the default
partition name. This ensures that the partition used is unique in the domain so
that the metadata for different applications will not be accidentally imported into
the same repository partition and overwrite each other. Typically, each
application's metadata is deployed to its own partition.

= To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

= To change the partition, enter the partition name in Partition Name. Oracle
recommends that you create a new partition for each application. If you enter
a name of a partition that does not exist, the partition is created.

The adf-config.xml file in the .ear file is updated with the new information.
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12.

13.

14.

15.

If the partition or repository specified in the application is not valid in the domain,
Fusion Middleware Control displays a message.

If the application's adf-config.xml file archive contains MDS configuration for an
MDS shared repository, the Shared Metadata Repository section is displayed. It
allows you to choose the repository and partition for this application. If the
partition or repository specified in the application is not valid in the domain,
Fusion Middleware Control displays a message.

If you change the repository or partition, the adf-config.xml file in the .ear file is
updated with the new information.

In the Distribution section, you can select one of the following;:
s Distribute and start application (servicing all requests)

s Distribute and start application in admin mode (servicing only admin
requests)

s Distribute only
Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, you can:

= Configure Web modules: Click Go to Task in the Configure Web Modules
row. The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.

= Configure application security. Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed.

If the application contains jazn-data.xml or cwallet.sso, the Configure
Application Security page displays the following sections:

— Ifit contains jazn-data.xml, the page displays the Application Policy
Migration section.

- Ifit contains cwallet.sso, the page displays the Application Credential
Migration section.

- Ifit contains both, the page displays both sections.

For information about the settings in this page, see "Deploying JavaEE and
ADF Applications with Oracle Enterprise Manager" in the Oracle Fusion
Middleware Security Guide

If the application contains neither of these files, the Configure Application
Security page displays the following options:

— DD Only: Use only roles and policies that are defined in the deployment
descriptors.

— Custom Roles: Use roles that are defined in the Administration Console;
use policies that are defined in the deployment descriptor.
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— Custom Roles and Policies: Use only roles and policies that are defined in
the Administration Console.

— Advanced: Use a custom model that you have configured on the realm's
configuration page.

s Configure EJB modules: Click Go to Task in the Configure EJB modules row.
The Configure EJB Modules page is displayed. Click Configure EJB
Properties to view and edit the general configuration for the EJBs or Map
Resource References to map the resource preferences.

For example, you can configure the maximum number of beans in the free
pool or the network access point.

s Configure ADF Connections. To modify the ADF connections, click Go to
Task in the Configure ADF Connections row. The Configure ADF
Connections page is displayed, showing the current connection information.
To modify a connection type, click the Edit icon for a particular row. For
example, you can modify the connection information for an external
application. For more information about ADF connections, see Oracle Fusion
Middleware Fusion Developer’s Guide for Oracle Application Development
Framework.

16. Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.
17. Click Deploy.

Fusion Middleware Control displays processing messages.
18. When the deployment is completed, click Close.

To deploy an application to multiple servers at the same time, navigate to the domain.
Then, from the WebLogic Domain menu, select Application Deployment, then
Deploy. The deployment wizard displays a page where you can select the servers.

8.4.1.2 Deploying ADF Applications Using the WLST Command Line or the
Administration Console

You can deploy an ADF application using the WLST command line or the Oracle
WebLogic Server Administration Console.

Take the following steps:

1. If your application uses an MDS repository, you must configure the application
archive (.ear) file before you deploy your application. You must provide the
repository information for the deploy target repository and any shared metadata
repositories using the WLST getMDSArchiveConfig command. The repository
specified must already be registered with the domain before deploying the
application. The following example show how to use this command to get the
MDSArchiveConfig and call the setAppMetadataRepository method to set the
deploy target repository. Otherwise, your application will fail to start.

wls:/offline> archive = getMDSArchiveConfig(fromLocation="'/tmp/Appl.ear"')
wls:/offline> archive.setAppMetadataRepository (repository="'AppReposl’',
partition='partitionl', type='DB', jndi='mds-jndil')

The operation places the changes in the MDS configuration portion of the
adf-config.xml file in the archive file.

2. Save the changes to the original .ear file, using the following command:
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wls:/offline> archive.save()

Deploy the application.

To deploy an application when WLST is connected to the Administration Server,
you use the WLST command deploy, using the following format:

deploy (app_name, path, [targets] [stageMode]l, [planPath], [options])

You must invoke the deploy command on the computer that hosts the
Administration Server.

For example, to deploy the application myApp:

deploy ("myApp", "/scratch/applications/myApp", targets='myserver',
timeout=120000))

See Also:

= "Deployment Tools" in Oracle Fusion Middleware Deploying
Applications to Oracle WebLogic Server for more information about
using WLST to deploy applications

»  The Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference
To deploy the application using the Oracle WebLogic Server Administration
Console:

a. If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

b. In the left pane of the Administration Console, select Deployments.

c. Inthe right pane, click Install.

See Also: The Help in the Oracle WebLogic Server Administration
Console.

8.4.2 Undeploying Oracle ADF Applications

To undeploy an Oracle ADF application using Fusion Middleware Control:

1.

4.

From the navigation pane, expand Application Deployments, then the
application to undeploy.

The application home page is displayed.

From the Application Deployment menu, choose Application Deployment, then
Undeploy.

The confirmation page is displayed.
Click Undeploy.
Processing messages are displayed.

When the operation completes, click Close.

Alternatively, you can navigate to the domain, Managed Server, or cluster. Then, from
the target's menu, choose Application Deployment, then Undeploy. In the Select
Application page, select the application you want to undeploy.

Note that when you undeploy an application, documents stored in the MDS partition
are not deleted.
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8.4.3 Redeploying Oracle ADF Applications

When you redeploy an application, if the application contains a Metadata Archive
(MAR), the contents of the MAR is imported to the application's metadata repository
only if the MAR is changed. If the MAR is unchanged from previous deployment of
the application, it is ignored.

To redeploy an Oracle ADF application using Fusion Middleware Control:

1.
2.

10.

From the navigation pane, expand the farm, then Application Deployments.
Select the application.
The application home page is displayed.

From the Application Deployment menu, choose Application Deployment, and
then Redeploy.

The Select Application page is displayed.

Click Next.

The Select Archive page is displayed.

In the Archive or Exploded Directory section, you can select one of the following;:

= Archive is on the machine where this browser is running. Then, enter the
location of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Then, enter the location of the archive or click Browse to find the
archive file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

s Deployment plan is on the machine where this web browser is running. If
you select this option, enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

Click Next.
The Application Attributes page is displayed.

In the Application Attributes section, for Application Name, enter the application
name.

In the Context Root of Web Modules section, if the web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the web module. Each web
module or EJB module that contains web services may have a context root.

The Target Metadata Repository section is displayed. It allows you to choose the
repository and partition for this application:

= To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

= To change the partition, enter the partition name in Partition Name. Oracle
recommends that you create a new partition for each application. If you enter
a name of a partition that does not exist, the partition is created.
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11.

12.

13.

14.

15.

16.
17.

If the application's adf-config.xml file archive contains MDS configuration for an
MDS shared repository, the Shared Metadata Repository section is displayed. It
allows you to choose the repository and partition for this application.

Click Next.
The Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. You can:

= Configure Web modules

s Configure application security

Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.
Click Deploy.

Fusion Middleware Control displays processing messages.
When the deployment is completed, click Close.

In the Confirmation page, click Redeploy.

8.5 Deploying, Undeploying, and Redeploying SOA Composite

Applications

SOA composite applications consist of the following:

Service components such as Oracle Mediator for routing, BPEL processes for
orchestration, human tasks for workflow approvals, business rules for designing
business decisions, and complex event processing (CEP) for queries of event
streams

Binding components (services and references) for connecting SOA composite
applications to external services, applications, and technologies

These components are assembled together into a SOA composite application. This
application is a single unit of deployment that greatly simplifies the management and
lifecycle of SOA applications.

You can use Fusion Middleware Control, Oracle JDeveloper, or the command line to
deploy, undeploy, or redeploy a SOA application. The following topics describe using
Fusion Middleware Control to accomplish these tasks:

Deploying SOA Composite Applications
Undeploying SOA Composite Applications
Redeploying SOA Composite Applications

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite

8.5.1 Deploying SOA Composite Applications

When you deploy a SOA composite application, the deployment extracts and activates
the composite application in the SOA Infrastructure.

You can deploy SOA composite applications from Fusion Middleware Control with
the Deploy SOA Composite wizard:
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1. From the navigation pane, expand the farm, then SOA, and then select soa-infra.
The SOA Infrastructure home page is displayed.
2. From the SOA Infrastructure menu, choose SOA Deployment, then Deploy.

The Deployment Wizard, Select Archive page is displayed, as shown in the
following figure:

4 soa-infra (orace 504 Infra) @ ¢ Deploy SOA Composite Q
e T

Select Archive Select Target  Confirmation

Select Archive @ Cancel | Step1of3 | Mext

This wizard lets you create a runtime environment For SO& composite applications, Once this operation is performed, these applications can be administered
using Oracle Enterprise Manager, & single composite revision or a bundle containing revisions of mulkiple S04 composites can be deployed.,

Specify the archive or expanded directory and configuration plan to deploy a single revision of a S0A composite, Or specify a ZIP file and configuration plan to
deploy multiple composite revisions at once,

Archive or Exploded Directory

You can deploy a Service archive (SAR) or a ZIP file containing one or more Service archives (SARs), You can also deploy an expanded archive directory that is

present on the server on which Enterprise Manager is running. Ensure that the revision information for each SOA composite is provided in its application
package.

(%) archive is on the machine where this web browser is running.

Browse...

(O awrchive or exploded directory is on the server where Enterprise Manager is running.

Configuration Plan

The configuration plan is a file that contains the deployment settings for a SO& composite revision,

(%) Mo external configuration plan is required.
() Configuration plan is on the maching where this web browser is running.

Browse...

() Configuration plan is on the server where Enterprise Manager is running,

3. In the Archive or Exploded Directory section, specify the archive of the SOA
composite application to deploy. The archive contains the project files of the
application to be deployed (for example, HelloWorld_rev1.0.jar for a single
archive or OrderBooking rev1.0.zip for multiple archives).

4. In the Configuration Plan section, optionally specify the configuration plan to
include with the archive. The configuration plan enables you to define the URL
and property values to use in different environments. During the process
deployment, the configuration plan is used to search the SOA project for values
that must be replaced to adapt the project to the next target environment.

5. Click Next.
The Select Target page appears.

6. Select the WebLogic Server or cluster to which to deploy the SOA composite
application archive. You can deploy to multiple servers and clusters.

7. Click Next.
The Confirmation page appears.
8. Review your selections.

9. Select whether or not to deploy the SOA composite application as the default
revision. The default revision is instantiated when a new request comes in.

10. Click Deploy.
Processing messages are displayed.

11. When deployment has completed, click Close.
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See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite for complete information about deploying SOA Composite
applications

8.5.2 Undeploying SOA Composite Applications

You can undeploy SOA composite applications from Fusion Middleware Control:

1. From the navigation pane, expand the farm, then SOA, and then select soa-infra.
The SOA Infrastructure home page is displayed.

2. From the SOA Infrastructure menu, choose SOA Deployment, then Undeploy.
The Confirmation page is displayed.

3. Review your selections.

4, If you are satisfied, click Undeploy.
Processing messages are displayed.

5. When undeployment has completed, click Close.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite for complete information about deploying SOA Composite
applications

8.5.3 Redeploying SOA Composite Applications

You can redeploy SOA composite applications from Fusion Middleware Control with
the Redeploy SOA Composite wizard:

1. From the navigation pane, expand the farm, then SOA, and then select soa-infra.
The SOA Infrastructure home page is displayed.

2. From the SOA Infrastructure menu, choose SOA Deployment, then Redeploy.
The Select Archive page appears.

3. In the Archive or Exploded Directory section, select the location of the SOA
composite application revision you want to redeploy.

4. In the Configuration Plan section, optionally specify the configuration plan to
include with the archive.

5. Click Next.
The Confirmation page appears.

6. Select whether or not to redeploy the SOA composite application as the default
revision.

7. Click Redeploy.
Processing messages are displayed.

8. When redeployment has completed, click Close.

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
SOA Suite for complete information about deploying SOA Composite
applications
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8.6 Deploying, Undeploying, and Redeploying WebCenter Applications

WebCenter applications differ from traditional Java EE applications in that they
support run-time customization, such as the application's pages, the portlets contained
within these pages, and the document libraries. Customizations are stored as follows:

s WebCenter application customizations are stored in Oracle Metadata Services
(MDS), which is installed in a database.

= Portlet producer customizations (or preferences) are usually stored in a database
preference store.

You can use Fusion Middleware Control, Oracle JDeveloper, or the command line to
deploy, undeploy, or redeploy a WebCenter application. The following topics describe
using Fusion Middleware Control to accomplish these tasks:

= Deploying WebCenter Applications
= Undeploying WebCenter Applications
= Redeploying WebCenter Applications

See Also: Oracle Fusion Middleware Administrator’s Guide for Oracle
WebCenter

8.6.1 Deploying WebCenter Applications

To deploy your application to a Managed Server that resides outside JDeveloper, you
must first create application deployment plans. In Oracle JDeveloper, first create a
project-level deployment profile and then an application-level deployment profile. The
project-level deployment profile is packaged as a Web Application Archive (WAR)
file. The application-level deployment profile is packaged as a Metadata Archive
(MAR). A MAR is a compressed archive of selected metadata. A single MAR can
contain metadata content of multiple projects. MAR files are used to deploy metadata
content to the MDS repository. For information about creating deployment plans with
Oracle JDeveloper, see Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter.

To deploy an Oracle WebCenter application to a Managed Server using Fusion
Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

2. Select the server in which you want to deploy the application.
The server home page is displayed.

3. From the WebLogic Server menu, select Application Deployment, then Deploy.
The Deployment Wizard, Select Archive page is displayed.

4. In the Archive or Exploded Directory section, you can select one of the following:

= Archive is on the machine where this browser is running. Then, enter the
location of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Then, enter the location of the archive or click Browse to find the
archive file.

5. In the Deployment Plan section, you can select one of the following:

s Create a new deployment plan when deployment configuration is done.
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s Deployment plan is on the machine where this web browser is running. If
you select this option, enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

6. Click Next.

The Select Target page is displayed.
7. Select the target to which you want to deploy the application.
8. Click Next.

The Application Attributes page is displayed.

9. In the Application Attributes section, for Application Name, enter the application
name.

10. In the Context Root of Web Modules section, specify the context root for your
application if you have not specified it in application.xml. The context root is the
URI for the web module. Each web module or EJB module that contains web
services may have a context root.

11. The Target Metadata Repository section allows you to choose the repository and
partition for this application. If the partition or repository specified in the
application is not valid in the domain, Fusion Middleware Control displays a
message.

= To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

s To change the partition, enter the partition name in Partition Name. Oracle
recommends that you create a new partition for each application. If you enter
a name of a partition that does not exist, the partition is created.

Each application must have a unique partition in the repository.
12. Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

13. On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, you can:

= Configure Web modules: Click Go to Task in the Configure Web Modules
row. The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.

= Configure application security. Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed.

If the application contains jazn-data.xml or cwallet.sso, the Configure
Application Security page displays the following sections:

— Ifit contains jazn-data.xml, the page displays the Application Policy
Migration section.

- Ifit contains cwallet.sso, the page displays the Application Credential
Migration section.
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14.

15.

16.

- Ifit contains both, the page displays both sections.

For information about the settings in this page, see "Deploying JavaEE and
ADF Applications with Oracle Enterprise Manager" in the Oracle Fusion
Middleware Security Guide.

If the application contains neither of these files, the Configure Application
Security page displays the following options:

— DD Only: Use only roles and policies that are defined in the deployment
descriptors.

— Custom Roles: Use roles that are defined in the Administration Console;
use policies that are defined in the deployment descriptor.

— Custom Roles and Policies: Use only roles and policies that are defined in
the Administration Console.

- Advanced: Use a custom model that you have configured on the realm's
configuration page.

s Configure EJB modules: Click Go to Task in the Configure EJB modules row.
The Configure EJB Modules page is displayed. Click Configure EJB
Properties to view and edit the general configuration for the EJBs or Map
Resource References to map the resource references.

For example, you can configure the maximum number of beans in the free
pool or the network access point.

s Configure ADF Connections. To modify the ADF connections, click Go to
Task in the Configure ADF Connections row. The Configure ADF
Connections page is displayed, showing the current connection information.
To modify a connection type, click the Edit icon for a particular row.

For more information about setting these attributes, see the Oracle Fusion
Middleware Administrator’s Guide for Oracle WebCenter.

Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.
Click Deploy.

Fusion Middleware Control displays processing messages.

When the deployment is completed, click Close.

8.6.2 Undeploying WebCenter Applications
To undeploy a WebCenter Application:

1.

4.

From the navigation pane, expand Application Deployments, then the
application to undeploy.

The application home page is displayed.

From the Application Deployment menu, select Application Deployment, then
Undeploy.

The confirmation page is displayed.
Click Undeploy.
Processing messages are displayed.

When the operation completes, click Close.
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Alternatively, you can navigate to the domain, Managed Server, or cluster. Then, from
the target's menu, choose Application Deployment, then Undeploy. In the Select
Application page, select the application you want to undeploy.

8.6.3 Redeploying WebCenter Applications
To redeploy a WebCenter Application:

1.

10.

11.

12.

From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

Select the server in which you want to deploy the application.
The server home page is displayed.
From the WebLogic Server menu, select Application Deployment, then Redeploy.

The Select Application page is displayed. You can only redeploy applications that
are versioned. If the application is not versioned, you must undeploy, then
redeploy.

Select the application to redeploy.

Click Next.

The Select Archive page is displayed.

In the Archive or Exploded Directory section, you can select one of the following;:

= Archive is on the machine where this browser is running. Then, enter the
location of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Then, enter the location of the archive or click Browse to find the
archive file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done

= Deployment plan is on the machine where this web browser is running. If
you select this option, enter the path to the plan.

s Deployment plan is on the server where Enterprise Manager is running. If
you select this option, enter the path to the plan.

Click Next.
The Application Attributes page is displayed.

In the Application Attributes section, for Application Name, enter the application
name.

In the Context Root of Web Modules section, specify the context root for your
application if you have not specified it in application.xml. The context root is the
URI for the web module. Each web module or EJB module that contains web
services may have a context root.

In the Target Metadata Repository section, select the MDS repository and for
Partition Name, enter a partition name. If the partition or repository specified in
the application is not valid in the domain, Fusion Middleware Control displays a
message.

Click Next.
The Deployment Settings page is displayed.
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13.

14.

15.

16.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. You can:

= Configure Web modules

s Configure application security

Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.
Click Redeploy.

Fusion Middleware Control displays processing messages.

When the deployment is completed, click Close.

8.7 Changing MDS Configuration Attributes for Deployed Applications

If your application uses an MDS repository, you can modify configuration attributes
after the application is deployed. To view or modify the attributes, you can use the
System MBean Browser or WLST.

Note: Changes to this configuration are persisted in MDS as
customizations. Because these are persisted as customizations:

= Any changes made to this configuration are retained across
application deployments. For example, if a configuration attribute
is changed and if the application is redeployed to the same
partition, the previously changed attribute value is still retained.

= Ina cluster, if an attribute is changed on one Managed Server, that
change is propagated to all Managed Servers in the cluster
automatically.

8.7.1 Changing the MDS Configuration Attributes Using Fusion Middleware Control
Take the following steps:

1.

Navigate to the application's home page by expanding the farm, then Application
Deployments. Then, select an application.

The application's home page is displayed.
From the Application Deployment menu, choose System MBean Browser.
The System MBean Browser page is displayed.

Expand Application Defined MBeans, then oracle.adf.share.config, then Server:
name, then Application: name, then ADFConfig, then ADFConfig, and
ADFConfig.

Select MDSAppConfig.

The Application Defined MBeans page is displayed, as shown in the following
figure:
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@® mdsapp @
% Application Deployment +

System MBean Browser

E [ Configuration MEeans
L1 IMImplementation
1 MBeanserverDelegate
@ MBeanServerDelegate
& [ Security
1 com.bea
Runtime MBeans
L1 IMImplementation
[ Security
1 com.bea
= [ Application Defined MEeans
B [ EMDomain
L1 com.oracle, jdbc
[ com.oracle. jps
1 oracle,adf . share. config
Server: srg
L1 Application: mdsappdb
L1 ADFConfig

& MDSAppConfig
[ [ Application: mdsapp
[ oracle. as.util
1 oracle.dfv
[ aracle.dms
[ oracle.j2ee.config
[ oracle.joc
[ oracle, jocss|
[ oracle.jrf
[ oracle.logging
# [ oracle.mds.lcm

Logged in as weblogic |Host staec03,us, oracle, com

Page Refreshed Apr 7, 2009 11:14:24 AM PDT [$]

Application Defined MBeans: ADFConfig:MDSAppConfig

[# Show MBean Information

Apply

Attributes | Motifications

Marme Description

Metadata repository partition where the application is
deployed.,
Automatically purge versions of metadata documents older

AppMetadataRepositaryInfo

2 e than the given time interval specified in seconds.

3 ConfigMBean If true, it indicates that this MBean is a Config MBean,

4 DeployTargetRepositary The repository where the application's metadata is deployve
. IF true, it indicates that this MBean is an event provider as

5 eventProvider defined by J5R-77,

6 eventTypes All the event's types emitted by this MBean,

7  ExternalChangeDetection Enables the application to detect applicable metadata

changes performed external to the application.

The maximum time interval in seconds with which the
application will detect external metadata changes. This
parameter is only valid if ExternalChangeDetection is
enabled.

8  ExternalChangeDetectionInterval

9 MaximumCacheSize The maximum metadata cache size limit in kilobytes,

The MBean's unique JM¥ name

IF true, it indicates that this MBean is a read only MBean,
Switches the application into read only mode so no metadzs
updates will be made,

Indicates whether a restart is needed.

Enables the application to retry to connect ko the metadat
repository after connection Failure,

Shared metadata repositor partition{s) referenced by the
application,

IF true, it indicates that this MBean provides State
Management capabilities as defined by J5R-77.

IF true, it indicates that this MBean is a statistic provider a:
defined by JSR-77.

IF true, it indicates that this MBean is a System MBean,

10  objectMame
11 ReadOnly

12  ReadOnlyMode

13 RestartMesded

14 RetryConneckion

15  SharedMetadataRepositoryInfo
16  stateManageabls

17 skatisticsProvider

18 SystemMBean

< >

5. You can view the description and values for the attributes.

Table 8-2 describes the configuration attributes that are specific to MDS. Note that
other attributes, such as ConfigMBean appear in browser, but these are generic

attributes for all MBeans.

Table 8-2 MDS Configuration Attributes for Deployed Applications

Attribute

Description

AppMetadataRepositoryInfo

AutoPurgeTimeToLive

DeployTargetRepository

ExternalChangeDetection

Read only. Describes the metadata repository partition where
the application is deployed.

Automatically purge versions of metadata documents older
than the given time interval, specified in seconds. Any
unlabeled versions older than this time interval are
automatically purged on any subsequent update from this
application. If the value is not set, versions are not
automatically purged.

The name of the target repository configured for the
application.

Specifies that the MDS repository is polled to determine if
any applicable metadata changes have been performed
external to the application. If changes are detected,
notifications are sent.

This attribute is applicable only to database-based
repositories. The default is true.
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Table 8-2 (Cont.) MDS Configuration Attributes for Deployed Applications

Attribute Description

ExternalChangeDetectionInter ~The maximum time interval, in seconds, to poll the MDS

val repository to determine if there are external metadata
changes. This attribute is only valid if
ExternalChangeDetection is enabled.

The default is 30 seconds.

MaximumCacheSize The maximum metadata cache size limit, in kilobytes. If the
value is 0, caching is disabled. If no value is specified, there is
no cache limit. In this case, cached data is stored indefinitely.

ReadOnlyMode Changes the application to read-only mode, so that no
updates can be made to the application's repository partition,
including configuration and application metadata.

RetryConnection Enables the application to retry the connection to the
metadata repository after connection failure.

SharedMetadataRepositoryInfo Read only. Specifies the MDS repository partition used by the
application. Note that an application can use more than one
shared metadata repository.

6. To view or modify an attribute, select the attribute.
The attribute page is displayed.

7. If the attribute is not read-only, you can change the values. For example, for
AutoPurgeTimeToLive, you can change the interval, by entering a new value in
Value.

8. Click Apply.

9. Navigate up to ADFConfig (the parent of MDSAppConfig) and select it.
10. In the Operations tab, click Save.

11. Click Invoke.

8.7.2 Changing the MDS Configuration Using WLST

You can change the MDS configuration using WLST. The following example shows a
WLST script that reads and then sets the ReadOnlyMode attribute:

Getting ReadOnlyMode Attribute from MBean

connect ('username', 'password', ' hostname:port')

application = 'application_name'
attribute = 'ReadOnlyMode’
beanName = 'oracle.adf.share.config:ApplicationName="'+ application

+',name=MDSAppConfig, type=ADFConfig, Application="+ application
+',ADFConfig=ADFConfig, *'

beanObjectName = ObjectName (beanName)

beans = mbs.queryMBeans (beanObjectName, None)
bean = beans.iterator () .next().getObjectName ()
custom()

value = mbs.getAttribute(bean, attribute)
print value

Setting ReadOnlyMode Attribute from MBean
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attr = Attribute(attribute, Boolean(0))
mbs.setAttribute (bean, attr)

value = mbs.getAttribute(bean, attribute)
print value

Saving the Changes. This is required to persist the changes.

adfConfigName = 'oracle.adf.share.config:ApplicationName='+ application +
' ,name=ADFConfig, type=ADFConfig, Application="'+ application + ',6*'
adfConfigObjectName = ObjectName (adfConfigName)

adfConfigMBeans = mbs.queryMBeans (adfConfigObjectName, None)
adfConfigMBean = adfConfigMBeans.iterator () .next().getObjectName ()

mbs . invoke (adfConfigMBean, 'save', None, None)
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Monitoring Oracle Fusion Middleware

This chapter describes how to monitor Oracle Fusion Middleware using Oracle
Enterprise Manager Fusion Middleware Control, Oracle WebLogic Server
Administration Console, and the command line. It describes the following topics:

Monitoring the Status of Oracle Fusion Middleware
Viewing the Performance of Oracle Fusion Middleware

Viewing the Routing Topology

9.1 Monitoring the Status of Oracle Fusion Middleware

Monitoring the health of your Oracle Fusion Middleware environment and ensuring
that it performs optimally is an important task for the administrator.

Oracle Fusion Middleware provides the following methods for monitoring the status
of your environment:

You can monitor the status of Oracle WebLogic Server domains, servers, Java
components, and applications using Oracle WebLogic Server Administration
Console. From the Administration Console, navigate to the entity's page. See
"Overview of the Administration Console" in the Oracle Fusion Middleware
Introduction to Oracle WebLogic Server for information on monitoring using the
console.

You can monitor the status of Oracle WebLogic Server domains, servers, Java
components, system components, and applications using Fusion Middleware
Control. Navigate to the entity's home page, for example, to the home page for an
Oracle HTTP Server instance.

You can monitor the status of your environment using the command line.

To monitor the status of Java components with the command line, use the WLST
state command, using the following format:

state(name, type)
For example, to get the status of the Managed Server serverl, use the following
command:

wls:/mydomain/serverConfig> state('serverl', 'Server')
Current state of "serverl": SUSPENDED

To monitor the status of system components with the command line, use the
opmnctl status command, using the following format:

opmnctl status [scope] [options]
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For example, to view the status of all processes monitored by OPMN, use the
following command:

opmnctl status

The following topics provide more detail:

Viewing General Information

Monitoring an Oracle WebLogic Server Domain

Monitoring an Oracle WebLogic Administration Server or Managed Server
Monitoring a Cluster

Monitoring a Component

Monitoring Java EE Applications

Monitoring ADF Applications

Monitoring SOA Composite Applications

Monitoring Oracle WebCenter Applications

9.1.1 Viewing General Information

You can view the overall status of the Oracle Fusion Middleware environment from

the home page of the farm using Fusion Middleware Control. This page lists the

availability of all components, an application deployment summary, including SOA

composites, if any SOA composite applications are deployed.

To view the status, from the navigation pane, select the farm.

The farm home page is displayed, as shown in the following figure:
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9.1.2 Monitoring an Oracle WebLogic Server Domain

You can view the status of a domain, including the servers, clusters, and deployments
in the domain in the domain home page of Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain.
2. Select the domain.

The domain home page is displayed, as shown in the following figure:
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Iﬂ ser-3 @ Unavailab Unavailabl % Loan&pplemoP Ol {F bam_serverl
Iﬂ s0a_serverl @ Unavailab Unavailabl % Loan&pplemoP 0ol {F AdminServer
r 3 % LoanAppemoPolo1 @ Serverl
Oracle WebLogic Domain Resource Center % LoanAppDemaPOI01 @ Server2
mdsappdb i
Be[ore You Begin % 2 G oS
l:.’) ‘what is a Weblogic Domain? % mdsappdbl G Serverl
(B Manans Orarle Wehl naie Seever with Fosion Middirware Conkeal % mdsappdbz {P Serverz

This page shows the following:

= A general summary of the domain, along with a link to the Oracle WebLogic
Server Administration Console

= Information about the servers, both the Administration Server and the Managed
Servers in the domain

= Information about the clusters in the domain

s Information about the deployments in the domain
See Also: "Overview of the Administration Console" in the Oracle
Fusion Middleware Introduction to Oracle WebLogic Server for
information about monitoring an Oracle WebLogic Server domain
using the Oracle WebLogic Server Administration Console. The

Administration Console provides details about the health and
performance of the domain.

9.1.3 Monitoring an Oracle WebLogic Administration Server or Managed Server

You can also view the status of a WebLogic Administration Server or Managed Server
in Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the

domain.
2. Select the server.

The server home page is displayed.
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The following figure shows the home page for a Managed Server:

{} soa_serverl ® Logged in as weblogic | host sta00723.us.oracle.com
ﬁ;l ‘Weblogic Server + Page Refreshed Feb 3, 2009 7:54:13 AM PST (%]
A
= Summary =l Response and Load
1.0
General 0a
Up Since Feb 3, 2009 12:53:56 AM £ To configure and 4
State Running Server, use the Orac 0z
it - on 1.0
Health Ok Administration Consa 0B
Heap Usage (ME) 322,29 Work Manager gg
Java Vendor Sun Microsystems Inc, Requests (per min 8%
Jawva Yersion 1.6,0_11 Pending Requ 45 o7:50 oFs2 o754 ;
Servlets and 15Ps ™S
Active Sessions 0 IS Servers |
Request Processing Time (ms) 0,00 Pending Messages | ssRequest Processing Time (ms)
Requests {per minute) 0,00 Current Messages | s=REquests (per minute)
EJBs IDBC and JTA Usagi [Table View] 2
BeansinlUse 0O Open
Bean Accesses (per minute) 1,84 JDEC Connection Cr
Bean Access Successes (%) 0,00 A
Bean Transaction Commits (per minute) 0,92 Transackion Col
Bean Transaction Rollbacks {per minute) 0,00 Transaction Roll

Bean Transaction Timeouts {per minuke) 0,00
Bean Transaction Commits (%) 0,00

= Deployments

Application Deployments | S04 Composites

Request Processing  Bean Accesses {per

Mame Status Active Sessions

Time {ms) minuke)
& [ Internal Applications Ed
@, Agadapter & 0 0.00 0.00
@ bzbui i 0 0.00 0.00
@, Dbadapte i 0 0.00 0.00
F J .o N b

This page shows the following:

= A general summary of the server, including its state, and information about the
servlets, JSPs, and E]Bs running in the server

= Response and load

= Information about the applications deployed to the server

See Also: "Overview of the Administration Console" in the Oracle
Fusion Middleware Introduction to Oracle WebLogic Server for
information about monitoring servers using the Oracle WebLogic
Server Administration Console. The Administration Console provides
details about the health and performance of the server.

9.1.4 Monitoring a Cluster

You can view the status of a cluster, including the servers and deployments in the
cluster using Fusion Middleware Control.

To monitor a cluster:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

2. Select the cluster.

The cluster page is displayed, as shown in the following figure:
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soa_cluster @ Logged in as weblogic
@ ‘WeblLogic Cluster + Page Refreshed Apr 24, 2009 7:03:26 AM PCT [$]
= Summary ~ [ Deployments o]
General [] To configure and s=arch @
Cluster Address manage this WeblLogic e Status Target
Cluster Broadcast Channel Cluster, use the Oracle = [ Application Deployments
Session Replication Type  (Mone) \.&Vden‘:ilhn?stlrcafizﬂver [ Internal Applications
Default Load Algorithm Eoﬂnd Consale, [ Resaurce Adapters
obin - T
Cluster Messaging Mode  Unicast % DefauitToDaTaskFlov ﬁ 503_serverl
% worklistapp ﬁ soa_serverl
=] servers = B Dai;'q ﬁ
P soa-infra soa_serverl
Search @
Name AV S Host  Clustsr PSR
I}] s0a_serverl ﬁ dadvmn0g {001
=] bam_servert ¢ dadvmnoe 2001
< ¥

This page shows the following:

= A general summary of the cluster, including broadcast channel, if appropriate,
the load algorithm and the messaging mode.

= A server section, with a table listing the servers that are part of the cluster.

= A deployments section with information about the applications deployed to
the cluster.

See Also: "Overview of the Administration Console" in the Oracle
Fusion Middleware Introduction to Oracle WebLogic Server for
information about monitoring a cluster using Oracle WebLogic Server
Administration Console. The Administration Console provides details
about the health and performance of the cluster.

9.1.5 Monitoring a Component

You can view the status of a component, including whether the component is started
or not, in the component home page in Fusion Middleware Control.

To monitor a Java component, such as WebCenter Spaces:

1. From the navigation pane, expand the farm, then the type of component, such as
WebCenter, then the component, such as WebCenter Spaces.

2. Select the component. For example, select WebCenter Spaces.

The component home page is displayed, as shown in the following figure:
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1} WebCenter Spaces @
@ WebCenter »

Related Components

WebCenter Spaces URL
http://host d i fwebcenter/spaces
URL ko access the WebCenter Spaces application being managed.

WebLogic Server

WLS_Spaces

‘WeblLogic server instance where WebCenter Spaces is deployed,
JZEE Application

webcenter

JZEE application For WebCenter Spaces,

Metadata Repository
mds-SpacesDS
Repositary where the metadata is stored,

Group Space Page Response

2,500
2,400
2,000
1,600
1,200

&00

400

a
10034 A 1038
31 March 2009

@|1D:38:18 A |

s tyverage Page Processing Time (ms)

1042 1046

[Table Wiew]

Slowest Group Spaces

See Also:

Logged in as weblogic | host owcsyr01,us,oracle.com

Page Refreshed Mar 31, 2009 10:38:14 AM PDT (]

Resource Center b
Typical Before You Begin Tasks
® Introducing WebCenter Spaces
® Getting WebCenter Spaces Up and Running
Typical Administration Tasks
® Starting and Stopping WebCenter Spaces
® Configuring Services for WebCenter Spaces
® Monitaring the Performance of WebCenter Spaces
® Exporting and Importing WebCenter Spaces
Security
® Securing WebCenter Spaces
® Connecting WebCenter Spaces ko Identity Store
® Managing Users and Roles
Other Resources
@ WebCenter Spaces on Cracle Technology Mebwork
@ ‘WebCenter Spaces Forum

Most Active Group Spaces

M new3103091
M testblank0l1z

Access Count

[Table Wiew]
More Info ...

Group Spaces with Most Errors

Mo errors have been reported

[ €

"Overview of the Administration Console" in the Oracle

Fusion Middleware Introduction to Oracle WebLogic Server for
information about using the Oracle WebLogic Server Administration

Console to monitor Java components.

To monitor system components, such as Oracle HTTP Server:
1. From the navigation pane, expand the farm, then Web Tier.
2. Select the component, such as ohs1.

The component home page is displayed.
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{F ohs1 @ Logged in as weblogic | host
@ Oracle HTTP Server = Page Refreshed Apr 22, 2009 §:09:28 AM PDT [$]
Response and Load CPU and Memory Usage G-
06 ~ 0.04 -

04
02 / 0ng
04 s 0.0 04
0.04
0z
0.00
00

0510 &M 011
22 Apr 09 44 A4 051024 05:11:04
HHH] 22 Apr 09
| D_vJ|08:09:41 a0 05:11:36 A S
: O [0 43 s
ssmFequest Processing Time (milli seconds) £
wwheouest Throuahout (reauests ner second) b P |=ane (9 = hemnry | lsane (A b
¥irtual Hosts Module Request Statistics
Mame Request Throughput  Respc  Mame Throughput pr ™
skal0179,us, oracle, com: 338 0.00 mod_ssl.c 0.00 ~
skal0179,us, oracle, com: 339 0.00 mod_speling.c 0.00
mod_onsink.c 0.00
mod_alias.c 0.00
mod_imagemap.c 0.00
mod_file_cache.c 0.00
< b mod_actions.c 0.00
mod_vhost_alias.c 0.00
mod_autoindex.c 0.00
mod_setenyif.c 0.00 w
< > [
Resource Center
~

Before You Begin

(@) ntroduction to Oracle HTTR Server

l::’) Getting Started with Managing Oracle HTTP Serw
Typical Administration Tasks

@ Configuring Oracle HTTP Server Properties

9.1.6 Monitoring Java EE Applications

To monitor a Java EE application using Fusion Middleware Control:

1. From the navigation pane, expand Application Deployments, then select the
application to monitor.

The application's home page is displayed.

2. In this page, you can view a summary of the application's status, entry points to
the application, Web Services and modules associated with the application, and
the response and load.

The following figure shows a portion of the application's home page:
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1} SampleWebServices @
% Application Deployment +
Summary @

General

State  Active
Deployed To Serverl

[} To configure and
Application Deployme
Server Administration

Servlets and 15Ps ElBs

Active Sessions 0
Request Processing Time {ms) 0,00
Requests {per minute) 0,00

Bean ¢
Bean £
Bean Transaction
Bean Transaction F
Bean Transaction ~

Work Manager
Requests {per minute) 0,00
Pending Requests 0

Logged in as weblogic | host stasa39,us.oracle. com

Page Refreshed Mar 21, 2009 11:06:30 AM PDT 3¢

Modules 5

List of Core Java EE modules is not available For applications in

remote weblogic domains,
Module Mame 277 Module Type

Mo Modules found

Bean Trar
< 3| Response and Load
Entry Points 0.3
Web Modules 04
Mame Test Paint 0o
TestCaseProjects-Sampleebs http:fistasa39,us.oracle, con g
0.4
10:55 Ah 10:58 11:03 11:07
Web Services 31 March 2003
Service Name Port Test (O~ [11:08:31 ant 110831 M|
SamplewWebServices|SampleWe SamplewebServiceSi
ssmFequest Processing Time (ms)
Deayests (per minute)
< SampleWebServiceSoapl 2HtpPort h
[Table Yiew]
Most Requested @
Servlets and J1SPs | Java JEE Web Services
Average Client Tatal Cli

Reguests 7

ieodtle Processed

Mame

o
o

SampletwebServiceS TestCaseProjects-Sz
WebServiceServlet  TestCaseProjects-Sz

This page shows the following:

Requests {per

Processing Time Processing Ti

e minuke) i
0,00 0,00 a.
0.00 0.00 a.

A summary of the application, including its state, the Managed Server on which it

u
is deployed, and information about active sessions, active requests, and request
processing time

= Entry points, including any Web modules and Web services

= A list of modules with the type of module for each

= Response and load, which shows the requests per second and the request
processing time

= Alist of most requested servlets and JSPs

9.1.7 Monitoring ADF Applications

To monitor an ADF application:

pplication Deployments, then select the

1. From the navigation pane, expand A
application to monitor.
The application's home page is displayed.
2,

In this page, you can view a summary of the application's status, entry points to

the application, Web Services and modules associated with the application, and

the response and load.

9.1.8 Monitoring SOA Composite Applications

To monitor a SOA composite application
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1. From the navigation pane, expand SOA, then soa-infra. Select the application to
monitor.

The application's home page is displayed.

2, From this page, you can monitor the running instances, faults and rejected
messages, and component metrics.

The following figure shows part of a SOA composite home page:

& OrderBookingComposite [1.0]® Logged in as weblogic | host stada?4.us.oracle. com
o[ 504 Composite - Page Refreshed Mar 30, 2009 11:09:09 AM POT L0
Funning Instances 44 | Total 44 | Active | Retire ... Shut Down. .. Test = Settings... = ﬁ Related Link:

Dashboard | Instances | Faults and Rejected Messages | Unit Tests | Policies

@ ~

ElRecent Instances

Show Only Running Instances Running 44 Tokal 44

Instance I Mame Conversation ID State Start Time
20006 med:DES195201034 & - Mar 13, 2009 6:10:07 PM
20005 [ Mar 13, 2009 5:52:50 PM

20004 med: 144BCAL01021 Mar 13, 2009 3:45:34 PM

20003 [ Mar 13, 2009 3:47:40 PM

20002 Mar 13, 2009 3:47:37 PM
5 Show Al

EIRecent Faults and Rejected Messages
Shiow only system Faulks

Error Message Recovery Fault Time Fault Lacation ICDDmp05|te Instance

Ma Faults found

< ¥
5 Show all

ElComponent Metrics

Faulted Instances

Marme Component Type Total Instances Running Instances

Recoverable Mo |
<EFulfilorder Mediator 3 i i -
<& Partnersinnlierte Mediabor 3 n n

This page, with the Dashboard tab selected, shows the following:
= The recent instances
= Recent faults and rejected messages

= Component metrics

9.1.9 Monitoring Oracle WehCenter Applications

To monitor an Oracle WebCenter application:

1. From the navigation pane, expand Application Deployments, then select the
application to monitor.

The application's home page is displayed.

2. In this page, you can view a summary of the application's status, entry points to
the application, Web Services and modules associated with the application, and
the response and load.

3. To view service metrics, from the Application Deployment menu, choose Web
Center, then Service Metrics.

The following figure shows the Service Metrics page:
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¢ webcenter @
% Application Deployment +

Logged in as weblogic | host owcsyr01,us,oracle.com

Page Refreshed Mar 20, 2009 11:51:07 AM PDT ($]

WebCenter Service Metrics @~
Use this page to monitor WebCenter application performance. Choose a service to view detailed metric information,
Services Summary
Since Startup Recent History
Service Mame Status Successful Successful
Invocations  Invocations Awerage Time (ms) Invocations  Invocations Awverage
(%) (%)
Announcements f+ 100 -] 123,20 u] u] b
Content Repositories {3 100 7 582.40 u] u]
Discussion Forums f+ 100 10 503,70 u] u]
External pplications {3 o 2 0,50 o o
Instant Messaging ar 4 100 13 343.40 100 13
Mail 4 0 H 1,551,00 0 H
[ yep—— ey ERTa) - Am e ERTa) - b
£ »
Announcements
Most Popular Operations Response Time
—————————— mus [ wUs
W search M search
Lagin Lagin
Logout Logout
1] 1 2 3 50 100 150 200 250 300
Invocations Time (ms)
[Table Yiew] [Table Yiew]
Operations
Since Startup Recent History
Operation IMaximum Time {m:
Invocations  Awerage Time (ms) Invocations  Awverage Time {ms)
Lisk 2 58.50 2 58.50 105.0
Search 2 251.50 2 251.50 268.0

See Also:

Oracle Fusion Middleware Administrator’s Guide for Oracle

WebCenter for more information about service metrics

9.2 Viewing the Performance of Oracle Fusion Middleware

If you encounter a problem, such as an application that is running slowly or is
hanging, you can view more detailed performance information, including
performance metrics for a particular target, to find out more information about the

problem.

Oracle Fusion Middleware automatically and continuously measures run-time
performance. The performance metrics are automatically enabled; you do not need to
set options or perform any extra configuration to collect them.

Note that Fusion Middleware Control provides real-time data. If you are interested in
viewing historical data, consider using Oracle Enterprise Manager 10¢ Grid Control.

For example, to view the performance of an Oracle WebLogic Server Managed Server:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the

domain.

2. Select the server to monitor.

The Managed Server home page is displayed.

3. From the WebLogic Server menu, choose Performance Summary.
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The Performance Summary page is displayed. It shows performance metrics, as
well as information about response time and request processing time for
applications deployed to the Oracle WebLogic Server.

To see additional metrics, click Show Metric Palette and expand the metric

categories.

The following figure shows the Performance Summary page with the Metric

Palette displayed:

¢ soa_serverl ®

Logged in as weblogic | host

ﬁ] wWeblogic Server v Page Refreshed Apr 24, 2009 6:37:58 AM PDT fl
Performance Summary @ # | Metric Palette Search @
Past 14 minutes al  1Sminutes 7 Slider [y 5l [ soa_servert b
| 1] i U =" (2 ADF aMPool Lifetime
L} )

Wiew »  Overlay « Hide Metric Palette
[

4
W CPU Usage (%)
2

1]
400
AN A | K
300
200
100
1]

Heap Usage
)]

x

0s

Active
T e e e e S e T T S B in

oo
0639 Ah 0642 0645 0645
24 April 2009

05
Reqguest
W Processing

04 e i W ey, PO Time (ms)
oo

|1 ADF AMPool State Management
[ ADF AMPol Use
|1 ADF Application Module Age
|1 ADF Application Module Poals
|1 ADFC Metadata Request
|_] ADFC Metadata Service
|1 ADFC Region Metrics
|1 ADFC Taskflow Active Throughput
|__] ADFC Taskflow Metrics
|1 ADFC Taskflow Request Processing Time
|1 ADFC - Yiewport Metrics
|1 ADF Module Age Delta
=1 ) Application Metrics

|1 AgAdapter

B [ bzhui

[ application - State
[ application - Skatus

|1 DbAdapter

|1 OMs Application{11.1.1.1.0)

|1 FileAdapter

|1 Frpadapter

|1 Imsadapter

|1 MOSeriesadapter

|1 craclesppsadapter

5. Select additional metrics to add them to the Performance Summary.

6. To overlay another target, click Overlay, and select the target. The target is added
to the charts, so that you can view the performance of more than one target at a
time, comparing their performance.

7. To customize the time frame shown by the charts, you can:

s Click Slider to display a slider tool that lets you specify that more or less time
is shown in the charts. For example, to show the past 10 minutes, instead of
the past 15 minutes, slide the left slider control to the right until it displays the
last 10 minutes.

m  Select the calendar and clock icon. Then, enter the Start Time and End Time.

You can also view the performance of a components, such as Oracle HTTP Server or
Oracle SOA Suite. Navigate to the component and select Monitoring, then
Performance Summary from the dynamic target menu.

9.3 Viewing the Routing Topology

Fusion Middleware Control provides a Topology Viewer for the farm. The Topology
Viewer is a graphical representation of routing relationships across components and
elements of the farm. You can easily determine how requests are routed across
components. For example, you can see how requests are routed from Oracle Web
Cache, to Oracle HTTP Server, to a Managed Server, to a data source.

9-12 Oracle Fusion Middleware Administrator's Guide



Viewing the Routing Topology

The Topology Viewer enables you to easily monitor your Oracle Fusion Middleware
environment. You can see which entities are up and which are down.

You can also print the topology or save it to a .png file.
To view the topology using Fusion Middleware Control:
1. Click Topology.
The Topology Viewer is displayed in a separate window.

2. To see information about a particular target, place your mouse over the target. To
view additional information, click More.

The following shows the Topology Viewer window, with information about the
Oracle Web Cache component webcachel:

ORACLE Enterprise Manager 11g Fusion Middleware Control Help ~
Wi w 9-3 Farm = Logged in as weblogic
E Save Image IEI Prink Farm_base_domain (Cracle Fusion Middleware Farm) Page Refreshed Apr 30, 2009 12:22:21 PM POT (]
Q Find |+ Target Status ﬁ Upi15) @ Downi 1) ] Unknown(0) Overlays  Status Metrics Auto Refresh | On (W Legend

Mame webcachel
Type ‘Web Cache
Skatus {Up)
Host sta0d0720,us, oracle, com ]
Instance fscratchjwebtierHomefinstancesfinstance: 5
CPU Usage (%) 0.03 i
Memory Usage (ME) 0,04 =
Request Throughput {per second) 0

53

[ Internal Applications

Request Processing Time {milli seconds) 0 @
mare. %1} DMS Applicat... 0 |~
\ ds2 jdbcioracle:...
%1} wsil-wls 0
webcachel

dsl

g
52

r

AdminServer

Reg

50 55 il i

3. From the View menu, you can save or print the image, expand or collapse all of
the nodes, or change the orientation of the topology to be left to right or top to
bottom.

In addition, you can refresh the status and the metrics or update the topology. To
refresh the status and metrics, click Refresh Target Status and Metrics. To update
the topology shown in the viewer, click Update Topology. If a target has been
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added or deleted, the target list and relationships are updated. This option also
updates the status and metrics.

4. From the Auto Refresh dropdown, you can enable or disable automatically
refreshing the status and metrics. When you enable auto-refresh, the Topology
Viewer refreshes the metrics every 60 seconds.

5. With Topology Viewer, you can also:

= Search for a target within the topology. This makes it easier to find a target if
you have many targets. Enter the name in the Find box. The target is
highlighted and the topology is repositioned so you can see the target if it was
not previously visible in the viewing area.

= View the status of the targets. Choose Up, Down, or Unknown from the
Target Status at the top of the page.

= Navigate to the home page of a target. Right-click the target, and select Home.

= Hide or show the status or metrics. Click Status or Metrics in the Overlays
section.

If you select Metrics, one key performance metric for the component is
displayed. (You cannot change the metric that is displayed.)

= View the routing relationships between components. For example, you can
view the routing from Oracle Web Cache to Oracle HTTP Server to Oracle
WebLogic Server.

= You can perform operations directly on the target by right-clicking. The
right-click target menu is displayed. For example, from this menu, you can
start or stop an Oracle WebLogic Server or view additional performance
metrics.

6. To change what is visible in the topology view, drag the shaded section in the
navigator window, which is located in the bottom right.

Notes:

= If you use Mozilla Firefox, when you click an entity in Topology
Viewer to take you back to the main Fusion Middleware Control
window, focus is not returned to the main window. For example,
if you right-click an entity and select logs from menu, the focus
remains on the Topology Viewer window. (If you go back to the
main window, the Logs page is correctly displayed.)

To workaround this problem, make the following change in Firefox:

From the Tools menu, select Options, and then Content. Click Advanced.
In the Advanced JavaScript Settings dialog box, select Raise and lower
windows.

= If you use Internet Explorer, turn off the Always Open Popups in
New Tab option.
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Managing Log Files and Diagnostic Data

Oracle Fusion Middleware components generate log files containing messages that
record all types of events, including startup and shutdown information, errors,
warning messages, and access information on HTTP requests. This chapter describes
how to find information about the cause of an error and its corrective action, to view
and manage log files to assist in monitoring system activity and to diagnose problems.

It contains the following topics:

s Overview of Oracle Fusion Middleware Logging

s Understanding ODL Messages and ODL Log Files
s Searching and Viewing Log Files

s Configuring Settings for Log Files

»  Correlating Messages Across Log Files and Components

10.1 Overview of Oracle Fusion Middleware Logging

Most Oracle Fusion Middleware components write diagnostic log files in the Oracle

Diagnostic Logging (ODL) format. Log file naming and the format of the contents of
log files conforms to an Oracle standard and, by default, the diagnostic messages are
written in text format.

ODL provides the following benefits:
s The capability to limit the total amount of diagnostic information saved.

= Older segment files are removed and newer segment files are saved in
chronological fashion.

s Components can remain active, and do not need to be shutdown, when older
diagnostic logging files are deleted.

You can view log files using Fusion Middleware Control or the WLST displayLogs
command, or you can download log files to your local client and view them using
another tool (for example a text editor, or another file viewing utility).

Note: Oracle WebLogic Server does not use the ODL format. For
information about the Oracle WebLogic Server log format, see Oracle
Fusion Middleware Confiquring Log Files and Filtering Log Messages for
Oracle WebLogic Server.
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10.2 Understanding ODL Messages and ODL Log Files

Using ODL, diagnostic messages are written to log files and each message includes
information, such as the time, component ID, and user.

The following example shows an ODL format error messages from Oracle SOA Suite.

[2009-04-23T10:54:00.206-07:00] [soa_serverl] [NOTIFICATION] [] [oracle.mds] [tid:
[STANDBY] .ExecuteThread: 'l' for queue: 'weblogic.kernel.Default (self-tuning)']
[userId: <anonymous>] [ecid: 0000I3K7DCnAhKB5JZ4Eyf19wAgN000001,0] [APP: wsm-pm]
"Metadata Services: Metadata archive (MAR) not found."

In the message, the fields map to the following attributes, which are described in
Table 10-1:

m 2009-04-23T10:54:00.206-07:00: Timestamp, originating
m soa_serverl: Organization ID

s NOTIFICATION: Message Type

s oracle.mds: Component ID

m tid: [STANDBY].ExecuteThread: 'l' for queue:
'weblogic.kernel.Default (self-tuning) ':ThreadID

n [userId: <anonymous>]: User ID
m ecid: 0000I3K7DCnAhKB5JZ4Eyf19wAgN000001, 0: Execution Context ID
= APP: wsm-pm: Supplemental Attribute

. "Metadata Services: Metadata archive (MAR) not found.":
Message Text

By default, the information is written to the log files in ODL text format. You can
change the format to ODL XML format, as described in Section 10.4.4.

Table 10-1 describes the contents of an ODL message. For any given component, the
optional attributes may not be present in the generated diagnostic messages.

Table 10-1 ODL Format Message Fields

Attribute Name

Description Required

TSTZ_ORIGINATING The date and time when the message was generated. This reflects the local ~Yes

(TIME)

time zone.

Timestamp, normalized The timestamp normalized for clock drift across hosts. This field is used No

(time_norm)

when the diagnostic message is copied to a repository on a different host.

Organization ID (org_id) The organization ID for the originating component. The ID is oracle for = No

all Oracle components.

INSTANCE_ID (INST_ The name of the Oracle instance to which the component that originated ~ No

D)

COMPONENT ID
(COMP)

the message belongs.

The ID of the component that originated the message. Yes

MESSAGE_ID (MSG_ID) The ID that uniquely identifies the message within the component. The ID  Yes

consists of a prefix that represents the component, followed by a dash,
then a 5-digit number. For example:

OHS-51009

MESSAGE_TYPE (MSG_  The type of message. Possible values are: INCIDENT_ERROR, ERROR, Yes

TYPE)

WARNING, NOTIFICATION, TRACE, and UNKNOWN. See Table 104
for information about the message types.
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Table 10-1 (Cont) ODL Format Message Fields

Attribute Name Description Required
MESSAGE_LEVEL The message level, represented by an integer value that qualifies the Yes
(MSG_LEVEL) message type. Possible values are from 1 (highest severity) through 32

(lowest severity). See Table 10—4 for information about the message levels.
HOST_ID (HOST_ID) The name of the host where the message originated. No
HOST_NW_ADDR The network address of the host where the message originated. No

(HOST_ADDR)

MODULE_ID (MODULE) The ID of the module that originated the message. If the component is a Yes
single module, the component ID is listed for this attribute.

PROCESS_ID (PID) The process ID for the process or execution unit associated with the No
message.

THREAD_ID (TID) The ID of the thread that generated the message. No

USER_ID (USER) The name of the user whose execution context generated the message. No

ECID The Execution Context ID (ECID), which is a global unique identifier of the Yes

execution of a particular request in which the originating component
participates. You can use the ECID to correlate error messages from
different components. See Section 10.5 for information about ECIDs.

RID The relationship ID (RID), which distinguishes the work done in one No
thread on one process, from work done by any other threads on this and
other processes, on behalf of the same request. See Section 10.5 for
information about RIDs.

SUPPL_ATTRS An additional list of name/value pairs which contain component-specific =~ No
attributes about the event.

MESSAGE TEXT (TEXT)  The text of the error message. Yes

Message Arguments (arg) A list of arguments bound with the message text. No

Supplemental Detail Supplemental information about the event, including more detailed No

information than the message text.

Table 10-2 shows additional attributes that are rarely used.

Table 10-2 Infrequently Used ODL Format Message Fields

Attribute Name Description

Group Name (group) The name of the group to which the message belongs.

Client_ID (client_id) The ID of the client or security group to which the message relates.
Upstream Component The component with whom the originating component is working
(upstream_comp) on the upstream (client) side.

Downstream Component The component with whom the originating component is working
(downstream_comp) on the downstream (server) side.

Detail Path (detail_path) A URL for the location of additional information about the
message.

For most Java components, the log file location is:

(UNIX) MW_HOME/user_projects/domains/domain_name/servers/server name/logs
(Windows) Mw_HOME\user_projects\domains\domain name\servers\server_name\logs

The default name of a log file is server-namediagnostic.log.

For system components, the default log file location is:
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(UNIX) ORACLE_INSTANCE/diagnostics/logs
(Windows) ORACLE_INSTANCE\diagnostics\logs

Table 10-3 shows the log file location for components of Oracle Fusion Middleware.

In the table, DOMAIN_HOME refers to the following directory, which is the WebLogic
Server domain home:

MW_HOME/user_projects/domains/domain_name

In the table, ORACLE_INSTANCE refers to the following directory, which is the Oracle

instance home:

MW_HOME/ instance_name

Table 10-3 Log File Location

Component

Log File Location

Oracle Application Development
Framework

Oracle Business Activity
Monitoring

Oracle Business Intelligence
Discoverer

Oracle Directory Integration
Platform

Oracle Forms Services

Oracle Fusion Middleware Audit
Framework

Fusion Middleware Control

Oracle HTTP Server
Oracle Identity Federation

Oracle Internet Directory

Oracle Platform Security Services
Oracle Portal

Oracle Reports

Oracle Virtual Directory

DOMAIN_HOME /servers/server_name/logs/server-name-diagnostic.log
DOMAIN_HOME /servers/server_name/logs/bam-diagnostic.log

DOMAIN_HOME //servers/server_
name/logs/discoverer/server/diagnostic.log

DOMAIN_HOME /servers/server_name/logs/discoverer/server_
name-diagnostic.log

DOMAIN_HOME /servers/server_name/logs/discoverer/diagnostic.log
DOMAIN_HOME /servers/server_name/logs/server-name-diagnostic.log

MW_HOME /user_projects/domains/domain_name/servers /server_
name/logs/server-name-diagnostic.log

ORACLE_
HOME /j2ee/DevSuite /application-deployments/forms/application.log

DOMAIN_HOME /servers /server_name/logs/server-name-diagnostic.log

DOMAIN_HOME/sysman/log/emoms.log
DOMAIN_HOME /sysman/log/emoms.trc

ORACLE_INSTANCE / diagnostics/logs/OHS/ component_name/* log
DOMAIN_HOME /servers/server_name/logs/server-name-diagnostic.log
ORACLE_INSTANCE/diagnostics/logs/OID/ /oid*.log
ORACLE_INSTANCE/diagnostics/logs/OID/tools/*.log
DOMAIN_HOME /servers/server_name/logs/server-name-diagnostic.log
DOMAIN_HOME /servers/server_name/logs/server-name-diagnostic.log
ORACLE_INSTANCE/diagnostics/logs/ReportsServerComponent
ORACLE_INSTANCE/diagnostics/logs/ReportsBridgeComponent
ORACLE_INSTANCE/diagnostics/logs/ReportsToolsComponent
ORACLE_INSTANCE/config/OVD/ component_name
ORACLE_INSTANCE /diagnostics/logs/OVD/component_name
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Table 10-3 (Cont.) Log File Location

Component Log File Location
Repository Creation Utility By default, writes to file specified in RCU_LOG_LOCATION. If not
specified, attempts to write to the following locations:
1. ORACLE_HOME/rcu/log/timestamp
2. /tmp/logdir.timestamp
Oracle TopLink DOMAIN_HOME /servers/server_name/logs/server-name-diagnostic.log
Oracle SOA Suite DOMAIN_HOME /servers /server_name/logs/server-name-diagnostic.log
Oracle Web Cache ORACLE_INSTANCE / diagnostics/logs/WebCache/ component_name*-log
Oracle WebCenter DOMAIN_HOME /servers/server_name/logs/component-diagnostic.log
Oracle WebLogic Server DOMAIN_HOME /servers/server_name/logs/server_name-diagnostic.log
Oracle Web Services Manager DOMAIN_HOME /servers/server_name/logs/owsm/msglogging

DOMAIN_HOME /servers/server_name/logs/owsm-diagnostic.log

10.3 Searching and Viewing Log Files

You can search, view, and list log files across Oracle Fusion Middleware components.
You can search and view log files using Fusion Middleware Control or you can
download a log file to your local client and view the log files using another tool. You
can also list and search log files using the WLST command-line tool.

This section covers the following topics:

= Searching Log Files

= Viewing Log Files and Their Messages

= Downloading Log Files

Note the following about using the WLST commands:

= To use the custom WLST logging commands, you must invoke the WLST script
from an Oracle home in which the Oracle Fusion Middleware component has been
installed. See Section 3.5.1.1 for more information.

= The configuration commands, such as setLogLevel, only work in connected
mode. That is you must connect to a running WebLogic server before you can
invoke the commands.

The configuration commands are supported for Java components that run within a
WebLogic Server, but are not supported for Oracle WebLogic Server. The
configuration commands are not supported for system components.

s The log viewing commands work whether you are connected or not connected to
a WebLogic server. If you are not connected, you must specify the path in the
oracleInstance parameter. You specify either the WebLogic domain home, or the
Oracle instance.

= Most of the WLST logging commands require that you are running in the
domainRuntime tree. For example, to connect and to run in the domainRuntime
tree, use the following commands:

./wlst.sh
connect ('username', 'password', 'localhost:port_number')
domainRuntime ()

Managing Log Files and Diagnostic Data 10-5



Searching and Viewing Log Files

s The listLoggers, getLogLevel and setLogLevel commands work in
configand runtime mode. In config mode the commands work on loggers
that are defined in the configuration file. In runt ime mode, the commands work
directly with loggers that are defined in the server JVM. By default, the
setLogLevel command sets the level on the run-time logger and updates the
logger definition in the configuration file. By default, the 1istLoggers and
getLogLevel commands return run-time loggers.

See Also: "Logging Custom WLST Commands" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference

10.3.1 Searching Log Files

You can search for diagnostic messages by time, type of message, and certain log file
attributes by using Fusion Middleware Control or WLST commands, as described in
the following topics:

= Searching Log Files Using Fusion Middleware Control
s Searching Log Files Using the Command Line

10.3.1.1 Searching Log Files Using Fusion Middleware Control

You can search for diagnostic messages using standard and supplemental ODL
attributes using the Log Messages page of Fusion Middleware Control. By default, this
page shows a summary of the logged issues for the last hour.

You can modify the search criteria to identify messages of relevance. You can view the
search results in different modes, allowing ease of navigation through large amounts
of data.

The following sections describe how to search log files:

= Searching Log Files: Basic Searches

= Searching Log Files: Advanced Searches

10.3.1.1.1 Searching Log Files: Basic Searches This section describes how to perform
basic searches for log messages.

You can search for all of the messages for all of the entities in a domain, an Oracle
WebLogic Server, a component, or an application.

For example, to search for messages for a domain:
1. From the WebLogic Domain menu, choose Logs, then View Log Messages.

To search for messages for a component or application, select the component or
application. Then choose Logs, then View Log Messages from that target's menu.

The Log Messages page displays a Search section and a table that shows a
summary of the messages for the last hour, as shown in the following figure:
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soainfra@ Logged in as weblogic
D] ‘WeblLogic Domain + Page Refreshed Feb 20, 2009 12:55:48 PM PST (5]

Log Messages o Broaden Target Scope | = Manual Refresh hd
=ISearch

+15elected Targets (22}
Date Range | Most Recent 1 | | Hours w0

* Message Types DIrncu:Ient Error Warning Motification [ Trace Unknown

Message | contains b
Composite Mame | contains b x
Component Mame | contains b x
Component Instance I | contains b x
Composite Instance ID | conkains b x

-Q:) Search Add Fields

Wiew w  Show | Messages ~ || View Related Messages | = || Export Messages to File |«

Time AT Mn.erisage Message ID Message Target
Feb 20, 2009 9:57:00 AM PST Motificatio BEA-000628  Created "1" resources For pool "SOALocalTxDataSource”, ouk of whicl soa_serverl v
Feb 20, 2009 9:57:02 AM PST Motificatio BEA-0D1128  Connection For pool "SOALocalTxDataSource closed, s0a_serverl

Feb 20, 2009 10:00:00 AMPST  Motificatio BEA-000628  Created "1" resources for pool "SOALocalTxDataSource”, out of whicl soa_serverl
Feb 20, 2009 10:02:08 AMPST  Motificatio BEA-000628  Created "1" resources for pool "SOADataSource”, out of which "1" an soa_serverl
Feb 20, 2009 10:10:17 AMPST  Motificatio BEA-001128  Connection For pool "SOADataSource” closed, s0a_serverl
Feb 20, 2009 10:10:17 AMPST  Motificatio BEA-001128  Connection For pool "SOADataSource” closed, s0a_serverl
Feb 20, 2009 10:10:19 AMPST  Motificatio BEA-000628  Created "1" resources for pool "SOADataSource”, out of which "1" an soa_serverl
Feb 20, 2009 10:11:10 AMPST  Motificatio BEA-000628  Created "1" resources for pool "SOADataSource”, out of which "1" an soa_serverl

Feb 20, 2009 10:12:02 AMPST  Motificatio BEA-001128  Connection For pool "SOALocalTxDataSource” closed. s0a_serverl
Feb 20, 2009 10:25:17 AMPST  Motificatio BEA-001128  Connection For pool "SOADataSource” closed, s0a_serverl
Feb 20, 2009 10:25:17 AMPST  Motificatio BEA-001128  Connection For pool "SOADataSource” closed, s0a_serverl

Feb 20, 2009 10:25:26 AMPST  Motificatio BEA-000628  Created "1" resources for pool "SOADataSource”, out of which "1" an soa_serverl
Feb 20, 2009 10:25:26 AMPST  Motificatio BEA-000628  Created "1" resources for pool "SOADataSource”, out of which "1" an soa_serverl
Feb 20, 2009 10:40:17 AMPST  Motificatio BEA-001128  Connection For pool "SOADataSource” closed, s0a_serverl
Feb 20, 2009 10:40:17 AMPST  Motificatio BEA-001128  Connection For pool "SOADataSource” closed, s0a_serverl

In the Date Range section, you can select either:

= Most Recent: If you select this option, select a time, such as 3 hours. The
default is 1 hour.

s Time Interval: If you select this option, select the calendar icon for Start Date.
Select a date and time. Then, select the calendar icon for End Date. Select a
date and time.

In the Message Types section, select one or more of the message types. The types
are described in Table 10-4.

You can specify more search criteria, as described in Section 10.3.1.1.2.
Click Search.

To help identify messages of relevance, in the table, for Show, select one of the
following modes:

= Messages: Shows the matching messages.

To see the details of a particular message, click the message. The details are
displayed below the table of messages.

To view related messages, select a message, then click View Related
Messages and select by Time or by ECID (Execution Context ID).

s Group by Message Type: Summarizes the matching messages by grouping
them based on message type at the target level. This is the default mode.

To see the messages, click the count in one of the message type columns. The
Messages by Message Type page is displayed. To see the details of a particular
message, click the message. The details are displayed below the table of
messages.
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= Group by Message ID: Summarizes the matching messages by grouping them
based on message ID, message type, and module IDs at the target level.

To see the associated messages, click the count in the Occurrences column.
The Messages by Message ID page is displayed. To see the details of a
particular message, click the message. The details are displayed below the
table of messages.

10.3.1.1.2 Searching Log Files: Advanced Searches This section describes some of the
advanced search mechanisms you can use.

You can refine your search criteria using the following controls in the Log Messages

page:
= For Message, you can select an operator, such as contains, and enter a value to be
matched.

= Add Fields: Click this to specify additional criteria, such as Host, which lets you
narrow the search to particular hosts. Then click Add.

For each field you add, select an operator, such as contains, and enter a value to be
matched.

= Broaden Target Scope: Click this to expand the search to logs associated with all
members of the parent of the target. For example, if you are searching an
application's logs, you can expand the search to contain the Managed Server to
which the application is deployed.

»  Selected Targets: Expand this to see the targets that are participating in the search.
To add targets, click Add and provide information in the dialog box. To remove
targets, select the target and click Remove.

10.3.1.2 Searching Log Files Using the Command Line

You can search the log files using the WLST displayLogs command. You can
narrow your search by specifying criteria, such as time, component ID, message type,
or ECID.

To search for error messages generated in the last 5 minutes, for the Oracle HTTP
Server ohsl1, use the following command:

displayLogs (target="'opmn:asinst_1/ohsl', last=5)

To search for error messages generated in the last 10 minutes for the Managed Server
soa_serverl, use the following command:

displayLogs (oracleInstance="'/scratch/oraclel/Oracle/Middleware/user_
projects/domains/soa_domain', target='soa_serverl', last=10)

You can narrow your search by using the query parameter and specifying criteria,
such as component ID, message type, or ECID. In the query clause, you can specify a
query expression with any of the attributes listed in Table 10-1. Some of the criteria
you can use are:

»  Types of messages. For example, to search for ERROR and INCIDENT_ERROR
messages for the Managed Server soa_serverl, use the following command:

displayLogs (oracleInstance="'/scratch/oraclel/Oracle/Middleware/user_
projects/domains/soa_domain', target='soa_serverl',
query="'MSG_TYPE eq ERROR or MSG_TYPE eq INCIDENT ERROR')
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A particular ECID. For example, to search for error messages with a particular
ECID (140.87.134.52:13934:1186078666446:0) for the Managed Server soa_serverl,
use the following command:

displayLogs (oracleInstance='/scratch/oraclel/Oracle/Middleware/user_
projects/domains/soa_domain', target='soa_serverl',
query="ecid eq 140.87.134.52:13934:1186078666446:0")

Component type. For example, to search for messages from Oracle HTTP Server
instances, use the following query:

displayLogs (query="'COMPONENT ID eq ohs')

Range of time. To search for error messages that occurred within a specified range

of time, you specify the attribute TSTZ_ORIGINATING with both from and to
operators, using the following format:

displayLogs (query="'TSTZ_ORIGINATING from start_time and

TSTZ_ORIGINATING to end_time')
You specify the date using the following ISO 8601 time format:
2007-09-30T12:00:00:0000-08:00
For example, to display the error message from between 8:00 a.m. and 11 a.m. on
April 17,2009, use the following command:

displayLogs (query="'TSTZ_ORIGINATING from 2009-04-17T08:00:00-07:00
and TSTZ_ORIGINATING to 2009-04-17T11:00:00-07:00")

To display a count of messages, grouped by specific attributes, use the groupBy
parameter to the WLST command displayLogs. For example, to display the count of
WARNING messages by component, use the following command:

displayLogs (groupBy=['COMPONENT_ID'], query='MSG_TYPE eqg WARNING')

10.3.2 Viewing Log Files and Their Messages

You can view the log files for a specific component using Fusion Middleware Control
or WLST.

10.3.2.1 Viewing Log Files and Their Messages Using Fusion Middleware Control

You can view the messages for all of the entities in a domain, an Oracle WebLogic
Server, a component, or an application.

For example, to view the log files and their messages for a Managed Server:

1.

From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain. Right-click the Managed Server name and choose Logs, then View Log
Messages.

The Log Messages page displays the log files for the Managed Server and any
applications running in that server.

Expand Selected Targets and in the row for a particular component or
application, click the Target Log Files icon.

The View Log Files page is displayed. On this page, you can see a list of log files
related to the Managed Server, as shown in the following figure:
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p soa_serverl ®
=i WebLogic Server +

Log Messages = Log Files

Log Files
Wiew - Wiew Log File Download
Marme Direckary Log Type

soa_serverl.loc fscratchioraclel/OracleMiddlewarefuser_projectsfdomains/SOA_domain/serversisoa Server
soa_serverl-die fscratchioraclel/Oracle/Middlewarefuser _projectsfdomains/SOA_domain/serversisoa Server
diagnostic.log  fscratchforaclel/Oracle/Middlewarefuser _projects!domains/S0A_domain/serversisoa Server

Logged in as weblogic | host

Page Refreshed &pr 23, 2009 1:20:36 PM POT (]

Last Modified

Apr 23, 2009 1:20:16 PM P
Apr 23, 2009 11:13:36 4M
Apr 23, 2009 10:53:27 4M

3. Select a file and click View Log File.

The View Log Files page is displayed. On this page, you can view the list of

messages.

The details are displayed in the pane below the listing, as shown in the following

figure:
{} soa_serverl ®
=] webLogic Server

Log Messages = Log Files = View Log File: soa_server1-diagnostic. log
View Log File: soa_serverl-diagnosticlog

Mame [scratchforaclel fOraclefMiddlewarefuser_projects/domains!S0OA_domaingserversfsoa_

serverllogs/soa_server1-diagnostic.log
Last Modified Apr 23, 2009 11:13:36 AM PDT

[rate Range

Time Interval Start Date | 4/23/09 10:54 aM
£

Wigw - View Related Messages |+

Time Lu%7 Message Type Message ID
Apr 23, 2009 10:54:00 AMPDT  Motification

Apr 23, 2009 10:54:00 AMPDT  Motification

Apr 23, 2009 10:54:01 AMPDT  Motification

Apr 23, 2009 10:54:01 AMPDT  Motification  SDP-26033
Apr 23, 2009 10:54:03 AMPDT  Motification

Apr 23, 2009 10:54:04 AMPDT  ‘Warning JIPS-04026
Apr 23, 2009 10:54:04 AMPDT  Motification

Apr 23, 2009 10:54:04 AMPDT  Motification

Apr 23, 2009 10:54:04 AMPDT  Motification

Apr 23, 2009 10:54:12 AMPDT  Motification  MD3-10013
Apr 23, 2009 10:54:17 AMPDT  ‘Warning SDP-26024
Apr 23, 2009 10:55:34 AMPDT  ‘Warning SDP-26035
Apr 23, 2009 10:57:08 AMPDT  Motification  MD3-10014

<

=l Apr 23, 2009 10:54:00 AM PDT {Notification)
Message Level
ECID

Relationship I
Component

Module

Message

000013k 7DCNARKESIZ4EyF 1 9wagN000001

o

soa_serverl
oracle.mds
Application I0 : wsm-pm

By default, the messages are sorted by time, in ascending order. You can sort the
sage Type, or Message ID by clicking the

messages by the columns Time, Mes
column name.

To view the details of a message, select the message.

Logged in as weblogic | host

Page Refreshed Apr 23, 2009 1:23:09 PM PDT (]

View | Manual Refresh w0 | #

Download Log Type
- Size (KB}
[y EndDate [4/23/09 11:13 AM By | @Eearch |«
>
Message
Application I0 : wsm-pm ~

"Metadata Services: Metadata archive {MAR) not Found."

Email Server: iimap

Started messaging driver: Farm_S08_domain/S08_domainisoa_serve

Application [soa-infra] is being deployed, start policy migration,

Cannot delete application policy context "soa-infra”,

Application policy migration for [soa-infra] is completed successfully,

Codebase policy migration for [soa-infra] is completed successfully,

Application ID : soa-infra

transfer operation started,

Registration of driver Email-Driver did not complete; will retry periodic.

JMDI lookup of server command endpoint OraSDPMfejbfsdpmessaging

transfer is completed, Total number of documents successfully proces s

¥

Total Rows ¢ 176

-

Host dadvmn0623
Host IP Address 10,229.149,27
User  <anonymous:=

Thread ID [STANDEY].ExecuteThread: '1' for queus:
‘weblogic.kernel, Default {self-tuning)’

and select by Time or by ECID (Execution Context ID).
The Related Messages page is displayed.

To view messages that are related by time or ECID, click View Related Messages

10.3.2.2 Viewing Log Files and Their Messages Using the Command Line
You can list the log files for an Oracle WebLogic Server domain, server, an Oracle

instance, or component using the WLST 1istLogs command.
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You can use this command while connected or disconnected. While connected, the
default target is the Oracle WebLogic Server domain.

To list the log files, first use the domainRuntime command as described in Section 10.3.
The following describes how to list and view log files:

To list all of the log files for the Oracle WebLogic Server soa_serverl, use the
following command:

wls:/soa_domain/domainRuntime> listLogs (target='server_soa')
file://dadvmn0623/scratch/oraclel/Oracle/Middleware/user_projects/domains/SOA_
domain/servers/soa_serverl/logs/soa_serverl.log

2009-03-17 16:40:45 4.9M soa_serverl.log00001
2009-03-17 18:35:35 4.9M soa_serverl.log00002
2009-03-17 20:30:25 4.9M soa_serverl.log00003

file://dadvmn0623/scratch/oraclel/Oracle/Middleware/user_projects/domains/SOA_
domain/servers/soa_serverl/logs/soa_serverl-diagnostic.log

2009-03-22 13:53:32 10M soa_serverl-diagnostic-22.1log
2009-03-22 19:18:32 10M soa_serverl-diagnostic-23.1log
2009-03-23 00:42:32 10M soa_serverl-diagnostic-24.1log
2009-03-23 06:07:32 10M soa_serverl-diagnostic-25.1log
2009-03-23 11:31:32 10M soa_serverl-diagnostic-26.log
2009-03-23 16:56:32 10M soa_serverl-diagnostic-27.log
2009-03-23 22:20:32 10M soa_serverl-diagnostic-28.1log
2009-03-24 03:45:32 10M soa_serverl-diagnostic-29.1log
2009-03-24 09:11:32 10M soa_serverl-diagnostic-30.log
2009-03-24 14:08:32 9.2M soa_serverl-diagnostic.log

To list the logs for the Oracle HTTP Server ohs1 in the Oracle instance asinst_1,
use the following command:

listLogs (target="'opmn:asinst_1/ohsl"')

To list the logs while disconnected, you must specify the oracleInstance
parameter, passing it either the Oracle WebLogic Server domain or the Oracle
instance home for the system component. For example, to list the log files for the
Managed Server soa_serverl:

listLogs (oracleInstance="'/scratch/Oracle/Middleware/user_projects/domains/SOA_
domain',
target="'soa_serverl')

To view the diagnostic messages in log files, use the WLST displayLogs
command. This command works when you are either connected or disconnected.

For example, to view the messages generated in the last 10 minutes in the log files
for the Oracle WebLogic Server domain, use the following command:

displayLogs (last=10)

[2009-05-05T08:05:29.652-07:00] [soa_serverl] [NOTIFICATION] [BEA-000628]
[Common] [host: dadvmn0623] [nwaddr: 10.229.149.27] [tid:

[ACTIVE] .ExecuteThread: '10' for queue: 'weblogic.kernel.Default
(self-tuning) '] [userId: <WLS Kernel>] [TARGET: /SOA_domain/soa_serverl]
[LOG_FILE: /scratch//Oracle/Middleware/user_projects/domains/SOA_

domain/servers/soa_serverl/logs/soa_serverl.log] Created "1" resources for
pool "SOADataSource", out of which "1" are available and "0" are unavailable.
[2009-05-05T08:05:29.673-07:00] [soa_serverl] [NOTIFICATION] [BEA-000628]
[Common] [host: dadvmn0623] [nwaddr: 10.229.149.27] [tid:

oracle.integration.platform.blocks.executor.WorkManagerExecutor$1@17£5105]
[userId: <anonymous>] [TARGET: /SOA_domain/soa_serverl] [LOG_FILE:
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/scratch/Oracle/Middleware/user_projects/domains/SOA
_domain/servers/soa_serverl/logs/soa_serverl.log] Created "1" resources for
pool "SOADataSource", out of which "1" are available and "0" are unavailable.
[2009-05-05T08:05:30.448-07:00] [soa_serverl] [NOTIFICATION] [BEA-001128]
[JDBC] [host: dadvmn0623] [nwaddr: 10.229.149.27] [tid:
oracle.integration.platform.blocks.executor.WorkManagerExecutor$1@17£5105]
[userId: <anonymous>] [TARGET: /SOA_domain/soa_serverl] [LOG_FILE:
/scratch/Oracle/Middleware/user_projects/domains/SOA
_domain/servers/soa_serverl/logs/soa_serverl.log] Connection for pool
"SOADataSource" closed.

The previous command returns the messages sorted by time, in ascending order.

To display the log files for the Oracle HTTP Server ohs1 in the Oracle instance
asinst_1, use the following command:

displayLogs (target="'opmn:asinst_1/ohsl")

You can search the messages by specifying particular criteria and sort the output, as
described in Section 10.3.1.

See Also: "Logging Custom WLST Commands" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference for more
information about the 1istLogs and displayLogs commands

10.3.3 Downloading Log Files

You can download messages using Fusion Middleware Control or the WLST
command-line tool.

10.3.3.1 Downloading Log Files Using Fusion Middleware Control

You can download the log messages to a file, either the matching messages from a
search or the messages in a particular log file.

To download the matching messages from a search to a file using Fusion Middleware
Control:

1.
2.

5.

From the navigation pane, select target, such as the domain.

From the dynamic target menu, choose Logs, then View Log Messages.
The Log Messages page is displayed.

Search for particular types of messages as described in Section 10.3.1.1.

Select a file type by clicking Export Messages to File and select one of the
following

= As Oracle Diagnostic Log Text (.txt)

= As Oracle Diagnostic Log Text (.xml)

= As Comma-Separated List (.csv)

An Opening dialog box is displayed.

Select either Open With or Save to Disk. Click OK.

To export specific types of messages or messages with a particular Message ID to a

file:
1.

From the navigation pane, expand the farm, then WebLogic Domain, and then
domain. Select a Managed Server.
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7.

From the dynamic target menu, choose Logs, then View Log Messages.
The Log Messages page is displayed.

Search for particular types of messages as described in Section 10.3.1.1.
For Show, select Group by Message Type or Group by Message ID.

To download the messages into a file, if you selected Group by Message Type,
select the link in one of the columns that lists the number of messages, such as the
Errors column. If you selected Group by Message ID, select one of the links in the
Occurrences column.

The Messages by Message Type page or Message by Message ID is displayed.
Select a file type by clicking the arrow near Export All to File.

You can select one of the following:

= As Oracle Diagnostic Log Text (.txt)

= As Oracle Diagnostic Log Text (.xml)

= As Comma-Separated List (.csv)

An Opening dialog box is displayed.

Either select Open With or Save to Disk. Click OK.

To download the log files for a specific component using Fusion Middleware Control:

1.

From the navigation pane, expand the farm. For system components, expand the
installation type, such as Web Tier and select the component. For Java
components, expand the farm, then the component type, and then select the
component.

From the dynamic target menu, choose Logs, then View Log Messages.
The Log Messages page is displayed.
In the Log Files column, click a log file.

The Log Files page is displayed. On this page, you can see a list of log files related
to the component or application.

Select a log file and click Download.
An Opening dialog box is displayed.
Select either Open With or Save to Disk. Click OK.

10.3.3.2 Downloading Log Files Using the Command Line

You can download log files using the WLST displayLogs command and redirecting
the output to a file. For example:

displayLogs (type=["'ERROR', 'INCIDENT_ERROR'], export='download_log.txt')

The messages are written to the file download_log.txt.

10.4 Configuring Settings for Log Files

You can change the log settings of Managed Servers and Java components using
Fusion Middleware Control or WLST.
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Note: Note that you cannot configure options for log files of system
components, which are listed in Section 3.5.2. For information about
how to configure options for log files for system components, see the
Administrator's Guide for the component.

For Java components, you can configure the following options for log files:
s The name and location of log files. See Section 10.4.1.

= The size of log files: You can specify that a new file is created either when the log
file reaches a certain size or when a particular time is reached. This is called log
file rotation. See Section 10.4.2.

»  The level of information written to log files. See Section 10.4.3.
= The format of the log files. See Section 10.4.4.
s The Locale encoding. See Section 10.4.5.

10.4.1 Changing Log File Locations

You can change the name and location of log files by using Fusion Middleware
Control or the WLST command-line tool.

10.4.1.1 Changing Log File Locations Using Fusion Middleware Control

To change the location of a component's log file using Fusion Middleware Control,
navigate to the component's home page and choose Logs, then Log Configuration
from the dynamic target menu.

For example, to change the name and location of a component log file using Fusion
Middleware Control:

1. From the navigation pane, select the component.
2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.
3. Select the Log Files tab.
4. In the table, select the logger and click Edit Configuration.
The Edit Log File dialog box is displayed, as shown in the following figure:

Edit Log File

Log File  owsm-message-handler
Handler Class  oracle,core,ojdl logging. ODLHandlerFactory

*LogPath | twebcenter/servers/WLS_Spaces/logs/wLS_Spaces-diagnostic.log
Log File Format @ Oracle Diagnostics Logging - Text O Oracle Diagnostics Logging - XML
LogLevel | TRACE:32 (FINEST) v
Use Default Attributes [
supplemental Attributes | 12EE_aPP.name, J2EE_MODULE . name, WEBSERYICE . name, WEESE
Loggers To Associake -
Rotation Policy

Size Based [ Time Based
* Maximum Log File Size (MB) | 10,0

Maximurn Size OF All Log Files {MB) | 100.0 * Frequency Minukes

Hourly
Retention Period Mirukes

Dy

[o]4 Cancel
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5. For Log Path, enter a new path.
6. Click OK.

7. In the confirmation window, click Close.

10.4.1.2 Changing Log File Locations Using WLST

To change the log file location using WLST, use the configurelLogHandler
command. For example, to change the path of the logger named odl-handler, use the
following command:

configureLogHandler (name="'odl-handler', path='/scratch/Oracle/logs')

10.4.2 Configuring Log File Rotation

An ODL log is a set of log files that includes the current ODL log file and zero or more
ODL Archives (segment files) that contain older messages. As the log file grows, new
information is added to the end of the log file, diagnostic.log. When the log file
reaches the rotation point, it is renamed and a new log file, diagnostic.logis
created. You specify the rotation point, by specifying the maximum ODL segment size,
or, for the log files of some components, the rotation time and rotation frequency.

Segment files are created when the ODL log file diagnostic.log reaches the
rotation point. That is, the diagnostic.log isrenamed to diagnostic.logn.log,
where n is an integer, and a new diagnostic. log file is created when the
component generates new diagnostic messages.

To limit the size of the ODL log, you can specify:

s The maximum size of the logging directory. Whenever the sum of the sizes of all
of the files in the directory reaches the maximum, the oldest archive is deleted to
keep the total size under the specified limit.

By default, the log files are rotated when they reach 10 MB. The maximum size of
all log files for a particular component is 100 MB.

s The maximum size of the log file. You specify that a new log file be created when a
specific time or frequency is reached.

Note: After you change the log file rotation, you must restart the
Managed Server for the changes to take effect.

10.4.2.1 Specifying Size-Based or Time-Based Rotation Using Fusion Middleware
Control
To configure log file rotation using Fusion Middleware Control for a component:

1. From the navigation pane, select the component.

2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

3. Select the Log Files tab.

4. In the table, select the logger and click Edit Configuration.
The Edit Log File dialog box is displayed.

5. In the Rotation Policy section, you can select one of the following;:

= Size Based: If you select this, enter the following:
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— For Maximum Log File Size, enter the size in MB, for example, 15.

— For Maximum Size of All Log Files, enter the size in MB, for example,
150.

= Time Based: If you select this, enter the following:

— For Start Time, enter the date when you want the rotation to start. For
example, enter 10-APR-2009.

- For Frequency, you can select Minutes and enter the number of minutes,
or you can select Hourly, Daily, or Weekly.

— For Retention Period, you can specify how long the log files are kept. You
can select Minutes and enter the number of minutes, or you can specify
Day, Week, Month, or Year.

Specifying a shorter period means that you use less disk space, but are not
able to retrieve older information.

6. Click OK.

7. In the confirmation window, click Close.

10.4.2.2 Specifying Size-Based or Time-Based Rotation Using the Command Line

To specify log file rotation using WLST, use the configureLogHandler command.
You can specify size-based rotation or time-based rotation.

For example, to specify that the log files rotate daily and that they are retained for a
week, use the following command:

configureLogHandler (name="'odl-handler', rotationFrequency='daily',
retentionPeriod="'week")

To specify that the size of a log file does not exceed 5MB and rotates when it reaches
that size, use the following command:

configureLogHandler (name="'odl-handler', maxFileSize='5M")

10.4.3 Setting the Level of Information Written to Log Files

You can configure the amount and type of information written to log files by
specifying the message type and level. For each message type, possible values for
message level are from 1 (highest severity) through 32 (lowest severity). Some
components support only some of the levels for each message type. Generally, you
need to specify only the type; you do not need to specify the level.

When you specify the type, Oracle Fusion Middleware returns all messages of that
type, as well as the messages that have a higher severity. For example, if you set the
message type to WARNING, Oracle Fusion Middleware also returns messages of type
INCIDENT_ERROR and ERROR.

Table 10—4 shows the message types and the most common levels for each type.

Table 10-4 Diagnostic Message Types and Level

Message Type Level Description

INCIDENT_ERROR 1 A serious problem that may be caused by a bug in the
product and that should be reported to Oracle Support.

Examples are errors from which you cannot recover or
serious problems.
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Table 10-4 (Cont.) Diagnostic Message Types and Level

Message Type Level Description

ERROR 1 A serious problem that requires immediate attention from
the administrator and is not caused by a bug in the product.

An example is if Oracle Fusion Middleware cannot process
a log file, but you can correct the problem by fixing the
permissions on the document.

WARNING 1 A potential problem that should be reviewed by the
administrator.
Examples are invalid parameter values or a specified file
does not exist.

NOTIFICATION 1 A major lifecycle event such as the activation or
deactivation of a primary sub-component or feature.

This is the default level for NOTIFICATION.

NOTIFICATION 16 A finer level of granularity for reporting normal events.

TRACE 1 Trace or debug information for events that are meaningful
to administrators, such as public API entry or exit points.

TRACE 16 Detailed trace or debug information that can help Oracle
Support diagnose problems with a particular subsystem.

TRACE 32 Very detailed trace or debug information that can help
Oracle Support diagnose problems with a particular
subsystem.

The default is NOTIFICATION, level 1.

The INCIDENT_ERROR, ERROR, WARNING, and NOTIFICATION with level 1 have
no performance impact. For other types and levels, note the following:

s NOTIFICATION, with level 16: Minimal performance impact.

s TRACE, with level 1: Small performance impact. You can enable this level
occasionally on a production environment to debug problems.

s TRACE, with level 16: High performance impact. This level should not be enabled
on a production environment, except on special situations to debug problems.

s TRACE, with level 32: Very high performance impact. This level should not be
enabled in a production environment. It is intended to be used to debug the
product on a test or development environment.

Table 10-5 shows the log level mappings among ODL format, Oracle WebLogic Server,
and Java.

Table 10-5 Mapping of Log Levels Among ODL, Oracle WebLogic Server, and Java

OoDL WebLogic Server Java

OFF OFF 2147483647 - OFF
INCIDENT_ERROR:1 (EMERGENCY) 1100
INCIDENT_ERROR:4 EMERGENCY 1090
INCIDENT_ERROR:14 ALERT 1060
INCIDENT_ERROR:24 CRITICAL 1030

ERROR:1 (ERROR) 1000 - SEVERE
ERROR:7 ERROR 980
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Table 10-5 (Cont.) Mapping of Log Levels Among ODL, Oracle WebLogic Server, and

OoDL WebLogic Server Java
WARNING:1 WARNING 900 - WARNING
WARNING:7 NOTICE 880
NOTIFICATION:1 INFO 800 - INFO
NOTIFICATION:16 (DEBUG) 700 - CONFIG
TRACE:1 (DEBUG) 500 - FINE
TRACE:1 DEBUG 495

TRACE:16 (TRACE) 400 - FINER
TRACE:32 (TRACE) 300 - FINEST
TRACE:32 TRACE 295

10.4.3.1 Configuring Message Levels Using Fusion Middleware Control
You can set the message level for a particular log file or for loggers.

To set the message level for a component log file:
1. From the navigation pane, select the component.
2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.
3. Select the Log Files tab.
4. In the table, select the log file and click Edit Configuration.
The Edit Log File dialog box is displayed, as shown in the following figure:

Edit Log File

Log File  owsm-message-handler
Handler Class  oracle,core,ojdl logging. ODLHandlerFactory
*LogPath | twebcenter/servers/WLS_Spaces/logs/wLS_Spaces-diagnostic.log
Log File Format @ Oracle Diagnostics Logging - Text O Oracle Diagnostics Logging - XML
Log Level {TRACE:32 (FINEST) [
Use DeFault Attributes | INCIDENT_ERROR:1 (SEYERE+100)
Supplemental Attributes TS

Loggers To Associake | MOTIFICATION:1 (INFO)
NOTIFICATION: 16 (CONFIG)

FSERNICE. name, WEBSE

Rotation Policy TRACE:1 (FIME}
) TRACE: 16 (FINER)
Size Based TRACE:32 (FINEST) p Based

* Maximum Log File Size (MEY 10,0

Maximurn Size OF All Log Files {MB) | 100.0 * Frequency Minukes

Hourly

Retention Period Mirukes

[o]4 Cancel

5. For Log Level, select the logging level. For example, select WARNING:1
(WARNING).

6. Click OK.
7. In the confirmation window, click Close.
To set the message level for one or more loggers for a component:

1. From the navigation pane, select the component.
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2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.
3. Select the Log Levels tab.
4. For View, select Runtime Loggers or Loggers with Persistent Log Level State.

Run-time loggers are loggers that are currently active. Persistent loggers are
loggers that are saved in a configuration file and log levels of these loggers are
persistent across component restarts. A run-time logger can also be a persistent
logger, but not all run-time loggers are persistent loggers.

5. In the table, to specify the same level for all loggers, select the logging level for
Root Logger for run-time loggers or oracle for persistent loggers. Then, for the
child loggers, specify Inherit from Parent. For most situations, that is sufficient.

However, if you need to specify the level for a particular logger, expand Root
Logger or oracle, then, for the logger that you want to modify, select the logging
level. For example, for the logger oracle.wsm.management.logging, select
WARNING:1 (WARNING).

6. Click Apply.

10.4.3.2 Configuring Message Levels Using WLST

To set the message level with WLST, you use the setLoglevel command. To get the
current message level, you use the getLogLevel command. You must be connected
to WebLogic Server before you use the configuration commands.

You can view the log level for a logger for an Oracle WebLogic Server. For example, to
view the log level of the Oracle WebLogic Server soa_serverl, use the following
command:

getLogLevel (logger="'oracle', target='soa_serverl')
NOTIFICATION:1

You can set the log level for a particular logger. The following example sets the
message type to WARNING for the logger oracle.soa:

setLogLevel (target="'soa_serverl', logger='oracle.soa', level='WARNING')

To get a list of loggers for the Oracle WebLogic Server soa_serverl, use the listLoggers
command:

listLoggers (target='soa_serverl')

oracle.soa

| WARNING:1
oracle.soa.adapter | <Inherited>
orac | <Inherited>
oracle.soa.b2b.apptransport | <Inherited>
oracle.soa.b2b.engine | <Inherited>
oracle.soa.b2b.repository | <Inherited>
oracle.soa.b2b.transport | <Inherited>
oracle.soa.b2b.ui | <Inherited>
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You can also filter logger names using the pattern parameter and a regular expression.
For example, to return all loggers that begin with oracle in the Oracle WebLogic
Server soa_serverl, use the following command:

listLoggers (target='soa_serverl', pattern='oracle.*")

oracle | NOTIFICATION:1
oracle.adapter | <Inherited>
oracle.adapter.jms.logger | <Inherited>

oracle.adf <Inherited>

10.4.4 Specifying the Log File Format

By default, information is written to log files in ODL text format. You can change the
format to ODL XML format.

10.4.4.1 Specifying the Log File Format Using Fusion Middleware Control

To change the format using Fusion Middleware Control:

1. From the navigation pane, select the component.

2. From the dynamic target menu, choose Logs, then Log Configuration.
The Log Configuration page is displayed.

3. Select the Log Files tab.

4. In the table, select the log file and click Edit Configuration.
The Edit Log File dialog box is displayed.

5. For Log File Format, select Oracle Diagnostics Logging - XML.

6. Click OK.

7. In the confirmation window, click Close.

10.4.4.2 Specifying the Log File Format Using WLST

To specify the log file format using WLST, you use the use the
configureLogHandler command. You use the format parameter and specify
either ODL-Text or ODL-XML. ODL-Text is the default.

For example, to specify ODL XML format, use the following command:

configureLogHandler (name="'odl-handler', format='ODL-XML'))

10.4.5 Specifying the Log File Locale

The language and data formats used in the log files are determined by the default
locale of the server Java Virtual Machine (JVM). You can change them using the
Language and Regional Options applet in Control Panel on Windows or the LANG
and LC_ALL environment variables on a UNIX platform.

The character encoding of log files is determined by the server JVM's default character
encoding or an optional configuration setting. You should choose an encoding that
supports all languages used by the users, or the log file may be corrupted. By default,
log is in the server JVM's default character encoding. If you change the encoding,
delete or rename old log files to prevent them from being damaged by the new logs
appended in a different encoding.

For support of any language, it is recommended to use Unicode UTF-8 encoding. On a
UNIX operating system, setting the LANG and LC_All environment variables to a
locale with the UTF-8 character set enables UTF-8 logging (for example, en_
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US . UTF-8 for the US locale in UTF-8 encoding). On Windows, you can enable UTF-8
logging as described in the following topics.

10.4.5.1 Specifying the Log File Encoding Using WLST

To specify the log file encoding using WLST, use the configureLogHandler command.
You can use the encoding parameter to specify the character set encoding. JVM default
encoding is the default.

For example, to specify UTF-8, use the following command:

configureLogHandler (name="odl-handler", encoding="UTF-8")

10.4.5.2 Specifying the Log File Encoding in logging.xml

To specify the log file encoding in the logging.xml file, use an optional encoding
property. You can specify the encoding property to specify the character set encoding.
JVM default encoding is the default.

For example, to specify UTF-8, add the following encoding property in the log_
handler element:

<property name='encoding' value='UTF-8'/>

10.5 Correlating Messages Across Log Files and Components

Oracle Fusion Middleware components provide message correlation information for
diagnostic messages. Message correlation information helps those viewing diagnostic
messages to determine relationships between messages across components. Each
diagnostic message contains an Execution Context ID (ECID) and a Relationship ID
(RID):

= An ECID is a globally unique identifier associated with the execution of a
particular request. An ECID is generated when the request is first processed.

= A RID distinguishes the work done in one thread on one process, from work done
by any other threads on this and other processes on behalf of the same request.

The ECID and RID help you to use log file entries to correlate messages from one
application or across Oracle Fusion Middleware components. By searching for related
messages using the message correlation information, multiple messages can be
examined and the component that first generates a problem can be identified (this
technique is called first-fault component isolation). Message correlation data can help
establish a clear path for a diagnostic message across components, within which errors
and related behavior can be understood.

You can use the ECID and RID to track requests as they move through Oracle Fusion
Middleware.

The following shows an example of an ECID:

152.68.202.244:43750:1172674368694:1

The RID is one or more numbers separated by a colon (:). The first RID created for a
request is 0. Each time work is passed from a thread that has an ECID associated with
it to another thread or process, a new RID is generated that encodes the relationship to
its creator. That is, a new generation is created. Each shift in generation is represented
by a colon and another number. For example, the seventh child of the third child of the
creator of the request is:

0:3:7
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You can view all the messages with the same ECID using the WLST displayLogs

command. For example:

displayLogs (ecid="'0000H19TwKUCs1T6uBi8UH181kwXx000002")

You can search for messages with a particular ECID on the Log Messages page in
Fusion Middleware Control:

1.

Related Messages by ECID: 000013¢7yEjDOJQGUbGEUH1 9xKuv00000qg

5.

From the WebLogic Domain menu, choose Logs, then View Log Messages.

To search for messages for a component or application, select the component or

application and then choose Logs, then View Log Messages from that target's

menu.

Specify search criteria, as described in Section 10.3.1.1.2.

Click Search.

Select a message, then click View Related Messages and select by ECID
(Execution Context ID).

The messages with the same ECID are displayed, as shown in the following figure:

soainfra@
il | WebLogic Domain -+

Logged in as weblogic

Page Refreshed Apr 27, 2009 §:31:54 AM PDT (]

Log Messages = Related Messages by ECID: 0000I3c7yEjD0jQ6ubsELIHT 9xkuv00000g

F5elected Targets {24)

Wigw -
Time

Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AMPDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AMPDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AMPDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AM PDT
Apr 27, 2009 §:09:45 AMPDT
Apr 27, 2009 §:09:45 AM PDT

‘iew Related Messages |+

A Message
Type

Errar
Errar
Errar
Errar
Errar
Errar
Errar
Errar
Errar
Errar
Errar
Errar
Errar

Export Messages to File |+

Message ID

s Broaden Target Scope |

Message

Failed to get "Serverlames"; javax,management, AttributeMotFounde
Failed to get "AgentMonitored”: javax.management. AttributeMotFour
Failed to get "CanonicalPath”; javax.management, AttributerotFound
Failed to get "LocalagentMonitored": javax.management. Attributelo
Failed to get "MemberOf"; javax. management, AttributeMotFoundEsx:
Failed to get "Parent”; javax.management. AttributeMotFoundExcepti
Failed to get "HostMame": javax,management, AttributeMotFoundExo
Failed to get "Members"; javax.management, AttributerotFoundExce
Failed to get "OracleHome"; javax.management. AttributerotFoundEs
Failed to get "Oraclelnstance”; javax.management. AttributehotFoun
Failed to get "version": javax.management. AttributeMotFoundExcept
Failed to get "DeleteCorrespondingl2eedpp”; javax.management, Atk
Failed to get "Displayhame"; javax.management. AttributeotFoundE

Scope | 30 seconds W

Target

DM3 Application(11.
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,
DM3 Application(11.
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,
DM3 Application(11,

~

Targ

App
App
App
App
App
App
App
App
App
App
App
App
App

Trace the ECID to the earliest message. (You may need to increase the date or time
range to view the first message with the ECID.)

10-22 Oracle Fusion Middleware Administrator's Guide



Part lli

Advanced Administration

This part describes advanced administration tasks that involve reconfiguring Oracle
Fusion Middleware.

It contains the following chapters:
»  Chapter 11, "Managing the Oracle Metadata Repository"
s Chapter 12, "Changing Network Configurations"






11

Managing the Oracle Metadata Repository

This chapter provides information on managing the Oracle Metadata Repository.
It contains the following topics:

s Understanding a Metadata Repository

»  Creating a Database-Based Metadata Repository

= Managing the MDS Repository

»  Managing Metadata Repository Schemas

11.1 Understanding a Metadata Repository

A metadata repository contains metadata for Oracle Fusion Middleware components,
such as Oracle BPEL Process Manager, Oracle B2B, and Oracle WebCenter. It can also
contain metadata about the configuration of Oracle Fusion Middleware and metadata
for your applications.

Oracle Fusion Middleware supports multiple repository types. A repository type
represents a specific schema or set of schemas that belong to a specific Oracle Fusion
Middleware component (for example, Oracle BPEL Process Manager or Oracle
Internet Directory.)

A particular type of repository, the Oracle Metadata Services (MDS) repository,
contains metadata for certain types of deployed applications. This includes custom
Java EE applications developed by your organization and some Oracle Fusion
Middleware component applications, such as Oracle B2B. For information related
specifically to the MDS Repository type, see Section 11.3.

You can create a database-based repository or, for MDS, a file-based repository. For
production environments, you use a database-based repository. Most components,
such as Oracle BPEL Process Manager, require that a schema be installed in a
database, necessitating the use of a database-based repository.

11.2 Creating a Database-Based Metadata Repository

You use the Oracle Fusion Middleware Metadata Repository Creation Utility (RCU) to
create the metadata repository in an existing database.

You can use RCU to create multiple repositories in a single database. You can use it to
create the MDS repository or a repository for metadata for particular components,
such as Oracle WebCenter. RCU creates the necessary schemas for the components.
See Appendix D for a list of the schemas and their tablespaces and datafiles.

With RCU, you can also drop component schemas.
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Note: Oracle recommends that all metadata repositories reside on a
database at the same site as the components to minimize network
latency issues.

For information about managing a database-based MDS Repository, see Managing the
MDS Repository.
See Also:

»  Oracle Fusion Middleware Repository Creation Utility User’s Guide for
information about how to use RCU to create a database-based
metadata repository

s For information about which versions of Oracle databases are
supported, and other prerequisites for the database, see:

http://www.oracle.com/technology/software/products/ias
/files/fusion_certification.html

11.3 Managing the MDS Repository

Oracle Metadata Services (MDS) repository contains metadata for certain types of
deployed applications. Those deployed applications can be custom Java EE
applications developed by your organization and some Oracle Fusion Middleware
component applications, such as Oracle B2B, and Oracle Web Services Manager. A
Metadata Archive (MAR), a compressed archive of selected metadata, is used to
deploy metadata content to the MDS Repository, which contains the metadata for the
application.

You should deploy your applications to MDS in the following situations, so that the
metadata can be managed after deployment:

s The application contains seeded metadata packaged in a MAR.

= You want to enable user personalizations at run time.

= You have a custom Oracle WebCenter application.

= You have a SOA composite application (SCA).

The following topics provide information about the MDS repository:

= Understanding the MDS Repository

= Registering and Deregistering a Database-Based Metadata Repository
= Registering and Deregistering a File-Based Metadata Repository

= Viewing Information about an MDS Repository

s Listing Repositories and Partitions

s Configuring an Application to Use a Different MDS Repository or Partition
= Moving Metadata from a Test System to a Production System

= Moving from a File-Based Repository to a Database-Based Repository
s Deleting a Metadata Partition from a Repository

= Purging Metadata Version History

=  Managing Metadata Labels in the MDS Repository
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See Also: Oracle Fusion Middleware High Availability Guide for
information about using an MDS repository with Oracle Real
Application Clusters (Oracle RAC).

11.3.1 Understanding the MDS Repository

The MDS framework allows you to create customizable applications. A customized
application contains a base application (the base documents) and one or more layers
containing customizations. MDS stores the customizations in a metadata repository
and retrieves them at run time to merge the customizations with the base metadata to
reveal the customized application. Since the customizations are saved separately from
the base, the customizations are upgrade safe; a new patch to base can be applied
without breaking customizations. When a customized application is launched, the
customization content is applied over the base application.

A customizable application can have multiple customization layers. Examples of
customization layers are industry and site. Each layer can have multiple customization
layer values, but typically only one such layer value from each layer is applied at run
time. For example, the industry layer for a customizable application can contain values
for health care and financial industries; but in the deployed customized application,
only one of the values from this layer is used at a time. For more information about
base documents and customization layers, see "Customizing Applications with MDS"
in the Oracle Fusion Middleware Fusion Developer’s Guide for Oracle Application
Development Framework.

An MDS Repository can be file-based or database-based. For production
environments, you use a database-based repository. You can have more than one MDS
Repository for a domain.

A database-based MDS Repository provides the following features that are not
supported by a file-based MDS Repository:

= Efficient query capability: A database-based MDS repository is optimized for
set-based queries. As a result, it provides better performance on such searches
with the database repository.

The MDS Repository query API provides constructs to define the query operation
and to specify conditions on metadata objects. These conditions are essentially a
set of criteria that restrict the search results to certain set of attribute types and
values, component types, text content, and metadata paths. The API allows
multiple conditions to be combined together to achieve dynamic recursive
composition using OR and AND constructs.

= Atomic transaction semantics: A database-based MDS repository uses the
database transaction semantics, which provides rollbacks of failed transactions,
such as failed imports or deployments.

= Versioning: The MDS Repository maintains versions of the documents in a
database-based repository. Versioning allows changes to metadata objects to be
stored as separate versions rather than simply overwriting the existing data in the
metadata repository. It provides version history, as well as the ability to label
versions so that you can access the set of metadata as it was at a given point in
time.

s The capability in a running environment to isolate metadata changes and test
them for a subset of users before committing them for all users.

= Support for external change detection based on polling. This allows one
application to detect changes another application makes to shared metadata. For
example, if you have an application deployed to Managed Servers A and Bin a
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cluster, and you modify the customizations for the application deployed in
Managed Server A, the data is written to the database-based repository. The
application deployed in Managed Server B uses the updated customizations. This
supports high availability (in particular, active/active scenarios.)

n  Clustered updates: Updates from multiple hosts to the metadata are allowed. For a
file-based MDS Repository, updates can be made from only one host at a time.

The MDS Repository supports Oracle databases, as well as non-Oracle databases. For
more information about the supported databases, see:

http://www.oracle.com/technology/software/products/ias/files/fusion_
certification.html

In an MDS Repository, each application, including Oracle Fusion Middleware
components, is deployed to its own partition. A partition is an independent logical
repository within one physical MDS Repository, whether it is database-based or
file-based.

For information about deploying applications and associating them with an MDS
Repository, see Chapter 8.

11.3.1.1 Understanding MDS Operations

You can use Fusion Middleware Control or WLST commands to perform most
operations on the MDS Repository. However, for some operations, you must use
System MBeans. The following sections describe using Fusion Middleware Control
and WLST commands to perform the operations, unless only System MBeans are
supported. In that case, the sections describe how to use System MBeans to perform
the operation.

You can view information about the repositories, including the partitions and the
applications deployed to each partition. You can also perform operations on the
partitions, such as purging, deleting, importing metadata, or exporting metadata.

Note the following when you use the MDS operations described in the following
sections:

= The export operation exports a versioned stripe of metadata documents from an
MDS Repository partition to a file system directory. The directory must be
accessible from the host where the application is running. Because versioning of
metadata is supported only for database-based repositories, only the tip version
(the latest version) is exported from a file-based repository.

s The import operation imports metadata documents from a file system directory to
a MDS Repository partition. The directory must be accessible from the host where
the application is running. If the target repository is a database-based repository,
the metadata documents are imported as new tip versions.

Note:

= To use the custom WLST MDS commands, you must invoke the
WLST script from an Oracle home in which the Oracle Fusion
Middleware component has been installed. See Section 3.5.1.1 for
more information.

=  For more information about the WLST commands used in these
sections, see "Metadata Services (MDS) Custom WLST
Commands" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.
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Table 11-1 lists the roles needed for each operation. The roles apply whether the
operations are performed through the WLST commands, Fusion Middleware Control,

or MBeans.

Table 11-1 MDS Operations and Required Roles

Operation

WebLogic Role

Clear cache

Clone metadata partition

Create metadata label

Create metadata partition

Delete metadata

Delete metadata label

Delete metadata partition

Deregister metadata database repository
Deregister metadata file repository
Export metadata

Import MAR

Import metadata

List metadata label

Promote metadata label

Purge metadata

Register metadata database repository

Register metadata file repository

Operator role for application
Admin role for domain
Admin role for application
Admin role for domain
Admin role for application
Admin role for application
Admin role for domain
Admin role for domain
Admin role for domain
Operator role for application
Admin role for application
Admin role for application
Monitor role for application
Admin role for application
Admin role for application
Admin role for domain

Admin role for domain

For information about how these roles map to logical roles, see "Mapping of Logical
Roles to WebLogic Roles" in the Oracle Fusion Middleware Security Guide.

11.3.2 Registering and Deregistering a Database-Based Metadata Repository

The following sections describe how to register and deregister a database-based MDS

repository:

= Registering a Database-Based MDS Repository

s Deregistering a Database-Based MDS Repository

11.3.2.1 Registering a Database-Based MDS Repository

You create a database-based MDS repository using RCU, as described in Section 11.2.
Before you can deploy an application to an MDS repository, you must register the
repository with the Oracle WebLogic Server domain.

To register a database-based MDS repository using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain.

2. Select the domain.

3. From the WebLogic Domain menu, choose Metadata Repositories.

The Metadata Repositories page is displayed, as shown in the following figure:
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S0A_domain® Logged in as weblogic
B] ‘WeblLogic Domain + Page Refreshed Apr 10, 2009 7:09:52 AM PDT [$]
Metadata Repositories @

‘fou create most Fusion Middleware component schema repositories in a database using the Repository Creation Utility, Metadata Services (MD3S)
repositories can be created in a database with the Repository Creation Utility or created on disk as file-based repositories, You must register an MDS
repository before you can deploy application metadata to the repository,

Database-Based Repositories

Reqgister... | Deregister
Repositary Mame Database Type Database Mame Schema Mame
mds-owsm Oracle orcl.us,oracle. com OFM1_MDS
mds-s0a Oracle orcl.us,oracle, com OFM1_MDS
£ >

File-Based Repositories

Register... | Deregister

Repositary Mame Directory
Mo Repositary

4. In the Database-Based Repositories section, click Register.
The Register Database-Based Metadata Repository page is displayed.
5. In the Database Connection section, enter the following information:
= For Database, select the type of database.
s For Host Name, enter the name of the host.
= For Port, enter the port number for the database, for example: 1521.

s For Service Name, enter the service name for the database. The default service
name for a database is the global database name, comprising the database
name, such as orcl, and the domain name. In this case, the service name
would be orcl.domain_name.com.

s For User Name, enter a user name for the database which is assigned the
SYSDBA role, for example: SYS.

= For Password, enter the password for the user.
»  For Role, select a database role, for example, SYSDBA.
6. Click Query.

A table is displayed that lists the schemas and their metadata repositories in the
database, as shown in the following figure:
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S0OA_domain@ Logged in as weblogic
ﬂ;l ‘WeblLogic Domain + Page Refreshed May 5, 2009 11:20:56 AM PDT (]

Metadata Repositories = Register Metadata Repository

Register Database-Based Metadata Repository @
A repository stores information used by Application Server components and other applications, A& metadata repository must be registered to be operational,
A database-based repository is created using the Repository Creation Uiy, To register, input database connection information and click Query, then
select one of the Metadata Repository and click OF button,

[o]4 Cancel
Database Connection Information
Database Type (® oracle (O 50L Server * User Mame | sys
* Host Mame | hostnane, domain.com # Pasoword | ek
*Port | 1522 Role [svapEs v
* Service Mame | ordl.us.oracle.com
Query

IMetadata Repositary Is Registered? Schema Mame ersion Skatus Modified Time
MDS false DEY_MDS 11.1.1.1.0 WALID Mar 17, 2009 9:51:01 PF
MDS false CFM1_MDS 11.1.1.1.0 VALID Mar 27, 2009 6:46:56 Al
MDS true CFM_MDS 11.1.1.1.0 WALID Mar 26, 2009 12:03:03 F

Selected Repository - Schema: DEY_MDS
The selected schema can be registered only if it has not already been registered,
* Repositary Mame

* Schehna Password

7. Select a repository, then enter the following information:
= For Repository Name, enter a name.

s For Schema Password, enter the password you specified when you created
the schema.

8. Click OK.

The repository is registered with the Oracle WebLogic Server domain. In addition,
a system data source is created with the name mds-repository_name. Global
transaction support is disabled for the data source.

To register a database-based MDS Repository using the command line, you use the
WLST registerMetadataDBRepository command. For example, to register the
MDS Repository mds-repos1, use the following command:

wls:/weblogic/serverConfig> registerMetadataDBRepository (name='mds-reposl',
dbVendor="'0ORACLE', host='hostname', port='1521",
dbName="'orall', user='username',6 password='password',6 targetServers='serverl')

11.3.2.2 Deregistering a Database-Based MDS Repository

Deregistration does not result in loss of data stored in the repository. However, any
applications using this repository would not function after the repository is
deregistered. You must ensure that no application is using the repository before you
deregister it.

To deregister an MDS repository using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain.

2. Select the domain.

3. From the WebLogic Domain menu, choose Metadata Repositories.
The Metadata Repositories page is displayed.

Alternatively, you can navigate to the Register Metadata Repositories page by
choosing Administration, then Register/Deregister from the Metadata Repository
menu when you are viewing a metadata repository home page.
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4. Select the repository from the table.
5. Click Deregister.
6. Click Yes in the Confirmation dialog box.

To deregister a database-based MDS Repository using the command line, you use the
WLST deregisterMetadataDBRepository command. For example, to deregister
the MDS Repository mds-reposl, use the following command:

wls: /weblogic/serverConfig> deregisterMetadataDBRepository (name='mds-reposl')

11.3.3 Registering and Deregistering a File-Based Metadata Repository

The following topics describe how to register and deregister a file-based metadata
repository:

»  Creating and Registering a File-Based Metadata Repository
= Deregistering a File-Based Repository

11.3.3.1 Creating and Registering a File-Based Metadata Repository

You can create a file-based MDS repository and register it with an Oracle WebLogic
Server domain using Fusion Middleware Control.

To register a file-based repository using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain.

2. Select the domain.

3. From the WebLogic Domain menu, choose Metadata Repositories.
The Metadata Repositories page is displayed.

4. In the File-Based Repository section, click Register.
The Register Metadata Repository page is displayed.

5. Enter the following information:

= For Name, enter a name. For example, enter reposl. The prefix mds- is added
to the name and a repository with the name mds-repos1 will be registered. If
you enter a name that begins with mds-, a repository with the given name will
be registered.

= For Directory, specify the directory. The Administration Server and Managed
Servers that run the applications that use this repository must have write
access to the directory. The directory is created if it does not exist.

Note the following:

—  If the path specified exists on the file system, the metadata file repository
is registered; all the subdirectories under this path are automatically
loaded as partitions of this file-based repository.

— If the path specified does not exist, a directory with this name is created
on the file system during the registration. Because there are no partitions
created yet, there are no subdirectories to load.

— If the specified path is invalid and cannot be created for some reason, such
as permission denied or the path exists as a file not a directory, an error is
displayed and the registration fails.

6. Click OK.
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The repository is created and registered. It is now displayed on the Metadata
Repositories page.

You can now create and delete partitions. Those changes will be reflected in the
directory on the file system.

You can also create a file-based repository using system MBeans. For information
about using the System MBean Browser, see Section 3.6.

11.3.3.2 Deregistering a File-Based Repository

You can deregister a file-based MDS repository using Fusion Middleware Control.
To deregister a file-based repository using Fusion Middleware Control:
1. From the navigation pane, expand the farm, then WebLogic Domain.
2. Select the domain.
3. From the WebLogic Domain menu, choose Metadata Repositories.
The Metadata Repositories page is displayed.
4. In the File-Based Repository section, select the repository and click Deregister.
5. Click OK in the Confirmation dialog box.

If the file-based repository is valid, it is removed from the repository list.
Otherwise, an error is displayed.

You can also deregister a file-based repository using system MBeans. For information
about using the System MBean Browser, see Section 3.6.

11.3.4 Viewing Information about an MDS Repository

To view information about an MDS Repository with Fusion Middleware Control:

1. From the navigation pane, expand the farm and then expand Metadata
Repositories.

2. Select the repository.
The following figure shows the home page for an MDS Repository:

mds-soa@ Logged in as weblogic | host dadvmnd623.us.orac
@ Metadata Repositary + Page Refreshed Apr 10, 2009 7:14:04 AM P
= Repository Partitions @ =l Resource Center

Ta select a partition click on a row in the table below: Before You Begin

[ about Application Metadata Management

Delet
& S Typical Administration Tasks
L:,J Registering a Metadata Repositary
e e L] Deploving Applications to a Metadata Repository
mdsappdb

(L] Configuring an Application ko Use a Different Metadata Re
owsm

soadinfra (L] Converting From a Fils to a DB Metadata Repository

[ Migrating an Application From Test ko Production
(] Backup and Recovery of Application metadata or Metadat:

Other Resources
I70 MNS Arelic sk CanFiooe skon

< :

3. To see general information about the repository, such as the type of repository and
location, click the Info icon in the context pane, as described in Section 3.3.3.
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11.3.5 Listing Repositories and Partitions

You can use the System MBean operations listPartitions, listRepositories, and
listRepositoryDetails to get a list of partitions in the repository, a list of repositories
and details of the repository registered with the domain:

1. In Fusion Middleware Control, from the navigation pane, navigate to the
WebLogic domain and select it. From the WebLogic Domain menu, choose System
MBean Browser.

The System MBean Browser page is displayed.

2. Inthe page's navigation pane, expand Application Defined MBeans, then expand
oracle.mds.lcm. Expand the domain, then MDSDomainRuntime, and then select
MDSDomainRuntime.

3. In the Application Defined MBeans pane, select the Operations tab.

4. Click one of the operations to view the information.

11.3.6 Configuring an Application to Use a Different MDS Repository or Partition

When you deploy an application, you can associate it with an MDS Repository. You
can subsequently change the MDS Repository or partition to which an application is
associated, using WLST or Fusion Middleware Control. For example, a different
repository contains different metadata that needs to be used for a particular
application.

To associate an application with a new MDS Repository or partition, you can either:

= Redeploy the application, specifying the new repository or partition. To create a
partition, you can either:

— Clone the partition to a different repository. Cloning the partition is valid only
with a database-based repository with databases of the same type and version.
When you clone the partition, you preserve the metadata version history,
including any customizations and labels.

Section 11.3.6.1 describes how to clone a partition and how to redeploy the
application, specifying the partition that you have cloned.

- Export the metadata from the current partition and import the metadata into
the new partition, then redeploy the application, specifying a new partition.

Section 11.3.6.2 describes how to redeploy the application, specifying a new
repository or partition.

s Change the system data source. When you change the system data source, you can
change the database or the schema in which it is stored.

Section 11.3.6.3 describes how to change the system data source.

11.3.6.1 Cloning a Partition

You can clone a partition to the same repository or a different repository using the
system MBean cloneMetadataPartition. Both the original repository and the target
repository must be a database-based repository.

To clone the partition, and then redeploy the application to a new repository or to the
same repository:

1. Clone the partition, using the cloneMetadataPartition system MBean. The
following example clones partitionl from the old repository to the new repository:
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In Fusion Middleware Control, from the navigation pane, navigate to the
Managed Server from which the application is deployed. From the WebLogic
Server menu, choose System MBean Browser.

The System MBean Browser page is displayed.

In the System MBean Browser's navigation pane, expand Application
Defined MBeans, then expand oracle.mds.lem. Expand the domain, and then
MDSDomainRuntime. Select MDSDomainRuntime.

In the Application Defined MBeans pane, select the Operations tab.

The following figure shows the System MBeans Browser with the Application
Defined MBeans pane:

Logged in as weblogic |Host sta00786,us,oracle.com

D srg@
ﬁ;l ‘WeblLogic Server = Page Refreshed Feb 25, 2009 7:07:06 AM PST (]
System MBean Browser

E [ Configuration MEesans

Application Defined MBeans: MDSDomainRuntime:MDSDomain

Show MBean Information

Attributes | Dperations | Motifications
E [ MImplementation
B [ MBeanserverDelegate Mame Description
@ MBeanServerDelegate 1 cloneMetadataPartition Clones the given repository partition,
[ Security 2 createMetadataPartition Creates a new metadata partition in the

1 com.bea

specified repository,
Deletes the specified repository partitior

Bl L1 Runtime MBaans B | deleteMetadataPartition all the documents within the partition,
L1 IMImplementation e " i
. : qisters DB metadata repository with
£ Security 4 deregisterMatadataDERepository Domain.
[ com.bea 5  deregisterMetadataFilsRepository gereg_isters File metadata repositary witl
E [ Application Defined MEBeans .omaln. o -
£ EMDomain 6 listPartitions Ir_;s;zsaillor:;tadata partitions in the specifi
- com.oracle.]:dbc Lists all metadata repositories registered
[ com.oracle. jps 7 listRepositories the domain and the detail information Fol
[ oracle.adf .share. config repository.
3 oracle. as. ukil 8 listRepositoryDetails Ir_;stzsaillor:etadata partitions in the specifi
[ oracle.dfw D_ ¥ d - ith
[ oracle.dms 9 registerMetadataDBRepository gzﬁq‘;ﬁsrs DB metadata repasitary with
1 oracle.jZee.config - ' " i
10 registerMetadataFileRepasitory Registers File metadata repository with t

[ oracle.joc

Daormair.

[ oracle. jocss!
L1 oracle.jrf
[ oracle.logging
B [ oracle.mds.lcm
E [ Domain: weblogic
B [ MDSDamainRuntime
@ MDSDomainRuntime
E [ Server: srg
E [ application: mdsappdb
E [ MDSappRuntime
@ MDSADDRuntime

Select cloneMetadataPartiton.
The Operation: cloneMetadataPartiton page is displayed.
In the Parameters table, enter the following values:

- For fromRepository, enter the name of the metadata repository that
contains the metadata partition from which the metadata documents are
to be cloned.

- For fromPartition, enter the name of the partition from which the
metadata documents are to be cloned.

—  For toRepository, enter the name of the metadata repository to which the
metadata documents from the source repository partition are to be cloned.

- For toPartition, enter the name of metadata repository partition to be used
for the target partition. The name must be unique within the repository. If
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you do not supply a value for this parameter, the name of the source
partition is used for the target partition.

If the toRepository name is the same as the original repository, you must
enter a partition name and the name must be unique within the reposi-
tory.

f. Click Invoke.
g. Verify that the partition has been created by selecting the repository in the

navigation pane. The partition is listed in the Partitions table on the Metadata
Repository home page.

2. Redeploy the application, as described in Section 8.4.3, Section 8.5.3 or
Section 8.6.3 depending on the type of application. When you do so, you specify
the new partition and repository in the Application Attributes page:

a. To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

b. To change the partition, enter the partition name in Partition Name.

11.3.6.2 Creating a New Partition and Reassociating the Application to It

You can create a new partition in the new repository by redeploying the application
and specifying the new partition. Then, you transfer the metadata to the new partition
using WLST.

You can use this procedure to transfer metadata between two different types of
repositories (file-based to database-based, or from an Oracle Database to another
database).

To create a new partition and reassociate the application to it:

1. Export the metadata from the source partition to a directory on the file system
using the WLST exportMetadata command:

wls: /weblogic/serverConfig> exportMetadata (application="'sampleApp',

server='serverl', toLocation='/tmp/myrepos/mypartition', docs='/**")

2. Redeploy the application, as described in Section 8.4.3, Section 8.5.3 or
Section 8.6.3 depending on the type of application. When you do so, you specify
the new partition and repository in the Application Attributes page:

a. To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

b. To change the partition, enter the partition name in Partition Name.

3. Import the metadata from the file system to the new partition using the WLST
importMetadata command:

wls:/weblogic/serverConfig> importMetadata (application="'samplelApp',
server='serverl', fromLocation='/tmp/myrepos/mypartiton', docs='/**")

4. Optionally, deregister the original repository, as described in Section 11.3.3.2 or
Section 11.3.2.2.

Alternatively, you can create new partition using the WLST command
createMetadataPartition. The partition name must be unique within the
repository. If the partition parameter is missing, the name of the source partition is
used for the target partition. The following example creates the partition partitionl:

wls:/weblogic/serverConfig> createMetadataPartition(repository='mds-reposl',
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partition="'partitionl')

11.3.6.3 Changing the System Data Source

You can change the system data source to reassociate an application to a new
repository. You can change the database or the schema that contains the data source.
To do so, you use Oracle WebLogic Server Administration Console:

1. In the Change Center, click Lock & Edit.

2. In the Domain Structure section, expand Services, then JDBC, and select Data
Sources.

The Summary of JDBC Data Sources page is displayed.

3. Select the data source you want to change.
The Settings page is displayed.

4. Select the Connection Pool tab.

5. To change the database, modify the URL field. For example:
jdbc:oracle:thin:@hostname.domainname.com:1522/orcl

6. To change the schema, modify the Properties field, changing the user property.
For example, to specify a schema named OFM-MDS, use the following:

user=0FM-MDS

7. For Password, enter the password for the schema, then confirm the password.
8. Click Save.

9. Restart the servers that use this data source. (Click the Target tab to see the servers
that use this data source.)

To use WLST to transfer metadata:

1. Export the metadata from the original partition using the exportMetadata
command:

wls:/weblogic/serverConfig> exportMetadata (application="'sampleApp',
server='gerverl', toLocation='/tmp/myrepos/mypartition', docs='/**")

This command exports a versioned stripe of the metadata documents from the
metadata partition to a file system directory.

2. If the partition that will import the metadata is on a different system, copy the
exported metadata to that system.

3. Import the metadata to the other partition using the WLST importMetadata
command:

wls:/weblogic/serverConfig> importMetadata (application="'sampleApp',
server='serverl', fromLocation='/tmp/myrepos/mypartiton', docs='/**")

The value of the fromLocation parameter must be on the same system that is
running WLST. It cannot be on a network drive.

The next request to the application uses the new partition.

11.3.7 Moving Metadata from a Test System to a Production System

You can transfer the metadata in MDS from one partition to another. As an example,
you want to move an application from a test system to a production system. You have
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a test application that is deployed in a domain in the test system and a production
application deployed in a domain in the production system. You want to transfer the
customizations from the test system to the production system. To do that, you transfer
the metadata from the partition in the test system to a partition in the production
system.

To transfer the metadata from one partition to another, you export the metadata from
the partition and then import it into the other partition. You can use Fusion
Middleware Control or WLST to transfer the metadata.

To use Fusion Middleware Control to transfer metadata:

1.

From the navigation pane, expand the farm, expand Application Deployments,
then select the application.

From the Application Deployment menu, choose MDS Configuration.
The MDS Configuration page is displayed.
Click Export. The Export dialog box is displayed, as shown in the following figure:

Logged in as weblogic | host stada74.us.oracle. com

1} mdsappdb @
% Application Deplayment +

MDS Configuration @

Page Refreshed Mar 24, 2009 7:58:50 AM PDT Q

Target Metadata Repository

@ Expork... &I Irnpork. .. f!mPurge. "

Repository  mds-soa
Type DB
Partition  parkition

Advanced Configuration

Configuration MEean Browser
Runtime MEBean Browser

|3 Export =

Export a versioned stripe of metadata documents from a metadata repository partition to a file
system directory, Only the tip version will be exported for a file repository

Enter the absolute path ko a directory on the file system to which the metadata can be exported,
* Location on Server

[CJExclude base documents

Help OF Cancel

In the Export dialog box, enter a directory location to which the metadata can be
exported.

If you check Exclude base documents, this operation exports only the
customizations, not the base documents. See Section 11.3.1 for information about
base documents and customizations.

The target path must be accessible from the system where the application is
running. The path must be a directory that currently exists. The metadata is
written to a subdirectory of the directory that you specified, with the name of the
partition that was exported as the name of the subdirectory.

Click OK.
In the Confirmation dialog box, click Close.

From the navigation pane for the production system, expand the farm, expand
Application Deployments, then select the application.

Click Import.

The Import dialog box is displayed, as shown in the following figure:
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ﬁ mdsappdb @ Logged in as weblogic | host dadvymnD623,us, oracle,com
E—] Application Deployment + Page Refreshed Apr 9, 2009 1:23:15 PM PCT [$]

MDS Configuration @

Target Metadata Repository
@ Export... &I Irnpork. .. f@Purge. o

Repository  mds-soa
Type DB
Partition mdsappdb

Advanced Configuration

Configuration MEean Browser
Runtime MBean Browser
%) Import =
Import metadata documents From a file system directory to a metadata repository partition. If the

target metadata repository is a database repository, the documents will be imported as new tip
Wersions,

Enter the absolute path ko a directory on the file system from where metadata can be imported,
* Location on Server

Help OF Cancel

In the Import dialog box, enter the directory specification that contains the
exported metadata. Include the subdirectory with the partition name in the
specification. The path must be accessible from the system where the application is
running. The path can be a directory or an archive.

Click OK.

11.3.8 Moving from a File-Based Repository to a Database-Based Repository

You can move from a file-based repository to a database-based repository. (You
cannot move from a database-based repository to a file-based repository.)

To minimize downtime, take the following steps to move an application's metadata
from a file-based repository to a database-based repository:

1.
2

Use RCU to create schemas in the new repository, as described in Section 11.2.

Create a new partition using the WLST command createMetadataPartition
with same name as source partition:

wls:/weblogic/serverConfig> createMetadataPartition(repository='mds-reposl',
partition='partitionl')
Export the metadata from the source partition to a directory on the file system:

wls:/weblogic/serverConfig> exportMetadata (application="'sampleApp',
server='serverl', toLocation='/tmp/myrepos/partitionl', docs='/**")

Import the metadata from the file system to the new partition:

wls:/weblogic/serverConfig> importMetadata (application="'sampleApp',
server='serverl', fromLocation='/tmp/myrepos/partitionl', docs='/**")

Redeploy the application, as described in Section 8.4.3, Section 8.5.3 or
Section 8.6.3 depending on the type of application. When you do so, you specify
the new partition and repository in the Application Attributes page:

a. To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

b. To change the partition, enter the partition name in Partition Name.

Deregister the file-based repository, as described in Section 11.3.3.2.
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11.3.9 Deleting a Metadata Partition from a Repository

You can delete metadata partitions if there are no applications either deployed to the
partition or referring to the partition. You may want to delete a metadata partition
from the repository in the following circumstances:

= When you undeploy an application. Oracle Fusion Middleware leaves the
metadata partition because you may still want the metadata, such as user
customizations, in the partition. If you do not need the metadata, you can delete
the partition.

= When you have transferred metadata from one partition to another and
configured the application to use the new partition.

s When you have cloned a partition and configured the application to use the new
partition.

Note that deleting a partition deletes all the data contained in the partition.

11.3.9.1 Deleting a Metadata Partition Using the Command Line

To delete a metadata partition from a repository, you can use the WLST command
deleteMetadataPartition. For example, to delete the metadata partition from the
file-based repository repository1, use the following command:

wls: /weblogic/serverConfig> deleteMetadataPartition(repository='mds-reposl',
partition='partitionl')

11.3.9.2 Deleting a Metadata Partition Using Fusion Middleware Control

To delete a metadata partition from a repository partition using Fusion Middleware
Control:

1. From the navigation pane, expand the farm and then expand Metadata
Repositories.

2. Select the repository.
The repository home page is displayed.
3. In the Repository Partitions section, select the partition and click Delete.

4. In the confirmation dialog box, click OK.

11.3.10 Purging Metadata Version History

For database-based MDS repositories, you can purge the metadata version history
from a partition. (File-based MDS repositories do not maintain version history.) This
operation purges version history of unlabeled documents from the application's
repository partition. The tip version (the latest version) is not purged, even if it is
unlabeled.

To purge labeled documents, you must first delete the label, as described in
Section 11.3.11.2.

Consider purging metadata version history on a regular basis as part of MDS
Repository maintenance, when you suspect that the database is running out of space
or performance is becoming slower. This operation may be performance intensive, so
plan to do it in a maintenance window or when the system is not busy.

For specific recommendations for particular types of applications, see the
documentation for a particular component.
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To use WLST to purge metadata version history, use the purgeMetadata command.
You specify the documents to be purged by using the olderThan parameter,
specifying the number of seconds. The following example purges all documents older
than 100 seconds:

wls: /weblogic/serverConfig> purgeMetadata (application="'sampleApp',
server='serverl', olderThan=100)

To use Fusion Middleware Control to purge the metadata version history:

1. From the navigation pane, expand the farm, expand Application Deployments,
then select the application.

2. From the Application Deployment menu, choose MDS Configuration.
The MDS Configuration page is displayed.

3. Click Purge.
The Purge dialog box is displayed.

4. In the Purge all unlabeled past versions that are older than field, enter a number
and select the unit of time. For example, enter 3 and select months.

5. Click OK.

A progress box is displayed. When the operation completes, a completion box is
displayed.

6. Click Close.

11.3.11 Managing Metadata Labels in the MDS Repository

A metadata label is a means of selecting a particular version of each object from a
metadata repository partition. Conceptually, it is a collection of document versions,
one version per document, representing a horizontal stripe through the various
document versions. This stripe comprises the document versions which were the tip
versions (latest versions) at the time the label was created.

Document versions belonging to a label are not deleted by automatic purging, unless
the label is explicitly deleted. In this way, creating a label guarantees that a view of the
metadata as it was at the time to label was created will remain available until the label
is deleted.

You can use a label to view the metadata as it was at the point in time when the label
was created. You can use the commands to support logical backup and recovery of an
application's metadata contained in the partition.

Labels are supported only in database-based repositories.
The following topics describe how to manage labels:

»  Creating Metadata Labels

= Deleting Metadata Labels

= Listing Metadata Labels

= Promoting Metadata Labels

11.3.11.1 Creating Metadata Labels

To create a label for a particular version of objects in a partition in an MDS Repository,
you use the WLST command createMetadataLabel. For example, to create a label
named prod1 for the application my_mds_app, use the following command:
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wls: /weblogic/serverConfig> createMetadatalabel (application='my_mds_app',
server='serverl', name='prodl')

If the application has more than one version, you must use the applicationVersion
parameter to specify the version.

11.3.11.2 Deleting Metadata Labels

To delete a metadata label, you use the WLST command deleteMetadataLabel.
For example, to delete a label named prod1 for the application my_mds_app, use the
following command:

wls:/weblogic/serverConfig> deletemetadatalLabel (application='my_mds_app',
server='serverl', name='prodl')

If the application has more than one version, you must use the applicationVersion
parameter to specify the version.

To find the labels associated with an application, use the 1istMetadataLabels
command, as described in Section 11.3.11.3.

11.3.11.3 Listing Metadata Labels

You can list the metadata labels for a particular application. To do so, use the WLST
command listMetadataLabel. For example, to list the labels for the application
my_mds_app, use the following command:

wls:/weblogic/serverConfig> listMetadataLabels (application='my_mds_app',
server='serverl')

If the application has more than one version, you must use the applicationVersion
parameter to specify the version.

11.3.11.4 Promoting Metadata Labels

You can promote documents associated with a metadata label so that they are now the
last version. That is, you can promote them to the tip. Promote a label if you want to
roll back to an earlier version of all of the documents captured by the label.

To promote a label to the tip, use the WLST command promoteMetadataLabel. For
example to promote the label prod1, use the following command:

wls:/weblogic/serverConfig> promoteMetadataLabel (application='my_mds_app',
server='serverl', name='prodl')

If the application has more than one version, you must use the applicationVersion
parameter to specify the version.

11.4 Managing Metadata Repository Schemas
The following topics describe how to manage the metadata repository schemas:
s Changing Metadata Repository Schema Passwords
s Changing the Character Set of the Metadata Repository

11.4.1 Changing Metadata Repository Schema Passwords

The schema passwords are stored in the database.

For example, to change the password of the schema OFM_MDS:
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1. Connect to the database using SQL*Plus. Connect as a user with SYSDBA
privileges.

2. Issue the following command:

SQL> ALTER USER schema IDENTIFIED BY new password;

For example, to change the OFM_ MDS password to abc123:

SQL> ALTER USER OFM_MDS IDENTIFIED BY abcl23;

3. If you change the MDS Repository schema password, you must change the
password for the corresponding MDS repository data source, using Oracle
WebLogic Server Administration Console:

a. From Domain Structure, expand Services, then JDBC, and select Data

Sources.
b. Click the data source that is related to the MDS repository.
c. Click the Configuration tab, then the Connection Pool tab.
d. For Password, enter the new password.

e. C(lick Save.

f. Restart the Managed Servers that consume the data source.

11.4.2 Changing the Character Set of the Metadata Repository

For information about changing the character set of metadata repository that is stored
in an Oracle Database, see Oracle Database Globalization Support Guide:

http://www.oracle.com/technology/documentation/database.html

Oracle recommends using Unicode for all new system deployments. Deploying your
systems in Unicode offers many advantages in usability, compatibility, and
extensibility. Oracle Database enables you to deploy high-performing systems faster
and more easily while utilizing the advantages of Unicode. Even if you do not need to
support multilingual data today, nor have any requirement for Unicode, it is still likely
to be the best choice for a new system in the long run and will ultimately save you
time and money as well as give you competitive advantages in the long term.
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Changing Network Configurations

This chapter provides procedures for changing the network configuration, such as the
host name, domain name, or IP address, of an Oracle Fusion Middleware host.

This chapter includes the following topics:

Changing the Network Configuration

Changing the IP Address of a Metadata Repository Installation
Moving Between On-Network and Off-Network

Changing Between a Static IP Address and DHCP

Using IPV6

12.1 Changing the Network Configuration

This section describes how to change the host name, domain name, IP address, or any
combination of these, of a host that contains the following installation types:

Oracle WebLogic Server. When you change the host name, domain name, or IP
address of Oracle WebLogic Server, you also automatically change the information
for Java components, such as Oracle SOA Suite and Oracle WebCenter
components that are deployed to Oracle WebLogic Server.

Oracle Fusion Middleware Web Tier components, Oracle Web Cache and Oracle
HTTP Server. You can change the host name or the IP address.

The following topics describe how to change the host name, domain name, or IP
address:

Changing the Network Configuration of a WebLogic Managed Server
Changing the Network Configuration of Web Tier Components

12.1.1 Changing the Network Configuration of a WebLogic Managed Server

To change the host name, domain name, or IP address of a WebLogic Managed Server:

1.
2
3.

Display the Administration Console, as described in Section 3.4.1.
In the Change Center, click Lock & Edit.

Create a machine, which is a logical representation of the computer that hosts one
or more WebLogic Servers, and point it to the new host. (From the Home page,
select Machines. Then, click New.) Follow the directions in the Administration
Console help.
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You must disable Host Name Verification on Administration Servers that access
Node Manager, as described in the Help.

Change the Managed Server configuration to point to the new machine:

a. From the left pane of the Console, expand Environment and then Servers.
Then, select the name of the server.

b. Select the Configuration tab, then the General tab. In the Machine field, select
the machine to which you want to assign the server.

c. Change Listen Address to the new host.
Click Save.

Start the Managed Server. You can use the Oracle WebLogic Server
Administration Console, WLST, or the following command:

DOMAIN_NAME/bin/startManagedWeblogic.sh managed_server name
admin_url username password

The Managed Server connects to the Administration Server and updates its
configuration changes.

12.1.2 Changing the Network Configuration of Web Tier Components

If you change the host name, domain name or IP address of a host that contains
multiple Oracle instances, you must change the network configuration of each Oracle
instance that resides on that host. You do not need to make changes to any system
component that resides on another host.

You can change the network configuration of Oracle HTTP Server and Oracle Web
Cache by using the following command:

(UNIX) ORACLE_HOME/chgip/scripts/chpiphost.sh
(Windows) ORACLE_HOME\chgip\scripts\chpiphost.bat

The format of the command is:

chgiphost.sh | chgiphost.bat

[-noconfig] [-version] [-help]

[ -oldhost old_host_name -newhost new_host_name]
[-oldip o0ld _IP address -newip new_IP_address]
-instanceHome Instance_path

The parameters have the following meanings:

noconfig: The default for changing the network parameters.
version: Displays the version of the chgiphost tool.
help: Displays help for the command.

oldhost: The fully qualified name of the old host. Use this parameter, with
newhost, to change the host name or domain name, or both.

newhost: The fully qualified name of the new host. Use this parameter, with
oldhost, to change the host name or domain name, or both.

oldip: The old IP address.
newip: The new IP address.

instanceHome: The full path of the Oracle instance.
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For example, to change the host name, domain name, and IP address of a host that
contains either Oracle HT'TP Server or Oracle Web Cache, or both, take the following
steps:

Task 1 Prepare Your Host
Prepare your host for the change:

1. Perform a backup of your environment before you start this procedure. See
Chapter 14.

2. Shutdown all Oracle Fusion Middleware processes. See Chapter 4.

Task 2 Change the Hosthame, Domain Name, or IP Address

Update your operating system with the new hostname, domain name, IP address, or
any combination of these. Consult your operating system documentation for
information on how to perform the following steps.

1. Make the updates to your operating system to properly change the host name,
domain name, or IP address.

2. Restart the host, if necessary for your operating system.

3. Verify that you can ping the host from another host in your network. Be sure to
ping using the new hostname to make sure everything is resolving properly.

Task 3 Run the chgiphost Command

Follow these steps for each Oracle instance that contains Oracle HTTP Server or Oracle
Web Cache on your host. Be sure to complete the steps entirely for one Oracle instance
before you move on to the next.

1. Log in to the host as the user that installed Oracle Fusion Middleware.
2. Run the chgiphost command.

The following example changes the host name from host_a to host_b and the
domain name from dom_1 to dom_2 for an Oracle instance named inst_a. It also
changes the IP address:

chgiphost.sh -noconfig
-oldhost host_a.dom 1 -newhost host_b.dom_2
-0ldip old IP address -newip new_IP_address
-instanceHome /scratch/Oracle/Middleware/inst_a

Task 4 Restart Processes
Restart all Oracle Fusion Middleware processes. See Chapter 4.

12.2 Changing the IP Address of a Metadata Repository Installation

This section describes how to change the IP address of a host that contains a metadata
repository:

The following sections describe the procedure:

s Task 1, "Stop All Oracle Fusion Middleware Components"
s Task 2, "Shut Down the Database"

»  Task 3, "Change the IP Address"

s Task 4, "Start the Database"
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s Task 5, "Change the System Data Source"

s Task 6, "Restart Your Environment"

Task 1 Stop All Oracle Fusion Middleware Components

Stop all components that use the Metadata Repository, even if they are on other hosts.
Stop the Administration Server, the Managed Servers, and all components, as
described in Chapter 4.

Task 2 Shut Down the Database
Prepare your host for the change by stopping the database:

1. Set the ORACLE_HOME and ORACLE_SID environment variables.
2. Shut down the listener and database:

lsnrctl stop

sqlplus /nolog

SQL> connect SYS as SYSDBA

SQL> shutdown

SOL> quit
3. Verify that all Oracle Fusion Middleware processes have stopped.

4. To make sure Oracle Fusion Middleware processes do not start automatically after
a restart of the host, disable any automated startup scripts you may have set up,
such as /etc/init.d scripts.

Task 3 Change the IP Address

Update your operating system with the new IP address, restart the host, and verify
that the host is functioning properly on your network. Consult your operating system
documentation for information on how to perform the following steps:

1. Make the updates to your operating system to properly change the IP address.
2. Restart the host, if required by your operating system.

3. Verify that you can ping the host from another host in your network. Be sure to
ping using the new IP address to make sure everything is resolving properly.

Task 4 Start the Database
Start the database:

1. Log in to the host as the user that installed the database.
2. Set the ORACLE_HOME and ORACLE_SID environment variables.

3. On UNIX systems, set the LD_LIBRARY_PATH, LD_LIBRARY_PATH_64, LIB_
PATH, or SHLIB_PATH environment variables to the proper values, as shown in
Table 3-1. The actual environment variables and values that you must set depend
on the type of your UNIX operating system.

4. Start the database and listener:

sqglplus /nolog

SQL> connect SYS as SYSDBA
SQL> startup

SQL> quit

lsnrctl start
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Task 5 Change the System Data Source

If you use the IP address in the data source definition, change the system data source
to use the new IP address for the metadata repository. To do so, you use Oracle
WebLogic Server Administration Console:

1.
2.

In the Change Center, click Lock & Edit.

In the Domain Structure section, expand Services, then JDBC, and select Data
Sources.

The Summary of JDBC Data Sources page is displayed.
Select the data source you want to change.

The Settings page is displayed.

Select the Connection Pool tab.

To change the IP address, modify the URL field. For example:

jdbc:oracle:thin:@hostname.domainname.com:1522/orcl

Click Save.

Restart the servers that use this data source. (Click the Target tab to see the servers
that use this data source.)

Task 6 Restart Your Environment
Start the components that use the Metadata Repository:

1.

Start all components that use the Metadata Repository, even if they are on other
hosts. Start the Administration Server, the Managed Servers, and all components,
as described in Chapter 4.

If you disabled any processes for automatically starting Oracle Fusion Middleware
at the beginning of this procedure, enable them.

12.3 Moving Between On-Network and Off-Network

This section describes how to move an Oracle Fusion Middleware host on and off the
network. The following assumptions and restrictions apply:

The host must contain an instance that does not use an Infrastructure, or both the
middle-tier instance and Infrastructure must be on the same host.

DHCP must be used in loopback mode. Refer to Oracle Fusion Middleware
Installation Planning Guide for more information.

Only IP address change is supported; the host name must remain unchanged.

Hosts in DHCP mode should not use the default host name
(localhost.localdomain). The hosts should be configured to use a standard
host name and the loopback IP should resolve to that host name.

A loopback adapter is required for all off-network installations (DHCP or static
IP). Refer to Oracle Fusion Middleware Installation Planning Guide for more
information.

12.3.1 Moving from Off-Network to On-Network (Static IP Address)

This procedure assumes you have installed Oracle Fusion Middleware on a host that is
off the network, using a standard host name (not 1localhost), and would like to
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move on the network and use a static IP address. The IP address may be the default
loopback IP, or any standard IP address.

To move on to the network, you can simply connect the host to the network. No
updates to Oracle Fusion Middleware are required.

12.3.2 Moving from Off-Network to On-Network (DHCP)

This procedure assumes you have installed on a host that is off the network, using a
standard host name (not localhost), and would like to move on the network and
use DHCP. The IP address of the host can be any static IP address or loopback IP
address, and should be configured to the host name.

To move on to the network:

1.
2.

Connect the host to the network using DHCP.

Configure the host name to the loopback IP address only.

12.3.3 Moving from On-Network to Off-Network (Static IP Address)

Follow this procedure if your host is on the network, using a static IP address, and you
would like to move it off the network:

1.

Configure the /etc/hosts file so the IP address and host name can be resolved
locally.

Take the host off the network.

There is no need to perform any steps to change the host name or IP address.

12.4 Changing Between a Static IP Address and DHCP

This section describes how to change between a static IP address and DHCP. The
following assumptions and restrictions apply:

The host must contain all Oracle Fusion Middleware components, including
Identity Management components, and any metadata repository associated with
those components. That is, the entire Oracle Fusion Middleware environment
must be on the host.

DHCP must be used in loopback mode. Refer to Oracle Fusion Middleware
Installation Planning Guide for more information.

Only IP address change is supported; the host name must remain unchanged.

Hosts in DHCP mode should not use the default host name
(localhost.localdomain). The hosts should be configured to use a standard
host name and the loopback IP should resolve to that host name.

12.4.1 Changing from a Static IP Address to DHCP

To change a host from a static IP address to DHCP:

1.

2.

Configure the host to have a host name associated with the loopback IP address
before you convert the host to DHCP.

Convert the host to DHCP. There is no need to update Oracle Fusion Middleware.

12.4.2 Changing from DHCP to a Static IP Address

To change a host from DHCP to a static IP address:
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1. Configure the host to use a static IP address.

2. There is no need to update Oracle Fusion Middleware.

12.5 Using IPV6

Oracle Fusion Middleware supports Internet Protocol Version 4 (IPv4) and Internet
Protocol Version 6 (IPv6.) Among other features, IPv6 supports a larger address space
(128 bits) than IPv4 (32 bits), providing an exponential increase in the number of
computers that can be addressable on the Web.

An IPv6 address is expressed as 8 groups of 4 hexadecimal digits. For example:
2001:0db8:85a3:08d3:1319:8a2e:0370:7334

Table 12-1 describes support for IPv6 by Oracle Fusion Middleware components. In
the table:

s The column IPv6 Only shows whether or not a component supports using IPv6
only for all communication.

s The column Dual Stack shows whether or not a component supports using both
IPv6 and IPv4 for communication. For example, some components do not support
using IPv6 only, because some of the communication is with the Oracle Database,
which supports IPv4, not IPv6. Those components might support dual stack,
allowing for IPv6 communication with other components.

Table 12-1 Support for IPv6

Component IPv6 Only Dual Stack Notes

Oracle WebLogic Server Yes Yes Most Oracle WebLogic Server plug-ins
do not support IPV6. IPv6 is enabled
with Oracle HTTP Server with the mod_
wl_ohs plug-in.

Oracle HTTP Server Yes Yes To configure for IPv6, see Section 12.5.2.

Oracle Web Cache Yes Yes Enabled by default. To disable, see
Section 12.5.3.

Oracle SOA Suite No Yes Requires a dual stack, because Oracle
Database requires IPv4 addresses.

Oracle WebCenter No Yes Requires a dual stack, because Oracle
Database requires IPv4 addresses.

ADF Yes Yes

Oracle Directory Yes Yes Uses JNDI to communicate with LDAP

Integration Platform servers and uses data sources to
communicate with the database. JNDI
and data sources (JDBC) support IPV6.
No additional configuration is
necessary.

Oracle Directory Yes Yes Uses JNDI to communicate with LDAP

Services Manager servers and uses data sources to
communicate with the database. JNDI
and data sources (JDBC) support IPV6.
No additional configuration is
necessary.

Oracle Identity No Yes Requires a dual stack, because Oracle

Federation Database requires IPv4 addresses.
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Table 12-1 (Cont.) Support for IPv6

Component

IPv6 Only Dual Stack Notes

Oracle Internet No
Directory

Oracle Platform Security No
Services

Oracle Virtual Directory No

Oracle Single Sign-On ~ No
Server

Oracle Portal No

Oracle Forms Services No

Oracle Reports No

Oracle Business No
Intelligence Discoverer

Yes

Yes

Yes

Requires a dual stack, because Oracle
Database requires IPv4 addresses. See
"Managing IP Addresses" in the Oracle
Fusion Middleware Administrator’s Guide
for Oracle Internet Directory.

Requires a dual stack, because Oracle
Database requires IPv4 addresses.

Requires a dual stack, because Oracle
Database requires IPv4 addresses. See
Oracle Fusion Middleware Administrator’s
Guide for Oracle Virtual Directory.

Uses Oracle HTTP Server proxy, which
can be configured for IPv6. Oracle
Single Sign-On must be Release 10.1.4.3.
See Section 12.5.4.

Uses Oracle HTTP Server reverse proxy
to communicate with Oracle HTTP
Server or Oracle Web Cache, which can
be configured for IPv6. See "Configuring
Reverse Proxy Servers" in the Oracle
Fusion Middleware Administrator’s Guide
for Oracle Portal for more information.

Uses reverse proxy to communicate
with Oracle HTTP Server or Oracle Web
Cache, which can be configured for
IPveé6.

Uses reverse proxy to communicate
with Oracle HTTP Server or Oracle Web
Cache, which can be configured for
IPveé.

Uses reverse proxy to communicate
with Oracle HTTP Server or Oracle Web
Cache, which can be configured for
IPvé6.

The following topics provide more information about Oracle Fusion Middleware
support for IPv6:

Supported Topologies for IPv4 and IPv6 Network Protocols

Configuring Oracle HTTP Server for IPv6

Disabling IPv6 Support for Oracle Web Cache

Configuring Oracle Single Sign-On to Use Oracle HTTP Server with IPv6

Configuring Oracle Access Manager Support for IPv6

12.5.1 Supported Topologies for IPv4 and IPv6 Network Protocols
The following topologies for IPv4 and IPv6 are supported (dual-stack means that the

host is configured with both IPv4 and IPv6):
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- Oracle WebLogic Server on dual-stack host
- Clients on IPv4 protocol host

- Clients on IPv6 protocol host

Topology B:

— Oracle Database on IPv4 protocol host

—  One or more of the following components on dual-stack hosts: Oracle
WebLogic Server, Oracle SOA Suite, Oracle WebCenter, Oracle Business
Activity Monitoring, Fusion Middleware Control

— Oracle HTTP Server with mod_wl_ohs on IPv6 protocol host
Topology C:

- Database, such as MySQL, that supports IPv6 on IPv6 protocol host
— Oracle WebLogic Server on IPv6 protocol host

- Clients on IPv6 protocol host

Topology D:

- Oracle Database on IPv4 protocol host

—  One or more of the following components on dual-stack hosts: Identity
Management, Oracle SOA Suite, Oracle WebCenter, Oracle Business Activity
Monitoring, Fusion Middleware Control

- Clients on IPv4 protocol host

— Clients on IPv6 protocol host
Topology E:

— Oracle Database on IPv4 protocol host

—  One or more of the following components on IPv4 protocol host: Oracle Portal,
Oracle Forms Services, Oracle Reports, Oracle Business Intelligence
Discoverer, and Oracle Single Sign-On Release 10.1.3.4

— Oracle HTTP Server with mod_proxy on dual-stack host
— Clients on IPv6 protocol host
Topology F:

— Oracle Access Manager Release 10.1.4.3 and applications, such as SOA
composite applications on IPv4 protocol host

— Oracle HTTP Server with mod_proxy on dual-stack host
- Clients on IPv6 protocol host

Topology G:

— Oracle Database on IPv4 protocol host

—  One or more of the following components on IPv4 protocol host: Oracle SOA
Suite, Oracle WebCenter, Oracle Business Activity Monitoring, Fusion
Middleware Control on IPv4 protocol host

—  Oracle HTTP Server with mod_wl_ohs on dual-stack host

— Clients on IPv6 protocol host
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See Also: The section "Using IPv6" in the Oracle Fusion Middleware
Administrator’s Guide

12.5.2 Configuring Oracle HTTP Server for IPv6

To configure Oracle HTTP Server to communicate using IPv6, you modify
configuration files in the following directory:

ORACLE_INSTANCE/config/OHS/ohs_name
For example, to configure Oracle HTTP Server to communicate with Oracle WebLogic

Server on hosts that are running IPv6, you configure mod_wl_ohs. You edit the
configuration files in the following directory:

ORACLE_INSTANCE/config/OHS/ohs_name
In the files, specify either the resolvable host name or the IPv6 address in one of the
following parameters:

WebLogicHost hostname | [IPaddress]
WebCluster [IPaddress_1]:portnuml, [IPaddress_Z2]:portnum2, [IPaddress_3]:portnum3,

You must enclose the IPv6 address in brackets.

Any errors are logged in the Oracle HTTP Server logs. To generate more information,
set the mod_weblogic directives Debug All and WLLogFile path. Doing so will log
module-specific messages.

Note the following limitations:

= Dynamic clusters are supported only on IPv4 nodes, or in a mixed cluster where
each node is configured with a resolvable host name (instead of an IP address or a
blank) in the Listen Address.

To change the Listen Address, use the Oracle WebLogic Server Administration
Console and edit the Listen Address in the Server: Configuration: General page, as
described in the Oracle WebLogic Server Administration Console help.

» If the cluster contains IPv6 nodes and the host names are not resolvable, the
cluster must be static, not dynamic. To set the cluster to static, change the
DynamicServerList to Off. If you add or delete any cluster members, you must
manually update the configuration file and restart Oracle HTTP Server.

To change the DynamicServerList to Off, edit the Oracle HTTP Server
configuration files.

12.5.3 Disabling IPv6 Support for Oracle Web Cache

By default, IPv6 support is enabled for Oracle Web Cache. You can disable it in the
webcache.xml file, which is located in the following directory:

(UNIX) ORACLE_INSTANCE/config/WebCache/webcache name
(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name

In the file, change the value of the IPV6 element to "No". For example:

<IPV6 enabled="NO"/>
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12.5.4 Configuring Oracle Single Sign-On to Use Oracle HTTP Server with IPv6

Oracle Single Sign-On Server supports IPv4. However, you can configure Oracle
Single Sign-On Server to work with clients that support IPv6 by setting up a proxy
server and a reverse proxy.

The steps in this section assume that you have installed Oracle Single Sign-On Server
Release 10.1.4.3 and a proxy server such as Oracle HI'TP Server that acts as a front end
to the Oracle Single Sign-On Server.

Take the following steps to configure Oracle Single Sign-On to work with clients that
support IPv6:

1. Enable the proxy server:

a.

Run the ssocfg script on the single sign-on middle tier. This script changes the
host name stored in the single sign-on server to the proxy host name. Use the
following command syntax, entering values for the protocol, host name, and
port of the proxy server:

(UNIX) $ORACLE_HOME/sso/bin/ssocfg.sh http proxy server_name proxy. port

(Windows) $%ORACLE_HOMES$\sso\bin\ssocfg.bat http proxy_ server name proxy.
port

Update the targets.xml file on the single sign-on middle tier. The file is located
in:

(UNIX) ORACLE_HOME/sysman/emd

(Windows) ORACLE_HOME\sysman\emd

Open the file and find the target type oracle_sso_server. Within this
target type, locate and edit the three attributes that you passed to ssocfg:

— HTTPMachine—the HTTP server host name

- HTTPPort—the SSL port number of the Oracle HTTP server

—  HTTPProtocol—the server protocol

Add the lines that follow to the httpd.conf file on the single sign-on middle
tier. The file is at ORACLE_HOME/ Apache/Apache/conf. These lines change
the directive ServerName from the name of the actual server to the name of
the proxy:

KeepAlive off

ServerName proxy_host_name
Port proxy port

Note that if you are using SSL, the port must be an SSL port such as 4443.

(SSL only) If you have configured SSL communication between just the
browser and the proxy server, configure mod_certheaders on the middle tier.
This module enables the Oracle HTTP Server to treat HTTP proxy requests
that it receives as SSL requests. Add the lines that follow to httpd.conf. You
can place them at the end of the file. Where they appear is unimportant.

Enter this line to load the module:

(UNIX) LoadModule certheaders_module libexec/mod_certheaders.so
(Windows) LoadModule certheaders_module modules/ApacheModuleCertHeaders.dll

If you are using Oracle Web Cache as a proxy, enter this line:

AddCertHeader HTTPS
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If you are using a proxy other than Oracle Web Cache, enter this line:
SimulateHttps on
Reregister mod_osso on the single sign-on middle tier. This step configures

mod_osso to use the proxy host name instead of the actual host name. For
example, on Linux:

SORACLE_HOME/sso/bin/ssoreg.sh
-oracle_home_path ORACLE_HOME
-site_name example.mydomain.com
-config_mod_osso TRUE
-mod_osso_url http://example.mydomain.com

Update the Distributed Configuration Management schema:

ORACLE_HOME/dcm/bin/dcmet]l updateconfig

Restart the single sign-on middle tier:

ORACLE_HOME/opmn/bin/opmnct]l restartproc process-type=HTTP_Server
ORACLE_HOME/opmn/bin/opmnctl restartproc process-type=0C4J_SECURITY

Log in to the single sign-on server, using the single sign-on login URL:

http://proxy_host_name:proxy_port/sso/

This URL takes you to the single sign-on home page. If you are able to log in,
you have configured the proxy correctly.

If you have not already done so, install Oracle HTTP Server 11g Release 1 (11.1.1)
to use as a reverse proxy for IPvé.

Change the Oracle HTTP Server 11g Release 1 (11.1.1) configuration to enable
reverse proxy:

a.

Stop Oracle HTTP Server:

opmnctl stopproc ias-component=component_name

Edit the following file:

(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf

Append the following to the httpd.conf file:

#---Added for Mod Proxy
ProxyRequests Off

<Proxy *>

Order deny,allow
Allow from all
</Proxy>

ProxyPass /sso http://OHS_host:0HS_port/sso
ProxyPass / http://OHS_host:0HS_port/
ProxyPassReverse / http://OHS host:0HS_port/
ProxyPreserveHost On

In the example, OHS_host and OHS_port are the host name and port of the
front-end server for Oracle Single Sign-On, discussed in Step 1.
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c. Restart the Oracle HTTP Server. For example, to restart ohsl:

opmnctl startproc ias-component=ohsl

12.5.5 Configuring Oracle Access Manager Support for IPv6

Oracle Access Manager supports Internet Protocol Version 4 (IPv4). Oracle Fusion
Middleware supports Internet Protocol Version 4 (IPv4) and Internet Protocol Version
6 (IPv6). IPv6 is enabled with Oracle HTTP Server with the mod_wl_ohs plug-in.

You can configure Oracle Access Manager to work with clients that support IPv6 by
setting up a reverse proxy server. Several scenarios are provided here. Be sure to
choose the right configuration for your environment.

12.5.5.1 Simple Authentication with IPv6

Figure 121 illustrates simple authentication with Oracle Access Manager configured
to use the IPv6/1Pv4 proxy.

Note: Ina WebGate profile, an IPv6 address cannot be specified. In a
WebGate profile, the virtual host name must be specified as a host
name, for example, myapphost.foo.com, not as an IP address.

Figure 12-1 Simple Authentication with the IPv6/IPv4 Proxy

IPv6 network

IPv6 myapphost.foo.com

IPv6/IPv4 Proxy

I IPv4

OHS with WebGate

AH:’V/4'
OAM Server I IPv4

All IPv4

IPv4 IAP WLS

As illustrated in Figure 12-1, the IPv6 network communicates with the IPv6/IPv4
proxy, which in turn communicates with the Oracle HTTP Server and WebGate using
IPv4. WebGate, Oracle Access Manager servers, and Oracle WebLogic Server with the
Authentication provider all communicate with each other using IPV4.

12.5.5.2 Configuring IPv6 with an Authenticating WebGate and Challenge Redirect

Figure 12-2 illustrates configuration with a single IPv6 to IPv4 proxy (even though
myssohost and myapphost could use separate proxies).
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Note: Ina WebGate profile, the virtual host name must be specified
as a host name, for example, myapphost.foo.com, not as an IP address.
The redirect host name, for example, myssohost.foo.com must also be
specified as a host name and not an IP address. The IPv6 address
cannot be specified in a WebGate profile.

Figure 12-2 IPv6 with an Authenticating WebGate and Challenge Redirect

IPv6 network

IPv6 myapphost.foo.com

myssohost.foo.com

IPv6/IPv4 Proxy

IPv4 IPv4 myapphostv4.foo.com
OHS with WebGate OHS with WebGate
IPv4
IPv4 IPv4
OAM Server —>» . | wLs
IPv4
All IPv4

As illustrated in Figure 12-2, the IPv6 network communicates with the IPv6/1Pv4
proxy, which in turn communicates with the Oracle HTTP Server using IPv4.
WebGate, Oracle Access Manager server, and Oracle WebLogic Server with the
Identity Asserter all communicate with each other using IPV4.

You should be able to access the application from a browser on the IPv4 network
directly to the IPv4 server host name and have login with redirect to IPv6
myssohost.foo.com.

12.5.5.3 Considerations
The following considerations apply to each intended usage scenario:
= [P validation does not work by default. To enable IP validation, you must add the

IP address of the Proxy server as the WebGate's IPValidationException parameter
value in the Access System Console.

s P address-based authorization does not work because all requests come through
one IP (proxy IP) that would not serve its purpose.

12.5.5.4 Prerequisites

Regardless of the manner in which you plan to use Oracle Access Manager with IPv6
Clients, the following tasks should be completed before you start:

s Install an Oracle HTTP Server instance to act as a reverse proxy to the Web server
(required for WebGate).

» Install and complete the initial set up of Oracle Access Manager (Identity Server,
WebPass, Policy Manager, Access Server, WebGate) as described in Oracle Access
Manager Access Administration Guide.
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See Also:
»  Oracle Fusion Middleware Installation Guide for Web Tier

»  Oracle Fusion Middleware Administrator’s Guide for Oracle HTTP
Server

12.5.5.5 Configuring IPv6 with Simple Authentication

Configuring your environment for simple authentication with Oracle Access Manager
using the IPv6/IPv4 proxy is described in the procedure in this section. See

Figure 12-1 for a depiction of this scenario.

The configuration in this procedure is an example only. In the example, OHS_host and
OHS_port are the host name and port of the actual Oracle HTTP Server with WebGate.
You must use values for your environment.

Note: For this configuration you must use the Web server on which
the WebGate is deployed as the Preferred HTTP host in the WebGate
profile. You cannot use the IPv6 proxy name.

To configure IPv6 with simple authentication:

1. Configure Oracle HTTP Server 11g Release 1 (11.1.1) or any other server to enable
reverse proxy:

a. Stop Oracle HTTP Server with the following command:

opmnctl stopproc ias-component=component_name

b. Edit the following file:

(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf

c. Append the following to the httpd.conf file:

#---Added for Mod Proxy
<IfModule mod_proxy.c>

ProxyRequests Off
ProxyPreserveHost On

ProxyPass /http://OHS_host:0HS_port/
ProxyPassReverse /http://OHS_host:0HS_port/

</IfModule>

d. Restart Oracle HTTP Server using the following command:

opmnctl startproc ias-component=component_name

2. Login to the Access System Console. For example:

http://hostname:port/access/oblix

In the example, hostname refers to computer that hosts the WebPass Web server;
port refers to the HTTP port number of the WebPass Web server instance;
/access/oblix connects to the Access System Console.

The Access System main page appears.
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3. Click Access System Configuration, and then click AccessGate Configuration.

The Search for AccessGates page appears. The Search list contains a selection of
attributes that can be searched. Remaining fields allow you to specify search
criteria that are appropriate for the selected attribute.

4. Select the search attribute and condition from the lists (or click All to find all
AccessGates), and then click Go.

5. Click an AccessGate's name to view its details.
6. Click Modify.

7. For Preferred HTTP Host, specify the Web server name on which WebGate is
deployed as it appears in all HTTP requests. The host name within the HTTP
request is translated into the value entered into this field regardless of the way it
was defined in a user's HTTP request.

8. To enable IP validation, add the IP address of the proxy server as the value of the
IPValidationException parameter.

9. Click Save.

12.5.5.6 Configuring IPv6 with an Authenticating WebGate and Challenge Redirect

Use the procedure in this section to configure your environment to use Oracle Access
Manager with the IPv6/IPv4 proxy and an authenticating WebGate and challenge
redirect. Figure 12-2 shows a depiction of this scenario.

The following procedure presumes a common proxy for both form-based
authentication and the resource WebGate. For example, suppose you have the
following configuration:

= Resource WebGate is installed on http:/ / myapphostv4.foo.com/
= Resource is on http:/ /myapphostv4.foo.com/testing.html

= Authenticating WebGate is on http:/ /myssohostv4.foo.com/

= Login form is http:/ /myssohostv4.foo.com/oamsso/login.html

= Reverse Proxy URL is http:/ /myapphost.foo.com/

Note: For this configuration, the Preferred HTTP host must be the
name of the Oracle HTTP Server Web server that is configured for this
WebGate. For instance, a WebGate deployed on myapphost4.foo.com
must use myapphost4.foo.com as the Preferred HTTP host. You cannot
use the IPv6 proxy name.

In the following procedure, you configure the Oracle HTTP Server, configure
WebGate profiles to use the corresponding Oracle HTTP Server as the Preferred HTTP
host, and configure the form-based authentication scheme with a challenge redirect
value of the reverse proxy server URL (http://myapphost.foo.com/ in this
example).

Be sure to use values for your own environment.
To configure IPv6 with an authenticating WebGate and challenge redirect:

1. Configure Oracle HTTP Server 11g Release 1 (11.1.1) or any other server, as
follows:

a. Stop Oracle HTTP Server with the following command:
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opmnctl stopproc ias -component=component_name

b. Edit the following file:

UNIX: ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
Windows: ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf

c. Append the following information for your environment to the httpd.conf file.
For example:

<IfModule mod_proxy.c>

ProxyRequests On

ProxyPreserveHost On

#Redirect login form requests and redirection requests to Authentication
WebGate

ProxyPass /obrareq.cgi http://myssohostv4. foo.com/obrareq.cgi
ProxyPassReverse /obrareq.cgi http://myssohostv4.foo.com/obrareq.cgi

ProxyPass /oamsso/login.html http://myssohostv4.foo.com/oamsso/login.html
ProxyPassReverse /oamsso/login.html http://myssohostv4.foo.com/oamsso/login
.html

ProxyPass /access/sso  http://myssohostv4.foo.com/ /access/sso
ProxyPassReverse /access/sso http://myssohostv4.foo.com/access/sso

# Redirect resource requests to Resource WG
ProxyPass /http://myapphostv4.foo.com /
ProxyPassReverse /http://myapphostv4.foo.com /

</IfModule>

d. Restart Oracle HTTP Server using the following command:

opmnctl startproc ias-component=component_name

In the Access System Console, set the Preferred HTTP host for each WebGate as
follows:

a. Log in to the Access System Console. For example:
http://hostname:port/access/oblix
In the example, hostname refers to computer that hosts the WebPass Web

server; port refers to the HTTP port number of the WebPass Web server
instance; /access/oblix connects to the Access System Console.

The Access System main page appears.

b. Click Access System Configuration, and then click AccessGate
Configuration.

The Search for AccessGates page appears. The Search list contains a selection
of attributes that can be searched. Remaining fields allow you to specify search
criteria that are appropriate for the selected attribute.

c. Select the search attribute and condition from the lists (or click All to find all
AccessGates), and then click Go.

d. Click an AccessGate's name to view its details.

e. Click Modify.
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f. For Preferred HTTP Host specify the name of the Oracle HTTP Server Web
server that is configured for this WebGate. For instance, a WebGate deployed
on myapphostv4.foo.com must use myapphostv4.foo.com as the Preferred HTTP
host.

g. To enable IP validation, add the IP address of the Proxy server as the value of
the IPValidationException parameter.

h. Click Save.

i. Repeat for each WebGate and specify name of the Oracle HTTP Server Web
server that is configured for this WebGate.

3. From the Access System Console, modify the Form authentication scheme to
include a challenge redirect to the Proxy server, as follows:

a. Click Access System Configuration, and then click Authentication
Management.

b. Click the name of the scheme to modify, and then click Modify.

c. Configure the challenge redirect value to the Proxy server URL. In this
example, the Proxy server URL is http: //myapphost . foo.com/

d. Click Save.

12.5.5.7 Configuring IPv6: Separate Proxy for Authentication and Resource
WebGates

In this configuration you have multiple proxies: for example a separate proxy for the
authentication WebGate and another proxy for the resource WebGate. You can access
the application from a browser on the IPv4 network directly to an IPv4 server host
name with a login redirect to an IPv6 host. For example:

= Resource WebGate is on http:/ /myapphostv4.foo.com/
= Authenticating WebGate is on http:/ /myssohostv4.foo.com
s  Proxy used for myapphostv4.foo.com should be myapphostv4.foo.com

= Proxy used for myssohostv4.foo.com should be myssohostv4.com

Note: You cannot use the IPv6 proxy name as the Preferred HTTP
host in a WebGate profile.

In the example, OHS_host and OHS_port are the host name and port of the actual
Oracle HTTP Server that is configured for WebGate. Be sure to use values for your
own environment.

To configure IPv6 with a separate proxy for authentication and resource WebGates:

1. Configure Oracle HTTP Server 11g Release 1 (11.1.1) or any other server for
multiple proxies, as follows:

a. Stop Oracle HTTP Server with the following command:

opmnctl stopproc ias -component=component_name

b. Edit the following file:

UNIX: ORACLE_INSTANCE/config/OHS/ohs name/httpd.conf
Windows: ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf
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Append the following information for your environment to the httpd.conf file.
For example:

<IfModule mod_proxy.c>
ProxyRequests Off
ProxyPreserveHost On

ProxyPass /http://0OHS_host:0HS_port
ProxyPassReverse /http://OHS_host:0HS_port

</IfModule>

Restart Oracle HTTP Server using the following command:

opmnctl startproc ias-component=component_name

In the Access System Console, set the Preferred HTTP host for each WebGate as
follows:

a.

Log in to the Access System Console. For example:

http://hostname:port/access/oblix

In the example, hostname refers to computer that hosts the WebPass Web
server; port refers to the HTTP port number of the WebPass Web server
instance; /access/oblix connects to the Access System Console.

The Access System main page appears.

Click Access System Configuration, and then click AccessGate
Configuration.

The Search for AccessGates page appears. The Search list contains a selection
of attributes that can be searched. Remaining fields allow you to specify search
criteria that are appropriate for the selected attribute.

Select the search attribute and condition from the lists (or click All to find all
AccessGates), and then click Go.

Click an AccessGate's name to view its details.
Click Modify.

For Preferred HTTP Host specify the name of the Oracle HTTP Server Web
server that is configured for this WebGate. For instance, a WebGate deployed
on myapphostv4.foo.com must use myapphostv4.foo.com as the Preferred HTTP
host.

To enable IP validation, add the IP address of the Proxy server as the value of
the IPValidationException parameter.

Click Save.

Repeat for each WebGate and specify name of the Oracle HTTP Server Web
server that is configured for this WebGate.

From the Access System Console, modify the Form authentication scheme to
include a challenge redirect to the Proxy server, as follows:

a.

b.

Click Access System Configuration, and then click Authentication
Management.

Click the name of the scheme to modify, and then click Modify.
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c. Configure the challenge redirect value to the Proxy server URL that acts as a
reverse proxy for the authentication WebGate. In this example, the Proxy
server URL is http://myssohost.foo.com/

d. Click Save.
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Part IV

Advanced Administration: Backup and
Recovery

Backup and recovery refers to the various strategies and procedures involved in
guarding against hardware failures and data loss, and reconstructing data should loss
occur. This part describes how to back up and recover Oracle Fusion Middleware.

It contains the following chapters:
»  Chapter 13, "Introducing Backup and Recovery"
»s  Chapter 14, "Backing Up Your Environment"

n  Chapter 15, "Recovering Your Environment"






13

Introducing Backup and Recovery

This chapter provides an introduction to backing up and recovering Oracle Fusion
Middleware.

This chapter includes the following topics:

s Understanding Oracle Fusion Middleware Backup and Recovery
s Oracle Fusion Middleware Directory Structure

s Overview of the Backup Strategies

s Overview of Recovery Strategies

= Backup and Recovery Recommendations for Oracle Fusion Middleware
Components

= Assumptions and Restrictions

13.1 Understanding Oracle Fusion Middleware Backup and Recovery

An Oracle Fusion Middleware environment can consist of different components and
configurations. A typical Oracle Fusion Middleware environment contains an Oracle
WebLogic Server domain with Java components, such as Oracle SOA Suite, and an
Oracle WebLogic Server domain with Identity Management components. It can also
include one or more Oracle instances.

The installations of an Oracle Fusion Middleware environment are interdependent in
that they contain configuration information, applications, and data that are kept in
synchronization. For example, when you perform a configuration change, you might
update configuration files in the installation. When you deploy an application, you
might deploy it to all Managed Servers in a domain or cluster.

It is, therefore, important to consider your entire Oracle Fusion Middleware
environment when performing backup and recovery. You should back up your entire
Oracle Fusion Middleware environment at once, then periodically. If a loss occurs, you
can restore your environment to a consistent state.

The following topics describe concepts that are important to understanding backup
and recovery:

= Impact of Administration Server Failure
= Managed Server Independence (MSI) Mode

s Configuration Changes in Managed Servers
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See Also:

= Section 2.2 for conceptual information about an Oracle WebLogic
Server domain

»  Section 2.2.1 for conceptual information about the Administration
Server

= Section 2.2.2 for conceptual information about Managed Servers
and clusters

= Section 2.2.3 for conceptual information about Node Manager

13.1.1 Impact of Administration Server Failure

The failure of an Administration Server does not affect the operation of Managed
Servers in the domain but it does prevent you from changing the domain's
configuration. If an Administration Server fails because of a hardware or software
failure on its host computer, other server instances on the same computer may be
similarly affected.

If an Administration Server for a domain becomes unavailable while the server
instances it manages—clustered or otherwise—are running, those Managed Servers
continue to run. Periodically, these Managed Servers attempt to reconnect to the
Administration Server. For clustered Managed Server instances, the load balancing
and failover capabilities supported by the domain configuration continue to remain
available.

When you first start a Managed Server, it must be able to connect to the
Administration Server to retrieve a copy of the configuration. Then, you can start a
Managed Server even if the Administration Server is not running. In this case, the
Managed Server uses a local copy of the domain's configuration files for its starting
configuration and then periodically attempts to connect with the Administration
Server. When it does connect, it synchronizes its configuration state with that of the
Administration Server.

13.1.2 Managed Server Independence (MSI) Mode

Managed Servers maintain a local copy of the domain configuration. When a Managed
Server starts, it contacts its Administration Server to retrieve any changes to the
domain configuration that were made since the Managed Server was last shut down. If
a Managed Server cannot connect to the Administration Server during startup, it can
use its locally cached configuration information—this is the configuration that was
current at the time of the Managed Server's most recent shutdown. A Managed Server
that starts without contacting its Administration Server to check for configuration
updates is running in Managed Server Independence (MSI) mode. By default, MSI
mode is enabled. However a Managed Server cannot be started even in MSI mode for
the first time if the Administration Server is down due to non-availability of the
cached configuration.

13.1.3 Configuration Changes in Managed Servers

Configuration changes are updated in a Managed Server during the following events:

s Oneach Managed Server restart, the latest configuration is pulled from the
Administration Server. This happens even when the Node Manager is down on
the node where the Managed Server is running. If the Administration Server is
unavailable during the Managed Server restart and if the MSI (Managed Server
Independence) mode is enabled in the Managed Server, it starts by reading its
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local copy of the configuration and synchronizes with the Administration Server
when it is available. By default MSI mode is enabled.

= Upon activating every administrative change like configuration changes, deploy
or redeploy of applications, and topology changes, the Administration Server
pushes the latest configuration to the Managed Server. If the Managed Server is
not running, the Administration Server pushes the latest version of the
configuration to the Managed Server when it does start.

13.2 Oracle Fusion Middleware Directory Structure

The following shows a simplified view of the Oracle Fusion Middleware directory
structure:

5[5 MW _HOME
= 12} Instance_home
= |Z) config
= I5) component_type
[C3) component_name
= () diagnostics
= ) logs
= I5) component_type
|2 component_name

1= jdk
120 jrocket
1) logs
12 modules
= I5) Oracle_home
1) bin
|2 common
] tools
1=l I2) user_projects
|20 applications
= I5) domains
= 23 domain_name
= ) servers
[0 server_name

1) utils
120 wilserver _x

13.3 Overview of the Backup Strategies
To back up your Oracle Fusion Middleware environment, you can use:
= File copy utilities such as copy, xcopy, or jar.

For example, for online backups on Windows, use copy; for offline backups on
Windows, use copy, xcopy, or jar. Do not use Winzip because it does not work
with long filenames or extensions.

For example, for Linux and UNIX, use tar.
Ensure that the tool you are using preserves the permissions of the files.

s Oracle Recovery Manager (RMAN) to back up database-based metadata
repositories.

= Oracle WebLogic Server Pack and Unpack Utility

The pack command creates a template archive (.jar) file that contains a snapshot of
either an entire domain or a subset of a domain. You can use a template that
contains a subset of a domain to create a Managed Server domain directory
hierarchy on a remote computer.

Alternatively, you can use a template that contains an entire domain to create the
the domain on a remote computer.
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See Also: Oracle Fusion Middleware Creating Templates and Domains
Using the Pack and Unpack Commands

If you want to retain your backups for a longer duration, you may want to back up to
tape, for example using Oracle Secure Backup.

You can also configure Oracle WebLogic Server to make backup copies of the
configuration files. This facilitates recovery in cases where configuration changes need
to be reversed or in the unlikely case that configuration files become corrupted. When
the Administration Server starts, it saves a JAR file named config-booted jar that
contains the configuration files. When you make changes to the configuration files, the
old files are saved in the configArchive directory under the domain directory, in a JAR
file with a sequentially numbered name such as config-1.jar. However, the
configuration archive is always local to the Administration Server host. It is a best
practice to back up the archives to an external location.

13.3.1 Types of Backups

You can backup your Oracle Fusion Middleware environment offline or online:

= An offline backup means that you must shut down the environment before
backing up the files. When you perform an offline backup, the Administration
Server, all Managed Servers in the domain, and all system components in the
Oracle instances should be shut down.

Back up the environment offline immediately after installation and after applying
any patches or upgrades.

= An online backup means that you do not shut down the environment before
backing up the files. To avoid an inconsistent backup, do not make any
configuration changes until the backup is completed. To ensure that no changes
are made in the WebLogic Server domain, lock the WebLogic Server
configuration, as described in Section 3.4.2.

You can perform backups on your full Oracle Fusion Middleware environment, or on
the run-time artifacts, those files that change frequently.

To perform a full backup, you should back up the static files and directories, as well as
run-time artifacts.

Static files and directories are those that do not change frequently. These include:

s The Middleware home (MW_HOME). MW_HOME consists of an Oracle home
and a WebLogic Server home. It can also contain the user_projects directories,
which contains Oracle WebLogic Server domains, and an Oracle instance home,
which are not static files.

= Oralnventory
s Oralnst.loc and oratab files, which are located in the following directory:

/etc

s The beahomelist file, which is located at:

(UNIX) user_home/bea/beahomelist
(Windows) C:\bea\beahomelist

= On Windows, the following registry key:

HKEY LOCAL_MACHINE\Software\oracle
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In addition, for system components, such as Oracle Web Cache, you must back up
the following Windows Registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services

Run-time artifacts are those files that change frequently. Back up these files when you
perform a full backup and on a regular basis. Run-time artifacts include:

Domain directories of the Administration Server and the Managed Servers (by
default, a domain directory resides in MW_HOME, but it can be configured by the
user to point to a different location)

In most cases, you do not need to back up Managed Server domain directories
separately because the Administration Server contains information about all of the
Managed Servers in its domain.

All Oracle instance homes, which reside, by default, in the MW_HOME but can be
configured to be in a different location

Application artifacts, such as .ear or .war files

You do not need to backup application artifacts in a Managed Server domain
because they can be pulled from the Administration Server during Managed
Server startup.

Database artifacts such as the MDS repository

Any database-based metadata repositories used by Oracle Fusion Middleware.
You use Oracle Recovery Manager (RMAN) to back up an Oracle database.

Persistent stores, such as JMS Providers and transaction logs, which reside, by
default in the user_projects directory, but can be configured in a different location.
However, note the limitation described in Section 14.2.

13.3.2 Recommended Backup Strategy

This section outlines the recommended strategy for performing backups. Using this
strategy ensures that you can perform the recovery procedures in this book.

Perform a full offline backup: This involves backing up the entities described in
Section 13.3.1. Perform an offline full backup at the following times:

- Immediately after you install Oracle Fusion Middleware.
- Immediately after an operating system software upgrade.

Perform an online backup of run-time artifacts: This involves backing up the
run-time artifacts described in Section 13.3.1. Backing up the run-time artifacts
enables you to restore your environment to a consistent state as of the time of your
most recent configuration and metadata backup. To avoid an inconsistent backup,
do not make any configuration changes until backup completes. Perform an online
backup of run-time artifacts at the following times:

- On aregular basis. Oracle recommends that you back up run-time artifacts
nightly.

- Prior to making configuration changes to a component or cluster.
- After making configuration changes to a component or cluster.

—  Prior to deploying a custom Java EE application to a Managed Server or
cluster.
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- After a major change to the deployment architecture, such as creating servers
or clusters.

Perform an offline backup of static files and directories: This involves backing
up the static files and directories described in Section 13.3.1. Perform an offline
backup of static files and directories at the following times:

- After patching your Oracle Fusion Middleware environment. This backup
serves as the basis for subsequent online backups.

- After upgrading your Oracle Fusion Middleware environment. This backup
serves as the basis for subsequent online backups.

13.4 Overview of Recovery Strategies

Recovery strategies enable you to recover from critical failures that involve actual data
loss. Depending on the type of loss, they can involve recovering any combination of
the following types of files:

Oracle software files
Configuration files
Metadata Repository files
Oracle system files
Windows Registry key
Application artifacts

You can recover your Oracle Fusion Middleware environment while Oracle Fusion
Middleware is offline.

To recover your Oracle Fusion Middleware environment, you can use:

File copy utilities such as copy, xcopy or tar.
When you restore the files, use your preferred tool to extract the compressed files.

For example, for online recovery on Windows, use copy; for offline recovery on
Windows, use copy, xcopy, or jar. Do not use Winzip because it does not work
with long filenames or extensions.

For example, for Linux and UNIX, use tar.

Oracle Recovery Manager (RMAN) to recover database-based metadata
repositories.

13.4.1 Types of Recovery

You can recover your Oracle Fusion Middleware environment in part or in full. You
can recover the following:

A domain

The WebLogic Administration Server
A Managed Server

The Middleware home

An Oracle instance home

A component, such as Oracle HTTP Server or Oracle Web Cache
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A cluster

Deployed applications

13.4.2 Recommended Recovery Strategies

Note the following key points about recovery:

Your Oracle Fusion Middleware environment must be offline while you are
performing recovery.

Rename important existing files and directories before you begin restoring the files
from backup so that you do not unintentionally override necessary files.

Although, in some cases, it may appear that only one or two files are lost or
corrupted, you should restore the directory structure for the entire element, such
as an Oracle instance home or a component, rather than just restoring one or two
files. In this way, you are more likely to guarantee a successful recovery.

Recover the database to the most current state, using point-in-time recovery (if the
database is configured in Archive Log Mode). This is typically a time right before
the database failure occurred.

13.5 Backup and Recovery Recommendations for Oracle Fusion
Middleware Components

The following sections describe backup and recovery recommendations for specific
Oracle Fusion Middleware components:

Backup and Recovery Recommendations for Oracle SOA Suite

Backup and Recovery Recommendations for Oracle WebCenter

Backup and Recovery Recommendations for Oracle Identity Management
Backup and Recovery Recommendations for Oracle JRF Installations
Backup and Recovery Recommendations for Web Tier Installations

Backup and Recovery Recommendations for Oracle Portal, Oracle Forms Services,
and Oracle Reports Installations

For the steps you take to back up your environment, see Section 14.3. For the steps you
take to recover a component, see Chapter 15.

13.5.1 Backup and Recovery Recommendations for Oracle SOA Suite

The following sections describe backup and recovery recommendations for Oracle
SOA Suite:

Backup and Recovery Recommendations for Oracle BPEL Process Manager
Backup and Recovery Recommendations for Oracle Business Activity Monitoring
Backup and Recovery Recommendations for Oracle B2B

Backup and Recovery Recommendations for Oracle Business Rules

Backup and Recovery Recommendations for Oracle WebLogic Server JMS

You can configure Oracle SOA Suite so that the Administration Server is on a separate
host from the Managed Servers. You do this by using the ant-soa-util.xml script that is
provided. In this case, the domain is an Administration Server-only domain and no
Managed Servers share the domain directory with the Administration Server. For
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example, a domain contains two Managed Servers, one of which contains Oracle SOA
Suite, but neither of the Managed Server's directories are on the same host as the
Administration Server.

In this case, you must back up the Administration Server domain as well as the
following directory for all Managed Servers:

DOMAIN_HOME/config/soa-infra

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.5.

13.5.1.1 Backup and Recovery Recommendations for Oracle BPEL Process
Manager

This section describes the Oracle BPEL Process Manager data that must be backed up
and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.5.

Configuration Files
Configuration files are stored in the database.

Database Repository Dependencies

Process definition and configuration files are stored in the MDS schema. The
dehydration store is stored in the BPEL schema.

Backup Recommendations

Back up the database after any configuration changes, including changes to global
fault policies, callback classes for workflows and resource bundles that can potentially
be outside the suitcase). Also back up the database after deploying a new composite or
redeploying a composite.

If this is an Administration Server-only domain, as described in Section 13.5.1, back up
the following directory:

DOMAIN_HOME/config/soa-infra

Recovery Recommendations

Recover the database to the most recent point in time, if needed. Point-in-time
recovery ensures that the latest process definitions and in-flight instances are restored.
However, this may result in reexecution of the process steps. Oracle recommends that
you strive for idempotent Oracle BPEL Process Manager processes. If the system
contains processes that are not idempotent, you must clean them up from the
dehydration store before starting Oracle Fusion Middleware. See Oracle Fusion
Middleware Administrator’s Guide for Oracle SOA Suite for more information.

Because instances obtain the process definition and artifacts entirely from the
database, there is no configuration recovery needed after the database is recovered to
the most current state; instances should continue to function correctly.

For redeployed composites, a database recovery ensures consistency between the
dehydrated in-flight processes and their corresponding definition since the process
definition is stored in database repository where dehydrated instances get stored as
well.
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13.5.1.2 Backup and Recovery Recommendations for Oracle Business Activity
Monitoring

This section describes the Oracle Business Activity Monitoring data that must be
backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.5.

Configuration Files

MW_HOME/ SOA_ORACLE_HOME/bam
DOMAIN_HOME/config/fmwconfig/servers/AdminServer/adml/server-oracle_
bamweb-11.0.xml
DOMAIN_HOME/config/fmwconfig/servers/AdminServer/adml/server-oracle_
bamserver-11.0.xml
DOMAIN_HOME/config/fmwconfig/servers/bam-server-name/adml/server-oracle_
bamweb-11.0.xml
DOMAIN_HOME/config/fmwconfig/servers/bam-server-name/adml/server-oracle_
bamserver-11.0.xml

Database Repository Dependencies
ORABAM schema.

Backup Recommendations

Back up the Middleware home, the domain and the database containing the ORABAM
schema.

If this is an Administration Server-only domain, as described in Section 13.5.1, back up
the following directory:

DOMAIN_HOMEconfig/soa-infra

Recovery Recommendations

Recover the Managed Server or the Middleware home, or both, depending on the
extent of failure.

Recover the database to the most recent point in time, if needed.

13.5.1.3 Backup and Recovery Recommendations for Oracle B2B
This section describes the Oracle B2B data that must be backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.5.

Configuration Files
DOMAIN_HOME/config/soa-infra/configuration/b2b-config.xml

Database Repository Dependencies
MDS schema.

Backup Recommendations

Back up the Administration Server domain, the Oracle home if changes are made to
the Oracle B2B configuration file, and the database containing the MDS schema.

If this is an Administration Server-only domain, as described in Section 13.5.1, back up
the following directory:
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DOMAIN_HOME/config/soa-infra

Recovery Recommendations
Recover the Managed Server where the soa-infra application is deployed.

Recover the database to the most recent point in time, if needed.
After recovery;, if the file Xengine.tar.gz is not unzipped, unzip the files. For example:

cd B2B_ORACLE_HOME/soa/thirdparty/edifecs
tar xzvf XEngine.tar.gz

13.5.1.4 Backup and Recovery Recommendations for Oracle Business Rules

This section describes the Oracle Business Rules data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.5.

Configuration Files
DOMAIN_HOME/config/soa-infra/configuration/businessrules-config.xml

Database Repository Dependencies
MDS schema.

Backup Recommendations

Back up the Administration Server domain and the database containing the MDS
schema.

If this is an Administration Server-only domain, as described in Section 13.5.1, back up
the following directory:

DOMAIN_HOME/config/soa-infra

Recovery Recommendations
Recover the Managed Server where the soa-infra application is deployed.

Recover the database to the most recent point in time, if needed.

13.5.1.5 Backup and Recovery Recommendations for Oracle WebLogic Server JMS

This section describes the Oracle WebLogic Server JMS data that must be backed up
and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3.

Configuration Files
DOMAIN_HOME/config/jms

If a JMS uses a file-system accessible stores, the default file-system store is either in a
user-configured location that is specified in config.xml, or in this location:

DOMAIN_HOME/servers/server_name/data/store/default

Database Repository Dependencies
If a JMS uses a JDBC accessible store, back up the database.
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Backup Recommendations

Back up the domain and the JMS file persistent store if it is not located within the
domain.

Back up the schema in the database if JDBC-based persistent store is configured. Note
the following:

Always try to keep JMS data as current as possible. This can be achieved by using
the point-in-time recovery capabilities of Oracle Database (in the case of database-
based persistence) or using a highly available RAID backed storage device (for
example, SAN/NAS).

If, for whatever reason, you need to restore JMS data to previous point in time,
there are potential implications. Restoring the system state to a prior point in time
not only can cause duplicate messages, but can also cause lost messages. The lost
messages are messages that were enqueued before or after the system restore
point time, but never processed. If the persistent store is a custom store that is
dedicated to JMS use, then you can delete the entire store.

Use the following procedure before recovery to drain messages in the J]MS queue
after persistent-store recovery to avoid processing duplicate messages:

1. Log into the Oracle WebLogic Server Administration Console.

2. Before recovery, configure JMS server to pause Production, Insertion, and
consumption operations at boot-time to ensure that no new messages are
produced or inserted into the destination or consumed from the destination
before you drain stale messages. To do this:

a. Expand Services, then Messaging, and then JMS Servers.

b. On the Summary of JMS Servers page, click the JMS server you want to
configure for message pausing.

c. On the Configuration: General page, click Advanced to define the
message pausing options. Select Insertion Paused At Startup, Production
Paused At Startup, and Consumption Paused At Startup.

d. Click Save.

e. To activate these changes, in the Change Center of the Administration
Console, click Activate Changes.

Use the following procedure after recovery:
1. After recovering the persistent store, start the Managed Servers.
2. Drain the stale messages from JMS destinations, by taking the following steps:
a. Expand Services, then Messaging, and then JMS Modules.
b. Select a JMS module, then select a destination.
c. Select Monitoring, then Show Messages
Click Delete All
3. Resume operations, by taking the following steps:
a. Expand Services, then Messaging, and then JMS Servers.

b. On the Summary of JMS Servers page, click the JMS server you want to
configure for message pausing.
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c. On the Configuration: General page, click Advanced. Select Insertion
Paused At Startup, Production Paused At Startup, and Consumption
Paused At Startup.

d. Click Save.

e. To activate these changes, in the Change Center of the Administration
Console, click Activate Changes.

If the store is not dedicated to JMS use, use the Oracle WebLogic Server JMS
message management administrative tooling. This tooling can perform import,
export, move, and delete from the Administration Console, MBeans, and WLST.

For applications that use publish and subscribe in addition to queuing, you should
manipulate topic subscriptions in addition to queues.

= All JMS data should be backed up continuously and synchronously. Do not use
asynchronous snapshots:

- For Oracle Database-based persistence, use RMAN for backups.

- For file-based persistence, if you are using a SAN/NAS device, then use
snapshot mechanism to take a consistent JMS data backup.

- If you are using a storage device that does not support block-level snapshot
capabilities, then you must shutdown the JMS server to be able to take a
consistent backup. This is to ensure that the persistence store is not being
written to while the copy operation is being performed. In a clustered
environment, you can do so by shutting down one server at time, backing it
up and restarting it. You also can create a script to perform these operations
using WLST.

Recovery Recommendations
Recover the domain.

If the JMS file persistent store is file-based, recover it from backup. If the JMS file
persistent store is database-based, recover the database to the most recent point in
time, if needed.

13.5.2 Backup and Recovery Recommendations for Oracle WebCenter

The following sections describe backup and recovery recommendations for Oracle
WebCenter:

= Backup and Recovery Recommendations for Oracle WebCenter
= Backup and Recovery Recommendations for Oracle WebCenter Portlets
= Backup and Recovery Recommendations for Oracle WebCenter Discussions Server

= Backup and Recovery Recommendations for Oracle WebCenter Wiki and Blog
Server

13.5.2.1 Backup and Recovery Recommendations for Oracle WebCenter

This section describes the Oracle WebCenter data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.7.
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Configuration Files
All configuration files are bundled in the EAR file, which is located in the domain.

Database Repository Dependencies
WEBCENTER and MDS schemas

Backup Recommendations
Back up the domain and the database containing the WEBCENTER and MDS schemas.

Recovery Recommendations
Recover the Oracle WebCenter domain.

Recover the database containing the WEBCENTER and MDS schemas to the most
recent point in time, if needed.

13.5.2.2 Backup and Recovery Recommendations for Oracle WebCenter Portlets
This section describes the Oracle WebCenter Portlets data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.7.

Configuration Files
All configuration files are bundled in the EAR file, which is located in the domain.

Database Repository Dependencies
PORTLET

Backup Recommendations

Back up the Oracle WebCenter domain and the database containing the PORTLET
schema.

Recovery Recommendations
Recover the Oracle WebCenter domain.

Recover the database to the most recent point in time, if needed.

13.5.2.3 Backup and Recovery Recommendations for Oracle WebCenter
Discussions Server

This section describes the Oracle WebCenter Discussions server data that must be
backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.7.

Configuration Files

Some configuration files are either bundled in the EAR file, which is located in the
domain or the files are located elsewhere in the domain. Other configuration files are
located in:

DOMAIN_HOME/fmwconfig/server/<server_name>/owc_discussions
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Database Repository Dependencies
JIVE schema.

Backup Recommendations
Back up the Oracle WebCenter domain and the database containing the JIVE schema.

Recovery Recommendations
Recover the Oracle WebCenter domain.

Recover the database to the most recent point in time, if needed.

13.5.2.4 Backup and Recovery Recommendations for Oracle WebCenter Wiki and
Blog Server

This section describes the Oracle WebCenter Wiki and Blog Server data that must be
backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see Section 15.3.3.7.

Configuration Files
Configuration files are bundled in the WAR file, which is located in the domain.

Database Repository Dependencies
WIKI schema.

Backup Recommendations
Back up the Oracle WebCenter domain and the database containing the WIKI schema.

Recovery Recommendations
Recover the Oracle WebCenter domain.

Recover the database to the most recent point in time, if needed.

13.5.2.5 Backup and Recovery Recommendations for Oracle Content Server

For information about backing up and recovering Oracle Content Server, see Getting
Started with Content Server which is available at:

http://download.oracle.com/docs/cd/E10316_01/owc.htm

Database Repository Dependencies
OCSERVER schema.

13.5.3 Backup and Recovery Recommendations for Oracle Identity Management

The following sections describe backup and recovery recommendations for Oracle
Identity Management:

= Backup and Recovery Recommendations for Oracle Internet Directory

= Backup and Recovery Recommendations for Oracle Virtual Directory

= Backup and Recovery Recommendations for Oracle Directory Integration Platform
= Backup and Recovery Recommendations for Oracle Directory Services Manager

= Backup and Recovery Recommendations for Oracle Identity Federation

13-14 Oracle Fusion Middleware Administrator's Guide



Backup and Recovery Recommendations for Oracle Fusion Middleware Components

13.5.3.1 Backup and Recovery Recommendations for Oracle Internet Directory

This section describes the Oracle Internet Directory data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.9.1.

Configuration Files

ORACLE_INSTANCE/config/tnsnames.ora
ORACLE_INSTANCE/OID/admin
ORACLE_INSTANCE/0ID/ldap/server/plugin
ORACLE_INSTANCE/OID/component_name
ORACLE_INSTANCE/config/0ID/component_name

Database Repository Dependencies
ODS and ODSSM schemas.

Backup Recommendations

Back up the Oracle Internet Directory component directory and Oracle Internet
Directory's configuration files from the Oracle instance home. Back up the database
containing the ODS and ODSSM schemas.

Recovery Recommendations
Recover the Oracle Internet Directory specific files into Oracle Internet Directory's
component directory of the restored Oracle instance home.

Recover the database to the most recent point in time, if needed.

13.5.3.2 Backup and Recovery Recommendations for Oracle Virtual Directory
This section describes the Oracle Virtual Directory data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.9.2.

Configuration Files

ORACLE_INSTANCE/OVD/component_name
ORACLE_INSTANCE/config/0OVD/component_name
ORACLE_INSTANCE/diagnostics/logs/OVD/component_name

Database Repository Dependencies
None.

Backup Recommendations

Back up the Oracle Virtual Directory component directory and Oracle Virtual
Directory's configuration files from the Oracle instance home.

Recovery Recommendations

Restore the Oracle Virtual Directory's configuration files into the Oracle Virtual
Directory component directory of the restored Oracle instance home.
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13.5.3.3 Backup and Recovery Recommendations for Oracle Directory Integration
Platform

This section describes the Oracle Directory Integration Platform data that must be
backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.9.3.

Configuration Files

dip-config.xml, which is part of the Oracle Directory Integration Platform application.
It is backed up when you back up the Administration Server domain.

Database Repository Dependencies
ODSSM schema, used by Oracle Internet Directory.

Backup Recommendations

Back up the Administration Server domain and Oracle Internet Directory and its
dependencies.

Recovery Recommendations
Recover the Managed Server where the Oracle Directory Integration Platform
application is deployed.

Recover Oracle Internet Directory.

13.5.3.4 Backup and Recovery Recommendations for Oracle Directory Services
Manager

This section describes the Oracle Directory Services Manager data that must be backed
up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.9.4.

Configuration Files

Oracle Directory Services Manager, which is the graphical user interface for Oracle
Internet Directory and Oracle Virtual Directory, does not have configuration files, but
keeps track of host and port information of Oracle Internet Directory and Oracle
Virtual Directory in serverlist.txt, which is part of the application .ear:

MW_HOME/user_projects/domains/domain_name/servers/server_name/tmp/_WL_user/odsm_

11.1.1.0.0/nx11i7i/war/WEB-INF/serverlist.txt

Database Repository Dependencies
None.

Backup Recommendations
Back up the domain.

Recovery Recommendations

To restore Oracle Directory Services Manager, enter the user name and password to
connect to Oracle Internet Directory or Oracle Virtual Directory.
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13.5.3.5 Backup and Recovery Recommendations for Oracle Identity Federation
This section describes the Oracle Identity Federation data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.9.5.

Configuration Files
DOMAIN_HOME/servers/server_name/stage/OIF/11.1.1.0.0/0IF/configuration

Database Repository Dependencies
OIF schema.

Backup Recommendations

Back up the Administration Server domain and the database containing the OIF
schema.

Recovery Recommendations

Recover the Managed Server where the Oracle Identity Federation application is
deployed.

Recover the database to the most recent point in time, if needed.

13.5.4 Backup and Recovery Recommendations for Oracle JRF Installations

The following topics describe backup and recovery recommendations for components
that are installed with more than one type of installation:

= Backup and Recovery Recommendations for Oracle Web Services Manager

= Backup and Recovery Recommendations for Oracle Platform Security Services

13.5.4.1 Backup and Recovery Recommendations for Oracle Web Services
Manager

This section describes the Oracle Web Services Manager data that must be backed up
and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3.

Configuration Files
DOMAIN_HOME/config/fmwconfig/policy-accessor-config.xml

Database Repository Dependencies

If a database-based MDS repository is used, Oracle Web Services Manager uses a
partition in the MDS schema.

Backup Recommendations
Back up Oracle Web Services Manager configuration files.

If Oracle Web Services Manager uses a file-based MDS repository, back it up using a
file copy mechanism. If it uses a database-based MDS repository, back up the database
using RMAN.
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Recovery Recommendations
Restore Oracle Web Services Manager configuration files.
If Oracle Web Services Manager uses a file-based MDS repository, restore it from the

backup. If it uses a database-based MDS repository, recover the database to the most
recent point in time, if needed.

13.5.4.2 Backup and Recovery Recommendations for Oracle Platform Security
Services

This section describes the Oracle Platform Security Services data that must be backed
up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.9.1.

Configuration Files
DOMAIN_HOME/config/fmwconfig/jps-config.xml

Database Repository Dependencies
None.

Backup Recommendations
Back up the Administration Server domain.

Recovery Recommendations
Restore the jps-config.xml file.

13.5.5 Backup and Recovery Recommendations for Web Tier Installations

The following sections describe backup and recovery recommendations for Web Tier
installations:

= Backup and Recovery Recommendations for Oracle HTTP Server

= Backup and Recovery Recommendations for Oracle Web Cache

13.5.5.1 Backup and Recovery Recommendations for Oracle HTTP Server
This section describes the Oracle HTTP Server data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.8.1.

Configuration Files
ORACLE_INSTANCE/config/OHS/component_name

ORACLE_INSTANCE/diagnostics/logs/OHS/component_name

Database Repository Dependencies
None.

Backup Recommendations
Back up the Oracle HTTP Server Oracle instance home.
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Recovery Recommendations
Restore the Oracle HTTP Server-specific files into its Oracle instance home.

13.5.5.2 Backup and Recovery Recommendations for Oracle Web Cache
This section describes the Oracle Web Cache data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.8.2.

Configuration Files

ORACLE_INSTANCE/config/WebCache/component_name
ORACLE_INSTANCE/diagnostics/logs/WebCache/component_name

Database Repository Dependencies
None.

Backup Recommendations
Back up the Oracle Web Cache Oracle instance home.

Recovery Recommendations
Restore the Oracle Web Cache-specific files into its Oracle instance home.

13.5.6 Backup and Recovery Recommendations for Oracle Portal, Oracle Forms
Services, and Oracle Reports Installations

The following sections describe backup and recovery recommendations for these
components:

= Backup and Recovery Recommendations for Oracle Portal
= Backup and Recovery Recommendations for Oracle Forms Services
= Backup and Recovery Recommendations for Oracle Reports

= Backup and Recovery Recommendations for Oracle Business Intelligence
Discoverer

13.5.6.1 Backup and Recovery Recommendations for Oracle Portal
This section describes the Oracle Portal data that must be backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.10.1.

Configuration Files

MW_HOME/user_projects/domains/domain_name/servers/server.
name/stage/portal/portal/configuration/appConfig.xml
MW_HOME/user_projects/domains/domain_name/servers/server._
name/stage/portal /portal/configuration/portal_dads.conf
MW_HOME/user_projects/domains/domain_name/servers/server.
name/stage/portal /portal/configuration/portal_plsqgl.conf
MW_HOME/user_projects/domains/domain_name/servers/server.
name/stage/portal /portal/configuration/portal_cache.conf

Introducing Backup and Recovery 13-19



Backup and Recovery Recommendations for Oracle Fusion Middleware Components

Database Repository Dependencies

PORTAL, PORTAL_DEMO, PORTAL_APP, PORTAL_PUBLIC, AND PORTAL_
APPROVAL schemas.

Backup Recommendations

Back up the WebLogic Server domain and the Oracle instance containing Oracle
Portal, as well as the database containing the schemas.

Recovery Recommendations

Recover the WebLogic Server domain and the Oracle instance containing Oracle
Portal, as well as the database containing the schemas.

Recover the database to the most recent point in time, if needed.

13.5.6.2 Backup and Recovery Recommendations for Oracle Forms Services

This section describes the Oracle Forms Services data that must be backed up and
restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.10.4.

Configuration Files
Forms Component:

ORACLE_INSTANCE/config/Forms/forms
ORACLE_INSTANCE/Forms/forms

Forms Common Component:
ORACLE_INSTANCE/config/Forms/frcommon
ORACLE_INSTANCE/Forms/frcommon

Forms Java EE application and external files:

wls_managed_server/stage/formsapp

Database Repository Dependencies
Any user-configured database for Oracle Forms Services applications.

Backup Recommendations
Back up the Oracle instance home where Oracle Forms Services is located.

Recovery Recommendations
Restore the configuration files.

13.5.6.3 Backup and Recovery Recommendations for Oracle Reports
This section describes the Oracle Reports data that must be backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.10.3.

Configuration Files
For Reports Server:
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ORACLE_INSTANCE/config/ReportsServer/server_name/rwserver.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/jdbcpds.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/xmlpds.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/textpds.conf
ORACLE_INSTANCE/config/ReportsServer/server name/rwnetwork.conf
ORACLE_INSTANCE/config/ReportsServer/server name/pcscomponent.conf
ORACLE_INSTANCE/config/ReportsServer/server name/component-logs.xml
ORACLE_INSTANCE/config/ReportsServer/server_name/logging.xml

For Oracle Reports Servlet:

DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/cgimd.dat
DOMAIN_HOME/servers/server.
namestage/reports/reports/configuration/rwservlet.properties
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/rwserver.conf
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/jdbcpds.conf
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/xmlpds.conf
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/textpds.conf
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/rwnetwork.conf
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/logging.xml
DOMAIN_HOME/servers/server_namestage/reports/reports/configuration/logmetadata.xml

For Oracle Reports Bridge:

ORACLE_INSTANCE/config/ReportsBridge/bridge name/rwbridge.conf
ORACLE_INSTANCE/config/ReportsBridge/bridge name/rwnetwork.comf
ORACLE_INSTANCE/config/ReportsBridge/bridge name/component-logs.xml
ORACLE_INSTANCE/config/ReportsBridge/bridge _name/loggin.xml
ORACLE_INSTANCE/config/ReportsBridge/bridge name/pcscomponent .xml

For Oracle Reports Tool:

ORACLE_INSTANCE/config/ReportsTools/rwbuilder.conf
ORACLE_INSTANCE/config/ReportsTools/rwnetwork.conf
ORACLE_INSTANCE/config/ReportsTools/jdbcpds.conf
ORACLE_INSTANCE/config/ReportsTools/xmlpds.conf
ORACLE_INSTANCE/config/ReportsTools/textpds.conf
ORACLE_INSTANCE/config/ReportsTools/pcscomponent . xml
ORACLE_INSTANCE/config/ReportsTools/rwservlet.properties
ORACLE_INSTANCE/config/ReportsTools/cgicmd.dat
ORACLE_INSTANCE/config/ReportsTools/component-logs.xml
ORACLE_INSTANCE/config/ReportsTools/logging.xml

Other directories and files:

ORACLE_INSTANCE/reports/server/*.dat
ORACLE_INSTANCE/reports/cache/
ORACLE_INSTANCE/reports/fonts/
ORACLE_INSTANCE/reports/plugins/resource
ORACLE_INSTANCE/diagnostics/logs/reports/ReportsServer
ORACLE_INSTANCE/diagnostics/logs/reports/ReportsBridge
ORACLE_INSTANCE/diagnostics/logs/reports/ReportsTools
(UNIX) ORACLE_INSTANCE/config/reports/bin/rw*.sh

(Windows) ORACLE_INSTANCE\config\reports\bin\rw*.bat
(UNIX) ORACLE_INSTANCE/config/reports/bin/reports.sh
(Windows) ORACLE_INSTANCE\config\reports\bin\reports.bat
(UNIX) ORACLE_INSTANCE/config/reports/bin/namingservice.sh
(Windows) ORACLE_INSTANCE\config\reports\bin\namingservice.bat
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Database Repository Dependencies

You can configure Oracle Reports to store job-related information, such as scheduled
job data, past job data, or job status data in a database.

Backup Recommendations
Back up the Oracle instance home where Oracle Reports is located.

If a database is configured for Oracle Reports, back up the database.

Recovery Recommendations
Restore the configuration files.

If a database is configured for Oracle Reports, recover the database to most recent
point in time, if needed.

13.5.6.4 Backup and Recovery Recommendations for Oracle Business Intelligence
Discoverer

This section describes the Oracle Business Intelligence Discoverer data that must be
backed up and restored.

For the steps you need to take to recover components, see Section 15.2.6 and
Section 15.3.3. For the steps specific to recovering from loss of host, see
Section 15.3.3.10.2.

Configuration Files

ORACLE_INSTANCE/config/PreferenceServer/disco-comp-name/pref.txt
ORACLE_INSTANCE/config/PreferenceServer/disco-comp-name/ .reg_key.dc

DOMAIN_HOME/servers/server.
name/stage/discoverer/discoverer/configuration/configuration.xml
DOMAIN_HOME/config/config.xml
DOMAIN_HOME/config/fmwconfig/servers/server_name/logging.xml
ORACLE_INSTANCE/diagnostics/logs/PreferenceServer/Discoverer_instance_
name/console*
ORACLE_INSTANCE/diagnostics/logs/PreferenceServer/Discoverer_instance_name/log*
DOMAIN_HOME/servers/server_name/logs/discoverer/diagnostic-*.xml
DOMAIN_HOME/servers/server_name/logs/discoverer/diagnostics*.xml
DOMAIN_HOME/servers/server_name/logs/discoverer/WLS_DISCO-diagnostic-*.xml

Database Repository Dependencies
DISCOVERER and DISCOVERER_PS schemas

Backup Recommendations

Back up the Oracle BI Discoverer Oracle instance home and the database containing
the DISCOVERER and DISCOVERER_PS schemas.

Recovery Recommendations
Restore the configuration files to the Oracle BI Discoverer Oracle instance home.

Recover the database to the most recent point in time, if needed.

13.6 Assumptions and Restrictions

The following assumptions and restrictions apply to the backup and recovery
procedures in this book. Also see the restrictions listed in Section 14.2.
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File systems and files can only be restored as of the last "good" backup. There is no
support for roll forward recovery to the current point in time.

All of the files required for recovery are maintained within the Middleware home,
Oracle instance home, and Oracle Inventory (for loss of host use cases) directories.
Generally, as long as no administration changes, such as configuration changes,
deployments, redeployments, or patching, have been done since the last backup, it
is always safe to restore the file system pertaining to a particular component to a
previous point in time using the last "good" backup. Thus, new backups must
always performed after any administration changes.

Only the user who installs the product or a user who has access privileges to the
directories where Oracle Fusion Middleware has been installed should be able to
execute backup and recovery operations.

If a single Managed Server and Administration Server are running in different
hosts and the Managed Server is not in a cluster, you must use the pack and
unpack commands on the Managed Server to pick up the correct configuration.

If you have multiple Managed Servers running on different hosts (not in a cluster),
the domain should be configured to use an external LDAP for policy store instead
of using file-base policy store.

If the Administration Server is on a different host than the Managed Servers, the
domain should be configured to use an external LDAP for policy store instead of
using file-base policy store.

See Also: If you are using Cold Failover Cluster or Disaster

Recovery, refer to the Oracle Fusion Middleware High Availability Guide
for additional information.
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Backing Up Your Environment

This chapter describes recommended backup strategies for Oracle Fusion Middleware
and the procedures for backing up Oracle Fusion Middleware.

This chapter includes the following topics:

Overview of Backing Up Your Environment
Limitations and Restrictions for Backing Up Data
Performing a Backup

Creating a Record of Your Oracle Fusion Middleware Configuration

14.1 Overview of Backing Up Your Environment

As described in Section 13.3.2, you should use the following recommended strategy
for backing up your Oracle Fusion Middleware environment:

If you are performing an online backup, do not make any configuration changes
until the backup is completed. To ensure that no changes are made in the
WebLogic Server domain, lock the WebLogic Server configuration, as described in
Section 3.4.2.

Perform a full offline backup immediately after you install Oracle Fusion
Middleware. See Section 14.3.1 for information on performing a full backup.

Perform backups of run-time artifacts after every administrative change or on a
regular basis. Oracle recommends that you back up run-time artifacts nightly. See
Section 14.3.2 for information on performing a backup of run-time artifacts.

Perform a new full backup after a major change, such as any upgrade or patch, or
if any of the following files are modified:

MW_HOME/wlserver_n/common/bin/nodemanager.properties
MW_HOME/wlserver_n/common/bin/wlsifconfig.sh
MW_HOME/wlserver_n/common/bin/setPatchEnv.sh
MW_HOME/wlserver_n/common/bin/commEnvg.sh

See Section 14.3.1 for information on performing a full backup.

Continue to perform backups of run-time artifacts on a regular basis after you
establish a new full backup. Oracle recommends that you back up run-time
artifacts nightly. See Section 14.3.2 for information on performing a backup of
run-time artifacts.

Create a record of your Oracle Fusion Middleware environment. See Section 14.4.

Backing Up Your Environment 14-1



Limitations and Restrictions for Backing Up Data

= When you create the backup, name the archive file with a unique name. Consider
appending the date and time to the name. For example, if you create a backup of
the Middleware home on March 30, 2009, name the backup:

mw_home_backup_033009.tar

The flowchart in Figure 14-1 provides an overview of how to decide which type of
backup is appropriate for a given circumstance.

Figure 14-1 Decision Flow Chart for Type of Backup
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14.2 Limitations and Restrictions for Backing Up Data

Note the following points:

s LDAP backups: If you use the built-in LDAP, do not update the configuration of a
security provider while a backup of LDAP data is in progress. If a change is made,
for example, if an administrator adds a user, while you are backing up the ldap
directory tree, the backups in the ldapfiles subdirectory could become
inconsistent. Refer to WebLogic Server Managing Server Startup and Shutdown for

detailed LDAP backup procedures.
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= Persistent stores: A persistent store provides a built-in, high-performance storage
solution for WebLogic Server subsystems and services that require persistence. For
example, it can store persistent JMS (Java Messaging Service) messages or durable
subscriber information, as well as temporarily store messages sent to an
unavailable destination using the Store-and-Forward feature. The persistent store
supports persistence to a file-based store (File Store) or to a JDBC-enabled
database (JDBC Store). The default store maintains its data in a data\store\default
directory inside the servername subdirectory of a domain's root directory.

It is currently not possible to take consistent backup of persistent stores for a
system that uses JMS and transaction logs. This is because the transaction logs can
only be file-based and the JMS can be either file-based or it can reside in the
database. For highest reliability, use a highly available, fault-tolerant storage (for
example, SAN) for JMS and transaction log file stores.

For clustered servers, Oracle WebLogic Server enables you to migrate a failing
server, including the Transaction Recovery Service, to a new system. When the
server migrates to another system, it must be able to locate the transaction log
records to complete or recover transactions. Transaction log records are stored in
the default persistent store for the server.

If you plan to migrate clustered servers in the event of a failure, you must set up
the default persistent store so that it stores records in a shared storage system that
is accessible to any potential system to which a failed migratable server might be
migrated. For highest reliability, use a shared storage solution (for example, SAN)
or an Oracle database that is highly available and supports a point-in-time
recovery. This solution is also recommended for all the JMS modules.

= Audit Framework: If you have configured Oracle Fusion Middleware Audit
Framework to write data to a database, you should not back up the local files in
the bus stop. (Auditable events from each component are stored in a repository
known as a bus stop; each Oracle WebLogic Server has its own bus-stop. Data can
be persisted in this file, or uploaded to a central repository at which point the
records are available for viewing and reporting.)

If you back up the local files, duplicate records are uploaded to the database. That
is, they are uploaded to the database when the bus stop is created and then will be
uploaded again when you restore the files.

The default locations for bus stop local files are:
— For Java components:

MW_HOME/user_projects/domains/domain_name/servers/server.
name/logs/auditlogs/component_type

- For system components, such as Oracle HTTP Server or Oracle Internet
Directory:
ORACLE_INSTANCE/auditlogs/component_type/component_name

For more information about Oracle Fusion Middleware Audit Framework and the

bus stop, see "Administration for Security Auditing" in the Oracle Fusion
Middleware Security Guide.

14.3 Performing a Backup

You can perform the following types of backups:

= Full offline backup. See Section 14.3.1.
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= Online or offline backup of run-time artifacts. See Section 14.3.2.

14.3.1 Performing a Full Offline Backup

To perform a full offline backup, you copy the directories that contain Oracle Fusion
Middleware files.

Archive and compress the source Middleware home, using your preferred tool for
archiving. Ensure that the tool you are using preserves the permissions of the files.

For example, for online backups on Windows, use copy; for offline backups on
Windows, use copy, xcopy, or jar. Do not use Winzip because it does not work with
long filenames or extensions.

For example, for Linux and UNIX, use tar.
The following example shows how to archive and compress the source on UNIX:

cd Source Middleware_ Home
tar ¢f - * | gzip > Middleware_Home.tar.gz

The tar utility may issue warnings if the sticky bit is set on some files. You can safely
ignore these warnings.

Do not use the jar utility to archive and compress the file system. This avoids warnings
or errors from the zip tool about zipping open files (for example, the ORACLE_
HOME /jdk files).

Take the following steps:

1. To avoid an inconsistent backup, do not make any configuration changes until the
backup is completed. To ensure that no changes are made in the WebLogic Server
domain, lock the WebLogic Server configuration, as described in Section 3.4.2.

2. Back up the Middleware home (MW_HOME) on all hosts. For example:

tar -cf mw_home_backup_033009.tar MW _HOME/*

3. If the domain is not located within the Middleware home, back up the
Administration Server domain separately. This backs up Java components such as
Oracle SOA Suite and Oracle WebCenter.

For example:

tar -cf domain_home_backup_033009.tar MW_HOME/user_projects/domains/domain_
name/*

In most cases, you do not need to back up the Managed Server domain directories
separately, because the Administration Server domain contains information about
the Managed Servers in its domain. The recommended recovery procedures for
Managed Servers call for restoring the Middleware home and using the pack and
unpack utilities. Note the following exceptions:

»  For Oracle Portal, Oracle Reports, Oracle Forms Services, and Oracle Business
Intelligence Discoverer, you must back up the Managed Server domain
directories in addition to the Administration Server domain.

= You can configure Oracle SOA Suite so that the Administration Server is on a
separate host from the Managed Servers. You do this by using the
ant-soa-util.xml script that is provided. In this case, the domain is an
Administration Server-only domain and no Managed Servers share the
domain directory with the Administration Server. For example, a domain
contains two Managed Servers, one of which contains Oracle SOA Suite, but
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neither of the Managed Server's directories are on the same host as the
Administration Server.

In this case, you must back up the Administration Server domain, as well as
the following directory for all Managed Servers:

DOMAIN_HOME/config/soa-infra
4, If the Oracle instance home is not located within the Middleware home, back up
the Oracle instance home. The Oracle instance home contains configuration

information about system components, such as Oracle HTTP Server or Oracle
Internet Directory. (See Section 3.5.2 for a list of system components.)

For example:

tar -cf sc_home_backup_033009.tar ORACLE_INSTANCE/*

5. If a Managed Server is not located within the domain, back up the Managed
Server directory. For example:

tar -cf mgl_home_backup_033009.tar MW_HOME/user_projects/domains/domain_
name/servers/server._name/*

6. Back up the Oralnventory directory. For example:

tar -cf Inven_home_backup_033009 /scratch/oracle/OralInventory

7. Back up Oralnst.loc and oratab files, which are located in the following directory:
/etc
8. Back up the database repositories using the Oracle Recovery Manager (RMAN).

For detailed steps, see the Oracle Database Backup and Recovery User's Guide, which
is available at:

http://www.oracle.com/technology/documentation/database.html

9. On Windows, export the following registry key:

HKEY LOCAL_MACHINE\Software\oracle

In addition, for system components, such as Oracle Web Cache, export the
following Windows Registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services

To export a key, use the following command:

regedit /E FileName Key

For example:

regedit /E C:\oracleregistry.reg HKEY_ LOCAL_MACHINE/oracle

You can also use the Registry Editor to export the key. See the Registry Editor
Help for more information.

10. Create a record of your Oracle Fusion Middleware environment. See Section 14.4.

14.3.2 Performing an Online Backup of Run-Time Artifacts

You should perform a backup of run-time artifacts on a regular basis and at the times
described in Section 13.3.2.
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To back up run-time artifacts:

1. To avoid an inconsistent backup, do not make any configuration changes until the
backup is completed. To ensure that no changes are made in the WebLogic Server
domain, lock the WebLogic Server configuration, as described in Section 3.4.2.

2. Back up the Administration Server domain directories. This backs up Java
components such as Oracle SOA Suite and Oracle WebCenter. For example:

tar -cf domain_home_backup_033009.tar MW_HOME/user_projects/domains/domain_
name/*

For Oracle Portal, Oracle Reports, Oracle Forms Services, and Oracle Business
Intelligence Discoverer, you must back up the Managed Server domain directories,
in addition to the Administration Server domain.

3. Back up the Oracle instance home. This backs up the system components, such as
Oracle HTTP Server. For example:

tar -cf sc_home_backup_033009.tar ORACLE_INSTANCE/*
4. Back up the database repositories using the Oracle Recovery Manager (RMAN).

For detailed steps, see the Oracle Database Backup and Recovery User’s Guide, which
is available at:

http://www.oracle.com/technology/documentation/database.html

5. Create a record of your Oracle Fusion Middleware environment. See Section 14.4.

14.4 Creating a Record of Your Oracle Fusion Middleware Configuration

In the event that you need to restore and recover your Oracle Fusion Middleware
environment, it is important to have all the necessary information at your disposal.
This is especially true in the event of a hardware loss that requires you to reconstruct
all or part of your Oracle Fusion Middleware environment on a new disk or host.

You should maintain an up-to-date record of your Oracle Fusion Middleware
environment that includes the information listed in this section. You should keep this
information both in hardcopy and electronic form. The electronic form should be
stored on a host or e-mail system that is completely separate from your Oracle Fusion
Middleware environment.

Your Oracle Fusion Middleware hardware and software configuration record should
include:

= The following information for each host in your environment:
— Hostname
- Virtual host name (if any)
— Domain name
— IP address
- Hardware platform
- Operating system release level and patch information

s The following information for each Oracle Fusion Middleware installation in your
environment:

- Installation type (for example, Oracle SOA Suite)
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— Host on which the installation resides

— User name, userid number, group name, groupid number, environment
profile, and type of shell for the operating system user that owns the Oracle
home (/etc/passwd and /etc/group entries)

- Directory structure, mount points, and full path for the Middleware home,
Oracle home, Oracle WebLogic Server domain home (if it does not reside in
the user_projects directory in the Middleware home), and the Oracle instance
home

- Amount of disk space used by the installation

— Port numbers used by the installation

The following information for the Metadata Repository:
- Hostname

— Database version and patch level

- Baselanguage

— Character set

- Global database name

- SID
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Recovering Your Environment

This chapter describes recommended recovery strategies and procedures for
recovering Oracle Fusion Middleware from different types of failures and outages.

This chapter includes the following topics:
s Overview of Recovering Your Environment

»s  Recovering After Data Loss, Corruption, Media Failure, or Application
Malfunction

= Recovering After Loss of Host

15.1 Overview of Recovering Your Environment

This section provides an overview of recovery strategies for outages that involve
actual data loss or corruption, host failure, or media failure where the host or disk
cannot be restarted and are permanently lost. This type of failure requires some type of
data restoration before the Oracle Fusion Middleware environment can be restarted
and continue with normal processing.

Note: The procedures in this chapter assume that no administrative
changes were made since the last backup. If administrative changes
were made since the last backup, they must be reapplied after
recovery is complete.

When you restore the files, use your preferred tool to extract the compressed files.

For example, for online recovery on Windows, use copy; for offline recovery on
Windows, use copy, xcopy, or jar. Do not use Winzip because it does not work with
long filenames or extensions.

For example, for Linux and UNIX, use tar.

Do not use the jar utility to archive and compress the file system. This avoids warnings
or errors from the zip tool about zipping open files (for example, the ORACLE_
HOME /jdk files).

Ensure that the tool you are using preserves the permissions and timestamps of the
files.

Rename existing files and directories before you begin restoring the files from backup
so that you do not unintentionally override necessary files.
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15.2 Recovering After Data Loss, Corruption, Media Failure, or
Application Malfunction

This section describes recovery strategies for outages that involve actual data loss or
corruption, or media failure where the disk cannot be restored. It also describes
recovery strategies for applications that are no longer functioning properly. This type
of failure requires some type of data restoration before the Oracle Fusion Middleware
environment can be restarted and continue with normal processing. It contains the
following topics:

= Recovering a Middleware Home

= Recovering an Oracle WebLogic Server Domain

= Recovering an Oracle Instance Home

= Recovering the Administration Server Configuration
= Recovering a Managed Server

= Recovering Components

= Recovering a Cluster

= Recovering Applications

= Recovering a Database

15.2.1 Recovering a Middleware Home

You can recover a Middleware home that was corrupted or from which files were
deleted.

1. Stop all relevant processes. That is, stop all processes that are running from that
Middleware home.

For example, stop the Oracle WebLogic Server Administration Server processes
and the Node Manager processes.

2. Recover the Middleware home directory from backup. For example:

cd MW_HOME
(UNIX) tar -xf mw_home_backup_033009.tar
(Windows) jar xtf mw_home_backup_033009.jar

3. Start all relevant processes. That is, start all processes that run in the Middleware
home. For example, start the Administration Server:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

15.2.2 Recovering an Oracle WebLogic Server Domain

15-2

You can recover an Oracle WebLogic Server domain that was corrupted or deleted
from the file system.

Caution: Performing a domain-level recovery can impact other
aspects of a running system and all of the configuration changes
performed after the backup was taken will be lost.
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To recover an Oracle WebLogic Server domain that was corrupted or deleted from the
file system:

1. Stop all relevant processes. That is, stop all processes that are related to the
domain. For example, stop the Administration Server and Managed Servers. You
can use the Oracle WebLogic Server Administration Console, WLST, or the
following script to stop the Administration Server:

DOMAIN_HOME/bin/stopWeblogic.sh username password admin_url

2. Recover the domain directory from backup:

cd DOMAIN_HOME
(UNIX) tar -xf domain_backup_033009.tar
(Windows) jar xtf domain_backup_033009.jar

3. Start all relevant processes. That is, start all processes that are related to the
domain. For example, start the Administration Server:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

15.2.3 Recovering an Oracle Instance Home

An Oracle instance home contains configuration information for system components,
such as Oracle HTTP Server or Oracle Internet Directory. (See Section 3.5.2 for a list of
system components.) The following topics describe how to recover an Oracle instance
home:

= Recovering After Oracle Instance Home Deleted from File System

= Recovering After Oracle Instance Home Deregistered

15.2.3.1 Recovering After Oracle Instance Home Deleted from File System
To recover an Oracle instance home that was corrupted or deleted from the file system:

1. Stop all relevant processes. That is, kill all processes that are related to that Oracle
instance

2. Recover the Oracle instance home directory from a backup file. For example:

cd ORACLE_INSTANCE
(UNIX) tar -xf sc_home_backup_033009.tar
(Windows) jar xtf sc_home_backup_033009.jar

3. Start all relevant processes. That is, start all processes that are related to that Oracle
instance:

opmnctl startall

15.2.3.2 Recovering After Oracle Instance Home Deregistered
To recover an Oracle instance home that was deregistered from the domain.:

1. Recover the Oracle instance home directory from a backup file. For example, on
Linux:

cd ORACLE_INSTANCE
tar -xf Instance_home_backup_033009.tar
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2. Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command. For
example:

opmnctl registerInstance -adminHost admin_server_ host
-adminPort admin_server port -adminUsername username
-adminPassword password
-oracleInstance ORACLE_INSTANCE dir -oracleHome ORACLE_HOME dir
-instanceName Instance name -wlserverHome Middleware Home

15.2.4 Recovering the Administration Server Configuration

If the Administration Server configuration has been lost because of file deletion or file
system corruption, the Administration Server console continues to function if it was
already started when the problem occurred. The Administration Server directory is
regenerated automatically, except for security information. As a result, whenever you
start the Administration Server, it prompts for a user name and password. To prevent
this, you can recover the configuration.

Caution: Performing a domain-level recovery can impact other
aspects of a running system and all of the configuration changes
performed after the backup was taken will be lost.

To recover the Administration Server configuration:

1. Stop all processes, including the Administration Server, Managed Servers, and
Node Manager if they are started. You can use the Oracle WebLogic Server
Administration Console, WLST, or a script. For example, to stop the
Administration Server on Linux, use the following script:

DOMAIN_HOME/bin/stopWeblogic.sh username password admin_url
2. Recover the Administration Server configuration by recovering the domain home

backup to a temporary location. Then, restore the config directory to the following
location:

DOMAIN_HOME/config

3. Start the Administration Server. You can use WLST or the following script:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

4. Verify that the Administration Server starts properly and is accessible.

On the next configuration change, the configuration from the Administration Server is
pushed to the Managed Servers. On each Managed Server restart, the configuration is
pulled from the Administration Server.

15.2.5 Recovering a Managed Server

You can recover a Managed Server's files, including its configuration files if they are
deleted or corrupted.

The following topics describe how to recover a Managed Server's files:
= Recovering a Managed Server When It Cannot Be Started

= Recovering a Managed Server When It Does Not Function Correctly

15-4 Oracle Fusion Middleware Administrator's Guide



Recovering After Data Loss, Corruption, Media Failure, or Application Malfunction

Recovering an Oracle SOA Suite Managed Server That Has a Separate Directory

This section pertains when Oracle SOA Suite is configured in a domain and no
Managed Servers share the domain directory with the Administration Server.

15.2.5.1 Recovering a Managed Server When It Cannot Be Started

In this scenario, the Managed Server does not operate properly or cannot be started
because the configuration has been deleted or corrupted or the configuration was
mistakenly changed and you cannot ascertain what was changed.

To recover a Managed Server when it cannot be started:

1.

If the Administration Server is not reachable, recover the Administration Server, as
described in Section 15.2.4.

If the Managed Server fails to start or if the file system is lost, take the following
steps:

a.

Recover the Middleware home from the backup, if required.

tar -xf mw_home_backup_033009.tar

Create a domain template jar file for the Administration Server, using the pack
utility. For example:

pack.sh -domain=/scratch/Oracle/Middleware/user_projects/domains/domain_
name
-template=/scratch/temp.jar -template_name=test_install
-template_author=myname -log=/scratch/logs/my.log -managed=true

Specifying the -managed=true option packs up only the Managed Servers. If
you want to pack the entire domain, omit this option.

Unpack the domain template jar file, using the unpack utility:

unpack.sh -template=/scratch/aimel/ms.jar
-domain=/scratch/Oracle/Middleware/user_projects/domains/domain_name
-log=/scratch/logs/new.log -log_priority=info

Ensure that the application artifacts are accessible from the Managed Server
host. That is, if the application artifacts are not on the same server as the
Managed Server, they must be in a location accessible by the Managed Server.

Note:

= For stage mode applications, the Administration Server takes care
of pushing the bits to the stage directories in the Managed Server.

s For no-stage and external-stage mode applications, ensure that
application files are available in the stage directories of the
Managed Server.

See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic
Server for information about stage, no-stage, and external-stage mode
applications.

Start the Managed Server. You can use the Oracle WebLogic Server
Administration Console, WLST, or the following script:

DOMAIN_HOME/bin/startManagedWeblLogic.sh managed server_name
admin_url username password
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The Managed Server connects to the Administration Server and updates its
configuration changes.

15.2.5.2 Recovering a Managed Server When It Does Not Function Correctly

In this scenario, the Managed Server is running, but the file system for the Managed
Server has been lost or corrupted:

To recover the Managed Server:

1.

Stop the Managed Server. You can use the Oracle WebLogic Server Administration
Console, WLST, or the following script:

DOMAIN_HOME/bin/stopManagedWeblogic.sh managed_server name admin_url username
password

Recover the Middleware home from the backup, if required:

tar -xf mw_home_backup_033009.tar

Create a domain template jar file for the Administration Server, using the pack
utility. For example:

pack.sh -domain=/scratch/Oracle/Middleware/user_projects/domains/WLS_SOAWC
-template=/scratch/temp.jar -template_name=test_install
-template_author=myname -log=/scratch/logs/my.log -managed=true

Specifying the -managed=true option packs up only the Managed Servers. If you
want to pack the entire domain, omit this option.

Unpack the domain template jar file, using the unpack utility:

unpack.sh -template=/scratch/aimel/ms.jar
-domain=/scratch/Oracle/Middleware/user_projects/domains/WLS_SOAWC
-log=/scratch/logs/new.log -log_priority=info

Ensure that the application artifacts are accessible from the Managed Server host.
That is, if the application artifacts are not on the same server as the Managed
Server, they must be in a location accessible by the Managed Server.

Note:

= For stage mode applications, the Administration Server takes care
of pushing the bits to the stage directories in the Managed Server.

=  For no-stage and external-stage mode applications, ensure that
application files are available in the stage directories of the
Managed Server.

See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic
Server for information about deploying applications.

6. Restart the Managed Server. You can use the Oracle WebLogic Server

Administration Console, WLST, or the following script:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed server_name
admin_url username password
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15.2.5.3 Recovering an Oracle SOA Suite Managed Server That Has a Separate
Directory

When Oracle SOA Suite is configured in a domain and no Managed Servers share the
domain directory with the Administration Server, you must restore the Managed
Server directory. For example, a domain contains two Managed Servers, one of which
contains Oracle SOA Suite, but neither of the Managed Server's directories are in the
same directory structure as the Administration Server.

In this case, you must restore the Managed Server from backup:
1. Restore the Managed Server from backup:

cd ManagedServer_Home
tar -xf managed_server_backup_033009.tar

2. Restart the Managed Server:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed server_name
admin_url username password

15.2.6 Recovering Components
The following topics describe how to recover a component:
= Recovering After a Component's Files Are Deleted or Corrupted

= Recovering a Component That Is Not Functioning Properly After Configuration
Change

s Recovering Components After Cluster Configuration Change

15.2.6.1 Recovering After a Component's Files Are Deleted or Corrupted

You can recover a component's files if they are deleted or corrupted. The steps you
take depend on the type of component:

s For a Java component, such as Oracle SOA Suite, you recover the Managed Server,
as described in Section 15.2.5.

= For system components, such as Oracle HTTP Server or Oracle Web Cache:
1. Stop the component. For example, to stop Oracle HTTP Server:

opmnctl stopproc ias -component=component_name

For information on stopping components, see Section 4.3.

2. Recover the component-specific files from backup. Section 13.5 lists the
directories and files needed for each component. For example, to recover
Oracle HTTP Server files, you recover the following directories:

ORACLE_INSTANCE/config/OHS/component_name
ORACLE_INSTANCE/diagnostics/logs/OHS/component_name

3. Start the component. For example, to start Oracle HTTP Server:

opmnctl startproc ias-component=component_name

For information on starting components, see Section 4.3.
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15.2.6.2 Recovering a Component That Is Not Functioning Properly After
Configuration Change

You can recover a component that cannot be started or is not functioning properly
because the component's configuration was changed and committed. You may not be
able to ascertain what change is causing the problem and you want to revert to an
earlier version.

The steps you take depend on the type of component:

= For aJava component, such as Oracle SOA Suite, you recover the Managed Server,
as described in Section 15.2.5.

=  For system components, such as Oracle HTTP Server:
1. Stop the component. For example, to stop Oracle HTTP Server:

opmnctl stopproc ias-component=component_name

For information on stopping components, see Section 4.3.

2. Recover the component-specific files from backup. Section 13.5 lists the
directories and files needed for each component. For example, to recover
Oracle HTTP Server files, you recover the following directories:

ORACLE_INSTANCE/config/OHS/component_name
ORACLE_INSTANCE/diagnostics/logs/OHS/component_name
3. Start the component. For example, to start Oracle HTTP Server:

opmnctl startproc ias- component=component_name

For information on starting components, see Section 4.3.

15.2.6.3 Recovering Components After Cluster Configuration Change

You can recover components in a cluster that cannot be started or are not functioning
properly because the configuration was changed and committed at the cluster level.
You may not be able to ascertain what change is causing the problem and you want to
revert to an earlier version.

Caution: Performing a domain-level recovery can impact other
aspects of a running system and all of the configuration changes
performed after the backup was taken will be lost.

To recover the components:

1. Stop all processes, such as the Managed Servers and the Administration Server.
You can use the Oracle WebLogic Server Administration Console, WLST or a
script. For example, to stop the Administration Server on Linux, use the following
script:

DOMAIN_HOME/bin/stopWeblogic.sh username password admin_url

2. Recover the Administration Server configuration by recovering the domain home
backup to a temporary location. Then, restore the config directory to the following
location:

DOMAIN_HOME/config

3. Start the Administration Server. You can use WLST or the following script:
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DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

4, Start the cluster. You can use the Oracle WebLogic Server Administration Console
or WLST. For example, to use the WLST start command:
start('clusterName', 'Cluster')

The latest configuration is pulled from the Administration Server to every member of
the cluster.

15.2.7 Recovering a Cluster

The following topics describe how to recover a cluster:
s Recovering a Cluster After Deletion or Cluster-Level Configuration Changes

= Recovering a Cluster After Membership Is Mistakenly Modified

15.2.7.1 Recovering a Cluster After Deletion or Cluster-Level Configuration
Changes

In this scenario, the cluster has been erroneously deleted or the cluster-level
configuration, such as the JMS configuration or container-level data sources, was
mistakenly changed and committed. The server cannot be started or does not operate
properly or the services running inside the server are not starting. You cannot ascertain
what was changed.

Caution: Performing a domain-level recovery can impact other
aspects of a running system and all of the configuration changes
performed after the backup was taken will be lost.

If the configuration changes are few, then the easiest way is to redo the configuration
changes. If that is not feasible, use the following procedure to recover the
configuration:

1. Stop the cluster. You can use the Oracle WebLogic Server Administration Console
or WLST. For example, to use WLST:

stop('clusterName', 'Cluster')

2. Stop the Administration Server. You can use WLST or the following script:
DOMAIN_HOME/bin/stopWeblogic.sh username password admin_url
3. Recover the Administration Server configuration by recovering the domain home

backup to a temporary location. Then, restore the config directory to the following
location:

DOMAIN_HOME/config

4, Start the Administration Server. You can use WLST or the following script:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

5. Start the cluster. You can use the Oracle WebLogic Server Administration Console
or WLST. For example, to use WLST:
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start ('clusterName', 'Cluster')

15.2.7.2 Recovering a Cluster After Membership Is Mistakenly Modified

You can recover a cluster when the cluster's membership has been mistakenly
modified. For example, if you inadvertently delete a member from the cluster, you can
restore the member to the cluster.

Caution: Performing a domain-level recovery can impact other
aspects of a running system and all of the configuration changes
performed after the backup was taken will be lost.

To recover the cluster membership:

1.

Stop all processes, such as the Managed Servers and the Administration Server.
You can use the Oracle WebLogic Server Administration Console, WLST or a
script. For example, to stop the Administration Server on Linux, use the following
script:

DOMAIN_HOME/bin/stopWeblogic.sh username password admin_url
Recover the Administration Server configuration by recovering the domain home

backup to a temporary location. Then, restore the config directory to the following
location:

DOMAIN_HOME/config

Start the Administration Server. You can use WLST or the following script:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

The deleted member is now back in the cluster.

Start all processes, such as the Managed Servers. You can use WLST or a script. For
example, to start the Administration Server on Linux, use the following script:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed server_name
admin_url username password

Start the cluster. You can use the Oracle WebLogic Server Administration Console
or WLST. For example, to use WLST:

start ('clusterName', 'Cluster')

The deleted member is now part of the cluster.
Start all cluster members if they are not started:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed server_name
admin_url username password

15.2.8 Recovering Applications

The following topics describe how to recover an application:

Recovering Application Artifacts
Recovering a Redeployed Application That Is No Longer Functional
Recovering an Undeployed Application
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= Recovering a Composite Application
Note the following about recovering applications:

» If the application is staged, the Administration server copies the application bits to
the staged directories on the managed server hosts.

= If the deployment mode is no-stage or external stage, ensure that additional
application artifacts are available. For example, applications may reside in
directories outside of the domain directory. Make your application files available
to the new Administration Server by copying them from backups or by using a
shared disk. Your application files should be available in the same relative location
on the new file system as on the file system of the original Administration Server.

See Also:  Oracle Fusion Middleware Deploying Applications to Oracle
WebLogic Server for information about deploying applications

15.2.8.1 Recovering Application Artifacts

If an application's artifacts, such as the .ear file, have been lost or corrupted, you can
recover the application.

To recover the application:

1. Start the Managed Server to which the application was deployed. You can use the
Oracle WebLogic Server Administration Console, WLST, or the following script:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed_server. name
admin_url username password

This synchronizes the configuration with the Administration Server.

On each Managed Server restart, the configuration and application artifacts are
pulled from the Administration Server.

15.2.8.2 Recovering a Redeployed Application That Is No Longer Functional

If a Java EE application was redeployed to a Managed Server (whether or not the
Managed Server is part of a cluster) and the application is no longer functional, you
can recover it.

To recover the application:
1. Recover the application files from backup, if needed.
2. Redeploy the old version of the application from the backup.

You cannot just copy the original ear file. Even if the original ear file (from the
backup) is copied back to the Managed Server stage directory and you restart the
Managed Server, the application is still not recovered. You must redeploy the
original version.

15.2.8.3 Recovering an Undeployed Application

If a deployed application was undeployed from Oracle WebLogic Server, you can
recover it.

To recover the application:
1. Recover the application files from backup, if needed.

2. Redeploy the old version of the application from the backup. If the application
was deployed to a cluster, redeploy the application to the same cluster.
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You cannot just copy the original ear file. Even if the original ear file (from the
backup) is copied back to the Managed Server stage directory and you restart the
Managed Server, the application is still not recovered. You must redeploy the
original version.

15.2.8.4 Recovering a Composite Application

A new version of a composite application (such as SOA application) was redeployed
to a Managed Server or cluster. The application is no longer functional.

To recover the application:
1. Recover the application files from backup, if needed.

2. Redeploy the old version of the application. If the application was deployed to a
cluster, redeploy the application to the same cluster.

15.2.9 Recovering a Database

If your database that contains your metadata repository, including the MDS
Repository, is corrupted, you can recover it using RMAN. You can recover the
database at the desired granularity, either a full recovery or a tablespace recovery.

For best results, recover the database to the most current state, using point-in-time
recovery (if the database is configured in Archive Log Mode.) This ensures that the
latest data is recovered. For example:

rman> restore database;
rman> recover database;

See Appendix D for the schemas used by each component.

For detailed steps, see the Oracle Database Backup and Recovery User's Guide, which is
available at:

http://www.oracle.com/technology/documentation/database.html

15.3 Recovering After Loss of Host

This section describes how to recover your Oracle Fusion Middleware environment
after losing the original operating environment. For example, you could have a serious
system malfunction or loss of media. The sections includes the following topics:

= Recovering After Loss of Administration Server Host

= Recovering After Loss of Managed Server Host

= Recovering After Loss of Component

= Additional Actions for Recovering Entities After Loss of Host

s Recovering After Loss of Host for a Database

Note: When you are recovering in the case of loss of host, you must
restore the files using the same path as on the original host.

15.3.1 Recovering After Loss of Administration Server Host

If you lose a host that contains the Administration Server, you can recover it to the
same host or a different host, as described in the following topics:
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= Recovering the Administration Server to the Same Host

= Recovering the Administration Server to a Different Host

15.3.1.1 Recovering the Administration Server to the Same Host

In this scenario, you recover the Administration Server either to the same host after the
operating system has been reinstalled or to a new host that has the same host name.
For example, the Administration Server is running on Host A and the Managed Server
is running on Host B. Host A has failed for some reason and the Administration Server
needs to be recovered.

To recover the Administration Server:

1. Attempt to start the Administration Server. You can use WLST, or the following
script:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

If the Administration Server starts, you do not need to take any further steps.

2. If the Administration Server fails to start, take the following steps on Host A:

a. Stop all relevant processes. That is, stop all processes that are related to the
domain. For example, stop the Administration Server and Managed Servers.
You can use WLST or the following script to stop the Administration Server:

DOMAIN_HOME/bin/stopWeblogic.sh username password admin_url

b. Recover the Middleware home, if needed:
tar -xf mw_home_backup_033009.tar
c. If the domain directory does not reside in the Middleware home, recover the
domain directory from backup:
cd DOMAIN_HOME
tar -xf domain_backup_033009.tar
d. Start the Administration Server. You can use WLST or the following script:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

e. Start the Node Manager:
java weblogic.WLST

wls:/offline> startNodeManager ()

Now you can start and stop the Managed Server on Host B using the Administration
Console running on Host A.

15.3.1.2 Recovering the Administration Server to a Different Host

In this scenario, the Administration Server is running on Host A and the Managed
Server is running on Host B. Host A has failed for some reason and the Administration
Server needs to be moved to Host C.

1. Recover the Middleware home to Host C (new Host where the Administration
Server will be recovered).
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cd MW_HOME
tar -xf mw_home_backup_033009.tar

2. If the domain directory does not reside in the Middleware home, recover the
domain directory from backup:

cd DOMAIN_HOME
tar -xf domain_backup_033009.tar

3. Start the Node Manager on Host C if it was configured on the original host:

java weblogic.WLST
wls:/offline> startNodeManager ()

4. Start the Administration Server. You can use WLST or the following script:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management .password=password
-Dweblogic.system.StoreBootIdentity=true

5. Ensure that additional application artifacts are available. For example, if the
deployment mode is no-stage or external stage, applications may reside in
directories outside of the domain directory. Make your application files available
to the new Administration Server by copying them from backups or by using a
shared disk. Your application files should be available in the same relative location
on the new file system as on the file system of the original Administration Server.

If the application is staged, the Administration Server copies the application bits to
the staged directories on the Managed Server hosts.

6. Update Oracle Inventory, as described in Section 15.3.4.4.

7. Edit the targets.xml file for Fusion Middleware Control, as described in
Section 15.3.4.2.

8. Oracle Management Service, which is part of Fusion Middleware Control, is on the
original host and is recovered to the new host when you restore the
Administration Server. Oracle Management Agent connects to Oracle
Management Service to monitor certain components. If your environment contains
components, such as Oracle Internet Directory and Oracle Virtual Directory, that
use Oracle Management Agent, but they are located on a different host, you must
take the following steps on each host containing the components. For example, the
Administration Server was on Host A, but is restored, along with Oracle
Management Service, to Host B. Oracle Internet Directory is on Host C and Oracle
Virtual Directory is on Host D. You must take these steps on both Host C and Host
D.

a. [Edit the following file:

(UNIX) ORACLE_INSTANCE/EMAGENT/emagent_name/sysman/config/emd.properties
(Windows) ORACLE_INSTANCE\EMAGENT\emagent_name\sysman\config\emd.properties

Update the following entries, replacing the host name with the new host for
the Administration Server:
emdWalletSrcUrl=http://newhost.domain.com:port/em/wallets/emd
REPOSITORY_URL=http://newhost.domain.com: port/em/upload/

b. Shut down and restart the EM Agent process:

cd SORACLE_INSTANCE/EMAGENT/emagent_dir
./emctl stop agent
./emctl start agent
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./emctl status agent
The status command will show the REPOSITORY_URL pointing to the new
host.

Now you can start and stop the Managed Server on Host B using the Administration
Console running on Host C.

If you are recovering the Administration Server for a Web Tier installation, see
Section 15.3.4 for information about additional actions you must take.

15.3.2 Recovering After Loss of Managed Server Host

If you lose a host that contains a Managed Server, you can recover it to the same host
or a different host, as described in the following topics:

= Recovering a Managed Server to the Same Host
= Recovering a Managed Server to a Different Host
= Recovering an Oracle SOA Suite Managed Server That Has a Separate Directory

This section pertains when Oracle SOA Suite is configured in a domain and no
Managed Servers share the domain directory with the Administration Server.

15.3.2.1 Recovering a Managed Server to the Same Host

In this scenario, you recover a Managed Server to the same host after the operating
system has been reinstalled or to a new host that has the same host name. The
Administration Server is running on Host A and the Managed Server is running on
Host B. Host B failed for some reason and the Managed Server needs to be recovered
to Host B.

1. Start the Node Manager on Host B:

java weblogic.WLST
wls:/offline> startNodeManager ()

2. Start the Managed Server. You can use the Oracle WebLogic Server Administration
Console, WLST, or the following script:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed server_name
admin_url username password

If the Managed Server starts, it connects to the Administration Server and updates
its configuration changes. You do not need to take any further steps.

3. If the Managed Server fails to start or if the file system is lost, take the following
steps:

a. Stop the Node Manager:

java weblogic.WLST
wls:/offline> stopNodeManager ()

b. Recover the Middleware home to Host B from the backup, if required:
tar -xf mw_home_backup_033009.tar

c. If the Managed Server contains Oracle Portal, Oracle Reports, Oracle Forms
Services, or Oracle Business Intelligence Discoverer, and the Managed Server

domain directories reside outside of the Middleware home, restore the
domain, in addition to the Middleware home. For example:
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cd Domain_Home
tar -xf domain_home_backup_033009.tar

Go to Step e.

If the Managed Server does not contain the components listed in Step c, take
the following steps:

- Create a domain template jar file for the Administration Server running in
Host A, using the pack utility. For example:

pack.sh -domain=/scratch/Oracle/Middleware/user_
projects/domains/domain_name
-template=/scratch/temp.jar -template name=test_install
-template_author=myname -log=/scratch/logs/my.log -managed=true

Specifying the -managed=true option packs up only the Managed Serv-
ers. If you want to pack the entire domain, omit this option.

- Unpack the domain template jar file in Host B, using the unpack utility:

unpack.sh -template=/scratch/aimel/ms.jar
-domain=/scratch/Oracle/Middleware/user_projects/domains/domain_name
-log=/scratch/logs/new.log -log_priority=info

Ensure that the application artifacts are accessible from the Managed Server
host. That is, if the application artifacts are not on the same server as the
Managed Server, they must be in a location accessible by the Managed Server.

Note:

»  For applications that are deployed in no-stage or external stage
mode, copy the application artifacts from Administration Server
host directory.

= For applications that are deployed in stage mode, the
Administration server copies the application bits to the staged
directories on the managed server hosts.

See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic
Server for information about deploying applications.

If the Node Manager is not started, start it:

java weblogic.WLST
wls:/offline> startNodeManager ()

Start the Managed Server. You can use the Oracle WebLogic Server
Administration Console, WLST, or the following script:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed_server name
admin_url username password

The Managed Server connects to the Administration Server and updates its
configuration changes.

15.3.2.2 Recovering a Managed Server to a Different Host

In this scenario, the Administration Server is running on Host A and the Managed
Server is running on Host B. Host B failed for some reason and the Managed Server
needs to be recovered to Host C.
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Important: Recover the Middleware home to the same location as the
original.

Take the following steps:

1.

5.

Recover the MW_HOME for the Managed Server to Host C.

tar -xf mw_home_backup_033009.tar

If the Managed Server contains Oracle Portal, Oracle Reports, Oracle Forms
Services, or Oracle Business Intelligence Discoverer, and the Managed Server
domain directories reside outside of the Middleware home, restore the domain, in
addition to the Middleware home. For example:

cd Domain_Home
tar -xf domain_home_backup_033009.tar

Go to Step 4.

If the Managed Server does not contain the components listed in Step 2, take the
following steps:

a. Create a domain template jar file from the Administration Server running in
Host A, using the pack utility. For example:

pack.sh -domain=/scratch/Oracle/Middleware/user_projects/domains/domain_
name
-template=/scratch/temp.jar -template_name=test_install
-template_author=myname -log=/scratch/logs/my.log -managed=true

Specifying the -managed=true option packs up only the Managed Servers. If
you want to pack the entire domain, omit this option.

b. Unpack the domain template jar file on Host C, using the unpack utility:

unpack.sh -template=/scratch/aimel/ms.jar
-domain=/scratch/Oracle/Middleware/user_projects/domains/domain_name
-log=/scratch/logs/new.log -log_priority=info

If you are recovering to a different domain home, use the -app_dir switch in
the unpack command.

Ensure that the application artifacts are accessible from the Managed Server host.
That is, if the application artifacts are not on the same server as the Managed
Server, they must be in a location accessible by the Managed Server.

Note:

= For applications that are deployed in no-stage or external stage
mode, copy the application artifacts from Administration Server
host directory.

= For applications that are deployed in stage mode, the
Administration server copies the application bits to the staged
directories on the managed server hosts.

See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic
Server for information about deploying applications.

Start the Node Manager on Host C, if it is not started:
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9.

10.

java weblogic.WLST
wls:/offline> startNodeManager ()

Using WLST, connect to the Administration Server and then enroll the Node
Manager running in new host with the Administration Server:

connect ('username', 'password', 'http://<host>:<port>")
nmEnroll (' MW_HOME/user_projects/domains/domain_name',
' MW_HOME/wlserver_n/common/nodemanager ')

Change the Managed Server configuration to point to the new host:

a. In the WebLogic Server Administration Console, create a machine, which is a
logical representation of the computer that hosts one or more WebLogic
Servers, and point it to the new host. (From the Home page, select Machines.
Then, click New.) Follow the directions in the Administration Console help.

If you identify the Listen Address by IP address, you must disable Host Name
Verification on the Administration Servers that access Node Manager. For
more information and instructions, see "Using Hostname Verification" in
Oracle Fusion Middleware Securing Oracle WebLogic Server.

b. Change the Managed Server configuration to point to the new machine. (From
the left pane of the Console, expand Environment and then Servers. Then,
select the name of the server. Select the Configuration tab, then the General
tab. In the Machine field, select the machine to which you want to assign the
server.)

Change Listen Address to the new host. (If the listening address was set to
blank, you do not need to change it.)

Start the Managed Server. You can use the Oracle WebLogic Server Administration
Console, WLST, or the following script:

DOMAIN_HOME/bin/startManagedWeblLogic.sh managed server_name
admin_url username password

The Managed Server connects to the Administration Server and updates its
configuration changes.
Update Oracle Inventory, as described in Section 15.3.4.4.

Edit the targets.xml file for Fusion Middleware Control, as described in
Section 15.3.4.2.

Now you can start and stop the Managed Server on Host C using the Administration
Server running on Host A.

15.3.2.3 Recovering an Oracle SOA Suite Managed Server That Has a Separate
Directory

When Oracle SOA Suite is configured in a domain and no Managed Servers share the
domain directory with the Administration Server, you must restore the Managed
Server directory. For example, a domain contains two Managed Servers, one of which
contains Oracle SOA Suite, but neither of the Managed Server's directories are in the
same directory structure as the Administration Server.

You use the following steps when you are restoring to the same host or a different
host:

1.

Restore the Managed Server from backup:

cd ManagedServer_Home
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tar -xf managed_server_backup_033009.tar

2. Restart the Managed Server:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed_server._ name
admin_url username password

15.3.3 Recovering After Loss of Component

If you lose a host that contains a component (and its Managed Server, if applicable),
you can recover it to the same host or a different host, as described in the following
topics:

= Recovering a Java Component to the Same Host
= Recovering a Java Component to a Different Host
= Recovering a System Component to the Same Host

= Recovering a System Component to a Different Host

15.3.3.1 Recovering a Java Component to the Same Host
To recover a Java component, such as Oracle SOA Suite:

1. Recover the Managed Server, as described in Section 15.2.5.1.

However, note that some components require additional steps, which are described in
subsequent sections.

15.3.3.2 Recovering a Java Component to a Different Host
To recover a Java component, such as Oracle SOA Suite:

1. Recover the Managed Server, as described in Section 15.3.2.2.

2. Edit the targets.xml file for Fusion Middleware Control, as described in
Section 15.3.4.2.

However, note that some components require additional steps, which are described in
subsequent sections.

15.3.3.3 Recovering a System Component to the Same Host

To recover a system component, such as Oracle HTTP Server, you take the following
general steps. However, note that some components require additional steps.

1. Stop all relevant processes. That is, stop all processes that are related to the
component. For example, to stop Oracle HTTP Server:

opmnctl stopproc ias-component=component_name

For information on stopping components, see Section 4.3.

2. Recover the component-specific files from backup. Section 13.5 lists the directories
and files needed for each component. For example, to recover Oracle HTTP Server
files, you recover the following directories:

ORACLE_INSTANCE/config/OHS/component_name
ORACLE_INSTANCE/diagnostics/logs/OHS/component_name

3. If the Oracle instance home has been deregistered from the Administration Server,
register the Oracle instance:

opmnctl registerInstance -adminHost admin_server. host
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-adminPort admin_server port -adminUsername username
-adminPassword password
-wlserverHome wlserver home_location

If only the file system is being recovered, you do not need to register the Oracle
instance.

4, Start all relevant processes, as explained in Section 4.3.

15.3.3.4 Recovering a System Component to a Different Host

To recover a system component, such as Oracle HTTP Server, you take the following
general steps. However, note that most components require additional steps, which are
described in separate sections.

1. Recover the Middleware home, as described in Section 15.2.1.
2. Start all relevant processes. Section 4.3 explains how to start components.

3. Update the registration of the Oracle instance with the Administration Server,
using the opmnctl updateinstanceregistration command on the new host.
For example:

opmnctl updateinstanceregistration -adminHost admin_server_host

This command updates OPMN's instance.properties file.

4. Update the registration of the component with the Administration Server, using
the opmnctl updatecomponentregistration command on the new host. For
example, to update the registration for Oracle Virtual Directory, use the following
command:

opmnctl updatecomponentregistration -Host new host -Port nonSSLPort
-componentName ovdl -componentType OVD

5. Edit the targets.xml file for Fusion Middleware Control, as described in
Section 15.3.4.2.

Depending on the components, you may need to take additional actions. See the
subsequent sections for more information.

15.3.3.5 Recovering Oracle SOA Suite After Loss of Host

Note that when Oracle SOA Suite is configured in a domain and no Managed Servers
share the domain directory with the Administration Server, take the steps described in
Section 15.3.2.3. Otherwise, follow the steps in this section.

To recover the Oracle SOA Suite Managed Server to the same host after loss of host:
1. Recover the Managed Server, as described in Section 15.3.2.1.

To recover the Oracle SOA Suite Managed Server to a different host after loss of host:
1. Before you recover, update the WSDL file to point to the new hostname and port.
2. Recover the Managed Server, as described in Section 15.3.2.2.

3. After you recover the Oracle SOA Suite Managed Server, take the following
actions:

- If the ant command is used to deploy composites, edit the deploy-sar.xml file,
which is located in:

(UNIX) ORACLE_HOME/bin
(Windows) ORACLE_HOME\bin
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In the following line, replace the previous host name with the new host name:
<property name="wlsHost" value="newhostname"/>
If a Load Balancer is used, do not modify this property. Instead, register the
new host with the Load Balancer.

— Change the host name in the soa-infra MBean:
a. In Fusion Middleware Control, navigate to the Managed Server.
b. From the WebLogic Server menu, choose System MBean Browser.

c. Expand Application Defined MBeans, then oracle.as.soainfra.config,
then Server: server_name and then SoalnfraConfig. Select soa-infra.

d. In the Attributes tab, click ServerURL. If the ServerURL attribute contains
a value, change the host name to the new host name.

e. Click Apply.

- Redeploy all applications which have the WSDL files updated to the new host
name.

Note: If there is no Load Balancer configured with the environment
and Oracle SOA Suite needs to be recovered to a different host, then
in-flight instances that are pending a response from task flow and
asynchronous responses are not recovered. Oracle recommends that
you use a Load Balancer to ensure that you can recover to a different
host.

If a Load Balancer is configured with the environment, follow steps in Section 15.3.2.2.
Then, take the following additional steps:

1. Log in to the Oracle WebLogic Server Administration Server.

2. In Domain Structure, navigate to Servers. For each Managed Server, select the
Protocol tab, then the HTTP tab.

3. For Frontend Host, enter the new host name.

4. For Frontend HTTP Port and Frontend HTTPs Port, if applicable, enter the new
port number.

5. Restart each Managed Server.

15.3.3.6 Recovering Oracle Business Activity Monitoring to a Different Host
To recover Oracle Business Activity Monitoring to a different host:

1. Recover the Managed Server, as described in Section 15.3.2.2.

15.3.3.7 Recovering Oracle WebCenter to a Different Host

To recover Oracle WebCenter to a different host:

1. Recover the Managed Server, as described in Section 15.3.2.2.
15.3.3.8 Recovering Web Tier Components to a Different Host

The Web Tier consists of Oracle HTTP Server and Oracle Web Cache. The following
topics describe how to recover these components:
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s Recovering Oracle HTTP Server to a Different Host

= Recovering Oracle Web Cache to a Different Host

15.3.3.8.1 Recovering Oracle HTTP Server to a Different Host To recover Oracle HTTP

Server to a different host:

1. Recover the component as described in Section 15.3.3.4.

2. Recover Oracle Management Agent, as described in Section 15.3.4.3.

3. Modify the ServerName entry in the following file to have the new hostname:
(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf

15.3.3.8.2 Recovering Oracle Web Cache to a Different Host To recover Oracle Web Cache to

a different host:

1. Recover the component as described in Section 15.3.3.4.

2. Recover Oracle Management Agent, as described in Section 15.3.4.3.

3. Edit the webcache.xml file, replacing the previous host name with the new host
name. The file is located in:

(UNIX) ORACLE_INSTANCE/config/WebCache/webcache name
(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name

15.3.3.9 Recovering Identity Management Components to a Different Host

For most Identity Management components, you recover the Managed Server, as
described in Section 15.3.2.2.

Some components require additional steps to recover the components to a different
host, as described in the following topics:

= Recovering Oracle Internet Directory to a Different Host

= Recovering Oracle Virtual Directory to a Different Host

= Recovering Oracle Directory Integration Platform to a Different Host

= Recovering Oracle Directory Services Manager to a Different Host

= Recovering Oracle Identity Federation to a Different Host

15.3.3.9.1  Recovering Oracle Internet Directory to a Different Host To recover Oracle Internet
Directory to a different host:

1. Recover the component as described in Section 15.3.3.4.

2. On UNIX and Linux systems, before you attempt to start Oracle Internet
Directory, set the following to have root permission:

ORACLE_HOME/bin/oidldapd

For example:

chown root oidldapd
chmod 4710 oidldapd

3. Recover Oracle Management Agent, as described in Section 15.3.4.3.
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If the Managed Server on which Oracle Directory Services Manager is deployed is
moved to different host and if SSL is enabled, you must delete the following file on
the new host:

DOMAIN_HOME/servers/wls_odsl/tmp/_WL_user/odsm_
11.1.1.1.0/randomid/war/conf/odsm.cer

Oracle Directory Services Manager uses this file as its key store and trust store and
the password is stored in JKS. However, when Oracle Directory Services Manager
is copied to another host and is started, it generates a different password than
odsm.cer. If you delete the file, Oracle Directory Services Manager creates a new
file when it starts.

15.3.3.9.2 Recovering Oracle Virtual Directory to a Different Host To recover Oracle Virtual
Directory to a different host:

1.
2.

Recover the component as described in Section 15.3.3.4.

Recover Oracle Management Agent, as described in Section 15.3.4.3.

15.3.3.9.3 Recovering Oracle Directory Integration Platform to a Different Host To recover
Oracle Directory Integration Platform to a different host:

1.
2.

Recover the Managed Server, as described in Section 15.3.2.2.
Before starting the Managed Server, restore the files in the following directory:

DOMAIN_HOME/servers/wls_odsl/stage/DIP/11.1.1.1.0/

Start the Managed Servers and Oracle instances.

If Oracle Internet Directory is also moved to a different host, execute the following
commands immediately after the Managed Server and the Oracle instance are
started:

set ORACLE_HOME Oracle_home_path
set WLS_HOME WLS_Home_path
cd ORACLE_HOME/bin
. /manageDIPServerConfig set -h dip_server host -p dip_server port
-D weblogic_user -attribute oidhostport -value oid_host:oid _ssl_port

The manageDIPServerConfig command prompts you for a password.
For example:

. /manageDIPServerConfig set -h hostname -p 19523 -D weblogic
-attribute oidhostport -value hostname.domain.com:24163

Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command on the
new host. For example:

opmnctl registerInstance -adminHost admin_server. host
-adminPort admin_server port -adminUsername username
-adminPassword password
-wlserverHome wlserver_home_ location

15.3.3.9.4 Recovering Oracle Directory Services Manager to a Different Host To recover
Oracle Directory Services Manager to a different host:

1.

Recover the component as described in Section 15.3.3.4.
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15.3.3.9.5 Recovering Oracle Identity Federation to a Different Host Because Oracle Identity
Federation provides SSO functionality, if the host name on which Oracle Identity
Federation runs is changed as part of loss of host recovery, it impacts remote partners.
In that case, remote partners must make changes regarding the host name to continue
to operate. It may take many days for remote partners to update their data and this
will cause production delays that are unacceptable. Oracle strongly recommends that
you do not change the host name of a standalone Oracle Identity Federation server.

If a load balancer is part of the environment and the host where Oracle Identity
Federation is being recovered is in the list of VIPs, then no host name changes are
required.

In the case of a standalone installation of Oracle Identity Federation, Oracle
recommends using a new host with the same name to minimize the impact. However,
if, for whatever reason, you need to use a different host name for recovering Oracle
Identity Federation, then the host name needs to be updated manually for Oracle
Identity Federation and remote partners.

To recover Oracle Identity Federation to a different host:
1. Recover the Managed Server, as described in Section 15.3.2.2.
2. Recover Oracle Management Agent, as described in Section 15.3.4.3.

3. Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command on the
new host. For example:

opmnctl registerInstance -adminHost admin_server_ host
-adminPort admin_server port -adminUsername username
-adminPassword password
-wlserverHome wlserver home_location

4. Provide the updated data to remote partners.

5. Modify the host name using Fusion Middleware Control:
a. Inthe navigation pane, expand the farm and then Identity and Access.
b. Select the Oracle Identity Federation instance.

c. From the Oracle Identity Federation menu, choose Administration, then
Server Properties.

The Server Properties page is displayed.
d. For Host, replace the old host name with the new host name.
e. For Port, replace the port number if it has changed.
f. For SOAP Port, replace the port number if it has changed.
Click Apply.
Restart the Managed Server to which Oracle Identity Federation is deployed:

DOMAIN_HOME/bin/startManagedWebLogic.sh managed server_name
admin_url username password

6. If Oracle Identity Federation is acting as an SSL server, you must replace the SSL
certificate presented by Oracle Identity Federation to clients with a new one that
has the new hostname. Otherwise, hostname verification by clients may fail.
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15.3.3.10 Recovering Oracle Portal, Oracle Reports, Oracle Forms Services, and
Oracle Business Intelligence Discoverer to a Different Host

The following topics describe how to recover these components to a different host:

Recovering Oracle Portal to a Different Host
Recovering Oracle Business Intelligence Discoverer to a Different Host
Recovering Oracle Reports to a Different Host

Recovering Oracle Forms Services to a Different Host

15.3.3.10.1 Recovering Oracle Portal to a Different Host To recover Oracle Portal to a
different host:

1.

Restore the Middleware home, domain directory, and the Oracle instance directory
to the new host. See Section 15.3.2.2 for more information.

Recover Oracle Management Agent, as described in Section 15.3.4.3.

Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command on the
new host. For example:

opmnctl registerInstance -adminHost admin_server. host

-adminPort admin_server port -adminUsername username

-adminPassword password

-wlserverHome wlserver _home_location
Modify the following files, replacing the old host name with the new host name:
ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
ORACLE_INSTANCE/config/OHS/ohs_name/moduleconf/portal.conf

Run the ssoreg script, which is located in:

Identity_Management_ORACLE_HOME/sso/bin

Use the following command:

ssoreg.sh -site_name newhost:http_ listen_port
-mod_osso_url http://newhost:http_listen port -config_mod_osso TRUE
-oracle_home_path SORACLE_HOME -config_file any new file path
-admin_info cn=orcladmin -virtualhost -remote_midtier

For example:

ssoreg.sh -site_name example.com:8090
-mod_osso_url http://example.com:8090 -config mod_osso TRUE
-oracle_home_path $ORACLE_HOME -config_ file /tmp/loh_osso.conf
-admin_info cn=orcladmin -virtualhost -remote_midtier

Copy the file from the previous step to the new host.

In the new host, modify the OssoConfigFile section in the following file to include
the path of the file in step 5:

ORACLE_INSTANCE/config/OHS/ohsl/moduleconf/mod_osso.conf

For example:

<IfModule mod_osso.c>
OssoIpCheck off
OssoSecureCookies off
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OssoIdleTimeout off
OssoConfigFile /tmp/path_of_file_created

8. Edit the following files, replacing the previous host name with the new host name:

s webcache.xml. This file is located in:

(UNIX) ORACLE_INSTANCE/config/WebCache/webcache name

(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name

Replace all occurrences of the previous host name with the new host name.
= instance.properties. The file is located in:

(UNIX) ORACLE_INSTANCE/config/OPMN/opmn

(Windows) ORACLE_INSTANCE\config\OPMN\opmn

In the following line, replace the previous host name with the new host name

if the Administration Server host name has changed.

adminHost=host_name
If the published host used to access Oracle Portal is changing, take the following
steps. This could happen if you have a single node install which contains both
Oracle Web Cache and WLS_PORTAL, and those processes need to move to a
different host. Another scenario is when you have Oracle Web Cache running on a
node remotely from WLS_PORTAL, and Oracle Web Cache needs to move to a
different host. In both these cases, take the following steps to update the Published

Host information within Oracle Portal. (Note: If you have a load balancer or
reverse proxy configuration, the steps are not needed.)

a. Recursively delete all content from the following directory, but do not delete
the directory itself:

ORACLE_INSTANCE/portal/cache

b. Log in to Fusion Middleware Control. Expand the farm and right-click Portal.
Then, choose Settings, then Wire Configuration.

c. In the Portal Midtier section, update Published Host with the new host name.

d. In the Oracle Web Cache section, update Host with the new host name.

10. Restart the WLS_PORTAL instance.

15.3.3.10.2 Recovering Oracle Business Intelligence Discoverer to a Different Host To recover
Oracle Business Intelligence Discoverer to a different host:

1.
2.
3.

Recover the Managed Server as described in Section 15.3.2.2.
Recover Oracle Management Agent, as described in Section 15.3.4.3.

Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command on the
new host. For example:

opmnctl registerInstance -adminHost admin_server. host
-adminPort admin_server port -adminUsername username
-adminPassword password
-wlserverHome wlserver home_location

Edit the following files, replacing the previous host name with the new host name:

s module_disco.conf. This file is located in:
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(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name//moduleconf

(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\moduleconf
s webcache.xml. This file is located in:

(UNIX) ORACLE_INSTANCE/config/WebCache/webcache name

(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name

Replace all occurrences of the previous host name with the new host name.
Run the ssoreg script, which is located in:

Identity Management_ORACLE_HOME/sso/bin

Use the following command:

ssoreg.sh -site_name newhost:http listen port
-mod_osso_url http://newhost:http_listen port -config_mod_osso TRUE
-oracle_home_path $ORACLE_HOME -config_file any new file path
-admin_info cn=orcladmin -virtualhost -remote_midtier

For example:

ssoreg.sh -site_name example.com:8090
-mod_osso_url http://example.com:8090 -config _mod_osso TRUE
-oracle_home_path $SORACLE_HOME -config_file /tmp/loh_osso.conf
-admin_info cn=orcladmin -virtualhost -remote_midtier

Copy the file from the previous step to the new host.

In the new host, modify the OssoConfigFile section in the following file to include
the path of the file in step 5:

ORACLE_INSTANCE/config/OHS/ohsl/moduleconf/mod_osso.conf

For example:

<IfModule mod_osso.c>
OssoIpCheck off
OssoSecureCookies off
OssoIdleTimeout off
OssoConfigFile /tmp/path _of_file_created

15.3.3.10.3 Recovering Oracle Reports to a Different Host To recover Oracle Reports to a

different host:

1. Recover the Managed Server as described in Section 15.3.2.2.

2. Recover Oracle Management Agent, as described in Section 15.3.4.3.

3. Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command on the
new host. For example:
opmnctl registerInstance -adminHost admin_server. host

-adminPort admin_server port -adminUsername username
-adminPassword password
-wlserverHome wlserver home_location
4, Edit the following files, replacing the previous host name with the new host name:

- reports_install.properties. The file is located in:

(UNIX) ORACLE_INSTANCE/reports
(Windows) ORACLE_INSTANCE\reports
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Edit the parameters SERVER_NAME, OHS_HOST and REPORTS_
MANAGED_WLS_HOST.

- webcache.xml. This file is located in:
(UNIX) ORACLE_INSTANCE/config/WebCache/webcache name
(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name
Replace all occurrences of the previous host name with the new host name.
— instance.properties. The file is located in:
(UNIX) ORACLE_INSTANCE/config/OPMN/opmn
(Windows) ORACLE_INSTANCE\config\OPMN\opmn
In the following line, replace the previous host name with the new host name
if the Administration Server host name has changed.

adminHost=host_name

— reports_ohs.conf. The file is located in:
(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/moduleconf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\moduleconf
- rwservlet.properties. The file is located in:
(UNIX) MW_HOME/user_projects/domains/domain name/servers/WLS_
REPORTS/stage/reports/reports/configuration
(Windows) MW_HOME\user_projects\domains\domain name\servers/WLS_
REPORTS\stage\reports\reports\configuration
In the file, modify the <server> element to use the new host name.
5. In the following directory, rename the subdirectory to have the new host name:
(UNIX) ORACLE_INSTANCE/diagnostics/logs/ReportsServer
(Windows) ORACLE_INSTANCE\diagnostics\logs\ReportsServer
6. In the following directory, rename the old_host_name.dat file to the new host name:
(UNIX) ORACLE_INSTANCE/reports/server
(Windows) ORACLE_INSTANCE\reports\server
7. In the following directory, rename the subdirectory to have the new host name:
(UNIX) ORACLE_INSTANCE/config/ReportsServer
(Windows) ORACLE_INSTANCE\config\ReportsServer
8. Run the ssoreg script, which is located in:

Identity Management_ORACLE_HOME/sso/bin

Use the following command:

ssoreg.sh -site_name newhost:http listen_port
-mod_osso_url http://newhost:http_listen port -config mod_osso TRUE
-oracle_home_path $ORACLE_HOME -config_file any new file_path
-admin_info cn=orcladmin -virtualhost -remote_midtier

For example:

ssoreg.sh -site_name example.com:8090
-mod_osso_url http://example.com:8090 -config_mod_osso TRUE
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10.

-oracle_home_path $ORACLE_HOME -config_file /tmp/loh_osso.conf
-admin_info cn=orcladmin -virtualhost -remote_midtier

Copy the file from the previous step to the new host.

In the new host, modify the OssoConfigFile section in the following file to include
the path of the file in step 8:

ORACLE_INSTANCE/config/OHS/ohsl/moduleconf/mod_osso.conf

For example:

<IfModule mod_osso.c>
OssoIpCheck off
OssoSecureCookies off
OssoIdleTimeout off
OssoConfigFile /tmp/path_of_file created

15.3.3.10.4 Recovering Oracle Forms Services to a Different Host To recover Oracle Forms
Services to a different host:

1.
2.

5.

Recover the Managed Server as described in Section 15.3.2.2.
Recover Oracle Management Agent, as described in Section 15.3.4.3.

Register the Oracle instance, along with all of its components, with the
Administration Server, using the opmnctl registerInstance command on the
new host. For example:

opmnctl registerInstance -adminHost admin_server. host
-adminPort admin_server port -adminUsername username
-adminPassword password
-wlserverHome wlserver home_location

Edit the following files, replacing the previous host name with the new host name:
= webcache.xml. This file is located in:

(UNIX) ORACLE_INSTANCE/config/WebCache/webcache name
(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name

Replace all occurrences of the previous host name with the new host name.
= instance.properties. The file is located in:

(UNIX) ORACLE_INSTANCE/config/OPMN/opmn
(Windows) ORACLE_INSTANCE\config\OPMN\opmn

In the following line, replace the previous host name with the new host name
if the Administration Server host name has changed.

adminHost=host_name

s forms.conf. The file is located in:

(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/moduleconf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\moduleconf

Replace the host name in the parameter WebLogicHost with the name of the
new host.

On the Administration Server host, edit the following file:

DOMAIN_HOME/opmn/topology.xml
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Add properties for the <ias-component id> element for Oracle Forms Services. The
following example shows the element after you modify it:

</ias-component>
<ias-component id="forms" type="FormsComponent" >
<em-properties>
<property name="OracleHome" value="/path_to_oracle_home" />
<property name="instName" value="instance name" />
<property name="EMTargetType" value="oracle_forms" />
<property name="version" value="11.1.1" />
</em-properties>
</ias-component>

6. On the host where the Oracle instance has been recovered, update the registration
of the component with the Administration Server, using the opmnctl
updatecomponentregistration command on the new host.

For example:
opmnctl updatecomponentregistration -Host new_host -Port nonSSLPort
-componentName forms -componentType FormsComponent
7. Run the ssoreg script, which is located in:

Identity Management_ORACLE_HOME/sso/bin

Use the following command:

ssoreg.sh -site_name newhost:http_listen_port
-mod_osso_url http://newhost:http_listen port -config _mod_osso TRUE
-oracle_home_path $ORACLE_HOME -config_file any new file path
-admin_info cn=orcladmin -virtualhost -remote_midtier

For example:

ssoreg.sh -site_name example.com:8090
-mod_osso_url http://example.com:8090 -config _mod_osso TRUE
-oracle_home_path $ORACLE_HOME -config_file /tmp/loh_osso.conf
-admin_info cn=orcladmin -virtualhost -remote_midtier

8. Copy the file from the previous step to the new host.

9. In the new host, modify the OssoConfigFile section in the following file to include
the path of the file in step 7:

ORACLE_INSTANCE/config/OHS/ohsl/moduleconf/mod_osso.conf

For example:

<IfModule mod_osso.c>
OssoIpCheck off
OssoSecureCookies off
OssoIdleTimeout off
OssoConfigFile /tmp/path_of_file created

15.3.4 Additional Actions for Recovering Entities After Loss of Host

Depending on the entity that you are recovering, you may need to take additional
actions after loss of host. The sections about each entity may require you to follow one
or more of the following procedures. If so, that is noted in the section describing how
to recover the entity.

= Recovering Fusion Middleware Control to a Different Host
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= Recovering Oracle Management Agent When Components Are Recovered to a
Different Host

»  Updating Oracle Inventory
s Recover the Windows Registry

15.3.4.1 Recovering Fusion Middleware Control to a Different Host

When you recover Fusion Middleware Control to a different host, you take the
following steps:

1. Update the hostname in the following file:

MW_HOME/user_projects/domains/domain_name/servers
/AdminServer/tmp/_WL_user/em/hsz5x1/META-INF/emoms .properties

In the file, change the hostname for the following properties:

mas.conn.url
oracle.sysman.emSDK.sv1t.ConsoleServerHost

2. Edit the following file:

(UNIX) ORACLE_INSTANCE/EMAGENT/emagent_name/sysman/config/emd.properties
(Windows) ORACLE_INSTANCE\EMAGENT\emagent_name\sysman\config\emd.properties

In the file, edit the following entry for each component monitored by Oracle
Management Agent, replacing the host name:

REPOSITORY_URL=http://newhost.domain.com:port/em/upload/

15.3.4.2 Editing the targets.xml File for Fusion Middleware Control

When you recover a component to a different host, you must update the targets.xml
file for Fusion Middleware Control. The file is located at:

MW_HOME/user_projects/domains/domain_name/sysman/state/targets.xml

In the file, change the host name to the new host name for components that are
recovered to a different host.

15.3.4.3 Recovering Oracle Management Agent When Components Are Recovered
to a Different Host

For many components, when you recover to a different host, as in the case of loss of
host, you must take actions to recover Oracle Management Agent so that Fusion
Middleware Control can manage the components. This pertains to the following
installation types and components:

s Identity Management components

»  Oracle Identity Federation

s Oracle Portal

s Oracle Business Intelligence Discoverer

s Oracle Forms Services

= Oracle Reports

To recover Oracle Management Agent, take the following actions:

1. Edit the following file:
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(UNIX) ORACLE_INSTANCE/EMAGENT/emagent_name/sysman/emd/targets.xml
(Windows) ORACLE_INSTANCE\EMAGENT\emagent_name\sysman\emd\targets.xml
In the file, edit the following element, replacing the host name:
<Target TYPE="host" NAME="newhost.domain.com"
DISPLAY NAME="newhost.domain.com"/>
2. Edit the following file:
(UNIX) ORACLE_INSTANCE/EMAGENT/emagent_name/sysman/config/emd.properties
(Windows) ORACLE_INSTANCE\EMAGENT\emagent_name\sysman\config\emd.properties
Update the following entry, replacing the host name:

EMD_URL=http://newhost.domain.com:port/emd/main

3. Start Oracle Management Agent, using the following command:

opmnctl startproc ias-component=EMAGENT

4. Start the Administration Server:

DOMAIN_HOME/bin/startWebLogic.sh -Dweblogic.management.username=username
-Dweblogic.management . password=password
-Dweblogic.system.StoreBootIdentity=true

Starting the Administration Server also starts Fusion Middleware Control.

15.3.4.4 Updating Oracle Inventory

For many components, when you recover to a different host, as in the case of loss of
host, you need to update the Oracle inventory. To do so, execute the following script:

ORACLE_HOME/oui/bin/attachHome.sh
In addition, you must update beahomelist to edit the location of a Middleware home.
Edit the following file to update the Middleware home information:

(UNIX) user_home/bea/beahomelist
(Windows) C:\bea\beahomelist

15.3.4.5 Recover the Windows Registry

When you recover any component to a different host on Windows, as in the case of
loss of host, you need to recover the following Windows Registry key.

HKEY LOCAL_MACHINE\Software\oracle

In addition, when you recover system components, such as Oracle Web Cache, you
must recover the following Windows Registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services

To import a key that you have previously exported, use the following command:

regedit /I <FileName>

For example:

regedit /I C:\oracleregistry.reg

You can also use the Registry Editor to import the key. See the Registry Editor Help for
more information.
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15.3.5 Recovering After Loss of Host for a Database

If the host that contained your database is lost, you can recover it using RMAN. You
can recover the database at the desired granularity, either a full recovery or a
tablespace recovery.

For example:

rman> restore database;
rman> recover database;

For best results, recover the database to the most current state, using point-in-time
recovery (if the database is configured in Archive Log Mode.) This ensures that the
latest data is recovered. Note the following:

= See Appendix D for the schemas used by each component.

»  For Oracle BPEL Process Manager, point-in-time recovery ensures that the latest
process definitions and in-flight instances are restored. However, this may result in
reexecution of the process steps. Oracle recommends that you strive for
idempotent Oracle BPEL Process Manager processes. If the system contains
processes that are not idempotent, you must clean them up from the dehydration
store before starting Oracle Fusion Middleware. See Oracle Fusion Middleware
Administrator’s Guide for Oracle SOA Suite for more information.

For detailed steps, see the Oracle Database Backup and Recovery User's Guide, which is
available at:

http://www.oracle.com/technology/documentation/database.html
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Part V

Advanced Administration: Expanding
Your Environment

This part describes how to copy all or part of your Oracle Fusion Middleware
environment.

It contains the following chapters:
s Chapter 16, "Scaling Your Environment"

»  Chapter 17, "Cloning Oracle Fusion Middleware"






16

Scaling Your Environment

You can expand your environment by adding Managed Servers, expanding your
domain to include other products, creating a cluster of Managed Servers, or cloning
existing Middleware homes and Oracle homes, as described by the following topics:

s Overview of Scaling Your Environment

» Extending a Domain to Support Additional Components
» Adding Additional Managed Servers to a Domain

»  Creating Clusters

s Cloning a Middleware Home, Oracle Home, or Component

16.1 Overview of Scaling Your Environment

Scalability is the ability of a system to provide throughput in proportion to, and
limited only by, available hardware resources. A scalable system is one that can
handle increasing numbers of requests without adversely affecting response time and
throughput.

The growth of computational power within one operating environment is called
vertical scaling. Horizontal scaling is leveraging multiple systems to work together on
a common problem in parallel.

Oracle Fusion Middleware scales both vertically and horizontally. Horizontally,
Oracle Fusion Middleware can increase its throughput with several Managed Servers
grouped together to share a workload. Also, Oracle Fusion Middleware provides great
vertical scalability, allowing you to add more Managed Servers or components in the
same host.

High availability refers to the ability of users to access a system. Deploying a high
availability system minimizes the time when the system is down, or unavailable and
maximizes the time when it is running, or available. Oracle Fusion Middleware is
designed to provide a wide variety of high availability solutions, ranging from load
balancing and basic clustering to providing maximum system availability during
catastrophic hardware and software failures.

High availability solutions can be divided into two basic categories: local high
availability and disaster recovery.

See Also: Oracle Fusion Middleware High Availability Guide for more
information about high availability
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16.2 Extending a Domain to Support Additional Components

When you create an Oracle WebLogic Server domain, you create it using a particular
domain template. That template supports a particular component or group of
components, such as the Oracle SOA Suite. If you want to add other components, such
as Oracle WebCenter, to that domain, you can extend the domain by creating
additional Managed Servers in the domain, using a domain template for the
component which you wish to add.

When you extend a domain, the domain must be offline.

To extend a domain, you use the Oracle WebLogic Server Configuration Wizard from
an Oracle home into which the desired component has been installed. Then, you select
the domain that you want to extend and the component you want to add.

Table 16-1 shows which components you can add to an existing domain and the
domain templates needed.

Table 16-1 Supported Domain Extensions

Existing Domain Template Components That Can Be Added

Oracle SOA Suite Any Oracle SOA Suite component.

Any Oracle WebCenter component. Extend with
Oracle WebCenter domain template.

Any Web Tier component. Extend with Web Tier
domain template.

Oracle Identity Management Any Identity Management component.

Any Web Tier component. Extend with Web Tier
domain template.

Oracle Portal, Oracle Reports, Oracle  Any of these components.
Forms Services, Oracle Business

Intelligence Discoverer Any Web Tier component. Extend with Web Tier

domain template.

For example, to extend a domain that initially was created to support Oracle SOA
Suite so that it can now also support Oracle WebCenter:

1. Use RCU to add any required schemas for the component, as described in Oracle
Fusion Middleware Repository Creation Utility User's Guide.

2. Install Oracle WebCenter, as described in the Oracle Fusion Middleware Installation
Guide for Oracle WebCenter.

3. From an Oracle home that was installed for the component you want to add, (for
example, for Oracle WebCenter), invoke the Configuration Wizard, using the
following command:

(UNIX) ORACLE_HOME/common/bin/config.sh
(Windows) ORACLE_HOME\common\bin\config.cmd

The Configuration Wizard's Welcome screen is displayed.
4. Select Extend an existing WebLogic Domain.
5. Click Next.
The Select a WebLogic Domain Directory screen is displayed.
6. Select the directory for the domain to which you want to add the components.

7. Click Next.
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10.

11.

12.

13.

14.
15.

16.

17.
18.

The Select Extension Source screen is displayed.

Select the source from which this domain will be extended. For example, select
Oracle WebCenter Spaces.

Click Next.
The Conflict Detected dialog box is displayed.

Select Keep existing component and Apply this selection if further conflicts are
detected. Click OK.

The Configure JDBC Data Sources screen is displayed.
Enter the following information:
— For Vendor, select Oracle.

— For Driver, select Oracle's Driver (Thin) for Service connections;
Versions:9.0.1,9.2.0,10,11.

— For Schema Owner, do not enter anything. Each data source uses the user
name specified in the table.

- If you used the same password when you created the schemas, select all of the
schemas and enter the password in Schema Password.

Alternatively, you can specify different passwords for each data source by
selecting each schema individually and entering the password.

—  With all of the schemas selected, for DBMS/Service, enter the SID of the
database.

—  With all of the schemas selected, for Host Name, enter the host name of the
database.

- With all of the schemas selected, for Port, enter the listening port of the
database.

Click Next.
The Customize Server and Cluster Configuration screen is displayed.

In this and the following customization screens, you can choose to customize. to
do so, click Yes. If you do not want to customize the settings, click No.

Click Next.
Click Next.
The Review WebLogic Domain screen is displayed.

In the Review WebLogic Domain screen, review the information on the screen and
if it is correct, click Next.

The Extend WebLogic Domain screen is displayed.
Click Extend.

When the operation completes, click Done.

16.3 Adding Additional Managed Servers to a Domain

You can add Managed Servers to a domain to increase the capacity of your system.
The Managed Server can be added to a cluster.
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When a Managed Server is added to a cluster, it inherits the applications and services
that are targeted to the cluster. When a Managed Server is added to a domain, it does
not automatically inherit the applications and services from the template.

To add a Managed Server to a domain, you can use the Oracle WebLogic Server
Administration Console or WLST.

See: Administration Console Online Help and Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference for complete
information about adding Managed Servers.

To add a Managed Server to a domain using Oracle WebLogic Server Administration
Co