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Audience

Preface

Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository provides
the information needed to configure various Oracle Enterprise Repository features to
support your Governance initiative.

This guide covers the basic configuration information such as setting up departments,
users, projects, roles, basic access settings, etc. It also covers more advanced topics
such as configuring Oracle Enterprise Repository for external authorization, setting up
advanced role-based access controls, configuring Oracle Enterprise Repository to
harvest from design-time and runtime environments, tailoring Oracle Enterprise
Repository's automated workflows and notifications, configuring Oracle Enterprise
Repository to exchange metadata with the Oracle Service Registry, Prescriptive Reuse,
assets in Progress, Automated Usage Detection, and Policy Management.

In addition, this guide provides an overview of all Oracle Enterprise Repository
system settings, and a workbook that allows you to record the settings that are used by
your organization.

This document is intended for individuals who are running the Governance initiative.
These are the individuals who will determine the Governance practices and map those
practices to the features offered in Oracle Enterprise Repository.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.
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Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documents

For more information, see the following documents in the Oracle Enterprise
Repository 11g Release 1 (11.1.1) documentation set:

»  Oracle Fusion Middleware Installation Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Upgrade Guide for Oracle Enterprise Repository

»  Oracle Fusion Middleware User Guide for Oracle Enterprise Repository

»  Oracle Fusion Middleware Integration Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Quick Start Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Release Notes for Microsoft Windows (32-Bit)

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Basic Configuration

This chapter provides an overview of the basic configurations required to use Oracle
Enterprise Repository.

This chapter contains the following sections:
s Section 1.1, "Overview"

= Section 1.2, "Departments"

s Section 1.3, "Users"

= Section 1.4, "Projects"

s Section 1.5, "Roles"

= Section 1.6, "Access Settings"

= Section 1.7, "Password Encryption"

s Section 1.8, "Sessions"

1.1 Overview

In Oracle Enterprise Repository, all users are assigned roles. Roles define the Oracle
Enterprise Repository functionality that can be exercised by each user. In order for a
user to access any files associated with assets in Oracle Enterprise Repository, the user
must be assigned to a project.

Projects are the primary means of gathering metrics in Oracle Enterprise Repository.
Oracle Enterprise Repository tracks assets produced by projects, as well as assets
consumed by projects. Oracle Enterprise Repository users are assigned to projects, and
when a user submits a new asset, they are prompted for producing the project.
Similarly, when a user wants to reuse an asset, they are prompted for the project on
which the asset will be reused. Both Users and Projects are assigned to Departments.
This is convenient from a reporting standpoint, as organizations can then track the
production and consumption of reusable assets to a specific department.

Figure 1-1 describes the relationships between Users, Roles, Projects, Assets, and
Departments.
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Figure 1-1 Relationship Diagram

PROZECTS
(P | BEPARTNENTS

Department Assigned To Project

L. 1 Fy A
F 3

h 4

ASSETS

Usars are Assipned ko Projacts

Azset Submitted By Usor
Asset Maintained By User

[RoLEs 4
Rates Define Functionality USERS Lisars Assigned Dopartments

e

1.2 Departments

You need to set up or create departments before creating users and projects. This
section contains the following topics:

= Section 1.2.1, "Creating a New Department"

= Section 1.2.2, "Editing Department Information"

1.2.1 Creating a New Department

To create a new department, perform the following steps in the Oracle Enterprise
Repository Admin screen:

1. In the left panel, click Departments.
2. Click Create New. The Create New Department dialog is displayed.

3. Enter the appropriate information in each of the text boxes.

Figure 1-2 Create New Department Dialog
Create New Department

] —

Description:

(Max 4000 Characters)

*Denotes required field

Save | Cancel |

4. When finished, click Save.

1.2.2 Editing Department Information

To edit a department information, perform the following steps in the Oracle Enterprise
Repository Admin screen:

1. In the left panel, click Departments.
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1.3 Users

2. Click List All, or search for a particular department.

3. Select the department to be edited from the list in the right panel. The
department's detail is displayed.

4. Click Edit in the department detail. The Edit Department dialog is displayed.
5. Update the text boxes as required.
6. When finished, click Save.

This section describes the following topics:

m  Section 1.3.1, "Creating a New User"

= Section 1.3.2, "Viewing User Information"
m Section 1.3.3, "User Search"

= Section 1.3.4, "Cloning a User"

= Section 1.3.5, "Editing User Information"

1.3.1 Creating a New User

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the left panel, click Users.

2. Click Create New in the Users section. The Create New User dialog is displayed.

3. Enter the appropriate information in each of the text boxes in the Overview
section, as shown in Figure 1-3.

Figure 1-3 Overview Section

Username®: [

First HName: |
Middle Name:

Last Mame®*: |
Email *:
Phone:

Status: I Active - I

Password™*: |

v Must change password on nest login

|_ FPazsword never expires

4. Select Active in the Status list.

5. In the Roles section, assign roles to the new user by using the >> and << buttons to

move items from the Available Roles column to the Selected Roles column, as
shown in Figure 1—4. (The User role is the default role for all new users.)

Basic Configuration
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Figure 1-4 Roles Section
potes |

Awvailable Roles selected Roles

accessAdministratar ;I
admin

|
advancedSubmitter LI
RS

businessAnalyst
projectidministrator All 3>
projectirchitect

registrar All €<
registrarAdministrator —I

systemAdministrator

= | -

6. In the Departments section, assign the new user to departments by using the >>
and << buttons to move items from the Available Departments column to the
Selected Departments column, as shown in Figure 1-5.

Figure 1-5 Departments Section

Available Departments Selected Departments
Default Department = LI 1]
«
Al ry |
All << |
= [ /|

*Denotes required field

Sawve | Cancel |

7. When finished, click Save.

1.3.2 Viewing User Information

This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. In the Users section, use Search or List All to locate the user(s) to be viewed.

The list of users is displayed in the main pane, as shown in Figure 1-6.
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Figure 1-6 List of Users

User Name Display Name
admin Admin, Repasitary
Scot Tiger, Scott Active
User: admin \“) \9 \?) \‘:)

| View Amﬁ] [r Clona _] [r Edit ]

UserName: admin accessAdministrator
First Mame: Repository adrin
mMiddle Name: projectadministrator
Last Mame: Admin registrarddrinistratar
Email: admin@example.com sypstemadministrator
Phone: z16-361-4000 user

Status: Active Departments
Thiz user doas not belang to any departrnants

Cornrnon Projeck
QER

2. Select a user from the list. The user's information is displayed in the lower pane.

3. Click the third button from left in Figure 1-6 to expand the User detail to fill the
main pane.

4. Click the first button in Figure 1-6 to switch to the tabbed view of the User detail.

Figure 1-7 User Details Page

User: admin \E_D'\d)'\;)'@

[ > View Access | [ » Clone || > Edit |

Usertame: adrmin
First Mame: Repository
Middle Name:
Last Mame: Admin
Email: admin@example.com
Phone: 216-361-4000
Status: Active

5. Click the first button in Figure 1-7 to switch back to the standard view of the User
detail.

6. Click the second and third button in Figure 1-7 to scroll through the list of users.

1.3.3 User Search

This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. Enter appropriate text in the Name text box.
2. Use the Department, Role, and Status lists as appropriate to narrow the search.

3. Click the Search button. Search results appear in the list in the upper frame of the
main pane.
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1.3.4 Cloning a User

Cloning a user provides an easy way for administrators to quickly duplicate user
accounts.

This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. In the Users section, use Search or List All to locate the user to be cloned.
2. C(lick the Clone button in the user detail.

The Clone User dialog is displayed. The Overview section will be blank, but
information in the Roles and Departments sections duplicates that of the cloned
user.

3. Enter the appropriate information in each of the text boxes in the Overview
section.

4. If necessary, edit the information in the in the Roles and Departments sections by
using the >> and << buttons to move items between the Available and Selected
columns.

5. When finished, click Save.

1.3.5 Editing User Information

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the Users section, use Search or List All to locate the user(s) to be edited. The list
of users opens in the main pane.

2. Select a user from the list. The user's information is displayed in the lower pane.

3. (Click the Edit button in the user detail. The Edit User dialog is displayed (same
form as the Create New User and Clone User dialogs).

4. Make changes as necessary in the Overview, Roles, and Departments sections.

5. When finished, click Save.

1.4 Projects

Projects are the primary means of gathering metrics in Oracle Enterprise Repository.
Oracle Enterprise Repository tracks assets produced by projects, as well as assets
consumed by projects. Oracle Enterprise Repository users are assigned to projects, and
when a user submits a new asset, they are prompted for the producing project.
Likewise, when a user wants to reuse an asset, they are prompted for the project on
which the asset will be reused. This allows Oracle Enterprise Repository to generate
reports on the reuse savings per project. It also allows Oracle Enterprise Repository to
report on the savings generated by asset production teams. Projects are also
hierarchical, which allows organizations to, for example, establish a program that may
spawn many projects.

Projects are also a channel for governance practices. Oracle Enterprise Repository
Compliance Templates (usually taking the form of Architecture Blueprints or Project
Profiles) can be applied to projects (see Oracle Enterprise Repository Compliance
Templates Guide for additional details).

The Oracle Enterprise Repository Projects page provides access to tools for creating
and managing projects.

»s  Section 1.4.1, "Viewing Project Details"
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= Section 1.4.2, "Creating a Project"

= Section 1.4.3, "Editing a Project"

»  Section 1.4.4, "Reassigning Users/Usage"
= Section 1.4.5, "Locating a Project”

= Section 1.4.6, "Closing a Project”

= Section 1.4.7, "Adding a Relationship to a Project”

1.4.1 Viewing Project Details
Project information may be displayed as a series of portlets or tabs:
Overview
Includes a project Description, and indicates the assigned Department, Start Date,

Estimated Hours, and project Status.

Compliance Templates
Displays the Compliance Template(s) assigned to the project.

Figure 1-8 Compliance Templates Tab

Priject: example Smith, Joe - Hyf'rojeet BDORE

Consumed Assets
Lists any assets used in (or under consideration for use in) the project.

Figure 1-9 Consumed Assets Tab

Consumed Assct: L

Asset Reported Asset Walue (hours)
Sample Endpoint - Account Detail Production Instance (17 i 89
Sample Interface - Account Detail Interface (17 £ @
Test Application i 89
* Results have not been reviewed by project lead

Click the Zoom icon next to any listed asset to display its Reported Asset Value.
s Project members can view the Asset Usage Detail.

= Project leaders can view/edit the Reported Asset Value.
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Figure 1-10 Reported Asset Value of Asset

Reported Asset Value of Asset: Sample Endpoint - Detail duction Inst to the Project: Common Project

Project Leads are responsible for accurate reporting of the hours saved by reusing assets on their projects. The Project Lead may select the Predicted
Walue or Congumar Walue, oF anter & new valus to datermine

Reported Asset Value to the Project. Uze the radio buttons to relect the sppropriste valus.
Predicted Yalue - Thiz value is provided by the asset Producer. It represents the total hours the Producer snpects the Consumer to save,
Conswmer ¥alue = Thiz value it provided by the Consumer, It reprazents the actusl time £avings declired by the Conzumer,
Preject Lead Yalue - Thiz valus iz provided by the Preject Lead. The Prejact Lead can anver & differant value to ovarride all other values,

Rejected instances of use will not be included in Breakdewn by Usage Type and Total Asset Value,

Instances of Use Predicted Yalue Consumer Yalue Project Lead Vale Reported Asset Value to Project
’ Date Status Hes Saved Hrs Saved  Usage Type? Valuable?  Hrs Saved Usage Type Usage Type  Hrs Saved Source
* Admin, Repositary 2008-08-15 IN PROCESS | () 0.0 | - - Ch [Unspecified =] Unspacfied 0.0 prodicto

]
Total Asset Value (hra)
| Breskdown by Usage Type
Reference 0
| Black Box 0O
| White Bax 0
| Integuation 0
| Unspecified 0

* - Rasults have not baan reviewad by project laad

Save I Cancel

Reported Asset Value represents the hours saved by reusing assets on their projects.
This value is derived from either the Predicted Value, Consumer Value, or a
completely new value determined by the project leader. Only the project leader can set
this value.

Produced Assets
Lists any assets produced by the project.

Figure 1-11 Produced Assets Tab

Asset
Asszet Application
Test Application

Users
Lists all users associated with the project, as well as each user's role on the project

(leader/members). Project leaders have the ability to assign a Reported Asset Value
value to assets consumed by the project.

Figure 1-12 Users Tab

» Reassign Usars / Usaga

User
Adrnin, Repositary [Project Leader)
Tiger, Scott

Related Projects

When enabled, lists any related projects, and defines the relationships in parent/child
terms.

1.4.2 Creating a Project

This procedure is performed in the Projects screen.

1. In the left panel, click Create New. The Create New Project dialog is displayed.
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Figure 1-13 Create New Project

Create New Project

Overview

Name *: Il

Descripbon:

[Max 4000 Characters)

Estimated Development Hours: ID

StartDate™ |o00g-03-19 i

Cepaitiiientiy ISeIedDepar’(ment j |

Status: IOF'TL,

Automatically assign to new users? |

Project Leaders* Project Members
Related Projects > Edit_|
e project

*Denotes required field

Save | Cancel |

2. Enter the appropriate information in the Name, Description, and Estimated
Development Hours text boxes.

3. Click the ... button to open the calendar to select a Start Date.
4. Select a department from the Department list.

5. Select the appropriate status in the Status list. There are two options that you can
select from - Open and Closed. An Open status indicates that the project is still
open for changes. A Closed status would mean that the project is closed and is not
open for changes.

6. If necessary, select Automatically Assign New Users.

7. Click Edit in the Users section. The Add/Remove Users dialog is displayed, as
shown in Figure 1-14.
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Figure 1-14 Add/Remove Users Dialog

Edit Project:

Find a User

Name Department
| All Departments = | Vil e inachuemsars
Search |
[ > List All Usars
Search Results Project Leaders
= » | =
L4 |
All >>
All <<
=
Selected Users
» | =
L4 4 |
Al 3>
All <<
i

OK | Cancel |

8. Use Search or List All Users to display a list of users in the Search Results section.
Use the Department list to filter search results.

9. Use the >> and << icons to move users between the Search Results, Project
Leaders, and Selected Users sections.

10. Click OK. The assigned Project Leaders and Project Members appear in the Users
section of the Create New Project dialog is displayed.

Figure 1-15 User Dialog

> Reassign Usars / usayo“

User
Adrin, Repositary (Project Leader)
Tiger, Scott [Project Leader]

11. Click Save. The Create New Project dialog closes, and the new project detail
appears on the Projects page.
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Figure 1-16 Overview Tab

Test Project

Description:

Department: Default Departrment
Start Dabe: 2008-09-19
Estimated Hours: 0

Status: Cpen

1.4.3 Editing a Project
This procedure is performed in the Projects page.

1. Use Search or other means to locate the project to be edited.

2. Click Edit in the project detail.

3. Edit the project information as necessary. (See Section 1.4.2, "Creating a Project”).

1.4.4 Reassigning Users/Usage
This procedure is performed in the Projects page.

1. Select the Users tab.

Figure 1-17 Users Tab

| » Reassign Usars / usage.

User
Admin, Repository [Project Leader)

Tiger, Scott

2. Click Reassign Users/Usage. The Reassign dialog is displayed.
3. Use the radio buttons to select the appropriate action.

4. Click Choose a New Project. The Search for a Project dialog is displayed.

Figure 1-18 Search for a Project

Search for a project

Hame Dopartmant Status

| | Al Departments (v | Anstatus [v]

List All Projects

Use Search or List All Projects to display a list of projects.

Select the project to which the users and/or usages are to be reassigned.
Click OK.

©® N o o

Click Next. The Select users you wish to reassign dialog is displayed.
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Figure 1-19 Reassign Users

3 httpediuschquapda. flashline. com:BOB0 - Fdit . Mazilia Firefox

Reassign Usars

Select weers) you wish to resssign:

Saarch Ammults _ Massignas Prooct Lasdars
Amin, Repositary (Project Leades| ==

Humingn o3 Propect Mambars

[ Back | [ Mext | [ Cancel

Dore

9. Use the >> and << icons to reassign users as Project Leaders and/or Project
Members.

10. Click Next. A confirmation message appears.

11. Click Done.

1.4.5 Locating a Project

This procedure is performed on the Projects page.
1. Enter a keyword or search term in the Name text box.
2. Use the Department and Status lists as necessary to filter the search.

3. Click Search. Search results are listed in the main pane.

1.4.6 Closing a Project

This procedure is performed on the Projects page.
1. Select the project to be closed. The project detail is displayed in the bottom frame.
2. Click Edit. The Edit Project dialog is displayed.

3. Select Closed from the Status list in the Overview section of the Edit Project
dialog, as shown in Figure 1-20.
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Figure 1-20 Edit Project Dialog

Edit Project: projectTests

IR —— =
consencets [vsopen A=
satwe [iod [v]

ternatlicaly svign Lo new wvent D;M"

Rt

O R

o
ot i et

4. Click Save. If the project has consumed assets, the Update Usage Status dialog is
displayed, as shown in Figure 1-21. The consumed assets are listed in this dialog,
each with a Status list.

Figure 1-21 Update Status

Update Status

You racantly usad Sample = - Ct ial Card hari System to evaluate it
for use in exampbe Smith, Joe - MyProject. Your feedback is an essential resource to other
developers who may wish to use this asset in the future, Flease update the usage status of this
asset below:

Status: | Slill evaluating v | Update

5. Update the status of each consumed asset as necessary.

Note: Depending on the specific role and permissions assigned to
the project leader, certain assets consumed by the project will not
appear in the list. If this is the case, an ATTENTION message will
appear in the Update Usage Status dialog. Be advised: Only the
project members listed below the ATTENTION message can reject the
asset. Otherwise, clicking OK in the Update Usage Status dialog will
set the status of any hidden assets to Deployed.

6. When the Update Usage Status pop-closes the view returns to the Edit Project
dialog.

7. Click Save. The project is closed.

1.4.7 Adding a Relationship to a Project

The Project Relationships feature enables you to map the relationships between
projects on a parent/child basis.

This procedure is performed on the Projects page.

1. Click List All on the Projects page, as shown in Figure 1-22.
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3.

Figure 1-22 Projects Page

Projects

Create New
List All

Name
| |
Department

All Departments IV_J E]

Status
All Status [+

A list of projects appears in the top section of the main pane, as shown in
Figure 1-23.

Figure 1-23 List of Projects

2. Select the project to be edited. The Project Detail pane is displayed in the bottom

section of the main pane, as shown in Figure 1-24.

Figure 1-24 Project Detail Pane

Froject: ProjectTestProject3

ProjectTestProject3

neriptianz
ProjectTestProjact

DegiaiTay Dusiest] Opan
Applied Compliance Templatas

Farent Projects  Status ‘

No compliance temolates currantly asplied to child Projects Status
thiz project kT A

DrolenTestusiens

Open

Nia azaets curantly sssigand 3 thiz aroject

Click Edit in the Project Detail pane. The Edit Project dialog is displayed, as shown
in Figure 1-25.
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Figure 1-25 Edit Project Dialog

Edit Project: exampla Smith, Jae - MyProject

Mama®t rpale Smih Jou - MyPicil

Descrigtion: Sjagr SnZinnd prosuch: asaspie S=ish, oee -
MyPrejec:

(Max 2260 Charaten)
Estissatid Bovalomint Hourst
Start Date*t GoG70515 =
Department®s £ 0t omant w =]
....... S oo
Autamsatically sssign te new usars? [

felated Projects [wran |

T chid Projects
Hiema ey requered ikl

4. Click Edit in the Related Projects section of the Edit Projects dialog. The
Add/Remove Projects dialog is displayed, as shown in Figure 1-26.

Figure 1-26 Add / Remove Projects

Hame Satue
All Dapar tmants ] All Stakw
Search )
= s Al Bragecs |
Mvailable Profects  Sarwnt® rojucts
=
[ |
LAl
Ol Projects
=
=
Lanss |
LAlce)
[0k | [ Gancel |
Dane

5. Click List All Projects. A list appears in the Available Projects window.

6. Select the project to be added and use the >> icon to move it to either the Parent
Projects or the Child Projects category window, as appropriate. The project
appears in the selected window.

7. Click OK to close the Add/Remove Projects dialog. The new project relationship
appears in the appropriate list in the Related Projects section of the Edit Project
dialog, as shown in Figure 1-27.
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Figure 1-27 Related Projects Section

Related Projects

Parent Projects
Example Project

8. Click OK to close the Edit Project dialog. The new project relationship appears in
the Related Projects section of the Asset Detail, as shown in Figure 1-28.

Figure 1-28 Related Projects Section

Related Projects

Parent Projects Status
Example Project Open

Child Projects Status
Project 1a Open

Project relationship are also displayed in the Oracle Enterprise Repository
Navigator.

1.5 Roles

Clicking the Roles link in the Oracle Enterprise Repository menu bar allows
administrators to set up roles for an organization's various functions. Oracle
Enterprise Repository access settings are established for each role, and each user is
assigned a specific role based on his/her function within the organization.

Users assigned the admin role have unlimited access to all Oracle Enterprise
Repository functions. By default, in either a new installation or a migration from a
previous version, the user account identified as admin is assigned the admin role in
order to facilitate initial installation and configuration. It is highly recommended that
you limit the assignment of admin privileges to the original Oracle Enterprise
Repository* user account and no more than one additional account. The various
default roles established in Oracle Enterprise Repository offer a variety of privileges to
satisfy the functions and responsibilities for any and all Oracle Enterprise Repository
users. These roles may be customized to suit the particular needs of your organization.

= Section 1.5.1, "User Role Descriptions"
= Section 1.5.2, "Creating a New Role"

= Section 1.5.3, "Editing a Role"

= Section 1.5.4, "Deleting a Role"

1.5.1 User Role Descriptions

The various default roles shipped with Oracle Enterprise Repository are listed below.
Users with access to the Admin tab can change role names to suit organizational
needs. The permissions granted to these roles can be changed in the Access Settings
section.

» User
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Anyone with an Oracle Enterprise Repository user name and password is
considered to be a user. This role can be assigned as the default role for any new
users at the time the user is created. All Oracle Enterprise Repository users can:

- View news about the company's reuse initiatives
— Locate, evaluate, and use/download assets

— View projects

- Generate reports

— Submit assets to the registrar

Access Administrator

The access administrator creates all Oracle Enterprise Repository users, and
assigns permissions to them. The access administrator must be familiar with the
functions of the Admin Tab. Typically, access administrators can:

— Create, view, and edit users and permissions
- Generate reports
Advance Submitter

The advanced submitter role is typically assigned to asset builders and harvesters.
Asset builders focus on building the asset content base. They respond to
organization-wide asset needs as well as individual project needs. Harvesters
study post-implementation projects for asset reuse potential. Typically, advanced
submitters can:

— Locate, evaluate, and use/download assets

— View projects

- Generate reports

— Submit assets to the registrar

— Edit asset metadata prior to asset registration
Registrar

The registrar is responsible for the acceptance or rejection of any asset. There may
be more than one person functioning as a repository registrar, depending on the
functions addressed. Typically, registrars can::

— Locate, evaluate, and use/download assets

— View projects

- Generate reports

— Submit assets to the registrar

— Edit asset metadata prior to asset registration
—  Accept assets for the registration process

- Approve tabs

- Register assets

- Edit access settings

Registrar Administrator

The registrar administrator is able to establish Types within Oracle Enterprise
Repository, using the Type Manager. Typically, registrar administrators can:
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— Locate, evaluate, and use/download assets
— View projects
- Generate reports
— Submit assets to the registrar
— Edit asset metadata prior to asset registration
—  Accept assets for the registration process
- Approve tabs
- Register assets
- Edit access settings
— Edit Artifact Stores and Types
s Project Administrator

Oracle Enterprise Repository tracks asset use at the project level in order to
maintain a history for maintenance purposes. Project administrators create projects
and assign users to projects using the Projects tab. Project administrators can close
projects, indicate which assets were deployed, review, validate, and optionally
override the predicted and consumer-reported value of assets used in a project
through the project-reported asset value user interface. Typically, project
administrators can:

— Create, edit, and View projects
- Generate reports
= System Administrator

The system administrator configures Oracle Enterprise Repository for use,
including, possibly, installation as well as the post-installation configurations. The
system administrator typically can:

— Enable and edit system settings
- Generate reports

(The system administrator role should not be assigned to general users.)

1.5.2 Creating a New Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the left panel, click Roles. The Roles section is displayed, as shown in
Figure 1-29.
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Figure 1-29 Roles Section
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2.

Click Create New. The Create New Role dialog is displayed, as shown in
Figure 1-30.

Figure 1-30 Create New Role Dialog
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3. In Figure 1-30, enter a role name and description in the text fields in the Overview
section.

4. If necessary, select the Automatically assign to new users? box.

5.

Click the Edit Users in the Users section. The Add New Users dialog is displayed,
as shown in Figure 1-31.

Figure 1-31 Add New Users Dialog
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6. Use Search or click List All to locate users.

7. Use the >> and << buttons to move users between the Available Users and
Selected Users columns.
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8. When finished, click Save.

To add access settings to the role, see Section 1.6.1, "Granting Permissions to a Role".

1.5.3 Editing a Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. Inthe left panel, click Roles. A list of roles is displayed in the main pane, as shown
in Figure 1-32.

Figure 1-32 List of Roles
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2. Use Search or browse the list to locate the Role to be edited.

3. Click the role to display its information in the lower pane.

4. Click the Edit button in the role detail (bottom frame). The Edit Role dialog is
displayed, as shown in Figure 1-33.

Figure 1-33 Edit Role: User Dialog
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5. When finished, click Save.

1.5.4 Deleting a Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

(Requires the Delete permission. See Access Settings.)

1-20 Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository



Access Settings

In the left panel, click Roles. A list of roles is displayed in the main pane.
Use Search or browse the list to locate the role to be deleted.
Option 1:

s In the list in the upper frame, place a check in the box next to each role to be
deleted.

s Click Delete.
Option 2:

= Select the role in the list in the upper pane to display its information in the
lower pane.

n  Click the Delete button in the role detail (lower frame).

Click OK in the delete confirmation.

Note: Deleted roles will no longer appear in Access Settings.

1.6 Access Settings

Access Settings allow the administrator to assign permissions to each role. Access
settings identify the functions and responsibilities of a role, and determine each role's
level of access to assets and asset management features in Oracle Enterprise
Repository.

System safeguards prevent an administrator from inadvertently modifying
permissions in such a way that would prevent his/her subsequent access to Access
Settings.

Basic Access Settings (BAS)

Control the access to assets in Oracle Enterprise Repository across the board, based
on the roles to which users are assigned. Access to Oracle Enterprise Repository
tools, such as the Asset Editor or the Type Manager, is similarly controlled. Basic
Access Settings establish access across the system. For example, permission to
view assets applies to all assets; as does permission to Use/Download assets.

Custom Access Settings (CAS)

Establish Advanced Role-based Access Control to restrict access to specific assets
or groups of assets in Oracle Enterprise Repository to specific user roles.

Section 1.6.1, "Granting Permissions to a Role"
Section 1.6.2, "Editing Permissions"
Section 1.6.3, "Verifying User Permissions"

Section 1.6.4, "Security Considerations"

1.6.1 Granting Permissions to a Role

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1.
2.

In the left panel, click Basic Access Settings.

Select the appropriate grouping from the list in the Basic Access Settings section.
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Figure 1-34 Basic Access Settings
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The selected grouping's access settings are displayed in the main pane.

Figure 1-35 Set Permissions
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3. Click the Edit button (upper right corner of the main pane.) The Edit Basic Access
Settings for:... dialog is displayed.

Figure 1-36 Set Permissions
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Roles are listed on the left; Permissions are listed along the top.

4. Select the appropriate radio button to determine which roles are displayed.

Figure 1-37 Set Permissions

@ Show only Roles with
Assigned
Permissions

O Show all available
Roles
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5. Select the role to which permissions are to be granted.

6. Use the checkboxes to assign the appropriate permission.
s One click on an empty box adds a check mark (Granted)
s A second click adds an X (Denied).
= A third click clears the box (Not Granted).

7. When finished, click Save.

1.6.2 Editing Permissions

See: Section 1.6.1, "Granting Permissions to a Role"

1.6.3 Verifying User Permissions
This procedure is performed on the Oracle Enterprise Repository Admin screen.
1. In the left panel, click Basic Access Settings.
2. Select the appropriate grouping from the list in the Basic Access Settings section.
The selected grouping's access settings are displayed in the main pane.
3. Click the View Access button (upper right corner of the main pane). A message

dialog is displayed.

Figure 1-38 View Access for Basic Access Settings for Assets
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4. Click Configure. The Search / Filter Users and Access Settings dialog is displayed.

Figure 1-39 Search / Filter Users and Access Settings
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5. Use Search or click List All in the Find Users section to locate the user(s) whose
permissions are to be verified.
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6. Use the >> button to move user(s) from the Available Users column to the Selected
Users column.

7. Click OK. The selected user's access settings are displayed.

Figure 1-40 User Access Settings
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8. If multiple users are selected, clicking the > icon next to a user's name will display
information specific to that user.

9. When finished, click Close.

1.6.4 Security Considerations

Role-based Access Control (RBAC) allows Oracle Enterprise Repository to track asset
usage and production on a by-user basis and personalizes the presentation of assets,
limiting visibility to designated portions of Oracle Enterprise Repository. However,
Role-based Access Control is not intended to provide security for asset metadata, nor
is it intended to supplement the security of underlying asset repositories.

Oracle Enterprise Repository access settings provide no additional security for
otherwise unsecured assets or data. For maximum security, asset metadata should be
managed in a manner that prevents access to the metadata via an unsecured
repository. Confidential information should be embedded in the asset's payload, or
attached as documentation files and hosted in a secure repository.

If you choose to circumvent an authentication and permission challenge from the
underlying asset repository, you do so at your own risk.

The following actions also have security implications:

= Configuring SCM systems for access via a single Oracle Enterprise Repository user
account

= Allowing system access by unapproved users
»  Creating guest account logins

-  Guest accounts are strictly forbidden under the Oracle Enterprise Repository
license.

Any of these actions has the potential to open the contents of Oracle Enterprise
Repository to anyone with network access to Oracle Enterprise Repository.

1.6.4.1 Access Setting and the Asset Editor

Depending on the Access Settings in use, users with access to the Asset Editor may be
able to see relationships to assets that are otherwise invisible to them in the registry. In
this situation, the name of the hidden asset is visible, as is the detail of the relationship
between that asset and an asset to which the users have access. No other information
on the hidden asset is visible in the Asset Editor. In this situation, it is possible to
delete the relationship between the visible and the hidden asset. However, given that
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the invisible asset is inaccessible to the users in question, the relationship cannot be
restored by those users.

1.6.4.2 Permissions
Permissions may be:

Granted (Permission is explicitly granted)
Denied (Permission is explicitly denied)

Not Granted (Permission is not explicitly granted nor denied.)

The table below identifies permissions that may be managed within Basic Access
Settings.

Access Definitions
Assets: Tools regulated: Oracle Enterprise Repository Asset screen, Asset Editor, Type

Manager.

Permission Description

View Assets may be viewed in Oracle Enterprise Repository.

Use Displays/enables the Use - Download button in Oracle Enterprise Repository.

Download Asset files may be downloaded. Provides visibility to file links after pressing the Use -
Download button.

Review Reviewing assets using Oracle Enterprise Repository.

Edit Editing assets in the Asset Editor.

Accept Accepting assets. This button, in the Asset Editor, moves assets from the Submitted --
Pending Review to the Submitted -- Under Review queue.

Approve Tabs Approving metadata for assets. This button is available at the bottom of each tab in
the Asset Editor display of each asset. Approving a tab logs the name of the approver
and the date in the metadata, moves the asset out of the Submitted - Under Review
queue for that tab, and changes the tab's text label to green.

Register Registering assets. This permission providers the user with the ability to register all

assets in the Asset Editor.

Edit Access Settings

Applicable only with Custom Access Settings. Provides the ability to assign Custom
Access Settings to assets and files.

Create/Submit Gives a user the ability to submit assets through or create new assets through the
Asset Editor.

Launch Asset Editor Gives a user the ability to open the Asset Editor tool. One must use this tool to edit
and register assets.

Edit Artifact Store Gives a user the ability to create and edit artifact stores (through the Asset Editor).

Edit Types Gives a user the ability to configure asset type/compliance template metadata.
Requires the Launch Asset Editor permission.

Notify Determines if the user is allowed to send an ad-hoc email to users.

Global Permissions

These are permissions that do not apply to individual assets and cannot be overridden
by custom access settings.

Access: Tools regulated: Oracle Enterprise Repository Admin screen: Users, Sessions,
Roles, Departments, File Stores, Basic Access Settings, Custom Access Settings
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Permission Description
View Viewing entries in the sections noted above.
Edit Editing entries in the sections noted above.
Create Creating users, roles, departments, file stores, and custom access settings.
Delete Deleting sessions, roles, and custom access settings.
Projects: Tools regulated: Oracle Enterprise Repository Projects screen
Permission Description
View Viewing projects on the Projects page.
Edit Editing projects on the Projects page.
Create Creating projects on the Projects page.
Apply Template Apply a compliance template to a project.
Policies: Tools regulated: Oracle Enterprise Repository Asset screen
Permission Description
Apply Policy Allows user to apply a policy to other assets.
Reports: Tools regulated: Oracle Enterprise Repository Reports screen
Permission Description
View Viewing reports.
System Administration: Tools regulated: Oracle Enterprise Repository Admin screen:
System Settings, Email Templates.
Permission Description
Edit Ability to edit general, security, authentication, and file store settings.
Enable Ability to enable new general, security, authentication, and file store settings.

1.7 Password Encryption

Password encryption is enabled by default within the Oracle Enterprise Repository,
however, you may use the JVM startup parameter
cmee.passwordencryption=£false to disable password encryption.

= Section 1.7.1, "Generation of Encrypted Passwords"
= Section 1.7.2, "Requirements for Encrypted Passwords"

s Section 1.7.3, "Other Passwords"

1.7.1 Generation of Encrypted Passwords

To generate encrypted passwords, you need to perform the following steps:

1. Access the Oracle Enterprise Repository Diagnostics page.
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Navigate to http://host_name/application_name/diag/index.jsp (replace host_name
with the appropriate location).

2. Scroll down to the Tools section and click the Encrypt Strings for passwords link
to launch the Password encryption page.

3. Enter the clear text password into the String to Encrypt text box.
4. Click the Submit Query button.

5. Copy the resulting encrypted password string and paste it into the appropriate
context or properties file(s).

The password encryption tool can be found at <ORACLE_
HOME>/repositoryX XX /core/tools/solutions/11.1.1.2.0-OER-PasswordTools.zip. The
11.1.1.2.0-OER-PasswordTools.zip file has two scripts (for windows and unix):

= encryptbat/encrypt.sh - encrypt an xml config file's password elements

= encryptpassword.bat/encryptpassword.sh - encrypt a single password from the
command line

1.7.2 Requirements for Encrypted Passwords

The suggested usage of encrypted passwords are as below:
s Inthe database.properties file
The connection password for the database.
s The Ant task property file or build script
The password the Oracle Enterprise Repository user will use at login.
s Inthe Harvester HarvesterSettings.xml configuration file
The password stored in the HarvesterSettings.xml file.
= In the Oracle Registry Repository Exchange Utility configuration (orrxu.xml) file

The password stored in the orrxu.xml file.

1.7.3 Other Passwords

Other passwords in the system are encrypted automatically. This operation is invisible
to the user. A number of fields stored in the properties files are encrypted by default,
including:

s ldap.bindPassword
n enterprise.guest.password
m Ccmee.wsaa.password

This encryption occurs when the properties are edited and saved. Automatic
encryption of passwords during an upgrade script is unavailable at this time.

Passwords stored with the artifact stores are stored in the database in an encrypted
format.

1.8 Sessions

Sessions allows the administrator to see which users are logged in to Oracle Enterprise
Repository and, if necessary, shut down a user session.
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= Section 1.8.1, "Viewing Sessions"
= Section 1.8.2, "Deleting a Single Session"

= Section 1.8.3, "Deleting Multiple Session"

1.8.1 Viewing Sessions

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. In the left panel, click Sessions. A list of sessions is displayed in the main pane, as
shown in Figure 1-41.

Figure 1-41 Sessions Pane
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1.8.2 Deleting a Single Session

1. Select the session to be deleted from the list in the main pane. The session's detail
opens in the bottom frame.

2. Click the Delete button in the session detail. A confirmation dialog is displayed.
3. Click OK. The session is deleted.

1.8.3 Deleting Multiple Session

1. In the list of session in the main pane, place a checkmark next to each session to be
deleted. (Place a checkmark in the checkbox at the top of the column to select all
listed sessions.)

2. Click the Delete button in the session detail. A confirmation dialog is displayed.
3. Click OK. The session is deleted.

(Requires the Delete permission. See Section 1.6, "Access Settings".)
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Customizing Oracle Enterprise Repository

This chapter provides information about customizing Oracle Enterprise Repository for
your organization.

This chapter contains the following sections:

s Section 2.1, "Overview"

= Section 2.2, "Rebranding Oracle Enterprise Repository"

= Section 2.3, "Role/Department-based Homepage Display"

»  Section 2.4, "Install Oracle Enterprise Repository Solution Packs"

2.1 Overview

Organizations can customize the look and feel of Oracle Enterprise Repository. The
Oracle Enterprise Repository color palette can be modified. In addition, the Oracle
Enterprise Repository home page can be customized by role or by department. This
allows organizations to promote governance and specific assets to a subset of Oracle
Enterprise Repository users.

2.2 Rebranding Oracle Enterprise Repository

Start with CSS

Oracle Enterprise Repository uses CSS (cascading style sheets) that can be edited to
control colors and other visual aspects of the application. Oracle Enterprise Repository
is built on a mostly-neutral color palette and is branded around a single color. You can
edit the color and type faces from the CSS, as shown in Figure 2-1.

Figure 2—1 Cascading Style Sheets

| Oracle Enterprise Repository

—
Assets Projects My Stuff Reports Admin

| Oracle Enterprise Repository

Assets Projects My Stuff Reports Admin

Oracle Enterprise Repository

_ Assels Projects My Stuff Reports Admin

Oracle Enterprise Repository ships with the following skins:
= Blue -- #0066CC
s Green -- #669933
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= Neutral -- #999999

= oracle -- #999999

Oracle Enterprise Repository ships with the Oracle skin as the default.
The skins also include these colors:

= White -- #FFFFFF

s Grey - #EEEEEE

2.3 Role/Department-based Homepage Display

This feature displays a specific homepage based on user role or department
assignment. This section contains the following topic:

s Section 2.3.1, "Installation"

2.3.1 Installation

You can customize the Oracle Enterprise Repository homepage by role or by
department. Perform the following steps:

1. Create a file named homepages.xml. See Example 2-1.

2. Add the homepages . xmnl file to the application classpath. The Oracle Enterprise
Repository application's WEB-INF/classes directory is recommended.

3. Set the Homepage property cmee.enterprisetab.homepage to
http://SERVER/APP/custom/autoselect.jsp, where SERVER is the name of the server
and APP is the context name of the Oracle Enterprise Repository web application.

Homepage selection is defined by the contents of the homepages . xm1 file.

Example 2-1 Example homepages.xml File

The following provides an example of the contents of a homepages.xml file:

<~HomepageSelector>

<gselect criteria="roles">

<option value="Admin">http://www.oracle.com</option>
<option value="Architect">architect.jsp</option>
<option value="Developer">developer.jsp</option>
<option value="User">generaluser.jsp</option>
<defaultLocation>homepageDefault.jsp</defaultLocation>
</select>

W o ~J o Ul i W N

</~HomepageSelector>

Note the following line numbers:
s Lines2:
— Sets the value for criteria. Valid values are

*  roles

*  departments
s Lines 3-6:

— The option value is indicated by the name of the role or department used for
selection.
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— The node value is a relative path or absolute path to the page to which the
user will be redirected. The path for a home page hosted on the Oracle
Enterprise Repository application server is relative to the
custom/autoselect.jsp file. In the above example, the architect.jsp file is also
located in the custom directory.

- Order is important. Users with multiple roles or memberships in multiple
departments will be directed to the first matching selection.

s Line7

— Identifies the default homepage for users who do not meet any of the selection
criteria.

2.4 Install Oracle Enterprise Repository Solution Packs

This section describes the install instructions for the base data pack and harvester
solution pack.

Base Data Pack

Base data pack is installed as part of the Oracle Enterprise Repository database
installation. The Base data is not available by any other method. It is not delivered
during any upgrades from one version of Oracle Enterprise Repository to the next.

The asset types delivered as part of Base Data are largely considered templates. The
creation of a new asset type originates by cloning something that already exists. It is
recommended that two best practices are applied to these asset types.

1. The base data asset types must not be deleted until at least one asset type is
created, which is specific to the new Oracle Enterprise Repository application.

2. If enhancements are desired to a base asset type, it is recommended to clone that
base asset type, consider the clone to be the real type for all future operations, and
inactivate the base asset type to avoid confusion.

Harvester Solution Pack

The Harvester is available in 11.1.1.2.0-OER-Harvester-Solution-Pack.zip, which is
bundled with the Oracle Enterprise Repository 11g installation.

The installation of the Harvester Solution Pack requires use of the Import /Export tool.
This tool is available from the Admin tab of Oracle Enterprise Repository in the Import
Export option. The asset types delivered as part of the Harvester Solution Pack are
required by the Harvester tool.

For information about the Import/Export tool, see the Import/Export Tool chapter in
Oracle Fusion Middleware User Guide for Oracle Enterprise Repository.
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Configuring Oracle Enterprise Repository to
use External Authentication Tooling

This chapter describes how to authenticate Oracle Enterprise Repository using the
external authentication tools.

This chapter contains the following sections:
= Section 3.1, "LDAP/ Active Directory"
m  Section 3.2, "eTrust Single Sign-On"

ms  Section 3.3, "Container Managed Setup"

3.1 LDAP/Active Directory

This section describes how to use LDAP/ Active Directory to authenticate the users in
Oracle Enterprise Repository.

This section contains the following topics:

s Section 3.1.1, "Overview"

= Section 3.1.2, "Enable LDAP Integration System Properties"
= Section 3.1.3, "Modify LDAP/Active Directory Properties"
= Section 3.1.4, "Security Considerations"

= Section 3.1.5, "LDAP Property Examples"

3.1.1 Overview

When utilizing LDAP / Active Directory (AD) to authenticate users, some
consideration must be given to the user's department and role configurations prior to
the utilization of LDAP / Active Directory server. All users will be authenticated
through LDAP/AD once the integration is enabled; it is essential to have at least one
admin-level user account created within the Oracle Enterprise Repository database
that matches the username from LDAP/AD. This user account should be assigned the
admin role so that administrative functions within Oracle Enterprise Repository can
still be performed when LDAP/AD is enabled.

If role synchronization is enabled from LDAP/AD, at least one user account should be
assigned an administrative-level role. LDAP roles should be created and appropriate
Oracle Enterprise Repository permissions assigned within Oracle Enterprise
Repository prior to utilizing the role-synch option. Role names are synchronized on
name only. When the administrative-level user logs into Oracle Enterprise Repository
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using LDAP/AD, that person will have the ability to configure and administer the
application properly. This user account should NOT be used for daily activities.

3.1.2 Enable LDAP Integration System Properties

This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. Click System Settings in the left pane. The System Settings section opens in the
main pane.

2. Locate the Cookie Login Settings group in the Enterprise Authentication section.

Figure 3—1 Cookie Login Settings
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3. Ensure that the Allow Cookie Login setting is set to False.
4. Use the System Settings Search box to easily locate each of the following settings.

5. Enter enterprise.authentication.ldap.enabled into the Search box. Set
the value to True and click Save.

Change the settings as indicated below:
= Default to Cookie Login
- SettoFalse.
= Unapproved User Login
- Setto True.
= Cookie Login Module
- SettoFalse.
s Cookie Login Module - Internal Checking
- SettoFalse.
= Plug-in Login Module Class Name

— Enter
com.flashline.enterprise.authentication.server.loginmod
ule.LDAPLogin in the text box.

Note: This property turns LDAP on/off. Once enabled, the
application will use LDAP server for user authentication.

= Plug-in Login Module Display Name
— Enter Enterprise LDAP Login in the text box.
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s Plug-in Login Module
- Setto True.
s Plug-in Login Module - Internal Checking
- SettoFalse.
6. Click Save when finished.

3.1.3 Modify LDAP/Active Directory Properties

You can use the Harvester to modify LDAP/AD properties, as follows:
1. Click System Settings in the left pane.

2. Use the System Settings Search to easily locate each of the following settings. Enter
the values as indicated below:

s LDAP Server Host Name

— In the text box, enter the Host name, or the directory server IP address.
»  LDAP Server Port Number

— Enter 389 in the text box.
= LDAP Mask

— Enter uid=" for LDAP

Or

- Enter samAccountName=" for Active Directory
s Creation of Unapproved User Accounts

— Setto True.
= Assign default roles to users

— Setto True.

Note: This property will assign default roles on every user
authentication.

= Auto create missing roles

— Setto True.

Note: This property will create roles synchronized from the
LDAP/AD server, but will NOT assign any permissions to those roles.

= Auto create missing departments

— Setto True.

Note: This property will create departments synchronized from the
LDAP/AD server, but will not assign any description to those
departments. However, the user will be assigned to the new role.

s LDAP Version
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- Enter 3 in the text box. (Supported versions are 2 and 3)

= Administrator Account Distinguished Name

Note: This property is required with using Active Directory. This
property must contain a DN of a user account with at least read-only
directory look-up permissions.

Example: CN=Some_User,CN=Users,DC=ad,DC=example, DC=com
s Administrator Account Password

- Inthe text box, enter the password for the administrator account identified
in the Administrator Account Distinguished Name property, above.

s Use SSL Connection

— Set to True to enable an SSL connection for LDAP. The default value is
false.

= Follow referrals
- Setto True.
= Retrieve data using the admin account
- Setto False for LDAP (if applicable) Or
- Set to True for Active Directory or restricted LDAP environments.

s Search Start Location

Note: This property defines where in the directory tree the search for
user records will begin.

Examples:

- For LDAP: OU=MemberGroupB, O=en_us

—  For Active Directory: CN=Users,DC=ad,DC=example,DC=com
= Search Scope

—  Select subtree in the list.

Note: This property defines the depth (below the baseDN) of user
record searches.

= Attribute Name that Identifies a Found Entry

Note: This property designates the attribute name that uniquely
identifies the user account within the scope of the tree search.

— For LDAP: uid
Or

— For Active Directory: samAccountName
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= Found Entry Email Attribute Name
- Enter mail
= Found Entry First Name Attribute Name
- Enter givenName
= Found Entry Middle Name Attribute Name

- Enter the middle name attribute from your LDAP or Active Directory (if
applicable)

= Found Entry Last Name Attribute Name
- Entersn

= Found Entry Telephone Number Attribute Name
- Enter telephoneNumber

s Use LDAP Departments

— Setto True

Note: This property defines the user's department attribute value
that will be synchronized within Oracle Enterprise Repository.

= Department Attribute
- Enter department
= Use LDAP Roles
- SettoFalse
= Role Attribute

— Enter the LDAP / Active directory attribute that contains the role
information for the user.

= Second Level Lookup Attribute

Note: This property defines the attribute that identifies a
second-level lookup to retrieve user info; the value must be a DN. If
you are using a redirect for second level lookups, define the base DN
for this second lookup.

3. Click Save when finished.
4. Restart the Oracle Enterprise Repository application.

3.1.4 Security Considerations

Using the Oracle Enterprise Repository LDAP/Active Directory Connector allows
LDAP to act as the single source of user identification for Oracle Enterprise Repository
user authentication and role assignment. However, this does not prevent respective
host repositories from managing user authentication for access to files through Oracle
Enterprise Repository.

When using the Oracle Enterprise Repository LDAP/Active Directory Connector,
Oracle Enterprise Repository depends on LDAP or Active Directory to authenticate
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users. The username/password combination is delegated to the LDAP system as a
bind request. The user is authenticated only if the bind request is successful.

As an option, LDAP can be configured to store/retrieve Oracle Enterprise Repository
user role assignments. In this configuration, at each user login Oracle Enterprise
Repository synchronizes with the user's roles as stored in LDAP. Roles are added
directly through LDAP, and are not managed by Oracle Enterprise Repository.

3.1.4.1 Use Case Sample Scenarios

The following scenarios illustrate a selection of LDAP setups and configurations in
order to clarify property settings for user management.

Scenario 1

Prevent user access to Oracle Enterprise Repository despite LDAP authentication.
Access is provided only to pre-existing users with active Oracle Enterprise Repository
accounts.

= Rationale

- Non-enterprise license agreements where user base is predefined and number
of users allowed into the application is limited.

m  Property Settings
— ldap.allow-user-creation
* SettoFalse
- enterprise.security.unapproveduser.allowlogin

*  SettoFalse

Scenario 2

On LDAP authentication, create a default Oracle Enterprise Repository user account
and assign the default role(s), but deny the user access to the Oracle Enterprise
Repository.

s Rationale

— To deny Oracle Enterprise Repository access to a new user until the security
administrator is notified that the new user account was created. Once
approved by the security administrator, the user's status is changed to active,
allowing Oracle Enterprise Repository login.

ms  Property Settings
- ldap.allow-user-creation
* Setto True
- ldap.assign-default-roles
*  Setto True

— enterprise.security.unapproveduser.allowlogin

* SettoFalse

Scenario 3

On LDAP authentication, a default Oracle Enterprise Repository user account is
created with the default role(s), and the user is permitted to login to the Oracle
Enterprise Repository.
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s Rationale

- Anenterprise license agreement in which LDAP authentication is the only
restriction on new user creation. Typically, the default Oracle Enterprise
Repository role would be set to User in order to limit access for new users
whose roles are not predefined by an LDAP account.

= Property Settings
— ldap.allow-user-creation
*  Setto True
— ldap.assign-default-roles
*  Setto True
— enterprise.security.unapproveduser.allowlogin

*  Setto True

3.1.5 LDAP Property Examples

Since limitations in Active Directory prevent searches below the top-level of the
directory while anonymously bound (not authenticated) to the directory server, Oracle
Enterprise Repository user information lookup requires the Bind DN, Bind Password,
and Retrieve Data As Admin properties to be set with appropriate values. Table 3-1
describes the LDAP /Active Directoy properties with its examples.

Table 3—-1 Active Directory and Traditional LDAP Properties

Active Directory Traditional LDAP (InetOrgPerson)

ldap.host ad.example.com ldap.host ad.example.com

ldap.port 389 ldap.port 389

ldap.version 3 Idap.version 3

ldap.bindDN CN=Some_ ldap.bind DN (required if Anonymous
User,OU=Users,DC=ad,DC lookups are disabled)
=example,DC=com

ldap.bindPassword  password ldap.bindPassword (required if Anonymous

lookups are disabled)

ldap.retrieve-data-as true ldap.retrieve-data-as-admin false (TRUE if anonymous

-admin lookups are disabled)

ldap.mask sAMAccountName=" Idap.mask uid="

ldap.baseDN CN=Users,DC=ad,DC=exa ldap.baseDN OU=MemberGroupB, O=en_us
mple,DC=com

ldap.scope subtree ldap.scope one

ldap.uniquelDAttrib samAccountName Idap.uniquelDAttrib uid

ldap.emailAttrib mail ldap.email Attrib mail

ldap.givennameAttri givenname Idap.givennameAttrib givenName

ldap.surnameAttrib  sn Idap.surnameAttrib sn

ldap.telephoneAttrib telephonenumber ldap.telephoneAttrib telephoneNumber

ldap.deptAttrib department ldap.deptAttrib department
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Table 3-2 describes the custom and common LDAP properties.

Table 3-2 Custom and Common LDAP Properties

Custom and Common Properties Regardless of implementation

ldap.rbac.mapperclass com.flashline.enterprise.authentication.server.loginmodule. LDA
PMapperImpl

ldap.deptAttrib department

ldap.rbac.roleAttrib roles

ldap.allow-user-creation true

ldap.enable-synch-roles true

ldap.enable-synch-depts true

3.2 eTrust Single Sign-On

This section describes how to use sTrust Single Sign-On to authenticate the users in
Oracle Enterprise Repository.

This section contains the following topics:

3.2.1 Overview

Section 3.2.1, "Overview"

Section 3.2.2, "Configure Oracle Enterprise Repository For Use With Single
Sign-On Authentication”

Section 3.2.3, "Advanced Options"

The Oracle Enterprise Repository Advanced Container Authentication LoginModule is
used to accept user credentials passed by HTTP Request Headers (potentially
populated by an SSO system). This feature allows integration with single-sign-on
systems such as eTrust Single Sign-On.

3.2.2 Configure Oracle Enterprise Repository For Use With Single Sign-On

Authentication

Access the following configuration properties requires Access Administrator rights.

Note: This enhancement allows AdvancedContainerLogin Module
to accept user information in SOAP Headers for the AuthtokenCreate
REX API method. The username is passed in a SOAP Header with a
name that is identified by the Oracle Enterprise Repository system
setting enterprise.container.auth.username and has a namespaceUri of
www.oracle.com/oer. The value of the SOAP Header is the username
of the user. If the username is not passed within a SOAP Header then
the Oracle Enterprise Repository system setting
enterprise.loginmodules.fallbackauthentication is used. If
enterprise.loginmodules.fallbackauthentication is true, then the user is
authenticated by the configured PluggableLoginModule for the
specified username/password.

Plugin in Login module is a configuration set up to configure Database login Module,
LDAP Login Module, and Custom Login Module. Container Login module can be
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Container Managed Login Module or Advanced Container Login Module i.e SSO.
These can be configured on the System Settings tab.

This section contains the following topics:
= Section 3.2.2.1, "Enable Single Sign-On Integration System Properties"

»  Section 3.2.2.2, "Using the Oracle Enterprise Repository SSO Integration with Basic
Authentication”

s Section 3.2.2.3, "Modify Application Property Files Manually"

Note: The Fallback authentication works only with REX APL

3.2.2.1 Enable Single Sign-On Integration System Properties
This procedure is performed on the Oracle Enterprise Repository Admin screen.

1. Click System Settings in the left pane. The Oracle Enterprise Repository System
Settings screen is displayed, as shown in Figure 3-2.

Figure 3-2 Oracle Enterprise Repository System Settings Screen
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2. Enter enterprise.authentication.advancedcontainer.enabled into
the Search box. Set the value to True and click Save.

3. Enter cmee. jws.pass-all-cookies in the Enable New System Setting text

box, as shown in Figure 3-3.

Figure 3-3 Enable New System Settings Dialog

Enable New System Setting
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4. Click Enable. JWS Pass All Cookies appears in the Java Web Start (JWS) section of

the Server Settings group of system settings, as shown in Figure 3-4.

Figure 3—4 JWS Pass All Cookies
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5. Make sure the property is set to True.
6. Click Save.

7. Enter container login module in the System Settings Search text box. The
Containter Login Module section is displayed in the Enterprise Authentication
group of system settings, as shown in Figure 3-5.

Figure 3-5 Container Login Settings Section
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8. Modify the following properties as indicated:
= Container Login Module Class Name

— Enter

com.flashline.enterprise.authentication.server.loginmod

ule.AdvancedContainerLogin in the text box.
= Container Login Module Display Name
- Enter Advanced Container Login Module in the text box.
= Container Login Module
—  Set the property to True.

9. Supply SSO Header Values as indicated (these are often called Responses within
the Policy Server). Data types expected, and possible values are listed below the
header name. The expected value types apply to the responses supplied by the
policy server:

s Username Header Name

—  Set this property to the Name of the header that will contain the user's
UID value.

This header should contain the user's user id (REQUIRED).
»  Firsthame Header Name

—  Set this property to the Name of the header that will contain the user's
First Name value. (Alpha String)

This header should contain the user's proper name.
= Middlename Header Name

—  Set this property to the Name of the header that will contain the user's
Middle Name value. (Alpha String)
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This header should contain the user's middle name.
Lastname Header Name

—  Set this property to the Name of the header that will contain the user's
Last Name value. (Alpha String)

This header should contain the user's surname.
Status Header Name

- Set this property to the Name of the header that will contain the user's
Active Status value.

This header should contain a valid integer value specifying the user's sta-
tus within OER. Refer to the following table for valid values (REQUIRED).

*00 - Active

*10 - Unapproved

*20 - Locked Out

* 30 - Inactive
Email Header Name

- Set this property to the Name of the header that will contain the user's
Email value.

This header should contain the user's e-mail address (REQUIRED).
Phone Header Name

- Set this property to the Name of the header that will contain the user's
Phone Number value.

This header should contain the user's phone number.
Roles Header Name

- Set this property to the Name of the header that will contain the user's
Role(s) value.

This header should contain the user's role(s).
Department Header Name

—  Set this property to the Name of the header that will contain the user's
Department(s) value.

This header should contain the user's department(s).

10. Update the behavior of the SSO module with the following properties:

Use Container passed Departments

—  Set this value to True if you would like to synchronize the user's
department from the policy server responses.

Departments passed within single header

—  Set this value to True if more than one department name is passed as a
Policy Server response.

Department Delimiter

- Set the value of this property to the character that will delimit multiple
departments within the single department header. This field can accept
Unicode notations such as \u0020 for a space.
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11.

12.

13.

14.
15.

= Use Container passed Roles

—  Set this value to True if you would like to synchronize the user's roles
from the policy server responses. (NOTE: Setting this value to true prior to
verifying the correct configuration may render your Oracle Enterprise
Repository application unusable).

= Roles passed within single header

—  Set this value to True if more than one role name is passed as a Policy
Server response.

s Role Delimiter

- Set the value of this property to the character that will delimit multiple
roles within the single roles header. This field can accept Unicode
notations such as \u0020 for a space.

= Assign default roles to users

—  Set this value to True if existing and new users will be assigned all roles
marked as 'default' assigned to their user account within Oracle Enterprise
Repository.

= Auto create missing roles

- Set this value to True to allow Oracle Enterprise Repository to create roles
included within a user's role header that do not exist currently within
Oracle Enterprise Repository. This feature will create a role and assign the
user to that role, but the created role(s) will have no permissions assigned.

= Auto create missing departments

—  Set this value to True to allow Oracle Enterprise Repository to create
departments included within a user's department header that do not exist
currently. This feature will create a department and assign the user to that
department; the newly created department will not be assign to a project.

Enter cookie login module in the System Settings Search text box. The Cookie
Login Settings section opens in the Enterprise Authentication group of system
settings.

Set the Cookie Login Module property to False.

Enter plug-in login in the System Settings Search text box. The Plugin Login
Settings section opens in the Enterprise Authentication group of system settings.

Enter false in the Plug-in Login Module text box.
Click Save.

3.2.2.2 Using the Oracle Enterprise Repository SSO Integration with Basic
Authentication

If the Single Sign-On installation uses Basic Authentication, additional property
settings are required to allow the Oracle Enterprise Repository Asset Editor to function

properly.

1.

Using the process described above, enable the following property:
m Ccmee.jws.suppress-authorization-header

Set the property to True.

Click Save.
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3.2.2.3 Modify Application Property Files Manually

Prerequisite: Stop the application server. Modifications to properties files may impact
any applications running on the application server.

1. Edit the containerauth.properties filein WEB-INF/classes.

This file contains a list of header names that are specific to the Single Sign-On
server. This information represents the Response Headers Single Sign-On uses for
replies, and should be acquired from your organization's Single Sign-On
Administrators/ Architects.

If Single Sign-On responses do not provide the appropriate value for an email
header, a blank "" can be substituted instead of a true header value. Other fields
that are not supplied or populated by Single Sign-On should be left null.

(An asterisk <*> indicates a required field.)

= Configure the Header variables that should be mapped to the appropriate
Oracle Enterprise Repository user information:

Note: The values indicated below are examples only and must be
replaced with the appropriate Single Sign-On Response Header names
defined by your Single Sign-On system.

— enterprise.container.auth.username = <UID>
— enterprise.container.auth.firstname = <FIRST NAME>
— enterprise.container.auth.middlename = <MIDDLE_NAME>

— enterprise.container.auth.lastname = <LAST NAME>

— enterprise.container.auth.status = <STATUS>
— enterprise.container.auth.email = <MAIL>
— enterprise.container.auth.phone = <PHONE>
— enterprise.container.auth.roles = <ROLES>

— enterprise.container.auth.depts = <DEPARTMENTS>

— enterprise.container.auth.enable-synch-roles = true
— enterprise.container.auth.roles-single-header = true
— enterprise.container.auth.roles-delimiter = \u0020

— enterprise.container.auth.enable-synch-depts = true
— enterprise.container.auth.depts-single-header = true

— enterprise.container.auth.depts-delimiter = \u0020

Note: The last six properties listed above are utilized when role
and/or department synching is enabled, and more than one role or
department is supplied in a single header. These additional properties
can be disabled /ignored depending on the values supplied in the
boolean parameters enable-synch-roles and enable-synch-depts. The
delimiter field in this example uses the unicode space character;
however, unicode is not required for any other delimeter character.
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2. Most Single Sign-On web agent applications are deployed against an HTTP server
that is separate from the Application Server. In this scenario, an AJP type
connector (mod_jk/mod_jk2 for Apache HTTP Servers, mod_was_ap20_http for
IBM HTTP Server, etc.) will link the HTTP server to the application server.
Typically, the HT'TP server runs on a seperate machine for performance or
resource pooling reasons. In this scenario it is necessary to modify the
cmee.properties file to reflect the new name for your application, as outlined
below.

s Edit the cmee.properties file in WEB-INF/classes.
- Original Configuration (Tomcat with Coyote)

- cmee.server.paths.image=http\://tomcat . exam-
ple.com\:8080/flashline-web/images

- cmee.server.paths.jsp=http\://tomcat . exam-
ple.com\:8080/flashline

- cmee.server.paths.servlet=http\ : //tomcat . exam-
ple.com\:8080/flashline

- cmee.server.paths.jnlp-tool=http\ : //tomcat . exam-
ple.com\:8080/flashline-web/webstart

- cmee.server.paths.resource=http\ : //tomcat . exam-
ple.com\:8080/flashline-web

- cmee.enterprisetab.homepage=http\://tomcat . exam-
ple.com\:8080/flashline/custom/home. jsp

- cmee.assettab.asset-detail-page=http\ : //tomcat . exam-
ple.com\:8080/flashline/cmee/index.jsp

- New configuration (Apache HTTP with mod_jk2 to Tomcat)

- cmee.server.paths.image=http\ : //apache. exam-
ple.com/flashline-web/images

- cmee.server.paths.jsp=http\: //apache.example.com/flashline

- cmee.server.paths.servlet=http\ : / /apache. exam-
ple.com/flashline

-cmee.server.paths.jnlp-tool=http\ : / /apache . exampe.com/flashl
ine-web/webstart

- cmee.server.paths.resource=http\ : / /apache. exam-
ple.com/flashline-web

- cmee.enterprisetab.homepage=http\ : //apache . exam-
ple.com/flashline/custom/home. jsp

- cmee.assettab.asset-detail-page=http\ : //apache. exam-
ple.com/flashline/cmee/index. jsp

- In this example the new URL to connect to the Repository will be:
http://apache.example.com/flashline/index.jsp

3. Restart the Oracle Enterprise Repository application.

3.2.3 Advanced Options

The following options add functionality for assigning default roles, new user
creation/notification, syncing departments, and syncing roles:
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m  Section 3.2.3.1, "Creating/ Assigning Default Roles for New Users"
= Section 3.2.3.2, "Create New Users/Allow Unapproved Users"

»  Section 3.2.3.3, "Enable Unapproved /New User Login"

s Section 3.2.3.4, "New User Notification"

= Section 3.2.3.5, "Syncing Departments"

= Section 3.2.3.6, "Syncing Roles"

= Section 3.2.3.7, "Enable Debug Logging"

3.2.3.1 Creating/Assigning Default Roles for New Users

With Advanced RBAC:

1. Click Admin on the Oracle Enterprise Repository menu bar. The Oracle Enterprise
Repository Admin screen is displayed.

2. Click Roles.
3. Click Create New.
4. Enter Browse_Only in the name field.
s Check Automatically assign to new users
= Add any existing users who fit this profile.
5. Click Save.
6. Click role 1: Create/Submit.
7. Click Edit.
= Uncheck Automatically assign to new users.
8. Click Save.
9. Click the User role.
10. Click Edit.

= Uncheck Automatically assign to new users. (User is the default role and
automatically assigned to new users as shipped with the Oracle Enterprise
Repository.)

11. Click Save.

12. Click Custom Access Settings.

13. Click Create New.

14. Enter Browse_Only in the name field.
»  Check Automatically assign to all new assets.
s Locate Browse_Only in the list of roles.
n  Check View.

15. Click Save.

16. Click OK to apply to all assets.
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With Basic Access Settings:

1. Click Admin on the Oracle Enterprise Repository menu bar. The Oracle Enterprise
Repository Admin screen is displayed.

2. Click Roles.
3. Click Create New.
4. Enter Browse_Only in the name field.
s Check Automatically assign to new users
= Add any existing users who fit this profile.
5. Click the User role.
6. Click Edit.

= Uncheck Automatically assign to new users. (User is the default role and
automatically assigned to new users as shipped with Oracle Enterprise
Repository.)

7. Click Save.

3.2.3.2 Create New Users/Allow Unapproved Users

The Oracle Enterprise Repository Single Sign-On authentication integration will
automatically create new users within the Oracle Enterprise Repository database once
they are successfully authenticated. The specific access and permissions granted to
new users is determined by the configuration of the default New User Role(s), as
described in the previous section. Upon approval by the access administrator, new
users may be assigned to other roles with different access settings. However, if the
Single Sign-On integration is configured with role synchronization enabled, then the
user will be assigned the roles provided by Single Sign-On response headers.

3.2.3.3 Enable Unapproved/New User Login

When enabled, this option allows unapproved/new Oracle Enterprise Repository
users to access the application after Single Sign-On authentication. If disabled, new or
unapproved users cannot access Oracle Enterprise Repository. This feature is
particularly useful when a manual approval process is required before accessing the
application.

= Enable Unapproved User Login = true (file: enterprise.properties)

- enterprise.security.unapproveduser.allowlogin=true

3.2.3.4 New User Notification

When enabled, this property will notify the access adminstrator via email when a new
user account is added to Oracle Enterprise Repository via Single Sign-On.

= Enable New User Notification = true (file: cmee.properties)

— cmee.new.unapproved.users.notify=true

3.2.3.5 Syncing Departments

When enabled, this property will synchronize department names from Single Sign-On
response header values.

= Enable Department Syncing = true (file: containerauth.properties)
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— enterprise.container.auth.enable-synch-depts - Set to true if
known departments are to be synchronized with users, set to false otherwise.

= Enable Department Creation = true (file: containerauth.properties)*

- enterprise.container.auth.auto-create-missing-depts - Setto
true if user's departments are to be automatically created at login, set to false
otherwise.

Notes on Department Synchronization

The Single Sign-On integration will not create new departments. It will only link users
to departments that already exist within Oracle Enterprise Repository and have the
same name as that provided in the Single Sign-On response header value(s).

The Single Sign-On server may be configured to pass multiple headers of the same
name but different values for each department a user is assigned, or one header
containing all of the departments that a user is assigned.

s Configuration 1 - A multiple headers of the same name, with a different value in
each:

enterprise.container.auth.enable-synch-depts= true
enterprise.container.auth.depts-single-header= false
enterprise.container.auth.depts-delimiter= ""
enterprise.container.auth.depts= DEPT_HEADER_NAME
DEPT_HEADER_NAME=DEPTA
DEPT_HEADER_NAME=DEPTB
DEPT_HEADER_NAME=DEPTC
and NOT
DEPT_HEADER_NAME=DEPTA DEPTB DEPTC

= Configuration 2 - One header with multiple values seperated by a delimeter:
enterprise.container.auth.enable-synch-depts= true
enterprise.container.auth.depts-single-header= true
enterprise.container.auth.depts-delimiter= """
enterprise.container.auth.depts= DEPT_HEADER_NAME
DEPT_HEADER_NAME=DEPTA"DEPTB"DEPTC"
and NOT
DEPT_HEADER_NAME=DEPTA
DEPT_HEADER_NAME=DEPTB

DEPT_HEADER_NAME=DEPTC

3.2.3.6 Syncing Roles

When enabled, this property will synchronize role names from Single Sign-On
response header values.

= Enable Role Syncing = true (file: containerauth.properties)

— enterprise.container.auth.auto-create-missing-roles - Setto
true if unknown roles are to be auto-created, set it to false otherwise.

Configuring Oracle Enterprise Repository to use External Authentication Tooling 3-17



eTrust Single Sign-On

Notes on Role Synchronization

The Single Sign-On integration can create new roles. The integration will link users to
roles that previously exist within the Oracle Enterprise Repository and have the same
name as that provided in the Single Sign-On response header value(s). In addition to
linking to existing roles, the integration will also create roles found in the header
values that do not already exist within the Oracle Enterprise Repository. Roles created
in this way will have no rights assigned to them by default.

= Enable Missing Role Creation = true (file: containerauth.properties)
— enterprise.container.auth.auto-create-missing-roles = true

The Single Sign-On server may be configured to pass one header value for each role a
user is assigned.

s Configuration 1 - A multiple headers of the same name, with a different value in
each:

enterprise.container.auth.enable-synch-roles= true
enterprise.container.auth.roles-single-header= false
enterprise.container.auth.roles-delimiter= ""
enterprise.container.auth.roles= ROLE_HEADER_NAME
ROLE_HEADER_NAME=ROLEA
ROLE_HEADER_NAME=ROLEB
ROLE_HEADER_NAME=ROLEC
and NOT
DEPT_HEADER_NAME=ROLEA ROLEB ROLEC

= Configuration 2 - One header with multiple values seperated by a delimeter:
enterprise.container.auth.enable-synch-roles= true
enterprise.container.auth.roles-single-header= true
enterprise.container.auth.roles-delimiter= """
enterprise.container.auth.roles= ROLE_HEADER_NAME
DEPT_HEADER_NAME=ROLEA“ROLEB"ROLEC"
and NOT
ROLE_HEADER_NAME=ROLEA
ROLE_HEADER_NAME=ROLEB

ROLE_HEADER_NAME=ROLEC

3.2.3.7 Enable Debug Logging
Enable debug logging by appending the following line in the log4fl.properties file:

log4j.category.com.flashline.enterprise.authentication.client.LoginContext=debug,
cmeeLog

3.2.3.8 Known Issues
This section contains the known issues with eTrust Single Sign-On.
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3.3 Container Managed Setup

This section describes how to use Container Managed setup to authenticate the users
in Oracle Enterprise Repository.

This section contains the following topics:
s Section 3.3.1, "Overview"
= Section 3.3.2, "Configure the Container to Support Realm Authentication”

= Section 3.3.3, "Configure Oracle Enterprise Repository for Container Managed
Authentication”

= Section 3.3.4, "Modify the Web Application's Web.xml File to Allow for Container
Authentication”

3.3.1 Overview

The container is configured appropriately with a Realm or Authenticator back-end
prior to enabling the values within the Oracle Enterprise Repository application.

3.3.2 Configure the Container to Support Realm Authentication

Please refer to your application server configuration documentation to define a
security realm. A sample realm configuration for Tomcat is mentioned below:

An example realm configuration for Tomcat 5.5.x is mentioned below. This realm
definition is included within the SCATALINA_HOME/conf/server.xml file.

Note: Only one realm can be active within the SCATALINA_
HOME/conf/server.xml file at a time.

<Realm className="org.apache.catalina.realm.JNDIRealm"
debug="99"
connectionURL="1dap://1ldapl.example.com:389"
alternateURL="1dap://ldap2.example.com: 636"
contextFactory="com.sun.jndi.ldap.LdapCtxFactory"
authentication="simple"
referrals="follow"
userBase="0U=people, DC=example, DC=com"
userSubtree="true"
userSearch="(uid={0})"
userRoleName="employeeType"
roleBase="ou=groups, DC=example, DC=com"
roleName="cn"
roleSearch=" (uniqueMember={0})"
roleSubtree="true"/>

If you would want to use the UserDatabaseRealm defined within Tomcat, which is
enabled by default, then you can set the contents of your CATALINA_
HOME/conf/tomcat-users.xml file as follows:

<?xml version='1.0"' encoding='utf-8'?>
<tomcat-users>
<role rolename="user"/>
<role rolename="gystemAdministrator"/>
<role rolename="bogus"/>
<role rolename="aler_user"/>
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<role rolename="admin"/>

<user username="user" password="user" roles="aler_user,user"/> <!--
Positive Test case -->

<user username="ul" password="ul" roles="user"/> <!-- Negative Test Case

<user username="container" password="container" roles="aler_user,user"/>
<user username="bogus" password="bogus" roles="bogus"/>
<user username="admin" password="admincontainer" roles="aler
_user,user,admin" />
</tomcat-users>

3.3.3 Configure Oracle Enterprise Repository for Container Managed Authentication

You can configure the Oracle Enterprise Repository for container managed
authentication with the Access Administrator rights. This procedure is performed on
the Oracle Enterprise Repository Admin screen.

1. Enter container login module in the System Settings Search text box. The
Containter Login Module section is displayed in the Enterprise Authentication
group of system settings, as shown in Figure 3-5.

2. Modify the following properties as indicated:
= Container Login Module Class Name

— Enter
com.flashline.enterprise.authentication.server.loginmod
ule.ContainerLogin in the text box.

s Container Login Module Display Name

— Enter Container Login Module in the text box.
= Container Login Module

—  Set the property to True.
= Enable the Container Managed Authentication Feature

— Setthe enterprise.authentication.container.enabled to
True.

= Enable Role Synchronization from the User's Security Principle

— Set the
enterprise.authentication.container.synchroles.enabled
to True.

Note: When using Container Managed Authentication with BPM
Harvester, the Exchange Utility, or any other REX operation, this
property must be set to false. With this property set to false, user
accounts will need to be created manually and have roles assigned to
them by someone with at least accessAdministrator-level permissions.

3. Click Save.

4. Enter cookie login module in the System Settings Search text box. The Cookie
Login Settings section opens in the Enterprise Authentication group of system
settings.

5. Set the Cookie Login Module property to False.
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Click Save.

Enter plug-in login in the System Settings Search text box. The Plugin Login
Settings section opens in the Enterprise Authentication group of system settings.

Enter false in the Plug-in Login Module text box.
Click Save.

3.3.4 Modify the Web Application's Web.xml File to Allow for Container Authentication

1.

Stop the Oracle Enterprise Repository application or the application server that it
runs within.

Modify the Oracle Enterprise Repository web . xm1 file:

= Add the following security constraint contents to the end of the file.

Note: This configuration will need to be modified to fit your
authentication requirements. This example uses BASIC authentication,
which may not be appropriate for your environment.

<!-- Define a security constraint on this application -->
<security-constraint>
<web-resource-collection>
<web-resource-name>Entire Application</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>GET</http-method>
<http-method>PUT</http-method>
<http-method>POST</http-method>
<http-method>DELETE</http-method>
</web-resource-collection>
<auth-constraint>
<description>These roles have access to the Oracle Enterprise
Repository</description>
<role-name>user</role-name>
</auth-constraint>
</security-constraint>
<security-constraint>
<web-resource-collection>
<web-resource-name>Secure Web Service</web-resource-name>
<url-pattern>/services/FlashlineRegistry</url-pattern>
</web-resource-collection>
</security-constraint>
<!-- Define the login configuration for this application -->
<login-config>
<auth-method>BASIC</auth-method>
<realm-name>Oracle Enterprise Repository</realm-name>
</login-config>
<security-role>
<role-name>user</role-name>
<role-name>admin</role-name>
<role-name>accessAdministrator</role-name>
<role-name>advancedSubmitter</role-name>
<role-name>businessAnalyst</role-name>
<role-name>projectAdministrator</role-name>
<role-name>projectArchitect</role-name>
<role-name>registrar</role-name>
<role-name>registrarAdministrator</role-name>
<role-name>systemAdministrator</role-name>
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</security-role>

3. Start / Restart the Oracle Enterprise Repository application.
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Configuring Advanced Role-based Access

Control

This chapter provides an overview to advanced role-based access control and
describes the various concepts in role-based access control.

This chapter contains the following sections:

4.1 Overview

Section 4.1, "Overview"

Section 4.2, "Security Considerations"

Section 4.3, "Basic Concepts"

Section 4.4, "Access Definitions"

Section 4.5, "Process Overview"

Section 4.6, "Granting and Denying Permissions"

Section 4.7, "Configuring Access Settings for Existing Roles"

Section 4.8, "Role-based Access Control Use Cases"

Advanced Role-based Access Control, if enabled, allows organizations to limit access
to and visibility of Oracle Enterprise Repository content by role at the asset and file
level. This is accomplished by applying custom access settings to assets and/or files in
order to limit their accessibility to particular communities of interest.

This foundational capability can be applied to a wide range of organizational
initiatives:

Exposing Web Services to customers and trading partners.

Limiting the amount of intellectual property that is available to outsourced
development teams and managing export control.

Establishing a Federated Repository that allows everyone to view and access
enterprise assets, but limits domain-specific information to relevant domains.

Managing actions available to users, such as submitting, accepting, and registering
assets.

Limiting visibility of assets under development and retired assets.
Limiting access to source code files to asset production teams.

Granting browse-only Oracle Enterprise Repository access to selected groups.
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4.2 Security Considerations

Role-based Access Control (RBAC) allows Oracle Enterprise Repository to track asset
usage and production on a by-user basis, and personalizes the presentation of assets,
limiting visibility to designated content in Oracle Enterprise Repository. However,
Role-based Access Control is not intended to provide security for asset metadata, nor
is it intended to supplement the security of underlying asset repositories.

Oracle Enterprise Repository's access settings provide no additional security for
otherwise unsecured assets or data. For maximum security, asset metadata should be
managed in a manner that prevents direct access to the metadata in an unsecured
database. Confidential information should be embedded in the asset downloadable
payload, or attached as documentation files and hosted in a secure repository.

Caution: If you choose to circumvent an authentication and
permission challenge from the underlying asset repository, you do so
at your own risk.

The following actions also have security implications:

s Configuring SCM systems for access via a single Oracle Enterprise Repository user
account

= Allowing system access by unapproved users

Any of these actions has the potential to open the contents of the repository to anyone
with network access to Oracle Enterprise Repository.

4.2.1 Access Settings and the Asset Editor

Depending on the specific Access Settings in use, users with access to the Asset Editor
may be able to see relationships to assets that are otherwise invisible to them in Oracle
Enterprise Repository. In this situation, the name of the hidden asset is visible, as is the
detail of the relationship between that asset and an asset to which the users have
access. No other information on the hidden asset is visible in the Asset Editor. In this
situation, it is possible to delete the relationship between the visible and the hidden
asset. However, given that the invisible asset is inaccessible to the users in question,
the relationship cannot be restored.

4.2.2 Enabling Custom Access Settings

For Oracle Enterprise Repository users, Custom Access Settings are normally already
enabled and configured properly upon installation. If not, three properties must be
configured in order to enable Custom Access Settings.

1. Click System Settings in the sidebar on the Oracle Enterprise Repository Admin
page. The System Settings section opens in the main pane.

2. Enter cmee.customaccesssettings.enabled inthe Enable New System
Setting text box.

3. (Click the Enable button. Custom Access Settings is displayed in the Advanced
Role Based Access Control group in the Functional Settings section, as shown in
Figure 4-1.
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Figure 4-1 Functional Settings

Functional Settings

Advanced Role Based Access Control

Custom Access Settings & True O false
SmITATORTings #7a0163 £ sbier povanced custom scoms sTngs

4. Repeat the process to enable each of the following properties:
m cCcmee.customaccesssettings.file
n cmee.customaccesssettings.asset

Once enabled, all three CAS system settings will appear in the Advanced Role
Based Access Control group in the Functional Settings section. (Disabling any of
the properties turns the feature off.)

Note: If these Access Settings are not displayed in the System
Settings: Access list, contact your System Administrator or Oracle
Enterprise Repository Customer Support.

5. Ensure each of the settings is set to True.

6. When finished, click Save. Custom Access Settings now is displayed in the sidebar
in the Admin screen, as shown in Figure 4-2.

Figure 4-2 Custom Access Settings

4.3 Basic Concepts

4.3.1 Roles

This section describes the basic concepts of Role-based Access Control. This section
describes the following topics:

s Section 4.3.1, "Roles"

m  Section 4.3.2, "Access Settings"

Within the context of Oracle Enterprise Repository, a role is defined by a specific
combination of functions and responsibilities. Any given individual may have
multiple roles. Access to specific assets or collections of assets, and to various Oracle

Enterprise Repository features, is determined by the configuration of Access Settings
for each role.
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4.3.2 Access Settings

Access settings identify the functions and responsibilities that can be performed by a

role

. Oracle Enterprise Repository access settings fall into two categories:

Basic Access Settings (BAS) determine the access to all assets in Oracle Enterprise
Repository, and to specific tools, such as the Asset Editor. Basic Access Settings
determine each user's rights to general functionality across the system. For
example, a user with View permission can view all of the assets in Oracle
Enterprise Repository. A user with Use and Download can download all files for
all assets in Oracle Enterprise Repository.

Custom Access Settings (CAS), if enabled, give users permission to access specific
assets and files in Oracle Enterprise Repository. For example, Custom Access
Settings can give a user the ability to view a specific group of assets, edit specific
assets, view specific files within a particular set of assets, and so on.

All sites have Basic Access Settings enabled. Depending on your repository
configuration, Custom Access Settings may be enabled.

4.4 Access Definitions

This section describes the various definitions used in Oracle Enterprise Repository.
This section contains the following topics:

"Assets"
"Access"
"Policies"
"Projects"
"Reports"

"System Administration”

Assets

Tools regulated: Asset tab, Asset Editor, Type Manager (if enabled in your
configuration of the repository).

Permission Description BAS CAS
View Access to the Asset Detail. X X
Use Displays the Use/Download button in the Asset Detail. X X
Download Access to file links after clicking an asset's Use/Download X X
button.
Review Access to Review function in the Asset Detail. X X
Notify Notify subscribers about assets via ad-hoc email. X X
Edit Access to the Asset Editor. X X
Accept Displays the Accept button in the Asset Editor. X X
Approve Tabs Displays the Approve button at the bottom of each tabin X X
the Asset Editor.
Register Ability to register assets via the Asset Editor. X X
Edit Access Settings ~ (CAS only) Provides the user with the ability to change X

CAS permissions on all assets.
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Permission Description BAS CAS
Create/Submit Ability to submit assets via the Oracle Enterprise X
Repository Assets screen, create new assets via the Asset
Editor.
Launch Asset Editor  Access to the Asset Editor. X
Edit Artifact Stores  Ability to create and edit artifact stores via the Asset X
Editor.
Edit Asset Types Ability to configure Type metadata using the Type X

Manager. Requires Asset Editor permission.

Access

Features regulated: Admin screen: Users, Sessions, Roles, Departments, File Stores,
Basic Access Settings, Custom Access Settings (if enabled in your configuration of the
repository).

Permission Description BAS CAS
View View entries in the sections noted above. X
Edit Edit entries in the sections noted above. X
Create Create users, roles, departments, file stores, and custom X

access settings.
Delete Delete sessions, roles, and custom access settings. X
Policies

Tools regulated: Policies screen (if enabled in your configuration of the repository).

Permission Description BAS CAS
Apply Policy Allows user to apply a policy to other assets. X
Projects

Feature regulated: Projects screen (if enabled in your configuration of the repository).

Permission Description BAS CAS
View View projects on the Projects screen. X
Edit Edit projects on the Projects screen. X
Create Create projects on the Projects screen. X
Apply Template Apply compliance templates to projects from the Asset X

Detail or the Asset Editor.

Reports
Feature regulated: Reports screen (if enabled in your configuration of the repository).

Permission Description BAS CAS

View Viewing reports. X

System Administration
Features regulated: Admin screen: System Settings, Email Templates.
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Permission Description BAS CAS

Edit Ability to edit general, security, authentication, and file X
store settings.

Enable Ability to enable new general, security, authentication, and X
file store settings.

Note: When using BAS or CAS, the following global permissions
must be maintained in BAS to grant global feature permissions and
functions

s Create/Submit
s Launch Asset Editor
s Edit Artifact Store

= Edit Types

4.5 Process Overview

A few simple steps allow your organization to establish a variety of security models:
= Set up roles

= Assign users to roles

= Grant permissions to roles using BAS and CAS

= Assign CAS to assets or files

Figure 4-3 describes the process overview.

Figure 4-3 Process Overview
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4.6 Granting and Denying Permissions

Individual users typically hold multiple Oracle Enterprise Repository Roles. For
example, an individual may have both User and Registrar roles. In this case, the
Registrar has permissions that are not granted to User. Similarly, an outsourced
development user may have both User and Outsourced Development roles. The User
role might grant access to all assets in the repository, while the Outsourced
Development role denies access to any assets that have sensitive information.

When determining how to assign specific permissions to a particular Oracle Enterprise
Repository user, keep in mind that permission status is divided into three levels:

= Granted

The permission is explicitly granted.
= Not Granted

The permission is not explicitly granted nor denied.
= Denied

The permission is explicitly denied.

In multiple role situations, Oracle Enterprise Repository recognizes the Most
Restrictive Access, that is, Denied supersedes Granted in the permission status
settings. Any permission specifically Denied to a role to which a user is assigned is
also denied to that user in any other role.

This section contains the following topics:
= Section 4.6.1, "Grant/Deny Access to Specific Assets"
= Section 4.6.2, "Grant/Deny Access to Specific Download Files Within an Asset"

4.6.1 Grant/Deny Access to Specific Assets

If Advanced Role Based Access Control is enabled in your configuration, then you can
use Custom Access Settings to grant or deny permission to access individual assets
and files. In order to create any Asset CAS, you must be assigned both the Access
Administrator role and the following (BAS) permissions:

= Launch Asset Editor
»  Edit Access Settings

Access to the Asset Editor and permission to edit assets is required in order to make
changes to existing access settings. Oracle Enterprise Repository safeguards eliminate
the possibility of locking yourself out of an asset after editing the asset's access settings
(it is impossible to save such changes to the asset). However, changes to your role
settings may restrict access to certain assets. Exercise caution when editing role
settings.

4.6.1.1 Prerequisites
= Verify that all targeted users exist in Oracle Enterprise Repository.

= Assign global BAS permissions to each user (i.e. Create/Submit Assets, Launch
Asset Editor).

If no existing role encompasses the appropriate users, one must be created. This
procedure is performed on the Oracle Enterprise Repository Admin page.
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1. Click Roles in the left sidebar. The Roles section is displayed, as shown in
Figure 4-4.

Figure 4-4 Roles Section
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2. Click Create New. The Create New Role dialog is displayed, as shown in
Figure 4-5.

Figure 4-5 Create New Role Dialog
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3. Enter the appropriate information in the Name and Description fields.

4. Click Save.

4.6.1.2 Create the Asset CAS

This procedure is performed on the Oracle Enterprise Repository Admin page.

1. Click Roles in the left sidebar. A list of available Roles is displayed in the main
pane, as shown in Figure 4-6.
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Figure 4-6 List of Roles
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2. From the list, select the role to be edited. The role detail is displayed in the bottom

frame of the main pane.

3. Click the Edit button in the role detail. The Edit Role dialog is displayed, as shown

in Figure 4-7.

Figure 4-7 Edit Role Dialog
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4. Click the Edit Users button in the Users section of the Edit Role dialog. The Add

Users dialog is displayed, as shown in Figure 4-8.

Figure 4-8 Search / Filter Users and Access Settings
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5. Use Search or click List All to populate the Available Users column.

6. Use the << and >> buttons to move users from the Available Users to the Selected

Users column.
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7. When finished, click OK. The Add Users dialog closes, and the selected users are
listed in the Users section of the Edit Role dialog.

8. Click OK. The Edit Role dialog closes.
9. Click Custom Access Settings in the sidebar on the Admin screen. The Custom

Access Settings section is displayed, as shown in Figure 4-9.

Figure 4-9 Custom Access Settings Section
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10. Click Create New. The Create New Custom Access Setting dialog is displayed, as
shown in Figure 4-10.

Figure 4-10 Create New Custom Access Setting Dialog
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11. Enter text as appropriate in the Name and Description text boxes.
12. Select Asset in the Type list.

13. Use the options in the Set Permissions section to assign relevant permissions to the
appropriate roles.

= A single click grants permission, as shown in Figure 4-11.

Figure 4-11 Right Mark

= A second click denies permission, as shown in Figure 4-12.
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Figure 4-12 Cross Mark

» A third click clears the option (permission Not Granted):

Figure 4-13 Blank

14. When finished, click Save. The Create New Custom Access Setting dialog is
displayed.

15. Click Assets in the Oracle Enterprise Repository menu bar.

16. Click Edit/ Manage Assets. The Asset Editor is displayed, as shown in
Figure 4-14.

Figure 4-14 Asset Editor Window
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17. Locate and open (or create, if necessary) the asset to which the new Custom Access
Settings will be applied.

18. Click the asset's Administration tab, as shown in Figure 4-15.

Figure 4-15 Administration Tab
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19. Use the << and >> buttons as necessary to move the new CAS from the Available
to the Selected column.

20. Test the CAS by checking user permissions within and without the use case. Click
the View Access button to confirm user access.

4.6.2 Grant/Deny Access to Specific Download Files Within an Asset

In order to create this or any File CAS you must be assigned the Access Administrator
role and the following (BAS) permissions:
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s Launch Asset Editor

s Edit Access Settings

4.6.2.1 Prerequisites
=  Verify that all targeted users exist in Oracle Enterprise Repository.

= Assign global BAS permissions to each user (i.e. Create/Submit Assets, Launch
Asset Editor) to allow them to submit and edit assets.

If no existing role encompasses the appropriate users, one must be created. This
procedure is performed in the Oracle Enterprise Repository Admin screen.

1. Click Roles.
2. C(lick Create New.

3. Supply the appropriate information in the Name and Description fields in the
Create New User window.

4. C(Click Save.

4.6.2.2 Create the File CAS

This procedure is performed in the Oracle Enterprise Repository Admin screen.
1. Click Roles.

2. Using the Edit User button in the Edit Role screen, add the appropriate users to
the new role.

3. When finished, click Save.

4. Click Admin in the Oracle Enterprise Repository's menu bar.

o

Click Custom Access Settings in the sidebar on the Admin screen. The Custom
Access Settings section is displayed.

Click Create New. The Create New Custom Access Setting dialog is displayed.
Enter text as appropriate in the Name and Description text boxes.

Select File in the Type list.

© ® N o

In the Set Permissions section, select the appropriate role(s) and assign the
Download permission for this CAS.

10. Click Save.
11. Click Assets in the Oracle Enterprise Repository menu bar.
12. Click Edit/ Manage Assets. The Asset Editor screen is displayed.

13. Locate and open (or create, if necessary) the asset to which the new Custom Access
Settings will be applied.

14. Locate the asset's File Information metadata element.
15. Select the targeted file.
16. Click the Edit button.

17. In the Custom Access Settings section of the Edit window, carefully select ONLY
the new File CAS. If the targeted file does not exist, add a new file, and (in the
Custom Access Settings section) select the new File CAS.

18. Click the asset's Administration tab.
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19. Test the CAS by checking user permissions within and without the use case. Click
the View Access button on the asset to confirm user access.

Several of the most common security use case scenarios are outlined in the sections
below. Before implementing one of the new security models, however, it is necessary
to configure the existing roles in your system to support Custom Access Settings.

4.7 Configuring Access Settings for Existing Roles

Oracle Enterprise Repository ships with several default roles, as defined below. When
configuring Oracle Enterprise Repository for Custom Access Settings, these roles must
be re-established using a combination of Basic and Custom Access Settings in order to
insure that Custom Access Settings do not disrupt existing user access privileges.

4.7.1 User Roles and Default Privileges

User

Anyone with an Oracle Enterprise Repository user name and password. This role can
be assigned as the default role for any new users at the time the user account is
created. All Oracle Enterprise Repository users can:

= View news on the home page about the host company's initiatives
s Locate, evaluate, and use assets

= View projects (if enabled)

= Generate reports (if enabled)

= Submit assets to the registrar

Access Administrator

The Access Administrator creates all Oracle Enterprise Repository user accounts and
assigns permissions. The Access Administrator must be familiar with the functions
available on the Oracle Enterprise Repository Admin screen. Typically, Access
Administrators can:

»  Create, view, and edit users and permissions

= Generate reports (if enabled)

Advanced Submitter

The Advanced Submitter role is typically assigned to asset builders and harvesters.
Asset builders focus on building the asset content base in response to organizational
asset needs and the needs of individual projects. Harvesters study
post-implementation projects for asset reuse potential. Typically, advanced submitters
can:

m Locate, evaluate, and use assets

= View projects that are associated with assets (if enabled)
= Generate reports (if enabled)

= Submit assets to the registrar

= Edit asset metadata prior to asset registration
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Registrar

The Registrar is responsible for asset acceptance or rejection and registration. There
may be more than one person functioning as a repository registrar, depending on the
functions addressed. Typically, registrars can:

m  Locate, evaluate, and use assets

= View projects that are associated with assets
= Generate reports (if enabled)

= Submit assets to the registrar

= Edit asset metadata prior to asset registration
= Accept assets for the registration process

= Approve Asset Editor tabs

= Register assets

»  Edit access settings

Registrar Administrator

The Registrar Administrator establishes and manages asset, compliance template, and
policy types within Oracle Enterprise Repository using the Type Manager, if enabled
in your configuration of the repository. Typically, Registrar Administrators can:

s Locate, evaluate, and use assets

= View projects that are associated with assets (if enabled)
»  Generate reports (if enabled)

= Submit assets to the registrar

= Edit asset metadata prior to asset registration
»  Accept assets for the registration process

= Approve Asset Editor tabs

= Register assets

= Edit access settings

» Edit Artifact Stores

= Edit Types (if enabled)

Project Administrator

If more than one default project is enabled in your configuration of the repository, then
Oracle Enterprise Repository tracks asset use at the project level in order to maintain a
history for maintenance purposes. Project Administrators create projects and assign
users to projects using the Oracle Enterprise Repository Projects screen (visible only to
users with appropriate permissions). Project Administrators also close projects and
indicate which assets were deployed. Typically, Project Administrators can:

»  Create, edit, and view projects (if enabled)

= Generate reports (if enabled)
System Administrator

The System Administrator configures Oracle Enterprise Repository for use. The
System Administrator typically can:
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= Enable and edit system settings

= Generate reports (if enabled)

4.7.2 Access Options

Two options are available for configuring access settings for existing roles, as follows.
If Advanced Role Based Access Control is enabled, then access to individual assets and
files can be controlled using Custom Access Settings.

= Option1- Access to Assets

Grant or deny access to assets. This option is beneficial to organizations that want
to use Custom Access Settings to expose a subset of assets to developers within a
specific domain, to customers or trading partners, to outsourced developers, etc.

Use Option 1 to:
- Expose web services to customers and trading partners

— Limit the exposure of intellectual property to outsourced development teams;
manage assets that are subject to export controls

— Establish a Federated Repository that allows everyone to view and access
enterprise assets, but limits domain specific information to users representing
relevant domains

- Manage the asset life cycle by providing limited access to assets under
development

- Restrict certain groups to browse-only access to the repository
= Option 2 - File Access

Grant or deny access to download files/payloads within an asset. This option is
beneficial to organizations that use Custom Access Settings to support black box
reuse. For example, developers may have access to compiled code, while asset
producers and maintainers may have access to both source code and compiled
code.

Use Option 2 to:
— Limit access to source code files to asset production and maintenance teams

The setup process is different for each option. It is easiest to start by granting or
denying access to assets (Option 1), and adding file access permissions at a later time,
if necessary.

Note: Under certain access settings, asset files that are hidden from a
particular user's view during the download process will be visible and
accessible to that same user when using the Asset Editor. In order to
totally restrict that user's view of the files it is necessary to also block
the user's ability to view the asset in the Asset Editor.

4.7.2.1 Option I: Grant or deny access to specific assets using CAS

Step 1 -- Re-establish default roles using Custom Access Settings.
1. Create a CAS for assets called Basic_Default_Assets.

2. Add the following roles and associated permissions to the CAS:
= Role: User
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s Permission: View, Use, Download, Review

= Role: Advanced Submitter

s Permission: View, Use, Download, Review, Edit
= Role: Registrar

s Permission: View, Use, Download, Review, Edit, Accept, Approve Tabs,
Register, Edit Access Settings

Note: Under this configuration, Registrars can view and change
Access Settings for all assets. To restrict this privilege, leave the Edit
Access Settings option blank for the Registrar role.

= Role: Registrar Administrator

s Permission: View, Use, Download, Review, Edit, Accept, Approve Tabs,
Register, Edit Access Settings

3. Select Automatically apply to all new assets at the top of the screen.
4. Click Save.

5. Click Yes when the Apply this new setting to all existing assets dialog is
displayed. Figure 4-16 illustrates the resulting Custom Access Setting.

Figure 4-16 Custom Access Seftting Screen
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Step 2 -- Enable access to Oracle Enterprise Repository Tools

1. Create the following new Roles: (include the numbers preceding the role to keep
them together in the role list)

s 1: Create/Submit
»  2:Launch Asset Editor
= 3: Edit Artifact Stores
= 4: Edit Types
2. Edit current BAS settings to reflect the following:
= Role: 1: Create/Submit
»  Permission: Create/Submit

s Role: 2: Launch Asset Editor
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»  Permission: Launch Asset Editor
= Role: 3: Edit Artifact Stores

»  Permission: Edit Artifact Stores
= Role: 4: Edit Types

= Permission: Edit Types

Remove existing BAS permissions for assets so that CAS becomes the default
permission set for all assets in Oracle Enterprise Repository.

Note: In order to retain global tool permissions through BAS, each
user must be assigned to one of the new functional roles for each of
the four previously designated functional or tool permissions, as
illustrated below.

Step 3 -- Tie new roles to existing users based on existing roles

1. Edit each role and place all users who should have the ability to create/submit
assets, launch the asset editor, edit artifact stores, and/or edit types, respectively,
into each of the four roles.

= Assistance Note: The following table lists the default permissions for Oracle
Enterprise Repository's default roles:

Role Permissions

User Create/Submit
Advanced Submitter Create/Submit, Launch Asset Editor

Registrar Create/Submit, Launch Asset Editor
Registrar Create/Submit, Launch Asset Editor,
Administrator Edit Artifact Stores, Edit Types

Example 4-1 Sample Example

Larry was previously assigned the default role User which includes the default
permissions. In order to retain his existing permissions under the new settings he must
be reassigned to User and also assigned to the new 1: Create/Submit role.

Similarly, in order to retain the default permissions attached to his previously assigned
Registrar role, Daryl must be reassigned to Registrar and also assigned to 1:
Create/Submit and 2: Launch Asset Editor. It is also possible to add users to a role, as
opposed to adding roles to users. If the default permissions for the Oracle Enterprise
Repository roles are unchanged, each role can be edited to add all of the applicable
users at once.

Step 4 -- Validate the changes
1. Create five users, and assign each to one of the following role combinations:

s User, 1: Create/Submit
s Advanced Submitter, 1: Create/Submit, 2: Launch Asset Editor
= Registrar, 1: Create/Submit, 2: Launch Asset Editor

s Registrar Administrator, 1: Create/Submit, 2: Launch Asset Editor, 3: Edit
Artifact Stores, 4: Edit Types
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s Project Administrator.
2. Verify that each user assigned to each role listed above can see the following items:
= User

— Can see the Assets, Projects, My Stuff, and Reports links on the Oracle
Enterprise Repository menu bar.

— The Submit an Asset link is visible on the Assets screen. (The Edit /
Manage Assets link should not be visible.)

— Alist of assets is visible after clicking the Search button on the Asset
screen. The Subscribe and Use/Download buttons should be visible in
each asset. (The Edit button should not be visible.) The User should also
be able to post reviews.

- After clicking the Use/Download button on an asset that includes
downloadabile files, the User should be able to download the files.

s Advanced Submitter

— Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

— Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

— Alist of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Advanced Submitter should also be able to post
reviews.

- After clicking the Use/Download button on an asset that includes
downloadable files, the Advanced Submitter should be able to download
the files.

- Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verity:
— The Approve button at the bottom of each Asset Editor tab is inactive.

— The Register button on the Administration tab in the Asset Editor is
inactive.

= Registrar

— Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

— Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

— Alist of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar should also be able to post reviews.

- After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

- Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verity:
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— The Approve button at the bottom of each Asset Editor tab is inactive.

— The Register button on the Administration tab in the Asset Editor is
inactive.

— In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

— The Registrar can change an asset's access setting (if enabled in CAS).
= Registrar Administrator

— Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

— Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

— Alist of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar Administrator should also be able to post
reviews.

- After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

- Canclick the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verity:
— The Approve button at the bottom of each Asset Editor tab is inactive.

— The Register button on the Administration tab in the Asset Editor is
inactive.

- In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

— The Registrar Administrator can change an asset's access setting (if
enabled in CAS).

—  The Actions menu of the Asset Editor should include Configure Artifact
Stores and Manage Asset Types.

s Project Administrator

— Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Verity:

— The Submit an Asset and Edit / Manage Assets links are NOT visible on
the Assets screen.

— No search results appear after clicking the Search button.

4.7.2.2 Option II: Grant or deny access to specific files and assets using CAS

Create custom access settings that determine user access to assets, as well as to specific
files within an asset.

Step 1 -- Enable all three CAS settings under System Settings
You must enable all the three CAS settings under the System Settings pane.
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Step 2 -- Allow all roles that currently access the download files for all assets to
get the same functionality through a File CAS

1. Create a CAS for files called Basic_Default_Files.

2. Add the following roles, each with download privileges:

User
Advanced Submitter
Registrar

Registrar Administrator

3. Select Automatically apply to all new files.

4. Click Yes when the Apply this new setting to all existing files? dialog is displayed.

Step 3 -- Allow all roles that currently access all assets to get the same
functionality through an Asset CAS

1. Create a CAS for assets called Basic_Default_Assets. Add the following roles and
associated permissions:

Role: User

Permissions: View, Use, Review
Role: Advanced Submitter
Permissions: View, Use, Review, Edit
Role: Registrar

Permissions: View, Use, Review, Edit, Accept, Approve Tabs, Register, Edit
Access Settings

Role: Registrar Administrator

Permissions: View, Use, Review, Edit, Accept, Approve Tabs, Register, Edit
Access Settings

2. Select Automatically apply to all new assets at the top of the screen.

3. Click Yes when the Apply this new setting to all existing assets? dialog is
displayed.

Step 4 -- Remove existing BAS permissions for assets

CAS becomes the default set of permissions for all assets in Oracle Enterprise
Repository.

Note: In order to retain global tool permissions through BAS, each
user must be assigned to one of the new functional roles for each of
the four previously designated functional or tool permissions, as
illustrated in Figure 4-17.
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Figure 4-17 Custom Access Setting
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1. Create four new Roles with the following names: (include the numbers preceding
the role to keep them together in the role list)

= 1: Create/Submit
= 2: Launch Asset Editor
= 3: Edit Artifact Stores
= 4: Edit Types
2. Edit current BAS settings to reflect the following:
= Role: 1: Create/Submit
= Permission: Create/Submit
= Role: 2: Launch Asset Editor
»  Permission: Launch Asset Editor
= Role: 3: Edit Artifact Stores
»  Permission: Edit Artifact Stores
= Role: 4: Edit Types
s Permission: Edit Types

Step 5 -- Tie new roles to existing users based on existing roles

1. Edit each role and place all users who should have the ability to create/submit
assets, launch the asset editor, edit artifact stores, and/or Edit Types, respectively,
into each of the four roles.

The following table lists the default permissions for Oracle Enterprise Repository's
default roles:

Role Permissions

User Create/Submit

Advanced Submitter Create/Submit, Launch Asset Editor

Registrar Create/Submit, Launch Asset Editor
Registrar Create/Submit, Launch Asset Editor,
Administrator Edit Artifact Stores, Edit Types
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Example 4-2 Sample Example

Daryl was previously assigned the default role User, which includes the default
permissions. In order to retain his existing permissions under the new settings he must
be reassigned to User and also assigned to the new 1: Create/Submit role.

Similarly, in order to retain the default permissions attached to his previously assigned
Registrar role, Larry must be reassigned to Registrar and also assigned to 1:
Create/Submit and 2: Launch Asset Editor.

It is also possible to add users to a role, as opposed to adding roles to users. If the
default permissions for the Oracle Enterprise Repository roles are unchanged, each
role can be edited to add all of the applicable users at once.

Step 6 -- Validate the changes
1. Create five users, and assign each to one of the following role combinations:

User, 1: Create/Submit

Advanced Submitter, 1: Create/Submit, 2: Launch Asset Editor

Registrar, 1: Create/Submit, 2: Launch Asset Editor

Registrar Administrator, 1: Create/Submit, 2: Launch Asset Editor, 3: Edit
Artifact Stores, 4: Edit Types

Project Administrator

2. Verify that each user assigned to each role listed above can see the following items:

User

Can see the Assets, Projects, My Stuff, and Reports links on the Oracle
Enterprise Repository menu bar.

The Submit an Asset link is visible on the Assets screen. (The Edit /
Manage Assets link should not be visible.)

A list of assets is visible after clicking the Search button on the Asset
screen. The Subscribe and Use/Download buttons should be visible in
each asset. (The Edit button should not be visible.) The User should also
be able to post reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the User should be able to download the files.

Advanced Submitter

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Advanced Submitter should also be able to post
reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Advanced Submitter should be able to download
the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.
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Verity

The Approve button at the bottom of each Asset Editor tab is inactive.

The Register button on the Administration tab in the Asset Editor is
inactive.

Registrar

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar should also be able to post reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verify

The Approve button at the bottom of each Asset Editor tab is active.
The Register button on the Administration tab in the Asset Editor is active.

In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

The Registrar can change an asset's access setting (if enabled in CAS).

Registrar Administrator

Can see the Assets, My Stuff, and Reports links on the Oracle Enterprise
Repository menu bar.

Both the Submit an Asset and Edit / Manage Assets links are visible on
the Assets screen.

A list of assets is visible after clicking the Search button on the Assets
screen. The Subscribe, Use/Download, and Edit buttons should be visible
in each asset. The Registrar Administrator should also be able to post
reviews.

After clicking the Use/Download button on an asset that includes
downloadable files, the Registrar should be able to download the files.

Can click the Edit / Manage Assets link on the Assets screen to launch the
Asset Editor.

Verify

The Approve button at the bottom of each Asset Editor tab is active.
The Register button on the Administration tab in the Asset Editor is active.

In the Asset Editor, the Accept button is visible on assets submitted via the
Submit an Asset link on the Oracle Enterprise Repository Assets screen.

The Registrar Administrator can change an asset's access setting.

The Actions menu of the Asset Editor should include Configure Artifact
Stores and Manage Asset Types.
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s Project Administrator

— Can see the Assets, Projects, My Stuff, and Reports links on the Oracle
Enterprise Repository menu bar.

Verity

— The Submit an Asset and Edit / Manage Assets links are NOT visible on
the Assets screen.

— No search results appear after clicking the Search button.

4.8 Role-based Access Control Use Cases
This section describes the role-based access control use cases.
This section contains the following topics:

= Section 4.8.1, "Use Case 1: Expose Web Services to Customers and Trading
Partners"

= Section 4.8.2, "Use Case 2: Manage Intellectual Property in a Global Economy"
= Section 4.8.3, "Use Case 3: Establish a Federated Repository"
»  Section 4.8.4, "Use Case 4: Manage the Asset Lifecycle"

m  Section 4.8.5, "Use Case 5: Limit Access to Source Code Files to Asset Production
Teams"

= Section 4.8.6, "Use Case 6: Grant Browse-only Repository Access to Specific
Groups"

4.8.1 Use Case 1: Expose Web Services to Customers and Trading Partners

This section describes a use case to demonstrate how to expose Web services to
customers and trading partners. This section contains the following topics:

s Section 4.8.1.1, "Benefit"
s Section 4.8.1.2, "Overview"

s Section 4.8.1.3, "Solution"

4.8.1.1 Benefit

This scenario allows an organization to leverage Web Services to improve business
operations between trading partners and allow its customers to connect to systems
and gather information, but restricts access to information that might otherwise expose
sensitive knowledge of back end systems.

4.8.1.2 Overview

In this scenario, the organization's trading partners and customers have access only to
the appropriate Web Services within Oracle Enterprise Repository. Access to other
assets is denied. In order to facilitate these measures, the metadata for Web service
assets is organized into two general groupings:

s Unrestricted

Metadata, associated files, and downloadable files that the organization wants to
expose to all internal and external parties.

m  Restricted
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Metadata, design documents, or files that reveal the inner workings of the
organization's backend systems. Only internal developers will have access to this
information.

The Custom Access Settings (CAS) described in this scenario provide all internal
developers with access to both the restricted and unrestricted parts of Web services
assets, as well as the other assets in the repository. The organization's trading partners
and customers have access only to the unrestricted Web Service assets. This scenario
necessitates the creation of two different Web Services asset types -- one for
unrestricted data and another one for restricted data.

Note: This scenario describes a simple way to expose Web Services
to customers and trading partners. However, other considerations not
addressed by this use case may require additional or alternative
measures. For example, it may be more appropriate to establish a
separate instance of Oracle Enterprise Repository for external use
only. The external instance may be branded differently than the
internal instance, and would include only the metadata, associated
files, and downloadable files suitable for exposure to external parties.
In this case, usage histories and reviews would reflect only the
experience of external users. If your situation requires a more complex
solution, please contact your Oracle Enterprise Repository
Implementation Manager or Solutions Consultant for assistance and
guidance.

4.8.1.3 Solution

This section describes the solution to this use case.

4.8.1.3.1 Prerequisite Verify that Customer and Trading Partner users exist in Oracle
Enterprise Repository.

4.8.1.3.2 Create and Assign the Roles This procedure is performed on the Oracle
Enterprise Repository Admin screen.

1. Click Roles. The Roles section is displayed, as shown in Figure 4-18.

Figure 4-18 Roles Section
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2. Click Create New. The Create New Role dialog is displayed, as shown in
Figure 4-19.
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Figure 4-19 Create New Role Dialog
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3. Enter User - Customer in the Name text box.

4. Enter Represents Web Services customers or some other descriptive text in the
Description text box.

5. When finished, click Save.
6. Repeat the above process to create the role User - Trading Partner.

7. Assign the new roles to the appropriate users (i.e. user accounts representing the
appropriate customers and trading partners).

= On the Admin screen:
- Click Roles to assign user to roles, or...
- Click Users to assign roles to users.
4.8.1.3.3 Organize the Metadata The metadata for Web Service assets must be organized
into two general groupings according to the roles that will have Oracle Enterprise
Repository access to the information. The first grouping consists of the metadata that
can be viewed by everyone (Customers, Trading Partners, and Internal Developers).

The second grouping consists of metadata that can be viewed only by Internal
Developers.

1. Launch the Asset Editor.
2. Click Manage Types in the Actions menu. The Type Manager is displayed.

3. Use the Service asset type as a template to create a new asset type called Service -
Internal Only.

4. When finished, click Save in the file menu in the Type Manager.
5. Click Copy/Migrate in the File menu in the Asset Editor.

6. Copy/migrate all existing Web Service assets to the new Service - Internal Only
asset type.

7. Edit all original assets of the Service asset type to delete all metadata fields that
reflect or represent information or metadata that is to be restricted from public
view.
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8. Delete all non-restricted fields (the first metadata grouping, as mentioned above)
from the new Service - Internal Only asset type.
4.8.1.3.4 Create the Relationships This procedure is performed in the Asset Editor.

1. Click Configure Relationships in the Actions menu. The Configure Relationships
dialog is displayed.

2. Click Add.

3. Configure a two-way relationship called External-Use-Internal-Only, as shown in
Figure 4-20.

Figure 4-20 Add Relationship Dialog
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4.8.1.3.5 Apply the Relationship Add the External-Use-Internal-Only relationship to the
Service assets.

The procedure is performed in the Asset Editor.
1. Open one of the Service assets.
2. Click the Relationship tab.

3. Apply the External-Use-Internal-Only relationship to each Service asset. This will
allow Internal Users to access the restricted fields.

4. Create a CAS.
»  Click Custom Access Settings in the sidebar on the Admin screen.
s Click Create New.

s Name the new CAS Access_Web_Service_Information_ for
External_Use, as shown in Figure 4-21.
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Figure 4-21 Custom Access Setting: CAS Access_Web_Service_Information_for
External_Use
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Apply the new Access_Web_Service_Information_for_External_Use
CAS to the Web Service. This CAS will work in tandem with the Basic_Default_
Assets CAS already assigned to each asset, as shown in Figure 4-22.

Figure 4-22 Asset Editor Screen

S ]
overnew | UEO Busingss Eriy | Tasmons | ascriscirs | Bucuransacn
Fetmcngnipe | Testn | Supsod | weceliansous Adminisrabon
Covand -
vty [0 [T
Gutmited
Submmed By [ Eubemied Dt [0 7000 10000 an
hcugind
hesemd B [ T Accusivd Darn |
| segnea
ansmgnad To [ sasigned D | Aasan I
Pambere - Dt 1)
a1 [ Pamure o ||| Ragested
= Gjioa_sma 1
% 000 Regiatas Regiviersd By [70 To e Ragiiered Date [0 i
s [ane F
L T
Cestom Azcess Setings
neiatn Ewornd
_! Accatcs_isb_Sarwics_inkon
[rr— I Basic Dottt fasts
(G| ———
Logs
Al H =l
Marma-Samiio Service - Actount Detad (dwamich Verskn10 DSH5  Assoi TypEBioCo  Assal Type X154

9. Repeat the process with each of the Web Service assets.
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4.8.1.3.6 Results sService Asset Type

Figure 4-23 Service Asset Type
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= Service - Internal Only Asset Type

Figure 4-24 Service - Internal Only Asset Type
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4.8.1.3.7 Validation Test Select a user in each of the three designated roles and verify
access as described below:

= Roles

— User - Customer

- User - Trading Partner
n  Access

—  Only the Assets and My Stuff links are displayed in the Oracle Enterprise
Repository menu bar.

— Can see only the Web Service asset metadata intended for external view
(Service Asset Type).

— Relationships for these assets are not visible.

- When using Web Service assets, only the primary downloadable files are be
available for download. No related assets are available.

—  On the Oracle Enterprise Repository Assets screen, the Submit Assets and
Edit/Manage Assets buttons are not displayed.

— The Edit button is not displayed when viewing the asset detail screen for Web
Service assets.

= Role
- User (internal employees):
s Access

— Can see Web Service metadata intended for internal and external view (Service
assets and Service - Internal Only assets).

- Can see all relationships on Service assets.

- If the Use/Download button is clicked when viewing a Service -Internal Only
asset, files intended for external view are displayed as related assets in the
download window. Both internal and external files are available for
simultaneous download.

4.8.2 Use Case 2: Manage Intellectual Property in a Global Economy

This section describes a use case that demonstrates how to manage intellectual
property in a global economy. This section contains the following topics:

s Section 4.8.2.1, "Benefits"
s Section 4.8.2.2, "Overview"

s Section 4.8.2.3, "Solution"

4.8.2.1 Benefits

The settings described in this scenario allow an organization that is operating in a
highly distributed global environment to manage and protect intellectual property by
limiting the exposure of intellectual property to outsourced development teams. These
settings also ensure that assets adhere to the limitations specified under export control
regulations.
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4.8.2.2 Overview

Outsourced Development Teams

In this scenario, External Service Providers (ESPs) can view, use, and provide reviews
ONLY for the assets specified in their Project Profile. During the course of the project,
ESPs can also submit assets produced within the project to a technical lead or Project
Architect for review, approval, and asset registration. For example, after the design
phase of the project, an ESP can submit the design documents for approval by the
technical lead or project architect. This scenario presents a project lifecycle governance
model and facilitates project milestone reviews.

Export Controls

Export control regulations typically prohibit the export of software and other types of
intellectual property to certain countries. In this scenario, assets that are subject to
export control are assigned a Custom Access Setting indicating that they are restricted
under a specific Export Control Classification Number (ECCN). Restricted individuals
are assigned a corresponding Export Control Classification Number (ECCN) role, in
addition to the roles granted by virtue of their regular responsibilities as employees.
For example, encryption software may not be exported to Iraq, Iran, Libya, North
Korea, Sudan, Syria, or Cuba under ECCN 5D002. All encryption software assets in
Oracle Enterprise Repository will receive a custom access setting Access_Restricted_
by_ECCN_5D002, identifying that they are subject to export control. Individuals from
Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba will also be assigned the role
User - Restricted by ECCN 5D002, indicating that they are restricted from accessing
encryption software. As export control limitations change, it is easy to identify the
individuals and assets affected in order to modify access settings.

4.8.2.3 Solution

This section describes the solution to this use case. This section contains the following
topics:

= Section 4.8.2.3.1, "Solution for Outsourced Development Teams"
= Section 4.8.2.3.2, "Solution for Export Controls"

4.8.2.3.1 Solution for Outsourced Development Teams The following procedures are
performed on the Oracle Enterprise Repository Admin screen.

Prerequisite

Verify that External Service Providers have Oracle Enterprise Repository user
accounts.

Create the Roles
1. Click Roles.

2. C(lick Create New.
3. Create a new role named User - ESP Project X.

This role represents External Service Providers working on a particular project.
Users in this role can view and download ONLY the assets specified in their
Project Profile. They can also submit their assets to a technical lead for review,
approval, and asset registration during the course of a project.
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Assign the Roles

Assign the User - ESP Project X role and the 1: Create/Submit roles to the appropriate
users.

The 1: Create/Submit role allows ESPs to submit assets they produce on the project to
a technical lead or Project Architect for review, approval, and asset registration during
the course of the project.

Click Roles to assign users to roles, as shown in Figure 4-25.

Figure 4-25 Edit Role Dialog

Edit Role. User - ESP Project X

J
Miitomatically assign to now [~
user?

ourced_Dev_User

Edit Users I

“Dinartes §egur e Nk

Click Users to assign roles to users, as shown in Figure 4-26.

Figure 4-26 Users

Create the Custom Access Setting
1. Click Custom Access Settings.

2. C(Click Create New.

3. Create a new CAS named Access_Project_X_Assets. This CAS provides access to
assets specified for use on Project X.

4. Set the following permissions, as shown in Figure 4-27.
= Role: User - ESP Project X

s Permissions: View, Use, Download, Review
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Figure 4-27 Edit Custom Access Settings Dialog
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5. Identify the assets specified for use on Project X through the Project Profile, as
shown in Figure 4-28.

Figure 4-28 Asset Project Profile - Project X (1.0)
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6. Add Access_Project_X_Assets CAS to the Project Profile for Project X, and to each
asset specified in the Project Profile for Project X, as shown in Figure 4-29

Figure 4-29 Custom Access Settings
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Validation Test

Verify that the following conditions for External Service Providers assigned to Project

X:
= Role

—  Outsourced_Dev_User:
m  Access

— Can see the Project Profile for Project X.

— Can see only those assets that have been specified in the Project Profile for
Project X.

— Can download the assets specified in the Project Profile for Project X.
— The Submit Assets link is visible on the Assets screen.

—  On the asset detail display, the Subscribe and Use/Download buttons are
visible; the Edit button is hidden.

—  Only the Assets and My Stuff tabs are visible in Oracle Enterprise Repository.

4.8.2.3.2 Solution for Export Controls The following procedures are performed on the
Oracle Enterprise Repository Admin screen.

Prerequisites

Verify that individuals restricted under export controls have Oracle Enterprise
Repository user accounts.

Create the Role
1. Click Roles.

2. Click Create New.

3. Create a role named User - Restricted by ECCN 5D002. This role will be assigned
to individuals from Iraq, Iran, Libya, North Korea, Sudan, Syria, or Cuba -- any
user who is to be restricted from accessing encryption software or software limited
for export under ECCN 5D002.

4. Assign the new User - Restricted by ECCN 5D002 role to the appropriate users, as
shown in Figure 4-30.
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Figure 4-30 Edit Role
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Create the Custom Access Setting
1. Click Custom Access Settings.

2. Click Create New.

3. Create a new CAS named Access_Restricted_by_ ECCN_5D002. This CAS

restricts access to the assets specified as limited for export under ECCN 5D002.

4. Set the following permissions, as shown in Figure 4-31.

= Role: User - Restricted by ECCN 5D002

= Permissions: DENY access to: View, Use, Download, Review, Accept, Approve

Tabs, Register, Edit Access Settings

Figure 4-31 Edit Custom Access Setting Dialog
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or assets restricted by export control under ECCN 5D002.
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Figure 4-32 Custom Access Settings
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Validation Test
Verify that the individuals restricted by export control limitations:

= Cannot see the assets restricted by export control limitations.

= Can see all assets not restricted under export control limitations.

4.8.3 Use Case 3: Establish a Federated Repository

This section describes the use case that demonstrates how to establish a federated
reporistory. This section contains the following topics:

s Section 4.8.3.1, "Benefit"
s Section 4.8.3.2, "Overview"

s Section 4.8.3.3, "Solution"

4.8.3.1 Benefit

The settings described in this scenario allow Oracle Enterprise Repository users to
view and access enterprise assets, but limit access to domain specific information to
those assigned to the relevant domains. This allows a large organization to target
specific asset consumer groups in order to provide them with the most relevant assets
for their needs.

4.8.3.2 Overview

This scenario involves enterprise-wide assets that may be viewed and downloaded by
anyone within the organization, and domain-specific assets that are relevant only to
development teams within specific business domains. Producers of enterprise-wide
assets can create, edit, and register their assets, and view and download all domain
assets. Producers of domain-specific assets can create, edit, and register assets within
their domain. All users within the organization may view and download
enterprise-wide assets, in addition to assets that are specific to their domain.

4.8.3.3 Solution

This section describes the solution to this use case.

4.8.3.3.1 Prerequisite Verify that enterprise and domain producers and all consumers
have Oracle Enterprise Repository user accounts.

4.8.3.3.2 Create the Role

1. Click the Admin link in the Oracle Enterprise Repository menu bar.

2. On the Admin screen, click Roles

3. Click Create New.

4. Create the following roles:

= Role: Enterprise Producer
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—  Access
Can view, download, edit, and register enterprise assets.
Can view and download Domain assets.
= Role: Domain X Producer
—  Access
Can view, download, edit, and register Domain X assets.
Can view and download Enterprise assets.
= Role: Domain X Consumer
—  Access
Can view and download Domain X assets and Enterprise assets.
= Role: Domain Y Consumer
—  Access
Can view, download, edit, and register Domain Y assets

Can view and download Enterprise assets.

4.8.3.3.3 Create the Custom Access Settings
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2.  On the Admin screen, click Custom Access Settings.
3. Click Create New.
4. Create the following Custom Access Settings:
m  CAS: Access_Enterprise_Assets

— Allows any Oracle Enterprise Repository user to view enterprise-wide
assets.

m  CAS: Access_Domain_X_Assets

- Restricts access to Domain X assets to those assigned to the Enterprise
Producer and/or Domain X Producer roles.

m CAS: Access_Domain_Y_Assets

— Restricts access to Domain Y assets to those assigned to the Enterprise
Producer and/or Domain Y Producer roles.

For each Domain or Enterprise asset, remove the Basic Default Assets access
setting and replace it with the appropriate Custom Access Setting, as noted in Step
4, above.

= Roles assigned to Enterprise_Producer

Figure 4-33 Overview Section

Userllame: Erterprise_Producer
First Hame
Middie Name

Last Mame Ertepnse Producer
Email demogiflashine cae
Phone:

Status: Acthe
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s Corresponding CAS

Figure 4-34 Set Permissions

Edit Access Seftings
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= Role assigned to Domain_X_Producrs

Figure 4-35 Overview Section
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First Name: | Domain X Praducer
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Last Name: Domain_X_Producer
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= Role assigned to Domain_X_Consumers

Figure 4-36 Overview Section
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s Corresponding CAS

Figure 4-37 Set Permissions
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= Roles assigned to Domain_Y_Producers
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Figure 4-38 Overview Sections
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5. For each Enterprise or Domain asset, remove the Basic_Default_Assets setting and
replace it with the appropriate Access_Enterprise_Assets, Access_Domain_X_
Assets, or Access_Domain_Y_Assets CAS, as shown in Figure 4—40.
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Figure 4-40 Asset Editor
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4.8.3.3.4 Validation Test Verify the following conditions for each user/role:

= Enterprise Producer:

Metadata for individual Enterprise, Domain X, and Domain Y assets is visible
on Oracle Enterprise Repository's Assets screen.

Only Enterprise assets are visible in the Asset Editor (no Asset Editor access to
Domain X or Domain Y assets).

The Subscribe, Use/Download, and Edit buttons are visible when viewing the
metadata for Enterprise assets.

Can edit and register Enterprise assets in the Asset Editor.

The Use/Download buttons are visible in the metadata display for both
Domain X and Domain Y assets. However, the Edit button is NOT visible.

s Domain X Producer:

Metadata for individual Enterprise and Domain X assets is visible on Oracle
Enterprise Repository's Assets screen; Domain Y assets are not visible.

Domain X assets are visible in the Asset Editor (no Asset Editor access to
Domain Y or Enterprise assets).

The Subscribe and Use/Download buttons are available when viewing the
metadata for Enterprise assets. However, the Edit button is not available.

Can download files from Enterprise assets.
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— The Subscribe, Use/Download, and Edit buttons are visible in the metadata
display for Domain X assets.

— Can edit and register Domain X assets in the Asset Editor.
= Domain X Consumer:

- Metadata for individual Enterprise and Domain X assets is visible on Oracle
Enterprise Repository's Assets screen.; Domain Y assets are not visible.

— The Subscribe and Use/Download buttons are available when viewing the
metadata for Enterprise and Domain X assets. However, in both cases the Edit
button is not available.

- Can download files from Enterprise and Domain X assets.

— The Subscribe and Use/Download buttons are available when viewing the
metadata for Domain X assets. However, the Edit.

s Domain Y Producer:

- Metadata for individual Enterprise and Domain Y assets is visible on Oracle
Enterprise Repository's Assets screen; Domain X assets are not visible.

— Domain Y assets are visible in the Asset Editor. However, there is no Asset
Editor access Domain X and Enterprise assets.

— The Subscribe and Use/Download buttons are available when viewing the
metadata for Enterprise and Domain Y assets. However, in both cases the Edit
button is not available.

- Can download files from Enterprise and Domain Y assets.

4.8.4 Use Case 4: Manage the Asset Lifecycle
This section describes the use case that demonstrates how to manage the asset life
cycle in Oracle Enterprise Repository. This section contains the following topics:
s Section 4.8.4.1, "Benefit"
s Section 4.8.4.2, "Overview"

= Section 4.8.4.3, "Configuring the Use Case Solutions"

= Section 4.8.4.4, "Asset Lifecycle Management Solution Validation Tests"

4.8.4.1 Benefit

The settings described in this scenario allow an organization to manage assets
throughout their lifecycle, from initial conception through retirement. These settings
provide limited access to assets under development (assets in progress) and to retired
assets. This helps to eliminate redundant development efforts by exposing assets still
in development to all development teams. Development teams in need of such an
asset can plan to include it in their projects, and can collaborate with the asset
production team during asset development. Other settings limit the distribution of
retired assets, which helps to maintain control over deployed assets.
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4.8.4.2 Overview

Note: This use case takes place against a backdrop of policies and
procedures for Asset Release Management, which is focused on
managing the lifecycle of assets and the artifacts that make up the
assets. As part of Asset Release Management, the artifacts that make
up an asset are produced by projects whose end result can be anything
from the asset itself, to an entire product or system. These artifacts are
harvested, along with supporting artifacts and other information, and
the aggregate is packaged as an asset. Once verified as complete and
correct these assets enter the repository where they are available to the
entire organization. As registered assets are downloaded from the
repository, defects will be identified and enhancements will be
requested. New versions of the asset will be created to address these
change requests. Eventually, either through disuse or replacement by
another version, an asset will be retired. Retired assets are unavailable
for use.

The Oracle Enterprise Repository can be used to manage access to an asset throughout
its entire lifecycle, from inception through retirement. This use case focuses primarily
on using Advanced RBAC to expose and to provide access to assets to different
stakeholder groups throughout the asset lifecycle.

4.8.42.1 Asset Lifecycle Stages sRequirements Gathering

The organization has identified the need by several upcoming projects for a
particular asset. The Production Team creates a proposed asset in progress. The
metadata for this asset includes a brief description of the asset and its purpose,
and is open for review and comment by a set of Subject Matter Experts associated
with the relevant projects. The repository display of the asset includes a link to a
dedicated virtual forum, which is used to gather functional requirements from
members of the upcoming projects. The asset is visible only to those producing the
asset as well as to the Subject Matter Experts on the relevant projects -- at least
until the proposed asset is approved and moves to the next stage in the lifecycle,
when it is visible to a wider audience.

Note: Requires the Assets in Progress option for Oracle Enterprise
Repository.

s Design and Development

Once the requirements are gathered and funding for the development of the asset
is approved, the producers begin generating the supporting artifacts (such as
design documents and code) and associating them with the asset in the repository.
At this point, only the asset's producers can add artifacts and metadata to the asset
and download the asset's code. However, the asset is visible to a broader
community of developers in order to allow interested parties to track its progress.

s Beta Release

After the code has been tested it is made available as a beta release to the Subject
Matter Experts representing the upcoming projects that expect to use the asset.

s Release
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Once the asset has been thoroughly tested and documented, it is made available to
the entire user community.

s Scheduled for Retirement

Once the asset has outlived its usefulness, it is scheduled for retirement. Its
repository status is changed to inactive. Inactive assets remain in the repository,
but access to inactive assets is limited to metadata - the asset cannot be used, and
none of its files are available for download. These restrictions provide an incentive
for projects to migrate to the latest version of the asset. Those responsible for
managing the asset retain access to view and edit the asset until it is retired.

s Retired

Once all projects have migrated to the new version of the asset, the repository
status of the original asset is changed to retired. The asset is visible only to
repository users (regardless of role) if it is related to another asset in the repository.
Users may view the asset metadata through the relationship link.

This scenario describes only one of several strategies for managing access to assets in
progress and retired assets. For more information about these strategies, contact the
Oracle Support.

4.8.4.2.2 General Configuration The various Asset Lifecycle Management solutions
described in this section require the configuration of the following roles and access
settings.

(Prerequisite: Verify that the asset production teams and subject matter experts are
users within the Oracle Enterprise Repository)
4.8.4.2.3 Create the Roles
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Roles.
3. Click Create New.
4. Create the following roles:
s User - Production Team Project X

s User - Subject Matter Experts Project X

4.8.4.2.4 Create the Custom Access Settings
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2, On the Admin screen, click Custom Access Settings.
3. Click Create New.
4. Create the following Custom Access Settings:
n  CAS: Access_Project_X_Assets_Propose
n  CAS: Access_Project_X_Assets_Plan
n  CAS: Access_Project_X_Assets_Build
n  CAS: Access_Project_X_Assets_Release

The images below illustrate the detail for each role, along with the corresponding
Custom Access Settings.

s Project_X_Producer: Roles
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Figure 4-41 User: Project X_Producer
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Figure 4-42 User: Project_X_Subject Matter Expert
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s User_Community: Roles

Figure 4-43 User: User_Community

UserName

First Nama:
Middie Name:

Last Nama: LUsar_Commundy
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Phona:

Status: Active

= Asset Lifecycle Stage - Propose
— CAS: Access_Project_X_Assets_Propose
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Figure 4-44 Edit Access Settings
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Figure 4-45 Edit Access Settings
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Figure 4-46 Edit Access Settings
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Figure 4-47 Edit Access Settings
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4.8.4.3 Configuring the Use Case Solutions

The following section outlines the necessary steps for each phase of the Asset Lifecycle
Management use case.

4.8.43.1 Requirements Gathering Stage Solution

(Prerequisite: Verify that the Asset Lifecycle Categorization taxonomy is included as
part of your selected asset type.)

1.

2
3
4.
5

Click the Assets link in the Oracle Enterprise Repository menu bar.
Click Edit/Manage Assets to launch the Asset Editor.

Open the File menu in the Asset Editor.

Click New.

Create an asset with the initial state of Unsubmitted, as shown in Figure 4-48.
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Figure 4-48 Create a New Asset Dialog
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6. On the new asset's Taxonomy tab in the Asset Editor, find the Asset Lifecycle

Stages categorization.

7. Select Stage 1 - Propose.

8. On the asset's Administration tab, add the new Access_Project_X_ Assets_
Propose asset CAS,asshown in Figure 4-49.

Figure 4-49 Asset Editor
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9. Briefly describe the asset and its purpose in the appropriate text boxes on the
asset's General tab in the Asset Editor, and add a forum for use in gathering the

asset's functional requirements.

10. View the asset in the Asset Lifecycle Stages categorization in Oracle Enterprise
Repository, in the Stage 1 - Propose folder, as shown in Figure 4-50.
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Figure 4-50 Browse Asset Tree
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4.8.43.2 Design and Development Stage Solution 1.In the Asset Editor, this asset remains
in the Unsubmitted state.

2. Choose Stage 2 - Plan under the Asset Lifecycle Stages categorization.

3. Remove the Access_Project_X_Assets_Propose asset CAS and add the Access_
Project_X_Assets_Plan asset CAS.

Figure 4-51 Asset Editor
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4.8.4.3.3 Beta Release Stage Solution 1.In the Asset Editor, this asset remains in the
Unsubmitted state.

2. Choose Stage 3 - Build under the Asset Lifecycle Stages categorization.
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3.

Remove the Access_Project_X_Assets_Plan asset CAS and add the Access_
Project_X_Assets_Build asset CAS to the asset.

4.8.4.3.4 Release Stage Solution 1.In the Asset Editor, submit the asset. When accepted

and registered by the Registrar, the asset's status changes from Unsubmitted to
Registered.

Choose Stage 4 - Release under the Asset Lifecycle Stages categorization.

Remove the Access_Project_X_Assets_Build asset CAS and add the Access_
Project_X_Assets_Release asset CAS to the asset.

4.8.4.3.5 Scheduled for Retirement Stage Solution 1.In the Asset Editor, change the status

of the asset from Active to Inactive.

4.8.4.3.6 Retired Stage Solution 1.In the Asset Editor, change the status of the asset from

Inactive to Retired.

4.8.4.4 Asset Lifecycle Management Solution Validation Tests
Confirm the following conditions for each role, as indicated:

Role

- Project_X_Producer

Access

— Has Registrar permissions throughout the lifecycle of the asset
— Can view the asset in Oracle Enterprise Repository

— The Use/Download and Edit buttons are visible

- Can accept, approve tabs, register, and edit access settings for the asset in the
Asset Editor.

— Inthe Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible for this role only when the
asset is related to another asset, via the Relationship link. However, the asset
remains accessible in the Asset Editor.

Role

—  Project_X_Subject_Matter_Expert
Access

— In the Requirements Gathering phase:

*  Can view the asset, submit reviews, and subscribe to the asset (via the

Subscribe button)
*  Has access to the asset's forum and may contribute comments
- Inthe Design and Development phase:

*  Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments
— In the Beta Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)
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*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments
In the Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments
In the Scheduled for Retirement phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments

In the Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible only when the asset is
related to another asset, via the Relationship link. The asset will display the
same functions/permissions as are listed in the Scheduled for Retirement
phase.

= Role

User_Community

s Access

In the Requirements Gathering phase:
*  Has no access to the asset.
In the Design and Development phase:

*  Can view the asset, submit reviews, and subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments
In the Beta Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Has access to the asset's forum and may contribute comments
In the Release phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments
In the Scheduled for Retirement phase:

*  Can view the asset, submit reviews, subscribe to the asset (via the
Subscribe button)

*  Can download the asset (via the Use/Download button)
*  Has access to the asset's forum and may contribute comments

In the Retired phase, the asset does not appear in the repository list of assets or
searches. Repository access to the asset is possible only when the asset is
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related to another asset, via the Relationship link. The asset will display the
same functions/permissions as are listed in the Scheduled for Retirement
phase.

4.8.5 Use Case 5: Limit Access to Source Code Files to Asset Production Teams

This use case is somewhat similar to Use Case #1 (Web Services). That use case used
two different asset types for each Web service asset in order to manage the
presentation and availability of internally-exposed and externally-exposed asset
metadata. Use Case # 5 also involves the restriction of access to asset metadata and
files, but relies on only one asset type.

This section contains the following topics:
s Section 4.8.5.1, "Benefit"
s Section 4.8.5.2, "Overview"

s Section 4.8.5.3, "Solution"

4.8.5.1 Benefit

The settings described in this scenario facilitate black-box reuse by limiting the access
of certain users/roles to assets that include compiled code. Such black-box assets are
used as-is, without modification to the source code. Black-box assets are high-value
assets in that their use in projects generally results in significant maintenance savings.

4.8.5.2 Overview

In this scenario, developers in specified asset consumer roles are limited to access to
compiled code only, while those responsible for the production and maintenance of
assets retain access to both source and compiled code.

4.8.5.3 Solution

This section describes the use case for this use case.

4.8.5.3.1 Create the Roles
1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Roles.
3. Click Create New.
4. Create the following roles:
s Production Team
= Maintenance Team

s Consumer

4.8.5.3.2 Create the Customer Access Settings

1. Click the Admin link in the Oracle Enterprise Repository menu bar.
2. On the Admin screen, click Custom Access Settings.

3. Click Create New.

4. Create the following Custom Access Settings:

s Access_Domain_X_Compiled_Code_Files

Configuring Advanced Role-based Access Control 4-53



Role-based Access Control Use Cases

- For users who can see compiled code files.
s Access_Domain_X_Source_Code_Files
—  For users who can see sourced code files.

5. Remove the Basic_Default_Files CAS from the targeted assets. (This assumes that
the Default File CAS has been set up.), as shown in Figure 4-52.

Figure 4-52 Edit Dialog

6. Assign the Access_Domain_X_Compiled_Code_Files CAS to all compiled code
files, as shown in Figure 4-53.

Figure 4-53 Edit Dialog

7. Assign the Access_Domain_X_Source_Code_Files CAS to all source code files.

Figure 4-54 illustrates the Production Team, Maintenance Team, and Consumer roles,
and the relevant CAS settings.

s Production_Team (all production users): Roles

Figure 4-54 User: Production_Team
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= Maintenance_Team (all maintenance users): Roles
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Figure 4-55 User: Maintenance_Team
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Figure 4-56 User: Consumer
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Figure 4-58 Custom Access Setting
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4.8.5.3.3 Results Production Team, Maintenance Team, and Consumer users see the
same metadata information when viewing the asset in Oracle Enterprise Repository, as
shown in Figure 4-59.

Figure 4-59 Asset: Sample Component
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Production Team and Maintenance Team users see both the compiled and source code
files during asset download, as shown in Figure 4-60.
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Figure 4-60 Use /Extract Dialog

Use / Extract
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Consumers see only the complied code file during asset download, as shown in

Figure 4-61.

Figure 4-61 Use /Extract Dialog
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4.8.5.3.4 Validation Test Verify the following conditions for each role.

s Production_Team and Maintenance_Team:

— Both source and compiled code files should be visible after clicking the

Use/Download button.

— The Edit button should be visible when viewing the asset in Oracle Enterprise

Repository.

s Consumer

- Only compiled code files are visible after clicking the Use/Download button.

— The Edit button does not appear on assets for which the Consumer has access
to compiled code only. If the Consumer has edit permission for assets
containing source code, the source code files will be visible to the Consumer in

the Asset Editor.

4.8.6 Use Case 6: Grant Browse-only Repository Access to Specific Groups

This section describes the use case that demonstrates how to grant browse-only
repository access to specific groups. This section contains the following topics:
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s Section 4.8.6.1, "Benefit"
s Section 4.8.6.2, "Overview"
s Section 4.8.6.3, "Solution"

s Section 4.8.6.4, "Validation Test"

4.8.6.1 Benefit

The settings described in this scenario allow control over the rollout of the Repository
within an organization by providing everyone with browse-only Repository access.
This is helpful when promoting Repository use to a large group of development teams.
Additional access can be assigned as necessary to the appropriate roles by the Access
Administrator, as determined by organizational policy.

4.8.6.2 Overview

In this scenario, all Repository users are automatically assigned browse-only access. It
is likely that users will be authenticated against LDAP, and will gain access to the
Repository using their standard organization-assigned login user name and password.
As these users determine their need for additional functionality, they can be assigned
additional roles by Repository administrators.

4.8.6.3 Solution

This section describes the solution for this use case.
1. Create the following role:
= user - browse only

2. Ensure that this role will be automatically assigned to new users, as shown in
Figure 4-62.
Figure 4-62 Edit Role: user-browse only

[ T e
Edit Role: user - browse only
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Automatically assign to new 7
users?

3. Edit the User role to ensure that it is not automatically assigned to new users, as
shown in Figure 4-63.
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Figure 4-63 Edit Role: user
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4. Edit CAS: Basic_Default_Assets.

Figure 4-64 Edit Custom Access Setting: Basic_Default_Assets
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»  Click the Show all available roles option to see the full list of available roles.

= Assign View access to user - browse only by checking the appropriate box.

s Save the CAS.

4.8.6.4 Validation Test

Add a new user to the system:

= Verify that the new user is assigned browse-only privileges:

s Can view and subscribe to all assets
s Can access My Stuff

s Cannot submit assets

s Cannot download assets

s Cannot review assets
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Configuring and Using Automated
Harvesting in Design-time and Runtime
Environments

This chapter describes how to get started with Harvester and its use in various high
level use cases.

Oracle Enterprise Repository can be automatically populated with assets, metadata,
and relationships. The tool used to populate Oracle Enterprise Repository is called the
Harvester. The Harvester reads metadata from Oracle products and standards-based
files. This includes Oracle SOA Suite, Oracle Service Bus, and standard BPEL, WSDL,
XSD, XSLT, and WS-Policy files. The Harvester automatically creates assets, populates
asset metadata, and generates relationship links based on the information in the
artifact files. The files can be harvested at design-time, directly from the development
environment. The files can also be harvested as they are deployed to the runtime
environment. The Harvester can be used from the command line, within IDEs
including Oracle JDeveloper, and within Ant and the Weblogic Scripting Tool (WLST).

This chapter contains the following sections:
m  Section 5.1, "Getting Started with Harvester"
= Section 5.2, "Configuring the Harvester"

= Section 5.3, "Harvesting of Artifacts"

5.1 Getting Started with Harvester

This section describes how to get started with Harvester and its use in various high
level use cases.

This section contains the following topics:
= Section 5.1.1, "Prerequisites”
= Section 5.1.2, "Harvester Functionality"

m  Section 5.1.3, "Artifacts/Products Version Matrix"

5.1.1 Prerequisites

Before using the Harvester, you must perform the following prerequisites:

= Import the Harvester Solution Pack, which includes the required Asset Types and
Relationships, into Oracle Enterprise Repository. Import the <ORACLE_
HOME>/repositoryXXX/core/tools/solutions
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/11.1.1.2.0-OER-Harvester-Solution-Pack.zip file from the Oracle Enterprise
Repository installation home.

For more information about importing, see Oracle Fusion Middleware User Guide for
Oracle Enterprise Repository.

For more information about asset type inventory for the Harvester Solution Pack,
see Section A.8, "Asset Type Inventory".

If you wish to harvest from Oracle Service Bus, install Oracle Service Bus server
(version 10.3) on the same machine as the harvester, or a shared file system
accessible to the harvester.

When harvesting assets from deployed applications such as Oracle SOA Suite or
Oracle Service Bus, or Web Services, then the application must be deployed on
WebLogic 10.3.1 or higher.

Harvester requires Java SDK version 6 or higher.

5.1.2 Harvester Functionality

You can use the Harvester to:

Publish standard SOA artifacts such as SCA Composites, BPEL, WSDL, XSD, and
XSLT and WS-Policy (from Oracle and other vendors)to Oracle Enterprise
Repository.

Capture dependencies between the artifacts for impact analysis.

Handle nested WSDLs and XSDs.

Create abstract Interface assets and concrete deployment / Endpoints.
Capture BPEL partnerlink dependencies and relating them to Interfaces.
Capture BPEL PM dependencies to Transformations.

Store artifact content in Oracle Enterprise Repository for reusability.
Calculate Software File IDs (SFIDs) for artifacts for duplicate detection.

Publish artifacts from nested directories, remote servers, zip files, jar files, SOA
composites, or Oracle BPEL suitcases.

Publish artifacts in a transactional fashion.

Publish artifacts from command line, and from automated Ant build process using
the Harvester Ant task.

Publish Oracle Service Bus project artifacts such as Proxy Service, Business
Service, XQuery, MFL, XSLT,WS-Policy.

Integrate the harvesting process as part of WLST deployment scripts.

Harvest into SSL enabled SOA server. For more information about how to enable
SSL on SOA server, and export and import certificates into a client, see Oracle
Fusion Middleware Security Guide.

Note: For more information about importing/exporting
certifications, see the Security Guides available at

http://download.oracle.com/docs/cd/E15523_01/index.htm.
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5.1.3 Artifacts/Products Version Matrix

Table 5-1 describes the version matrix of the artifacts/products that is supported with

Harvester.

Table 5-1 Artifacts/Products Version Matrix

Artifact/Product Version

BPEL 1.1

WSDL 1.1

SCA 0.95

JCA Adapter 1.5

XSD 1.0

XSLT 1.0

Oracle BPEL PM 10.1.3.4
JDeveloper 10.1.3and 11.1.1
Oracle SOA Suite 10.1.3 and 11.1.1
WS-Policy 1.2

Oracle Service Bus 10.3

WebLogic Web Services 10.3

5.2 Configuring the Harvester

This section describes how you can configure Harvester and use it within an

integrated development environment.

This section contains the following topics:

= Section 5.2.1, "Obtaining the Harvester"

= Section 5.2.2, "Configuring the Harvester for the Command Line"

= Section 5.2.3, "Using Harvester within an Integrated Development Environment"

= Section 5.2.4, "Invoking the Harvester Using the Repository.Submit Ant Task"

= Section 5.2.5, "Invoking Harvester from WLST"

= Section 5.2.6, "Runtime Harvesting Details"

= Section 5.2.7, "Performing Optional Harvester Configuration"

= Section 5.2.8, "Configuring Logging for the Harvester"

= Section 5.2.9, "Transaction Handling in Harvester"

= Section 5.2.10, "Advanced Configuration"

5.2.1 Obtaining the Harvester

The Harvester is availablein 11.1.1.2.0-OER-Harvester-Solution-Pack.zip,

which is bundled with the Oracle Enterprise Repository 11g installation in the

following . zip file:

<ORACLE_

HOME>/repositoryXXX/core/tools/solutions/11.1.1.2.0-OER-Harvester-Solution-Pack.zip
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This manual refers to the directory that you extract the
11.1.1.2.0-OER-Harvester.zip file to as the <Harvester Home> directory.

parameter.properties Used by Harvester Solution Pack
= Harvester Solution Pack's /META-INF/parameter.properties

PreserveUUIDs=true
Standard.saver.assettype.props.duplicate.handling=Merge
Standard.saver.assettype.props.duplicate.matching=UUID
Standard.saver.relationshiptype.props.duplicate.handling=Overwrite
Standard.saver .metadata.props.duplicate.handling=ignore
Standard.saver.metadataentrytype.props.duplicate.handling=ignore

= Summary of Harvester Solution pack behavior
— Assets

Assets, which already exist in Oracle Enterprise Repository, (same UUID) are
ignored.

Assets are added with the UUID stated in the import bundle.
— Asset Types

Asset Types are considered duplicates if the UUID already exists in Oracle
Enterprise Repository.

Duplicate asset types have any new elements and tabs in the import bundle
added to the asset type in Oracle Enterprise Repository.

New asset types in the import bundle are added to Oracle Enterprise
Repository.

— Relationship Types

Relationship Types, which have the same name and direction, are replaced in
Oracle Enterprise Repository with the information in the import bundle.

— Categorization Types

Duplicate Categorization Types (same name) have any new categorization
entries in the import bundle added to the categorization type in Oracle
Enterprise Repository.

New Categorization Types are added to Oracle Enterprise Repository.
— Acceptable Value Lists (AVLs)

Duplicate AVLs (same name) have any new values in the import bundle
added to the AVL in Oracle Enterprise Repository.

New AVLs are added to Oracle Enterprise Repository.
— CMF Metadata Entry types

Duplicate Metadata Entry types (same UUID) are ignored.

New Metadata Entry Types are added to Oracle Enterprise Repository.
- CMF Metadata Entries

Duplicate Metadata Entries (same UUID) are ignored.

New Metadata Entries are added to Oracle Enterprise Repository.
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For more information about parameter.properties, see "The parameter.properties
File" section in the Oracle Fusion Middleware User Guide for Oracle Enterprise
Repository.

5.2.2 Configuring the Harvester for the Command Line

You can configure the Harvester from the command-line. Organizations can easily
bootstrap their Enterprise Repository using the Harvester from the command-line.
Command-line harvesting allows organizations to harvest:

» individual files

» directories of files

= remote files

s files residing in artifact stores

» files residing on Oracle MetaData Store (MDS)

This section describes the tasks you need to perform to configure the Harvester for the
command-line:

= Section 5.2.2.1, "Setting Repository Connection Information for the Command
Line"

= Section 5.2.2.2, "Selecting the Artifacts to Harvest for the Command Line"
= Section 5.2.2.3, "Encrypting the Configuration File Passwords"

5.2.2.1 Setting Repository Connection Information for the Command Line

Open the XML file HarvesterSettings.xml located at <Harvester Home> and
modify the following XML to point the Harvester to an Oracle Enterprise Repository
instance with the correct credentials:

<repository>
<uri>http://localhost:7101/aler</uri>
<credentials>
<user>smith</user>
<password>*****</password>

//To ensure security, the password must be encrypted.

//The password encryption tool (encrypt.bat/encrypt.sh), which is located in
<ORACLE_HOME>/repositoryXXX/core/tools/solutions/11.1.1.2.0-0ER-PasswordTools.zip,
allows you to encrypt

// the passwords that are stored in the Harvester configuration

// (HarvesterSettings.xml) file.

</credentials>
<timeout>30000</timeout>
</repository>

Note: It is recommended that you run the Harvester as a user with
the Basic Access Settings for Assets - View, Edit, Accept, and Register.

Alternatively, the repository connection information can also be passed as parameters
to the command line utility as follows:

C:\test\harvester> harvest -url http://localhost:7101/aler -user
admin -password <password> -file c:\test\samples

Configuring and Using Automated Harvesting in Design-time and Runtime Environments 5-5



Configuring the Harvester

5.2.2.2 Selecting the Artifacts to Harvest for the Command Line
The Harvester can be run from the command line using the harvest . bat utility.

Before running harvest.bat or harvest.sh, ensure that the environment variables
mentioned in Table 5-2 are set. In Windows, from a command window, you can type
"set X" to see the value of the variable X, and "set X=abc" to set the value of X to "abc".

Table 5-2 Command Line Script

Environment Variable Description

JAVA_HOME Ensure that the JAVA_HOME environment variable points to an installed java runtime
(JRE) or SDK. For Oracle Service Bus instrospection, this must be Java version 6 or
higher.

BEA_HOME Ensure that the BEA_HOME environment variable points to the installation directory

containing Oracle Service Bus server, only if you plan to harvest projects from Oracle
Service Bus. For example, C: \bea.

JAVA_OPTS Optionally, set your JAVA_OPTS parameter to add any additional java parameters
that are necessary. For example, if you need to use an HTTP