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Introduction and Concepts

This chapter provides a brief introduction to Oracle Fusion Middleware, Oracle
Service-Oriented Architecture (SOA) Suite, Oracle Business Process Management
(BPM) Suite, and administration of Oracle SOA and BPM Suites from Oracle
Enterprise Manager Fusion Middleware Control Console.

This chapter includes the following topics:

s Section 1.1, "What Is Oracle Fusion Middleware?"

s Section 1.2, "What Is Oracle SOA Suite?"

»  Section 1.3, "What Is Oracle Business Process Management Suite?"

s Section 1.4, "Administration of Oracle SOA Suite and Oracle BPM Suite"

For more information about Oracle Enterprise Manager Fusion Middleware Control
Console administrative tasks and Oracle Fusion Middleware concepts, see the
following documents:

»  Oracle Fusion Middleware Administrator’s Guide
»  Oracle Fusion Middleware 2 Day Administration Guide

»  Oracle Fusion Middleware Concepts

1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: from Java EE and developer tools, to integration
services, business intelligence, and collaboration. Oracle Fusion Middleware offers
complete support for development, deployment, and management of applications.

1.2 What Is Oracle SOA Suite?

Oracle SOA Suite is a middleware component of Oracle Fusion Middleware. Oracle
SOA Suite provides a complete set of service infrastructure components for designing,
deploying, and managing SOA composite applications. Oracle SOA Suite enables
services to be created, managed, and orchestrated into SOA composite applications.
Composites enable you to easily assemble multiple technology components into one
SOA composite application. Oracle SOA Suite plugs into heterogeneous IT
infrastructures and enables enterprises to incrementally adopt SOA.

You can administer Oracle SOA Suite from Oracle Enterprise Manager Fusion
Middleware Control Console. The following sections provide an overview of the
components of Oracle SOA Suite:
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s Section 1.2.1, "Understanding the SOA Infrastructure Application"
= Section 1.2.2, "Understanding SOA Composite Applications"
s Section 1.2.3, "Understanding SOA Composite Application Instances"

= Section 1.2.4, "Understanding Service Components and Service Component
Instances”

= Section 1.2.5, "Understanding Binding Components"

= Section 1.2.6, "Understanding Service Engines"

m  Section 1.2.7, "Understanding the Service Infrastructure”

= Section 1.2.8, "Understanding the Contents of SOA Composite Applications"

For introductory information about Oracle SOA Suite, see Oracle Fusion Middleware
Developer’s Guide for Oracle SOA Suite.

1.2.1 Understanding the SOA Infrastructure Application

The SOA Infrastructure is a Java EE-compliant application running in Oracle
WebLogic Server. The application manages composites and their life cycle, service
engines, and binding components.

You deploy SOA composite applications designed in Oracle JDeveloper to a partition
of your choice on the SOA Infrastructure. Partitions are separate sections of your SOA
Infrastructure that enable you to logically group the composite applications for ease of
management.

In the example shown in Figure 1-1, many SOA composite applications are deployed
to the SOA Infrastructure and are visible in Oracle Enterprise Manager Fusion
Middleware Control Console.

From the SOA Infrastructure home page, you can perform administration tasks such
as monitoring SOA composite applications, monitoring individual composite
instances, and updating the state of SOA composite applications and individual
composite instances. You can also perform corrective actions such as fault recovery.
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Figure 1-1 SOA Composite Applications Deployed in the SOA Infrastructure

'ﬁ soa-infra @ Logged in a5 weblogic|Haost
Z= 504 Infrastructure Page Refreshed Feb 18, 2010 #05:34 &M PST L

Dashboard | Deployed Composites | Instances | Faults and Rejected Messages

The fFollowing SO& composite revisions are currently deploved, To deploy a new composite revision, click Deploy. To perform additional tasks, select a composite @
and click the appropriate button, =

Search Composite % @
Show only active composites [
Vigw - Start Up... || Activate ... || Set As Default ... Deploy... || Undeploy... || Redeploy...
Composite Partition Status  Mode Instances Faulted Instances  Last Modified Date 2
® Direct_Binding_Sams [1.0] default b acive 1 0 Feb 17, 2010 11:25:11 PV A~
@ HTTPProject [1.0] default ﬁ Active 0 0 Feb 17, 2010 9:58:29 PM
] @FaultFIow [1.0] testPartition {F Active 0 0 Feb 17, 20108:13:21 PM
@ POApprovalEventPublisher [1.0] default ﬁ Ackive 1 0 Feb 16, 2010 11:33:31 PV
@ POApprovalEventSubscriber [1.0] default ﬁ Active 2 0 Feb 16, 2010 11:25:41 P
@ Pick_Pril [1.0] default F Active 1 0 Feb 15, 2010 2:49:30 &M
@ SwncBPEL[1.1] default ﬁ Active 1 0 Feb 11, 2010 2:13:05 AM
@ FODCrderProcessingComposite [20,0] default {F Active z 0 Feb 11, 2010 2:12:10 AM
@ Assign2,0[10.0] default ﬁ Ackive a1 0 Feb 10, 2010 5:36:59 PM
@ RT_compensateScope_P_01[1.0] default ﬁ Active 1 0 Feb 10, 2010 5:17:07 PM
] @TestEventZ.D [1.0] default ﬁ Ackive 1 0 Feb 10, 2010 5:19:59 AM
@ EwntHdIr2.0[1.0] default ﬁ Active 1 0 Feb 10, 20105:19:11 &AM

You can click a specific SOA composite application in the Composite table to access its
home page. Figure 1-2 shows the upper part of the home page for a SOA composite
application. From the SOA composite application home page, you can perform
administration tasks such as monitoring instances, recovering from faults, managing
the state of application instances, and attaching policies. You can also perform a
limited number of configuration tasks at the SOA composite application level, such as
specifying the composite audit level and payload validation. These tasks are displayed
as buttons at the top of the page.
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Figure 1-2 SOA Composite Application Home Page (Upper Part)

¢ POApprovalEventPublisher [1.0] @ Logged in as weblogic|Host
aff 504 Composite + Page Refreshed Mar 2, 2010 4:15:03 P PS5
Running Inskances O | Total 2 | éckive | Refire .., Shut Down,., Test Settings... v | |@

Dashboard | Instances | Faults and Rejected Messages | Unit Tests | Policies

ERecent Instances

Shaw Only Running Instances  [[] Running 0 Tokal Z
Inskance I Name Conversation ID State Skart: Time
19 urnizuuid; 86cdasb3-! «F Completed Feb 25, 2010 11:07:10 FM
16 urmiuuid: a474de3b- «F Completed Feb 25, 2010 11;05:25 FM
3 Show All

Show only syskem Faulks
Cornposite Instance

Error Message Recovery Fault Time Fault Lacation Logs
@ java.lang.RuntimeE:cception: [conm. che.wsk, xc. Wiskal, Feb 2a, 2010 11:06:08 PM Iiéfgpoprocessinginitia Unavailable ]
@ java.lang.RuntimeException: [conn,cke,wskx, exc, Wikl Feb 28, 2010 11:03:42 PM “gpoprocessinginitia Unavailable ]
@ java.lang.RuntimeException: com,ckowsks, ewc, st Feb 28, 2010 11:03:31 PM I'Qgpcq:urc:cessinginitia Inavaiabls ]
@ java.lang.RuntimeException: com, cho,wskx, exc, st Feb 28, 2010 10:58:37 PM Iiéfgpoprocessinginitia Inavaiable ]

Figure 1-3 shows the lower part of the home page for this SOA composite application.
The service components and service and reference binding components included in
the composite are shown.

Figure 1-3 SOA Composite Application Home Page (Lower Part)

ElComponent Metrics

Faulked Instances

Mame Component Type Tokal Instances Running Instances s R
< Mediator 1 Mediator 2 0 0 0
533. POProcessinglnitiatorBREL EPEL 2 u] u] u]

=IServices and References

Mame Type Usage Faults Total Messages  Average Processing Time (sec)
%,pc-prncessinginitiatorbpel_-:lient_ep \Web Service Setvice 10 g 0111
%,Servicel Web Service Reference 0 2 0.0z7
l32’{PO.ﬂu:-pru:\n'aIFiIeOuI: JCA Adapker Reference 0 2 0,005

For more information, see the following sections:
= Section 1.2.2, "Understanding SOA Composite Applications"
s Part III, "Administering the SOA Infrastructure”

1.2.2 Understanding SOA Composite Applications

SOA composite applications such as those shown in the Deployed Composites page in
Figure 1-1 consist of the following:

= Service components such as Oracle Mediator for routing, BPEL processes for
orchestration, BPMN processes for orchestration (if Oracle BPM Suite is also
installed), human tasks for workflow approvals, spring for integrating Java
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interfaces into SOA composite applications, and decision services for working
with business rules

»  Binding components (services and references) for connecting SOA composite
applications to external services, applications, and technologies

These components are assembled into a single SOA composite application. Having the
components assembled into one unit of deployment (the application) greatly simplifies
the management and life cycle of SOA applications.

Figure 1-4 provides an example of a SOA composite application in the SOA
Composite Editor in Oracle JDeveloper. Service binding components (such as
orderprocessor_client_ep) advertise their capabilities to external consumers. The
service exposes a public interface of the SOA composite application
(OrderBookingComposite) consisting of BPEL process, Oracle Mediator, human task,
and decision service components. A wire connects the service to a specific component
or reference in the composite. Reference binding components (such as

CreditCard AuthorizationService and PartnerSupplierService) enable messages to be
sent from the SOA composite application to external services. The service binding
components, service components, and reference binding components are wired
(connected) for communication.
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Figure 1-4 SOA Composite Application
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The service components and binding components included in a SOA composite
application appear in the lower part of an application home page, as shown in

Figure 1-3 and Figure 1-5. The example in Figure 1-5 shows two service components
in the Component Metrics section and three binding components in the Services and
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References section. You can click a specific service component or binding component
to access its home page.

Figure 1-5 Service Components and Binding Components of a SOA Composite Application
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For more information, see the following documentation:

m  Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.5, "Understanding Binding Components"
s PartIV, "Administering SOA Composite Applications"
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

1.2.3 Understanding SOA Composite Application Instances

When a SOA composite application is invoked, a new composite instance is created.
This instance is identified by a unique instance ID that displays in pages of Oracle
Enterprise Manager Fusion Middleware Control Console. For example, Figure 1-6
shows instance IDs displaying for the AutoLoanComposite, CompositeTest, and
EventMediatorDemo SOA composite applications in the Instances page of the SOA
Infrastructure. You can click these IDs to access more specific details about the state of
SOA composite application instances. From the Instances page, you can also monitor
the state of SOA composite application instances.

Instances that you create as unit tests from the Test Runs page are distinguished from
those created automatically or created manually from the Test Web Service page by a
little yellow box. This box displays to the left of the instance ID, as shown in

Figure 1-6. This box is visible in both the Instances page and in the Recent Instances
table of the Dashboard page of the SOA Infrastructure and SOA composite
application.

For some SOA composite applications, conversation IDs are also generated.
Conversation IDs provide another method for distinctly identifying a set of generated
instances. As shown in Figure 1-6, conversation IDs do not automatically display for
all instances. To see a conversation ID generated, perform one of the following tasks:

= Programatically invoke the service and pass a unique ID through a
WS-Addressing header (messageId).

= Create an instance using the Test Web Service page. The only exception to this is
when the Enable Stress Test check box of the Additional Test Options section on
the Test Web Service page is selected. In that case, a conversation ID is not created
for the instance.
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Figure 1-6 SOA Composite Application Instance IDs
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For more information, see the following sections:

Section 1.2.4, "Understanding Service Components and Service Component
Instances"

Part IV, "Administering SOA Composite Applications"
Section 8.1, "Initiating a SOA Composite Application Test Instance"

1.2.4 Understanding Service Components and Service Component Instances

SOA composite applications include service components. Service components are the
basic building blocks of SOA composite applications. Service components implement a
part of the overall business logic of the SOA composite application.

The following service components can be used in a SOA composite application:

BPEL process — For process orchestration of synchronous and asynchronous
processes

BPMN process (if Oracle BPM Suite is installed) — For creating and modeling
business processes using Business Process Management Notation and Modeling
(BPMN)

Oracle Mediator — For content transformation and routing events (messages)
between service producers and consumers

Human task — For modeling a human task (for example, manual order approval)
that describes the tasks for users or groups to perform as part of an end-to-end
business process flow

Spring — For integrating Java interfaces into SOA composite applications
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= Decision service — For making a decision or for processing based on business
rules

From the service component home page in Oracle Enterprise Manager Fusion
Middleware Control Console, you can perform administration tasks such as
monitoring instances, recovering from faults, and attaching policies.

As described in Section 1.2.3, "Understanding SOA Composite Application Instances,"
each application instance has its own instance ID. Each service component instance
included in a SOA composite application instance also has its own instance ID that
displays in Oracle Enterprise Manager Fusion Middleware Control Console.

Figure 1-7 shows an instance ID (workflow:200000) displaying in the Instance ID
column for the VacationRequestTask human task service component of the
VacationRequest SOA composite application. You can monitor the state of that service
component instance from the Instances page. You can also click this instance to access
more specific details about the service component.

Figure 1-7 Service Component Instance IDs
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Note: Starting with this release, Oracle SOA Suite provides support
for the spring service component. Note the following details about
spring support in Oracle Enterprise Manager Fusion Middleware
Control Console:

= There are no spring service engine management pages.

= A spring composite is displayed in the flow trace, but there is no
audit trial for it.

= Spring composite metrics are shown in the composite application
home page (for example, in the Component Metrics section of the
Dashboard page).

For more information about administering service components, see the following
sections:

s PartV, "Administering BPEL Process Service Components and Engines"
s Part VI, "Administering Oracle Mediator Service Components and Engines"

s Part VII, "Administering Decision Service Components and Business Rules Service
Engines"
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s Part VIII, " Administering Human Task Service Components and Human
Workflow Service Engines"

1

s Part XV, "Administering Oracle BPMN Process Service Components and Engines'

1.2.5 Understanding Binding Components

Binding components connect SOA composite applications to external services,
applications, and technologies (such as messaging systems or databases). Binding
components are organized into two groups:

= Services — Provide the outside world with an entry point to the SOA composite
application. The WSDL file of the service advertises its capabilities to external
applications. The service bindings define how a SOA composite service can be
invoked (for example, through SOAP).

= References — Enable messages to be sent from the SOA composite application to
external services (for example, the same functionality that partner links provide
for BPEL processes, but at the higher SOA composite application level).

In Oracle Enterprise Manager Fusion Middleware Control Console, you can perform
binding component administration tasks such as attaching policies, monitoring
rejected messages, and setting binding component properties. Figure 1-8 shows the
home page of a service binding component (in this example, a JCA adapter).

Figure 1-8 Binding Components
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@ Exception occured when binding was invoked, Exception ocoured during invocation of JCA binding: "JCA Einc Feb 16, 2009 10:10:49 PM 51
@ Excception occured when binding was invoked. Exception occured during invocation of JCA binding: "JCA Bine Feb 16, 2009 10:10:40 PM 80
@ Excception occured when binding was invoked, Exception occured during inwocation of JCA binding: “JCA Bine Feb 16, 2009 10:10:27 AM 79
@ Exception accured when binding was invoked. Exception occured during invocation of 104 binding: "JCA Bine Feb 16, 2009 10:10:22 AM 75

For more information, see Part XIV, "Administering Binding Components".

1.2.6 Understanding Service Engines

The SOA Infrastructure includes a set of service engines (BPEL process, human
workflow, decision service, Oracle mediator, and spring) that execute the business
logic of their respective components within the SOA composite application (for
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example, a BPEL process). If Oracle BPM Suite is installed, the SOA Infrastructure also
includes the BPMN process service engine.

Figure 1-9 provides an example in Oracle Enterprise Manager Fusion Middleware
Control Console of the BPEL process service engine. In this engine, the Calling,
LoanService, and CreditRatingService BPEL process service components run. Note
the multiple instance IDs for LoanService and CreditRatingService. The BPEL process
service components are included in two separate SOA composite applications:

s Calling is included in the Calling SOA composite application.

s LoanService and CreditRatingService are included in the CompositeTest SOA
composite application.

However, each BPEL process service component runs in the same BPEL process service
engine. You can click the links on the page to see more details about each BPEL process
service component instance, the service component itself, or the SOA composite
application in which it is included.

Figure 1-9 Service Components Running in a Service Engine

S04 Infrastructure Home = BPEL Engine Home

ﬁga BPEL Engine (Service Engine)

Dashboard | Statistics
Egearch
Instance ID
Skark Time From
Skart: Time To
Modified Date From

View -

Instance ID
bpel:42
bpel:4a
bpel:47
bpeli4a
bpel:45
bpel:44
bpeli43

<§ Related Links »

Instances | Faults | Deployed Comporents | Recovery

Modified Date To E"(]-) {UTC-08:00) US Pacific Time

EE'}) (UTC-08:00) US Pacific Time Skate

EE'}) (UTC-08:00) US Pacific Time Cornponent
EE'}) (UTC-08:00) US Pacific Time
Search || Reset

Component Composite State Start Date £uF Last Modified Date  Logs
ﬁgaCaIIing Calling [1.0] % Completed Mar 13, 2009 6:37:36 AM  Mar 13, 2009 6:37:37 AM Jai] ~
I53;L0anSer'vice CompositeTest [1.0] o Completed Mar 13, 2009 6:36:10 AM  Mar 13, 2009 6:36:11 AM ]
r5E;L0an5nar\-'ice CompositeTest [1.0] % Completed Mar 13, 2009 6:36:10 &M Mar 13, 2009 6:36: 10 AM ]
gaCreditRatingService CompositeTest [1.0] % Completed Mar 13, 2009 6:36:09 AM - Mar 13, 2009 6;36:09 AM ]
rggaLoaunSer\"ice CaompasiteTest [1.0] % Completed IMar 13, 2009 6:36:05 AM  Mar 13, 2009 6:36:09 AM ]
,59;L0anSer\-'ice CompositeTest [1.0] % Completed Mar 13, 2009 6:36:03 AM Mar 13, 2009 6:36:09 AM ]
r533'.’_reclitRatingSzar\.ficna CompositeTest [1.0] % Completed Mar 13, 2009 6:36:05 AM - Mar 13, 2009 6:36:08 AM ]

In Oracle Enterprise Manager Fusion Middleware Control Console, you can perform
service engine administration tasks such as monitoring instances, recovering from
faults, manually recovering (BPEL) failed messages, and configuring properties

specific to a service engine. These configuration properties impact all service
components that execute in the service engine, no matter the SOA composite
application in which the service components are included. The service engine pages
also include engine-specific statistics and performance metrics.

For more information about administering service engines, see the following sections:
s PartV, "Administering BPEL Process Service Components and Engines"
s Part VI, "Administering Oracle Mediator Service Components and Engines"

s Part VII, "Administering Decision Service Components and Business Rules Service
Engines"

s Part VIII, " Administering Human Task Service Components and Human
Workflow Service Engines”

s Part XV, "Administering Oracle BPMN Process Service Components and Engines"
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Note: Oracle Enterprise Manager Fusion Middleware Control
Console does not include pages for managing the spring service
engine.

1.2.7 Understanding the Service Infrastructure

The service infrastructure provides the internal message transport infrastructure for
connecting components and enabling data flow. The service infrastructure is
responsible for routing messages along the wire connections between services, service
components, and references.

For more information, see the following sections:
= Section 4.2, "Monitoring Processing Requests"

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for details about
wiring

1.2.8 Understanding the Contents of SOA Composite Applications

Your SOA composite application can consist of a variety of service components,
binding components, and services that you administer from Oracle Enterprise
Manager Fusion Middleware Control Console:

s BPEL processes

= BPMN processes (if Oracle BPM Suite is installed)
s Human workflows

= Oracle Mediator

»  Decision services (Oracle Business Rules)

= Spring

= JCA Adapters

= HTTP binding

s EJB service

s Direct binding service

= Oracle Application Development Framework (ADF) Business Component service
s Oracle BAM

s Oracle B2B

= Business events

»  Oracle User Messaging Service

For conceptual information about these service components, binding components, and
services, see Oracle Fusion Middleware Getting Started with Oracle SOA Suite and Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite.

1.3 What Is Oracle Business Process Management Suite?

The Oracle BPM Suite provides an integrated environment for developing,
administering, and using business applications centered around business processes.

The Oracle BPM Suite provides the following:
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= Enables you to create process models based on standards with user-friendly
applications. It enables collaboration between process developers and process
analysts. Oracle BPM supports BPMN 2.0 and BPEL from modeling and
implementation to run time and monitoring.

= Enables process analysts and process owners to customize business processes and
Oracle Business Rules.

= Provides a web-based application for creating business processes, editing Oracle
Business Rules, and task customization using predefined components.

= Expands business process management to include flexible, unstructured processes.
It adds dynamic tasks and supports approval routing using declarative patterns
and rules-driven flow determination.

= Enables collaboration by providing with Process Space, which drives productivity
and innovation.

=  Unifies different stages of the application development life cycle by addressing
end-to-end requirements for developing process-based applications. The Oracle
BPM Suite unifies the design, implementation, run time, and monitoring stages
based on a service component architecture (SCA) infrastructure. This allows
different personas to participate through all stages of the application life cycle.

The Oracle BPM Suite provides a seamless integration of all stages of the application
development life cycle from design-time and implementation to runtime and
application management.

The Oracle BPM Suite is layered on the Oracle SOA Suite and shares many of the same
product components, including;:

s Oracle Business Rules
s  Human workflow

s Oracle adapter framework for integration

1.4 Administration of Oracle SOA Suite and Oracle BPM Suite

You can perform a variety of Oracle SOA Suite and Oracle BPM Suite administration
(configuration, monitoring, and management) tasks from Oracle Enterprise Manager
Fusion Middleware Control Console. This section provides an overview of these tasks:

= Section 1.4.1, "Configuration of Oracle SOA Suite and Oracle BPM Suite"
= Section 1.4.2, "Monitoring of Oracle SOA Suite and Oracle BPM Suite"
= Section 1.4.3, "Management of Oracle SOA Suite and Oracle BPM Suite"

The administrative tasks that you can perform are based on the roles to which you are
mapped; each role corresponds to a different set of privileges. Certain users can be
mapped to simple monitoring privileges (for instance view-only access), while other
users can be granted full access, including the ability to update configurations, restart
servers, and so on. For more information about roles in Oracle Enterprise Manager
Fusion Middleware Control Console, see Appendix C, "Oracle Enterprise Manager
Roles."

1.4.1 Configuration of Oracle SOA Suite and Oracle BPM Suite

You can perform Oracle SOA Suite and Oracle BPM Suite configuration tasks in Oracle
Enterprise Manager Fusion Middleware Control Console. Configuration tasks consist

Introduction and Concepts 1-13



Administration of Oracle SOA Suite and Oracle BPM Suite

of setting properties such as audit levels and payload validation for your environment.
Properties can be set at the following levels:

s SOA Infrastructure (impacting all SOA composite applications)

= Service engines (impacting all service components that execute in the engine, no
matter the SOA composite application in which they are included)

s SOA composite application (impacting all service components that are included in
that composite application)

= Oracle B2B bindings
= Service and reference binding components message header properties

In terms of order of precedence, inherited SOA composite application property
settings (such as audit level settings and payload validation) take the highest
precedence, followed by service engine settings, followed by SOA Infrastructure
settings. However, most properties do not have this type of precedence to consider.

1.4.1.1 Understanding the Order of Precedence for Audit Level Settings

Audit tracking enables you to select the level of information to be collected by the
message tracking infrastructure. Audit level tracking can be set at the following levels:

s BPEL process or BPMN process service component
s SOA composite application

= Service engine

s SOA Infrastructure

If you set audit tracking at multiple levels, it is important to understand which setting
takes precedence. Table 1-1 provides examples of the order of precedence for audit
level settings.

Table 1-1 Examples of Order of Precedence

Service SOA Which Setting Takes
Component Composite Engine Infrastructure Precedence?
No property  Off Production =~ Development Composite.

The audit level is set to Off. The
service engine and SOA
Infrastructure audit levels do not
take effect.

No property Inherit Development Production Service engine.

The audit level is set to
Development. The payload is
shown in the assign activity. The
SOA Infrastructure audit level
does not take effect.

No property Inherit Inherit Production SOA Infrastructure.
The audit level is set to
Production.
No property Inherit Production/  Off The overall audit is not shown.
Development o . .
JOff /Inherit The composite inherits the audit

level from the SOA Infrastructure.
The payload is shown in the
assign activity based on the
service engine audit level setting.

1-14 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle BPM Suite



Administration of Oracle SOA Suite and Oracle BPM Suite

Table 1-1 (Cont.) Examples of Order of Precedence

Component Composite

Service
Engine

SOA
Infrastructure

Which Setting Takes
Precedence?

Development Off

Production

Development

Composite.

Since the composite audit level is
set to Off, the overall audit is not
shown. The service engine audit
level is shown, but the
Development setting for the
component takes precedence.

The payload is shown in the
assign activity based on the
component audit level setting of
Development.

Inherit Off

Production

Development

Composite.

Since the composite audit level is
set to Off, the overall audit is not
shown. The service engine audit
level is not shown because Off is
inherited from the composite.

Notes:

= When the composite audit level is set to Off, there is no audit trail
generated for this composite and all service engines used within
the composite.

= When the composite audit level is set to Inherit, it always inherits
the settings of the SOA Infrastructure.

= When the composite audit level is set to Off, the component
inherits the service engine settings.

For more information, see the following sections:

1.4.2 Monitoring of Oracle SOA Suite and Oracle BPM Suite

Chapter 3, "Configuring the SOA Infrastructure"

Section 10.1, "Configuring BPEL Process Service Engine Properties"

Section 10.2, "Setting the Audit Level at the BPEL Process Service Component

Level”

Chapter 21, "Configuring Human Workflow Service Components and Engines"

Chapter 36, "Configuring Service and Reference Binding Components"

Section 39.2, "Configuring BPMN Process Service Engine Properties"

You can perform Oracle SOA Suite and Oracle BPM Suite monitoring tasks in Oracle
Enterprise Manager Fusion Middleware Control Console, including monitoring the
following:

Instances, faults, and rejected messages in the SOA Infrastructure, SOA composite
applications, service components, service engines, and service and reference

binding components
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Service engine, service infrastructure, and binding component processing request
performance

Service and reference binding component message processing totals and average
processing times

Audit trail and process flow behavior in service components. For BPMN processes,
the entire BPMN process flow is displayed, and the path taken by the process
instance is highlighted.

Service engine request and thread states in BPEL processes, BPMN processes, and
human workflows

1.4.3 Management of Oracle SOA Suite and Oracle BPM Suite

You can perform Oracle SOA Suite and Oracle BPM Suite management tasks in Oracle
Enterprise Manager Fusion Middleware Control Console, including managing the
following:

Startup and shutdown of the SOA Infrastructure application

Creation and deletion of partitions. Once you create partitions, you can deploy a
composite to the appropriate partition. This enables you to logically group SOA
composite applications into partitions. This is similar to the concept of domains in
the 10.1.x releases of Oracle BPEL Process Manager.

Composite state (activating, retiring, starting, stopping, and setting the default
composite version)

Deletion and termination (aborting) of composite instances

Deployment, undeployment, and redeployment actions for SOA composite
applications

Export of a running SOA composite application to a JAR file.

Manual initiation of SOA composite application test instances from the Test Web
Service page

Recovery from faults in SOA composite applications, service components, service
engines, and business events

Manual recovery of failed messages in BPEL processes
Automated unit testing of SOA composite applications

Attachment of policies to SOA composite applications, service components, and
binding components

Incoming and outgoing notification messages in human workflow

Subscriptions to business events and testing of event publications

The following sections provide a more specific overview of several management tasks:

Section 1.4.3.1, "Understanding Fault Recovery"
Section 1.4.3.2, "Understanding Policies"

Section 1.4.3.3, "Understanding the Life Cycle State of SOA Composite
Applications"

Section 1.4.3.4, "Understanding SOA Composite Application Automated Testing"
Section 1.4.3.5, "Understanding Partitioning of the SOA Infrastructure"
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Note: Backup and recovery of Oracle SOA Suite is described in
Oracle Fusion Middleware Administrator’s Guide.

1.4.3.1 Understanding Fault Recovery

You can perform fault recovery actions on BPEL process, BPMN process, Oracle
Mediator, human workflow, and business event subscription faults (which include
database and component subscription faults) identified as recoverable in Oracle
Enterprise Manager Fusion Middleware Control Console. The following types of fault
recovery are supported:

= Recovery from individual faults, where you have access to the most granular
recovery options specific to each type of fault

= Recovery from multiple (bulk) faults, where you select multiple faults for recovery

You can perform individual and bulk recovery actions on recoverable faults at the
following levels:

s Faults occurring in all SOA composite applications in the SOA Infrastructure
s Faults occurring in an individual SOA composite application

s Faults occurring in service components

s Faults occurring in service engines

s Faults occurring in business events

You perform fault recovery on faults identified as recoverable in Oracle Enterprise
Manager Fusion Middleware Control Console. For BPEL process faults to be identified
as recoverable, there must be a fault policy defined that is bound to the fault (through
the fault-bindings.xml file) and which triggers the action
ora-human-intervention. A BPEL component fault can be recovered in only this
case. If no fault policy is defined as part of the composite, then a recoverable BPEL
process fault is not possible.

You define a fault recovery policy in the fault-policies.xml and
fault-bindings.xml files outside of Oracle Enterprise Manager Fusion
Middleware Control Console. These files are packaged with the SOA composite
application that you deploy to the SOA Infrastructure and administer in Oracle
Enterprise Manager Fusion Middleware Control Console.

Oracle Mediator and human workflow faults do not have the same behavior; they can
create recoverable faults without any fault policy. For errors in human task service
components or human workflow service engines, you perform fault recovery on faults
identified as recoverable from the Oracle BPM Worklist.

The following types of faults can be displayed in Oracle Enterprise Manager Fusion
Middleware Control Console:

= Business: Application-specific faults that are generated when there is a problem
with the information being processed (for example, a social security number is not
found in the database).

= System: Network errors or other types of errors such as a database server or a Web
service being unreachable.

»  Oracle Web Service Manager (OWSM): Errors on policies attached to SOA
composite applications, service components, or binding components. Policies
apply security to the delivery of messages.
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Faults can also be classified as either of the following:
m Recoverable or nonrecoverable:

Only certain types of faults are identified as recoverable. Table 1-2 provides
examples of several recoverable and nonrecoverable faults.

= Rejected Messages:

A fault is classified as a rejected message based on where it occurs. If a fault occurs
before entering a SOA composite, without generating a composite instance, it is
classified as a rejected message. A system or a policy fault can be identified as a
rejected message.

Table 1-2 Faults

Recoverable Faults Nonrecoverable Faults

= Business faults and some specific system =  Rejected messages

faults = Most system faults

= Oracle Mediator input file path and
output directory mismatch

= An Oracle BPM Worklist user is not
authorized to perform relevant (expected)
actions

s Non-existent references

s Service invocation failures

Policy faults

For more information on performing fault recovery, see the following sections:

= Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level"

= Section 8.6, "Recovering from SOA Composite Application Faults in the
Application Home Page"

m  Section 12.1, "Recovering from BPEL Process Service Component Faults"
= Section 12.3, "Recovering from BPEL Process Service Engine Faults"

= Section 15.2, "Managing Mediator Faults"

= Section 23.2, "Recovering from Human Workflow Service Engine Faults"
= Section 23.4, "Recovering from Human Task Service Component Faults"

m  Section 35.4, "Recovering from Business Event Faults"

= Section 41.1, "Recovering from BPMN Process Service Component Faults"

= Section 41.3, "Recovering from BPMN Process Service Engine Faults"

1.4.3.2 Understanding Policies

You can attach and detach policies at the following levels in Oracle Enterprise
Manager Fusion Middleware Control Console:

s SOA composite applications
= Service components
= Service and reference binding components

Policies apply security to the delivery of messages. Oracle Fusion Middleware uses a
policy-based model to manage Web services. The following types of policies are
supported:
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s Security — Implements WS-Security 1.0 and 1.1 standards. They enforce
authentication and authorization of users, identity propagation, and message
protection (message integrity and message confidentiality).

= Reliable Messaging — Supports the WS-ReliableMessaging protocol, guaranteeing
the end-to-end delivery of messages.

s Message Transmission Optimization Mechanism (MTOM) — Ensures that
attachments are in MTOM format, a format for efficiently sending binary data to
and from Web services.

s WS-Addressing — Verifies that SOAP messages include WS-Addressing headers
in conformance with the WS-Addressing specification. Transport-level data is
included in the XML message rather than relying on the network-level transport to
convey this information.

s Management — Logs request, response, and fault messages to a message log.
Management policies can include custom policies.

Policies are part of an enterprise policy framework that allows policies to be centrally
created and managed.

For more information, see the following documentation:

= Section 8.8, "Managing SOA Composite Application Policies"

= Section 12.2, "Managing BPEL Process Service Component Policies"
= Section 23.1, "Managing Human Task Service Component Policies"

= Section 38.1, "Managing Binding Component Policies"

= Section 41.2, "Managing BPMN Process Service Component Policies"

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which policies to use for your
environment

1.43.2.1 Understanding How Policies are Executed Policies are executed before a message
reaches the component with the attached policy. This causes the error to display in the
component preceding the component with the attached policy. For example:

= A policy attached to an Oracle Mediator service component is executed on the
wire before the message is passed to the Oracle Mediator. This causes the fault to
display in the service binding component instead of the Oracle Mediator.

= A policy attached to a human task service component is executed in the preceding
BPEL process service component before the message is passed to the human task
service component. This causes the fault to display in the BPEL process service
component instead of the human task service component.

= A policy attached to a human task service component is executed inside the
BPMN process in the human steps associated with the human service component
before the message is passed to the human task service component. This causes the
fault to display in the BPMN process service component instead of the human task
service component.

To see the exact location of the policy error, view the audit trail.

1.4.3.3 Understanding the Life Cycle State of SOA Composite Applications

You can administer the entire life cycle state of deployed SOA composite applications
from Oracle Enterprise Manager Fusion Middleware Control Console. An application
is automatically activated when you deploy it to the SOA Infrastructure. During
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deployment, you can specify a specific revision number for the application. A revision
is a specific deployed version of the application. You can deploy multiple revisions of
an application, enabling all to run at the same time.

This is a key benefit of revisions. For example, you may have an older revision of an
application running with one customer that is still valid. You then begin a partnership
with a different customer that requires a slight modification to the design of the
application. At some point, you plan to migrate the old customer to the newer revision
of the application, but for now that is not necessary. Revisions enable you to run both
applications.

The revision value is added to the application name in Oracle Enterprise Manager
Fusion Middleware Control Console. For example, in Figure 1-1 on page 1-3, revision
1.0 is the version for many deployed SOA composite applications. If a new request
comes in for a specific composite application revision, that composite application
revision is invoked. If a new request comes in without specifying a revision, the
default revision is invoked. A small green dot distinguishes the default revision from
other revisions.

You can perform the following life cycle administration tasks on a SOA composite
application from Oracle Enterprise Manager Fusion Middleware Control Console:

s Create an instance.

= Stop and restart application revisions. An application revision is typically started
instantly after deployment.

= Retire and activate application revisions. Application revisions are instantly
activated upon deployment.

= Set an application as the default version.
= Deploy, undeploy, and redeploy application revisions.
= Delete specific instances of an application revision.

With the addition of Oracle SOA Governance tools for life cycle management, you can
perform additional life cycle management tasks on a SOA composite application, or
any component or service within the composite:

s Collect important information on each component in an Oracle Enterprise
Repository to help producers, providers, consumers, or other participants in the
lifecycle for better understanding. For example, you can show the relationships
between previous and next versions.

= Associate a life cycle stage categorization to components or service endpoints (for
example, build, test, staging, or production).

= Automatically advance and track components and service endpoints through
various life cycle stages, automatically publishing them to an appropriate UDDI
service registry for their life cycle stage.

= Manage their life cycle and associated approvals using repeatable processes.

= Manage their performance in production, and inform prospective consumers of
services for better design-time decisions.

For more information about administering the life cycle states of a SOA composite
application, see the following sections:

= Section 8.1, "Initiating a SOA Composite Application Test Instance"
= Section 8.2, "Managing the State of Deployed SOA Composite Applications"
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= Section 8.3, "Monitoring and Deleting SOA Composite Application Instances from
the Application Home Page"

= Section 8.4, "Monitoring and Deleting SOA Composite Application Instances at the
SOA Infrastructure Level"

»  Oracle Fusion Middleware User Guide for Oracle Enterprise Repository
»  Oracle Fusion Middleware Integration Guide for Oracle Enterprise Repository

»  Oracle Fusion Middleware Configuration Guide for Oracle Enterprise Repository

1.4.3.4 Understanding SOA Composite Application Automated Testing

You can create, deploy, and run test cases that automate the testing of SOA composite
applications. Test cases enable you to simulate the interaction between a SOA
composite application and its references before deployment in a production
environment. Test suites consist of a logical collection of one or more test cases. Each
test case contains a set of commands to perform as the test instance is executed. The
execution of a test suite is known as a test run. Each test corresponds to a single SOA
composite application instance. Instances generated by the execution of these tests are
distinguished as test instances by a little yellow box next to their instance ID, as shown
in Figure 1-6.

The test suite framework provides the following features:

= Uses emulations to simulate the behavior of components with which your SOA
composite application interacts during execution. Instead of invoking a specific
component, you can specify a response from the component.

= Uses assertions to validate data during process execution.

For information about designing test cases for SOA composite applications, see Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite.

1.4.3.5 Understanding Partitioning of the SOA Infrastructure

You can deploy SOA composite applications into separate sections of the SOA
Infrastructure known as partitions. Deploying to partitions enables you to logically
group SOA composites and perform bulk life cycle management tasks on large
numbers of composites. Partitioning is similar to the concept of domains in the 10.1.x
releases of Oracle BPEL Process Manager. However, note that you cannot perform
specific configuration tasks on partitions, such as restricting login access to a specific
partition or configuring partitions (such as configuring threading).

At least one partition is required for deploying SOA composite applications. A default
partition named default is automatically included with Oracle SOA Suite.

Once you create a partition, you can perform the following tasks:

= Deploy SOA composite applications into the partition using Oracle Enterprise
Manager Fusion Middleware Control Console, Oracle JDeveloper, WebLogic
Scripting Tool (WLST) commands, or ant commands.

m  Access the partition and its deployed composites through the navigation tree.

= Perform the following bulk life cycle management tasks on the composites in a
specific partition:

- Start all composites
—  Shut down all composites

- Undeploy all composites
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—  Retire all composites
— Activate all composites

— List all composites

Note: Partitions are not associated with a particular state such as
started, stopped, activated, or retired. Only the composites within the
partition are associated with a particular state. Therefore, you cannot
start, stop, activate, or retire a partition.

For more information, see Section 8.10, "Grouping SOA Composite Applications into
Partitions."

1.5 Administration for Application Developers

If your role is that of an application developer, manage and test SOA composites using
a combination of Oracle JDeveloper and Fusion Middleware Control. See the Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite to develop SOA composite
applications with Oracle JDeveloper, and refer to the following sections to deploy,
monitor, and initiate a test instance of the composite application with Oracle
Enterprise Manager Fusion Middleware Control Console:

s Chapter 5, "Deploying SOA Composite Applications"
»  Chapter 7, "Monitoring SOA Composite Applications"
»  Section 8.1, "Initiating a SOA Composite Application Test Instance"

To create and model business processes using Business Process Management Notation
and Modeling (BPMN) within Oracle Business Process Management, see Oracle
Fusion Middleware Modeling and Implementation Guide for Oracle Business Process
Management.
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Getting Started with Administration

This part describes how to navigate to Oracle SOA Suite and Oracle BPM Suite
administration tasks in Oracle Enterprise Manager Fusion Middleware Control
Console.

This part includes the following chapter:

»  Chapter 2, "Getting Started with Administering Oracle SOA Suite and Oracle BPM
Suite"






2

Getting Started with Administering Oracle

SOA Suite and Oracle BPM Suite

This chapter describes how to access Oracle Enterprise Manager Fusion Middleware
Control Console and SOA Infrastructure configuration, monitoring, and management
tasks.

This chapter includes the following topics:

Section 2.1, "Logging into Oracle Enterprise Manager Fusion Middleware Control
Console"

Section 2.2, "Navigating to Oracle SOA Suite and Oracle BPM Suite
Administration Tasks"

Section 2.3, "Logging Out of Oracle Enterprise Manager Fusion Middleware
Control Console"

For more information about service engines, service components, binding
components, and the SOA Infrastructure, see Chapter 1, "Introduction and Concepts."

2.1 Logging into Oracle Enterprise Manager Fusion Middleware Control

Console

To log in to Oracle Enterprise Manager Fusion Middleware Control Console:

1.

Use Internet Explorer 7, Mozilla Firefox 2.0.0.2, Safari 4.0, or Firefox 3.0.x to access
the following URL:

http://host_name:port/em

where host_name is the name of the host on which Oracle Enterprise Manager
Fusion Middleware Control Console is installed and port is a number that is
dynamically set during installation. This port is typically 7001, but is the HTTP

port associated with the Oracle HTTP Server. For environments in which the SSL
port was enabled during configuration, the default port is 7002.

Enter weblogic/passwordand click Login.
where:

s weblogic is the default Oracle Enterprise Manager Fusion Middleware
Control Console administrator user name (you can change this during
installation)

»  password is the password you entered during Oracle SOA Suite installation
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The Accessibility Preference dialog appears the first time you log in. If you want,
you can select to not display this option again.

3. Select an appropriate action and click Continue.

The farm home page is displayed. From there, you can navigate to Oracle SOA
Suite and Oracle BPM Suite in several different ways, as described in the following
sections.

For more information about installation, see Oracle Fusion Middleware Installation Guide
for Oracle SOA Suite.

2.2 Navigating to Oracle SOA Suite and Oracle BPM Suite Administration
Tasks

This section describes methods for navigating to Oracle SOA Suite and Oracle BPM
Suite administration tasks in Oracle Enterprise Manager Fusion Middleware Control
Console:

»  Section 2.2.1, "Navigating Through the SOA Infrastructure Home Page and Menu"

= Section 2.2.2, "Navigating Through the SOA Composite Application Home Page
and Menu"

m  Section 2.2.3, "Navigating Through the Partition Home Page and Menu"
= Section 2.2.4, "Navigating to Deployed Java EE Applications"

= Section 2.2.5, "Navigating to the Oracle WebLogic Server Administration Console
and Other Pages"

= Section 2.2.6, "Navigating to the SOA Infrastructure or SOA Composite
Application Home Page"

Note: Note that the Farm menu always displays at the top of the
navigator. As you expand the SOA folder in the navigator and click
the links displayed beneath it, the SOA Infrastructure menu becomes
available at the top of the page.

2.2.1 Navigating Through the SOA Infrastructure Home Page and Menu

You can navigate to Oracle SOA Suite and Oracle BPM Suite administration tasks
through the SOA Infrastructure home page and menu. The SOA Infrastructure
provides you with access to all deployed SOA composite applications, service engines,
service components, business events, and other elements.

To navigate through the SOA Infrastructure home page and menu:
1. Expand SOA > soa-infra in the navigator.

This displays all SOA composite applications running in the SOA Infrastructure
for that managed server. These composites are grouped into the partitions in
which they are deployed.
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2. Click soa-infra.

ORACLE Enterprise Manager 11g Fusion Mic
& Topology

This displays the Dashboard page of the SOA Infrastructure. Click the help icon at
the top of this page to access the Resource Center for the entire Oracle SOA Suite.
The upper part of the page displays details about recently deployed SOA
composite application instances, deployed composites, recent faults, and rejected
messages. You can click a specific SOA composite application name or instance ID
to access additional details. You can also click Show All at the bottom of each
section to see more information about all items.

¢ soa-infra@
EIE S04 Infrastructure »

Logged in as weblogic |

Page Refreshed Mar 23, 2009 £:41:09 AM POT t

Dashboard | Deploved Composites | Instances | Faults and Rejected Messages
2
Recent Composite Instances Deployed Composites
Shaw Only Running Instances [ Running 0 Tokal 16 Composite Status Mode Instances Faults
Instance ID  Composite Start Time @ CompositeTest [1.0] ¢ adive ] ]
=16 CompositeTest [1.0] Mar 23, 2009 3:59:29 AM @ TestResubmit [2.0] ﬁ Active 7 10
=15 CarmpasiteTest [1.0] Mar 23, 2009 3:59:29 AM
w14 CompositeTest [1.0] Mar 23, 2009 3:59:28 AM
=13 CompositeTest [1.0] Mar 23, 2009 3:59: 28 AM
w1z CompositeTesk [1.0] Mar 23, 2009 3:59:26 AM
=11 CompositeTest [1.0] Mar 23, 2009 3:59:26 AM
=10 CarmpasiteTest [1.0] Mar 23, 2009 3:159:26 AM
R CompositeTest [1.0] Mar 23, 2009 3:59:25 AM
-] CompositeTest [1.0] Mar 23, 2009 3:59:24 AM
555 Show All & Show all (2)
Recent Faults and Rejected Messages
Show anly svstern Faulks
Error Message Recovery Faulk Time Composite Fault Location ;:DD DECEEEaE Logs
@ Exception occured when bir Mar 23, 2009 12:51:46 AM TestResubmit [2.0] IijﬁFiIeOuI: 5 B
@ Exception occured when bir @Recover... Mar 23, 2009 12:51:45 AM TestResubmit [2.0] ﬂ@FiIEInTDFiIeOut 5 ]
@ Exception accured when bir Mar 23, 2009 12;51:42 AM TestResubmit [2.0] ngﬂFileOut 4 ]
@ Exception occured when bir @Recover... Mar 23, 2009 12:51:40 AM TestResubmit [2.0] 1=é'g';_EFileInToFiIeOuI: 4 ]
@ Exception occured when bir Mar 23, 2009 12:51:36 AM TestResubmit [2.0] IW{HFileOut 3 A
@ Exception occured when bir @Recover... Mar 23, 2009 12:51:35 AM TestResubmit [2.0] 1=&:tEFiIeInToFiIeOuI: 3 ] 2
< =18
3 Show all

The lower part of the page displays details about the service engines provided by
the SOA Infrastructure and a graphical representation of the number of instances
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and faults for all SOA composite applications hosted in the SOA Infrastructure.
You must expand these sections to see this information. Click a service engine
name to access more specific details.

3. Note that the SOA Infrastructure menu appears below the soa-infra name at the
top of the page.

Note: Depending upon your current location, the context of this
menu changes to provide you with the administrative options most
relevant to your current location. For example, when you are within
the pages of a SOA composite application, the SOA Composite menu
is displayed or when you are on the home page of a specific partition,
the SOA Partition menu is displayed.

4. Select the SOA Infrastructure menu.

< soa-infra@

&= 504 Infrastructure [%
Harne
Monitoring ¥
Cantrol b
Logs ¥
S04 Deployment ¥

Manage Partitions
Service Engines »
Bindings »

Services and References

Business Events

S0, Adrninistration »
Securiby »
Adminiskr ation 3

General Information

These administrative options enable you to perform the following tasks.

Option Description

Home This option displays the following details of the SOA Infrastructure Dashboard page:

Recent SOA composite application instances.
Deployed SOA composite details (status, instance, and fault counts).

Recent faults and rejected messages in all SOA composite application instances, including
whether the instance is recoverable.

Number of components hosted by services engines and the faults in those components.

Graphical representation of the number of instances and faults for all SOA composite
applications hosted in the SOA Infrastructure.

For more information, see Section 4.1, "Monitoring SOA Infrastructure Recent Instances and
Faults."
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Option Description
Monitoring This option displays the following details:
= A summary of performance statistics in the SOA infrastructure.
= Request processing details that show the breakup of time spent in handshaking requests
between the binding components, service infrastructure, and service engines.
For more information, see Section 4.2, "Monitoring Processing Requests."
Control This option enables you to start or shut down the SOA Infrastructure.
Logs This option enables you to view and configure the logging levels for run-time loggers.
For more information, see Section 3.4, "Configuring Log Files."
SOA This option enables you to deploy, undeploy, or redeploy SOA composite applications.
Deployment For more information, see Section 5.1, "Deploying Applications."
Manage This option enables you to logically group your SOA Infrastructure into separate sections known
Partitions as partitions in which you deploy your SOA composite applications. This helps you to logically
group composites so that you can perform bulk life cycle management tasks on large numbers of
composites.
For more information, see Section 1.4.3.5, "Understanding Partitioning of the SOA Infrastructure”
and Section 8.10, "Grouping SOA Composite Applications into Partitions."
Service This option provides access to monitoring and management tasks for the BPEL process, Oracle
Engines BPMN, Oracle Mediator, human workflow, and business rules service engines.
Bindings This option displays details about recently active document types and trading partners, and

inbound and outbound endpoints for Oracle B2B.

Services and

This option displays message processing metrics for service and reference binding components

References in all SOA composite applications.
For more information, see Section 4.3, "Monitoring Service and Reference Binding Components
in the SOA Infrastructure.”
Business This option displays available business events, current event subscribers, and fault details.
Events

For more information, see Chapter 35, "Managing Business Events."
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Option

Description

SOA
Administration

This option provides access to the following configuration tasks for the SOA Infrastructure and
each service engine:

= Common Properties: For setting properties that impact the entire SOA Infrastructure, such
as viewing and setting the SOA Infrastructure audit level, capturing the state of the SOA
composite application instance, enabling the payload validation of incoming messages,
specifying the callback server and server URLSs, setting UDDI registry properties, viewing
the data source JNDI locations, setting the nonfatal connection retry count, setting Web
service binding properties, and optimizing the loading performance of pages.

For more information, see Section 3.1, "Configuring SOA Infrastructure Properties."

= BPEL Properties: For setting the audit trail size, maximum document size for a variable,
payload validation for incoming and outgoing messages, audit trail level, BPEL monitor and
sensor disabling status, and dispatcher thread level for invoke message threads, system
threads, and engine threads.

For more information, see Section 10.1, "Configuring BPEL Process Service Engine
Properties."

= BPMN Properties: For setting the audit trail size, maximum document size for a variable,
payload validation for incoming and outgoing messages, audit trail level, and dispatcher
thread level for invoke message threads, system threads, and engine threads.

For more information, see Section 39.2, "Configuring BPMN Process Service Engine
Properties”

= Mediator Properties: For setting the audit level, metrics level, number of parallel worker
threads, number of maximum rows retrieved for parallel processing, parallel thread sleep
values, error thread sleep values, container ID refresh time, and container ID lease timeout
values.

For more information, see Section 13.1, "Introduction to Configuring Oracle Mediator."

= Workflow Notification Properties: For setting the workflow service notification mode and
actionable e-mail address value.

For more information, see Section 21.1, "Configuring Human Workflow Notification
Properties."

= Workflow Task Service Properties: For setting the actionable e-mail account, adding the
worklist application URL, selecting the pushback assignee, adding portal realm mapping,
and adding the task auto release configuration priority.

For more information, see Section 21.2, "Configuring Human Workflow Task Service
Properties."

= B2B Server Properties: For enabling Dynamic Monitoring Service (DMS) metrics.

= Cross References: For selecting cross-reference values.

Security

This option displays the following selections:

= Application Policies: For creating application policies that an application relies upon for
controlling access to resources.

= Application Roles: For creating application roles for applications.
For more information about application roles, see Oracle Fusion Middleware Security Guide.

This option is available for all deployed Java EE applications, including the SOA Infrastructure
(soa-infra) application. Note that these options do not configure security policies for SOA
composites.

For more information about attaching policies to composite applications, see Section 8.8,
"Managing SOA Composite Application Policies."
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Option

Description

Administration This option displays the following selections:

MDS Connections: For managing metadata service (MDS) connections.
TopLink Sessions: For managing cache for the TopLink persistence framework.

System MBean Browser: For advanced configuration of properties across applications and
components.

For more information, see Oracle Fusion Middleware Administrator’s Guide for instructions on
using the System Mean Browser.

In addition to configuring the System MBean Browser from Oracle Enterprise Manager
Fusion Middleware Control Console, you also can invoke SOA configuration MBean
operations with the Web Logic Scripting Tool (WLST). For information, see Oracle Fusion
Middleware Oracle WebLogic Scripting Tool.

Note: The System MBean Browser includes an MBean for Oracle BPMN, even if Oracle BPM
Suite is not installed. If Oracle BPM Suite is not installed, this MBean cannot be used, and
should be ignored. The presence of this MBean does not impact the runtime behavior of
other Oracle SOA Suite components.

General
Information

This option displays general details about the SOA Infrastructure, such as the Oracle Enterprise
Manager Fusion Middleware Control Console version, Oracle home, and Oracle instance.

5. Select a specific SOA composite application from the soa-infra list shown in Step
1.

The SOA Infrastructure menu is now displayed above the navigator, providing
you with access to the same high-level administrative options, even when you are
within the pages of a SOA composite application. This menu changes positions
when you select a composite application.

ORACLE Enterprise Manager

% Fatrm %E SOA Infrastructure « & Top
hd Home: %
= % Farm_:
= [0 App Monitoring »
= DE%D Contral »
= Logs H
=i
S04 Deployment ¥
Manage Partitions
# [ we Service Engines »
+ [ Me Eindings 5
# [ Use Services and References

Business Events

S04 Administration *
Security H
Administration »

General Infarmation

6. Right-click soa-infra in the navigator. The menu that displays provides you with
access to the same administrative options that appear in the SOA Infrastructure
menu.
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2.2.2 Navigating Through the SOA Composite Application Home Page and Menu

You can navigate directly to Oracle SOA Suite and Oracle BPM Suite administration
tasks for a specific SOA composite application.

To navigate through the SOA composite application home page and menu:
1. Expand SOA > soa-infra in the navigator.
2. Expand the partitions.

This displays all SOA composite applications running in the partitions of the SOA
Infrastructure.

ORACLE Enterprise Manager 11g Fusion Mic

& Topology
-
= 5 [skan0¥
+ [ application Deployments
= [ so4
= EIE soa-infra (soa_serverl)
developmentPartition
= samplePartition
o3 MultivaluePrai [1.0]
=

n{l'.; SimplelntSensor [1.0]
# [ webLogic Domain
+ [ Metadata Repositories
# [0 User Messaging Service

3. Select a specific SOA composite application.

This displays the home page for the selected SOA composite application. The
upper part of the page displays details about recent instances and faults and
rejected messages. This part of the page also provides you with access to
important administrative and configuration tasks at the composite level.

1¢ FODOrderProcessingComposite [20.0] @ Lagged in a5 weblogic| Host
of[d 504 Composite - Page Refreshed Mar 2, 2010 4141: 14 PM P51
Running Instances 1 | Total 15 | Active | Retire ... Shut Down... Test * Settings... - @:

Dashboard = Instances | Faulks and Rejected Messages | Unik Tests | Policies

Instance IC MName Canversation ID Skate Start Time
24 urniuuidiOf3feadd-£ % Completed Mar 2, 2010 1:25:39 AM
23 % Completed Mar 2, 2010 1:24:14 AM
7z urnuuid: 0047481 - Running Mar 2, 2010 1:22:28 AM
15 urniuuid:26cd19e0- «# Completed Feb 25, 2010 11:19:25 AM
14 urniuuid:bel 17007 < Completed Feb 25, 2010 2:01:35 Al
5 Show All

FIRecent Faults and Rejected Messages

I Shaw only system Faulks

Composite Instance

o Logs

Errar Message Recovery Fault Time Fault Location

Mo Faults Found

4. Click Show All at the bottom of each section to see more of these items. You can
also click links to access more details about a specific composite instance or fault.
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The lower part of the page displays details about the service components (in this
example, Oracle Mediator, BPEL process, and human workflow) and binding
components (services and references) included in the SOA composite application.
You can click a specific service component or service or reference binding
component in the Name column to access more specific details.

—IComponent Metrics

Faulted Instances

Marne Component Type Total Instances RFunning Instances P PR
‘%.ﬁ.pprovalTask Hurnan workflow 3 3 0 .
<& OrderFulfilnent  Mediator 12 ] 0

,533, FODOrderProces: BPEL 15 3 0 w
3 >

-IServices and References

Marne Type Usage Faults Total Messages Average Processing Time (sec)
%OrderFulFillment_ep eb Service Service 0 i} 0,000
tg;,client Web Service Service 0 17 0,104
r{‘gFeclE:c JZA Adapker Reference 0 5 0,005
r{‘,fgGetOrcherInFc' JCa Adapter Reference ] 17 0,358
S8 GetCustomerTnfo 1CA Adapter Reference ] 17 0,009 ¥

When you are within the pages of a SOA composite application, the SOA
Composite menu appears below the application name at the top of the page. This
menu provides you with administrative options specific to the current composite
application.

5. Select the SOA Composite menu.

1p FODOrderProcessingComposit

#l 504 Composite «
Home

Monitaring »

S0 Deployment »
Expork,..

Test Service ¥
Unit Tests
Palicies

S04 Infrastructure

SO8 Infrastructure Common Properties

Service/Reference Properties »

General Information

These administrative options enable you to perform the following tasks.
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Option

Description

Home

This option displays the following details for the SOA composite application home page.
= Recent instances.

= Recent faults and rejected messages, including whether the instance is recoverable.

= Service components included in the SOA composite application.

= Services and references included in the SOA composite application.

For more information, see Section 8.2, "Managing the State of Deployed SOA Composite
Applications."

Monitoring

This option displays the performance summary statistics for the selected SOA composite
application.

SOA
Deployment

This option enables you to undeploy or redeploy this SOA composite application, or deploy
another SOA composite application.

For more information, see Section 5.1, "Deploying Applications."

Export

This option enables you to export a running SOA composite application to a JAR file.

For more information, see Section 8.9, "Exporting a Running SOA Composite Application."

Test Service

This option enables you to manually initiate an instance of this deployed SOA composite
application through the Test Web Service page.

For more information, see Section 8.1, "Initiating a SOA Composite Application Test Instance.”

Unit Tests This option enables you to run test cases that simulate the interaction between the current SOA
composite application and its Web service partners before deployment to a production
environment. This generates test instances of the composite.

For more information, see Section 8.7, "Automating the Testing of SOA Composite Applications."

Policies This option enables you to view and attach or detach policies to or from the SOA composite
application.

For more information, see Section 8.8, "Managing SOA Composite Application Policies."

SOA This option takes you to the SOA Infrastructure home page.

Infrastructure

SOA This option enables you to view and set the audit level, capture the state of the SOA composite

Infrastructure  application instance, enable the payload validation of incoming messages, set UDDI registry

Common properties, specify the callback server and server URLs, view the data source JNDI locations, set

Properties the nonfatal connection retry counts, set Web service binding properties, and optimize the
loading performance of pages. The SOA composite application typically inherits the settings
defined at the SOA Infrastructure level.

For more information, see Section 3.1, "Configuring SOA Infrastructure Properties."

Service/ This option enables you to configure WSDL file properties for the service and reference binding

Reference components included in the SOA composite application.

Properties For more information, see Section 36.1, "Configuring Service and Reference Binding Component
Properties."

General This option displays general details about this SOA composite application, such as the Oracle

Information Enterprise Manager Fusion Middleware Control Console version, Oracle home, Oracle instance,

and partition in which the composite is deployed.

6. Right-click the name of a SOA composite application in the navigator. A menu is
displayed that provides you with access to the same administrative options that
appear in the SOA Composite menu.
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2.2.3 Navigating Through the Partition Home Page and Menu

You can navigate to administrative tasks for a specific partition in the SOA
Infrastructure.

To navigate through the partition home page and menu:
1. Expand SOA > soa-infra in the navigator.
2. Click a specific partition.

# [0 application Deplovments
=1 (3 soa

@) MyPartition_1

3. At the top of the page, select the SOA Partition menu.

() 504 Partition %
Home
Composites Control >
S0 Deployment >

Delete This Partition, ..

General Information

These administrative options enable you to perform the following tasks.

Option

Description

Home

This option displays the following details for the partition home page:

SOA composite applications in this partition.
Status of the SOA composite applications in this partition (either Up (on) or Down (off)).
Mode of the SOA composite applications in this partition (active or retired).

Total number of instances and faulted instances of the SOA composite applications in this
partition.

Time at which the SOA composite applications in this partition were last deployed,
redeployed, or reconfigured.

Composites
Control

This option displays the following bulk life cycle management tasks:

Start Up All: Invokes a dialog for starting all composites in this partition.
Shut Down All: Invokes a dialog for shutting down all composites in this partition.
Activate All: Invokes a dialog for activating all composites in this partition.

Retire All: Invokes a dialog for retiring all composites in this partition.

For information about these composite states, see Section 8.2.1, "Managing the State of All
Applications at the SOA Infrastructure Level."

SOA
Deployment

This option displays the following management tasks.

Deploy To This Partition: Invokes the Deploy SOA Composite wizard for selecting a
composite to deploy in this partition.

Undeploy All From This Partition: Invokes a dialog for undeploying all composites in this
partition.

Redeploy: Invokes the Redeploy SOA Composite wizard to select composites to redeploy in
this partition.
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Option Description

Delete This This option invokes a dialog to delete this partition. All composites in the partition are

Partition automatically undeployed before the partition is deleted.

General This option displays general details about the partition such as the partition (target) name, the
Information Oracle Fusion Middleware version, the Oracle Fusion Middleware home directory, domain home

directory, host name, and deployed server.

4. Right-click the name of a partition in the navigator. A menu is displayed that
provides you with access to the same administrative options that appear in the
SOA Partition menu.

Note: You can also access the partition home page from the Related
Topics menu on the home page of a SOA composite application.

For information about partitions, see Section 1.4.3.5, "Understanding Partitioning of
the SOA Infrastructure" and Section 8.10, "Grouping SOA Composite Applications into
Partitions."

2.2.4 Navigating to Deployed Java EE Applications

You can navigate to deployed Java EE applications related to Oracle SOA Suite and (if
installed) Oracle BPM Suite components. These applications are Java EE applications
that represent the SOA system components, such as the technology adapters, Oracle
B2B, Oracle BPM Worklist, and so on. You can deploy a Web service and see it listed
here. You can also click individual applications (for example, the deployed Web
service) and manage and test that you can deploy WAR and EAR files from here. If
you have deployed your own Java EE applications, they also display here.

1. Expand Application Deployments in the navigator.
2. Expand Internal Applications.
3. Expand Resource Adapters.

A list of deployed Java EE applications related to Oracle SOA Suite and Oracle
BPM Suite components appears.
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=] % Farm_soainfra
= (3 application Deplayments

% bzbui (AdminServer)
% DS Application{11.1.1.1.0) (AdminSerwer)
% em (AdminServer)
% Frw Welcome Page Application{11,1.0.0.00 ¢
% wsil-wls (AdminServer)
% wsm-pm (Admin3eryer)
= [ Resource Adapters
% Agadapter (AdminServer)
% Dbadapter (AdminZerwver)
% Fileadapter (AdminServer)
% Frpadapter (AdminServer)
% Imsadapter (AdminServer)
% MOSeriesAdapter (AdminServer)
% OracledppsAdapter (AdminServer)
% CracleBamAdapter (AdminServer)
% SocketAdapter (AdminServer)
% BFMComposer (adminSeryer)
% composer {Admin3erver)
% DefaultTaDaTaskFlow (AdminServer)
% OraceBPMZomposerRolesapp (AdminServer)
% COracleBPMProcessRolesApp (AdminServer)
% CracleBPMWarkspace (AdminServer)
% SimpleApprovalTaskFlow (AdminServer)
% SOATestDemodpp (AdminServer)
% worklistapp (AdminSerwer)

Note that Oracle B2B (b2bui) appears in the Internal Applications folder, while
Oracle BPM Worklist (worklistapp) appears in the top level Application
Deployments folder.

4. Click a specific application (for this example, worklistapp is selected).

The page displays details about application performance.
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¢ worklistapp @
% Application Deplovment +

= Summary

General

Skake  Active
Deployed On soa_serverl

Servlets and JSPs
Ackive Sessions 0
Request Processing Time (ms) 367
Requests (per minuke) 0,02
Work Manager

Requests (per minuke) 0,02
Pending Requests 0

@ Sy

B To configure and me

Application Deplovrment,
Server Administration G

EJBs

Bean Acc

Eean Acc

Bean Transackion Co
Bean Transackion Rol
Bean Transackion Tir
Bean Trans:

< >
[l Entry Points Lo
Web Modules
ame Test Paint
finteqgrationfworklistapp htkp:/idadwmni07S2, us, oracle.

Web Services

Service Name Part
Mo Web Services Found

Test

Logged in as weblogic |Host
Page Refreshed Mar 2, 2010 4:53:25 PM PST (]

=l Modules By
Module Marme 2557 Module Type
B worklist.war web Application

L]

= Response and Load

400
300
200
100
] 0o3
— 00z
om
0440 Ph 04:44 0443 04:52 o0
hdarch 02 2010
4 L3

==Request Processing Time (ms)
==Requests (per minute)

Table View e

Note that while Oracle Enterprise Manager Fusion Middleware Control Console
displays the URLs for all deployed modules, you cannot directly invoke them
from this page.

2.2.5 Navigating to the Oracle WebLogic Server Administration Console and Other

Pages

Most pages in Oracle Enterprise Manager Fusion Middleware Control Console include
a Related Links menu in the upper right corner. Depending upon your current
location, the context of the menu changes to provide links to relevant pages. For
example, when you are on the BPEL process service engine page, the Related Links
menu provides links to the SOA Infrastructure home page, the BPEL process
configuration properties page, the Oracle WebLogic Server Administration Console,
and a page for service engine log files. Figure 2-1 provides details. You can also click
soa-infra at the top of the BPEL service engine page to go directly to the SOA
Infrastructure home page.
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Figure 2-1 Related Links Menu for a SOA Composite Application

{F soa-infra@ Logged in as weblogic |Host
= 504 Infrastruckure - Page Refreshed Oct 10, 2009 10:34:20 &M POT 0

S08 Infrastructure Home = BPEL Engine Home

ﬁga BPEL Engine {Service Engine) &P Related Links%

Dashboard | Statistics | Instances | Faults | Deployed Components | Recovery 504 Infra Home
EPEL Properties
“IRecent Instances ] webLogic Server Console
Show Only Running Inskances Running 2 Total 2 BPEL Engine Logs

Instance ID Component Composite State Start Date  Last Modified Dake  Lc

bpel:2 I5533E=PELPrDcessl HelloworkflowC omposite Running Qck 3, 2009 7:50057 Oct &, 2009 7:50:57

bpeli1 I5533E=PELPrDcessl HelloworkflowC omposite Running Qck 3, 2009 714836 Oct &, 2009 7:45:54

When you are on the page of a service component of a SOA composite application,
several navigational menus and links are available:

= The Related Links menu provides links to the SOA Infrastructure home page and
the applicable service engine home page. Figure 2-2 provides details.

= Bread crumbs display in the upper left corner as you traverse further into a SOA
composite application.

s Within any SOA composite application page (including the service component
pages), links to the SOA Infrastructure pages also remain available through the
SOA Infrastructure menu that displays next to the Farm menu above the
navigator. For example, this enables you to go from the home page of a specific
BPEL service component directly to the BPEL service engine configuration
properties page.

= Names at the top of the page can be clicked to navigate to parent pages. For
example, clicking the name of a composite at the very top of a service component
page enables you to go to the composite that includes that component.

Figure 2-2 Related Links Menu for a Service Component of a SOA Composite Application

‘acationFeguest [1.0] = YacationRequestProcess

dga VacationRequestProcess (BPEL Campanent) @ cﬁ Related Links =

S04 Infra Home
BPEL Engine Hame

Dashboard | Instances | Faults | Policies

If & Fault is marked as Recoverable, wou can select it and choose a recovery action From the lisk, This action reruns the instance in which th
to recover from it. You can also perform a batch recovery by selecting multiple Faults and choosing a recovery action, For additional recovery options, click the
Recoverable link for an individual fault, To recover From a Human Workflowe Fault, select it and click Recover and then click the link to the Worklist application.

=Search 2

Error Message Contains Cornposite Instance ID

The service engines, SOA administration (such as the SOA Infrastructure Common
Properties page), and business event pages all provide access to Oracle WebLogic
Server Administration Console from the Related Topics list. Selecting WebLogic
Server Console opens a new browser page and takes you to the login prompt for the
Oracle WebLogic Server Administration Console. Your current page in Oracle
Enterprise Manager Fusion Middleware Control Console is not lost. After logging in,
the home page is displayed. Figure 2-3 provides details.
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Figure 2-3 Oracle WebLogic Server Administration Console

ORACLE WebLogic Server® Administration Console

Change Center
View changes and restarts
Configuration editing is enabled. Future

changes will automatically be activated as you
modify, add or delete items in this domain.

Domain Structure

soainfra

t--Deployments
'Ser\:ices
t--Security Realms
EH-Interoperability
'Diagnosﬁcs

How do L. =

® Change Console preferences
®» Configure the domain-wide administration port
® Archive configuration files

® Disable the Console

System Status

Health of Running Servers

Failed (0)

@ Home Log Qut Preferences Record Help | Q, Welcome, weblogic | Connected to:
Home =wlsDomain o

Settings for wlsDomain
Configuration | Monitoring | Control | Security | Web Service Security | Motes
General | JTA | EJBs | Web Applications | Logging | Log Filters

Save

A domain is & collection of WebLogic Server instances that is managed by a single Administration Server, Use this page to configure
administrative options that apply to all servers in the current domain.

* Indicates required fields

The name of this Weblogic Server domain. More

Info...

* Name: soainfra

Spedifies whether the domain-wide administration
should be enabled for this WebLogic Server domai
Because the administration port uses S5, enabling
administration port requires that 551 must be

configured for all servers in the domain.  More In

[] Enable Administration Port

More Info...

Spedifies whether all servers in this domain run in
production mode, Once enabled, this can only be
dizabled in the admin server startup command
line.  More Info...

[ &5 Production Mode

Spedfies that deployments targeted to a duster
aurreed onlv if all servers in the duster are

F @g Enable Cluster Constraints

You can perform the following Oracle SOA Suite tasks from Oracle WebLogic Server
Administration Console:

= Configure adapter connections for composite references

»  Create and manage data sources utilized by adapters

»  Create and manage JMS resources utilized by adapters

= Manage SOA Infrastructure data sources (for example, modifying connection pool
settings)

= Administer security of human workflow users

= Manage Oracle WebLogic Server transaction (JTA) settings (for example, the
transaction timeout value)

= Deploy human task user interfaces

2.2.6 Navigating to the SOA Infrastructure or SOA Composite Application Home Page

You can access the home page of the SOA Infrastructure, a specific SOA partition, or a
specific SOA composite application from the Farm home page.

1. In the Deployments section of the Farm home page, click soa-infra or a specific
SOA composite application (for example, SimpleApproval).
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ORACLE Enterprise Manager 11g Fusion Middleware Control

% Farmm - & Topaology
sta007 @

[ Application Deployrments
[ soa

[ Weblogic Damain

[ Metadata Repositaries
[ User Messaging Service

= Deployments

U
i

Marne Status Target
= [ Application Deployments

[ Inkernal Applications
[ Resource Adapters

[ MulkivalueProj [1.

[ RulesHellotord [

o[ Simpleapproval [1
newPartition

@, camposer i sma_Serverl
@, Default ToDoTaskFlow < s0a_serverl
'E| SimpledpprovalTaskFlow ﬁ s0a_server]
'E| worklistapp ﬁ s04a_serverl
= [3504

= =2 soainfra ¢ s0a_serverl

=l [§] default ¢

it

i

o

@

The home page for your selection is displayed.

2.3 Logging Out of Oracle Enterprise Manager Fusion Middleware Control
Console

To log out of Oracle Enterprise Manager Fusion Middleware Control Console:

1. Note the following details about logging out.

s If multiple windows are open (for example, the help window, topology
viewer, and flow trace), logging out of any window logs you out of the entire
application in all open windows.

s  If you log out with any unsaved configuration changes, you receive no
warning message and your changes are lost.

2. In the upper right corner of any page, click the Log Out link.
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Administering the SOA Infrastructure

This part describes how to administer the SOA Infrastructure.
This part includes the following chapters:

s Chapter 3, "Configuring the SOA Infrastructure"

s Chapter 4, "Monitoring the SOA Infrastructure"






3

Configuring the SOA Infrastructure

This chapter describes how to configure the properties of the SOA Infrastructure.
These property settings can apply to all SOA composite applications running in the
SOA Infrastructure.

This chapter includes the following topics:

»  Section 3.1, "Configuring SOA Infrastructure Properties"

»  Section 3.2, "Stopping and Starting the SOA Infrastructure”

= Section 3.3, "Changing the SOA Infrastructure Server URL Property Port"
= Section 3.4, "Configuring Log Files"

»  Section 3.5, "Changing the Driver Name to Support XA Drivers"

For more information, see Section 1.2.1, "Understanding the SOA Infrastructure
Application."

3.1 Configuring SOA Infrastructure Properties
You can configure the following properties for the SOA Infrastructure:
= Auditlevel
= Composite instance state to capture
= Payload validation
= Universal Description, Discovery, and Integration (UDDI) registry
= Callback server and server URLs
= Instance and fault count metrics retrieval
»  Search criteria for the retrieval of recent instances and faults
= Java Naming and Directory Interface (JNDI) data source
= Web service binding properties

The properties set at this level impact all deployed SOA composite applications, except
those composites for which you explicitly set different audit level values at the
composite application or service engine levels.

Additional advanced properties for the SOA Infrastructure can be configured through
the System MBean Browser. To access these properties from the SOA Infrastructure
menu, select Administration > System MBean Browser > Application Defined
MBeans > oracle.as.soainfra.config.

To configure SOA Infrastructure properties:
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1. Access this page through one of the following options:

From the SOA Infrastructure From the SOA Folder inthe = From the SOA Composite

Menu... Navigator... Menu...
1.  Select SOA 1. Right-click soa-infra. 1. Select SOA
Administration > Infrastructure Common
Select SOA

Common Properties. Properties.

Administration >
Common Properties.

The SOA Infrastructure Common Properties page displays the following
properties.

Note: Some property fields are designated with an icon showing
green and red arrows. If you change these properties, you must restart
the SOA Infrastructure.

G soa-infra @ Logged in as weblogic | Host
E% SO8 Infrastructure « Page Refreshed Mar 16, 2010 9:50:19 &M POT i
208 Infrastructure Horme = Commmon Properties

S0A Infrastructure Common Properties () &P Related Links = | Apply || Revert |

The properties sek ak this level will impact all deploved composites, except those composites For which wou have explicitly set different audit or
pavload walidation walues at the composite application level,

Audit Level

Praduction “ [=] Configuring the Common SOA Ir

Zapture Cormposite Instance State » Audit Level
Pavload Yalidakion "Production” {default): Compasite in
i | collect pavload details and BPEL enc
UDDI Registry Properties gﬁzgf&'ﬁogeégii;g;ﬁ:her BPEL acti

Inquiry LIRL

@ "Development”: Allows both the cor
User it may impact the perfarmance. This
Password "OFF" Mo logging is performed. Com

Capture Composite Instance S
Turning this feature on will allow Far
impact the performance.

Server URLs
Callback Server URL

Server URL

Payload Yalidation
Select to enable validation of incomi

€ &

Display Data Counts

These propetties can improve page load times,

Disable Fetching of instance and Fault count metrics {improves related page load times)

Set default search criteria to Fetch recent instances and Faults only within a recent duration {applies ko lists of instances and Faults),
Duration Details 1 i days w

H Advanced

Maore S04 Infra Advanced Configuration Properties. ..

Descriptions for the properties at the top of the page are provided in the following
table.
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Element Description

Audit Level Select the level of information to be collected by the message tracking
infrastructure. This information is collected in the instance data store
(database) associated with the SOA Infrastructure. This setting has no
impact on what gets written to log files.

= Off: No composite instance tracking and payload tracking
information is collected. No more composite instances can be
created. No logging is performed. Note that disabling logging and
the display of instances in Oracle Enterprise Manager Fusion
Middleware Control Console can result in a slight performance
increase for processing instances. Instances are created, but are not

displayed.

= Development: Enables both composite instance tracking and
payload detail tracking. However, this setting may impact
performance. This level is useful largely for testing and debugging
purposes.

= Production: Composite instance tracking is collected, but the
Oracle Mediator service engine does not collect payload details
and the BPEL process service engine does not collect payload
details for assign activities (payload details for other BPEL
activities are collected). This level is optimal for most normal
production operations.

Capture Composite  Select to capture the SOA composite application instance state.

Instance State Enabling this option may result in additional run time overhead during
instance processing. This option provides for separate tracking of the
running instances. All instances are captured as either running or not
running. This information displays later in the State column of the
composite instances tables for the SOA Infrastructure and SOA
composite application, where:

= It shows the counts of running instances versus total instances
= You can also limit the view to running instances only

Valid states are running, completed, faulted, recovery needed, stale,
terminated, suspended, and state not available.

The running and completed states are captured only if this check box is
selected. Otherwise, the state is set to unknown. The conditional
capturing of these states is done mainly to reduce the performance
overhead on SOA Infrastructure run time.

Note: If this property is disabled and you create a new instance of a
SOA composite application, a new instance is created, but the instance
does not display as running, faulted, stale, suspended, terminated,
completed, or requiring recovery in the table of the Dashboard page of
the composite application. This is because capturing the composite
state of instances is a performance-intensive process.

For example, if you enable this property and create an instance of a
SOA composite application in the Test Web Service page, a new
instance appears in the Dashboard page of the composite application.
If you click Show Only Running Instances in the Dashboard page, the
instance displays as running. If you then disable this property and
create another instance of the same composite application, a new,
running instance is created. However, if you then select Show Only
Running Instances, the new instance is nof listed in the table of
running instances.

In addition, to terminate a running instance, the instance must have a
state (for example, running, faulted, suspended). This activates the
Abort button on the Instances page of a SOA composite application. If
this check box is not enabled before creating an instance, the Abort
button is inactive, and you cannot terminate the instance.
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Element Description

Payload Validation  Select to enable validation of incoming and outgoing messages.
Nonschema-compliant payload data is intercepted and displayed as a
fault.

2. Make changes appropriate to your environment.

The UDDI Registry Properties section displays the following properties. You can
integrate SOA composite applications running in the SOA Infrastructure with the
UDDI registry. The UDDI registry provides a standards-based foundation for
locating published services and managing metadata about services (security,
transport, or quality of service). You can browse and select published services that
meet your needs.

The User and Password properties are applicable if the UDDI registry is secured.
These are only used for the secure HTTP configuration of Oracle Service Registry
(OSR). The Inquiry URL property is public.

Element Description Example

Inquiry URL Enter the URL of the master registry http://master.mycompany.com:
you want to query. The URL must not 8888/registry/uddi/inquiry
refer to the slave registry itself.

Otherwise, you can lose some data. The
inquiry URL obtains full-standard
UDDI version 3 structures. This is the
same UDDI inquiry URL that you
specified in the Create UDDI Registry
Connection wizard.

User Enter the registry inquiry user. admin
Password Enter the password for the master Enter a password that utilizes good
registry inquiry user. security practices.

For more information about the UDDI registry, visit the following URL:
http://www.oracle.com/technology/tech/soa/uddi/index.html
For information about setting the endpoint reference and service key, see

Section 36.1.3, "Changing the Endpoint Reference and Service Key for Oracle
Service Registry Integration.”

3. Make changes appropriate to your environment.

The Server URLs section displays the following properties. If not explicitly set
here, these values are determined at run time by querying the Oracle WebLogic
Server cluster, the Web server, or the local server properties.

Element Description

Callback Server URL Enter the callback server URL. This URL is sent by the server as part of
the invocation to a foreign service provider.
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Element

Description

Server URL

Enter the server URL. This URL is published as part of the SOAP
address of a service in the concrete WSDL file.

Note: In 10.1.x releases, you manually configured SOAP optimization
with the opt SoapShortcut property. For release 11g, SOAP
optimization is automatically configured. Therefore, if you upgrade to
11g and are using the optimized shortcut approach in existing
applications, note that optimized calls are activated only when the host
name value (as referred to in the WSDL URL in the composite.xml
file) matches the Server URL value. Either set both values to the host
name (for example, myhost) or to the full domain name (for example,
myhost.domain.com). If these values do not match, a regular SOAP
call is performed instead of an optimized local call.

Note:

If you change the Callback Server URL and Server URL

values (for example, when moving from a test to a production
environment), you must restart Oracle WebLogic Server for the
WSDLs to be regenerated.

4. Make changes appropriate to your environment.

The Display Data Counts section displays the following properties for improving
the time it takes to load pages.

Note:

Any changes to these properties impact all SOA farms

associated with this Oracle Enterprise Manager instance.

Element Description
Disable Select to disable the display of instance and fault count metrics on the
fetching of following pages:

instance and
fault count
metrics

= Dashboard pages of the SOA Infrastructure, SOA composite
applications, service engines, and service components

= Delete with Options: Instances dialog

Instead, these metrics are replaced with links that you click to retrieve the
instance and fault count metrics when you need this information. This
setting can improve the time it takes to load pages.

If you click a link to retrieve instance and fault count metrics, and Oracle
Enterprise Manager Fusion Middleware Control Console times out, increase
the transaction timeout property. For more information, see Section B.2,
"Optimizing the Loading of Pages with Instance and Faults Metrics."
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Element Description

Set default Select this checkbox and specify a time period during which to retrieve
search criteria  recent instances and faults for display on the following pages:

to fetch recent
instances and
faults only
within arecent »  Dashboard pages of services and references

Dashboard pages and Instances pages of the SOA Infrastructure, SOA
composite applications, service engines, and service components

éuraltilé)?to lists Faults and Rejected Messages pages of the SOA Infrastructure, SOA
ofgﬁstances composite applications, services, and references
and faults) = Faults pages of service engines and service components

The time period you specify appears by default in the Fault Time From
field on faults pages on which you can search for faults and the Start Time
From field on instances pages on which you can search for instances.

When you select this checkbox and specify a time period, the Show All
links change to Show More links on the Dashboard pages of the SOA
Infrastructure, SOA composite applications, service engines, and service
components.

For additional details, see Section 3.1.1, "Disabling Instance and Fault Count
Metrics Retrieval with the System MBean Browser" for changing this property
from the System MBean Browser and Section B.2, "Optimizing the Loading of
Pages with Instance and Faults Metrics."

5. Make changes appropriate to your environment.

6. Expand the Advanced section.

=lAdvanced

Data Sources

Server Data Source JMDI jdbc/s0ALocalTxDatasource & Configure
Server Transackion Data Source JNDI jdbc/s0ADakaSource @ Configure
Monfatal Connection Retry Count 10

Web Service Binding Properties

COracle 550 Ciphers

Oracle Wallek Passwaord

Ise chunking
Chunk, size o

More S04 Infra Advanced Configuration Properties..,

The Data Sources section displays the following properties. A data source enables
you to retrieve a connection to a database server.

Element Description Example

Server Data  Displays the JNDI location for the server data jdbc/SOALocalTxDatas
Source JNDI source. Click Configure to go to the data source ource

configuration page of the Oracle WebLogic Server

Administration Console. Global transaction

support should be disabled for this data source.

Server Displays the JNDI location for the server jdbc/SOADataSource
Transaction  transactional data source. Click Configure to go to
Data Source the data source configuration page of the Oracle
JNDI WebLogic Server Administration Console. You
must configure the data source for global
transactions.
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Element

Description Example

Nonfatal

Enter the maximum number of times a nonfatal 10

Connection  connection error can be retried before failing.
Retry Count These type of errors occur for any connection

error with the dehydration store (for example,
Oracle Real Application Clusters failover,
database shutdown, and so on).

7. Make changes appropriate to your environment.
The Web Service Binding Properties section displays the following options.
Element Description Example
Oracle SSL Ciphers Enter the list of supported Oracle ciphers. SSL_RSA_WITH_RC4_128_
A cipher suite is a set of algorithms that MD3
provide security for data transmissions.
Before data can flow through an SSL
connection, both sides of the connection
must negotiate common algorithms to use.
Oracle Wallet Enter the wallet password for the keystore. Enter a password that
Password utilizes good security
practices.
Use Chunking Select to enable chunking of data for SOAP - -
over HTTP deliveries.
Chunk Size Specify a chunk size. The value must be 500

less than or equal to 999. The size is used
for SOAP over HTTP deliveries and is
specified in bytes.

10.

11.

Make changes appropriate to your environment.

Click Apply.

If you make changes and want to reset these properties to their previous values,
click Revert.

To change advanced parameters, click More SOA Infra Advanced Configuration
Properties. This opens the System MBean Browser. The properties that display
include, but are not limited to, the following. Descriptions are provided for each

property.

GlobalTxMaxRetry — The maximum number of times an invocation
exception can be retried.

GlobalTxRetryInterval — The number of seconds between retries for an
invocation exception.

HttpProxyAuthRealm — The HTTP proxy authentication realm.
HttpProxyAuthType — The HTTP proxy authentication type.
HttpProxyHost — The HTTP proxy host.

HttpProxyPassword — The password for HTTP proxies that require
authentication.

HttpProxyPort — The HTTP proxy port number.

HttpProxyUsername — The user name for HTTP proxies that require
authentication.
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s HttpServerURL — The HTTP protocol URL published as part of the SOAP
address of a process in the WSDL file.

s HttpsServerURL — The HTTPS protocol URL published as part of the SOAP
address of a process in the WSDL file.

s KeystoreLocation — The path to the Oracle SOA Suite keystore.
s UddiCacheLifetime — The UDDI endpoint cache life span.

3.1.1 Disabling Instance and Fault Count Metrics Retrieval with the System MBean

Browser

As described in Section 3.1, "Configuring SOA Infrastructure Properties," you can
disable the retrieval of instance and fault count metrics in the Display Data Counts
section of the SOA Infrastructure Common Properties page.

You can also change this property through the System MBean Browser.

1.

o o ~ w N

Select Application Defined MBeans > emom.props > Server:AdminServer >
Application: em > Properties > emoms.properties.

Note that emoms.properties is only available for selection if you previously
modified the Disable fetching of instance and fault count metrics option of the
Display Data Counts section of the SOA Infrastructure Common Properties page.

In the Name column of the Attributes tab, click Properties.

In the Value column, expand Element_20.

In the Element column, enter false to disable metrics retrieval.
Click Apply.

Restart the SOA Infrastructure. Note that a restart is not required if you instead
change the Disable fetching of instance and fault count metrics option through
the Display Data Counts section of the SOA Infrastructure Common Properties

page.

3.2 Stopping and Starting the SOA Infrastructure

You can stop and start the SOA Infrastructure for maintenance or for configuration
restarts.

To start and stop the SOA Infrastructure:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.

Select Control. 1. Right-click soa-infra.
2. Select Control.

-

P ® DN

To shut down the SOA Infrastructure, select Shut Down.
Click OK when prompted to shut down the SOA Infrastructure.
Wait for SOA Infrastructure shutdown to complete.

To start the SOA Infrastructure, select Start Up.
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3.2.1 SOA Composite Application States and SOA Infrastructure Shutdown

SOA composite application states are not updated to indicate that they are down after
SOA Infrastructure shutdown. If you attempt to access the composite, you receive an
error message stating that composite details cannot be retrieved:

soa-infra runtime connection error An error happened while connecting to
soa-infra runtime at t3://152.61.150.106:8001/soa-infra.

This message may lead you to believe that another issue exists in the system.
However, this is not the case.

These composite states display as up, or in some cases pending, because this metric
indicates whether the composite is enabled, and is independent of whether the SOA
Infrastructure is started. In addition, the composite is still active and can receive
requests on other managed servers in a cluster.

3.2.2 Restarting the SOA Infrastructure Does Not Activate Endpoints When a Retired
Composite is Activated

If a SOA composite application with adapter endpoints is in a retired state, the
endpoints are not activated if you perform the following actions:

= Restart the SOA Infrastructure
= Activate the SOA composite application

This is because files, records, and so on are not picked up by the endpoint adapters. As
a workaround, redeploy the SOA composite application after restarting the SOA
Infrastructure.

3.2.3 SOA Infrastructure Startup Failure When cwallet.sso Includes the SOA Map

When cwallet. sso has the SOA map, you receive an error message similar to the
following when attempting to start the SOA Infrastructure.

Caused By: java.security.UnrecoverableKeyException: Password verification
failed

at
sun.security.provider.JavaKeyStore.engineLoad (JavaKeyStore.java:769)

at
sun.security.provider.JavaKeyStore$JKS.engineLoad (JavaKeyStore.java:38)

at java.security.KeyStore.load(KeyStore.java:1185)

at oracle.j2ee.ws.saaj.util.SSLUtil.loadKeyStore(SSLUtil.java:73)

at
oracle.j2ee.ws.saaj.util.SSLUtil.getKeyManagerFactory (SSLUtil.java:88)

at oracle.j2ee.ws.saaj.util.SSLUtil.getKeyManagers (SSLUtil.java:97)

at
oracle.j2ee.ws.saaj.util.SSLUtil.createSSLSocketFactory (SSLUtil.java:50)

at
oracle.integration.platform.common.SSLSocketFactoryManagerImpl.getSSLSocketFac
tory (SSLSocketFactoryManagerImpl.java:58)

at oracle.fabric.common.wsdl.WSDLManager.init (WSDLManager.java:356)

at oracle.fabric.common.wsdl.WSDLManager.<init>(WSDLManager.java:101)

at
oracle.fabric.common.metadata.MetadataManagerImpl .getWSDLManager (MetadataManag
erImpl.java:283)

at
oracle.fabric.composite.model.CompositeModel .getWSDLManager (CompositeM

Perform the following steps to resolve this issue.
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Perform one of the following actions:
s Delete the SOA map in cwallet. sso.

=  Remove $DOMAIN_HOME/config/fmwconfig/default-keystore.jks.
Oracle Web Services Manager (OWSM) uses this file.

Restart the SOA Infrastructure.

3.3 Changing the SOA Infrastructure Server URL Property Port

In addition to the SOA Infrastructure Common Properties page, you can also change
the SOA Infrastructure ServerURL property port in the System MBean Browser of
Oracle Enterprise Manager Fusion Middleware Control Console.

When changing the port, note the following details:

If the SOA Infrastructure and managed Oracle WebLogic Server port numbers are
different, you receive a ConnectException error when trying to connect to the
Oracle BPM Worklist. Ensure that these port numbers match.

You cannot change the SOA Infrastructure port from the Oracle WebLogic Server
Administration Console. Only the port for the managed Oracle WebLogic Server
can be changed from the Oracle WebLogic Server Administration Console.

To change the SOA Infrastructure port:

1.

From the SOA Infrastructure menu, select Administration > System MBean
Browser.

Under Application Defined MBeans, expand oracle.as.soainfra.config > Server:
server_soa > SoalnfraConfig > soa-infra.

where server_soa is the name of the server provided during post installation
configuration. By default, this name is soa_serverl.

In the Name column, click ServerURL.

The Attribute: ServerURL page appears.
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1} soa-infra®
=2 504 Infrastructure -

System MBean Browser

Logged in as weblogic|

Page Refreshed Apr 24, 2009 5:21:03 P PDT [}

N Attribute: ServerURL Apply || Return

£ Security
[ com.bea
B £ application Defined MEeans
1 EMDarnain
£ com. oracle. HTTRPClient . config
[ com.aracle.jdbe
£ com.oracle. jps
[ com.aracle, sdp. messaging
0 emorms, props
£ emomslogging. props
[ oracle, adf . share. config
[ oracle. adf . share. connections
[ oradle, as.soainfra,bpel
Bl [ oracle. as.soainfra,config
B L Server: s0a_serverl
1 BZBConfig
[ BPELCanfig
1 BusinessRulesConfig
[ CEPCanfig
[ EDMCanfig
L HwFMailerCaonfig
[ Mediator Config
B £ Soalnfraconfig
& zoa-infra

~ MBean Mame

Attribute Mame
Descripkion

Type
Readable | Writable

¥alue

oracle. as.soainfra.configiLocation=sna_server1,name=soa-infra, bvpe=5o&
Application=soa-infra

ServerlRL

This URL is published as part of the S0AF address of a process in the W3DL
hiostname and port For this URL should be customized to match the hostnam
system and the park of wour HTTP gateway,

java.lang. String
R

myhost,us,oracle, com: 5001

4. In the Value field, change the port.

5. Click Apply.

6. Change the managed Oracle WebLogic Server port in the Oracle WebLogic Server
Administration Console to the same value.

In environments in which a load balancer is used in front of an Oracle WebLogic
Server cluster, the ServerURL property host and port can be different from the
Oracle WebLogic Server server host and port. This is typical for enterprise
deployment environments in which a load balancer distributes requests across the
managed servers in the Oracle WebLogic Server cluster. For more details, see
Oracle Fusion Middleware Enterprise Deployment Guide for Oracle SOA Suite.

3.4 Configuring Log Files

Oracle SOA Suite components generate log files containing messages that record all
types of events, including startup and shutdown information, errors, warning
messages, access information on HTTP requests, and additional information.

To configure log files:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Logs > Log Configuration. 1. Right-click soa-infra.

2. Select Logs > Log Configuration.

The Log Configuration page displays the following details:
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= A View list for selecting the type of loggers for which to view information:

— Persistent: Loggers that become active when a component is started. Their
configuration details are saved in a file and their log levels are persisted
across component restarts.

— Active run time: Loggers that are automatically created during run time
and become active when a particular feature area is exercised (for
example, oracle.soa.b2b or oracle.soa.bpel). Their log levels are not
persisted across component restarts.

= A table that displays the logger name, Oracle Diagnostic Logging (ODL) level
for setting the amount and type of information to write to a log file, the log
file, and the log level state.

Log Configuration
Use this page to configure basic and advanced log confiquration sektings,

Log Levels | LogFiles

This page allows vou to configure the log level for both persistent loggers and active runtime loggers. Persistent loggers are loggers that are savedin a Apply || Revert
configuration file and become active when the component is started. The log levels for these loggers are persisted across component restarts, Runtime ———— —————
loggers are automatically created during runtime and become active when a particular feature area is exercised. For example,

oracle. jZee.ejb.deployment. Logger is a runtime logger that becomes active when an EJE module is deploved. Log lewvels For runtime loggers are not

persisked across component restarts.

Wiew | Runtime Loggers v

Search | All Categories o @

Cracle Diagnostic Logging Level (Java

Level) Log File Persistent Log Level State

Logger Marnne

oracle.bpm. analytics MOTIFICATION: 1 (IMFC) [Inherit od-handler
oracle integration. platform, blocks, cluster MOTIFICATION: 1 {IMFO) [Inherit odl-handler
oracle.integration. platform.blocks. deploy. coordinator MOTIFICATION: 1 (IMFO) [Inherit od-handler
oracle integration. platform.blocks, event. saq MOTIFICATION: 1 {INFO) [Inherit odl-handlzr
oracle.soa.adapter MOTIFICATION: 1 (IMFO) [Inherit » od-handler
+ oracle.soa.b2b MNOTIFICATION: 1 (INFO) [Inherit | adl-handler
+ oracle.soa.bpel MOTIFICATION: 1 (IMFC) [Inherit s od-handler
¥ oracle.soa mediator MOTIFICATION: 1 (IMFO) [Inherit od--handler
oracle.sna,services . cammon MOTIFICATION: 1 {IMNFO) [Inherit od-handler
oracle.soa. services identity MOTIFICATION: 1 (IMFC) [Inherit od-handler
oracle.s0a. services . naotification MOTIFICATION: 1 {IMFO) [Inherit od-handler
¥ oracle.soa. services.rules MOTIFICATION: 1 (IMFO) [Inherit od-handler
<+ oracle.soa, services warkflow MOTIFICATION: 1 (INFO) [Trherit % od-handler a b/

[Irersist log level state across component restarts

2. Perform the following log file tasks on this page:

a. In the Logger Name column, expand a logger name. This action enables you
to specify more specific logging levels within a component.

b. In the Oracle Diagnostic Logging Level columns, select the level and type of
information to write to a log file.

c. Inthe Log File column, click a specific log file to create and edit log file
configurations.

For more information about ODL log files and the level and type of logging
information to write to a log file, see Oracle Fusion Middleware Administrator’s
Guide.

3. Click the Log Files tab.

This page enables you to create and edit log file configurations, including the log
file in which the log messages are logged, the format of the log messages, the
rotation policies used, and other parameters based on the log file configuration
class.
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Log Configuration
Idse this page to configure basic and advanced log configuration settings.
Log Levels | Log Files

Use this page to create and edit log file configurations. & log file configuration specifies the log file where the log messages will be logged to, the Format of the log
messages, the rotation policies used, as well as other parameters depending on the log File configuration class,

Create Like... 7 Edit Configuration... &0 Yiew Configuration...
Handler Mane Log Path Log File Format Rokation Paolicy
odl-handler Iscratchysansrinifbeahomefuser_projectsfdomainssoainfra/ser Oracle Diagnostics Logging - Text Size Based
owsm-message-hant fscratchisansrini/beahome fuser_projectsidomainssoainfra/ser Oracle Diagnostics Logaing - Text Size Based

For more information, see Oracle Fusion Middleware Administrator’s Guide.

3.4.1 Configuring the Logging File Encoding Property

The oracle-soa-handler log handler property of the sca-diagnostic.log file
has no encoding property specified in the SOA
Domain/config/fmwconfig/servers/server_soa/logging.xml file. Instead,
the soa-diagnostic. log file is written in the operating system’s default encoding
format. This can cause the following problems:

= Non-ASCII error messages can become unreadable because logging information is
written to soa-diagnostic. log in the server’s default encoding format.

= On Windows operating systems, writing in the default encoding format can lead
to non-ASCII data loss.

To avoid this problem, specify a value of UTF-8 for the oracle-soa-handler log
handler property in the logging.xml file.

<?xml version='1.0'?>
<logging_configuration>
<log_handlers>
<log_handler name='wls-domain'
class='oracle.core.ojdl.weblogic.DomainLogHandler' level='WARNING'/>
<log_handler name='oracle-soa-handler'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='path' value='c:\so0al210.1411\user_
projects\domains\soa/servers/server_soa/logs/soa-diagnostic.log'/>
<property name='maxFileSize' value='10485760"'/>
<property name='maxLogSize' value='104857600"'/>
<property name='supplementalAttributes' value='J2EE_APP.name,J2EE_
MODULE.name, WEBSERVICE.name, WEBSERVICE_PORT.name, composite_instance_id, component_
instance_id, composite_name, component_name'/>
<property name='encoding' value='UTF-8'/>
</log_handler>
</log_handlers>

Log files are written with ODL. You can view the content of log files from Oracle
Enterprise Manager Fusion Middleware Control Console.

For more information about logging, see Oracle Fusion Middleware Administrator’s
Guide.

3.5 Changing the Driver Name to Support XA Drivers

If your data sources require support for XA drivers, you must change the driver name
on Oracle WebLogic Server. This is particularly true for environments in which BPEL
processes assume XA is present when calling database adapters and JMS adapters.
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Change the driver name through one of the following methods.
= Edit in Oracle WebLogic Server Administration Console.
1. Log into Oracle WebLogic Server Administration Console.
2. In the left pane, select Domain Structure.
3. Select Services > JDBC > Data Source > SOADataSource > Connection Pool.
4

For the Driver Class Name, change the value to
oracle.jdbc.xa.client.OracleXADataSource.

This provides support for the XA driver.
5. Restart the server.
s Edit the SOADataSource-jdbc.xml file.
1. Open the soaDataSource-jdbc.xml file on Oracle WebLogic Server.

2. Change the SOADataSource driver name from
oracle.jdbc.OracleDriver to
oracle.jdbc.xa.client.OracleXADataSource.

<?xml version="1.0" encoding="UTF-8"?>
<jdbc-data-source
/.

/ <name>SOADataSource</name>
<jdbc-driver-params>
<url>jdbc:oracle:thin:@adc60086fems.us.oracle.com:1537:co0yd570</url>
<driver-name>*oracle.jdbc.xa.client.OracleXADataSource*</driver-name>
<properties>
<property>
<name>user</name>
<value>fusion_soainfra</value>
</property>
</properties>
./
</jdbc-driver-params>
/...
./
</jdbc-data-source>
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Monitoring the SOA Infrastructure

This chapter describes how to monitor the SOA Infrastructure. All SOA composite
applications are deployed to the SOA Infrastructure.

This chapter includes the following topics:
= Section 4.1, "Monitoring SOA Infrastructure Recent Instances and Faults"
= Section 4.2, "Monitoring Processing Requests"

= Section 4.3, "Monitoring Service and Reference Binding Components in the SOA
Infrastructure"

For more information, see Section 1.2.1, "Understanding the SOA Infrastructure
Application."

4.1 Monitoring SOA Infrastructure Recent Instances and Faults
You can monitor the SOA composite applications deployed to the SOA Infrastructure.
To monitor SOA Infrastructure recent instances and faults:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Select soa-infra. 1. Select SOA Infrastructure.

The upper part of the SOA Infrastructure Dashboard page displays the following
details:

= Recent SOA composite application instances, instance IDs, and starting times.
By default, only running instances are shown.

= The status of deployed SOA composite applications and their revision
numbers, the number of instances created for each application, and the
number of faulted instances in each application. The total number of deployed
composites also displays in parentheses next to the Show All link.

= Recent faults and rejected messages, including the error message, whether you
can recover from the fault, the time at which the fault occurred, the SOA
composite application in which the fault occurred, the location of the fault
(service binding component, service component, or reference binding
component), the instance ID of the SOA composite application, and a link to
log messages describing the fault or rejected message. You can recover from
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1} soa-infra@
E% 504 Infrastructure -

faults identified as recoverable at the SOA Infrastructure, SOA composite
application, service engine, and service component levels.

Logged in a5 weblogic|

Page Refreshed Mar 23, 2009 £:41:09 AM PDT tl

Dashboard | Deploved Composites | Instances | Faulks and Rejected Messages

P

?

Recent Composite Instances

Shaw Only Rurning Instances [

Instance I Composite

=16 CompositeTest [1.
=15 CarnpositeTest [1.
=14 CarnpasiteTest[1,
=13 CarnpasiteTest [1
"1z CompositeTest [1.
=11 CompositeTest [1.
=10 CompositeTest [1
=4 CompositeTest [1.
=5 CompositeTest [1.
s Show All

Deployed Composites

Recent Faults and Rejected Messages

Shiow only syskem Faults

Error Message

P Exception occured when bir
@ Exception occured when bir
) Exception occured when bir
) Exception occured when bin
) Exception occured when bin
@ Exception occured when bir

5
s Show All

Running 0 Tokal 16 Composite Skatus  Mode Instances Faults
Start Time @ CompositeTest [1.0] {F  Adive 9 a
0] Mar 23, 2009 3:59:29 AM @ TestResubmit [2.0] ﬁ Active 7 10
0] Mar 23, 2009 3:59:29 AM
0] Mar 23, 2009 3:59:25 AM
0] Mar 23, 2009 3:59:25 AM
0] Mar 23, 2009 3:59:26 AM
0] Mar 23, 2009 3:59:26 AM
0] Mar 23, 2009 3:59:26 AM
0] Mar 23, 2009 3:59:25 AM
0] Mar 23, 2009 3:59:24 AM
3 Show all (2]
Recovery Fault Time Compasite Fault Location ;:DDmDDSite LEtaree Logs
Mar 23, 2009 12:51:46 AM TestResubmit [2.0] DjﬁFiIeOut 5 H ”~
@Recover... Mat 23, 2009 12:51:45 AM TestResubmit [2.0] 1=&EFiIeInTDFiIeOut 5 ]
Mar 23, 2009 12:51:42 AM TestResubmit [2.0] Ii%ﬁFiIeOut 4 B
?Recover... Mar 23, 2009 12:51:40 AM TestResubmit [2.0] ﬂ&EFiIeInTDFiIeOut 4 ]
Mar 23, 2009 12:51:36 AM TestResubmit [2.0] D{ﬁFiIeOut 3 H
@Recover... Mat 23, 2009 12:51:35 AM TestResubmit [2.0] 1=&EFiIeInTDFiIeOut 3 ] 3
|

2. In the Recent Composite Instances section, perform the following tasks:

a.

In the Instance ID column, click a specific instance ID to show the message
flow through the various service components and binding components.

In the Composite column, click a specific SOA composite application to access
its home page.

Click Show All below the section to access the Instances page of the SOA
Infrastructure.

3. In the Deployed Composites section, perform the following tasks:

a.

In the Composite column, click a specific SOA composite application to access
its home page.

Click Show All below the section to access the Deployed Composites page of
the SOA Infrastructure.

4. In the Recent Faults and Rejected Messages section, perform the following tasks:

a.

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

In the Recovery column, if a fault is identified as recoverable, click Recover to
perform fault recovery.

In the Composite column, click a SOA composite application to access its
home page.
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d. In the Fault Location column, click a specific location to access the home page
of the service, component, or reference in which the fault occurred.

e. Inthe Composite Instance ID column, click a composite instance ID to access
the flow trace of the message that contains that fault.

f. Inthe Logs column, click a specific log to access the Log Messages page, with
the search criteria prefiltered to display any log messages related to the fault.

g. Click Show All below the section to access the Recent Faults and Rejected
Messages page of the SOA Infrastructure.

The lower part of the SOA Infrastructure Dashboard page displays the following
details:

s The number of service components running in the service engines (BPEL
process, BPMN process (if Oracle BPM Suite is installed), Oracle Mediator,
human workflow, business rules, and spring) and the number of faulted
instances for each service engine.

ES5ervice Engines

Tarme tumber of Components Faults
sREFEL Engine 3 0
GZERMN Engine 5 0
EMediator Engine 0 0
feHuman WorkFlow Engine 10 o
{%Business Rules Engine 3 o
&5pring Engine 0 0

= A graphical representation of the total number of instances and faults for all
SOA composite applications since the SOA Infrastructure was last restarted.

ElComposite Instances and Faults @

50

40 —

30

20 ——

10
0 =
1230 PM 12:32 12:34 12:36 12:38 12:40 12:42 12:44

15 March 2008

me Total number of instances since server startup
mm Total number of faults since server starfup

[Table wiew]

5. In the Name column of the Service Engines section, click a specific service engine
to access its home page.

For more information, see the following sections:

= Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.6, "Understanding Service Engines"
= Section 1.4.3.1, "Understanding Fault Recovery"
= Section 8.1, "Initiating a SOA Composite Application Test Instance"
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s Oracle Fusion Middleware Administrator’s Guide for details about viewing and
searching log files

4.2 Monitoring Processing Requests

You can monitor SOA Infrastructure processing requests. These are metrics for the
message delivery between the service engines, service infrastructure, and binding
components. Once a message is handed over to a service engine, the amount of time it
takes to process that message (instance processing time) is not captured in these
metrics.

To monitor processing requests:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Monitoring > Request 1. Right-click soa-infra.
Processing.

2. Select Monitoring > Request Processing.

The Request Processing page enables you to monitor the following details:

s The average request processing time for both synchronous and asynchronous
messages, active requests, requests processed, and faulted requests in the
service engines and service infrastructure.

s The average request processing time, requests processed, and errors occurring
in service (inbound) and reference (outbound) binding components.

ﬁa soa-infra @ Logged in as weblogic | Host
2= 504 Infrastructure - Page Refreshed Mar 2, 2010 5:06:38 PM PST L2
30 Infrastructure Home > Regquest Processing
FIService Engines
Service engines are conkainers that host the business logic or processing rules of service components,

Average Requesk Processing Average Request Processing

e Time - Synchronous (ms) Time - Asynchronous (ms) Active Requests Requests Processed

ﬁBPEL Engine 27,000 39,800 1] &1 T
EMediator Engine 0,000 150,400 0 20

feHuman WorkFlow 1,995,300 0,000 o 5
i’]':%Business Rules En 276647 0,000 0 17

S55pring Engine 0,000 0,000 o o ¥
< >

EService Infrastructure (2)

The Service Infrastructure inkernally connects components and enables data Ao,

Awverage Request Processing Average Requesk Processing

e Time - Synchronous {ms) Time - Asynchronous {ms) SRt Rl e
Service Infrastrucku 0,000 6,455 0.0 43.0
< >

EBinding Components

Binding components make S04 composite applications accessible to the outside world,

Average Reguest

MName i : Requests Processed Errars
Processing Time (ms)

‘Web Service (W3) Inbound 110,800 z20.0 10

‘Web Service (W3 Outhound 27.000 2.0 a

Java EE Connectar Architecture (JCA) Inbound 36,250 4.0 a

Java EE Connector Architecture (JCA) Outhound 141.385 5z2.0 z
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2, In the Service Engines section, click a specific service engine (for example, BPEL
Engine) to access details such as recent instances using this service engine,
components using this service engine, and recent fault occurrences.

For more information, see the following sections:
= Section 1.2.5, "Understanding Binding Components"
= Section 1.2.6, "Understanding Service Engines"

= Section 1.2.7, "Understanding the Service Infrastructure”

4.3 Monitoring Service and Reference Binding Components in the SOA
Infrastructure

You can monitor all service and reference binding components used in all SOA
composite applications deployed to the SOA Infrastructure. Services provide the
outside world with an entry point to the SOA composite application. The WSDL file of
the service advertises its capabilities to external applications. References enable
messages to be sent from the SOA composite application to external services in the
outside world.

To monitor service and reference binding components in the SOA Infrastructure:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Services and References. 1. Right-click soa-infra.

2. Select Services and References.

The Services page displays details about the names and types of the services, the
SOA composite applications in which the services are used, the total number of
messages processed, the average processing time, and the number of faults
occurring in the services.
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G soa-infra® Logged in as weblogic |Host
%E S04 Infrastruckure -« Page Refreshed Mar 2, 2010 5:08:47 PM PST

S04 Infrastructure Home > Interfaces

Services References

Services provide the outside warld with an entry point to the SOA composite application. The WSDL File of the service advertises its
capabilities to external applications,

Wiew
Service Tvpe Composite MessTaZE;I fenaos) F.;.:Eﬂ??:g'cg) Faults
%client Web Service chit.zif [1.0] i} 0,000 o
%,client ‘Weh Service ch7.3assignProp [1.0] a 0.000 a
%client Web Service chi0.10exit [1.0] i} 0,000 i}
%,client ‘Weh Service chi1d, Fwait [1.0] a 0.000 a
%client Web Service chiZ.1scopelnit [1.0] i} 0,000 i}
%,client ‘Weh Service chi1Z.4compensate? [1.0] a 0.000 a
%client Web Service chil.7forEachseq [1.0] i} 0,000 i}
%,client ‘Weh Service chi0.9javaExec [1.0] a 0.000 a
%client Web Service cha. lemplxTwpettar [1.0] i} 0,000 i}
%bpelprocessl_client_ep ‘Weh Service POApprovalEventSubscriber [1 z 0.000 a
@,bpelprocessl_client_ep Web Service HTTPProject [1.0] i} 0,000 i}
%,client ‘Weh Service ch&. 4keepSreElen [1.0] a 0.000 a
%client Web Service chil.Zwhile [1.0] i} 0,000 i}
'EgInBound JCA Adapter File_Med_File_Retry [1.0] 4 0.036 a
%client Web Service chi0.4receiveElem [1.0] i} 0,000 i}
%,client ‘Weh Service chid.3invoke [1.0] a 0.000 a
%client Web Service chi. 1validate [1.0] i} 0,000 0.
2. In the Service column, click a specific service to access its home page.
3. Inthe Composite column, click a specific SOA composite application to access its
home page.
4. Click the References tab.
The References page displays details about the names and types of the references,
the SOA composite applications in which the references are used, the total number
of messages processed, the average processing time, and the number of faults
occurring in the references.
ﬁ soa-infra @ Logged in as weblogic |Haost
== S04 Infrastructure - Page Refreshed Mar 2, 2010 50847 PM pST CJ

S04 Infrastructure Home = Interfaces

Services References

References enable messages to be sent from the SOA compasite application bo external services in the outside wnrld.lé)

Viewt
S':?:;Bcr:nce Type Composite Mes s';ngf;l Sicia0s ?isn?E:g'cg) Faults
%InvnkﬁHttp Web Service HTTPPraject [1.0] a 0.000 a
l&anal:lEx 1CA Adapker FoDorderProcessingComposite [21 5 0,005 i}
'Z‘-ﬂGetOrderInFo 1CA Adapter FODOrderProcessingCompasite [21 17 0,353 a
l323(3etCustDmerInFo 1CA Adapker FoDorderProcessingComposite [21 17 0,009 i}
%SErvicel Web Service POApprovalEventPublisher [1.0] z 0.027 a
'&’gOutBnund 1CA Adapker File_IMed_File_Retry [1.0] LS 0.015 z
'E‘HUSPS 1CA Adapter FODOrderProcessingCompasite [21 7 0.14a8 a
l&gPO.ﬂhpprwalFiIeOut 1CA Adapker PApprovalEventPublisher [1.0] z 0,005 i}
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5. In the Reference column, click a specific reference to access its home page.

6. In the Composite column, click a specific SOA composite application to access its
home page.

For more information about services and references, Section 1.2.5, "Understanding
Binding Components."
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Part IV

Administering SOA Composite Applications

This part describes how to administer SOA composite applications.

This part includes the following chapters:

Chapter 5, "Deploying SOA Composite Applications"

Chapter 6, "Securing SOA Composite Applications"

Chapter 7, "Monitoring SOA Composite Applications"

Chapter 8, " Managing SOA Composite Applications"

Chapter 9, "Programmatically Managing SOA Composite Applications"






O

Deploying SOA Composite Applications

This chapter describes how to deploy, redeploy, and undeploy a SOA composite
application. To deploy from Oracle Enterprise Manager Fusion Middleware Control
Console, you must first create a deployable archive in Oracle JDeveloper or through
the ant or WebLogic Scripting Tool (WLST) command line tools. The archive can
consist of a single SOA composite application revision in a JAR file or multiple
composite application revisions (known as a SOA bundle) in a ZIP file.

This chapter includes the following topics:

= Section 5.1, "Deploying Applications"

= Section 5.2, "Redeploying Applications"
= Section 5.3, "Undeploying Applications"
For information on the following:

s Creating SOA composite application archives and configuration plans in which
you define the URLs and property values to use for test, development, and
production environments, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite

= For information on deploying with ant scripts, see Oracle Fusion Middleware
Developer’s Guide for Oracle SOA Suite

»  For information on deploying with WLST, see Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference

Note: If Oracle Enterprise Manager Fusion Middleware Control
Consolee is run in a single sign-on (S50)-enabled environment, you
are again prompted to enter the user name and password credentials
as part of the last step of the Deploy SOA Composite, Undeploy SOA
Composite, and Redeploy SOA Composite wizards. This information
is only requested once per Oracle Enterprise Manager Fusion
Middleware Control Console session.

5.1 Deploying Applications

You can deploy SOA composite applications from Oracle Enterprise Manager Fusion
Middleware Control Console with the Deploy SOA Composite wizard. Use the Deploy
SOA Composite wizard to deploy any of the following;:

= A new SOA composite application for the first time

= A new revision (for example, 2.0) alongside an older revision (for example, 1.0)
without impacting the latter. The revision deployed last becomes the new default
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revision of that composite (unless you specify otherwise at a later step during
deployment).

= A bundle (ZIP file) containing multiple SOA composite application revisions (for
example, revisions 2.0, 3.0, and 4.0) of a SOA composite application that has
different revisions currently deployed (for example, 1.0). This option enables you
to deploy revisions 1.0, 2.0, 3.0, and 4.0 at the same time. The bundle can also
contain revisions of different composites. There is no restriction that all revisions
must be of the same composite application. There should not be any cross
references between the composites in the same bundle. For example, composite A
revision 1.0 should not reference Composite B revision 1.0.

Deployment extracts and activates the composite application in the SOA
Infrastructure. Once an application is deployed, you can perform administration tasks,
such as creating instances, configuring properties, monitoring performance, managing
instances, and managing policies and faults.

Note: If you want to redeploy an existing revision of an application,
do not use this wizard. Instead, use the Redeploy SOA Composite
wizard.

To deploy applications:
1. Access the Deploy SOA Composite wizard through one of the following options:

From the SOA From the SOA Folder in  From the SOA Infrastructure From the SOA Composite
Infrastructure Menu... the Navigator... Home Page... Menu...
1. Select SOA 1. Right-click soa-infra. 1. Click the Deployed 1. Select SOA
gzpigyment > 2. Select SOA Composites tab. gzp}gyn;ir:)tt;er
ploy: Deployment > 2. Above the Composite C011:1 (}),site
Deploy. table, click Deploy. 4 )

Note: You can also access the Deploy SOA Composite wizard by
selecting Deploy to This Partition from the Deployment dropdown
list of the Manage Partitions page or home page of a specific partition,
from the SOA Partition menu at the top of the home page of a specific
partition, or by right-clicking a specific partition in the navigator.

The Select Archive page appears.
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el

Select Archive Select Target  Confirmation
Select Archive @)

This wizard leks vou create a runtime environment For 304 composite applications. Once this operation is performed, these applications can be administered using Oracle Enterprise Manag
S04 composites can be deplaved.

Specify the archive or expanded directory and configuration plan to deploy a single revision of a S04 composite. OF specify a ZIP file and configuration plan to deploy multiple composite v

Archive or Exploded Directory

‘fou can deploy a Service archive (SAR) or a ZIP file containing one or more Service archives (SARs), You can also deploy an expanded archive directory that is present on the server ant
For each S04 composite is provided in its application package.

' @rchive is on the machine where this web browser is running, ] Archive Locakion i

IEI:\Temp\composites\sc:a_FauItFIow_rev‘I jar iBrawse... |
" archive or exploded directory is on the server where Enterprise Manager is running.

Configuration Plan

The configuration plan is a file that contains the deplovment settings For a SOA composite revision,

¥ Mo exhernal configuration plan is required,
" Corfiguration plan is on the machine where this web browser is running,

Browse... |

" Corfiguration plan is on the server where Enterprise Manager is running.

2. In the Archive or Exploded Directory section, specify the archive of the SOA
composite application to deploy. The archive contains the project files of the
composite to be deployed (for example, HelloWorld_rev1.0.jar for a single archive
or OrderBooking_rev1.0.zip for multiple archives). This information is required.

3. In the Configuration Plan section, optionally specify the configuration plan to
include with the archive. The configuration plan enables you to define the URL
and property values to use in different environments. During process deployment,
the configuration plan is used to search the SOA project for values that must be
replaced to adapt the project to the next target environment.

4. Click Next.
The Select Target page appears.

This page lists the Oracle SOA Suite managed server or cluster to which to deploy
the SOA composite application archive.

5. Select the partition into which to deploy this SOA composite application.
Partitions enable you to logically group SOA composite applications into separate
sections. Note that even if there is only one partition available, you must explicitly
select it. Once deployed, a composite cannot be transferred to a different partition.

If you want to deploy to a partition that does not exist, exit the wizard and create
the partition before deploying the composite. You create partitions in the Manage
Partition page, accessible from the SOA Infrastructure menu.

If the server contains no partitions, you cannot deploy composite applications to
that server. Also, if the server is not in a running state, you cannot deploy this
archive. By default, a partition named default is automatically included with
Oracle SOA Suite. You can delete the default partition.
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Notes:

= A SOA composite application with the same name can be
deployed to separate partitions. Each is deployed as a distinct,
separate composite from the other.

= You cannot deploy the same SOA composite application with a
human workflow task into multiple partitions. For example, if the
composite named VacationRequest includes
VacationRequestTask.task, you cannot deploy this composite into
a partition named production and a partition named
development. Deploy this composite to only one partition.

If you invoke the Deploy SOA Composite wizard by selecting Deploy to This
Partition from the Deployment dropdown list on the Manage Partitions page or
home page of a specific partition, the partition to which to deploy is already
selected. Therefore, the Select Target page is skipped.

6. Click Next.
The Confirmation page appears.
7. Review your selections.

8. Select whether to deploy the SOA composite application as the default revision.
The default revision is instantiated when a new request comes in.

9. Click Deploy.
Processing messages are displayed.

At this point, the deployment operation cannot be canceled. Deployment
continues even if the browser window is closed.

10. When deployment has completed, the home page of the newly deployed
composite revision automatically displays. A confirmation message at the top of
the page tells you that the composite has been successfully deployed. In the case of
a bundle deployment, the Deployed Composites page of the SOA Infrastructure is
displayed.

For information about creating configuration plans and deploying applications from
Oracle JDeveloper, see Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite.

5.2 Redeploying Applications

You can redeploy SOA composite applications from Oracle Enterprise Manager Fusion
Middleware Control Console with the Redeploy SOA Composite wizard. Using the
Redeploy SOA Composite wizard has the following consequences:

= A new version of a revision of a currently deployed SOA composite application is
redeployed on the same deployment target (for example, old version 1.0 is
redeployed as new version 1.0).

= If the older, currently deployed version of this revision has running instances, the
state of those instances is changed to stale. The instance state is available in the
instance listing, and you can access audit and flow trace details.
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Notes:

= If you want to maintain multiple revisions of a deployed
application (for example, revisions 1.0 and 2.0), do not use this
wizard. Instead, use the Deploy SOA Composite wizard.

= Redeploying multiple SOA composite applications at once is not

supported.

To redeploy applications:

1. Access this page through one of the following options:

From the SOA From the SOA Folder in the  From the SOA From the SOA
Infrastructure Menu... Navigator... Infrastructure Home Page... Composite Menu...
1. Select SOA 1. Right-click soa-infra. 1. Click the Deployed 1. Select SOA
Deployment Composites tab. Deployment >
2. Select SOA Deployment >
>Redeploy. Redeploy. 2. In the Composite table, Redeploy.
The Select Composite The Select Composite page select a specific SOA
page appears. appears composite application.
2 Inthe SOA Composite ppears. Only one application can
) P In the SOA Composite be redeployed at a time.

Deployments section,

select the SOA

composite application
revision you want to
redeploy, and click

Next.

Deployments section,
select the SOA composite
application revision you
want to redeploy, and click
Next.

Above the Composite
table, click Redeploy.

Note:

You can also access the Redeploy SOA Composite wizard by

right-clicking a partition and selecting SOA Deployment > Redeploy.

The Select Archive page appears.

2. In the Archive or Exploded Directory section, select the location of the SOA
composite application revision you want to redeploy.

3. In the Configuration Plan section, optionally specify the configuration plan to

include with the archive.
4. Click Next.

The Confirmation page appears.

5. Select whether to redeploy the SOA composite application as the default revision.

6. Click Redeploy.

Processing messages are displayed.

At this point, the deployment operation cannot be canceled. Deployment
continues even if the browser window is closed.

7. When redeployment has completed, click Close.

When redeployment has completed, the home page of the newly redeployed
composite revision is displayed. A confirmation message at the top of the page
tells you that the composite has been successfully redeployed.
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5.3 Undeploying Applications

You

can undeploy SOA composite applications from Oracle Enterprise Manager

Fusion Middleware Control Console with the Undeploy SOA Composite wizard.
Using the Undeploy SOA Composite wizard has the following consequences:

You can no longer configure and monitor this revision of the application.
You can no longer process instances of this revision of the application.

The state of currently running instances is changed to stale and no new messages
sent to this composite are processed.

The instance state of the undeployed composite application is set to stale. The
instance state is available in the instance listing, and you can access audit trail
details. However, the flow trace is not available. If you click the Flow tab, a
message is displayed indicating that the flow trace view is not available for
undeployed composites.

If you undeploy the default revision of the application (for example, 2.0), the next
available revision of the application becomes the default (for example, 1.0).

Note: If you want to undeploy and then redeploy an existing
revision of this application, do not use this wizard. Instead, use the
Redeploy SOA Composite wizard. The Redeploy SOA Composite
wizard enables you to redeploy an existing revision of a SOA
composite application and remove (overwrite) the older, currently
deployed version of the revision.

To undeploy applications:

1.

Note: You can undeploy multiple SOA composite applications
together if they are located in the same partition. For information, see
Section 8.10, "Grouping SOA Composite Applications into Partitions."

Access this page through one of the following options:

From the SOA From the SOA Folder in the From the SOA From the SOA
Infrastructure Menu... Navigator... Infrastructure Home Page... Composite Menu...
1. Select SOA Right-click soa-infra. 1. Click the Deployed 1. Select SOA
Elejllalg)ynllent Select SOA Deployment Composites tab. Bﬁgloyiment >
eploy: > Undeploy. 2. In the Composite table, epioy-
The Select Composite The Select Composite select a specific SOA
page appears. a0e appears P composite application.
2. In the SOA page appears. Only one application can
) Composite 3. Inthe SOA Composite be undeployed at a time.
D P Deployments section, .
eployments e 3. Above the Composite
. select a specific SOA .
section, select a . licati table, click Undeploy.
specific SOA composite app 1qat10n to
cgm osite undeploy, and click
post Next.
application to
undeploy, and click
Next.
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Note: You can also access the Undeploy SOA Composite wizard
through these additional partition options:

= Right-clicking a partition and selecting SOA Deployment >
Undeploy From This Partition

= Selecting Deployment > Undeploy All From This Partition on
the partition home page

= Selecting Deployment > Undeploy All From This Partition for
the selected partition from the Manage Partitions page

The Confirmation page appears.

If you are satisfied, click Undeploy. Note that you are warned if you are about to
undeploy the last remaining revision of a deployed composite application.

Processing messages are displayed.

At this point, the undeploy operation cannot be canceled. Undeployment
continues even if the browser window is closed.

When undeployment has completed, the SOA Infrastructure Deployed
Composites page automatically displays. A confirmation message at the top of the
page tells you that the composite has been successfully undeployed.

Note: When a partition is deleted, all SOA composite applications in
it are automatically undeployed. A message is displayed indicating
that all the applications in that partition are to be undeployed.
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Securing SOA Composite Applications

This chapter describes security procedures unique to SOA composite applications.
This chapter includes the following topics:
»  Section 6.1, "Introduction to Securing SOA Composite Applications"

= Section 6.2, "Configuring SOA Composite Applications for Two-Way SSL
Communication”

= Section 6.3, "Invoking References in One-Way SSL Environments in Oracle
JDeveloper"

= Section 6.4, "Configuring Oracle SOA Suite and Oracle HTTP Server for SSL
Communication”

= Section 6.5, "Automatically Authenticating Oracle BPM Worklist Users in SAML
SSO Environments"

= Section 6.6, "Automatically Authenticating Oracle BPM Worklist Users in
Windows Native Authentication Environments"

= Section 6.7, "Automatically Authenticating Oracle Business Process Management
Process Composer Users in Windows Native Authentication Environments"

»  Section 6.8, "Listing Oracle Internet Directory as the First Authentication Provider"

= Section 6.9, "Switching from Non-SSL to SSL Configurations with Oracle BPM
Worklist"

= Section 6.10, "Configuring Security for Human Workflow WSDL Files"

»  Section 6.11, "Configuring SSL Between SOA Composite Application Instances and
Oracle WebCache"

»  Section 6.12, "Using a Custom Trust Store for One-Way SSL During Design Time"

= Section 6.13, "Enabling an Asynchronous Process Deployed to an SSL-Enabled,
Managed Server to Invoke Another Asynchronous Process Over HTTP"
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Note: See the following sections for information on attaching and

detaching policies:

= Section 8.8, "Managing SOA Composite Application Policies"

= Section 12.2, "Managing BPEL Process Service Component

Policies"

= Section 15.3, "Managing Mediator Policies"

= Section 23.1, "Managing Human Task Service Component Policies"

= Section 38.1, "Managing Binding Component Policies"

6.1 Introduction to Securing SOA Composite Applications

This chapter describes security procedures unique to SOA composite applications.
Most SOA composite application security procedures do not require SOA-unique steps
and can be performed by following the documentation listed in Table 6-1.

Table 6-1 Security Documentation

For Information On...

See The Following Guide...

Securing Oracle Fusion
Middleware, including Oracle
Single Sign-On (OSSO)
configuration

Oracle Fusion Middleware Security Guide

Securing and administering Web
services

Oracle Fusion Middleware Security and Administrator’s Guide
for Web Services

Understanding Oracle WebLogic
Server security

Oracle Fusion Middleware Understanding Security for Oracle
WebLogic Server

Securing an Oracle WebLogic
Server production environment

Oracle Fusion Middleware Securing a Production Environment
for Oracle WebLogic Server

Securing Oracle WebLogic
Server

Oracle Fusion Middleware Securing Oracle WebLogic Server

Developing new security
providers for use with Oracle
WebLogic Server

Oracle Fusion Middleware Developing Security Providers for
Oracle WebLogic Server

Securing Web service for Oracle
WebLogic Server

Oracle Fusion Middleware Securing WebLogic Web Services for
Oracle WebLogic Server

Programming security for Oracle
WebLogic Server

Oracle Fusion Middleware Programming Security for Oracle
WebLogic Server

6.2 Configuring SOA Composite Applications for Two-Way SSL

Communication

Oracle SOA Suite uses both the Oracle WebLogic Server and Sun secure socket layer
(SSL) stacks for two-way SSL configurations.

»  For the inbound Web service bindings, Oracle SOA Suite uses the Oracle WebLogic
Server infrastructure and, therefore, the Oracle WebLogic Server libraries for SSL.

= For the outbound Web service bindings, Oracle SOA Suite uses JRF HttpClient
and, therefore, the Sun JDK libraries for SSL.

Due to this difference, start Oracle WebLogic Server with the following JVM option.
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Open the following file:

= On UNIX operating systems, open SMIDDLEWARE_HOME\user_
projects\domains\domain name\bin\setDomainEnv.sh.

s On Window operating systems, open MIDDLEWARE_HOME/user_
projects/domains/domain_name/bin/setDomainEnv.bat.

Add the following lines in the JAVA_OPTIONS section, if the server is enabled for
one-way SSL (server authorization only):

-Djavax.net.ssl.trustStore=your_truststore location

For two-way SSL, the keystore information (location and password) is not
required.

In addition, perform the following steps to enable two-way SSL for a SOA composite
application to invoke another SOA composite application or another non-SOA
application.

©® N o a &

Note: Both the server and client are assumed to have been
configured for SSL with mutual authentication.

On the client side, provide the keystore location.

a. From the SOA Infrastructure menu, select SOA Administration > Common
Properties.

b. At the bottom of the page, click More SOA Infra Advanced Configuration
Properties.

c. Click KeystoreLocation.

d. In the Value column, enter the keystore location.
Click Apply.

Click Return.

o

=h

During design time in Oracle JDeveloper, update the reference section in the
composite.xml file with the oracle.soa.two.way.ssl.enabled property.

<reference name="Servicel"

ui:wsdlLocation=". . .">
<interface.wsdl interface=". . ."/>
<binding.ws port=". . .">

<property name="oracle.soa.two.way.ssl.enabled">true</property>
</binding.ws>
</reference>

In Oracle Enterprise Manager Fusion Middleware Control Console, select
WebLogic Domain > domain_name.

Right-click domain_name and select Security > Credentials.

Click Create Map.

In the Map Name field, enter a name (for example, SO2), and click OK.
Click Create Key.

Enter the following details.
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Field Description

Select Map Select the map created in Step 6 (for this example, SOA).

Key Enter the key name (KeystorePassword is the default).

Type Select Password.

User Name Enter the keystore user name (KeystorePassword is the default).
Password Enter the password that you created for the keystore.

10.

Note: When you set up SSL in Oracle WebLogic Server, a key alias is
required. You must enter mykey as the alias value. This value is
required.

Set the keystore location in Oracle Enterprise Manager Fusion Middleware Control
Console. See Step 1 for instructions.

Modify the composite.xml syntax to use https and sslport to invoke a SOA
composite application. For example, change the syntax shown in bold:

<?xml version="1.0" encoding="UTF-8" ?>

<!-- Generated by Oracle SOA Modeler version 1.0 at [4/1/09 11:01 PM]. -->

<composite name="InvokeEchoBPELSync"

revision="1.0"

label="2009-04-01_23-01-53_994"

mode="active"

state="on"

xmlns="http://xmlns.oracle.com/sca/1.0"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"

xmlns:orawsp="http://schemas.oracle.com/ws/2006/01/policy"

xmlns:ui="http://xmlns.oracle.com/soa/designer/">

<import

namespace="http://xmlns.oracle.com/CustomApps/InvokeEchoBPELSync/BPELProcessl"
location="BPELProcessl.wsdl" importType="wsdl"/>

<import namespace="http://xmlns.oracle.com/CustomApps/EchoBPELSync/

BPELProcessl"location="http://hostname:port/soa-infra/services/default/EchoBPEL

Sync/BPELProcessl.wsdl"

importType="wsdl" />

to use https and sslport:

location="https://hostname: sslport/soa-infra/services/default/EchoBPELSync
/BPELProcessl.wsdl"

6.3 Invoking References in One-Way SSL Environments in Oracle

JDeveloper

When invoking a Web service as an external reference from a SOA composite
application in one-way SSL environments, ensure that the certificate name (CN) and
the host name of the server exactly match. This ensures a correct SSL handshake.

For example, if a Web service is named adfbc and the certificate has a server name of
myhost05, the following results in an SSL handshake exception.

<import namespace="/adfbcl/common/"
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location="https://myhost05.us.oracle.com:8002/CustomApps-adfbcl-context-root/Ap
pModuleService?WSDL"
importType="wsdl" />
<import namespace="/adfbcl/common/" location="Servicel.wsdl"
importType="wsdl" />

If you switch the order of import, the SSL handshake passes.

<import namespace="/adfbcl/common/" location="Servicel.wsdl"
importType="wsdl"/>
<import namespace="/adfbcl/common/"

location="https://myhost05.us.oracle.com:8002/CustomApps-adfbcl-context-root/Ap
pModuleService?WSDL"
importType="wsdl"/>

Note the following restrictions around this issue:

»  There are no options for ignoring host name verification in Oracle JDeveloper as
exist with the Oracle WebLogic Server Administration Console. This is because the
SSL kit used by Oracle JDeveloper is different. Only the trust store can be
configured from the command line. All other certificate arguments are not passed.

s Inthe WSDL file, https: //hostname must match with that in the certificate, as
described above. You cannot perform the same procedures as you can with a
browser. For example, if the host name is myhost05.us.oracle.comin the
certificate's CN, then you can use myhost05, myhost05.us.oracle. com, or the
IP address from a browser. In Oracle JDeveloper, always use the same name as in
the certificate (that is, myhost05.us.oracle.com).

6.4 Configuring Oracle SOA Suite and Oracle HTTP Server for SSL
Communication

Follow these steps to configure SSL. communication between Oracle SOA Suite and
Oracle HTTP Server.

6.4.1 Configuring Oracle HTTP Server for SSL Communication

1. Updatemod_ssl.conf with the <Location /integration/services>
location directive.

LoadModule weblogic_module ${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so

<IfModule mod_weblogic.c>

WebLogicHost host.domain.com

WLLogFile <logdir>/ohs_ssl.log

Debug ALL

DebugConfigInfo ON

SecureProxy ON

MatchExpression *.jsp

W1SSLWallet <OHS_
HOME>/instances/instancel/config/0OHS/ohsl/keystores/default
</IfModule>

<Location /soa-infra>

WebLogicPort 8002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>
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<Location /b2bconsole>

WebLogicPort 8002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>

<Location /b2b>
WebLogicPort 8002
SetHandler weblogic-handler
ErrorPage http://host.domain.com:port/error.html
</Location>

<Location /integration/worklistapp>

WebLogicPort 8002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>

<Location /integration/services>

WebLogicPort 8002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>

<Location /DefaultToDoTaskFlow>

WebLogicPort 8002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>

<Location /OracleBAM>

WebLogicPort 9002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>

<Location /OracleBAMWS>

> WebLogicPort 9002
> SetHandler weblogic-handler
> ErrorPage http://host.domain.com:port/error.html

> </Location>

<Location /sdpmessaging/userprefs-ui/>

WebLogicPort 8002

SetHandler weblogic-handler

ErrorPage http://host.domain.com:port/error.html
</Location>

2, Start the Oracle WebLogic Servers as described in Section 6.2, "Configuring SOA
Composite Applications for Two-Way SSL Communication.”

6.4.2 Configuring Certificates for Oracle Client, Oracle HTTP Server, Oracle WebLogic
Server

1. Export the user certificate from the Oracle HTTP Server wallet.

orapki wallet export -wallet . -cert cert.txt -dn 'CN=\"Self-Signed
Certificate for ohsl \",OU=0AS,0=0RACLE, L=REDWOODSHORES, ST=CA, C=US"
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2. Import the above certificate into the Oracle WebLogic Server truststore as a trusted
certificate.

keytool -file cert.txt -importcert -trustcacerts -keystore DemoTrust.jks

3. Export the certificate from the Oracle WebLogic Server truststore.
keytool -keystore DemoTrust.jks -exportcert -alias wlscertgencab -rfc -file
certgencab.crt

4. Import the above certificate to the Oracle HTTP Server wallet as a trusted

certificate.

orapki wallet add -wallet . -trusted_cert -cert certgencab.crt -auto_login_only

5. Restart Oracle HTTP Server.

6. Restart the Oracle WebLogic Servers as described in Section 6.2, "Configuring SOA
Composite Applications for Two-Way SSL Communication."

6.5 Automatically Authenticating Oracle BPM Worklist Users in SAML
SSO Environments

In order to be automatically authenticated when accessing a second Oracle BPM
Worklist from a first Oracle BPM Worklist in Security Assertion Markup Language
(SAML) SSO environments, you must perform the following steps. Otherwise, you are
prompted to log in again when you access the second Oracle BPM Worklist. In these
environments, the first Oracle BPM Worklist is configured as the SAML identity
provider and the second Oracle BPM Worklist that you are attempting to access is
configured as the SAML service provider.

1. Add /integration/worklistapp/* as the redirect URL for worklistapp to
the SAML service provider site's SAML2IdentityAsserter configuration as
follows.

a. In the Oracle WebLogic Server Administration Console, select Security
Realms.

b. Click the realms for the service providers.
c. Select the Providers tab, and then the Authentication subtab.

d. From the provider list, select the provider with the description SAML 2.0
Identity Assertion Provider.

If you do not see the SAML identity assertion provider configuration, follow
the instructions in Oracle Fusion Middleware Securing Oracle WebLogic Server.

e. Select the Management tab.

f. Under the Management tab, you can see a list of identity provider partners.
These are hosts that have been configured as the SAML identity provider
partners for this SAML identity service provider site. Remember that this
configuration step is performed on the identity service provider site on which
the worklist application is hosted.

g. Select the identity provider site where you want the user to perform the initial
login.

h. Scroll down the page until you see the field Redirect URIs.

i. Add/integration/worklistapp/* to the list.
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After performing this step, you can log in to Oracle BPM Worklist at the SAML
identity provider site though the regular URL of /integration/worklistapp.
If necessary, you can then navigate to the URL
/integration/worklistapp/ssologin at the SAML service provider site,
where you gain access to Oracle BPM Worklist and are automatically
authenticated.

For more information on SAML2IdentityAsserter and configuring SSO with
Web browsers and HTTP clients, see Oracle Fusion Middleware Securing Oracle
WebLogic Server.

6.6 Automatically Authenticating Oracle BPM Worklist Users in Windows
Native Authentication Environments

For Windows native authentication through Kerberos to work with Oracle BPM
Worklist, you must use the /integration/worklistapp/ssologin protected
URL. For example, after configuring Windows native authentication, you access
Oracle BPM Worklist as follows:

http://host_name.domain_name:8001/integration/worklistapp/ssologin

For information on configuring SSO with Microsoft clients, see Oracle Fusion
Middleware Securing Oracle WebLogic Server.

6.7 Automatically Authenticating Oracle Business Process Management
Process Composer Users in Windows Native Authentication
Environments

For Windows native authentication through Kerberos to work with Oracle Business
Process Management Process Composer, you must use the
bpm/composer/ssologin protected URL. For example, after configuring Windows
native authentication, you access Process Composer as follows:

http://host_name.domain_name:8001/bpm/composer/ssologin

For information on configuring SSO with Microsoft clients, see Oracle Fusion
Middleware Securing Oracle WebLogic Server.

6.8 Listing Oracle Internet Directory as the First Authentication Provider

The Oracle BPM Worklist and workflow services use Java Platform Security (JPS) and
the User and Role API. For this reason, the Oracle Internet Directory authenticator
must be the first provider listed when workflow is used with Oracle Internet Directory.
If Oracle Internet Directory is not listed first (for example, it is listed below
DefaultAuthenticator), login authentication fails.

For information about changing the order of authentication providers, see Oracle
Fusion Middleware Securing Oracle WebLogic Server.

6.9 Switching from Non-SSL to SSL Configurations with Oracle BPM
Worklist

Switching from non-SSL to SSL configurations with Oracle BPM Worklist requires the
Frontend Host and Frontend HTTPS Port fields to be set in Oracle WebLogic Server
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Administration Console. Not doing so results in exception errors when you attempt to
create to-do tasks.

1. Log in to Oracle WebLogic Server Administration Console.

2. In the Environment section, select Servers.

3. Select the name of the managed server (for example, soa_serverl).
4. Select Protocols, then select HTTP.
5

In the Frontend Host field, enter the host name on which Oracle BPM Worklist is
located.

o

In the Frontend HTTPS Port field, enter the SSL listener port.
7. Click Save.

6.10 Configuring Security for Human Workflow WSDL Files

If the WSDL files for human workflow services are not exposed to external consumers,
then set the flag that exposes the WSDL to false for each of the services:

<expose-wsdl>false</expose-wsdl>

For more information, see Oracle Fusion Middleware Developer’s Guide for Oracle Web
Services.

6.11 Configuring SSL Between SOA Composite Application Instances
and Oracle WebCache

The Test Web Service page, in an Oracle WebCache and Oracle HTTP Server
environment, may require communication back through Oracle WebCache. Therefore,
SSL must be configured between the SOA composite application instance and Oracle
WebCache (that is, export the user certificate from the Oracle WebCache wallet and
import it as a trusted certificate in the Oracle WebLogic Server truststore).

6.12 Using a Custom Trust Store for One-Way SSL During Design Time

To invoke a SOA composite application from another composite over HTTPS when
using a custom trust store created with a tool such as keytool or orapki, perform
the following actions in Oracle JDeveloper.

1. To fetch a WSDL file in the reference section, set the trust store information in
Tools > Preferences > Http Analyzer > HTTPS Setup > Client Trusted Certificate
Keystore.

2. During deployment to an SSL-enabled server, use the JSSE property at the
command line:

jdev -J-Djavax.net.ssl.trustStore=your_trusted location

6.13 Enabling an Asynchronous Process Deployed to an SSL-Enabled,
Managed Server to Invoke Another Asynchronous Process Over HTTP

Assume you create the following environment:

= Asynchronous BPEL process A that invokes asynchronous BPEL process B
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= Asynchronous BPEL process A is deployed to a one-way SSL enabled, managed
server

= All WSDL reference and bindings use plain HTTP

At run time, the WSDL is looked for over HTTPS, and the callback message from
asynchronous BPEL process B fails.

To resolve this issue, the callbackServerURL property must be passed at the
reference binding level in the composite.xml file. This explicitly indicates the value
of the callback URL for the given reference invocation. If the client composite is
running in an SSL-managed server, then the callback defaults to SSL.

<reference name="Servicel"
ui:wsdlLocation="http://localhost:8000/soa-infra/services/default/AsyncSecondB
PELMTOM/BPELProcessl.wsdl">

<interface.wsdl
interface="http://xmlns.oracle.com/Async/AsyncSecondBPELMTOM/BPELProcessl#wsdl
.interface (BPELProcessl)"
callbackInterface="http://xmlns.oracle.com/Async/AsyncSecondBPELMTOM/BPELProce
ssl#wsdl.interface (BPELProcesslCallback)"/>

<binding.ws
port="http://xmlns.oracle.com/Async/AsyncSecondBPELMTOM/BPELProcessl#wsdl.endp
oint (bpelprocessl_client_ep/BPELProcessl_pt)"

location="http://localhost:8000/soa-infra/services/default/AsyncSecondBPELMTOM
/bpelprocessl_client_ep?WSDL">
<wsp:PolicyReference URI="oracle/wss_username_token_client_policy"

orawsp:category="security"

orawsp:status="enabled" />

<wsp:PolicyReference URI="oracle/wsaddr_policy"

orawsp:category="addressing"

orawsp:status="enabled"/>

<property name="callbackServerURL">http://localhost:8000/</property>
</binding.ws>

<callback>
<binding.ws
port="http://xmlns.oracle.com/Async/AsyncSecondBPELMTOM/BPELProcessl#wsdl.endp
oint (bpelprocessl_client_ep/BPELProcesslCallback_pt) ">
<wsp:PolicyReference
URI="oracle/wss_username_token_service_policy"
orawsp:category="security"

orawsp:status="enabled"/>

</binding.ws>

</callback>

</reference>
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Monitoring SOA Composite Applications

This chapter describes how to monitor instances and faults in SOA composite
applications.

This chapter includes the following topic:
= Section 7.1, "Monitoring SOA Composite Application Recent Instances and Faults"

For more information, see Section 1.2.2, "Understanding SOA Composite
Applications."

7.1 Monitoring SOA Composite Application Recent Instances and Faults

You can monitor SOA composite application recent instances and faults from the SOA
composite application Dashboard page. This page provides a high-level overview of
the most recent state of the application.

To monitor SOA composite application recent instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Click Dashboard (if it is not already selected).
The upper part of the Dashboard page displays the following details:

= A summary of composite life cycle states at the top of the Dashboard page,
such as the number of running instances, total instances, and mode of the
composite (active or retired).

= Recent SOA composite application instances, including the instance ID, name,
conversation ID, state (for example, faulted or completed), and start time.

= Recent faults and rejected messages, including the error message, whether or
not you can recover from the fault, the time at which the fault occurred, the
fault location (service, service component, or reference), the instance ID of the
SOA composite application, and a link to log files describing the fault.
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1p POApprovalEventPublisher [1.0] @ Logged in a5 weblogic |Host
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Efrar Message

@ java.lang. RuntimeExceptio
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Feb 28, 2010 10:58:37 PM I?!“=ﬂ|:u:||:|r|:u:essinginitia Unavailable
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3. In the Recent Instances section, perform the following tasks:

a.

In the Instance ID column, click a specific instance ID to receive all instance
details (flow trace and individual component audit trails) about the composite
application. This displays the faults in the continuous context of a message
flow from instance to instance.

Note: If you disable the Capture Composite Instance State check
box, the Recent Instances section does not show instances in need of
fault recovery as running. However, these instances in need of
recovery are still running and display in the Recoverable column of
the Component Metrics section of this page, regardless of whether the
instances state is captured or not.

Click Show All below the section to access the Instances page of the SOA
composite application.

4. In the Recent Faults and Rejected Messages section, perform the following tasks:

a.

In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

In the Recovery column, if a fault is identified as recoverable, click Recover to
perform fault recovery at the component instance level.

In the Fault Location column, click a specific location to access the Dashboard
page for the service, service component, or reference.

In the Composite Instance ID column, click a composite instance ID to access
the flow trace of the message that contains the fault. This displays the faults in
the continuous context of a message flow from instance to instance.
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ElComponent Metrics

e. In the Logs column, click a specific log to access the Log Messages page
filtered for the specific faulted instance.

f. Click Show All below the section to access the Recent Faults and Rejected
Messages page of the SOA composite application.

The lower part of the Dashboard page displays the following details:

= The name and type of service components used in this SOA composite
application, the number of running and total instances, and the number of
recoverable and nonrecoverable faulted instances for each service component.

s The name and type of service (inbound) and reference (outbound) binding
components used in this SOA composite application, the number of binding
component faults, the total messages processed, and the average message
processing time.

Faulted Instances

Marmne Component Type Total Instances Running Instances EER R
<& Mediator Mediator 2 a a 0
,533 FPOProcessingInitiatorf  BPEL z 0 0 a0

ElServices and References

Mame Tvpe Usage Faults Total Messages  Awerage Processing Time {sec)
%pDprncessinginitiaturbpel_client_ep el Service SErVicE 10 a 0111
%Servicel Web Service Reference ] 2 0.027
IE‘é"{PO.ﬂ.p|:|rcwalFiIeOuI: ICA Adapter Reference 0 z 0,005

The Faulted Instances columns of the Component Metrics section count faults
that are recoverable and nonrecoverable. Component instances associated with a
recoverable fault are not considered faulted. These instances are considered to be
running because they have not reached the end of the life cycle. These instances
can be recovered through a recovery option such as retry, rethrow, abort, and so
on. This count can differ from the Recent Instances section of this page and the
Faults and Rejected Messages page, which list faults without making a distinction
between recoverable and nonrecoverable.

In the Name column of the Component Metrics section, click a service
component. This displays its home page for viewing specific details about
instances, faults, and policies.

In the Name column of the Services and References section, click a service or
reference. This displays its home page for viewing specific details about instances,
faults, policies, rejected messages, and message header configuration properties.

Note: You can also go to the Instances tab and the Faults and
Rejected Messages tab of the SOA Infrastructure to monitor instances
and faults across all deployed composites, respectively. From there,
you can click a specific composite for additional details.

For more information, see the following sections:

Section 1.2.3, "Understanding SOA Composite Application Instances”
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= Section 1.2.4, "Understanding Service Components and Service Component
Instances”

= Section 1.2.5, "Understanding Binding Components"

= Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level"

= Section 8.6, "Recovering from SOA Composite Application Faults in the
Application Home Page"

s Oracle Fusion Middleware Administrator’s Guide for details about viewing and
searching log files
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Managing SOA Composite Applications

This chapter describes how to manage SOA composite applications, including
initiating a test instance of an application; managing faults, policies, and instance
states; and testing SOA composite applications.

This chapter includes the following topics:
»  Section 8.1, "Initiating a SOA Composite Application Test Instance”
= Section 8.2, "Managing the State of Deployed SOA Composite Applications"

= Section 8.3, "Monitoring and Deleting SOA Composite Application Instances from
the Application Home Page"

= Section 8.4, "Monitoring and Deleting SOA Composite Application Instances at the
SOA Infrastructure Level"

»  Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level"

= Section 8.6, "Recovering from SOA Composite Application Faults in the
Application Home Page"

= Section 8.7, "Automating the Testing of SOA Composite Applications"

= Section 8.8, "Managing SOA Composite Application Policies"

= Section 8.9, "Exporting a Running SOA Composite Application”

= Section 8.10, "Grouping SOA Composite Applications into Partitions"

»  Section 8.11, "Deleting Large Numbers of Instances with the Purge Script"

Note: The procedures in this guide describe how to access Oracle
Enterprise Manager Fusion Middleware Control Console pages from
the SOA Infrastructure menu, soa-infra icon in the navigator, SOA
Composite menu, and SOA Partition menu. You can also access many
pages from the Farm home page. For more information, see

Section 2.2.6, "Navigating to the SOA Infrastructure or SOA
Composite Application Home Page."

8.1 Initiating a SOA Composite Application Test Instance

This section describes how to initiate a test instance of a deployed SOA composite
application.

To initiate a SOA composite application test instance:

1. Access this page through one of the following options:
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From the SOA Folder in  From the Composite

From the SOA Infrastructure Menu... the Navigator... Menu...
1.  Select Home. 1. Under soa-infra, 1. Select Test Service >
select a specific SOA client.

2. tS:llect the Deployed Composites composite application.
2. At the top of the page,

3. In the Composite section, select a click Test.

specific SOA composite
application.

4. At the top of the page, click Test.

Note: The Test button is disabled in the following situations:
s The SOA composite application revision is stopped or retired.

s There are no Web services available for the application. Only
composites having services with Web service bindings can be
tested from this page.

2. If the composite includes multiple services, the Test button has a drop-down list to
select the service to test.

The Test Web Service page for initiating an instance appears.

This page provides many options for initiating an instance. At a minimum, you
must specify the XML payload data to use in the Input Arguments section.

The WSDL file and endpoint URL are populated automatically based on the
service you selected to test. The endpoint URL is derived from the WSDL and can
be overridden to invoke that service at a different location. If the service selected
has multiple ports, a drop-down list is displayed. Otherwise, the port of the
current service is displayed.

#f3 504 Composite Page Refreshed Apr 28, 2009 5:21:43 PM FDT |

Test Web Service (@) | Test'Web Service
IUse this page bo test ary WSOL, including 'WSDLs thak are nat in the Farmn, Tao test a Web service, enter the WSDL and click Parse
WSDL, When the page refreshes with the WSDL details, First select the Service,then select the Port, and then select the
Cperation thak wou wank to test, Specify any input parameters, and dick Test Web Service.

WSDL | hekp: fimyvhost, us.oracle. com: 8001 soa-infrafservices def ault )FaultFlow client ?wSOL %
Parse W3DL
HTTP Basic Auth Option For WSDL Access

Service  Flow
Port  FlowPark
Cperation | nitiate v

Endpoint URL | http: /rvhost, s, oracle, comi 8001 fsoa-infraservices def ault [FaultFlow/ client Edit Endpoint URL

3. Accept the default values for these fields or provide values appropriate to your
test environment.

4. If you change the WSDL file, click Parse WSDL to reload the WSDL file.

If the WSDL URL does not contain the revision number, it is processed by the
default composite application. For example, if there are two revisions of a
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composite application named HelloWorld, then the following endpoints are
exposed by them:

m http://host:port/soa-infra/services/default/HelloWorld!1l.0/c
lient

m http://host:port/soa-infra/services/default/HelloWorld!2.0/c
lient

However, if the WSDL specified for Web service invocation does not contain the
revision details (for example,
http://host:port/soa-infra/services/default/HelloWorld/client
), it is processed by the composite revision that is set as default.

5. If you want to edit the endpoint URL, click Edit Endpoint URL and make
appropriate changes.

The lower part of the Test Web Service page consists of the Request tab. This tab
enables you to specify security, quality of service, HT'TP transport, stress testing
options, and XML input arguments:

Request Response

Security
() WSS Username Token () HTTP Basic Auth () Custom Policy  (3) Mone

Quality of Service

Wwe-Rr (5 waDL Default CdMone () Custom mTOM (% WwsDL Default i Mone ) Custom
Folicy 1URI Falicy LRI

wi-pddressing ) W3DL Defaulk CONone () Custom
Folicy 1URI

HTTP Transport Options

Enable SO4P Action
SOAP Action |jnikiake

Additional Test Options
Enable Stress Test [

Concurrent Threads 5
Loops pet Thread 10
Delay in Miliseconds 1000

Input Arguments

Tree View

Mame Type Value
* customerMame skring
* cuskomerge ink
* customerAnnuallncome double

* ciky string

The Security section includes the following fields for passing security properties
with messages.

Field Description

WSS Username Token Inserts a WS-Security SOAP header. The Username field is
required, and the Password field is optional.
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Field

Description

Http Basic Auth

Custom Policy

None

Inserts the username and password credentials in the HTTP
transport header. Both the Username and Password fields are
required.

Uses a custom policy to authenticate the user (specifies the URI
for the custom policy). The Username and Password fields are
optional.

Select to not specify security credentials. This is the default
selection.

6. Accept the default values for these fields or provide values appropriate to your
test environment.

The Quality of Service section includes the following fields. Oracle Fusion
Middleware uses a policy-based model to manage Web services. A policy applies
behavior requirements to the delivery of messages. For additional details about
using the Test Web Service page, see Oracle Fusion Middleware Security and
Administrator’s Guide for Web Services.

Field

Description

WS-RM

MTOM

Select one of the following options for testing WS-Reliable Messaging
(RM) protocol policies. Reliable messaging policies support this
protocol, which guarantees the end-to-end delivery of messages.

WSDL Default: Executes the default behavior of the WSDL. For
example, if the WSDL contains a reference to a WS-RM policy, then
the policy is enforced. If the WSDL does not contain a reference to
a WS-RM policy, then reliable messaging is not tested.

None: No policy for WS-RM is tested even if the WSDL contains a
reference to a policy.

Custom: Enforces a custom policy. Specify the URI of the custom
policy in the Policy URI field. If a WS-RM policy is referenced in
the WSDL, it is ignored, and the policy specified in the Policy URI
field is used instead.

Select one of the following options for testing Message Transmission
Optimization Mechanism (MTOM) policies. MTOM policies ensure
that attachments are in MTOM format, a format for efficiently sending
binary data to and from Web services.

WSDL Default: Executes the default behavior of the WSDL. For
example, if the WSDL contains a reference to an MTOM policy,
then the policy is enforced. If the WSDL does not contain a
reference to an MTOM policy, then MTOM is not tested.

None: No policy for MTOM is tested, even if the WSDL contains a
reference to a policy.

Custom: Enforces a custom policy. Specify the URI of the custom
policy in the Policy URI field. If an MTOM policy is referenced in
the WSDL, it is ignored, and the policy specified in the Policy URI
field is used instead.
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Field

Description

WS-Addressing

Select one of the following options for testing WS addressing policies.
WS addressing policies verify that SOAP messages include
WS-Addressing headers in conformance with the WS-Addressing
specification.

= WSDL Default: Executes the default behavior of the WSDL. For
example, if the WSDL contains a reference to a WS-Addressing
policy, then the policy is enforced. If the WSDL does not contain a
reference to a WS-Addressing policy, then WS-Addressing is not
tested.

= None: No policy for WS-Addressing is tested even if the WSDL
contains a reference to a policy.

= Custom: Enforces a custom policy. Specify the URI of the custom
policy in the Policy URI field. If a WS-Addressing policy is
referenced in the WSDL, it is ignored, and the policy specified in
the Policy URI field is used instead.

7. Accept the default values for these fields or provide values appropriate to your
test environment.

The HTTP Transport Options section includes the following fields.

Field

Description

Enable SOAP Action

SOAP Action

Specifies whether the WSDL soap: operation has a soapAction
attribute. This flag is enabled if a soapAction attribute exists. If you
do not want to send a request with the SOAP action HTTP header, then
clear the check box.

Displays the soapAction attribute of the WSDL soap: operation, if
one exists. You may specify a different SOAP action in this text box.

8. Accept the default values for these fields or provide values appropriate to your
test environment.

The Additional Test Options section includes the following fields. This section
provides a simple stress test that simultaneously invokes multiple instances.

Note: This is not a real stress test tool. Therefore, do not enter huge
values for both concurrent threads and the number of times to invoke
the operation. Doing so can result in errors.

Field

Description

Enable Stress Test

Concurrent Threads

Loops per Thread

Delay in
Milliseconds

Click Enable to create a simple stress test. With this enabled, no
conversation ID is displayed.

Enter the number of concurrent threads on which the invocations
should be sent. The default is 5 threads.

Enter the number of times to invoke the operation. The default is 10
times.

Specify the delay of milliseconds to wait between operation
invocations. The default is 1000 milliseconds (1 second).

9. Accept the default values for these fields or provide values appropriate to your
test environment.
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The Input Arguments section includes the following options for entering XML

payload data.
Field Description
Tree View Displays a graphical interface of text fields in which to enter
information. This option automatically generates the required headers
and XML structure.
XML View Displays the XML file format for inserting values. You can paste the

raw XML payload of your message into this field.

Note: If you are using Oracle Enterprise Manager Grid Control
Console, you can save the payload you enter. This feature is not
available with Oracle Enterprise Manager Fusion Middleware Control
Console.

10. Click Test Web Service.

The test results appear in the Response tab upon completion.

Request Response

Test Status Passed
Response Time (ms) 5473
Tree Wiew v
Launch Message Flow Trace
Mame Tvpe Walug
= payload payload
result skring Hello Joe

Note: The Response tab does not display payload data if you are
performing a stress test or are testing an asynchronous service.

11. Click Launch Message Flow Trace to access the flow trace of the instance.

12. To return to the composite home page, click the name of the composite that
appears at the top of the page or select Home from the composite target menu.

13. Return to the Dashboard page of the SOA composite application.

The Recent Instances table lists recent SOA composite application instances. Each
created instance has its own unique ID.

For more information, see the following sections:

= Section 1.2.3, "Understanding SOA Composite Application Instances" for
conceptual details about instances

= Section 1.4.3.2, "Understanding Policies" for an overview of policies

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
specific details about policies and testing Web services from the Test Web Service

page
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8.2 Managing the State of Deployed SOA Composite Applications

You can manage the life cycle state of deployed SOA composite applications from
either of two pages:

= From the Deployed Composites page of the SOA Infrastructure, which lists all
SOA composite applications deployed to the SOA Infrastructure

= From the application home page of a specific SOA composite application (all tabs)
The management tasks that you can perform are based on the page you are on.

Table 8-1 provides details.

Table 8—1 Application State Actions

Perform in the Deployed Composites Perform on the Application

Action Page of the SOA Infrastructure? Home Page (All Tabs)?

Shut Down and Yes Yes

Start Up

Retire and Yes Yes

Activate

Set as Default Yes = No: If only one version of the
composite application is set as
the default.

= Yes: If there are multiple
versions of the same
composite application, this
option is visible for all other
versions of the same
composite expect the one that
is the default.

Deploy Yes Yes (through the Composite menu
by selecting SOA Deployment >
Deploy Another Composite)

Undeploy Yes Yes (through the Composite menu
by selecting SOA Deployment >
Undeploy)

Redeploy Yes Yes (through the Composite menu
by selecting SOA Deployment >
Redeploy)

Test No Yes

Composite No Yes

Audit Level

Payload No Yes

Validation

Enable/Disable No Yes

BPEL Sensors

Show WSDL No Yes

and Endpoint

URI (icon)

Show XML No Yes

Definition (icon)

See the following section based on the action you want to perform:
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= Section 8.2.1, "Managing the State of All Applications at the SOA Infrastructure
Level"

= Section 8.2.2, "Managing the State of an Application from the SOA Composite
Application Home Page"

For more information, see Section 1.2.2, "Understanding SOA Composite
Applications."

8.2.1 Managing the State of All Applications at the SOA Infrastructure Level

You can manage the state of all SOA composite applications from the Deployed
Composites page at the SOA Infrastructure level.

To manage the state of all applications at the SOA Infrastructure level:

1. Access this page through one of the following options:

From the SOA From the SOA Folder in the  From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Click soa-infra. 1. Select SOA Infrastructure.

2. C(Click the Deployed Composites tab.
The Deployed Composites page displays the following details:

= A utility for searching for a specific SOA composite application by specifying
a full or partial composite name and clicking Search.

= Alist of all SOA composite applications deployed in the SOA Infrastructure,
including the partition in which they are deployed, current mode (active or
retired), number of instances, number of faulted instances, and last
modification date (deployment time, redeployment time, or any composite
configuration change). The green dot to the left of the name indicates that this
is the default revision of the application.

¢ soa-infra@ Logged in a5 weblogic |Host
=5 504 Infrastructure « Page Refreshed Jan 12, 2010 2:11:34 P pST 02

Dashboard | Deployed Composites | Instances | Faults and Rejected Messages

The Following S04 composite revisions are currently deployed. To deploy a new composite revision, dlick Deploy, To perform additional basks, select a composite "é)
and click the appropriate button, =

ESearch

Composite

Search | Feset

Show only active composites [

Vigw - Start Up... || Activate ... || Set fAs Defadlt ... Deploy... || Undeploy... | Redeploy...

Composite Partition Status  Mode Instances Faulted Instances  Last Modified Date &2
@ SimplelntSensor [1.0] samuel-eto ﬁ Active 1 0 Jan 11, 2010 10:58:56 PM
@ MulkivalueProj [1.0] samplePartition ‘& Active 0 0 Jan 11, 2010 2:06:23 AM

Note: To always see the latest details about deployed SOA composite
applications, click the Refresh icon in the upper right corner or
navigate away from this page and return to it.
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3. Click Deploy to deploy a new application. For all other options listed above the
Composite section, first select the composite application by clicking the column to
the left of the name, then select a specific option to perform.

@ TestResubmit [Z.0]

The following table describes the available options.

Action

Description

Shut Down

Shuts down a running SOA composite application revision. Any request
(initiating or a callback) to the composite is rejected if the composite is shut
down.

Note: The behavior differs based on which binding component is used. For
example, if it is a Web service request, it is rejected back to the caller. A JCA
adapter binding component may do something else in this case (for example,
put the request in a rejected table).

This option displays when the composite application has been started.

Start Up

Restarts a composite application revision that was shut down. This action
enables new requests to be processed (and not be rejected). No recovery of
messages occurs.

This option displays when the composite application has been stopped.

Retire

Retires the selected composite revision. If the process life cycle is retired, you
cannot create a new instance. Existing instances are allowed to complete
normally.

An initiating request to the composite application is rejected back to the
client. The behavior of different binding components during rejection is as
described above for the shut down option.

A callback to an initiated composite application instance is delivered
properly.

This option displays when the composite application is active.

Activate

Activates the retired composite application revision. Note the following
behavior with this option:

= All composite applications are automatically active when deployed.

= Other revisions of a newly deployed composite application remain active
(that is, they are not automatically retired). If you want, you must
explicitly retire them.

This option displays when the application is retired.

Set As Default

Sets the selected composite application revision to be the default. Default
revisions are indicated by a green dot in the Composite table. If a new request
comes in for a specific composite application revision, that composite
application revision is invoked. If a new request comes in without specifying
a revision, the default revision is invoked. The default revision does not
change when a composite application is retired. The default revision is
changed automatically when a default composite application revision is
undeployed.

The default composite revision also changes automatically when you
redeploy a composite. The newly redeployed revision automatically becomes
the default revision, unless at the time of redeployment you specify to keep
the previous default revision unchanged.

Note that inbound adapters are only activated on the default revision.
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Action Description

Deploy Deploys a revision. Deployment activates the composite application in the
SOA Infrastructure. Use this selection when you want to deploy:

= A new SOA composite application for the first time

= A new revision (for example, 2.0) of a SOA composite application that
has a different revision that is currently deployed (for example, 1.0). This
option enables both revisions 1.0 and 2.0 to be deployed at the same time.

If you specify a revision that exists, you receive an error. You must change
this revision outside of the Deploy SOA Composite wizard.

For more information, see Section 5.1, "Deploying Applications" and
Section 8.10, "Grouping SOA Composite Applications into Partitions."

Undeploy Undeploys the selected composite application revision. The consequences of
this action are as follows:

= You can no longer configure and monitor this revision of the composite
application.

= You can no longer process instances of this revision of the composite
application.

= You cannot view previously completed processes.

= The state of currently running instances is changed to stale and no new
messages sent to this composite are processed.

= If you undeploy the default revision of the composite application (for
example, 2.0), the next available revision of the composite application
becomes the default (for example, 1.0).

Note: Undeploying multiple SOA composite applications at the same time is
supported if they are in the same partition.

For more information, see Section 5.3, "Undeploying Applications" and
Section 8.10, "Grouping SOA Composite Applications into Partitions."

Redeplo Redeploys an existing revision of a SOA composite application. The
ploy ploy: g p 19
consequences of this action are as follows:

= A new version of a revision of a currently deployed SOA composite
application is redeployed (for example, old version 1.0 is redeployed as
new version 1.0).

= The older, currently-deployed version of this revision is removed
(overwritten).

= If the older, currently-deployed version of this revision has running
instances, the state of those instances is changed to stale.

For more information, see Section 5.2, "Redeploying Applications."

For more information, see Section 1.4.3.3, "Understanding the Life Cycle State of
SOA Composite Applications."

8.2.2 Managing the State of an Application from the SOA Composite Application Home
Page

You can manage the state of an individual SOA composite application from the
application’s home page.

To manage the state of an application from the SOA composite application home page:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.
3. Select a specific SOA composite
application.

The Dashboard of the selected SOA composite application is displayed (for this
example, POApprovalEventPublisher).

1p POApprovalEventPublisher [1.0] @
ofd 504 Composite -

Logged in as weblogic |Host

Page Refreshed Mar 2, 2010 5115142 PM PST

Running Instances 0 | Total 2 | Active | Refire ... Shut Down, .. Test Settings... = @; E (ﬁRelatedL
Dashboard @ Instances | Faulks and Rejected Messages | Unik Tests | Policies
ElRecent Instances
Shaw Only Running Instances ] Running 0 Total 2
Instance ID Mame Conversation ID Skate Skark Time
19 urn:uuid:BRcda3ba-! «F Completed Feb 23, 2010 11:07:10 PM
16 urn:uuid:a474de3b- «* Completed Feb 2&, 2010 11:05:25 PM

V' % show al

FRecent Faults and Rejected Messages

Shiow only swstem faulks

Errar Message Recovery

@ java.lang.RuntimneException: [o
@ java.lang.FuntimneException: [o
@ java.lang.RunkimeException: co

@ java.lang.RuntimeException: co

Composite Instance

Fault Time Fault Location o Logs
Feb 28, 2010 11:06:03 PM %pnprocessinginitia Inavailable i}
Feb 25, 2010 11:03:42 PM ﬂi{:ﬂ|:u:|:|rcu:nessil'u;initia Inavailable i}
Feb 28, 2010 11:03:31 PM Iiifzf|:u:|:|rcu:essil'u;initia Unavailable ]
Feb 28, 2010 10:58;37 PM Iilfzﬂ|:n3|:|ron:essinginitia IUnavailable ]

Note: The Total field of the Recent Instances section sometimes does
not display the correct number of total instances despite instances
having completed successfully. In these cases, click the Refresh icon in
the upper right corner to view the actual number of total instances.

2. From the list of options at the top of the page, select a specific action to perform.
These options also display at the top of the Instances, Faults and Rejected
Messages, Unit Tests, and Policies pages of the SOA composite application.

Action Description

Shut Down See the table under Step 3 on page 8-9 for a description of this option.
Start Up See the table under Step 3 on page 8-9 for a description of this option.
Retire See the table under Step 3 on page 8-9 for a description of this option.
Activate See the table under Step 3 on page 8-9 for a description of this option.
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Action

Description

Test

Enables you to initiate a test instance from the Test Web Service page.

Note: This button is disabled when the SOA composite application is stopped
or retired. This is because you cannot create an instance for a stopped or retired
application. This button is also disabled when there are no Web services
available for the application. Only composites having services with Web service
bindings can be tested from this page.

For more information, see Section 8.1, "Initiating a SOA Composite Application
Test Instance."

Settings:
Composite
Audit Level

Sets the level of audit tracking to perform at the SOA composite application
level. This setting can override the audit level defined at the SOA Infrastructure
level. By default, the value is Inherit, which does not override the SOA
Infrastructure level setting.

If you select to set the audit tracking level, the following options are available:

= Inherit: Logging matches the SOA Infrastructure audit level that you set
on the SOA Infrastructure Common Properties page. This is the default
setting.

= Production: Minimal information for SOA composite application instances
is collected. For example, the BPEL process and Oracle Mediator service
engines do not capture the payload. Therefore, the payload details are not
available in the flow audit trails. The BPEL service engine collects payload
details for all activities except assign activities. This level is optimal for
most normal operations and testing.

= Development: Complete information for SOA composite application
instances is collected. This option allows both composite instance tracking
and payload tracking. This setting may impact performance because the
payload is stored at each step in the message flow. This setting is useful for
debugging purposes.

= Off: No logging is performed. Composite instance tracking information
and payload tracking information are not collected.

Setting audit level tracking at the SOA composite application level overrides
the same tracking set at the SOA Infrastructure level. By default, the settings
are the same at the SOA composite application and SOA Infrastructure levels.
SOA composite application settings are automatically changed when the global
SOA Infrastructure settings are changed. By choosing any other setting at the
SOA composite application level, you are overriding the inherited settings.

One form of overriding is when you explicitly select the same local composite
value that happens to be the current global value. If the SOA Infrastructure
setting is then changed, this specific composite does not inherit the new value.
For example, assume the SOA Infrastructure setting is Off. Therefore, all
composites have their audit tracking set to Off. Then, you explicitly set
composite XYZ to Off. Then, go to the SOA Infrastructure and change the
setting to Production. The tracking levels for all composites are now
Production; except for XYZ, which is still set to Off.

Note the following impact of instance tracking changes on message flows that
span several SOA composite applications. For example, a composite invoking
another composite through a reference binding component or an event
published in one composite and subscribed to in another composite.

= If an intermediate composite has disabled instance tracking, then a single
message flow across multiple composite instances appears as separate,
unconnected flows. For example, assume a message flows through
composites C1, C2, and C3. C1 and C3 have enabled instance tracking,
while C2 has disabled it. Two separate flows for C1 and C3 display in
Oracle Enterprise Manager.

= Sources or targets of events or messages may not display. For example,
assume you have two composites: C1 and C2. If C1 has disabled instance
tracking, the flow trace does not display the origin of message flow and
makes it appear as if C2 was directly invoked.
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Action

Description

Settings:
Payload
Validation

Validates the XML schema-based payload at the inbound and outbound points
of the composite revision. If you enable payload validation and there is an
invalid payload (that does not follow the schema), a fault is generated for that
message.

The exception to this is the response message of a synchronous service. That
message is not validated, even with payload validation enabled. Note that the
inbound message is still validated; only the outbound message is not.

Settings:
Enable/Disable
BPEL Monitors
and Sensors

Select an option to invoke a confirmation dialog that displays the current status
of the sensors.

Disable: Select to disable BPEL sensors for all BPEL components in this
SOA composite application.

= Enable: Select to enable BPEL sensors for all BPEL components in this
SOA composite application.

The Enable/Disable BPEL Sensors selection only displays for composites that
have a BPEL service component, regardless of whether that component
includes sensors.

Note that when BPEL sensors are disabled at the service engine level, you
cannot enable or disable BPEL sensors at the SOA composite application level.
You can enable or disable BPEL monitors and sensors at the service engine
level in the BPEL Service Engine Properties page.

For more information, see Section 10.1, "Configuring BPEL Process Service
Engine Properties.”

Show WSDL
and endpoint
URI (icon)

Click to display the endpoint addresses and WSDLs of all external services for
this SOA composite application.

Show
Composite
XML
Definition (...
icon)

Click to show the XML definition of the SOA composite application.

For more information, see the following sections:

= Section 1.4.3.3, "Understanding the Life Cycle State of SOA Composite
Applications"

= Section 3.1, "Configuring SOA Infrastructure Properties”

8.2.3 Starting and Stopping a Managed Oracle WebLogic Server

If you start and stop a managed Oracle WebLogic Server on which the SOA
Infrastructure is deployed in the middle of BPEL processing in a SOA composite
application, note the following issues:

= For synchronous BPEL processes

The whole scenario is synchronous and the instances that are in a running state
(after server restart) are pending in the BPEL wait activity. Therefore, the flow
thread ends with the server (while sleeping in the wait activity). When the server
is restarted, the same instance is not restarted because the flow is synchronous.
Therefore, these instances always remain in a running state because no processing
can happen on them after server restart.

= For asynchronous BPEL process
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If server shutdown occurred in the middle of a BPEL invoke activity, the messages
received by BPEL are not handled. BPEL does not automatically recover these
messages during restart; they must be recovered manually using Facade API calls.

8.3 Monitoring and Deleting SOA Composite Application Instances from
the Application Home Page

Section 8.2, "Managing the State of Deployed SOA Composite Applications" describes
how to manage the life cycle state of SOA composite applications. You can also
monitor and delete specific SOA composite application instances from the Instances
page of the application home page.

To monitor and delete SOA composite application instances from the application home
page:
1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. Select a specific SOA composite
application.

2, Click the Instances tab.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

s SOA composite application instance ID, name, conversation ID, most recent
known state of each instance since the last data refresh of the page (for
example, completed successfully, running, unknown, and so on), instance start
time, and a log file describing any faults. A unique instance ID is created
whenever a new instance of a SOA composite application is initiated either
automatically by an external consumer of the application or manually by an
administrator from the Test Web Service page.

If a ? icon is displayed, the Capture Composite Instance State check box was
not enabled on the SOA Infrastructure Common Properties dialog. Therefore,
the instance state was not evaluated. Determining the composite instance state
requires evaluating the states of the underlying component, Therefore, this can
be disabled to improve performance.
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} POApprovalEventPublisher [1.0] @ Logged in as weblogic |Host
o} S04 Composite - Page Refreshed Mar 2, 2010 5 15:42 PM pST 02
Running Instances 0 | Total 2 | Active | Retire ... shut Down,.. || Test Settings... » | | @Y &P Related Links

Dashboard | Instances | Faults and Rejected Messages | Unit Tesks | Policies

Instances of this S04 composite are lisked below, There may be more instances in the database than shown in this page. Also when composite audit
tracking is disabled, component instances may be created within the composite without its own instances, Click Delete with Options to purge the
inskances from the database,

s15earch
Instance I
Marne

Corversation ID

Start Time From (& (UTC-08:003 US Pacific Time
Start Time To (& (UTC-08:003 US Pacific Time
Search || Reset
Showe | Any w
View» 32 Delete Selected ... 3§ Delste with Options ... Abart...
Instance ID Mame Zonversation IC Skate Skark Time £ Logs
19 urneuuid: B6cdasha-! & Completed Feb 28, 2010 11:07:10 FM @]
16 urreuuid:a474de3b- & Completed Feb 28, 2010 11:05:25 PM B

Note: It is possible to generate orphaned service component
instances. These instances are generated without any associated
composite application instances. The orphaned component instances
are generated under the following circumstances:

»s  The SOA Infrastructure audit level is set to Off or the composite
audit level is set to Off. Even in such cases, the BPEL process
service engine can generate instance data for the service
components that are included in the SOA composite application.

s The SOA Infrastructure audit level is set to Off. However, the
BPEL process or Oracle Mediator service engine audit level is set
to a value other than Off.

s All the audit levels are set to Off, but some faults are generated in
one of the service engines. In these cases, the component instance
gets generated.

To delete orphaned instances or large numbers of instances, use the
PL/SQL purge script described in Section 8.11, "Deleting Large
Numbers of Instances with the Purge Script." Selecting the Delete All
Instance options in the Delete with Options dialog also deletes
orphaned component instances. However, this method is not
recommended for deleting large numbers of instances (for example,
thousands), as the operation times out.

If composite sensors are included in your SOA composite application, the
Instances tab has the following differences:

= The Add Fields button appears next to Search and Reset in the search utility.
This button enables you to add sensor values to your search criteria.

= A Composite Sensors column appears in the Instances table. Click the sensor
icon in that column to display the details about sensor values available in a
given instance of the composite.
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3. From the Add Fields list, select composite sensors to add to the search criteria. In
this example, four have been selected (CustomerDetails, NameSensor,
Datesensor, and Yearsensor).

4. Input specific values by which each sensor searches. Only the composite instances
in which the sensor values match your specified criteria are returned.

<} SimpleIntSensor [2.0]® Logged in a5 weblogic|
#f3 508 Composite - Page Refreshed Mar 22, 2009 11:16:42 AM PDT (2
Running Instances 0 | Total 1| Active | Retire ... Shut Diown, .. Test Settings... * @,, (ﬁ Related Links -«

Dashboard | Imstances | Faults and Rejected Messages | Unit Tests | Policies
Al instances of this S04 composite are listed below, To incude composite sensor values in vour search for composite instances, click Add Fields,
=I5earch
Instance ID
Marne

Caonvversation ID

Skart Time From EE}) (UTC-05:00) US Pacific Time
Start: Time To E;'}) (UTC-08:00) US Pacific Time
CustomerDetails | Like (v b4
MameSensor | Equals  w ®
Datesensor | Equals hd EE}) (UTC-05:00) US Pacific Time *®
‘Yearsensor | Equals b b4
Search | Reset Add Fields -
Show | Any “
Vieww 3@ Delete Selected ... 3§ Delete With Options ... Abart...
Instance IO Mame Conversation ID Stake Composite Start Time £~ Logs
Sensars
48 % Completed gl Mar 18, 2009 65513 AM &

5. Click Reset to remove all composite sensor fields from the search criteria or click
the Remove icon to the right of the field to remove an individual sensor.

6. Select a specific instance to delete by clicking a row in the Instances table. To select
multiple instances, press Ctrl-Click or Shift-Click for the rows you want to select.

7. Select a specific action to perform.

Action Description

Delete Selected Deletes the selected instance.

After deleting an instance, instance details are no longer available for
review.

8-16 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle BPM Suite



Monitoring and Deleting SOA Composite Application Instances from the Application Home Page

Action

Description

Delete with Options Prompts you to first specify a criteria for deleting the selected instance

directly from the database:

= Common Delete Options: Select a preset range of instances to
delete from a list (for example, older than 24 hours).

= Delete All Instances Of This Composite: Select to delete all
instances of the composite. This option deletes the rejected
messages associated and all component, service, and reference
instances associated with the composite, including those not
associated with any composite instance ID.

Note: If this composite has thousands of instances to delete, do not
use this option. Instead, use the purge script described in

Section 8.11, "Deleting Large Numbers of Instances with the Purge
Script.”

= Delete All Instances That Match These Criteria: Specify a criteria
for deleting instances, including the instance ID, conversation ID,
start and stop times, and instance state.

Any selections you may have made in the Instances page (such as
specifying and executing a search criteria) are ignored for this
operation.

Abort

Terminates the selected instance. However, instance details are still
available for review.

8. From the View list, select Columns > Partition to display the partition in which
the instance of the SOA composite application revision is contained.

9. In the Instances table, perform the following additional tasks:

a.

In the Instance ID column, click a specific instance ID to show the message
flow through the various service components and binding components. If an
instance ID is listed as unavailable, you can click the Unavailable link for
details.

In the State column, if an instance state is marked as Unknown, click it to
display more details.

If the Composite Sensors column is available, click a sensor icon to display
details about composite sensors included in the instance, such as name,
location, and value.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Note: Multiple revisions of a SOA composite application that
includes inbound JCA adapters are displayed as running. However,
only the most recent revision (the default version) is considered active.
All previous revisions are not considered active. This is because for
inbound JCA adapters, there can only be one active revision of a SOA
composite application at any time. The JCA adapter endpoints in all
previous revisions are de-activated.

For more information, see the following sections:

= Section 1.2.3, "Understanding SOA Composite Application Instances"

= Section 1.4.3.3, "Understanding the Life Cycle State of SOA Composite
Applications"
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= Section 8.1, "Initiating a SOA Composite Application Test Instance"

s Oracle Fusion Middleware Administrator’s Guide for details about viewing and
searching log files

8.3.1 Mismatch Between the Number of SOA Composite Application Instances and
Service Component Instances

The number of SOA composite application instances may not always match the
number of service component instances displaying in Oracle Enterprise Manager
Fusion Middleware Control Console.

A SOA composite application instance is first created when the composite is invoked.
When the service components within the composite receive a subsequent invocation, a
corresponding service component instance is created that refers to the composite
instance ID previously created.

There can be scenarios under which the composite instance is created, but the
underlining service component instance is not created. For example:

= The composite instance is created, but the invocation has not yet reached the
service component due to a system failure.

= The composite instance is created, but the invocation fails payload validation and
is rejected. In this case, invocation does not reach the underlining service
components.

You can also have orphaned service component instances for which no SOA composite
application instance has been created.

8.3.2 Setting the Composite Instance Name at Design Time

You can set the instance name of a SOA composite application during design time in
Oracle Mediator and Oracle BPEL Process Manager. The instance name appears as a
Name column on the Instances page of a SOA composite application. When you
specify a search criteria on the Instances page of a SOA composite application or the
SOA Infrastructure, you can specify this name in the Name field.

8.3.2.1 Setting the Composite Instance Name in Oracle Mediator
1. Set the composite instance name through one of the following options:

= Use the setCompositeInstanceTitle(title) XPath expression function as the
source and tracking.compositeInstanceTitle as the target property name in
the Assign Value dialog.
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i Assign Yalue

From To

Tvpe; Iexpression "] Type: |pr0per_ty
P by

Expression: Property

tracking. compositelnstanceTite

med: setConpositelnstanceTitle (§in.body/inpl: CustonerData/CustonerId) boh comereationdd

bzb. documentDefinitionMarne
bzb.documentPratocaliame
bzb.documentProtocolitersion
bizb. document Typelame

bzb. fromTradingPartnerd
bzh, fromTradingPartner IdType
bzb.messageld
bzh.messageType
bzb,replyToMessageld
bzb.toTradingPartnerId
bzb.toTradingPartnerIdType
bpel.calbackPayloadref
bpel,conversationId

bpel. expiration-date
bpel.instancelndexl
bpel.instanceIndexz
bpel.instancelndexs
bpel.invokeMessageiauid

»  Use the setCompositeInstanceTitle(title) XPath expression function in the
XSLT Mapper.

é Edit Function - setCompositelnstanceTitle

Define Function parameters below:
[Noke: Farameters can alse be seb through drag and drop From bree nodes)

title! Ifimpl CustonerData/CustonerTd

Examples: $varl, $pfx:paraml, 'abc’, "abc”
Press Chrl + Space For Invaoking #¥Path Building Assistant.

8.3.2.2 Setting the Composite Instance Name in a BPEL Process

1. Use the Java BPEL exec extension bpelx: exec. This extension includes the
built-in method setCompositeInstanceTitle(String title) for setting
the instance name.

For more information, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite.

8.4 Monitoring and Deleting SOA Composite Application Instances at the
SOA Infrastructure Level

Section 8.2, "Managing the State of Deployed SOA Composite Applications" described
how to manage the life cycle state of all instances of a specific SOA composite
application. You can also monitor and delete any number of instances across all
deployed SOA composite applications from the Instances page of the SOA
Infrastructure home page. This page lists all SOA composite application instances
deployed to the SOA Infrastructure.
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To monitor and delete SOA composite application instances at the SOA infrastructure
level:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite
Infrastructure Menu... Navigator... Menu...
1. Select Home. 1. Click soa-infra. 1. Select SOA infrastructure.

2. Click the Instances tab.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

= AllSOA composite application instances in the SOA Infrastructure, including
instance and conversation IDs, composite name and revision, SOA composite
application instance state, and instance start time.

{} soa-infra® Logged in as weblogic|

£ 504 Infrastructure - Page Refreshed Feb 22, 2003 10:08:52 &M PST L)
Dashboard | Deploved Composites | Instances | Faults and Rejected Messages

Instances of all currently deployed S04 composites are listed below,

ElSearch

Instance I Skart Time From E‘"@ (UTC-08:00) US Pacific Time
Marne Start Time To E"@ (UTC-08:00) US Pacific Time

Conrversation 10

Search || Reset

Show | Any w

Vieww 22 Delete Selected ... 38 Delete With Options ... abort,..

Instance ID Camposite MNarme Conversation ID Skake
30011 Hellawarld [1.0] 1235271822920 " Completed Feb 21, 200¢ »
30010 YacationRequest [1.0] 1235211437505 " Completed Feb 21, 200 r

= 30009 CompasiteTest [1.0] " Completed Feb 21, 200

= 30008 CompositeTest [1.0] « Completed Feb 21, 200

® 30007 CompositeTest [1,0] " Completed Feb 21, 200%

" 30006 CompositeTest [1,0] " Completed Feh 21, 200¢

= 30005 CompositeTest [1.0] & Completed Feb 21, 200

= 30004 CompositeTest [1.0] o Completed Feb 21, 200

= 30003 CompositeTest [1.0] o Completed Feb 21, 200¢

= 30002 CompositeTest [1.0] o Completed Feb 21, 200¢

= 30001 CompositeTest [1.0] % Completed Feb 21, 200¢
20025 RecoverylnitTest [1.0] 1235125719800 @ Faulted Feb 20, 200¢<
20024 YacationRequest [1.0] 1235124080921 @ Faulted Feb 20, 200
20023 SirplewarkflowComposite [1,0] 1235123263388 @ Faulked Feb 20, 200 ha

You can also terminate and delete instances from this page.

3. Select a specific instance by clicking a row in the Instances table. To select multiple
instances, press Ctrl-Click or Shift-Click for the rows you want to select.

4. Select a specific action to perform.

Action Description

Delete Selected Deletes the selected instance.
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Action Description

Delete with Options Prompts you to first specify a criteria for deleting the selected instance
directly from the database.

= Common Delete Options: Select a preset range of instances to
delete from a list (for example, older than 24 hours).

= Delete All Instances That Match These Criteria: Specify a criteria
for deleting instances, including the instance ID, conversation 1D,
start and stop times, and instance state

Any instance state selections you made at the top of the Instances page
are ignored for this operation.

Notes:

= If this composite has thousands of instances to delete, do not use
this option. Instead, use the purge script described in Section 8.11,
"Deleting Large Numbers of Instances with the Purge Script."

= If you delete an instance with faults, those faults no longer display
in the Faults and Rejected Messages page.

Abort Terminates the selected instance. However, instance details are still
available for review.

Note: If you delete an instance with faults, those faults no longer
display in the Faults and Rejected Messages page. In addition, if a
terminated instance (shown as aborted) had a fault, it is not added to
the fault count.

5. From the View list, select Columns > Partition to display the partition in which
the instance of the SOA composite application revision is contained.

6. In the Instance ID column, click a specific instance ID to show the message flow
through the various service components and binding components. If the instance
ID is unavailable, the message flow cannot be accessed. However, you can still
click the link for details.

7. In the Composite column, click a specific SOA composite application to access its
home page.

8. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

8.5 Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level

You can monitor and perform individual and bulk fault recoveries for BPEL process
and Oracle Mediator service components across any number of your SOA composite
applications. For BPEL process faults to be identified as recoverable, there must be a
fault policy defined that is bound to the fault (through the fault-bindings.xml
file) and which triggers the action ora-human-intervention. However, without
defining any fault policies, the fault takes its normal course as either a recoverable or
nonrecoverable fault. Examples of performing both individual and bulk recovery are
provided in this section. Human task service component or human workflow service
engine faults are recovered from the Oracle BPM Worklist.

To recover from SOA composite application faults at the SOA Infrastructure level:

1. Access this page through one of the following options:
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From the SOA Infrastructure From the SOA Folder inthe From the SOA Composite
Menu... Navigator... Menu...

1.  Select Home. 1. Click soa-infra. 1. Select SOA infrastructure.

2. Click the Faults and Rejected Messages tab.

The Faults and Rejected Messages page displays the following details for all SOA
composite application faults:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

= Faults and rejected messages, including the error message, whether you can
recover from the fault, the time of the fault, if the fault message is classified as
a rejected message (if so, a check mark is displayed), the SOA composite
application in which the fault occurred, the fault location, the instance ID, and
a link to log files describing the fault.

¢ soa-infra@ Logged in as weblogic|
== 508 Infrastructure + Page Refreshed Aug 3, 2003 3:24:43 P pOT |

Dashboard | Deploved Composites | Instances | Faults and Rejected Messages

This page lisks faults from across all SOA compasites that are currently deploved. IF a Faulk is marked as Recoverable, you can select it and choose a recovery action From the lisk, This
action reruns the instance in which the Fault occurred and attempts to recover From it, You can also perform a batch recovery by selecting multiple Faults and choosing a recovery
action. For additional recovery options, click the Recaoverable link For an individual fault, To recover From a Human Workflow Fault, select it and dick Recover and then click the link to
the Worklist application.

Zsearch (@)
Error Message Contains Composite Instance [0
Fault ID Composite Marne
Fault Time Fram E"(}) {UTC-08:00) US Pacific Time:
Faulk Time To E‘"@ {UTC-08:000 1S Pacific Time
Search || Reset
Show only recoverable Faults ] Faulk Type | Al Fauls w

Select »  View - Recovery Ackions |+ 38 Delete Rejected Messages... | Recover With Options. .

Error Message Recowvery Fault Time £ ;'stesc;;g Composite Fault Lacation ;ZDomposite iEETE Logs
A L ALSHLI UL S0 IS L ALYy SO ¢ U T A ISILAGIULIINL (i) =g IS a1 R |
@ Exception occured when bind Aug 3, 2009 7:55:36 AM TestResubmit [2.0] IiJgFiIEOut 30 ]

@ Exception occured when bind Aug 3, 2009 7:55:30 AM TestResubmit [2.0] IiJgFiIeOut 29 i)
@ Exception ocoured when bind Aug 3, 2009 7:58:26 AM TestResubmit [2,0] I?JgFiIEOut 28 A
@ Exception occured when bind Aug 3, 2009 7:55:20 AM TestResubmit [2.0] IiJgﬂFiIeOut 27 ]
@ Exception occured when bind Aug 3, 2009 7:55:10 AM TestResubmit [2.0] IiJ;ﬁFiIeOut 16 ]
@ Exception ocoured when bind Aug 3, 2009 7:55:04 AM TestResubmit [2,0] I?JgFiIEOut 15 A
@ Exception occured when bind Aug 3, 2009 7:55:00 AM TestResubmit [2.0] IiJgﬂFiIeOut 14 ]
@ Exception occured when bind Aug 3, 2009 7:54:54 AM TestResubmit [2.0] IiJ;ﬁFiIeOut 13 B

Note: You cannot search for human workflow error messages by
entering details in the Error Message Contains field because these
faults are not persisted in the dehydration store.

Faults identified as recoverable can be recovered.

3. Select faults for recovery using one of the following options. Note that fault
recovery selection at the SOA Infrastructure level matches the SOA composite
application level and BPEL process and Oracle Mediator service component levels.
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For... Then...

Single fault There are three options from which to choose for single-fault recovery:

recovery 1. Click the row of the fault that has been identified as recoverable. With
the row highlighted, select a specific action from the Recovery Action
list, as described in Step 4.

2. Inthe Recovery column, click the Recover link to access the Faults page
of the instance audit trail to perform fault recovery.

3. In the Error Message column, click the message of a fault that has been
identified as recoverable. This displays complete fault details, including
the fault ID, fault time, fault location, fault type, and error message text.
A Recover Now option displays for recoverable faults. Click Recover
Now to access the Faults page of the instance audit trail to perform fault
recovery.

Bulk fault There are two options from which to choose for bulk-fault recovery:
recovery 1. Use Shift+Click or Control+Click to select specific faults in the rows.
or

2. From the Select menu, choose Select All Recoverable. Then use
Shift+Click or Control+Click to deselect the faults to not include in the
recovery operation.

Then:

3. Select an action from the Recovery Action list, as described in Step 4.

Note: Only the actions applicable to all selected faults are available.
Recovery ofall 1. From the Select menu, choose Select All Recoverable.
faults 2. Select an action from the Recovery Action list, as described in Step 4.

Note: Only the actions applicable to all selected faults are available.

4. Select an action from the Recovery Action list.

Action

Description Action is Available for...

Retry

Retries the instance directly. An BPEL process and Oracle Mediator
example of a scenario in which to

use this recovery action is when

the fault occurred because the

service provider was not reachable

due to a network error. The

network error is now resolved.

Abort

Terminates the entire instance. BPEL process and Oracle Mediator

Replay

Replays the entire scope againin =~ BPEL process
which the fault occurred.

Rethrow

Rethrows the current fault. BPEL ~ BPEL process
fault handlers (catch branches) are

used to handle the fault. By

default, all exceptions are caught

by the fault management

framework unless an explicit

rethrow fault policy is provided.

Continue

Ignores the fault and continues BPEL process
processing (marks the faulting
activity as a success).
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Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

5. If you want to delete rejected messages, click Delete Rejected Messages.
This displays the Delete: Rejected Messages dialog for specifying a criteria for
deleting rejected messages of all the composites directly from the database.
Delete : Rejected Messages [x]

Specify the criteria For selecting and deleting rejected messages directly From the database. Any selections wou may have
made in the Faulks and Rejected Massages page will be ignored for this operation, To delete a Fault, delete the associated
composite inskance from the Instances page.,

{31 Common Delete Options

Presek Batches | Older than 24 Hours  »

i Delete all

This will delete rejected messages of all the compaosites,

(") Delete all Rejecked Messages That Match These Criteria

Start Time From (UTC-08:007% 115 Pacific Time
Skart Time To {UTC-08:00) U3 Pacific Time

Delete Cancel

6. Specify a criteria and click Delete.
7. If you want to perform a bulk recovery of messages, click Recover with Options.

This displays the Recover with Options dialog for specifying a criteria for
recovering BPEL and Oracle Mediator messages of all composites directly from the
database. Human workflow messages can be recovered manually from Oracle
BPM Worklist. Business event and business rule messages cannot be recovered.
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8.

10.

specify the criteria for selecting and recovering Faults directly from the database, any selactions vou may have made in the
Faults and Rejected Messages page will be ignored For this operation. This operation will not recover any Human WorkFlow
fFaulks; wou can recover these Faults using the \Worklist application,

Common Recovery Action R

@ Zammon Recovery Cpkions

Preset Batches | Older than 24 Hours %

) Recover Al

This will recover all recoverable Faulks of all the composites using the common recovery action specified above,

() Recover Al Recaverable Faults that Match These Criteria

Fault Tirne From (UTC-08:00) U Pacific Time
Fault Time To {UTC-08:00) U Pacific Time

Error Message Contains

Recover Cancel

Specify a criteria. Retry and Abort are the only recovery actions permitted.

Note: For bulk fault recovery at the SOA Infrastructure level, a check
of the state of composites cannot be performed. If the state of a
composite is set to off, a recovery of its faults cannot be performed.
However, no error or warning message is displayed. Upon submission
of the bulk fault recovery request, the server checks if the originating
composite's state is set to off. That fact is then noted in the log, and the
fault is skipped.

You are also not notified when a fault has been skipped during
recovery for any other reason (for example, an unsupported service
engine, an unrecoverable fault, and so on).

Click Recover. Depending upon the number of messages, recovery can take some
time.

Perform the following additional tasks from within the faults table:

a. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

b. Inthe Composite column, click a specific SOA composite application to access
its home page.

c. In the Fault Location column, click a specific location to access the faults page
for the location of the fault. The location can be a service, service component,
or reference.

d. In the Composite Instance ID column, click a specific ID to access the flow
trace of the instance.

e. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.
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11. See the following sections for examples of single and bulk fault recovery with
BPEL processes and Oracle Mediator.

= Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"
= Section 8.5.2, "Examples of Fault Recovery for BPMN Processes"
= Section 8.5.3, "Examples of Fault Recovery for Oracle Mediator"

For more information about concepts and instructions on designing a fault policy, see
the following documentation:

= Section 1.4.3.1, "Understanding Fault Recovery"
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

8.5.1 Examples of Fault Recovery for BPEL Processes

This section provides examples of how to define a fault policy that enables human
intervention on a BPEL process fault and perform single and bulk fault recovery on a
BPEL process service component.

= Section 8.5.1.1, "Example: Single Fault Recovery for BPEL Processes"
= Section 8.5.1.2, "Example: Bulk Fault Recovery for BPEL Processes"

In this example, you define a fault policy specifying that a fault be manually recovered
through human intervention. If an invalid social security number is submitted from a
loan broker BPEL process to a credit rating service, the credit rating service returns a
negative credit fault. This human intervention action is defined with the
ora-human-intervention action in the fault-policies.xml file. Without fault
policies, BPEL instances do not generate recoverable faults (instead they are
nonrecoverable); the ora-human-intervention action makes the fault recoverable.

<faultPolicies xmlns="http://schemas.oracle.com/bpel/faultpolicy">
<faultPolicy version="2.0.1"
id="CRM_ServiceFaults"
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.oracle.com/bpel/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Conditions>
<faultName xmlns:credit="http://services.otn.com"
name="credit:NegativeCredit">
<!-- we get this fault when SSN starts with 0-->
<condition>
<test>$fault.payload="Bankruptcy Report"</test>
<action ref="ora-human-intervention"/>
</condition>
</faultName>
</Conditions>
</faultPolicy>
</faultPolicies>

The fault-bindings.xml file associates the fault policies defined in the
fault-policies.xml with the CRM_ServiceFaults composite.

<faultPolicyBindings version="2.0.1"
xmlns="http://schemas.oracle.com/bpel/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<composite faultPolicy="CRM_ServiceFaults"/>
</faultPolicyBindings>
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Since human intervention is defined as an action, you perform BPEL process fault
recovery in Oracle Enterprise Manager Fusion Middleware Control Console.

For more information about creating and designing fault-policies.xml and
fault-bindings.xmnl files, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite for specific details.

8.5.1.1 Example: Single Fault Recovery for BPEL Processes
This example assumes the following:

= Aninstance was initiated on the Test Web Service page shown in Section 8.1,
"Initiating a SOA Composite Application Test Instance."

= Aninvalid social security number that begins with 0 was entered.
To perform single fault recovery for BPEL processes:

1. From the SOA Infrastructure menu, select Home.

2. Click the Faults and Rejected Messages tab.

3. In the faults table, locate the fault that has been identified as recoverable. You can
use the search utility to locate the specific fault.

4. Inthe Recovery column, click Recover. If you first want to see details about the
fault, click the error message. Then, click Recover Now.

The Faults page for that BPEL process instance is displayed.
5. Inthe Recovery column, click Recoverable.
The page refreshes to display the fault recovery section at the bottom of the page.
Choose one of the available recovery options, modify the variable information as appropirate, and dick "Recaver”,
Recovery Bckion

Retry w After Successful Retry Mone

Yariable -

Yalue

6. From the Recovery Action list, select Retry.

7. Select None from the Chain Action Upon Successful Retry list. This list enables
you to select Java callout recovery actions. For more information, see Oracle Fusion
Middleware Developer’s Guide for Oracle SOA Suite.

8. Select a variable from the Variable list. The content of this variable displays in the
Value field. For this example, the variable crInput is selected. This variable is used
in an invoke activity and contains an incorrect social security number value.

9. Enter the correct value in the Value field. For this example, the social security
number is edited to begin with 1:

<ssn xmlns="http://service.otn.com">123456789</ssn>
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10. Click Set Value, and click Yes when prompted to continue.
11. Click Recover to recover from the fault, then click Yes when prompted to continue.

The page refreshes to indicate that no faults occurred.

8.5.1.2 Example: Bulk Fault Recovery for BPEL Processes

For the social security number example, selecting Retry is not an option for
performing a bulk recovery, since the value for the social security number is incorrect
and requires correction. An example of performing a bulk recovery with the Retry
option is if the social security number is correct, but the system providing the credit
rating service was temporarily unavailable and caused a composite reference fault.
This prevents the messages from being delivered. Once the credit rating service is
available again, selecting Retry re-attempts the invocation to the credit rating service
through the composite reference.

To perform bulk fault recovery for BPEL processes:

1. Perform Steps 1 through 2 of Section 8.5.1.1, "Example: Single Fault Recovery for
BPEL Processes."

2. In the search utility, enter a criteria based on known fault parameters (for example,
the time range, composite name, component type (BPEL process), and so on).

3. If the search returns too many results, limit it by selecting the Show only
recoverable faults check box.

4. From the Select list, choose Select All Recoverable.
5. From the Recovery Action list, select Abort.

All selected faults are manually terminated.

8.5.2 Examples of Fault Recovery for BPMN Processes

This section provides examples of how to define a fault policy that enables human
intervention on a BPMN process fault and perform single and bulk fault recovery on a
BPMN process service component.

Note: When a multi-instance process has met the conditions for its
completion, it raises a nonrecoverable system fault (to cancel
remaining instances). Although this fault appears in the Oracle
Enterprise Manager Fusion Middleware Control Console, you do not
need to take any action. It appears simply to notify you that the
multi-instance process was finalized because the condition was
completed.

= Section 8.5.2.1, "Example: Single Fault Recovery for BPMN Processes"
= Section 8.5.2.2, "Example: Bulk Fault Recovery for BPMN Processes"

In this example, you define a fault policy specifying that a fault be manually recovered
through human intervention. If an invalid social security number is submitted from a
loan broker BPMN process to a credit rating service, the credit rating service returns a
negative credit fault. This human intervention action is defined with the
ora-human-intervention action in the fault-policies.xml file. Without fault
policies, BPMN instances do not generate recoverable faults (instead they are
nonrecoverable); the ora-human-intervention action makes the fault recoverable.

<faultPolicies xmlns="http://schemas.oracle.com/bpmn/faultpolicy">
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<faultPolicy version="2.0.1"
1d="CRM_ServiceFaults"
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.oracle.com/bpmn/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Conditions>
<faultName xmlns:credit="http://services.otn.com"
name="credit:NegativeCredit">
<!-- we get this fault when SSN starts with 0-->
<condition>
<test>$fault.payload="Bankruptcy Report"</test>
<action ref="ora-human-intervention"/>
</condition>
</faultName>
</Conditions>
</faultPolicy>
</faultPolicies>

The fault-bindings.xml file associates the fault policies defined in the
fault-policies.xml file with the CRM_ServiceFaults composite.

<faultPolicyBindings version="2.0.1"
xmlns="http://schemas.oracle.com/bpmn/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

<composite faultPolicy="CRM_ServiceFaults"/>
</faultPolicyBindings>

Since human intervention is defined as an action, you perform BPMN process fault
recovery in Oracle Enterprise Manager Fusion Middleware Control Console.

For more information about creating and designing fault-policies.xml and
fault-bindings.xmnl files, see Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite for specific details.

8.5.2.1 Example: Single Fault Recovery for BPMN Processes
This example assumes the following:

= Aninstance was initiated on the Test Web Service page shown in Section 8.1,
"Initiating a SOA Composite Application Test Instance."

= Aninvalid social security number that begins with 0 was entered.
To perform single fault recovery for BPMN processes:

1. From the SOA Infrastructure menu, select Home.

2. Click the Faults and Rejected Messages tab.

3. In the faults table, locate the fault that has been identified as recoverable. You can
use the search utility to locate the specific fault.

4. Inthe Recovery column, click Recover. If you first want to see details about the
fault, click the error message. Then, click Recover Now.

The Faults page for that BPMN process instance is displayed.
5. Inthe Recovery column, click Recoverable.

The page refreshes to display the fault recovery section at the bottom of the page.
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Choose one of the available recovery options, madify the variable information as appropirate, and click "Recover”.

Recovery Ackion

10.
11.

Retry v &fter Successful Retry Nome

Yariable =

Walue

From the Recovery Action list, select Retry.

Select None from the Chain Action Upon Successful Retry list. This list enables
you to select Java callout recovery actions. For more information, see Oracle Fusion
Middleware Developer’s Guide for Oracle SOA Suite.

Select a variable from the Variable list. The content of this variable displays in the
Value field. For this example, the variable crInput is selected. This variable is used
in an invoke activity and contains an incorrect social security number value.

Enter the correct value in the Value field. For this example, the social security
number is edited to begin with 1:

<ssn xmlns="http://service.otn.com">123456789</ssn>

Click Set Value, and click Yes when prompted to continue.
Click Recover to recover from the fault, then click Yes when prompted to continue.

The page refreshes to indicate that no faults occurred.

8.5.2.2 Example: Bulk Fault Recovery for BPMN Processes

For the social security number example, selecting Retry is not an option for
performing a bulk recovery, since the value for the social security number is incorrect
and requires correction. An example of performing a bulk recovery with the Retry
option is if the social security number is correct, but the system providing the credit
rating service was temporarily unavailable and caused a composite reference fault.
This prevents the messages from being delivered. Once the credit rating service is
available again, selecting Retry re-attempts the invocation to the credit rating service
through the composite reference.

To perform bulk fault recovery for BPMN processes:

1.

Perform Steps 1 through 2 of Section 8.5.1.1, "Example: Single Fault Recovery for
BPEL Processes."

In the search utility, enter a criteria based on known fault parameters (for example,
the time range, composite name, component type (BPMN process), and so on).

If the search returns too many results, limit it by selecting the Show only
recoverable faults check box.

From the Select list, choose Select All Recoverable.
From the Recovery Action list, select Abort.

All selected faults are manually terminated.
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8.5.3 Examples of Fault Recovery for Oracle Mediator

This section provides an example of how to perform single and bulk fault recovery on
an Oracle Mediator service component.

= Section 8.5.3.1, "Example: Single Fault Recovery for Oracle Mediator"
= Section 8.5.3.2, "Example: Bulk Fault Recovery for Oracle Mediator"

In this example, an inbound Siebel adapter service binding component submits a
payload message to Oracle Mediator for transformation. The processed payload
message is then delivered to an outbound file adapter reference binding component.
However, the outbound directory into which to write the payload message is not
configured with write permissions. This causes a fault to occur. The fault policy
defined during design time specifies that the fault be manually recovered through
human intervention. Note that three retries are attempted, as defined with the
retryCount attribute. The condition and action are defined as follows in the
fault-policies.xml file.

Recoverable Oracle Mediator faults do not require a fault policy (though it is one way
to make faults recoverable, as described through an ora-human-intervention
action). Any parallel routing rule that receives a remote fault from the outbound
endpoint also creates a recoverable fault (in this specific example, the fault policy is
not required if the Oracle Mediator uses a parallel routing rule to invoke the outbound
file adapter).

<faultPolicies xmlns="http://schemas.oracle.com/bpel/faultpolicy">
<faultPolicy version="2.0.1"
id="ConnectionFaults"
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="http://schemas.oracle.com/bpel/faultpolicy"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Conditions>
<faultName xmlns:medns="http://schemas.oracle.com/mediator/faults"
name="medns :mediatorFault">
<condition>
<test>contains ($fault.mediatorErrorCode, "TYPE_FATAL_
MESH")</test>
<action ref="ora-retry"/>
</condition>
</faultName>
</Conditions>

<Action id="ora-retry">
<retry>
<retryCount>3</retryCount>
<retryInterval>5</retryInterval>
<retryFailureAction ref="ora-human-intervention"/>
<retrySuccessAction ref="ora-terminate"/>
</retry>
</Action>
</Actions>
</faultPolicy>
</faultPolicies>

Note that processing is set to retry 3 times before terminating.

The fault policies are associated with the ConnectionFaults composite in the
fault-bindings.xml file:
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<faultPolicyBindings version="2.0.1" xmlns="http://schemas.oracle.com/bpel/fault
policy" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<composite faultPolicy="ConnectionFaults"/>

</faultPolicyBindings>

8.5.3.1 Example: Single Fault Recovery for Oracle Mediator

For this example, the sap output directory is made read-only. An inbound file adapter
retrieves the sender . xml file from the siebel directory and the message is routed
through Oracle Mediator to an outbound file adapter reference for placing a file in the
sap directory.

To perform single fault recovery for Oracle Medjiator:

1.

10.

Change the directory permissions at the operating system command prompt.

chmod 000 sap
cp sender.xml siebel/

From the SOA Infrastructure menu, select Home.
Click the Faults and Rejected Messages tab.

Note that three faults appear, based on three retries being attempted. In this case,
you see three retries only because the fault policy on the Oracle Mediator
interaction with the outbound file adapter defines three retries. Without the fault
policy, there is only one fault (no automated retries).

Click the specific instance ID in the Composite Instance ID column.

The Flow Trace appears. The faults table at the top of the page displays the fault
messages. If you want to see where the faulted Oracle Mediator instance is located
in the overall message flow, select the fault in the faults table. This highlights the
associated instance in the trace table. You can then click the instance to access its
audit trail to see more details about the faulted flow.

Note: Steps 4 through 10 represent one way to recover this single
fault. The fault can also be recovered directly from the Oracle
Mediator faults page through the Recovery Action list.

Locate the Oracle Mediator component instance fault you want to recover in the
Faults table and click Recover in the Recovery column.

Select Sender from the Payload Part list.

The payload is automatically displayed in the Payload field. If necessary, payload
modifications can be performed in this field. For this example, payload
modification is not necessary.

Change the sap directory to be writable at the operating system command
prompt.

chmod 777 sap

Return to the Faults tab and click the Refresh icon in the upper right corner of the
page.

Click Retry.

Click Yes when prompted to resubmit the selected fault for recovery.

The page refreshes to indicate that no faults occurred.
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11. Click the Audit Trail tab.

The final message indicates that manual recovery was successful and the message
payload was written to the sap directory.

- 2% onMessage
Input pavioad received
= 1’@ onCase "SAP.Write"
Transformed message part "Receiver” using "xsliSender_To_Receiver.xsl"
= @p Errar during inwoking 1-way operation "wWrite" on target service "SaP"

Retry no. 1 for case "SAP. Wrike"
Transformed message part "Receiver” using "xslisender_To_Receiver, xsl"
] '@__4}- Error during invoking 1-way operation "wirite" on target service "SAP"

Retry no. 2 For case "SAP. Wrike"
Transformed message part "Receiver” using "xsliSender_To_Receiver.xsl"
= @p Errar during inwoking 1-way operation "wWrite" on target service "SaP"

Retry no. 3 for case "SAP. Wrike"
Transformed message part "Receiver” using "xslisender_To_Receiver, xsl"
] '@__4}- Error during invoking 1-way operation "wirite" on target service "SAP"

Recovering manually. ..
Transformed message part "Receiver” using "xsliSender_To_Receiver.xsl"
Invoked 1-way operation "Write" ﬁtarget service "SAP"

8.5.3.2 Example: Bulk Fault Recovery for Oracle Mediator

Assume the sap directory to which to write the sender. xml payload message is
again configured with read-only permissions at the operating system command
prompt. Three copies of the sender . xml file are placed in the siebel directory of
the inbound Siebel adapter service binding component. This creates three instances.

chmod 000 sap

cp sender.xml siebel/
cp sender.xml siebel/
cp sender.xml siebel/

To perform bulk fault recovery for Oracle Mediator:

1. Change the sap directory to be writable.

2. From the SOA Infrastructure menu, select Home.
3. Click the Faults and Rejected Messages tab.
4

In the search utility, enter a criteria based on known fault parameters (for example,
the time range, composite name, and so on).

5. If the search returns too many results, limit it by selecting the Show only
recoverable faults check box.

6. Change the sap directory to be writable at the operating system command
prompt.

chmod 777 sap

7. Select all the faults to be recovered.

8. Select Retry from the Recovery Action list.
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9. Select Yes when prompted to perform fault recovery.
10. Click the Audit Trail tab.

The final message indicates that manual recovery was successful and the message
payload was successfully written to the sap directory.

8.6 Recovering from SOA Composite Application Faults in the
Application Home Page

You can monitor and perform individual and bulk fault recoveries in your SOA
composite application. For BPEL process faults to be identified as recoverable, there
must be a fault policy defined that is bound to the fault (through the
fault-bindings.xml file) and which triggers the action
ora-human-intervention. However, without defining any fault policies, the fault
takes its normal course as either a recoverable or nonrecoverable fault. Human
workflow faults can also be recovered, but not directly from Oracle Enterprise
Manager Fusion Middleware Control Console. Instead, the audit trail provides a link
to the Oracle BPM Worklist, from which the fault can be addressed.

To recover from SOA composite application faults in the application home page:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select Deployed Composites. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Click the Faults and Rejected Messages tab.

The Faults and Rejected Messages page displays the following details for the
selected SOA composite application:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

s Faults and rejected messages in SOA composite application instances,
including the error message, whether you can recover from the fault, the time
of the fault, if the fault message is classified as a rejected message (if so, a
check mark is displayed), the fault location, the composite instance ID, and
links to log files that describe the fault.
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11 FaultFlow [1.0]@ Lagged in as weblogic |
afl3 504 Composite - Page Refreshed Aug 25, 2009 3:03:26 PM PDT {
Rurnning Instances 1 | Total 5 | Ackive | Retire ... Shut Diown,.. Test Settings... v | | &4

Dashboard | Instances | Faults and Rejected Messages | Unitk Tests | Policies

‘Wworklist application.

=8earch @)
Error Message Contains Compoasite Inskance I
Faul: ID
Fault Time Fram [y (UTC-08:00) US Pacific Time
Fault Time To [y (UTC-08:00) US Pacific Time
Search || Reset
Show anly recoverable Faults ] Faulk Type | All Faulks hd
Select »  Wiew w Recovery Ackions | 3¢ Delete Rejected Messages... | Recover With Options...
Errar Message Recovery Fault Time £ Rejected Fault Location (Canpee s insiames Logs
i Message 10
':EJ <faultType=1</FaultType - é? Recover, ., Aug 21, 2009 12:03:08 AM ﬁgiFaLlltHDW 20076 ]
(1) <faultType=1=FaultType=- & Recover... B0 19, 2009 4:12:00 AM & FaultFlow 10002 |
(1) <FaukTypesl</faultType=<  § Recover... Aug 19, 2009 4:11:50 AM s FaultFlow 10001 il

Note: You cannot search for human workflow error messages by
entering details in the Error Message Contains field because these
faults are not persisted in the dehydration store.

Faults identified as recoverable can be recovered.

3. Select faults for recovery. As with fault recovery at the SOA Infrastructure level
and BPEL process and Oracle Mediator service component levels, you can perform
single fault recovery, bulk fault recovery, and recovery of all faults. See Step 3 of
Section 8.5, "Recovering from SOA Composite Application Faults at the SOA
Infrastructure Level" for instructions on selecting faults to perform these types of
recovery.

4. Select an action from the Recovery Action list.

Action Description Action is Available for...

Retry Retries the instance directly. An BPEL process and Oracle Mediator
example of a scenario in which to
use this recovery action is when
the fault occurred because the
service provider was not reachable
due to a network error. The
network error is now resolved.

Abort Terminates the entire instance. BPEL process and Oracle Mediator

Replay Replays the entire scope againin =~ BPEL process
which the fault occurred.
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Action Description Action is Available for...

Rethrow Rethrows the current fault. BPEL ~ BPEL process
fault handlers (catch branches) are
used to handle the fault. By
default, all exceptions are caught
by the fault management
framework unless an explicit
rethrow fault policy is provided.

Continue Ignores the fault and continues BPEL process
processing (marks the faulting
activity as a success).

Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

5. If you want to delete rejected messages, click Delete Rejected Messages.
This displays the Delete: Rejected Messages dialog for specifying a criteria for
deleting rejected messages of the current composite directly from the database.

Delete : Rejected Messages ]

Specify the criteria For selecting and deleting rejected messages directly from the database. Any selections you may have
made in the Faults and Rejected Messages page will be ignored For this operation, To delete a Fault, delete the associated
composite instance from the Instances page.

{53 Commaon Deleke Options

Preset Batches | Clder than 24 Hours

O pelete al

This will delete rejected messages of all the composites.

(O Delete all Rejected Messages That Match These Criteria

Start Time From {UTC-08:00) US Pacific Time

Start Time To {UTC-08:00) US Pacific Time

Delete || Cancel

6. If you want to perform a bulk recovery of messages, click Recover with Options.

This displays the Recover with Options dialog for specifying a criteria for
recovering BPEL and mediator messages of the current composite directly from
the database. Human workflow messages can be recovered manually from Oracle
BPM Worklist. Business event and business rule messages cannot be recovered.
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specify the criteria for selecting and recovering Faults directly from the database, any selactions vou may have made in the
Faults and Rejected Messages page will be ignored For this operation. This operation will not recover any Human WorkFlow
fFaulks; wou can recover these Faults using the \Worklist application,

Common Recovery Ackion

@ Zammon Recovery Cpkions

Preset Batches | Older than 24 Hours %

) Recover Al

This will recover all recoverable Faulks of all the composites using the common recovery action specified above,

() Recover Al Recaverable Faults that Match These Criteria

Fault Tirne From (UTC-08:00) U Pacific Time
Fault Time To {UTC-08:00) U Pacific Time

Error Message Contains

Recover Cancel

7. Specify a criteria. Retry and Abort are the only recovery actions permitted.

Note: For bulk fault recovery at the SOA composite application level,
a check of the state of the composite is performed. If the state of the
composite is set to off, a message is displayed warning you that a
recovery cannot be performed.

You are not notified when a fault has been skipped during recovery
for any reason (for example, an unsupported service engine, an
unrecoverable fault, and so on).

8. Click Recover. Depending upon the number of messages, recovery can take some
time.

9. Perform the following additional monitoring tasks from within the faults table:

a. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

b. In the Fault Location column, click a specific location to access the faults page
for the location of the fault. The location can be a service, component, or
reference.

c. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

d. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see the following sections:
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Section 1.2.4, "Understanding Service Components and Service Component

Instances"

Section 1.4.3.1, "Understanding Fault Recovery"

Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"

Section 8.5.3, "Examples of Fault Recovery for Oracle Mediator"

8.7 Automating the Testing of SOA Composite Applications

You can create, deploy, and run test cases that automate the testing of SOA composite

applications. Test cases enable you to simulate the interaction between a SOA

composite application and its Web service partners before deployment in a production
environment. This helps to ensure that a process interacts with Web service partners as

expected by the time it is ready for deployment to a production environment. You
create test cases in Oracle JDeveloper and include them in a SOA composite

application that is then deployed and administered from Oracle Enterprise Manager
Fusion Middleware Control Console.

To test SOA composite applications:

1.

Note:

Before testing SOA composite applications from Oracle

Enterprise Manager Fusion Middleware Control Console, see Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite for

instructions on creating test cases.

Access this page through one of the following options:

From the SOA

From the SOA Folder in the

From the SOA Composite

Infrastructure Menu... Navigator... Menu...
1. Select Home. 1.  Under soa-infra, select a 1. Select Unit Test.
2. Select Deployed SpeCll.fIC SOA composite
Composites. application.
3. In the Composite 2. Click the Unit Tests tab.
section, select a specific
SOA composite
application.
4. Click the Unit Tests tab.
The test cases that display were designed in Oracle JDeveloper and included in a
deployed SOA composite application.
2. Select the entire test suite or individual tests of a suite to run, and click Execute.
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1r FabricTestSimple [1.0]® Logged in as weblogic|
o s0A Composite + Page Refreshed Feb 13, 2003 7:53:04 A1 PST (2
Rurring Instances 0 | Total 9 | Active | Refire ... Shut Do, Test Settings... v | | @ &P Related Links +

Dashboard | Instances | Faults and Rejected Messages

Policies

Test Cases Test Runs

Select one or more test cases to run and click Execute, Test cases enable you bo simulate the inkeractions between a composite and its web service partners in @)
a best environment, =

Execute

Marne Descripkion Select
=1 [ SimpleAssertions O]

|§| assert.xml il
= [ SimpleEmulations Fl

@ EmulatedyncProcess, xml O

|§| EmulateSvncProcess,xml F]

@ multiple-emulations. xml O

You are prompted to create a test.

3. Enter the following values, and click OK.

Field Description

Test Run Name Enter a name for the test instance. When testing is complete,
report details are captured under this name.

Timeout Enter a value in seconds in which to complete this test. If the
test does not complete within this time limit, then testing is
terminated.

Number of Concurrent Test Enter the number of test instances to create.

Instances

The Test Runs page automatically displays for tracking the running tests.

The Test Runs page enables you to track running test cases and view test results.
Test suites consist of a logical collection of one or more test cases. Each test case
contains a set of commands to perform as the test instance is executed. The
execution of a test suite is known as a test run.

Managing SOA Composite Applications 8-39



Automating the Testing of SOA Composite Applications

1} FabricTestSimple [1.0] @ Logged in as weblogic |
|3 soa Composite -+ Page Refreshed Feb 12, 2009 7:53:04 AM PS1
Running Instances O | Total 9 | dckive | Retire ... Shut Dawn, .. Test Settings... - %, (ﬁ Related Link

Dashboard | Instances | Faults and Rejected Messages | Unit Tests | Policies

Test Cases
=Search
Test Fun Mame Start Time F(}) {UTC-08:00) U3 Pacific Time
Test Run 1D End Time: [y (UTC-08:00) US Pacific Time

Composite Inskance ID

Seatch || Reset

Click & task run ko view its details,

Test Run Mame Tesk Run I Start Time End Time Status Success Rate
test-safari 9955957 85¢ Feb 12, 2009 1:45;35 AM Feb 12, 2009 1:45;35 AM  +  Passed 100% (af 1 tests, 0 Failed, all
test2 995505255: Feb 9, 2009 2:07:36 AM Feb 9, 2009 2:07:39 AM  +  Passed 100% (af 4 tests, O Failed, al
testl 9955932 a5: Feb 9, 2009 2:05:53 AM Feb 9, 2009 2:05:54 AM " Passed 100% (af 4 tests, 0 Failed, all
< b3
Results of Test Run : test-safari (Test Run ID : 99559%a2a5%a7clade:-3fac659e:11f59722109:-7d20) @
Total 1 Running 0 Passed 1 Failed 0 Unknown 0 Success Rate100% Refresh Test Skatus

Expand a test suite ko view the status of each test case, Click a test suite or test case to view assertion details,

Tesk suites and tesk cases Skatus
=l [ SimpleAssertions
[E assert.zml v Passed

4. In the Test Run Name column, click a specific test run to display details in the
Results of Test Run section. If you want to create more test runs, you can switch
back to the Test Cases page at any time.

The Results of Test Run section displays details about the executed test run, such
as a test summary and the success rate. Click the Help icon for additional details.

5. View assertion details at the bottom of the page. Assertions enable you to verify
variable data or process flow.

Assertion details for SimplefAssertions

[ 5how Failures anly

f;T;ﬁ;te Location Tvpe Skatus Expected value  Actual value Description Error Message
166 client Wire «  True 123123123 123123123 Simple skring asserkion

6. Click a composite instance number to view specific test details.

The composite instances created by executing unit test runs display with a yellow
square next to the instance ID in the Instances page of a SOA composite
application and in the Recent Instances tables of the SOA Infrastructure and SOA
composite application. This yellow box distinguishes these instances from test
instances created on the Test Web Service page or automatically created by
external consumers of the application.

For more information, see the following documentation:
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s Section 1.4.3.4, "Understanding SOA Composite Application Automated Testing"

»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite for instructions on
creating test cases in Oracle JDeveloper

8.8 Managing SOA Composite Application Policies

You can attach or detach security policies to and from currently deployed SOA
composite applications. Policies apply security to the delivery of messages.

Note: Before attaching policies, see Oracle Fusion Middleware Security
and Administrator's Guide for Web Services for definitions of available
policies and details about which ones to use in your environment.

To manage SOA composite application policies:

1. Access this page through one of the following options:

From the SOA From the SOA Folder inthe = From the SOA Composite

Infrastructure Menu... Navigator... Menu...

1. Select Home. 1.  Under soa-infra, select a 1. Select Policies.
specific SOA composite

2. Select Deployed application.

Composites.

3. In the Composite 2. Click the Policies tab.

section, select a specific
SOA composite
application.

4. Click the Policies tab.

The Policies page enables you to attach and detach policies to and from BPEL
process service components. The policies table displays the attached policy name,
the component to which the policy is attached, the policy reference status (enabled
or disabled) that you can toggle, the category (Management, Reliable Messaging,
MTOM Attachment, Security, or WS Addressing), the violations, and the
authentication, authorization, confidentiality, and integrity failures since the SOA
Infrastructure was last restarted.
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1} AutoloanComposite [1.0]® Loggedin as weblogic|
o} S04 Composite Page Refrashed Feb 13, 2009 2:05:41 P psT L
Running Instances 0 | Total 0 | Ackive | Retire .., Shut Dawn... Test Settings... %:, (f Related Links «

Dashboard | Instances | Faulks and Rejected Messages | Unit Tests | Policies

Wou can wiew and modify the policies attached to the web service binding components and service components of this SO composite application. Click |':_'_3)
‘Btkach/Detach To' to view and update the palicies, =

Wiew - attachiDetach To +

Palicy Name Attached To Palicy Reference Cakeqaory Total violations

Status Authentication
oracle/log_policy {EacreditRatingrules Disable Management 0 ¢
oracle/log_palicy ﬁnutoLoanProcess Disahls Management a Iije
oracle/log_palicy @Loan.ﬁ.pproval Disahls Management a Iije
oracle/log_palicy {EaLoanadvisorRules Disable Management ] Mf#
oracleflog_policy @, client Disable Management 0 MjE

2. C(Click Attach/Detach To.

If multiple services or components are available, you are prompted to select the
service or component for which to perform the attachment or detachment.

3. Select the component to which to attach or detach a policy.

View » [ attach/Detach To

,% CreditRatingRules
AutoloanProcess

Mo policies al 35 |oanApproval

% LoanAdvisorRules

@ dient

Policy Mam Attached To

This invokes a dialog for attaching or detaching policies.

Currently attached policies appear in the Attached Policies section. Additional
policies available for attachment appear in the Available Policies section.
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Attach/Detach Policies{AutoloanComposite /1.0 /Service /client /WSBinding) [el¢ Walidate Cancel
Attached Policies
: St Wiew Full
Palicy Marne Cateqgory Enabled Description i
aracleflog_policy Management This policy causes the req... &
& Aktach 7 Detach
Available Policies
search | Policy Categary s ~| (B
: L Wiew Full
Policy Mame Category Enabled Description e
oraclefwsaddr_policy ws-addressin s This policy causes the pla... <25 A
oraclefwsmbom_policy MTOM Attachr W This Message Transmission ... [s7s]
oracle/binding_authorization_dervvall_policy Security W This policy is a special c... [e7s]
oraclebinding_authorization_permitall_policy Securiby W This policy is a special c... [=7s]
oraclebinding_permission_authorization_policy Securiby W This policy is a special ... b
oraclefwss10_message_protection_service_policy Security W This policy enforces messa. .. &
ataclefwss10_sarml_hak_token_with_message_pratection_service_policy Security W This policy enforces messa. .. &
oraclefwss10_saml_token_service_policy Security s This policy authenticates ... (<25
oraclefwss10_saml_token_with_message_integrity_service_policy Security W This policy enforces messa, .. fe s ]
oraclefwss10_saml_token_with_message_protection_service_policy Security W This policy enforces messa, ., [=7s]
oraclefwss10_saml_token_with_message_protection_ski_basicz256_service_policy  Security W This policy enforces messa, ., [e7s]
oraclefwss10_username_id_propagation_with_msg_protection_service_policy Securiby " This policy enforces messa. .. [=7s]
otaclefwss10_usernarne_token_with_message_protection_service_policy Security W This policy enforces messa. .. & 3
4. Select policies to attach that are appropriate to your environment.
5. Click Attach.
The attached policy appears in the Attached Policies section.
Attach /Detach Policies{Autol oanComposite /1.0 /Service /client /WSBinding) o4 Validate Cancel
Attached Policies
: H Wiew Full
Palicy Marne Category Enabled Descripkion Deer phan
oracleflog_policy Management This policy causes the req... &d
araclefwss10_saml_token_service_policy Security This palicy authenticates ... &

6. Attach additional policies as needed.

7. When you are finished attaching policies, click Validate.

8. If an error message appears, make the necessary corrections until you no longer

have any validation errors.

9. Click OK.

The attached policy displays in the policies table.
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1} FaultFlow [1.0]® Logged in as weblogic|
#[2 504 Composite + Page Refreshed Apr 28, 2003 £:45:35 AM POT L)
Running Instances 0 | Total 10 | Active | Retire ... shut Down, . Test Settings... v | |@% & Related Links =

Dashboard | Instances | Faulks and Rejected Messages | Unit Tests

‘ou can views and manage the list of policies attached ko the web service bindings and components of this S04 composite application, Click'Attach @
TofDetach From' to update the lisk of attached policies. =

Wiew » Attach To/Detach From -

Policy Reference

Palicy MName Attached To Caktegary Total violations

Status Authenticati
oraclelog_policy &% FaultFlow Enable Management 0 ¥
oracls/log_policy o CreditRatingService Disable Management 0 H

For more information about policies, see the following documentation:
= Section 1.4.3.2, "Understanding Policies"

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

8.8.1 WS-RM Sessions

Multiple requests from Oracle SOA Suite in a single WS-RM session are not currently
supported. Each request is in an individual WS-RM session.

8.8.2 Policy Attachments and Local Optimization in Composite-to-Composite
Invocations

OWSM supports an Oracle SOA Suite local optimization feature for
composite-to-composite invocations in which the reference of one composite specifies
a Web service binding to a second composite. Local optimization enables you to
bypass the HTTP stack and SOAP/normalized message conversions during run time.
Local optimization is not used if the composites are in different containers. If a policy
is attached to the Web service binding, the policy may not be invoked if local
optimization is used.

By default, an OWSM security policy includes a local-optimization property that
identifies if the policy supports local optimization. You can view the setting for a
policy in Oracle Enterprise Manager Fusion Middleware Control Console.

1. In the application navigator, expand the WebLogic Domain folder.
2. Right-click WLS_SOAWC, and select Web Services > Policies.
3. Select a policy and click Export to File.

4. Open the file with a text editor and search for local-optimization to identify
the value. This property supports the following values:

= on: Local optimization is used in the attached policy, and the policy is not
applied at run time.

= off: Local optimization is not used in the attached policy, and the policy is
applied at run time.

s check-identity: If a JAAS subject exists in the current thread, local
optimization is used. Otherwise, local optimization is not used.
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For information on the default local optimization settings for security policies, see
Oracle Fusion Middleware Security and Administrator’s Guide for Web Services.

You can override the local optimization setting for a policy by adding the
oracle.webservices.local.optimization property in the binding section of
the composite.xml file. The following values are supported:

s true (default value): Local optimization is used, and the policy is applied if it is
applicable to optimized calls (details are defined in the individual policy file).

s false: Local optimization is not used, regardless of the default setting for the
local-optimization property at the OWSM policy level. This setting forces the
policy to be applied.

For example, the following setting of false causes oracle/wss_username_
token_client_policy to be applied.

<binding.ws
port="http://xmlns.oracle.com/CalledBPELProcessApp_
jws/CalledBPELProcess/CalledBPELProcess#wsdl.endpoint (calledbpelprocess_client_
ep/CalledBPELProcess_pt)"

location="http://sta00634.us.oracle.com:8001/soa-infra/services/default/CalledBPEL
Process!1.0/calledbpelprocess_client_ep?WSDL">
<wsp:PolicyReference URI="oracle/wss_username_token_client_policy"
orawsp:category="security"
orawsp:status="enabled" />
<wsp:PolicyReference URI="oracle/log_policy"
orawsp:category="management"
orawsp:status="enabled"/>
<property
name="oracle.webservices.local.optimization">false</property>
</binding.ws>

8.9 Exporting a Running SOA Composite Application

You can export the contents of a running SOA composite application to an archive JAR
file. The file can include some or all of the following data:

s The original design-time composite.
= Postdeployment changes in the rules dictionary and domain value maps (DVMs).

= Postdeployment property changes such as binding component properties,
composite properties such as audit level settings and payload validation status,
and policy attachments.

Notes:

s SOA composite application exporting is currently only allowed at
the individual SOA composite level.

= Shared metadata is not exported as part of the composite export
SAR (SOA archive).

To export a running SOA composite application:
1. Go to the home page of the SOA composite application to export.
2. From the SOA Composite menu, select Export.
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The Export Composite page appears.

Export Composite (2) Export | | Cancel

This page provides different options For exporting a snapshot of a running composite, This is useful, For example, when you wank to replicate
the same deployment on a different deployment karget. This operation will have no effect on vour currently running composite.,

You have chosen to export the following composite revision.

Composite Mame  FODCrderProcessingComposite
Cormposite Revision 20,0
Current Deployment Target  fFarm_soainfrafsoainfrafsoa_server 1 default

® Option 1: Export with all post-deploy changes
This option will generate a composite archive file containing the original, design-tine definitions of the composite; as well as all
post-deplovment information lisked in Oplion 2 and 3.

) Dption 2: Export with runtime/metadata changes only
The composite archive File will include the original composite plus such post-deployment changes as task definitions, rule changes, ek,

) Dption 3: Export with property changes only
The composite archive File will include the original composite plus any post-deplovment property changes, such as binding properties or policy
sethings.

O Option 4: Export with no post-deploy changes
This option will generate a composite archive file containing only the pre-deplovment, design-time definitions of the composite, Any property
settings wou may have made on a running composibe, or any runtime metadata, will be ignored in the export operation.

SAR File

A composite archive (SAR) File will be generated with a standard name, shown below, Alkernatively, vou can specify your own name For the File,
The file is first exported to the server where Enterprise Manager is running. When the export operation completes, wou will be asked to specify a
directory ko save the file locally on the machine where this web browser is running. When downloading completes, click Done,

® Export With Default Archive Mame  sca_FODOrderProcessingComposite_rew20.0.jar

C‘ Specify Custom Extention Text-EXAMPLE: sca_FODOrderProcessingComposite_revZ0,0-MyText . jar

3. Select an option.

= Option 1: Generates an archive file containing the original design-time
composite and the postdeployment details described in Option 2 and Option
3.

= Option 2: Includes the original design-time composite and postdeployment
changes in the rules dictionary and DVMs.

= Option 3: Includes the original design-time composite and postdeployment
property changes such as binding component properties, composite properties
such as audit level settings and payload validation status, and policy
attachments.

= Option 4: Generates an archive file containing only the original design-time
composite. Options 2 and 3 are not included.

4. If you want to append an additional name to the existing file, select Specify
Custom Extension Text. For example, entering MyText to a file named sca_
OrderBookingComposite_revl.0.jar names the exported file as sca_
OrderBookingComposite_revl.0-MyText.jar.

5. Click Export.

The Processing: Export Composite dialog displays the progress of archive file
generation. When generation completes, you are prompted to save the file.

6. Click Save File.
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A dialog appears for either opening or saving the file to a directory on your local
host.

Note: Itis important that you click the Save File button. Do not
simply close this dialog. Although the composite is exported, you
cannot retrieve the actual exported file.

7. Specify the local directory in which to save the JAR file.

8. In the upper right of the Processing: Export Composite dialog, click the x icon to
close the dialog.

9. On the Export Composite page, note that the Cancel button has changed to Done.
10. Click Done.

The Export Composite is closed and you are returned to the SOA composite
application home page.

8.10 Grouping SOA Composite Applications into Partitions

You can deploy SOA composite applications into separate sections of the SOA
Infrastructure known as partitions. Deploying to partitions enables you to logically
group SOA composites and perform bulk life cycle management tasks on all SOA
composite applications within a specific partition. Partitions are similar to the domain
feature that was part of 10.1.x releases of Oracle BPEL Process Manager. However, note
that you cannot perform specific configuration tasks on partitions, such as restricting
login access to a specific partition or configuring partitions (such as configuring
threading).

At least one partition is required for deploying SOA composite applications. A default
partition named default is automatically included with Oracle SOA Suite.

You can manage partitioning from either of two pages:

= From the Manage Partitions page of the SOA Infrastructure, which lets you create
partitions, delete partitions, and perform bulk life cycle management tasks on all
SOA composite applications in a specific partition

= From the partition home page, which also enables you to perform bulk life cycle
management tasks on all SOA composite applications in a specific partition

Note: If SOA composite applications using the same inbound
resource are deployed to different partitions, it cannot be guaranteed
which partition picks up the message for processing.

For example, assume you are using the file adapter and
/home/Directoryl is the inbound directory for the composite
SOACompositel. If this composite is deployed to both Partition1 and
Partition2, when a file is placed in /home/Directoryl, either the
composite in Partitionl or Partition2 may pick up the file.

With the socket adapter, however, there is a limitation that does not
permit you to deploy any composite that uses the same inbound port.
In that case, an exception is thrown indicating that the inbound port is
already in use.
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Table 8-2 provides more specific details on the tasks you can perform from both pages.

Table 8-2 Partition Management Actions

Perform on the Manage  Perform on the Partition

Action Partitions Page? Home Page?
Create a partition Yes No
Delete a partition Yes Yes. Select the SOA Partition

menu, then select Delete
This Partition.

Note: You can also delete a
partition by right-clicking it
in the navigator and selecting
Delete This Partition.

Perform bulk life cycle Yes Yes
management tasks on all

composites deployed to a specific

partition:

= Startall

s Shutdown all
= Retire all

= Activate all

= Undeploy all

Note: Partitions are not associated with a particular state such as
started, stopped, activated, or retired. Only the composites within the
partition are associated with a particular state. Therefore, you cannot
start, stop, activate, or retire a partition.

See the following section based on the tasks you want to perform:
»  Section 8.10.1, "Creating and Deleting Partitions"

= Section 8.10.2, "Performing Bulk Life Cycle Management Tasks on Composites in
Partitions"

For more information about partitions, see Section 1.4.3.5, "Understanding Partitioning
of the SOA Infrastructure.”

8.10.1 Creating and Deleting Partitions

You can create and delete partitions on the Manage Partitions page. A default partition
named default is automatically included with Oracle SOA Suite. You can delete the
default partition. Note that you cannot rename existing partitions; only creation and
deletion of partitions is supported.

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the Home Page of a Specific Partition...

1. Select Manage Partitions. 1. From the Related Links list of a specific
partition, select Manage Partitions.

The Manage Partitions page displays the following details:
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= The name of each partition, the number of active and retired SOA composite
application revisions in each partition, the name of the composites contained
in each partition (under the View link), and the total number of running and
faulted instances in each partition.

= A utility for searching for a specific partition. Enter a full or partial partition
name and click the Search icon or press the Return key. The search is not
case-sensitive.

Manage Partitions @)

Search Search Partition {Full or partial name) ... @
Wigt w nﬂ- Create ... 3§ Delete ... Composites Contral + Deployment
Composites Instances
S04 Partiti
A Ackive Retired Wigww Total Faulted
default 1 a =] g ]
MyPartition_1 ] i} [+5] 7 0

2. To add a partition, click Create.
The Create New SOA Partition dialog is displayed.

Manage Partitions @

Search Search Partition (full or

[H create New S0A Partition ]
Insktances

Partitions are logical groupings of composites that help you manage larger deployments, Specify the

details about wour new partition and click Create, On
access it in Enterprise Manager's navigation tree, Enter between 1 and 32 characters.
Once created, a partition cannot be renamed.

Marmz  *

Help Create Cancel

a. Inthe Name field, enter a partition name, and click Create.

Note: The name must conform to the following conventions:
= ASCII letters and numbers are permitted.

= Underscores (_) are permitted.

»  Hyphens (-) are permitted (except as the first character).
= Non-ASCII letters are permitted.

= Spaces are not permitted.

Examples of valid names are mypartition, partition2, dept-a,
customer_services, and 22. Examples of invalid names are
-part2, /partition, and null or empty names.

You cannot rename an existing partition or later transfer the composite
applications you deployed to it to a different partition.
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The new partition is displayed in both the navigator under soa-infra and the
SOA Partition column of the Manage Partitions page. You can now deploy
composites to this partition by selecting Deploy to This Partition from the
Deployment dropdown list or right-clicking a specific partition in the
navigator and click Deploy to This Partition.

When a composite is deployed to a partition, it is displayed beneath the
partition in the navigator. Once deployed, a composite cannot be transferred
to a different partition.

2 Topology
- ¢ soa-infra@
= % skalo? E% SOA Infrastructure »
+ [ application Deployments
= [ 504 EManage Partitions

= E% soa-infra {soa_serverl)
@ developmentPartition

=1 [&] samplepartition Viewv o Create... 5% Delsts ..,
ol multivalusPraj[1.0]
= samuel-eta G2 Rartiion Active
D{tﬁ SirnpleIntSensar [1.0] developmentPartitio 0
[@] UnitTestPartition samplePartition 1
+ [ WebLogic Domain samuel-eto 1
# [ Metadata Repasitaries \ Lnit TestPartition 0

# [ User Messaging Service

3. To delete a partition, select a specific partition and click Delete. Note that you can
also right-click a specific partition in the navigator and click Delete This Partition.

The Delete SOA Partition dialog is displayed. Note the following:

= If you want to recreate some of your composite deployments in another
partition, you can export those composites to a JAR file before you delete this
partition.

= Before deleting the selected partition, all SOA composite application revisions
in the partition are undeployed. The states of all undeployed instances of these
revisions become stale.

Note: You must have at least one partition. If you delete all
partitions, you cannot deploy a SOA composite application.
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Manage Partitions @)
A\ Delete SOA Partition [

Yiew v ‘ou have chosen to delete the following partition, Bﬂ default

This will undeploy all the composites in this partition. Are you sure you wank to proceed?
S04 P

If & composite revision still has running instances, undeploving it will render those instances stale, To retire all running composites on this
defal partition, return to the page and select Retire All from the list of composite contral actions. In addition, if you wish to recreate some of your
MyPa composite deployments on another target, you may want to export these composites before vou delete the partition.

Click the Delete option ta continue, Click Cancel ar close this window to return to the page.

Warning: {1) composite revisions will be undeployed.

Composite Revisions Found 1
Instances

Composite Status Mode —afie] e Last: Modified Date
@ GenericFileTransFer [4.03] ﬁ Active 1 0 Feb 16, 2010 10:00:25 F
Help Delete (Undeploy All Composites) Cancel

a. Click Delete (Undeploy All Composites).

All composites that were deployed in the partition are undeployed and no
longer appear in the navigator. The partition is then deleted from both the
navigator under soa-infra and the SOA Partition column of the Manage
Partitions page.

For information about performing bulk life cycle management tasks from the
Composites Control and Deployment lists, see Section 8.10.2, "Performing Bulk Life
Cycle Management Tasks on Composites in Partitions."

You can also create partitions with the WebLogic Scripting Tool (WLST) and ant
commands. For information, see Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference and Oracle Fusion Middleware Developer's Guide for Oracle SOA Suite.

8.10.2 Performing Bulk Life Cycle Management Tasks on Composites in Partitions

You can perform bulk life cycle management tasks on all SOA composite applications
in a specific partition on the Manage Partitions page, on the home page of a specific
partition, and from the menu that displays when you right-click a partition in the
navigator.

Bulk life cycle management tasks impact not one, but many, composites at once. If a
composite has running instances and a life cycle changing operation is performed on
the composite, the instances may not complete. For information about how different
life cycle operations impact the composite instances, see Step 3 of Section 8.2.1,
"Managing the State of All Applications at the SOA Infrastructure Level."

To perform bulk life cycle management tasks on all SOA composite applications in a
specific partition:

1. Access either page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Manage Partitions. 1. Under soa-infra, select a specific partition.
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Note: As a shortcut, you can also right-click a specific partition in the
navigator to display a menu for selecting the bulk life cycle
management actions described in this section. For more information
about this menu, see Step 3 of Section 2.2.3, "Navigating Through the
Partition Home Page and Menu."

Two dropdown lists that display on either page enable you to perform bulk life
cycle management actions:

= Composites Control list
s Deployment list
On the home page of a specific partition, these lists display at the top of the page.

ﬁ default @ Logged in as weblogic |Host
SOA Partition - Page Refreshed Feb 9, 2010 2:54:05 PM psT 2
Composites Conkral - Deployment - W

Partitions are logical groupings of compasites ta help you manage large deployments. The Following S04 composite revisions are deploved in this partition.l@

search Search Composite (Full or partial name) ... @
Composite Revisions Found 3
Composite Status  Mode TI;;tlances Fauled Last Modified Date
@ MultivalusPraj [1.0] ﬁ Ackive i} 0 Feb 7, 2010 10:01:39 PM
@ RulesHelloworld [1.0] ﬁ Active 1 0 Feb 7, 2010 10:03:40 PM
@ Simpledpproval [1.0] ﬁ Active a 0 Feb 7, 2010 8:44:10 PM

On the Manage Partitions page, these lists display above the SOA Partition table:

Manage Partitions 2

search Search Partition {full or partial name) ... @
igi w op Create ... 3§ Delete ... Composites Contral * Deployment +
2 Camposites Instances
S04 Parkit
e Active Retired Wigw Total Faulted
default 1 a [=3s] ] a
IwPartition_1 i} i} dh 7 i}

Note: You can also select to deploy composites to a partition and
perform bulk life cycle management tasks by selecting the SOA
Partition menu at the top of the partition home page.

2. To perform one of the following bulk life cycle management tasks for all SOA
composite applications contained in the selected partition, select the Composites
Control list:

= Start all composites.
= Shut down all composites.
»  Activate all composites.

= Retire all composites.
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Composites Contral +

Start Up Al ..
Shut Down All,.

Ackivate Al
Retire all...

a. Select an operation to perform.

A dialog is displayed that prompts you to confirm your selection. When the
operation completes, a confirmation message displays at the top of the page.

3. To perform one of the following management tasks, select the Deployment list:

= Specify a composite to deploy to this partition. This selection invokes the
Deploy SOA Composite wizard where you specify a composite revision to
deploy.

= Undeploy all composites in this partition.

A dialog is displayed that prompts you to confirm your selection. When the
operation completes, a confirmation message displays at the top of the page.

Deployment

Deploy To This Partition. ..
Undeploy All From This Partition, ..

8.11 Deleting Large Numbers of Instances with the Purge Script

Deleting thousands of instances with the Delete with Options button on the Instances
page of a SOA composite application in Oracle Enterprise Manager Fusion
Middleware Control Console takes time and may result in a transaction timeout.
Instead, use the purge_soainfra_oracle.sqgl PL/SQL script for instance and
rejected message deletion. The PL/SQL procedures in this script are populated into the
database when you run the Repository Creation Utility during Oracle SOA Suite
schema creation.

The following sections provide examples of how to use the PL/SQL procedures that
are a part of this script.

Note: The purge_soainfra_oracle.sql PL/SQL script cannot
be used on a SQL Server database.

8.11.1 Selectively Deleting Instances Using a Filter Criteria
Use the instance filter to selectively delete instances.

create or replace type instance_filter as object
(

composite_partition_name varchar2(200),

composite_name varchar2 (200),
composite_revision varchar2 (20),
state integer,
min_created_date timestamp,
max_created_date timestamp,
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m composite_partition_name: The name of the composite partition. If not
specified, the default partition is taken as the default value.

s composite_name: The name of the SOA composite application, such as
OrderBooking.

» composite_revision: The revision of the composite, such as 1.0.
= state: The state of the instance. The following state values are possible:

STATE_RUNNING constant integer := 0;
STATE_RECOVERY_REQUIRED constant integer := 1;
STATE_COMPLETED_SUCCESSFULLY constant integer := 2;
STATE_FAULTED constant integer := 3;
STATE_TERMINATED_BY_USER constant integer := 4;
STATE_SUSPENDED constant integer := 5;

STATE_STALE constant integer := 6;

STATE_UNKNOWN constant integer := 32;

= min_created_date: The minimum date range.

= max_created_date: The maximum date range.

8.11.2 Procedures For Deleting Instances

This section describes the procedures available for deleting composite instances,
rejected messages, and orphaned instances.

8.11.2.1 Deleting a Single Instance

This procedure deletes a single composite instance with the given composite instance
ID. All dependent records associated with this composite instance are deleted.

FABRIC.DELETE_COMPOSITE_INSTANCE (A_COMPOSITE_INSTANCE_ID IN INTEGER)

The following example deletes the composite instance with the ID of 100.

EXEC FABRIC.DELETE_COMPOSITE_INSTANCE (100) ;

8.11.2.2 Deleting All Instances Using a Filter Criteria

This procedure deletes all composite instances matching the specified filter criteria.

FABRIC.DELETE_COMPOSITE_INSTANCES (FILTER IN INSTANCE_FILTER,
MAX_INSTANCES IN INTEGER,
PURGE_PARTITIONED_DATA IN BOOLEAN DEFAULT TRUE) RETURN INTEGER;

= FILTER: The filter for selectively deleting the composite instances.

= MAX INSTANCES: The maximum number of instances to delete per invocation. If
the value MAX_INSTANCES is 100 and the total number of instances matching the
specified filter is 200, the invocation of this procedure causes only 100 instances

to be deleted.

= PURGE_PARTITIONED_DATA: Indicates whether the records from the partitioned
table must be deleted.

The following example deletes the first 100 composite instances matching the
specified filter.

DECLARE
FILTER INSTANCE_FILTER := INSTANCE FILTER();

MAX_ INSTANCES NUMBER;
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DELETED_INSTANCES NUMBER;
PURGE_PARTITIONED_DATA BOOLEAN := TRUE;
BEGIN

FILTER.COMPOSITE_ PARTITION_NAME:='default’;
FILTER.COMPOSITE NAME := 'OrderBookingComposite';
FILTER.COMPOSITE REVISION := '1.0';

FILTER.STATE := fabric.STATE_TERMINATED_BY_USER;

FILTER.MIN_CREATED_DATE := to_timestamp('2009-07-01', 'YYYY-MM-DD');
FILTER.MAX_ CREATED_DATE := to_timestamp('2009-08-24', 'YYYY-MM-DD');
MAX_INSTANCES := 100;

DELETED_INSTANCES := FABRIC.DELETE_COMPOSITE_INSTANCES (
FILTER => FILTER,
MAX_INSTANCES => MAX_ INSTANCES,
PURGE_PARTITIONED_DATA => PURGE_PARTITIONED_DATA

)

END;

8.11.2.3 Deleting All Rejected Messages Using a Filter Criteria

This procedure deletes all rejected messages matching the specified filter criteria.

FABRIC.DELETE_REJECTED_MESSAGES (FILTER IN INSTANCE_FILTER,
MAX_INSTANCES IN INTEGER,
PURGE_PARTITIONED_DATA IN BOOLEAN DEFAULT TRUE) RETURN INTEGER;

= FILTER: The filter for selectively deleting the rejected messages.

s MAX_INSTANCES: The maximum number of instances to be deleted per
invocation. If the value MAX_INSTANCES is 100 and the total number of instances
matching the specified filter is 200, the invocation of this procedure causes only
100 instances to be deleted.

s PURGE_PARTITIONED_DATA: Indicates whether the records from the partitioned
table must be deleted.

The following example deletes the first 100 rejected messages matching the specified
filter.

DECLARE
FILTER INSTANCE_FILTER := INSTANCE_FILTER();

MAX_INSTANCES NUMBER;
DELETED_INSTANCES NUMBER;
BEGIN

FILTER.COMPOSITE_PARTITION_NAME:='default’;
FILTER.COMPOSITE_NAME := 'OrderBookingComposite';
FILTER.COMPOSITE_REVISION := '1.0';

FILTER.MIN_CREATED_DATE := to_timestamp('2009-07-01"','YYYY-MM-DD');
FILTER.MAX CREATED_DATE := to_timestamp('2009-08-24"','YYYY-MM-DD');
MAX_INSTANCES := 100;
DELETED_INSTANCES := FABRIC.DELETE_REJECTED_MESSAGES (

FILTER => NULL,
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MAX_INSTANCES => MAX_INSTANCES
)

END;

8.11.2.4 Deleting the Component Instances Created when Global Instance Tracking
is Disabled

This procedure is primarily used to delete the component instances created when
global instance tracking is disabled. Orphaned instances are not associated with the
composite instance ID.

FABRIC.DELETE_ORPHANED_INSTANCES (FILTER IN INSTANCE_FILTER,
MAX_INSTANCES IN INTEGER,
PURGE_PARTITIONED_DATA IN BOOLEAN DEFAULT TRUE) RETURN INTEGER;

»  FILTER: The filter for selectively deleting the orphaned instances.

s MAX_INSTANCES: The maximum number of instances to be deleted per
invocation. If the value MAX_INSTANCES is 100 and the total number of instances
matching the specified filter is 200, the invocation of this procedure causes only
100 instances to be deleted.

= PURGE_PARTITIONED_DATA: Indicates whether the records from the partitioned
table must be deleted.

The following example deletes multiple orphaned instances based on the specified
filter.

DECLARE

FILTER INSTANCE_FILTER := INSTANCE_FILTER();
MAX_INSTANCES NUMBER;

DELETED_INSTANCES NUMBER;
BEGIN

FILTER.COMPOSITE_PARTITION_NAME:='default’;
FILTER.COMPOSITE_NAME := 'OrderBookingComposite';
FILTER.COMPOSITE REVISION := '1.0';

FILTER.STATE := fabric.STATE_COMPLETED_SUCCESSFULLY;
FILTER.MIN_CREATED_DATE := to_timestamp('2009-07-01", 'YYYY-MM-DD');
FILTER.MAX_ CREATED_DATE := to_timestamp('2009-08-24"','YYYY-MM-DD');
MAX_INSTANCES := 100;

DELETED_INSTANCES := FABRIC.DELETE_ORPHANED_INSTANCES (
FILTER => FILTER,
MAX_INSTANCES => MAX_INSTANCES

)

END;

8.11.2.5 Deleting Composite Instances, Rejected Messages, and Orphaned
Instances

This procedure internally invokes the procedures for deleting composite instances,
rejected messages, and orphaned instances. This procedure is convenient for deleting
all composite instances, rejected messages, and orphaned instances in a single
invocation.
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FABRIC.DELETE_ALL (FILTER IN INSTANCE_FILTER,
MAX_INSTANCES IN INTEGER,
PURGE_PARTITIONED_DATA IN BOOLEAN DEFAULT TRUE) RETURN INTEGER;

The following example deletes composite instances, rejected messages, and orphaned
instances based on the specified filter.

DECLARE

FILTER INSTANCE_FILTER := INSTANCE_FILTER();
MAX_INSTANCES NUMBER;

DELETED_INSTANCES NUMBER;

BEGIN

FILTER.COMPOSITE_ PARTITION_NAME:='default’;
FILTER.COMPOSITE_NAME := 'OrderBookingComposite';
FILTER.COMPOSITE REVISION := '1.0';

FILTER.STATE := fabric.STATE_COMPLETED_SUCCESSFULLY;
FILTER.MIN_CREATED_DATE := to_timestamp('2009-07-01"','YYYY-MM-DD');
FILTER.MAX CREATED_DATE := to_timestamp('2009-08-24','YYYY-MM-DD');
MAX_INSTANCES := 100;
DELETED_INSTANCES := FABRIC.DELETE_ALL (

FILTER => FILTER,

MAX_INSTANCES => MAX_INSTANCES
)

END;
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9

Programmatically Managing SOA Composite
Applications

This chapter provides an overview of the Facades API for programmatically managing
SOA composite applications.

This chapter includes the following topics:

= Section 9.1, "Introduction to Programmatically Managing SOA Composite
Applications"

m  Section 9.2, "Facades API Interfaces"

m  Section 9.3, "Facades API Examples"

9.1 Introduction to Programmatically Managing SOA Composite
Applications

You can programmatically manage your SOA composite applications during runtime
with the Facades API The Facades APl is part of Oracle SOA Suite’s Infrastructure
Management Java APIL. The Facades API exposes operations and attributes of
composites, components, services, references and so on. The Facades API provides an
alternative to managing composites with Oracle Enterprise Manager Fusion
Middleware Control Console.

The oracle. soa.management . facade.Locator interface exposes a method
interface as an entry point for Facades API clients.

For more information about the Facades API, see Oracle Fusion Middleware
Infrastructure Management Java API Reference for Oracle SOA Suite.

Note: The Infrastructure Management Java API also includes the
direct binding invocation API for inbound invocation of SOA
composite applications and outbound invocations of Oracle Service
Bus (OSB) or another SOA composite application. For information on
using the direct binding invocation API, see Oracle Fusion Middleware
Developer’s Guide for Oracle SOA Suite.

9.2 Facades API Interfaces

Table 9-1 provides an overview of the Facades API interfaces.
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Table 9-1 Facades API Interfaces

Interface Description

ActivityInstance Retrieves the instance ID (key) of the instance to which this
activity belongs, the component name, the creation date of the
activity, the expiration date of the current activity, and so on.

AsynchronousJob Retrieves details about asynchronous job types.

AsynchronousResult
Binding

BindingComponent

BusinessEventInfo

Component

ComponentInstance

Composite

CompositeInstance

EventBridge

Fault

FaultRecoveryActionTy
peConstants

FaultRecoveryResult
FaultRecoveryServiceE
ngine

ImportInfo

InterfaceType

Locator

Message

Partition

Retrieves the results of asynchronous processes.
Retrieves binding details such as URI, type, and subtype.

Retrieves the binding type and the list of faults specified by the
given fault filter.

Retrieves business event details such as the consistency level,
filter type, local name, namespace URI, and prefix.

Retrieves component details such as distinguished name (DN);
active, faulted, and total instances; deployment time; and so on.

Retrieves component instance details such as the audit trail,
component instance state (for example, successfully completed,
faulted, or running), conversation ID, creation date, and so on).

Retrieves composite details such as the distinguished name
(DN); active, faulted, and total instances; deployment time; and
SO on.

Retrieves the composite instance state (for example, successfully
completed, faulted, running, and so on).

Retrieves the event bridge type and the list of faults specified by
the given fault filter.

Retrieves fault details such as the binding type if the fault
occurred in a binding component, the component instance ID,
the name of the component in which the fault occurred, the time
at which the fault was generated, the engine type if the fault
occurred in a service engine, and so on.

Provides action types such as aborting instances, marking a
faulted activity as complete, storing the rejected message in a
file, marking a faulted activity to be recovered, retrying an
activity, and so on.

Retrieves faults, errors, recoverable faults, nonrecoverable faults,
and so on.

Provides the fault recovery service engine.

Retrieves the location of the imported resource and the import
type.

Retrieves the callback interface and interface properties.

Exposes a method interface as an entry point for Facades API
clients.

Retrieves message details such as the component name,
composite DN, content of the message, conversation ID,
message storage location, message recoverable state, and so on.

Performs partitioning life cycle management tasks such as
starting, stopping, activating, and retiring all the composites in a
partition.
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Table 9-1 (Cont.) Facades API Interfaces

Interface Description

Property Retrieves property details such as the default value, name,
override attribute value of the property, property value source,
and so on.

Reference Retrieves reference details such as the WSDL URL for the target
service, properties for the reference, reference name, reference
bindings, and so on.

ReferenceInstance Retrieves the type of the binding. DN of the composite,
composite instance ID, time of instance creation, and so on.

ServerManager Gets and creates partitions.

Service Retrieves service details such as bindings, composite DN,
interface type, name, multiplicity, and so on.

ServiceEngine Retrieves the list of deployed components in the service engine,
engine type, and list of faults specified by the given fault filter.

ServiceInstance Retrieves service instance details such as the type of the binding.

WebServiceBinding

WebServiceBindingPort

WireInfo

WSDLInterfaceBinding

DN of the composite, composite instance ID, time of creation,
and so on.

Retrieves the default address URI, endpoint address URI, port,
transport type, and so on.

Retrieves the port name, port URI, service name, and so on.

Retrieves the wire reference, wire service, source URIL, and target
URL

Retrieves the WSDL URL.

9.3 Facades API Examples

This section provides several examples of using the Facades API to perform composite

management.

9.3.1 Retrieving the State of a Composite

You can retrieve the state of a composite with the Facades APL

There are two parts to the state of a composite:

m active | retired:

This setting decides whether new instances can be created (active) or old ones are
allowed to finish without new ones being allowed to be created (retired). This is
referred to as composite mode.

s on | off:

This setting is the composite state and overrides the active or retired composite
modes in either allowing call access (invoke/callback) to the composite revision
(on) or not allowing call access (off). This is referred to as composite state.

From oracle.soa.management . facade.Locator, use the following code:

getComposite (CompositeDN)

This gets you to the composite (an implementation of
oracle.soa.management.facade.Composite).

To retrieve the mode and the state, use the API and the implementation:
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System.out.println("Mode: " + composite.getMode() + " state: " +
((oracle.soa.management.internal.facade.CompositeImpl)composite) .getState());

This action returns data similar to the following:

Mode: active state: on

9.3.2 Finding Instances

You can find instances with the Facades API.

Use the Locator interface to find a Composite
(locator.lookupComposite (compositeDN) ; ), and invoke it through a
DeliveryService.

Then use the API to find its instances and get information (for example, the instance
ID, which components were executed, and so on)

Composite composite =
locator.lookupComposite ("default/OrderBookingComposite!1.0");
/*
* retrieve instances, we are already on a composite, no need to set the
* DN
*/
CompositeInstanceFilter filter = new CompositelInstanceFilter();
filter.setMinCreationDate (
new java.util.Date((System.currentTimeMillis() - 20000)));
// get composite instances by filter ..
List obInstances = composite.getInstances(filter);
// for each of the returned composite instances..
for (CompositeInstance instance : obInstances)

{

System.out.println(" DN: " + instance.getCompositeDN() +
"Instance: " + instance.getId() +

" creation-date: " + instance.getCreationDate() +

" state (" + instance.getState() + "): " +

getStateAsString (instance.getState()));

// setup a component filter
ComponentInstanceFilter cInstanceFilter =
new ComponentInstanceFilter ();

// get child component instances
List childComponentInstances =
instance.getChildComponentInstances (cInstanceFilter) ;

// for each child component instance (e.g. a bpel process)
for (ComponentInstance cInstance : childComponentInstances)
{

System.out.println(" -> componentinstance: " +
cInstance.getComponentName () + " type: " +
cInstance.getServiceEngine () .getEngineType () +

" state: " +

getStateAsString (cInstance.getState()));

}

// retrieve composite sensors
List sensorData = instance.getSensorData();
for (SensorData data : sensorData)

{
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System.out.println(" -> Sensor: " + data.getSensor().getName() +
" data: " + data.getData());

}

}

To make the composite and component states readable, use the following conversion
method:

private String getStateAsString (int state)
{

// note that this is dependent on wheter the composite state is
// captured or not

if (state == CompositelInstance.STATE_COMPLETED_SUCCESSFULLY)
return ("success");

else if (state == CompositeInstance.STATE_FAULTED)
return ("faulted");

else if (state == CompositeInstance.STATE_RECOVERY_REQUIRED)
return ("recovery required");

else if (state == CompositeInstance.STATE_RUNNING)
return ("running");

else if (state == CompositeInstance.STATE_STALE)
return ("stale");

else
return ("unknown");

For example, this code when executed against the Fusion Order Demo
BamOrderBookingComposite, returns the following data:

DN: default/BamOrderBookingComposite!l.0Instance: 40103 creation-date: Thu Jul 30
12:31:24 PDT 2009 state (-1): unknown
-> componentinstance: EvaluatePreferredSupplierRule type: decision state:
success
-> componentinstance: FulfillOrder type: mediator state: success
-> componentinstance: InternalWarehouseService type: bpel state: unknown
-> componentinstance: OrderProcessor type: bpel state: unknown
-> componentinstance: RequiresApprovalRule type: decision state: success
-> componentinstance: PartnerSupplierMediator type: mediator state: success
-> Sensor: CreditCardAuthResultSensor data: APPROVED
-> Sensor: OrderBookingCompositeProcessorResult data: 900
-> Sensor: OrderProcessingStart data: Order 900

If you do not want to start searching for the APIs and packages, all classes used are in
the following:

m oracle.fabric.common.*
m oracle.soa.management.facade.*

m oracle.soa.management.util.*

Programmatically Managing SOA Composite Applications 9-5



Facades API Examples

9-6 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle BPM Suite



Part V

Administering BPEL Process Service
Components and Engines

This part describes how to administer BPEL process service components and engines.
This part includes the following chapters:

»  Chapter 10, "Configuring BPEL Process Service Components and Engines"

n  Chapter 11, "Monitoring BPEL Process Service Components and Engines"

»  Chapter 12, "Managing BPEL Process Service Components and Engines"
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Configuring BPEL Process Service
Components and Engines

This chapter describes how to configure BPEL process service components and service
engines.

This chapter includes the following topics:
= Section 10.1, "Configuring BPEL Process Service Engine Properties"

= Section 10.2, "Setting the Audit Level at the BPEL Process Service Component
Level"

10.1 Configuring BPEL Process Service Engine Properties

You can configure BPEL process service engine properties. The properties are used by
the BPEL process service engine during processing of BPEL service components.

To configure BPEL process service engine properties:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select SOA Administration > BPEL 1. Right-click soa-infra.
Properties. 2. Select SOA Administration > BPEL
Properties.

The BPEL Service Engine Properties page displays properties for setting audit trail
and large document thresholds, setting dispatcher thread properties, validating
payload schema, and setting the audit trail level.
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ﬁ soa-infra @ Logged in as weblogic | Host
2= 504 Infrastructure Page Refreshed cct 10, 2003 2:52:46 PM PCT L)

SO Infrastructure Home = BPEL Properties

BPEL Service Engine Properties (@) &P Related Links » | Apply | Revert
Properties
Edit property walues and click Apply.

* pudit Level Inherit b

* audic Trail Threshold (Byte) = ca000

* Large Document Threshold (Byte) = 100000

* Dispatcher System Threads =+ z

* Dispatcher Inwvoke Threads = 20

. * Dispatcher Engine Threads = 30
* Payload Validation Fl
* Disable BPEL Monitors and Sensors Fl

More BPEL Configuration Properties. ..

2. Make changes to the service engine properties that are appropriate to your

environment.
Property Description
Audit Level Select one of the following options:

= Off: Composite instance tracking and payload tracking information is
not collected.

= Inherit: Logging equals the SOA Infrastructure audit level. This setting
enables the BPEL audit level to automatically change when the global
setting is changed. Setting a different audit level tracking in this page
overrides the tracking set at the SOA Infrastructure level.

= Minimal: The BPEL service engine does not capture any audit details.
Therefore, they are not available in the flow audit trails. All other
events are logged.

= Production: The BPEL service engine does not capture the payload.
The payload details are not available in the flow audit trails. Payload
details for other BPEL activities are collected, except for assign
activities. This level is optimal for most normal operations and testing.

= Development: Allows both composite instance tracking and payload
tracking. All events are logged. However, it may impact performance.
This level is useful mostly for debugging purposes.

Audit Trail Enter the maximum size in bytes of an instance audit trail before it is

Threshold chunked and saved in a dehydration store table separate from the audit
trail. If the threshold is exceeded, the View XML link is shown in the audit
trail instead of the payload.

Large Document Enter the maximum size of a generated document within a BPEL process

Threshold component instance before it is stored in a separate table in the dehydration
store.
Dispatcher Specify the total number of threads allocated to process system dispatcher

System Threads messages. System dispatcher messages are general clean-up tasks that are
typically processed quickly by the server (for example, releasing stateful
message beans back to the pool). Typically, only a small number of threads
are required to handle the number of system dispatch messages generated
during run time.

The default value is 2 threads. Any value less than 1 thread is changed to
the default.
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Property Description

Dispatcher Specify the total number of threads allocated to process invocation

Invoke Threads dispatcher messages. Invocation dispatcher messages are generated for
each payload received and are meant to instantiate a new instance. If the
majority of requests processed by the engine are instance invocations (as
opposed to instance callbacks), greater performance may be achieved by
increasing the number of invocation threads. Higher thread counts may
cause greater CPU utilization due to higher context switching costs.

The default value is 20 threads. Any value less than 1 thread is changed to
the default.

Dispatcher Specify the total number of threads allocated to process engine dispatcher

Engine Threads messages. Engine dispatcher messages are generated whenever an activity
must be processed asynchronously. If the majority of processes deployed
are durable with a large number of dehydration points (midprocess receive,
onMessage, onAlarm, and wait activities), greater performance may be
achieved by increasing the number of engine threads. Note that higher
thread counts can cause greater CPU utilization due to higher context
switching costs.

The default value is 30 threads. Any value less than 1 thread is changed to

the default.
Payload Select to enable validation of inbound and outbound messages.
Validation Nonschema-compliant payload data is intercepted and displayed as a fault.

Note: This setting is independent of the SOA composite application and
SOA Infrastructure payload validation level settings. If payload validation
is enabled at both the service engine and SOA Infrastructure levels, data is
checked twice: once when it enters the SOA Infrastructure, and again when
it enters the service engine.

Disable BPEL Select this check box to disable all BPEL monitors and sensors defined for
Monitors and all BPEL components across all deployed SOA composite applications.
Sensors

3. Click Apply.

4. If you want to configure advanced BPEL properties in the System MBean Browser,
click More BPEL Configuration Properties. Properties that display include, but
are not limited to, the following. Descriptions are provided for each property.

= BpelcClasspath — The extra BPEL class path to include when compiling
BPEL-generated Java sources.

= DisableAsserts — Disables the execution of assertions in BPEL, including the
bpelx:assert activity.

s DisableSensors — Disables all calls to sensors.

» ExpirationMaxRetry — The maximum number of times a failed expiration
call (wait/onAlarm) is retried before failing.

= ExpirationRetryDelay — The delay between expiration retries.

» InstanceKeyBlockSize — The size of the block of instance IDs to allocate from
the dehydration store during each fetch.

»  MaximumNumberOfInvokeMessagesInCache — The number of invoke
messages stored in in-memory cache.

= OneWayDeliveryPolicy — Changes whether one-way invocation messages
are delivered.

= StatsLastN — The size of the most recently processed request list.
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s SyncMaxWaitTime — The maximum time a request and response operation
takes before timing out.

5. Make changes appropriate to your environment.

10.2 Setting the Audit Level at the BPEL Process Service Component
Level

You can set the audit level for a BPEL process service component. This setting takes
precedence over audit level settings at the SOA Infrastructure, service engine, and
SOA composite application levels. The service component level setting is only
available for BPEL processes and is not supported for the mediator, human workflow,
and business rule service components.

There are two ways to set the audit level for BPEL process service components.
Supported values are Off, Minimal, Inherit, Development, and Production.

= In the System MBean Browser of Oracle Enterprise Manager Fusion Middleware
Control Console:

1. In the navigation tree, expand the SOA folder.
2. Right-click soa-infra, and select Administration > System MBean Browser.

3. Select Application Defined MBeans > oracle.soa.config > Server: server_
name > SCAComposite > Composite_Name >
SCAComposite. SCAComponent > BPEL_Service_Component > Properties.

4. Click the Add icon.

5. Expand the Element_number folder.

6. From the many list, select false.

7. In the name field, enter bpel.config.auditlevel.
8. In the value field, enter a value.

9. Click Apply.

= In Oracle JDeveloper:

1. Set the bpel.config.auditLevel property to an appropriate value in the
composite.xml file of your SOA project.

<component name="BPELProcess">
<implementation.bpel src="BPELProcess.bpel" />
<property name="bpel.config.auditLevel">0ff</property>
</component>

For more information about audit levels, see Section 1.4.1.1, "Understanding the Order
of Precedence for Audit Level Settings."
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Monitoring BPEL Process Service
Components and Engines

This chapter describes how to monitor BPEL process service components and service
engines.

This chapter includes the following topics:

= Section 11.1, "Viewing the Audit Trail and Process Flow of a BPEL Process Service
Component"

= Section 11.2, "Monitoring BPEL Process Service Component Instances and Faults"
m  Section 11.3, "Monitoring BPEL Process Service Component Instances"

m  Section 11.4, "Monitoring Sensor Data and Values in BPEL Process Service
Components"

»  Section 11.5, "Monitoring BPEL Process Service Engine Instances and Faults"

= Section 11.6, "Monitoring BPEL Process Service Engine Request and Thread
Statistics"

m  Section 11.7, "Monitoring BPEL Process Service Engine Instances"
= Section 11.8, "Monitoring Deployed BPEL Processes in the Service Engine"
For more information, see the following sections:

= Section 1.2.4, "Understanding Service Components and Service Component
Instances”

= Section 1.2.6, "Understanding Service Engines"

11.1 Viewing the Audit Trail and Process Flow of a BPEL Process Service
Component

This section describes how to view the audit trail and process flow of a BPEL process
service component in a SOA composite application instance.

Note: This section assumes a SOA composite application instance
has been initiated. If not, see Section 8.1, "Initiating a SOA Composite
Application Test Instance" for instructions.

To view the audit trail and process flow of a BPEL process service component:

1. Access this page through one of the following options:
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From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab.

composite application.

3. In the Composite section, select a
specific SOA composite application.

The Dashboard page for the selected composite application appears.

2. Use one of the following methods to select an instance of the application:

For recent instances of this application, click the instance number of an
instance in the Instance ID column of the Recent Instances section.

For all instances of this application, click the Instances tab, then click a specific
instance in the Instance ID list.

The Flow Trace page displays the following details:

The Faults section shows the faults occurring in the services, service
components, and references that comprise the SOA composite application.
Sensors enable you to monitor BPEL process activities, variables, and faults
during run time. Selecting a fault highlights the row in the Trace section in
which the fault occurred. Closing the fault clears the selection in the Trace
section.

The Sensors section displays details about composite sensors included in the
service and reference binding components of the SOA composite application.
The total number of sensors is shown in the section header. Composite sensors
can be added to service and reference binding components during design time
in Oracle JDeveloper. You cannot add composite sensors to service
components. Selecting a composite sensor in this section highlights the service
or reference in the Trace section in which composite sensor data was collected.
Closing the sensor clears the selection in the Trace section.

Note: Expand the Faults or Sensors sections one at a time. The fault
or sensor information only displays for viewing in this way.

The Trace section shows the sequence of the message flow through the
services, service components, and references that comprise the SOA composite
application.

The flow trace is a run-time trail of a message flow identified by an execution
context ID (ECID) that displays in the upper right corner of the page. An ECID
enables you to track a message flow that crosses instances of different composites.
The flow trace lists all services, references, components across composites
participating in the flow.
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Flow Trace @

This page shows the flow of the message through various composite and component instances, 'é)
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Faults
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Completed
Completed
Completed
Completed
Completed
Completed
Completed

ECID 0000ISUCUSIF4ESIviYEY11BZDPDO0O0D
Started Mar 2, 2010 1:25:39 AM

Fault Time Fault Location Composite Instance

Time
Mar 2, 2010 1:25:39 AM
Mar 2, 2010 1:25:39 AM
Mar 2, 2010 1:25:39 AM
Mar 2, 2010 1:25:39 AM
Mar 2, 2010 1:25:39 AM
Mar 2, 2010 1:25:39 AM
Mar 2, 2010 1:25:39 AM

Composite Instance
FODOrderProcessingComposite o
FODOrderProcessingComposite o
FODOrderProcessingComposite o
FODOrderProcessingComposite o
FODOrderProcessingComposite o
FODOrderProcessingComposite o
FODOrderProcessingComposite o

For the flow example in the Trace section, the service binding component, Oracle
Mediator service component, and reference binding component involved in the
flow have successfully received and processed messages.

Note the following restrictions with ECIDs:

= A separate ECID displays for each instance of a composite application and not
for the composite level ECID that can track the complete flow of any instances

for the composite application.

= To get complete flow information, you must find the composite level ECID in
the log files. Use that value to get all information for a particular composite
and therefore all its executed instances.

s ECIDs are not propagated through business events. This can limit the amount
of logging information that is collected. For example, if you publish an event
that is subscribed to in the same composite application, limited logging

information is available.

3. Select a fault in the Faults section.

This highlights the row in the Trace section in which the fault occurred.

4. Close the fault to clear the selection in the Trace section.

5. Expand the Sensors section to display composite sensors.

Flow Trace @ N
This page shows the flow of the message through various composite and component instances, '3)

+ Faults {D)
13! Sensors (3)

Sensors
Select a sensor o locate it in the trace view below,

Composite Instance Marme Value
45 0§ CustomerDetails Wigw KM .,
43 U5 Mamesensor Test
43 U5 vearsensor 2009

6. Select a sensor in the Sensors section.
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Flanw Trace = Instance of FODOrderProcessingProcess

This highlights the row in the Trace section in which the composite sensor data
was collected.

In the Instance column of the Trace section, click a specific BPEL process service

component instance. Service component instances can be accessed from this
section; services and references cannot be accessed.

The Instance page appears.

ﬁ%lnstance of FODOrderProcessingProcess @
This page shaws BPEL process instance details, ':-’) Instance 1D bpel26
Started Mar 2, 2010 1:2

Audit Trail | Flow | Sensor Values Faulks

Expand a pavload node to view the details.

= “if peceiveInput

Wigwy XML Document
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Updated wariable "GetOrderInfo_GetOrderInfoSelect_Inputiariable

Completed assign
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= Dgnssignl:ustID

Invoked 2-way operation "GetOrderInfoSelect” on partner "GetOrderInfo”,
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Completed assign

-] =4 GetCustomerInfo {pending)

+ <payloads

- [ assignPrice

Invoked 2-way operation "GetCustomerInfoselect” on partner "GetCustomerInfo”,

Updated wariable "discountAndshipping”
Updated wariable "discountandshipping"”

Use these four pages to view the audit trail, flow, sensor values, and faults of a

Diata Refreshed Mar 2, 2010 5:50:29 P

Wi F

BPEL process service component instance. The following links provide additional

details about the instance:

s Flow Trace link: Click the breadcrumbs in the upper left corner of the page to
access the flow trace for the ECID (composite instance) that contains this BPEL

component instance.

= Information icon: Click the information icon to the right of the name of the

BPEL component (in the page title) to see biographical information about this

BPEL instance. This information includes a summary of the instance,

including instance ID, ECID, instance startup time or last modification time,

instance state (for example, running), and number of faults.

This icon only displays on the Audit Trail pages of BPEL processes and Oracle

Mediators, and not on the pages of human tasks and business rules.

= Audit Level Settings: Click to display information details, such as the audit

level used by this instance.

= View Raw XML: Click to display the raw XML of the audit trail.
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The Audit Trail tab displays execution details about the activities in the BPEL
process.

8. Scroll through the audit trail to check for errors and expand the payload links to
view their contents at a given point in the flow. This audit trail shows a fault in a
BPEL process activity.

9. Click the Flow tab.

A flow diagram of the BPEL process activities appears. This flow diagram shows a
fault highlighted in a BPEL process activity.

Flow Trace = Instance of FODOrdetProcessingProcess

ﬁEaIr'IStEInCE of FODOrderProcessingProcess @
This page shows BPEL process instance details, 2

Audit Trail | Flow | Sensor Walues Faults

Click an activity to view the details,

Curre

receivelnput

|

- GetOrderInfo

|

(3L

AssignOrderID

=

GetOrderInfo

-] GetCustomerInfo

RS
AssignCustID

10. Click an activity to view the flow of the payload through the process.

Note: If using Internet Explorer, you can click Copy details to
clipboard to copy the activity details to the clipboard. If using Mozilla
Firefox, this link does not appear. Instead, you must manually select
the text and copy and paste it to a file.
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11. Scroll through the flow diagram to check for errors and click the highlighted
activity to view error messages.

Activity Details (]
=45 invokeCR
Faulted while invoking operation "process” on provider

"CreditRatingService".
0567 Bankruptcy Report

[FAULT RECOWVERY] Marked Invoke activity as "pending manual recovery”.

12. Close the window.
13. Click the Faults tab.

This tab shows the error message, whether you can recover from the fault, the time
at which the fault occurred, and the activity in which the fault occurred. This page
displays the faults in the BPEL component instance (but not the faults that
occurred in a service or reference binding component).

You can recover from instance faults identified as recoverable. This page lists all
instance faults, recoverable or not. The component instance faults that occurred in
a service or reference are not listed here.

This page enables you to target individual faults from which to recover, and
provides a degree of fault recovery granularity not available on other pages.
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Flow Trace = Instance of FaultFlow

ﬁaInstance of FaultFlow @

This page shows BPEL process instance details, @)

sudit Teail | Flow | Sensor ¥alues | &

Crata Refreshed

Instance ID
Started

This page lists all Faults that hawve occurred in this component instance. IF a Fault is marked as Recoverable, vou can select it and choose a recovery action from the list, This
and attempts ko recover the Faulk,

Error Message

14.

15.

Recovery
.@ <faulkTypez=1</faulType > <Megative é? Recoverable

Fault Time Ackivity
Apr 26, 2009 11:56:12 PM invokeCR

However, you cannot perform bulk fault recoveries on this page. To perform bulk
fault recovery, use one of the following pages:

s  Faults and Rejected Messages page of a specific SOA composite application or
of the SOA Infrastructure

= Faults page of the BPEL process service engine or of a specific BPEL process
service component

Select a fault for recovery that has been identified as recoverable through one of
the following methods. The page refreshes to display a fault recovery section at the
bottom of the page.

s If you click a fault in the Error Message column, a popup message displays
details about the fault, including the fault ID, fault time, fault location, fault
type, and complete error message text. If the fault is identified as recoverable,
a Recover Now button displays that you can click.

= You click a fault identified as recoverable in the Recovery column.

Select an action from the Recovery Action list.

Action Description

Retry Retries the instance with an option to provide a retry success action. An
example of a scenario in which to use this recovery action is when the
fault occurred because the service provider was not reachable due to a
network error. The network error is now resolved.

Abort Aborts the entire instance.

Replay Replays the entire scope again in which the fault occurred.

Rethrow Rethrows the current fault. BPEL fault handlers (catch branches) are
used to handle the fault. By default, all exceptions are caught by the
fault management framework unless an explicit rethrow fault policy is
provided.

Continue Ignores the fault and continues processing (marks the faulting activity

as a success).

Your selection causes additional fields to appear. For example, the following fields
display if you select Rethrow.
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Recover Fault: default /FaultFlow!1.0%c9b27cb0-d239-4290-a85e-a816604 76134 /FaultFlow,/10-BpInv0-BpSwt0.10
Choose one of the available recovery options, modify the variable information as appropirate, and click "Recover”,

Recovery Action Retry w After Successful Retry Mone =
Wariable crinput -
Walue

<550 xmins="http:/{services, otn.com" >0567 </ssn =

16. Use the After Successful Retry list to select defined actions to invoke after a
successful retry. If you select a variable in the Variable list, you can edit the value
in the Value text box.

17. Click the Back button of your browser to exit the flow diagram.

11.2 Monitoring BPEL Process Service Component Instances and Faults

You can monitor BPEL process service component recent instances and faults. Each
service component in a SOA composite application has its own instance ID. These IDs
are different from the overall instance ID of the SOA composite application of which
each service component is a part.

To monitor BPEL process service component instances and faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA
2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a

specific SOA composite application.

2. In the Component Metrics section, select the BPEL process service component.
3. Click Dashboard.
The upper part of the Dashboard page displays the following details:

= Recent instances of the BPEL process service component, including the
instance ID, the state of the instance (for example, completed successfully or
faulted), the start time, the last modification time, and logs describing the
instance.

= Recent faults in the BPEL process service component, including the error
message, whether you can recover from the fault, the time at which the fault
occurred, the instance ID of the BPEL service component, the BPEL activity in
which the fault occurred, and logs describing the fault.

= The average processing time for each activity in the BPEL process service
component.
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¢ FaultFlow [1.0]® Logged in as weblogic |

o3 s0a Composite + Page Refreshed Feb 20, 2009 6:34:41 PM PST C)
FaultFlow [1.0] = FaultFlaw

5% FaultFlow (EPEL Comporent) ® &P Related Links +

Dashboard  Instances | Faults | Policies

=IRecent Instances

Show Only Running Instances Running 199 Tokal 200
Insktance ID Skate Skart Date Last Modified Date  Logs
bpel:513 RuUnning Feb 16, 2009 10:38: Feb 19, 2009 4:55:06 aM
bpel:514 RuURning Feb 16, 2009 10:38: Feb 19, 2009 4:55:05 aM
bpel:511 Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:06 &M &
bpel:510 Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:04 aM - [
bpel: 508 RuURning Feb 16, 2009 10:38: Feb 19, 2009 4:55:07 aM

3 Show all

=IRecent Faults

Show only system faults

Campaonent

Error Message Recovery i e

Ackivity Logs

Mo Faults Found

4. In the Recent Instances section, perform the following tasks:

a. In the Instance ID column, click an instance ID for a service component to
view its audit trail, process flow, sensor values, and faults.

b. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

c. Click Show All below the section to access the Instances page of the service
component.

5. In the Recent Faults section, perform the following tasks:

a. In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

b. Inthe Recovery column, click a fault identified as Recoverable to perform
fault recovery at the component instance level.

c. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

d. Click Show All below the section to access the Faults page of the service
component.

The lower part of the Dashboard page displays the following details:

= A graphical representation of the number of successful, faulted, and incoming
(pending) instances of the BPEL process service component over a specific
time range.

s The number of faults and message processed by any reference binding
component with which this BPEL process service component communicated.
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i~iInstance Rate per Min (Real-Time Data) EReferences
Marne Faults Message Count Avstans Rgsponse
0.8 Throughput of successful Time {ms)
Minstances inthe last 5 LoanService o 9 0.003

i minutes . R "
0.4 CreditR atingService 1] ] 0.776

- Throughput of faulted
0.0 () W instances inthe last 5
T 0129 PM 01:31 minutes
22 February 2009
Instance throughput in the
last 5 minutes

[Table Wiew]

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances" and Oracle Fusion Middleware Administrator’s Guide for details about viewing
and searching log files.

11.3 Monitoring BPEL Process Service Component Instances

You can monitor BPEL process service component instances. Each service component
has its own unique instance ID. This ID is in addition to the instance ID of the overall
SOA composite application of which this service component is a part.

To monitor BPEL process service component instances:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the BPEL process service component in the Component Metrics section.
3. Click Instances.
The Instances page displays the following details:

= A utility for searching for a specific BPEL service component instance by
specifying a criteria and clicking Search.

= BPEL process service component instances, including the instance ID, instance
state (for example, completed or faulted), instance start time, last instance
modification time, and log files describing the instance.
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1} FaultFlow [1.0]®

Dﬂ:g S04 Composite +
FaultFlow [1,0] = FaultFlow

ﬁgﬁ FaultFlow (BPEL Component) @

Dashboard | Instances

=ISearch
Instance ID
Start Time Fram

Skark Time Ta

Faults | Policies

Logged in as weblogic |

Page Refreshed Apr 27, 2009 7:56:19 AM PDT [

@ Related Links +

Madified Date Ta [y fUTC-08:00) US Pacific Time
EE}) {UTC-08:00) US Pacific Time Skake | Any W

E{"_l) {UTC-08:00) US Pacific Time

Miodified Date Fraom EE'}) (UTC-08:00) US Pacific Time
Search Reset

Wigw -

Instance ID State Start Date £ Last Modified Date  Logs
bpel: 10 Running Apr 26, 2009 11:56:09 PM Apr 26, 2009 11:56:13 PM H
bpel:2 Running Apr 26, 2009 11:56:09 PM Apr 26, 2009 11:56:13 PM H
bpel:s Terrinated Apr 26, 2009 11:56:09 PM Apt 27, 2009 3:44:42 AM H
bpel:7 Running Apr 26, 2009 11:56:08 PM Apr 26, 2009 11:56:13 PM il
bpelie Running Apr 26, 2009 11:56:08 PM Apr 26, 2009 11:56:13 PM i
bpel:s Running Apr 26, 2009 11:56:07 PM Apr 26, 2009 11:56:12 PM i
bpel:4 Running Apr 26, 2009 11:56:06 PM Apr 26, 2009 11:56:12 PM Ir]
bpel:3 Running Apr 26, 2009 11:56:05 PM Apr 26, 2009 11:56:13 PM H
bpel:i Running Apr 26, 2009 11:56:05 PM Apr 26, 2009 11:56:12 PM H
bpel;z Running Apr 26, 2009 11:56:05 FM Apr 26, 2009 11:56:12 PM H

4. In the Instance ID column, click an instance ID for a service component to view its
audit trail, process flow, sensor values, and faults.

5. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances."

11.4 Monitoring Sensor Data and Values in BPEL Process Service
Components

You can view the fault, activity, and variable sensor data of a BPEL process service
component. You design sensors in BPEL processes and trackable fields in Oracle
JDeveloper. Sensors enable you to monitor BPEL process activities, variables, and
faults during run time.

To monitor sensor data and values in BPEL process service components:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.
3. In the Composite section, select a
specific SOA composite application.

2. Use one of the following methods to select an instance of the application:

»  For recent instances of this application, click the instance number of an
instance in the Instance ID column of the Recent Instances section.
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= For all instances of this application, click the Instances tab, then click a specific
instance in the Instance ID column.

The Flow Trace page appears.

3. Click a specific BPEL process service component in the Instance column of the
Trace section.

4. C(Click the Sensor Values tab.
5. Select a sensor to view details.

If you created JMS sensors in your BPEL process, JMS sensor values do not display
in Oracle Enterprise Manager Fusion Middleware Control Console. Only sensor
values in which the sensor action is to store the values in the database appear (for
example, database sensor values).

Flow Trace = Instance ok FaulkFlow [Crata Refreshed Apr 27, 2009 §
%Instance of FaultFlow @
This page shows BPEL process instance details, '@) Instance 10 bpel:10

Started Apr 26, 20

Audit Trall | Flow

& Faulks

Select a sensor bo view its values,
“lActivity Sensors

Sensor Ackivity
Mo sensor data available,

=IVariable Sensors

Sensor Yariable
VariableSensor $counter

=IFault Sensors

Sensor Fault
Mo sensor data available.

Sensor Yalues

Sensar Type

For more information about sensors, see Oracle Fusion Middleware Developer’s Guide
for Oracle SOA Suite.

11.5 Monitoring BPEL Process Service Engine Instances and Faults

You can monitor instances and faults of all BPEL process service components running
in the BPEL process service engine. These BPEL process service components can be
part of separate SOA composite applications.

To monitor BPEL process service engine instances and faults:

1. Access this page through one of the following options:

11-12 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle BPM Suite



Monitoring BPEL Process Service Engine Instances and Faults

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.

2. Select Service Engines > BPEL.

2. C(Click Dashboard.

The upper part of the Dashboard page displays recent instances of all BPEL
process service components running in the BPEL process service engine, including
the instance ID of the service component, the service component name, the SOA
composite application of which the service component is a part, the state of the
instance (for example, completed successfully or faulted), the instance start time,
the last modification time, and logs describing the instance.

¢ soa-infra@
E% S04 Infrastructure +
S04 Infrastruckure Home = BREL Engine Home

ﬁgﬁ BPEL Engine (Service Engine)

Skatistics Instances

EIRecent Instances

Show Only Running Instances

Instance ID
bpel:51a
bpel:514
bpel:511
bpel:s10
bpel:503

& Show All

Component
595 FaulkFlow
ﬁg; FaultFlow
5 FaultFlow
5 FaultFlow
595 FaulbFlow

Logged in as weblogic |

Page Refreshed Feb 19, 2009 11:40:45 &M PST [$]

(ﬁ Related Links =
Faults | Deploved Components | Recowvery
’
Running 199 Total &54
Composite Skate Start Date Last Modified Date  Logs
FaultFlaw [1.0] Running Feb 16, 2009 10:35: Feb 19, 2009 4:55:06 AM |
FaultFlow [1.0] Running Feb 16, 2009 10:35: Feb 19, 2009 4:55:05 AM ]
FaultFlov [1.0] Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:06 AWM
FaultFlow [1.0] Running Feb 16, 2009 10:35: Feb 19, 2009 4:55:04 &M
FaultFlaw [1.0] RuUnning Feb 16, 2009 10:38: Feb 19, 2002 4:55:07 AM i

3. In the Recent Instances section, perform the following monitoring tasks:

a.

In the Instance ID column, click an instance ID for a service component to
view its audit trail, process flow, sensor values, and faults.

In the Component column, click a specific service component to access its
home page.

In the Composite column, click a specific SOA composite application to access
its home page.

In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

Click Show All below the section to access the Instances page of the service
engine.

The lower part of the Dashboard page displays the following details:

The service components running in the service engine, the SOA composite
applications of the service components, the state of the applications (for
example, running), and the total, running, and faulted instances in the service
engine.

The recent faults in the service engine, including the error message, whether
you can recover from the fault, the time at which the fault occurred, the SOA
composite application in which the fault occurred, the service component, the
instance ID of the service component, the activity in which the fault occurred,
and log files describing the fault.
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1> soa-infra@ Logged in as weblogic|
E% S04 Infrastructure « Page Refreshed Feb 22, 2009 1:41:08 PM PST

304 Infrastructure Home = BPEL Engine Home
ﬁga BPEL Engine (Service Engine) (f Related Link,

Dashboard | Statistics | Instances | Faulks | Deploved Components | Recowery

bpel:511 s FaultFlow FaultFlow [1.0] Running Feb 16, 2009 10;38: Feb 19, 2009 4:55:06 AM i)
bpel:510 ﬁgaFaultFInw FaultFlova [1.0] Running Feb 16, 2009 10:38: Feb 19, 2009 4:55:04 &M F
bpel:50& ﬁgaFauItFlnw FaultFlow [1.0] Running Feb 16, 2009 10;38: Feb 19, 2009 4:55:07 AM i)
5 Show All
ElComponents
Faulted Instanc
Marne Composite Status Total Instances Running Instances
Mon Recoverable
I53;‘np'acal:iu:unF-!equesl:F‘ru:u:ess VacationRequest [1, ﬁ 2 0 1 ~
& AmericanLoan FaulkFlow [1.0] F 1 ] 1]
s LinitedLoan FaultFlow [1.0] ¢ 1 0 0
2 CreditRatingService FaultFlov [1.0] F 361 ] 0
5 FaultFlaw FaultFlow [1.0] ¢ 200 199 0 v
< >
5 Show Al
ElRecent Faults
Show only system Faulks
; 2 Cornporent -
Recovery Fault Time Composite Camponent Instance ID Bckiviby Logs
cifaulkType= Feb 20, 2009 2:29:17 AM RecoveryUnitTest [1 ﬁ%RecnveryFlnw bpel:zo04z i}
zffaultType = Feb 20, 2009 2:03:29 AM YacationRequesk [1, ﬁgaVacationRequestP bpel:20041 i)
zifaultType= Feb 20, 2009 1:43:12 M SimplewworkflomwCom ﬁ%SimpleWnrkﬂowPrl bpel:z0040 i}
zffaultType = Feb 20, 2009 1:44:04 AM CompositeTest [1.0] ﬁgaLoanBroker bpel:20039 i)
zifaultType= Feb 20, 2009 14404 AM CompositeTest [1.0] ﬁsaLoanBroker bpel:z0038 i}

4. In the Components section, perform the following tasks:

a. In the Name column, click a specific service component to access its home
page.

b. In the Composite column, click a specific SOA composite application to access
its home page.

c. Click Show All below the section to access the Deployed Components page of
the service engine.

5. In the Recent Faults section, perform the following tasks:

a. In the Error Message column, click an error message to display complete
information about the fault. If the fault is identified as recoverable, click the
Recover Now link to perform fault recovery.

b. Inthe Recovery column, click a fault identified as Recoverable to perform
fault recovery at the component instance level.

c. In the Composite column, click a specific SOA composite application to access
its home page.

d. Inthe Component column, click a specific service component to access its
home page.

e. Inthe Component Instance ID column, click an instance ID for a service
component to view its audit trail, process flow, sensor values, and faults.
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f. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that fault.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances."

11.6 Monitoring BPEL Process Service Engine Request and Thread
Statistics

You can monitor request and thread statistics for all BPEL process service components
running in the service engine.

To monitor BPEL process service engine request and thread statistics:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. Click Statistics.

The upper part of the Statistics page displays the following details. Click the Help
icon for additional details.

= Pending requests in the service engine
= Active requests in the service engine

»  Thread statistics for the service engine

G soa-infra @ Logged in as weblogic |
E% S04 Infrastructure Page Refreshed Feb 19, 2009 11:40:45 &M PST [}
S04 Infrastructure Home = BPEL Engine Home:
% BPEL Engine (Service Engine) @ Related Links =
Dashboard | & . | Instances | Fauls | Deployed Components | Recovery
- . ‘
ElPending Requests 2 EActive Requests
10 1.0
Last scheduled request value Last active request value
0.8 W Activity Execution Request 0.8 W Activity Execution Request
0.6 .BPEL Process Management 0.6 .BPEL Process Management
Requests Requests
0.4 Mew Instance Requests 0.4 Mew Instarce Requests
0.2 0.z
Low Level System Requests Low Level System Requests
0.0 ' : "i" 0.0 — : .{..
11:45 AM 11:48 Delivery Service Requests 11:46 AM 11:48 Delivery Service Requests
18 February 2009 18 February 2009
[Table View] [Table Yiew]
ElThread Statistics
Mame Skatiskics
Active threads 24
Highest number of active threads 24
Total number of threads allocated over time 24
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The lower part of the Statistics page displays details about the count and
minimum, maximum, and average request processing times.

—IRequest Breakdown

Min Request Avg Request
Mame Count Processinquime Proces::; .lf‘:‘:,lqeu(?; Procegsinquime
{ms) {ms)
-] eng-composite-request 407 4,000 23,021,000 652,470 A
=] eng-single-request 620 0.000 23,021,000 553.500
= load-warkitem 21z 2,000 435,000 34,910
load-wi-datasource 212 -1.000 27.000 1.200
-] eng-callback 21z 0.000 403,000 31,950
initiske-correlation-set 161 -1.000 22,000 1.210
update-audit-trail 1 -1,000 -1.000 -1,000
eng-until 160 -1.000 1.000 0.040
sensor-send-activity-data 51 0.000 0.000 0.000
cancrv-cand-uarishla.daba [l [alala sl n nnn [alala sl e

11.7 Monitoring BPEL Process Service Engine Instances

You can monitor all BPEL process service component instances running in the service
engine. These BPEL process service components can be part of separate SOA
composite applications.

To monitor BPEL process service engine instances:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. Click Instances.
The Instances page displays the following details:

= A utility for searching for a specific instance by specifying a criteria and
clicking Search.

= Instances, including the instance ID of the service component, the service
component name, the SOA composite application name, the state of the
instance (for example, completed successfully, running, or faulted), the
instance start time, the last modification time, and log files describing the
instance.
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<} soa-infra@

%E 504 Infrastructure »

S04 Infrastruckure Home = BPEL Engine Home
ﬁg‘ﬁ BPEL Engine (Service Enging)

Dashboard

=ISearch
Instance I0
Skart Time From
Stark Time To
Modified Date From

View -

Instance IC
bpel; 10003
bpel; 10002
bpal: 10001
bpel:11
bpel:10
bpel:a
bpel:d
bpel:7
bpelia
bpel:5
bpel:4
bpel:3

Statistics

Logged in as weblogic |

Page Refreshed Apr 27, 2009 7:d443 AM PDT

& Related Links

Instances | Faults | Deploved Components | Recovery
Modified Date To &y (UTC-08:00) US Pacific Time
E‘}) (UTC-08:00) US Pacific Time Skate | Any v
EE'}) (UTC-08:00) US Pacific Time Cormponent
E;‘}) (UTC-08:00) US Pacific Time
Search || Reset
Component Compuosite State Start Date <57 Last Modified Date  Logs
ﬁgarCZProcess rez [1.0] Running Apr 24, 2009 3:34:35 PM Apr 24, 2009 33439 F A =
I5garc2Process rez [1.0] o Completed Apr 24, 2009 312813 PM Apr 24, 2009 313152 F A
ggarCZProcess rez [1.0] Running Apr 24, 2009 3:23:06 PM Apr 24, 2009 3:24:03 F A
Eg;BPELl testall [4.0] Running Apr 21, 2009 2:02:24 PM Apr 21, 2009 2:02:26 F A
,Eg;SalesQuote SalesQuoteComposite [1.1 Terminated Apr 21, 2009 10:50:27 &M Apr 25, 2009 11:14:35 H
ﬁggDocumentReviewProce: DocumentReviewComposi < Completed Apr 20, 2009 11:51:13 AM Apr 20, 2009 11:55:26 |
r5gaBPEL1 testall [3.0] Running Apr 16, 2009 3:26:52 PM Apr 16, 2009 3:26:55 F A
ﬁgaBPELl testall [3.0] Skale Apr 16, 2009 3:122:57 PM apr 16, 2009 52240 F A
ﬁgaBPELl testall [2.0] Stale Apr 16, 2009 3110015 PM apr 16, 2009 3110:537 F ]
,EEEBPELI testall [2.0] Stale Apr 16, 2009 2:56:01 PM Apr 16, 2009 2:56:04 F ]
,EggBPELProcessl Project1 [1.0] " Completed Apr 16, 2009 1:57:05 PM Apr 16, 2009 2:57:06 F |
r5gaBF‘ELPron:essl Projecti [2.0] " Completed Apr 16, 2009 11;25;00 AM Apr 16, 2009 12:26:01 A

3. In the Instances section, perform the following monitoring tasks:

a. In the Instance ID column, click an instance ID for a service component to
view its audit trail, process flow, sensor values, and faults.

b. Inthe Component column, click a specific service component to access its
home page.

c. In the Composite column, click a specific SOA composite application to access
its home page.

d. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances."

11.8 Monitoring Deployed BPEL Processes in the Service Engine

You can monitor all deployed SOA composite applications with BPEL process service
components running in the service engine.

To monitor deployed BPEL processes in service engines:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.

2. Select Service Engines > BPEL.
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2. Click Deployed Components.
The Deployed Components page displays the following details:

= A utility for searching for a specific deployed SOA composite application by
specifying a criteria and clicking Search.

s Details about deployed SOA composite applications with BPEL process
service components running in this service engine, including the service
component name, the SOA composite application, the current status, and the
total, running, and faulted instances in the service engine.

ﬁ soa-infra ® Logged in as weblogic|
%E SO Infrastructure
S0A Infrastruckure Home = BPEL Enging Home

Page Refreshed Feb 19, 2009 11140042 &AM PST (W]

dgih BPEL Engine (Service Engine) ﬁ Related Links «
Dashboard | Statistics | Instances | Faulks | Deployed Components | Recovery
ElSearch
Tarne
Caomposite Mame
Search || Reset
Wiew -
Faulted Instances

Marne Cormposite Skatus Total Instances Running Instances

Mon Recoverable Recoverable
ﬁLoanService FabricTestSimple [1.C G 13 ] i} o~
shloanroker FabricTestSimple [1.0 4 27 i ] i
s CreditR atingService FabricTestSimple [1.0 4} 13 0 0 0
,535FODOrderProcessingProcess FODOrderProcessing: G 2 o 2 o
ﬁganmericanLoan FaultFlow [1.0] G 1 u] 0 u]
SallnitedLoan FaultFlow [1.0] < 1 0 0 0
saCreditRatingservice FaultFlow [1,0] i k13| i ] i
5% FaultFlow FaultFlow [1.0] i 200 199 0 0
,EaﬁLoanService ComposikeTest [1.0] G a0 1] i} 1]
ﬁgaLoanBroker ComposikaTest [1.0] G gl u] 1 n]
saCreditRatingservice CompositeTest [1.0] 4P 73 i o i
I5:3Reco\u’er}.fFIol.f-J ReecoveryUnitTest [1. ? 1 1] 1 [

3. In the Name column, click a specific service component to access its home page.

4. In the Composite column, click a specific SOA composite application to access its
home page.
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12

Managing BPEL Process Service
Components and Engines

This chapter describes how to manage BPEL process service components and service
engines.

This chapter includes the following topics:

= Section 12.1, "Recovering from BPEL Process Service Component Faults"

= Section 12.2, "Managing BPEL Process Service Component Policies"

»  Section 12.3, "Recovering from BPEL Process Service Engine Faults"

= Section 12.4, "Performing BPEL Process Service Engine Message Recovery”
= Section 12.5, "Disabling BPEL Monitors and Sensors"

For more information, see the following sections:

m  Section 1.2.4, "Understanding Service Components and Service Component
Instances"

= Section 1.2.6, "Understanding Service Engines"

12.1 Recovering from BPEL Process Service Component Faults

You can monitor and perform individual and bulk fault recoveries for BPEL process
service components that are identified as recoverable. For BPEL process faults to be
identified as recoverable, there must be a fault policy defined that is bound to the fault
(through the fault-bindings.xml file) and which triggers the action
ora-human-intervention. However, without defining any fault policies, the fault
takes its normal course as either a recoverable or nonrecoverable fault.

To recover from BPEL process service component faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the BPEL process service component in the Component Metrics section.

3. Click Faults.
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The Faults page displays the following details:

= A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

s Faults that occurred in the service component, including the fault ID, error
message, whether you can recover from the fault, time at which the fault

occurred, service component instance ID, activity in which the fault occurred,
and a link to a log file describing the fault.

<} FaultFlow [1.0] @
D‘”:g S0 Composite -

FaultFlow [1.0] = FaultFlow
ﬁga FaultFlow (EFEL Component) @

Dashboard | Instances Policies

Logged in as weblogic|

Page Refreshed Apr 27, 2009 7:56:19 AM PD

& Related Linl

If a Fault is marked as Recoverable, you can select it and choose a recovery action from the list, This action reruns the instance in which the Fault occurred and attemp

to recover from it. You can also perform a batch recovery by selecting multiple Faults and choosing a recovery action. For additional recowery options, dick the

Recoverable link For an individual Faulk, To recover From a Human WorkFlow Fault, select it and click Recover and then click the link ko the \Warklist application.

ElSearch
Error Message Contains
Fault ID
Fault Time From [y (UTC-08:001 US Pacific Time
Fault Time T [y (UTC-08:001 US Pacific Time

Show only recoverable Faults 7] Faulk Tvpz | All Faults

Select »  Wiew w Recovery Actions | =

Error Message

@ <faultType =1 < /faulType = <MegativeCredit xmins="http: /e
@ <faultType =1 < Fault Type = <MegativeCredit xmins="http://se
@ <faultType 1 < /FaultType = <MegativeCredit xmins="http: /se
@ “faultType =1 </Fault Type = <MegativeCredit xmins="http://se
@ <faultType =1 =/FaulkType = <MNegativeCredit xmins="http://se
@ <faultType =1 < Fault Type = <MegativeCredit xmins="http://se
@ <faultType =1 < /FaultType = <MegativeCredit xmins="http:/ise
@ <faultType =1 < /FaulkType = <MegativeCredit xmins="http: /ise

Recovery

? Recover..,
(? Recover..,
3 Recover...
é? Recover..,
? Recover..,
g Recover..,
@ Recover..,
é? Recaover...

Composite Instance ID

Component Inskance ID

Componenk
Instance ID

Apr 26, 2009 11:56:13 PM bpel:3
Apr 26, 2009 11:56:13 PM bpel:7
Apr 26, 2009 11:56:13 PM bpel:&
apr 26, 2009 11:56:13 PM bpel:2
Apr 26, 2009 11:56:12 PM bpel:10
Apr 26, 2009 11:56:12 PM bpel:2
Apr 26, 2009 11:56:12 PM bpel:1
Apr 26, 2009 11:56:12 PM bpel:5

Fault Time £

Search

Ackivity

invokelR
invokeCR
invokeCR
invokeCR
invokeCR
invokeCR
invokeCR
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Reset

,_
BEEEEEEE S
o

BPEL process service component faults identified as recoverable can be recovered.

4. Select faults for recovery using one of the following methods. Note that fault

recovery selection at the BPEL process service component level equals the SOA
Infrastructure level, SOA composite application level, and Oracle Mediator service

component level.
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For... Then...
Single fault There are three options from which to choose for single-fault recovery:
recovery

1. Click the row of the fault that has been identified as recoverable. With
the row highlighted, select a specific action from the Recovery Action
list, as described in Step 5.

2. Inthe Recovery column, click the Recover link to access the Faults page
of the instance audit trail to perform fault recovery.

3. In the Error Message column, click the message of a fault that has been
identified as recoverable. This displays complete fault details, including
the fault ID, fault time, fault location, fault type, and error message text.
A Recover Now option displays for recoverable faults. Click Recover
Now to access the Faults page of the instance audit trail to perform fault
recovery.

Bulk fault There are two options from which to choose for bulk-fault recovery:
recovery 1. Use Shift+Click or Control+Click to select specific faults in the rows.
or

2. From the Select menu, choose Select All Recoverable. Then use
Shift+Click or Control+Click to deselect the faults to not include in the
recovery operation.

Then:
3. Select an action from the Recovery Action list, as described in Step 5.

Note: Only the actions applicable to all selected faults are available.

Recovery ofall 1. From the Select menu, choose Select All Recoverable.

faults 2. Select an action from the Recovery Action list, as described in Step 5.

Note: Only the actions applicable to all selected faults are available.

Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

5. Select an action from the Recovery Action list.

Action Description

Retry Retries the instance directly. An example of a scenario in which to use
this recovery action is when the fault occurred because the service
provider was not reachable due to a network error. The network error is
now resolved.

Abort Aborts the entire instance.
Replay Replays the entire scope again in which the fault occurred.
Rethrow Rethrows the current fault. BPEL fault handlers (catch branches) are

used to handle the fault. By default, all exceptions are caught by the
fault management framework unless an explicit rethrow fault policy is
provided.

Continue Ignores the fault and continues processing (marks the faulting activity
as a success).

6. Perform the following additional monitoring tasks from within the faults table:
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a. Click the Show only recoverable faults check box to display only faults from
which you can recover.

b. From the Fault Type list, select to display all faults, system faults, business
faults, or Oracle Web Service Manager (OWSM) faults in the faults table. Click
the Help icon for a description of these fault types.

c. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

d. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

e. In the Logs column, click a link to access the Log Messages page with filtered
messages specific to that instance.

For more information, see the following documentation:

= Section 1.4.3.1, "Understanding Fault Recovery"

= Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"
»  Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

s Oracle Fusion Middleware Administrator’s Guide for details about viewing and
searching log files

12.2 Managing BPEL Process Service Component Policies

You can attach and detach policies to and from BPEL process service components in
currently deployed SOA composite applications. Policies apply security to the delivery
of messages. Oracle Fusion Middleware uses a policy-based model to manage Web
services.

Note: Before attaching policies, see Oracle Fusion Middleware Security
and Administrator's Guide for Web Services for definitions of available
policies and details about which ones to use in your environment.

To manage BPEL process service component policies:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1.  Select Home. 1. Under soa-infra, select a specific SOA

2. Select the Deployed Composites tab. composite application.

3. In the Composite section, select a
specific SOA composite application.

2. Select the BPEL process service component in the Component Metrics section.
3. Click Policies.

The Policies page enables you to attach and detach policies to and from BPEL
process service components. The policies table displays the attached policy name,
the policy reference status (enabled or disabled) that you can toggle, the category
(Management, Reliable Messaging, MTOM Attachment, Security, or WS
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Addressing), the violations, and the authentication, authorization, confidentiality,
and integrity failures since the SOA Infrastructure was last restarted.

<} FaultFlow [1.0]® Logged in as weblogic |
#l3 s0A Composite + Page Refreshed Apr 27, 2009 8141116 AM PDT G

FaultFlow [1.0] = FaultFlow
& FaultFlow (8PEL Comporent) @ & Related Links =

Dashboard | Instances | Faults

‘fou can view and modify the policies attached to this component, Click on 'attach/Detach’ to invake the attachment UL and view/update the policies, Ié)

View » AttachfDetac

; Security Violations
Policy MNarne seley Ll e Category Tatal violations el i
Status Buthentication Buthorization Co
oracleflog_policy Disable Management ] [{TE: A

4. C(Click Attach/Detach.

If multiple components are available, you are prompted to select the service or
component for which to perform the attachment or detachment.

o

Select the service or component to which to attach or detach a policy.
This invokes a dialog for attaching or detaching policies.

Policies currently attached appear in the Attached Policies section. Additional
policies available for attachment appear in the Available Policies section.

6. Select to attach policies appropriate to your environment.
7. Click Attach.

8. When you are finished attaching policies, click Validate.
9

If an error message appears, make the necessary corrections until you no longer
have any validation errors.

10. Click OK.

The attached policy displays in the policies table.
For more information, see the following documentation:
= Section 1.4.3.2, "Understanding Policies"

= Section 8.8, "Managing SOA Composite Application Policies" for the dialogs that
display during policy attachment

»  Oracle Fusion Middleware Security and Administrator’s Guide for Web Services for
definitions of available policies and details about which ones to use for your
environment

12.3 Recovering from BPEL Process Service Engine Faults

You can monitor and perform individual and bulk recoveries of faults occurring in
BPEL process service engines that are identified as recoverable. All BPEL process
service component faults, regardless of the SOA composite application instance of
which they are a part, can be viewed in the BPEL process service engine. For BPEL
process faults to be identified as recoverable, there must be a fault policy defined that
is bound to the fault (through the fault-bindings.xml file) and which triggers the
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action ora-human-intervention. However, without defining any fault policies, the
fault takes its normal course as either a recoverable or nonrecoverable fault.

To recover from BPEL process service engine faults:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.

2. Select Service Engines > BPEL.

2. C(Click Faults.

The Faults page displays the following details:

¢ soa-infra@
= 508 Infrastructure

A utility for searching for a specific fault by specifying a criteria and clicking
Search. Click the Help icon for details.

Faults that occurred in the service engine, including the fault ID, error
message, whether you can recover from the fault, the time at which the fault
occurred, the SOA composite application and service component in which the
fault occurred, and the service component instance ID.

Logged in as weblogic |

Page Refreshed Feb 20, 2009 10:07:01 AM PST [

S04 Infrastructure Home = BPEL Engine Home
ﬁga BPEL Engine (Service Enging) & Related Links ~

Dashboard | Statistics | Instances | Faults | Deployed Components | Recovery

If a Fault is marked as Recoverable, vou can select it and choose a recovery action from the list, This ackion reruns the instance in which the Fault occurred and
atkempts ko recover from it, You can also perform a batch recovery by selecting multiple Faults and choosing a recovery action, Faor additional recovery options,
click the Recoverable link For an individual Fault. To recover from a Human orkflow Fault, select it and click Recower and then click the link to the Worklist

application,

=I8earch
Error Message Conkains
Fault I0
Faulk Tirme from

Fault Time ta

Show only recoverable Faults [

Campasite Instance I0

Cornpanent Instance ID
E"@ (UTC-08:00) US Pacific Time
E‘"@ (UTC-08:00) US Pacific Time

Search || Reset

Fault Type | All Faults v

Select +  Wiew - Recovery Actions | =

Error Message

@ <faultType=0</faultType=
@ <faulkType =0</faultType=
@ <faulkType =0</faultType=
@ <faulkType =0</faultType=
@ <faulkType =0<FaultType=
@ <faulkType =0<FaultType=

2 2 Zamponent
Recovery Fault Time Composite Component b
Feh 20, 2009 2:29:17 AM RecoverylnitTest [1 ,EEgRecoveryFlow bpel: 20042 -~

Feh 20, 2009 2:03:29 AM YacationRequest [1, ,gga\l'acationRequestP bpel: 20041
Feh 20, 2009 1:48:12 AM  SimplewaorkFowComg r533Simple‘q-\forkFIDwF‘ru bpel: 20040

Feh 20, 2009 1:44:04 AM CompositeTest [1.0] ,EggLoanBrokBr bpel: 20039
Feh 20, 2009 1:44:04 AM CompositeTesk [1.0] gggLnanBrnker bpel:z003a
Feh 20, 2009 1:44:04 AM CompositeTesk [1.0] gggLnanBrnker bpel: 20037

BPEL process service engine faults identified as recoverable can be recovered.

3. Select faults for recovery using one of the following options. As with fault
recovery at the SOA Infrastructure level, SOA composite application level, and
Oracle Mediator service component level, you can perform single fault recovery,
bulk fault recovery, and recovery of all faults. See Step 4 of Section 12.1,
"Recovering from BPEL Process Service Component Faults" for instructions on
selecting faults to perform these types of recovery.
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Note: In most cases, fault policy actions are automatically executed.
The only exception is if you defined a fault policy that uses the action
ora-human-intervention. This action creates a recoverable fault
that can be recovered from Oracle Enterprise Manager Fusion
Middleware Control Console.

4. Select an action from the Recovery Action list.

Action Description

Retry Retries the instance with an option to provide a retry success action. An
example of a scenario in which to use this recovery action is when the
fault occurred because the service provider was not reachable due to a
network error. The network error is now resolved.

Abort Aborts the entire instance.
Replay Replays the entire scope again in which the fault occurred.
Rethrow Rethrows the current fault. BPEL fault handlers (catch branches) are

used to handle the fault. By default, all exceptions are caught by the
fault management framework unless an explicit rethrow fault policy is
provided.

Continue Ignores the fault and continues processing (marks the faulting activity
as a success).

5. Perform the following additional monitoring tasks from within the faults table:

a. Click the Show only recoverable faults check box to only display faults from
which you can recover.

b. From the Fault Type list, select to display all faults, system faults, business
faults, or OWSM faults in the faults table. Click the Help icon for a description
of these fault types.

c. From the View list, select Columns > Fault ID to display the fault IDs for each
error message. The fault ID is automatically generated and uniquely identifies
a fault. The fault ID also displays when you click an error message.

d. Inthe Composite column, click a specific SOA composite application to access
its home page.

e. Inthe Component column, click a specific service component to access its
home page.

f. Inthe Component Instance ID column, click a specific service component ID
to access task details about the instance (for example, the current state of a
task). Note that rejected messages do not have a component instance ID.

For more information, see the following sections:
»  Section 1.4.3.1, "Understanding Fault Recovery" for conceptual details about faults

= Section 8.5.1, "Examples of Fault Recovery for BPEL Processes"

12.4 Performing BPEL Process Service Engine Message Recovery

You can perform a manual recovery of undelivered invoke or callback messages due to
a transaction rollback in the process instance. Recovery of invoke messages applies to
asynchronous BPEL processes only. Synchronous BPEL processes return an error to the
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calling client and are not recoverable from this page. Recoverable activities are
activities that failed and can be recovered. For example, if you are using the file
adapter to initiate an asynchronous BPEL process and your system crashes while the
instance is processing, you can manually perform recovery when the server restarts to
ensure that all message records are recovered.

To perform BPEL process service engine message recovery:

1. Access this page through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

1. Select Service Engines > BPEL. 1. Right-click soa-infra.
2. Select Service Engines > BPEL.

2. C(Click Recovery.
The Recovery page displays the following details:

= A utility for searching for a specific message failure by specifying a criteria
and clicking Search. Click the Help icon for details.

»  Message failure in the service engine, including the conversation ID, whether
you can recover from the message failure, the service component and
composite application in which the failure occurred, and the time at which the
fault occurred.

¢ soa-infra@ Logged in as weblogic|

E SO8 Infrastructure - Page Refreshed Feb 20, 2009 12:43:15 PM PST (@]
S04 Infrastruckure Home = BPEL Engine Home

dgb BPEL Engine (Service Engine) (f Related Links «

Dashboard | Statistics | Instances | Faults | Deployed Components Recover}"

If a message is marked as Recoverable, vou can recover or cancel it, You can recover or cancel multiple messages in a batch, Select the messages wou wank to
recover or cancel and click the appropriake button,
P

=Search 3
Type | Invoke W Composite
Curation | All times W Component

Message State | Undelivered  »
Seatch || Reset

Seleck v View » Recover | Mark Cancelled

Conversation ID Recover... Compaonent Carmposite Time
1235057191585 ? Recover... rgga.C'tutuJLoanProu:ess AukoloanComposite [1.0] Feb 19, 2009 2:16:44 AM
1234784124960 3 Recover.., I533RecoveryFlm-\l RecoverylnitTest [1.0] Feb 16, 2009 3:35:44 AM

3. Select a fault in the table.

4. Select one of the following options:
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Action Description

Recover Retries the message in which the fault occurred.

If an asynchronous BPEL process encounters a transaction rollback
scenario because of any underlying exception error, it rolls back to the last
dehydration activity. If this is a new instance, and a receive activity was
the first dehydration activity, the BPEL process service engine creates a
recoverable invoke. When you click Recover to recover the invoke, the
service engine creates a new instance. This instance may run to
completion with no exception error. However, you continue to see the
older instance identified as faulted.

Mark Cancelled Marks the message so it is never delivered.

Once a message is submitted for recovery, the BPEL process service engine may
take time to complete the action. This typically takes less than several seconds.
During this time, the message remains visible in the Recovery page. Duplicate
attempts to recover the same message in that period are ignored. Refresh the page
every few seconds to receive the latest recovery status.

Note: If you define a fault policy in a BPEL process with an
ora-retry action and a fault occurs, the BPEL process attempts to
recover from the fault the number of times you specified with the
retryCount parameter. After this, the process continues to be in a
running state. The status of an activity in the process that has not
completed (such as an invoke or receive) shows as pending a manual
recovery. This is the expected behavior.

12.5 Disabling BPEL Monitors and Sensors

By default, BPEL sensors defined in SOA composite applications are enabled. You can
disable all BPEL sensors (variable, fault, and activity) at the following levels:

= At the BPEL service engine level (defined for all the BPEL components across all
deployed SOA composite applications).

= At the SOA composite application level (applies to all BPEL sensors defined for all
BPEL components that comprise the composite). The service engine level setting
takes precedence when sensors are disabled (that is, the composite level setting for
enabling and disabling BPEL sensors has no impact if the global service engine
level setting is disabled). If the global service engine level setting is enabled (the
default setting), you can enable or disable BPEL sensors at the composite level.

You can also disable BPEL monitors, which are used to capture BPEL process metrics
that are sent to Oracle BAM Server, and then used for analysis and graphic display.

Disabling sensors means that sensor values are not captured during run time. This
results in the values not being displayed in the Sensor Values page of the BPEL audit
trail.

You cannot enable or disable BPEL sensors at the service component level.
To disable BPEL monitors and sensors at the service engine level:

1. Access the BPEL Service Engine Properties page by following the steps in
Section 10.1, "Configuring BPEL Process Service Engine Properties.”

2. Select the Disable BPEL Monitors and Sensors check box.This action enables the
BPEL engine to disable all calls to sensors.
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3. Click Apply.
To disable BPEL monitors and sensors at the SOA composite application level:

1. Go to the home page of the SOA composite application in which you want to
disable monitors and sensors.

2. From the Settings menu, select Enable/Disable BPEL Monitors and Sensors. This
selection only displays for composites that have a BPEL service component,
regardless of whether that component includes sensors.

¢ HelloworkflowComposite [1.0] @ Logged in as weblogic|
o3 504 Composite + Page Refreshed Oct 10, 2009 2:21:06 PM PDT 0
Running Instances O | Total 2 | Active | Retire ... Shuk Do, Test Settings.., « g, (ﬁ Related Links +
Dashboard | Instances | Faults and Rejected Messages | Unit Tesks | Policies Composite Audit Level: Inherit »
,-'é) Payload Yalidation: Inherit 3
Enable/Disable BPEL Monitors and Sensors
EIRecent Instances

3. If sensors are enabled at the BPEL process service engine level, the current setting

for sensors at the SOA composite application level indicates which confirmation
message displays next.

a. If monitors and sensors are enabled at the composite level, you are prompted
to confirm to disable all BPEL monitors and sensors defined for all BPEL
components that comprise the selected composite.

b. If monitors and sensors are disabled at the composite level, you are prompted
to confirm to enable all BPEL monitors and sensors defined for all BPEL
components that comprise the selected composite.

4. If monitors and sensors are disabled at the BPEL process service engine level, then
an inline message is displayed indicating that you cannot modify the monitor and
sensor values. The current setting for monitors and sensors at the composite level
is not shown in this case.

For more information about BPEL monitors, see Oracle Fusion Middleware Developer’s
Guide for Oracle SOA Suite.
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Part VI

Administering Oracle Mediator Service
Components and Engines

This part describes how to administer Oracle Mediator service components and
engines.

This part includes the following chapters:

»  Chapter 13, "Configuring Oracle Mediator Service Components and Engines"
»  Chapter 14, "Monitoring Oracle Mediator Service Components and Engines"
»  Chapter 15, "Managing Oracle Mediator Service Components and Engines"

s Chapter 16, "Resequencing Messages"

»  Chapter 17, "Managing Cross-References"






13

Configuring Oracle Mediator Service
Components and Engines

This chapter describes how to configure Oracle Mediator (Mediator) service
components and service engines.

This chapter includes the following topics:

= Section 13.1, "Introduction to Configuring Oracle Mediator"

= Section 13.2, "Configuring Audit-Level Flags"

= Section 13.3, "Configuring Metrics-Level Flag"

= Section 13.4, "Configuring Parameters for Parallel Infrastructure”

= Section 13.5, "Configuring Parameters for Error/Retry Infrastructure”

= Section 13.6, "Configuring Parameters for Heartbeat Framework"

13.1 Introduction to Configuring Oracle Mediator

You can configure the properties of Mediator Service Engine by setting the parameters
mentioned in this chapter. These parameters can be set in the following ways:

= By setting the values of the parameters in the Mediator Service Engine Properties
page:
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Perform the following steps to display the Mediator Service Engine Properties
page:
1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select SOA Administration and then
Mediator Properties.

= By setting the values of the parameters in an MBean browser:
Perform the following steps to set the values in an MBean browser:

1. From the SOA Infrastructure menu, select Administration and then System
MBean Browser

The System MBean Browser page is displayed.

2. Expand the node oracle.as.soainfra.config in the left pane (below the page
title).

The Server:soa_serverl node is displayed.
3. Expand the Server:soa_serverl node.
The MediatorConfig node is displayed.
4. Expand the MediatorConfig node.
The mediator MBean is displayed.
5. Click the mediator MBean.
The properties of the MBean are displayed on the right pane.
6. Change the value of the properties and click Apply.

Note: You do not need to restart the server for changing these
properties.
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13.2 Configuring Audit-Level Flags

You can configure the Mediator-specific auditLevel flag for audit levels. The value
of this flag overrides the value of the global SOA infrastructure audit-level flag. The
possible values of this flag are:

Of £ - Switches off auditing of Mediator. Composite instance tracking and payload
tracking information are not collected.

Inherit - Level of audit is the same as the SOA infrastructure. This setting
enables the Mediator audit level to automatically change, when the global setting
is changed. Setting a different audit level tracking, for this page, overrides the
tracking set at the SOA Infrastructure level.

Production - All events are logged. All audit details, except the details of assign
activities, are logged. Instance tracking information is collected, but payload
details are not captured and these details are not available in the flow audit trails.
This level is optimal for most typical operations and testing.

Development - All events and all audit details are logged. In addition, payload
details are captured and are available in the flow audit trails. This level is useful
for debugging purposes, but may impact performance.

The default value of this flag is Inherit.

Note: Audit levels were known as instance tracking levels in the
Oracle Application Server 10g releases.

13.3 Configuring Metrics-Level Flag

You can set the Mediator-specific flag metricsLevel for configuring the Dynamic
Monitoring Service (DMS) metrics level. DMS metrics are used to measure the
performance of application components. The possible values of this flag are:

Enabled - Enables DMS metrics tracking
Disabled - Disables DMS metrics tracking

13.4 Configuring Parameters for Parallel Infrastructure

You can configure the parallel infrastructure by setting the following parameters:

ParallelWorkerThreadCount - Specifies the number of parallel dispatchers
for message processing. Increase this parameter to increase the number of
outbound threads for parallel processing.

ParallelMaxRowsRetrieved - Specifies the number of rows retrieved per
iteration for parallel processing. You can set the value of this parameter to 50 to
100 times of the ParallelWorkerThreadCount parameter, depending on the
memory consumption limit.

Note: A large value for the ParallelMaxRowsRetrieved
parameter can result in memory exhaustion.

ParallelLockerThreadSleep - Specifies the idle time between two successive
iterations for retrieving rows, when there is no message for parallel processing.
The time is measured in seconds.
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13.5 Configuring Parameters for Error/Retry Infrastructure
You can configure the error/retry infrastructure by setting the following parameter:

» ErrorLockerThreadSleep - Specifies the idle time between two successive
iterations for retrieving errored out messages, when there is no errored out
message from parallel processing. The time is measured in seconds.

13.6 Configuring Parameters for Heartbeat Framework

The heartbeat infrastructure is a part of the Mediator Service Engine and is used to
detect the absence of a Mediator Service Engine instance due to failure or shutdown of
a node. The heartbeat infrastructure creates a unique identifier for each instance of the
Mediator Service Engine and performs the necessary house-keeping tasks, if a
Mediator Service Engine fails. The heartbeat infrastructure consists of a heartbeat
thread. The heartbeat thread periodically updates the time stamp associated with each
Mediator Service Engine's unique identifier. By updating the time stamp associated
with it, a Mediator Service Engine announces its presence to the other Mediator
Service Engines. The heartbeat thread also checks if there are unique identifiers that
have not been updated for a particular period of time. You can configure the heartbeat
Framework by setting the following parameters:

s ContainerIdLeaseRefresh - Specifies the time interval at which the heartbeat
thread periodically updates the time stamp associated with each Mediator Service
Engine's unique identifier.

Note:

s The default value of the ContainerIdLeaseRefresh parameter
is 60 seconds.

= In case of unplanned outages, you must wait as much time as
specified as the ContainerIdLeaseRefresh interval, after
restarting the server. The server requires this much time to
complete the instances still in the running state.

s ContainerIdLeaseTimeout - Specifies the time interval at which the heartbeat
thread periodically checks if there are unique identifiers that have not been
updated for a particular period of time.

By configuring these parameters, you can specify the period used by the heartbeat
thread to detect the failure of a Mediator Service Engine.

Note:

»  The default value of the ContainerIdLeaseRefresh parameter
is 60 seconds.

= In case of unplanned outages, you must wait as much time as
specified as the ContainerIdLeaseRefresh interval, after
restarting the server. The server needs this much time to complete
the instances still in the running state.
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Monitoring Oracle Mediator Service
Components and Engines

This chapter describes how to monitor Oracle Mediator (Mediator) service
components and engines.

This chapter includes the following topics:
= Section 14.1, "Monitoring Mediator Service Components"

»s  Section 14.2, "Monitoring Mediator Service Engine"

14.1 Monitoring Mediator Service Components

This section describes how to monitor Mediator components. It contains the following
topics:

= Section 14.1.1, "Monitoring Instance Statistics"

= Section 14.1.2, "Monitoring Routing Statistics"

14.1.1 Monitoring Instance Statistics

You can use the Dashboard tab of the Mediator Component Home page to view the
instance summary, recent instances list, and instance per minute data.

To view the instance statistics of a Mediator component:
1. Open the Mediator Component Home page.
2. Click Dashboard.

3. View the Recent Instances and Instance Rate Per Min sections.

Note: To view the Instance Rate Per Min section, you may have to
expand the panel by clicking on the plus (+) icon appearing to the left
of the section title.

=IRecent Instances
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14.1.1.1 About the Instance Information Sections in the Dashboard Tab
This section describes the instance information sections in the Dashboard tab.

Recent Instances

The Recent Instances section provides the following information about the recent
Mediator component instances:

Instance ID - The unique instance ID of a specific Mediator component instance.

State - The state of the specific Mediator component instance. It has the following
values: Stale, Terminated by user, Faulted, Suspended, Completed
successfully, Recovery required, and Running.

- Stale - Composite, for which this Mediator instance was created, is
undeployed.

- Terminated by User - The instance was aborted manually through Enterprise
Manager, or automatically by a fault policy.

— Faulted - Instance is faulted and cannot be recovered.

- Completed successfully - Everything is fine with this instance and it ran
successfully.

- Recovery required - Instance is faulted and can be recovered through Oracle
Enterprise Manager manually.

For more information about recovering a fault, refer to Section 15.2,
"Managing Mediator Faults".

- Running - One or more routing rules of the Mediator component are still
running.

Start Date - The date when the specific Mediator component instance was started.

Last Modified Date - The date when the specific Mediator component instance was
modified for the last time.

Source - The operation or event that triggered the Mediator component.

Logs - The location of the Log file that has the log message related to the Mediator
component instance.

This section provides information only about recent instances. To view all instances of
a component, click Instances or Show All on Dashboard tab to navigate to the
Instances tab. To view only those instances that are in running state, select Show Only
Running Instances.

The Instances tab of the Mediator Component Home page enables you to search for a
Mediator Component instance or view a Mediator Component instance based on the
criteria specified.
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Recent Faults

The Recent Faults section provides the following information about the recent faults
that occurred while executing the Mediator component:

Error Message - The detailed error message associated with the faulted instance.

Recovery - Identifies whether the fault is recoverable or not. If a fault is marked as
recoverable, you can select it and choose a recovery action from the Recovery
Actions list. You can also click Recover for that fault to access more recovery
options at the component instance level.

Fault Time - The time when the specific fault occurred in the specific Mediator
component instance.

Component Instance ID - The unique instance ID of a specific Mediator
component instance.

Case - The routing source case, where the fault occurred.

Logs - The log location that has the log message related to the fault. Click this link
to find more details about the fault and potential causes of the fault.

This section provides information only about recent faults. To view all faults of a
component, click Faults or Show All on Dashboard tab to navigate to the Faults tab. If
you want to view only the faults caused by a system error, then click Show only
system faults. System faults are related to system failure issues, such as a database or
network being inaccessible.

The Faults tab of the Mediator Component Home page enables you to search for faults
based on the specified criteria and to recover or abort multiple faults.
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For more details about the information available on Faults tab, refer to Section 15.2,
"Managing Mediator Faults".

Routing Statistics

Routing Statistics section enables you to view the routing data of a source operation or
subscribed event. For more information, refer to Section 14.1.2, "Monitoring Routing
Statistics".

Instance Rate Per Min Section

The Instance Rate per Min (Realtime Data) section provides information about the
execution rate of the Mediator instances per minute. This section displays a graph that
shows real-time data for successful, faulted, and incoming instances in the last five
minutes.

You can have a tabular view of the instance rate for last five minutes by clicking Table
View.

References

The References section provides information about the references used by the
Mediator component and any recent faults:

= Name - The name of the references associated with the Mediator component.
= Faults - The number of faults for this reference.
= Message Count - Total number of times this reference was invoked.

= Average Response Time - The average Processing time in milliseconds for the
reference.

14.1.2 Monitoring Routing Statistics

You can use the Routing Statistics section of the Dashboard tab in the Mediator
Component Home page to view the routing data of a source operation or subscribed
event.

To view the routing statistics of a Mediator component:

1. Open the Mediator Component Home page.
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5. View the routing statistics for all targets in the Route Target table.

The Route Target section under the Routing Statistics section enables you to view
statistics of the target routes of the Mediator component. This section provides the
following information about a Mediator component instance:

= Name - The name of the Route Target of the Mediator component.
s Error - The number of errors that occurred during routing.

= Average Processing Time - The average processing time for the instances of the
specific Mediator component. This field has two subfields, Success and Failure.
The Success subfield shows the average processing time for the instances of the
specific Mediator component that executed successfully. The Failure subfield
shows the average processing time for the instances of the specific Mediator
component that failed to execute successfully.

= Average Invocation Time - The average Invocation Time for the instances of the
specific Mediator Component.

14.1.2.1 What You May Need to Know About Monitoring Routing Statistics

The Routing Statistics section provides the following information about the routing
source and its various targets:

= Number of successfully processed messages

= Average processing time for successful messages
= Number of faulted messages

= Average processing time for faulted messages

= Number of incoming messages
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14.2 Monitoring Mediator Service Engine

You can assess the efficiency level of the Mediator Service Engine by monitoring the
request breakdown statistics.

14.2.1 Monitoring Request Breakdown Statistics

To view the request breakdown statistics of the currently deployed Mediator
components:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select Service Engines and then Mediator.
The Mediator Service Engine Home page is displayed.

3. Click the Statistics tab.

4. View the Request Breakdown statistics.
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508 Infrastructire Home > Mediator Engine Home
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14.2.1.1 What You May Need to Know About Request Breakdown Statistics

The Request Breakdown section provides information about the count and the average
time taken for processing the following actions:

= Invoke One Way - One-way invocations from Mediator Service Engine.
» Transformation - Transforming messages in Mediator Service Engine.

»  Enqueue - Dehydrating messages for parallel routing rules.

Note: Dehydrating of messages means storing the incoming
messages in database for parallel routing rules, so that they can be
processed later by worker threads.

= Invoke - Request-response invocations from Mediator Service Engine.
= Publish - Publishing events from Mediator Service Engine.
= Condition Evaluation - Filter conditions evaluation by Medjiator.

= Validation - Message validations by Mediator Service Engine.

14-6 Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle BPM Suite



15

Managing Oracle Mediator Service
Components and Engines

This chapter describes how to manage Oracle Mediator (Mediator) service components
and engines.

This chapter includes the following topics:

= Section 15.1, "Viewing the Deployed Medjiator Service Components"
= Section 15.2, "Managing Mediator Faults"

ms  Section 15.3, "Managing Mediator Policies"

15.1 Viewing the Deployed Mediator Service Components

The Deployed Components tab of the Mediator Service Engine Home page enables to
search for the Mediator Components of a composite application or view the Mediator
Components of a composite application, based on the criteria specified.

To manage deployed Mediator service components:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select Service Engines and then Mediator.
3. C(Click Deployed Components.
4

View details about all Mediator service components currently deployed in SOA
composite applications.

5. Use the Search section to search for and display specific deployed Mediator
service components.
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15.1.1 What You May Need to Know About the Information in the Deployed
Components Tab

The Deployed Components tab of the Mediator Service Engine Home page provides
the following information about deployed components:

= Name - The name of the component. You can click the component name to access
its home page.

s Composite - The name of the composite application. You can click the composite
name to access its home page.

»  Status - The status of the component, whether it is up or down.
= Total Instances - The number of total instances.

= Running Instances - The number of running instances.

s Recoverable Instances - The number of recoverable instances.

»  Non Recoverable Instances - The number of nonrecoverable instances.

15.2 Managing Mediator Faults

To manage Mediator faults:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select Service Engines and then Mediator.
3. Click Faults.
4

View details about all faults in Mediator service components.
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Use the Search section to search for and display specific faults in Mediator service
components. If you do not specify a search criterion, all faults are displayed in the
Faults table. Specify a search criterion and click Search to see the updated results.

If a fault is marked as recoverable, you can select it and choose a recovery action
from the Recovery Actions list.

You can also recover multiple faults as a batch. To select multiple faults, press
Shift+Click or Control+Click on the rows in the Faults table. Then, select a
recovery action from the Recovery Actions list. Note that in this case, only the
common actions applicable to all selected faults are available.

Click Error Message and then Recover Now....
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rased

Dwrectory rieracton peramater or joa bnding property has an nvald value "fimpfsend”, ", The nvoked 304 scapter & resouroe
EucEnton. Pleste soamine e sho eﬁawwtufmsemarmw

Thlnnnanmnﬂwm Raeovens bier._|
o

TS TTTINET. EXLEpr | DU B S ¥y W TP Cor Y LA Lo T e

o-.wnﬂn dhuring invecation of JCA bindrg: JCAEN  FRecover...

[ R 2 rroked, Exception conre: E Frecover...

&) Exvcepron o0 wias Frooked,, ExtepSion conure F L
st nsribael v, aeramied by i Y —

The Faults tab of the Mediator Instance Details page of the specific Mediator
component instance, where the fault occurred, is displayed.

This page can also be displayed by clicking Recovery column of a fault.
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Flow Trace > instance of FlelnTeFleQut

<ZInstance Details of FileInToFileOut @
mmmmmmwm@l

Dists Rafrashac 18 Mar, 2009 2:11:56 pM POT L)

Instance I mediator FCSSATEO0FDI 1 1DEAF 2 FEDSSTEABTAID
Started 13 Mar, 2009 6:33:06 AM
AudtTral | Faults

This page lists al fauits that have eccurred in this component instance., [F a fault is marked as Recoverable, you can select it and chosse a recovery sction from the st
Tht sction reruns th instance and attempts to recoves from the fault,

Message Recovery

Time Casz
EPExcenton occured whin bindng vt in & Recrveratie

13 Mar, 2009 §:33:06 AM  FleOut.Write

8. Select the fault by clicking Message. The details of the fault are displayed in the
lower pane.

Flow Trace = Instance of FieinToFleOut

<“%Instance Details of FileInToFileQut
This page comper @

Dt Fosfreshed 18 Mar, 2008 2121156 P4 FOTE 3

Instance [0 mediatorTCS9ATE00FD31 LDEAFZTEDSSTEARTA1D
Started 13 Mar, 20009 6:33:06 AM
AudtTral | Faults

This page ksts al faults that have ocowted in this component irdtance. If a fault i marked a8 Recoverable, you can select it and choose a fecovery action from the kst. This sction reruns the irdhe fault,

@ JCAMM ecute of Rel Wity mvﬁm ha: B uouﬂnmw :m":.‘-’a"&’.f‘ u D g Cm-:
" ﬁ = erence £l e el

Fault 10 MORABEEOOFDE1 IDEAF2TEDSSPEARTS 1D Sl A

Fault Time 13 Mar, 2009 6:33:06 AM

System Fault

!meunmom:;dmbrﬁmmstwdud Exceplion cooured during imvocation of JCA binding: "JCA Binding execute of Reference
oparaion Wite” faled due to: Irveaid Output Drectory, Invald Output Drectory, mmmﬁuhme!WLm
Direciory inderaction pacameter or jca binding property has an irmvald value *fimpfsend”, *. The invoked JCA adapber raised a nesource
aception, Please examing the above mor message carefuly to determing a resokition,

This fault can be recovered. To recover, select this fault in the table and chooze & recovery sction fom the recovery panel, —

R.cnwtrl'anltlCMmFDBl!BEH’J?ED‘SS?[AB?IlD

Modfy the varisble information ane of the avadabl actons.

Reiry Abart
Resubmit Location  Request

Payload Pact Sender

Payload | <Sender xming=hitp: |jwwev.oradk. comiCustomer ">
<id sy =™ > 500 < id >
<name saminss"™ >name 2< fname =
<k wrlng ="
<streetsstrestl</seets
<ty >dky4< ity >
astatesstateSejstate >
G fTp
< ndde>
= i

B

9. Click Retry or Abort based on your need.

10. To confirm your action, click Yes on the Confirmation dialog as shown in the
following figure:
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Flow Trace > Instance of FleinToFleCut

ﬁlnstance Details of FileInToFileOut ©@
The page chowe Madator companent instance detads_ ()

Duta Rufrethael 15 Mar, 2005 221555 DM POTs,

Instance I mediator:7CS9ATE00FD3 1 LDEAF 27EDSSTEABTA1D
Started 13 Mar, 2005 6:33:06 AM
sudtTral | Faults

Thes page lists all faults that have ooourmed in this component instance. £ a fault is marked a5 Recoverable, you cx kst. Ths action reruns the instance and attempts to recover from: the faull.

MEsEage RECsvary

Tme Cace
{¥Exception occured when binding s i & Recoversble

13Mar, 2005 6:33:06 AM | FileOut.Wiite:

@ confimation

Do you want to retry the selected faults? -

| This will resubmit all the selected faults for recovery.
| [z | 1 Bty | | dbort
Resubmit Locabon  Reguest = ———_—

Payiosd Part Sender [_\ﬂ
Fayload

Recover Fault-FC GABEG0OFDI1 1DEAF2 FEDSSTEARTA1D
Modify the variable information and choose one of the avalable recovery actions

<Sander b= hitp: v orsde. com Customer "> -

<id wming =" 500-< id =

<riame wring s~ 3 name2 < fame >

<cdr xming ™"
Calrestsatreetlc fareat>
ity ity < foky >
tnbesetaie S fotate s
<EpE<p

< e >

You will get the following Information dialog that displays the status of the
recovery action.

Flow Trace > Instance of FisinToFleOut

‘G’glnstanoe Details of FilelnToFi!eQul@
Thes page shaws Medator component instance detals,

Daka Rafreshed 15 Mar, 2003 2:21:56 FM POTE)

Instance [0 mediator:7C59A7600FD31 1DEAF2TEDSSTEABTA1D
:D Information [ Started 13 Mar, 2009 &33:06 AM
AudtTral | Faults
| The recover action completed successfilly

Thes page kst al faults that have eooured in this componar [his action reruns the instance and attempts W recover from the falt,

Message REcovery

Time Case
@Exception acoured when binding was in | § Recoverable

13 Mar, 2009 5:33:06 AM  FleOut. Write

=

15.2.1 What You May Need to Know About the Information in the Faults Tab

The Faults tab of the Mediator Service Engine Home page requires the following
information about faults to perform a search:

»  Error Message Contains - A complete or partial error message.

s Fault ID - The automatically generated fault ID that uniquely identifies a fault.
»  Fault Time from - The date at which to begin the search for faults.

=  Fault Time to - The date at which to end the search for faults.

= Composite Instance ID - The exact ID of the instance in which the SOA composite
application fault occurred.

s Component Instance ID - The exact ID of the component instance.

You can customize the display of searched faults by specifying the following options:
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= Show Only Recoverable Faults - Enables you to view only those faults, on which
you can perform recovery actions.

s Fault Type - Type of the fault. A fault can be of the following types:

— Business faults - These faults are application-specific faults that are generated
when there is a problem with the information being processed. For example,
when a social security number is not found in the database.

— System faults - These faults are related to system failure issues, such as a
database or network being inaccessible.

— Oracle Web Services Manager (OWSM) policy faults - These faults are
generated during failure of an attached policy.

The Faults tab of the Mediator Service Engine Home page provides the following
information about faults:

s Fault ID - The ID of the fault. This number is automatically generated and
uniquely identifies a fault. This column does not automatically display in this
table. To display this column, select Columns, then Fault ID from the View menu.
The fault ID also displays when you click an error message.

= Error Message - The error messages of faults occurring in the service engine. You
can click an error message to display complete information about the fault.

= Recovery - Identifies if a specific fault is recoverable. If a fault is marked as
recoverable, you can select it and choose a recovery action from the Recovery
Actions list.

s Fault Time - The time at which the fault occurred.

s Composite - The SOA composite application in which the fault occurred. You can
click this link to access the composite home page.

s Component - The Mediator service component in which the fault occurred. You
can click this link to access the component home page.

s Component Instance ID - The instance ID of the service component in which the
fault occurred.

s Case - Specifies whether the fault is a business fault, a system fault, or an error.

= Logs - You can click this link to access log files describing the fault.

15.3 Managing Mediator Policies

Oracle Fusion Middleware uses a policy-based model to manage Web services. Policies
apply behavioral requirements to the delivery of messages.

To manage Mediator policies:
1. Open the Mediator Component Home page.
2. Click Policies.

3. View the policies attached to a Mediator component.
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a_ﬂsclhconmﬁtg -
TestResubmit [2.0] > FlslnToFieOut
‘?E FileInToFileOut (Medator Compenent)®

Page Rsfreshad 15 Mar, 2006 2:03:31 P8 pOT L0

&P Relatad Links v
Dashboard | Instances | Faults | Policies
Yiou can view and manage the st of polices attached to this companent. Click 'AttachDetach’ to update the list of attached polides. gi?}
View > [§ Attach/Detach
Policy Reference Security Viclations
Pobcy Name Category Total Vislations
ok Status Authenteation Autherization Confidentaity Integrity

Ho polides attached.

4. Click Attach/Detach to attach or detach a policy.

The Attach/Detach Policies page is displayed. All the attached policies are

displayed in the upper pane and all the policies available to be attached are
displayed in the lower pane.

Attach/Detach Policies(TestResubmit/ 2.0/ Component/FileInToFileOut) | oK Validate = | Cancel |
Attached Policies
view Ful
Name Category Enabled Description Description
oradeflog_policy Management o This policy causes the reg... (%]
2 Attach ¥ Detach
Available Policies
Search Category = Al B
View Ful
Name Category Enabled Description Dot
orace fcomponent_authorization_denyall_pelicy Security v This policy is a spedial ¢... b
oracle fcomponent_authorization_permitall_policy Sequrity o Thispobcy is a spedal c... =]
oradefcomponent_penmission_authoriza tion_pobcy Seaunity o This policy is a spedal c... e

5. Click a policy in the lower pane to select it and click Attach to attach it to the

Mediator component. Click a policy to in the upper pane to select it and click
Detach to detach it from the Mediator component.

15.3.1 What You May Need to Know About the Information in the Policies Tab

The Policies tab of the Mediator Component Home page provides the following
information about a Mediator component instance:

Policy Name - The name of the policy.

Policy Reference Status - The policy status. It can be either enabled or disabled.
Disabling a policy temporarily turns it off without detaching it.

Category - The category of the policy. It has the following values: Management,
Reliable Messaging, MTOM Attachments, Security, and WS Addressing.

Total Violations - The total number of violations since the SOA Infrastructure was
restarted.

Security Violation - The number of violations in each category. Category can have
the following values: Authentication, Authorization, Confidentiality, and Integrity.
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Resequencing Messages

A Resequencer is used to rearrange a stream of related but out-of-sequence messages
back into order. It sequences the incoming messages that arrive in a random order and
then send them to the target services in an orderly manner.

For more information about Resequencers, refer to Oracle Fusion Middleware
Developer's Guide for Oracle SOA Suite.

This chapter includes the following topics:
= Section 16.1, "Configuring Resequenced Messages"

= Section 16.2, "Monitoring Resequenced Messages"

16.1 Configuring Resequenced Messages
For resequencing messages, you must perform the following tasks:
= Configure the worker thread count
= Configure the maximum number of groups that can be locked by a thread

= Configure the sleep interval and the maximum number of messages retrieved in
one iteration

You can achieve this by setting the value of the following properties in the Mediator
Service Engine Properties page:

m ResequencerWorkerThreadCount

m ResequencerMaxGroupsLocked

n ResequencerMaxMessagesRetrieved
m ResequencerLockerThreadSleep

You can also configure these properties by setting the values of the parameters in an
MBean browser. For more information, see Chapter 13, "Configuring Oracle Mediator
Service Components and Engines".

16.2 Monitoring Resequenced Messages
You can monitor the resequenced messages from the following pages:
= Section 16.2.1, "Mediator Component Home Page"

m  Section 16.2.2, "Mediator Instance Window"
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16.2.1 Mediator Component Home Page

You can use the following tabs of the Mediator Component Home page for monitoring
resequenced messages:

s Section 16.2.1.1, "Dashboard Tab"
s Section 16.2.1.2, "Instances Tab"
s Section 16.2.1.3, "Faults Tab"

16.2.1.1 Dashboard Tab

The Dashboard tab of the Mediator Component Home page has one additional
column, Group, in the Recent Instances and Recent Faults tables. This field contains
the group ID of the resequenced messages. If you click the group ID for a row, then a
message window pops up with details of the group. For more information on this
message window, refer to Section 16.2.1.4, "Mediator Resequencing Group Dialog" and
for more information on the Dashboard tab, refer to Section 14.1.1, "Monitoring
Instance Statistics".

16.2.1.2 Instances Tab

The Instances tab of the Mediator Component Home page provides an additional field,
Resequencing Group, to search for a Mediator Component instance, while specifying
a search criterion. The Instances table that displays information of Mediator
component instances that match the search criteria, provides one additional column,
Group. This field contains the group ID of the resequenced messages. If you click the
group ID for a row, then a message window pops up with details of the group. For
more information on this message window, refer to Section 16.2.1.4, "Mediator
Resequencing Group Dialog" and for more information on the Instances tab, refer to
Section 14.1.1, "Monitoring Instance Statistics".

FifoDemo [1.0] > Mediator 1
%8 Mediator1 (Meditor Component/®

Dashboard | Instamces Fauts | Policies

The mediator coenpanent has Ressquencer functonalty added, which amables it ta have messages aut of syrme put back nte arder, Clok the Group ID far the statis of a ressquencng group.
=Search @

Modified Date To [y (UTC-08:00) LS Pacific Time
[ QUTC-08:00) US Paciic Time
[ (UTC-08:00) US Pacific Time  Resequendng Group
(B (UTC-08:00) US Pacific Time

Search Reset
Viesw w
Group Instance ID State Start Date & Last Modified Date Source Logs
sand medator:350930... ¥ Completed 6 Aug, 2009 11:35:33 PM 7 Aug, 2009 4:55:25 AM Eexecute B
san3 mediator:B0DESF. . ¥ Completed 6 Ausg, 2009 11:35:31PM B Aug, 2009 1:22:24 AM Ehenzats B
san2 mediator; FCBTHL, .. Termirated 6 Aug, 2009 11:35:24PM 6 Aug, 2009 11:35:34PM £ execute B
sanl medator6 386, @ Rere 6 AL, 2009 11:3444 PH 6 Aug, 2009 1L3454PM  heneaute B
gpl ... ¥ Completed 6 AUg, 2009 121201 AM 6 Aug, 2009 12:17:19 AM {3 execute B
orpi 33... ¥ Complated 5 Aug, 2009 12:11:55 AM & Aug, 2009 12:17:19 AM ) execute B
opl . ¥ Compieted 6 Aug, 2009 12:10:41 AM £ execute B
wpl . % Compiated 6 ALQ, 2009 12:10:35 AM 6 Aug, 2009 12:10:38 AM Ehexacute B
apl ... W Completed 6 Aug, 2009 12:10:14 AM 6 Aug, 2009 12:10:20 AM B evecute |

16.2.1.3 Faults Tab

The Faults tab of the Mediator Component Home page provides an additional field,
Resequencing Group, to search for a Mediator Component instance, while specifying
a search criterion. The Faults table that displays information of Mediator component
instances that match the search criteria, provides one additional column, Group. This
field contains the group ID of the resequenced messages. If you click the group ID for
a row, then a message window pops up with details of the group. For more
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information on this message window, refer to Section 16.2.1.4, "Mediator Resequencing
Group Dialog" and for more information on the Faults tab, refer to Section 15.2,
"Managing Mediator Faults".

FifoDemg [14] = Mediaterl
<3 Mediator] (Medat Component®
Dashboard | Instances | Faulls  Polces
1¥ a fauit is marked as Recoverable, you can select it and chosse a recovery action from the kst. Ths action reruns the instarce in which the fault ooourned and at
Eresctasing of B ather Bessages i the group thal wene suspended due 12 e M, To perfoer & Babdh necovery, sekect ruitgie Faults and choote 3 commen red
Search (@

s 1o recover fom . Recovenng 3 Fault in 3 medaioe resequencng group also Starts the .
v action, For ckdisonal revenery optons, chck the reczverabie ik for an indnidual fault,

[ (LC-08:00) U Pacc Time
B 1L7C-08:00) LS Pacifc Time

w  AlFats -

Recovery Fault Tine &% m Case Lo
& recove 6 deg, 2009 10: 3444 PM mediator:G4FI66,., FheOut... |

16.2.1.4 Mediator Resequencing Group Dialog

This section provides information about the Mediator Resequencing Group dialog. If
all the messages in a group are processed without any fault or time out interval, then
the Resequencing Group dialog displays that the group is working.

viel Mediator Resequencing Group: FedEx1

Mow processing the messages.
Gro P! g g

Thediatar: 14F e 10 Rurmning TR 18, 2009 213141 FH

mediatorEFZ2 10FADS Running Jun 16, 2009 2:29:17 PM
FedEx1 mediator: 14FECI10E Running Jun 15, 2009 3:25:50 PM
Fed mediator: BF210FA0E Running Jun 15, 2009 3:25:45 PM
FedE:1 mediator: 7E4ASDEDS Running Jun 15, 2009 3:21:15 PM
FedE:x1 mediatar; 7944 CE405 % Completed Jun 15, 2009 1:16:04 PM
UPs3 mediator:D7270B00E (B Suspen ded

The Mediator Resequencing Group dialog provides the following details about a
group:

= Specifies whether the group is timed-out or faulted

» Identifies the blocking message in the group

= Identifies the next message to be processed after the group is unlocked

= Shows the time after which the processing of the messages in the group stopped

= Provides the instruction text to unlock the group

When processing of messages in a group is suspended due to a fault or a timeout, the
Resequencing Group dialog provides information about the suspended group. The
processing of messages in a group may be suspended for the following two reasons:

s Group Is Faulted
s Group Is Timed-out
= Group Is Faulted Due to a System Error
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Group Is Faulted

A group is in the faulted state when one of its messages throws an error while it is
processed. The following information is displayed for a faulted group:

= The sequence ID of the faulted message

s The sequence ID of the next message to processed, along with its Mediator
Instance ID

Click Recover Now to access the Faults page of the Mediator Instance Details page to
perform single-fault recovery.

Mediator Resequencing Group: FedEx1
& Faulted: The processing of messages in this group is suspended due o a Fault,

Fault Time  Jun 15, 2009 1:16:27 PM
Faulted Sequence I 2
Mediator Instance  79A4CE4059FE11DEBFEADIE10455E24D

Mext Sequence ID To Process 3
Mediator Instance  7E4A43DEONS9FEL 1 DEEFEADSE 104556240

The processing of the messages in the group will resume from the next Sequence 1D

after the Faulked instance is recovered.

Recover the faulted instance: | Recover Now.,

Group Is Timed-out

A group is in the timed-out state when processing of the group stops while waiting for
an expected message. The following information is displayed for a timed-out group:

= The sequence ID of the last processed message

»  The sequence ID of the next message to be processed, along with its Mediator
Instance ID

Click Skip to unlock the group and start processing the next available instances in the
group.

Mediator Resequencing Group: UPS3
@ Timed Out: The processing of messages in this group is suspended due to a timeout,

Last Procesing Time  Jun 10, 2009 11:27:42 &M
Last Processed Sequence I 1
Mediator Instance  6639F25059AE305E90W2IET305U7 34FW

Mext Sequence ID To Process &
Mediator Instance  6B2D306059ABI0SEINW2IETI0SUTI4FW

To resume the processing of the messages in the group, wou musk skip to the next available
Sequence ID, Any messages with Sequence IDs bebween the Lask and the Mext will not be
processed.

Skip to the next available instance: | Skip

Group Is Faulted Due to a System Error

A group can be in a faulted state when processing of the group is suspended due to a
system error. This state is termed as a special case of a Faulted Group. This group is
not timed out and there is no faulted message for the group. The groups in this state
can be described as Errored Groups. The following information is displayed for an
Errored Group:

s The sequence ID of the last processed message

»  The sequence ID of the next message to be processed, along with its Mediator
Instance ID

Click Retry to unlock the group and start processing the next instances in the group.
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Mediator Resequencing Group: FedEx3

& Faulted: The processing of messages in this group is suspended due to an inkernal
system errar, Refer ko the logs For more details.

Last Processing Time  Mar 26, 2010 2:42:30 AM
Last Processed Sequence ID 1

Mediator Instance EOSZ9BE03SEE1 1DFIF4DASTIB7ZEICLZ

Mezk Sequence ID To Process 2
Mediator Instance BEZD3060S9AE305EA0W 2IETI0STI4FW

To resume the processing of messages, you must retry the group, Thre processing of the
messages will resume From a next Sequence ID,

Retry the message processing in the group: Retry !

16.2.2 Mediator Instance Window

The Faults tab of the Mediator Instance Details window provides the following
resequencer-specific information:

s Group ID of the resequenced message

= Operation performed on the resequenced message

Flow Trance > lratarce of Medater |

élnsrance Details of Mediatorl @
This i shows Medadar component istance detads. ()

Doaka Rnfrashad 10 Aug. 3009 J:ui-48 am 2T ()

Instance 1D meed 1BBBCCE
el 6 Aug, DO0% 113444 PH

AudtTrad | Faults

This puage kst al fudts that have ecared i tis compenent instance. [f 8 faultis marked as Recoverable, you can sebect it and choose 8 recowery action fram the Ist. Tris acton rerurs e instance and attempts to recover thom the fault. Recovering s fauitin
 mediabor starts the other messages i the group that were sspended due b e fault.

Groun Meszage Recovery Time Cperation Casz

sanl e reption ocnred when bindng was in & Recoverable 6 Aug, 2009 L 3-HPM  ensoite FleOut. Write

If you click on a fault message, the fault message window appears with details of the
fault. If you click Retry, then the Mediator Service Engine retries to process the
message. If you click Abort, then it aborts the faulted message, then unlocks the group,
and finally, resumes processing from the next message in the sequence.
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Flow Trace > Instance of Medater |

““ZInstance Detalls of Mediatorl @

Dt Risfrashad 1) Aish. 2009 105118 AM BOT L)

Instance 0 21m88cC8
Stated 6 Aug, 2009 11:34:44 PH

AudtTral | Faults

This page ksts all faults that have ecaun instance. [f a foultis marked ., You can sebect % and choose a necovery acson from the kst This action renuns the instance and atiempés tn recover from the fault. Recovering a faultin
a mediator P ng o the other the gr e 1o the fault.

o I MM;M&MMMMMI lﬂD\l’I;A - e oo

1CA aperation : . Inva Write
1 PN eumate FleOut.

Fadt I GASETEF0831C13DEEF ABAYTE 21B56CCH Sduc, 200 L1

Faudt Teve & Aug, 2009 11:3e84 004

System Fault = =

Busepton, f JCA binding: *JCa B
operation Write’ Eabed due to: ectory. Imakd O The the outpu 7
¥ par ar i value “fimpftest”, . The invoked JCA acapter rased & resource:

xrepton, P the above amor iy 5 determine & rescSon.

This fault can be recowered. To recover, select ths fault in the table and choose a recovery acton from the recoery panel. - .
Recower Fault: =
Hodfy fthe - ¥ actons.

| Rewy | | Abert
Aesubmit Locaton Request
Payisad Fart request

Paload | crs 1odata sminsins 1= Thitp: | feren. exampie. ong">
s Lagroupld >san 1< e Logroupld >
ores f:datax 001 < s fodatar
< s Lodata
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Managing Cross-References

Cross-references enable you to associate identifiers for equivalent entities created in
different applications. This chapter describes how to manage cross-references.

For more information about cross-references, refer to Oracle Fusion Middleware
Developer's Guide for Oracle SOA Suite.

This chapter includes the following topics:

= Section 17.1, "Deleting Cross-Reference Values"

17.1 Deleting Cross-Reference Values

You can use the Cross References page to select tables and columns from which you
want to delete the values.

To delete values from cross-reference tables and columns:

1. Open the SOA Infrastructure Home page.

2. From the SOA Infrastructure menu, select SOA Administration and then Cross
References.
The Cross References page is displayed.
Logged in as weblogic
{} soa-infra (crade 504 Infra) @

Page Refreshed Sep 24, 2008 50:24 AM PDT a

Cross References

'::’) Delete
Crass references enable vou to dynamically map values For equivalent entities created in different applications. Select cross reference values using
one of the following options, Click Delete to purge all selected values, This action permanently deletes the selected values from the database.,

Select Tables and Columns

£ all tables

% Select a table and columns

Tables trEsT
TEaT1 Columins | ] COLL
Mooz

Select Yalues
@ pll
' Marked for delete

' Updated between

3. In the Select Tables and Columns section, select one of the following options:

= All tables: To delete values from all tables.
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= Select a table and columns: To select either a specific table from which to
delete values, or to select one or more columns from a specific table from
which to delete values.

4. In the Select Values section, select one of the following options:
= All To delete all values from selected table and columns.

= Marked for delete: To delete only the values that have been marked for
deletion from the selected table and columns.

s Updated between: To delete values updated between a specific time periods.

5. If you select the Updated between option in Step 4, then you must enter a starting
date in the From field and an ending date in the To field.

6. Click Delete.
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Part VII

Administering Decision Service
Components and Business Rules Service

Engines

This part describes how to administer Decision Service components and Business
Rules service engines.

This part includes the following chapters:
= Chapter 18, "Configuring Business Rules Engine"
»  Chapter 19, "Monitoring Decision Service Components and Engines"

s Chapter 20, "Tracing Rule Execution in Fusion Middleware Control Console"
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Configuring Business Rules Engine

This chapter describes how to configure Business Rules Engines.
This chapter includes the following topics:

»  Section 18.1, "Configuring the Business Rules Engine"

18.1 Configuring the Business Rules Engine

The Business Rules Engine does not support any user level configuration. For
information on monitoring and managing Decision Service components that run on
Business Rules Engines, see Chapter 19, "Monitoring Decision Service Components
and Engines".
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Monitoring Decision Service Components

and Engines

This chapter describes how to monitor Decision Service Components. Decision Service
Components are also called Business Rules components in the Oracle Fusion
Middleware documentation.

This chapter includes the following topics:

Section 19.1, "Monitoring Business Rules Service Engine Instances and Faults"
Section 19.2, "Monitoring Business Rules Service Engine Statistics"

Section 19.3, "Monitoring Business Rules Service Engine Instances"

Section 19.4, "Monitoring Business Rules Service Engine Faults"

Section 19.5, "Monitoring Business Rules Service Engine Deployed Components"

Section 19.6, "Monitoring Decision Service Component Instances from a
Composite Application”

Section 19.7, "Monitoring Decision Service Component Logs"

19.1 Monitoring Business Rules Service Engine Instances and Faults

Using the Business Rules Engine home page Dashboard tab, you can monitor recent
instances and faults of Decision Service components running in the SOA
Infrastructure. These Decision Service components can be part of separate SOA
composite applications. Decision Service Components are also called Business Rules
components in the Oracle Fusion Middleware documentation.

1.

Access the Business Rules Engine home page through one of the following
options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
1. Select Service Engines > Business 1. Select soa-infra.
Rules.

2. Right-click and select Service Engines >
Business Rules.

Click Dashboard.

The Recent Instances area of the Dashboard tab displays recent instances of all
Decision Service components, including the instance ID of the Decision Service
component, the Decision Service component name, the SOA composite application
of which the Decision Service component is a part, the state of the instance, for
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example, completed successfully or faulted, the instance start time, the last
modification time, and a Show logs icon (clicking the Show logs icon shows the
Log Messages page with filtered messages specific to that instance).

Note: To see the state with the correct information, you must set the
Capture Composite Instance State option. You can change this setting
on the SOA Administration Common Properties page. Turning this
feature on allows for separate tracking for "running" instances.
However, this may impact the performance. For information on
setting this option, see Section 3.1, "Configuring SOA Infrastructure

Properties".
%E S04 Infrastructure + Page Refreshed Mar 31, 2009 12:41:39 PM PLT [$]
S04 Infrastructure Home = Business Rules Engine Home %
"{E@ Business Rules Engine (Service Engine) <§ Related Links =
Dashboard | Statistics | Instances | Faulks | Deploved Components
EIRecent Instances
Shaw Cnly Running Instances [ Running i} Total 73
Instance ID Component Composite State Start Date Last Modified Date  Logs
decision: 224F92es-G -"‘-’%OracleRulesl SOACompositel [4.0] & Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:23 FM i
decision:4d39?928-4{-’%0racleRulesl SOACompositel [4.0] " Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:22 PM ]
decision: 9dca70e2-7 {-’%OracleRulesl SOACompositel [4.0] & Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:20 PM |
decision: 302e0c42-4 {-’%OracleRulesl SOACompositel [4.0] % Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:19 PM |
decision:1FF23?02-cc{-’%OracleRules1 SodCompositel [4.0] " Completed Mar 31, 2009 12:41: Mar 31, 2009 12:41:158 PM ]
35 Show All
EComponents
Faulked Instances
Mame Composite Status Total Instances Running Instances
Recoverable Mon Recoverable
| o
BRoracleRules] soaCompositel [1.1] 4 2 0 0 0
’i‘%LoanAdvisorRules Autoloanomposite [2, {f 11 i} i} i}
{%CreditRatingRules AutoloanComposite [2. ﬁ 11 i} i} i}
$BoracleRules1 soaCompositel [4.0] 4 45 o 0 o
{‘%OracleRulesl SoACompositel [1.0] ﬁ 0 0 i} 0
a5 Show Al
ERecent Faults
Shaw only system Faults [
: . Component
Error Message Fault Time Composite Cormponent Inetance 1D Logs
@ Errar while executing a rule session unit aof work, The rule sessi Mar 25, 2009 10:25:35 AM S08Compositel [1 .D{%rules decision:b2el3614-d B
@ Error while executing a rule session unit of waork, The rule sessi Mar 24, 2009 4:51:02 PM SOAComposite] [1 .D{%rules decision:cdbfadcd-5c E
@ Error while executing a rule session unit of waork, The rule sessi TMar 24, 2009 4:4& 32 PM SOAComposital [1 .D{%rules decision:25fbadof-b: &

a5 Show All

3. In the Instance ID column, click an instance ID for a Decision Service component

to view its audit trail.
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Note: The contents of the audit trail page depends on the Audit
Level settings. When the Audit Level property is set to Production,
the audit trail shows only the activity names. When the Audit Level is
in Development mode, the audit trail shows the Decision Service
instance payload details. In other modes, for example Off, the audit
trail does not show Decision Service details. You can change the Audit
Level on the SOA Administration Common Properties page.
Additionally, this option can be set for a specific composite from the
home page for the composite.

4. In the Component column, click a specific Decision Service component to access
its home page.

5. In the Composite column, click a specific SOA composite application to access its
home page.

6. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

7. Click Show All to access the Instances page of the service engine.
The lower part of the Dashboard tab displays the following;:

s The Components table shows the Decision Service components deployed on the
Business Rules engine across SOA composites. It also shows the status of the SOA
composites and the instance count information in the respective instance state
columns.

»  The Recent Faults area shows the recent faults in the service engine, including the
error message, the time at which the fault occurred, the SOA composite
application in which the fault occurred, the Decision Service component, and the
instance ID of the Decision Service component, and a Show logs icon (clicking the
Show logs icon shows the Log Messages page with filtered messages specific to
that instance).

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances".

19.2 Monitoring Business Rules Service Engine Statistics

Using the Business Rules Engine home page Statistics tab, you can monitor the
Business Rules engine performance and metrics. This page shows service engine-level
not component-level details. Business Rules components are also called Decision
Service Components in the Oracle Fusion Middleware documentation.

1. Access the Business Rules Engine statistics page through one of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
Select Service Engines > Business Rules. 1. Select soa-infra.

2. Right-click and select Service Engines >
Business Rules.

2. Click Statistics.
The Statistics tab displays the following:
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= Average Request Processing Time: This chart displays the average request
processing time of the Business Rules engine since server startup. That is, how
many requests were processed by the service engine per unit of time.

= Business Rules Cache Statistics: This area provides details about the service
engine cache. This area lists the types of caches used by the service engine and
the object count in each of the caches. All these metrics are based on the object
count since server startup.

= Business Rules Operation Statistics: This area shows the operation statistics.
Using the operation statistics you can determine the number of calls to Oracle
Business Rules Decision Functions since server startup, and determine the
total time spent in Decision Functions since server startup.

Note: When you view Business Rules Operation Statistics for
composite applications created with Oracle Fusion Middleware 11¢
Release 1 (11.1.1), the only operation shown is the callFunction
operation. In this release the Decision Service only calls Oracle
Business Rules using Decision Functions, and this operation is
indicated with values for the operation named callFunction (with
Count and Average(ms) fields). With composite applications that
were migrated from older releases, the Decision Service performs
callFunction operations and the other operations listed in the
Business Rules Operation Statistics area. For these migrated projects,
you can debug the flow of the request through various important
operations within the service engine. Also, you can find any
long-running operations and take the necessary actions. These metrics
also are since server startup.
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22 504 Infrastructure » Page Refreshed Mar 27, 2009 10:27:32 a8 PDT ()
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Dashboard | Statistics | Instances  Faults | Deploved Components
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. Objact Access
Cache Mame Cbject Count Count
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services 3 37
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assertExecute 1] 0.0 #
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19.3 Monitoring Business Rules Service Engine Instances

Using the Business Rules Engine home page Instances tab, you can monitor all
Decision Service component instances. These Decision Service components can be part
of separate SOA composite applications. Decision Service Components are also called
Business Rules components in the Oracle Fusion Middleware documentation.

1. Access the Business Rules Engine Instances page through one of the following

options:
From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...
Select Service Engines > Business Rules. 1. Select soa-infra.

2. Right-click and select Service Engines >
Business Rules.

2. Click Instances.
The Instances tab displays the following;:

= A utility for searching for a specific instance by specifying criteria and clicking
Search.

= Instances, including the instance ID of the Decision Service component, the
Decision Service component name, the SOA composite application name, the
state of the instance (for example, completed successfully, running, or faulted),
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the instance start time, the last modification time, and a Show logs icon
(clicking the Show logs icon shows the instance log messages).
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S04 Infrastructure Home = Business Rules Enging Home

'"J_i@ Business Rules Engine (Service Enging)

Dashboard

E8earch
Inskance IC
Start Time From
Start Time To
Modified Dake From
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3. In the Instance ID column, click an instance ID for a Decision Service component
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Note:

The contents of the audit trail page depends on the Audit
Level settings. When the Audit Level property is set to Production,

the audit trail shows only the activity names. When the Audit Level is
in Development mode, the audit trail shows the Decision Service
instance payload details. You can change the Audit Level on the SOA

Administration Common Properties page. Additionally, this option

can be set for a specific composite from the home page for the

composite.

4. In the Component column, click a specific Decision Service component to access

its home page.

5. In the Composite column, click a specific SOA composite application to access its

home page.

6. Inthe Logs column, click a specific log to access the Log Messages page with
filtered messages specific to that instance.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances"
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19.4 Monitoring Business Rules Service Engine Faults

Using the Business Rules Engine home page Faults tab, you can monitor all Decision
Service component faults. The Faults tab shows this information for Decision Service
components that can be part of separate SOA composite applications. Decision Service
Components are also called Business Rules components in the Oracle Fusion
Middleware documentation.

Note: Decision Service component faults are always nonrecoverable.

1. Access the Business Rules Engine Faults tab through one of the following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

Select Service Engines > Business Rules. 1. Right-click soa-infra.

2. Select Service Engines > Business Rules.

2. Click Faults.
The Faults tab displays the following:

= A utility for searching for a specific fault by specifying criteria and clicking
Search. Click the Help icon for details.

= Faults that occurred in the Decision Service component, including the error
message, the time at which the fault occurred, the SOA composite application
and Decision Service component in which the fault occurred, and the Decision
Service component instance ID.

Decision Service component instance faults cannot be recovered.

Ly e e oy

£ S04 Infrastructure » Page Refreshed Mar 27, 2009 10:54:55 a8 POT ()

S04 Infrastructure Home = Business Rules Engine Home
"ff"gg Business Rules Engine {Service Engine) & Related Links -

Dashboard | Statistics | Instances | Faults | Deploved Components

The Dedision Service faults cannot be recovered, ~
=Search @
Etror Message Contains Composite Inskance ID
Fault ID Corponent Instance 10
Faulk Time From E"(}) (UTC-08:00) US Pacific Time
Fault Time To r_;"(g (UTC-08:000% US Pacific Time

Search || Reset
Fault Type | All Faults ~

Wiew -

Component

Instance ID
decision:bZe13614-d
decision:cdbf34c4-5c
decision: 25fbod9f-be

Error Message Fault Time £~ Composite Component Logs
\D Error while executing a rule session Mar 25, 2009 10:25:35 AM SOACompositel [1.0]
\D Error while executing a rule session Mar 24, 2009 4;51:02 PM SOACompositel [1.0]

\D Error while executing a rule session Mar 24, 2009 4:45:32 PM S0ACompositel [1.0]

|E: B E ]

3. You can perform the following monitoring tasks from within the Faults tab:

a. From the Fault Type list, select to display All Faults, system faults, business
faults, or Oracle Web Services Manager faults in the Faults tab.
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b. From the View list, select Columns > Fault ID to display the fault IDs for each
fault. The fault ID is automatically generated and uniquely identifies a fault.
The fault ID is also displayed when you click an error message.

c. Inthe Component column, click a specific Decision Service component to
access its home page.

d. Inthe Component Instance ID column, click a specific Decision Service
component instance ID to view the audit trail.

Note: The contents of the audit trail page depends on the Audit
Level settings. When the Audit Level property is set to Production,
the audit trail shows only the activity names. When the Audit Level is
in Development mode, the audit trail shows the Decision Service
instance payload details. You can change the Audit Level on the SOA
Administration Common Properties page. Additionally, this option
can be set for a specific composite from the home page for the
composite.

e. In the Logs column, click a specific log to access the Log Messages page with
filtered messages specific to the instance. Clicking the log link shows the faults
and error messages related to that faulted instance.

4. In the Error Message column, click to view the fault details.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances".

19.5 Monitoring Business Rules Service Engine Deployed Components

Using the Business Rules Engine home page Deployed Components tab, you can
monitor all Decision Service components deployed across SOA composite
applications. Decision Service Components are also called Business Rules components
in the Oracle Fusion Middleware documentation.

1. Access the Business Rules Engine Deployed Components tab through one of the
following options:

From the SOA Infrastructure Menu... From the SOA Folder in the Navigator...

Select Service Engines > Business Rules. 1. Right-click soa-infra.

2. Select Service Engines > Business Rules.

2. C(Click Deployed Components.
The Deployed Components tab displays the following;:

= A utility for searching for a specific component by specifying criteria and
clicking Search.

= Components, including the name, the SOA composite application name, the
status (Up or Down), and the instances count (total, running, and faulted).
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3. In the Name column, click a name to navigate to the Component home page and
view component details.

4. In the Composite column, click a specific SOA composite application to access its
home page.

For more information, see Section 1.2.4, "Understanding Service Components and
Service Component Instances".

19.6 Monitoring Decision Service Component Instances from a
Composite Application

You can monitor Decision Service component instances from a composite application.
Each Decision Service component instance has its own unique instance ID. This ID is
in addition to the instance ID of the overall SOA composite application of which this
Decision Service component is a part. Decision Service Components are also called
Business Rules components in the Oracle Fusion Middleware documentation.

Note: To see the state with the correct information, you must set the
Capture Composite Instance State option. You can change this setting
on the SOA Administration Common Properties page. Turning this
feature on allows for separate tracking for "running" instances.
However, this may impact the performance. For information on
setting the option, see Section 3.1, "Configuring SOA Infrastructure
Properties".

1. Access a Decision Service component from a composite application through one of
the following options:
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From the SOA Infrastructure Menu...

From the SOA Folder in the Navigator...

In the navigator, select soa-infra. 1.

From the SOA Infrastructure menu, 2.
Select Home.

Click Deployed Composites tab.

In the Composite table select a specific
SOA composite application that
includes a Decision Service component.

Expand soa-infra.

Select a specific SOA composite application
that includes a Decision Service component.

ol 504 Composite

Running Instances O | Total 34

Dashboard | Instances
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Mo Faults found

B Show all

-IComponent Metrics
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Component Type Tatal Instances

Decision Service 34

S Sarvires and Referenrac

Faulk Time Fault Location

Running Instances

0
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Start Time
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Mar 27, 2009 1:08:28 PM
Mar 27, 2009 1:05:22 PM
Mar 27, 2009 1:08:15 PM
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Composite Instance

D Logs

Faulted Instances
Recoverables Mon Recoverable
ul ul

The Component Metrics table on the composite dashboard provides a high-level
overview of each Decision Service component. This table includes columns
showing the Component Type, the Total Instances, the Running Instances, and

the Faulted Instances (recoverable and nonrecoverable).

Select a Decision Service component in the Component Metrics section to display
the corresponding Decision Service Component page.
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For more information, see Section 1.2.3, "Understanding SOA Composite Application
Instances".

19.7 Monitoring Decision Service Component Logs

You can monitor Decision Service component logs. Decision Service Components are
also called Business Rules components in the Oracle Fusion Middleware
documentation.

19.7.1 Viewing Decision Service Component Logs

To view the logs select soa-infra and right-click. In the navigation tree select Logs and
click View Log Messages. This displays the Log Messages page.
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19-12
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The Log Messages page opens. Use this page to select target log files.
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To access a pre-filtered list of log files for each instance or fault, click in the Logs
column from any specific page (for example in the Decision Service engine or
component's Faults or Instances tables).

For example, from the Faults table, click the Logs column.
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19.7.2 Setting the Diagnostic Logging Level with Log Configuration

Use the Log Configuration page to configure the logging level. To open the Log
Configuration page, right-click soa-infra and select Logs >Log Configuration.

=] «
= 5 sta00573_scainfra
3 application Deployments

=2 3 soa
£l = soa-infra { Home

2 calling [1
i3 Composit
ﬂ‘"ﬁg FabricTes Manitoring d
#d FaultFlov Centrel ¢
#d HellowWo: Logs » View Log Messages
H2 TestResu Log Configuration
#l3 Vacation S0A Deployment 4

3 weblegic Doma

[ Metadata Repos Service Engines .

[ User Messaging Bindings .

Services and References

Business Events

S0A Administration 3
Security »
Administration 3

General Information

To configure the Decision Service component logging level, expand the
oracle.soa.service.rules and the oracle.soa.services.rules.obrtrace loggers and set the
notification level.
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Log Configuration

Use this page to configure basic and advanced log configuration settings.

Leg Levels | Log Files

This page allows you to_ wm‘igu(e the_log I_E\.el for both persis_tent loggers and active r!.lntime loggers. Persistent loggers are Apply || Revert
loggers that are saved in a configuration file and become active when the component is started. The log levels for these e
loggers are persisted across component restarts. Runtime loggers are automatically created during runtime and become active
when a particular feature area is exercised. For example, oracle j2ee.ejb.deployment.Logger is a runtime logger that becomes
active when an EJB medule is deployed. Log levels for runtime leggers are not persisted across component restarts,
WView [ Runtime Loggers h-q
Search ®
e (L‘T::ll;a Diagnostic Logging Level (Java g Blss P
oracle.soa.adapter [ NOTIFICATION:1 (INFO) [Inhi [=|  odl-handler 5
oracle.soa.b2b [ NOTIFICATION:1 (INFO) [Inh f]  odl-handler
oracle.soa.bpel [ NOTIFICATION:1 (INFO) [Inh: [»]  odl-handler
oracle.soa.mediator [ NOTIFICATION:1 (NFO) [Inhi [+]  odl-handler
oracle.soa services.common [ NOTIFICATION:1 (INFO) [Inh f»]  odl-handler
oracle.soa services.identity [ NOTIFICATION:1 (INFO) [Inh [w]  odl-handler
oracle.soa.services.notification [ NOTIFICATION: 1 (INFO) [Inh f=]  odl-handler
=] oracle.sca.services.rules [ NOTIFICATION: L (INFO) [Inh H odl-handler
oracle.soa services.rules.cbrtrace [ TRACE: 1 (FINE} H odl-handler
oracle.soa.services.workflow [ NOTIFICATION:1 (INFO) [Inhi f»]  odl-handler
oracle.tip.dvm [ NOTIFICATION:1 (INFO) [Inh [»]  odl-handler
oracle.tip.xref l NOTIFICATION: L (INFO) [Inin ﬂ odl-handler

R o o e e ot i e e e P P Pl il -l et .

[ Persist log level state across component restarts
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Tracing Rule Execution in Fusion
Middleware Control Console

This chapter discusses how to perform rule execution tracing by using Oracle
Enterprise Manager Fusion Middleware Control Console.

This chapter covers the following sections:

= Section 20.1, "The Oracle Enterprise Manager Fusion Middleware Control
Console"

m  Section 20.2, "Decision Tracing"

= Section 20.3, "Rule Execution Tracing Using Fusion Middleware Control Console"

20.1 The Oracle Enterprise Manager Fusion Middleware Control Console

Oracle Enterprise Manager Fusion Middleware Control Console enables you to view
the deployed SOA composite applications along with their details. Once you log in to
the Fusion Middleware Control Console, you can see the Oracle Fusion Middleware
Farm along with the components of the Farm.

When you open the SOA Infra, which contains the SOA Server metrics and the Service
Engines, you can view a list of the deployed SOA composites, composite instances as
well as any fault that is reported at the time of running a composite instance.

Figure 20-1 displays Oracle Enterprise Manager Fusion Middleware Control Console.
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Decision Tracing

Figure 20-1 Oracle Enterprise Manager Fusion Middleware Control Console
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You can click the composite names to view the related instance details, component
metrics, and services as shown in Figure 20-2.

Figure 20-2 SOA Composite
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