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Welcome to the Oracle Fusion Middleware Administrator's Guide for Oracle
WebCenter! This guide describes how to administer Oracle WebCenter, WebCenter
Spaces, and custom WebCenter application deployments. It describes how to start and
stop WebCenter applications, how to configure WebCenter components, back-end
services, and security, and also how to back up, recover, and migrate WebCenter
applications and WebCenter Services.

This guide also contains a section for WebCenter Spaces administrators that describes
how to customize WebCenter Spaces out-of-the-box, and how to manage user roles
and responsibilities for this application.

This document is intended for:

= Fusion Middleware administrators responsible for Oracle WebCenter installations,
and WebCenter application deployments (including WebCenter Spaces).

= WebCenter Spaces administrators (users granted the Administrator role
through WebCenter Spaces Administration).

This guide assumes that the audience is familiar with the concepts and content
described in Oracle Fusion Middleware Administrator’s Guide.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.
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Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documents

For more information, see the following documents in the Oracle Fusion Middleware
11g Release 1 (11.1.1) documentation set:

»  Oracle Fusion Middleware Administrator’s Guide

»  Oracle Fusion Middleware Installation Guide for Oracle WebCenter
»  Oracle Fusion Middleware User’s Guide for Oracle WebCenter

»  Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter
»  Oracle Fusion Middleware Tutorial for Oracle WebCenter Developers

Conventions

xlii

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Understanding Oracle WebCenter

This part of the Administrator's Guide introduces you to Oracle WebCenter and its
administration tools.

Part I contains the following chapter:

»  Chapter 1, "Introduction to Oracle WebCenter Administration"
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Introduction to Oracle WebCenter
Administration

Welcome to Oracle WebCenter!

This chapter provides a high-level overview of Oracle WebCenter and its
administrative tools. It includes the following sections:

= Section 1.1, "Introducing Oracle WebCenter"

m  Section 1.2, "Oracle WebCenter Architecture"

= Section 1.3, "Oracle WebCenter Topology"

= Section 1.4, "Oracle WebCenter Spaces"”

= Section 1.5, "Custom WebCenter Applications"”

= Section 1.6, "Planning WebCenter Installations"

= Section 1.7, "Understanding the WebCenter 11g Installation"
= Section 1.8, "Understanding Administrative Operations, Roles, and Tools"
= Section 1.9, "Performance Monitoring and Diagnostics"

= Section 1.10, "WebCenter Application Deployment"

= Section 1.11, "Data Migration, Backup, and Recovery"

s Section 1.12, "Oracle WebCenter Administration Tools"

1.1 Introducing Oracle WebCenter

Oracle WebCenter is an integrated set of components with which you can create social
applications, enterprise portals, collaborative communities, and composite
applications, built on a standards-based, service-oriented architecture. Oracle
WebCenter combines dynamic user interface technologies with which to develop rich
internet applications, the flexibility and power of an integrated, multi-channel portal
framework, and a set of horizontal Enterprise 2.0 capabilities delivered as services that
provide content, collaboration, presence and social networking capabilities. Based on
these components, Oracle WebCenter also provides an out-of-the-box enterprise-ready
customizable application, WebCenter Spaces, with a configurable work environment
that enables individuals and groups to work and collaborate more effectively.

Oracle WebCenter provides an open and extensible solution that allows users to
interact directly with services like instant messaging, documents, content
management, discussion forums, wikis and tagging directly from within the context of
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a portal or an application. These tools and services empower end users and IT to build
and deploy next-generation collaborative applications and portals.

This section describes Oracle WebCenter components and architecture in the following
sections:

m  Section 1.2, "Oracle WebCenter Architecture"

= Section 1.3, "Oracle WebCenter Topology"

= Section 1.4, "Oracle WebCenter Spaces"

= Section 1.5, "Custom WebCenter Applications"

1.2 Oracle WebCenter Architecture

Oracle WebCenter comprises the following components (shown in Figure 1-1):
s Oracle WebCenter Framework

»  Oracle Application Development Framework

s Oracle Composer

s WebCenter Services

s WebCenter Spaces

= Portals

= Composite Applications

Figure 1-1 Oracle WebCenter Architecture

III
4

1250dWoD g ._

1.2.1 Oracle WebCenter Framework
Injects portal capabilities into ADEF, including:
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Run-time customization (you can make in-place changes to the application
without re-deploying it)

Support for JSR-168 standards-based WSRP portlets, and PDK-Java portlets

Content integration through JCR (JSR170), including Oracle Content Server (OCS),
file system, and Oracle Portal

Oracle JSF Portlet Bridge, which lets you expose JSF pages and ADF task flows as
standards-based portlets

1.2.2 Oracle Application Development Framework

Application Development Framework (ADF) is a productivity layer that sits on top of
JSF and provides:

Unified access to back ends such as databases, Web services, XML, CSV, and BPEL
Data binding (JSR 227) connecting the user interface with back-end data controls
Over 100 data-aware JSF view components

Native component model that includes task flows

Fine grained JAAS security model

1.2.3 Oracle Composer

Oracle Composer provides:

Ability to perform run-time customization in-place in your browser
A rich, intuitive user experience where you can:

- Browse and add resources to pages

— Re-arrange page layout

- Set page and component properties

- Contextually wire components

1.2.4 WebCenter Services

Table 1-1 lists the services available to WebCenter application—both WebCenter
Spaces and custom WebCenter applications.

Table 1-1 WebCenter Services

Services A Through M Services N Through W
Announcements Notes!

Blog Page

Discussions People Connections
Documents RSS?

Events! Recent Activities
Instant Messaging and Presence (IMP) Search

Links Tags
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Table 1-1 (Cont.) WebCenter Services

Services A Through M Services N Through W
Lists' Wiki
Mail Worklist

! WebCenter Spaces only.

2RSS news feeds are available from WebCenter Spaces only. The RSS Viewer task flow is available in both
WebCenter Spaces and custom WebCenter applications.

WebCenter services include provides:

= Seamless integration with enterprise-level services

s Thin adapter layer to abstract back-end services. For example:
— Content adapter: Oracle Content Server and Oracle Portal

— Presence adapter: Oracle WebLogic Communication Server (OWLCS),
Microsoft Live Communication Server

= Back-end systems represented by a unified connection architecture

= User interface to services presented through rich task flow components

1.2.5 WebCenter Spaces

1.2.6 Portals

Built using JSF, ADF, Oracle WebCenter Framework, WebCenter services, and Oracle
Composer, WebCenter Spaces provides:

= A browser-based, community-focused portal framework targeting the business
user.

= A personal space for each user, providing a private work area for storing personal
content, keeping notes, viewing and responding to business process assignments,
maintaining a list of online buddies, emailing, and so on. The focus of a personal
space is personal productivity.

= Group spaces, a rich team collaboration platform.

s Threaded discussions, blogs, wikis, worklists, announcements, RSS, recent
activities, search, and more.

Portals provide a common interface (a Web page) to a personalized, single point of
interaction with Web-based applications and information relevant to individual users
or class of users. For information about creating portals, see Oracle Fusion Middleware
Developer’s Guide for Oracle WebCenter.

1.2.7 Composite Applications

A composite application is an assembly of services, service components, wires, and
references designed and deployed as a single application. For more information about
composite applications, see the Oracle Fusion Middleware Administrator's Guide for
Oracle SOA Suite and Oracle Business Process Management Suite.
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1.3 Oracle WebCenter Topology

This section describes Oracle WebCenter topology and configuration in the following
sections:

Section 1.3.1, "Oracle WebCenter Topology Out-of-the-Box"

Section 1.3.2, "Oracle WebCenter Managed Servers"

Section 1.3.3, "Oracle WebCenter Startup Order"

Section 1.3.4, "Oracle WebCenter External Dependencies"

Section 1.3.5, "Oracle WebCenter Configuration Considerations”
Section 1.3.6, "Oracle WebCenter State and Configuration Persistence”

Section 1.3.7, "Oracle WebCenter Log File Locations"

1.3.1 Oracle WehCenter Topology Out-of-the-Box

Oracle WebCenter installation creates a WebCenter Oracle home under the Oracle
Middleware home directory and the oracle_common home directory, which contains
WebCenter binaries and supporting files (Figure 1-2).

Figure 1-2 Directory Structure of an Oracle WebCenter Installation

a
Middleware Home
i | | |
O a a O

Weblogic user_projects WebCenter oracle common |

Server Home Oracle Home

a a

applications domains

WebCenter Domain
|
O 0 O O
Admin WLS_Spaces WLS_Portlet WLS_Services
Server Server Server Server

HOST

i
Metadata

Repositary

'WEBCEMTER MDS
DISCUSSIONS CRAWLER DISCUSSIONS
PORTLET
OCSERVER

WIKI

Database
HOST

The installation also creates a WebCenter domain (wc_domain), containing the
administration server and several managed servers to host various WebCenter
components. In Figure 1-3, applications are shown in yellow, while the managed
servers they run on are shown in brown.
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Figure 1-3 Oracle WebCenter Topology Out-of-the-Box

Administration Server WebCenter
Domain

WeblLogic Administration

Enterprise Manager Console

——————————————— i

! 1
Discussions | Custom Portlets.

OOTE Fortlets WebCenter Spaces Wiki and Blog : Custom Apps :
l
. :

WLE Portlets WLES Spaces 'WLS Services : Custom Server :
! 1
e e e e e e e e e e e =

DS, WebCenter, Oracle
Content Server. Portlet,
Discussions, Wikis and Blogs

Database
(one or multiple nodes)

Out-of-the-box managed servers host the following components:
s WLS_Spaces - Hosts Oracle WebCenter Spaces
s WLS Portlet - Hosts Oracle WebCenter Portlets

m  WLS Services - Hosts Oracle WebCenter Discussions and Oracle WebCenter Wiki
and Blog Server, and any additional WebCenter services that you choose to
integrate

An optional fourth managed server (an applications server) can be used to run custom
WebCenter applications. When you create additional managed servers, they are
provisioned with the appropriate libraries to enable them to draw upon the same
external resources as Oracle WebCenter Spaces. For more information about managed
servers, see "Understanding Oracle Fusion Middleware Concepts" in the Oracle Fusion
Middleware Administrator’s Guide.

1.3.2 Oracle WebCenter Managed Servers

During Oracle WebCenter installation, the managed servers are provisioned with
system libraries and ADF libraries. Table 1-2 lists the managed servers and the
applications that run on them.
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Table 1-2 Oracle WebCenter Managed Servers and Applications

Managed Server Application(s)

WLS_Spaces webcenter
webcenter-help

WLS_Portlets portalTools
wsrp-tools

WLS_Services owc_discussions Oracle WebCenter Discussions Server
owc_wiki Oracle WebCenter Wiki and Blog Server

1.3.3 Oracle WebCenter Startup Order

When a managed server starts up, applications and libraries are started in the
following order:

1. Oracle system libraries, known as the JRF libraries.

2. ADF libraries.

3. Instrumentation applications, such as Oracle DMS.

4. Oracle Web Services Manager (wsm-pm) application.
5. WebCenter applications, shown in Table 1-2.

The startup order is also the order of dependency. If a dependent component does not
deploy successfully, a later component may not function correctly.

WebCenter application startup is not dependent on the availability of external services
such as the Discussions server, or other back-end servers. For details, see Section 1.3.4,
"Oracle WebCenter External Dependencies".

1.3.4 Oracle WebCenter External Dependencies

WebCenter applications have several external dependencies, as listed in Table 1-3. The
Configuration column lists the type of information provided to Oracle WebCenter to
configure or initialize the connection. The Access column lists the protocol used in
run-time access of the service.

Server/service unavailability does not prevent WebCenter applications from starting
up, although errors may display while the application is running. The only exception
is the Oracle Metadata Repository (MDS), as WebCenter applications do not work
without it. WebCenter Spaces partially works without the WebCenter repository, but
only if it is a different physical database from the MDS repository.
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Table 1-3 External Resources - Access Types

External Server/
Service

Configuration

Access

Discussions server

Oracle Content Server

(Documents)

Instant Messaging and

Presence server

Mail server

Personal Events server

Portlets

Search server

Wiki and Blog server

Worklist
MDS and Schemas

HTTP access to discussions server
administration

Socket connection to the Administration
Server. HTTP access is required only if the
Oracle Content Server must be accessed
outside WebCenter.

HTTP access to instant messaging and
presence server administration

IMAP/SMTP server

HTTP access to calendar services

HTTP location of provider WSDLs

HTTP access to search server

HTTP access to wiki server administration
HTTP access to BPEL server

JDBC

SOAP/HTTP

JCR 1.0 over socket
or HTTP

SOAP/HTTP

IMAP/SMTP
SOAP/HTTP
SOAP/HTTP
HTTP

SOAP/HTTP
SOAP/HTTP
JDBC

Configure each of the external services independently for high availability. Oracle
WebCenter provides a single point of access for external services.

»  For HTTP services, direct the access URL to a load balancer, which provides access
to multiple service providers on the back-end.

s For the MDS and schemas, Oracle recommends an Oracle Real Application
Clusters (Oracle RAC) database as the back-end database.

1.3.5 Oracle WebhCenter Configuration Considerations

The main configuration files for WebCenter applications are listed and described in
Table 1-4. Both these files are supplied within the WebCenter application deployment

.EAR file.

Table 1-4 Oracle WebCenter Configuration Files

Artifact

Purpose

adf-config.xml

connections.xml

Stores basic configuration for Application
Development Framework (ADF) and WebCenter
application settings, such as which discussions
server or mail server the WebCenter application is

currently using.

Stores basic configuration for connections to

external services.

WebCenter applications and portlet producers both use the Oracle Metadata Services
(MDS) repository to store their configuration data; both access the MDS repository as a
JDBC data source within the Oracle WebLogic framework.

The MDS repository stores post deployment configuration changes for WebCenter
applications and portlet producers as customizations. MDS uses the original deployed

1-8 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter



Oracle WebCenter Topology

versions of adfconfig.xml and connection.xml as base documents and stores all
subsequent customizations separately into MDS using a single customization layer.

When a WebCenter application starts up, customizations stored in MDS are applied to
the appropriate base documents and the WebCenter application uses the merged
documents (base documents with customizations) as the final set of configuration
properties.

For WebCenter applications that are deployed to a server cluster, all members of a
cluster read from the same location in the MDS repository.

Typically, there is no need for administrators to examine or manually change the
content of base documents (or MDS customization data) for files such as
adfconfig.xml and connection.xml, as Oracle provides several administration
tools for post deployment configuration. If you must locate the base documents or
review the information in MDS, read Appendix A, "WebCenter Configuration".

To find out more about WebCenter application configuration tools available, see
Section 1.12, "Oracle WebCenter Administration Tools".

Note: Oracle does not recommend that you edit adfconfig.xml or
connection.xml by hand (unless specifically instructed to do so) as
this can lead to misconfiguration.

While WebCenter applications store post deployment configuration information in
MDS, configuration information for portlet producers, Oracle WebCenter Discussions
Server and Oracle WebCenter Wiki and Blog Server is stored in the file system or the
database (see Table 1-5).

Table 1-5 Oracle WebCenter Configuration Location

Configuration Stored in Configuration Stored in Configuration Stored in

Application MDS File System Database
WebCenter Spaces Yes No No
Custom WebCenter  Yes No No
applications

Portlet producers No Yes No
Discussions server No Yes Yes

Wiki and Blog server No Yes No

The Oracle WebCenter Discussions Server stores configuration information in its
database. Additionally, it stores startup configuration information in
SDOMAIN_HOME/config/fmwconfig/servers/SERVER_NAME/owc_discussion
s_11.1.1.2.0. This directory contains the jive_startup.xml file,
jive.license files, and a \logs directory containing log files for the discussions
server instance.

The Oracle WebCenter Wiki and Blog Server stores configuration information in the
server's deployment directory. For example,
$DOMAIN_HOME/servers/SERVER_NAME. Its configuration file,
application_config.script,islocated in
$SAPPLICATIONS_DIRECTORY/owc_wiki/WEB-INF/classes. For example,
DOMAIN_HOME/servers/WLS_Services/stage/owc_wiki/11.1.1.1.0/owc_w
iki/WEB-INF/classes.
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1.3.6 Oracle WebCenter State and Configuration Persistence

WebCenter applications run as J2EE applications with application state and
configuration persisted to the MDS repository. User session information within the
application is held locally in memory. In a cluster environment, this state is replicated
to other members of the cluster.

Customizations within a portlet or service environment are persisted by that service.
Out-of-the-box, Oracle portlets, any custom portlets you build, Oracle WebCenter
Discussions Server, and Oracle WebCenter Wiki and Blog Server all have their own
database persistence mechanisms.

1.3.7 Oracle WebCenter Log File Locations

Operations performed by WebCenter applications, portlet producers, discussion
servers, wiki and blog servers, and so on, are logged directly to the WebLogic
managed server where the application is running;:

wls_domain_directory/servers/WLS_ServerName/logs/WLS_ServerName.
log

You can view the log files for each WebLogic managed server from the Oracle
WebLogic Server Administration Console. To view the logs, access the Oracle
WebLogic Server Administration Console
http://<admin_server_host>:<port>/console, and click Diagnostics-Log
Files.

You can also view and configure diagnostic logs through Fusion Middleware Control,
see Section 30.3, "Viewing and Configuring Log Information".

1.4 Oracle WebCenter Spaces

Oracle WebCenter Spaces is a Web-based application, built using the Oracle
WebCenter Framework, that offers the very latest technology for social networking,
communication, collaboration, and personal productivity. Through a robust set of
services and applications, WebCenter Spaces brings together everything you need to
exchange ideas with others, keep track of your personal and work-related tasks,
interact with your critical applications, and zero in on your own projects and
interests—all within a single, integrated environment.

To help you get started, see:

»  Chapter 2, "Getting WebCenter Spaces Up and Running"

For information about administering WebCenter Spaces, see:

»  Chapter 32, "Accessing WebCenter Spaces Administration Pages"
»  Chapter 33, "Customizing WebCenter Spaces"

»  Chapter 34, "Managing Users and Roles for WebCenter Spaces"

= Chapter 35, "Managing Pages in WebCenter Spaces"

»  Chapter 36, "Making Applications Available in WebCenter Spaces"
»  Chapter 37, "Managing Group Spaces in WebCenter Spaces"

»  Chapter 38, "Exporting and Importing Group Spaces"
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1.5 Custom WebCenter Applications

You can develop custom WebCenter applications using JDeveloper and deploy them
to a custom WebLogic Managed Server. For information about developing custom
WebCenter applications, see the Oracle Fusion Middleware Developer's Guide for Oracle
WebCenter.

To help you get started, see:

»  Chapter 4, "Getting Custom WebCenter Applications Up and Running"
s Chapter 5, "Maintaining Custom WebCenter Applications"

s Chapter 7, "Deploying WebCenter Applications"

1.6 Planning WehCenter Installations

Installing your WebCenter application requires a little bit of planning. Some of the
questions to consider are:

= What WebCenter components will be used?

»  How many users will access this deployment?

s How can I provide high availability for my WebCenter enterprise deployment?
»  How can I secure WebCenter?

For more information about planning a WebCenter installation, see the Oracle Fusion
Middleware Installation Guide for Oracle WebCenter, the Oracle Fusion Middleware
Enterprise Deployment Guide for Oracle WebCenter, and the Oracle Fusion Middleware High
Availability Guide.

1.7 Understanding the WebCenter 11g Installation

The out-of-the-box WebCenter topology is briefly described in Section 1.3, "Oracle
WebCenter Topology." Specific areas of the WebCenter topology are described in the
corresponding chapters, for example, security-related aspects of the WebCenter
topology are described in Chapter 23, "Managing Security."

For more information about Oracle WebCenter installation and postinstallation
administration tasks, see the Oracle Fusion Middleware Installation Guide for Oracle
WebCenter.

For postinstallation enterprise configuration, see the Oracle Fusion Middleware
Enterprise Deployment Guide for Oracle WebCenter.

For postinstallation high availability configuration, see the Oracle Fusion Middleware
High Availability Guide.

For postinstallation security configuration, see Section 23.2.5, "Post-deployment
Security Configuration Tasks."

1.8 Understanding Administrative Operations, Roles, and Tools

Oracle WebCenter provides several different tools with which to deploy, configure,
start and stop, and maintain Oracle WebCenter applications. All these tools are
described in Section 1.12, "Oracle WebCenter Administration Tools".

Your ability to perform WebCenter administration tasks depends on which Oracle
WebLogic Server role you are assigned—Admin, Operator, or Monitor. Table 1-6
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lists the Oracle WebLogic Server roles needed for common operations. These roles
apply whether the operations are performed through Fusion Middleware Control,
WLST commands, or the WebLogic Server Administration Console.

Table -6 WebCenter Operations and Oracle WebLogic Server Roles

Admin Operator Monitor
Operation Role Role Role
All WebCenter applications
Start and stop Yes Yes No
View performance metrics Yes Yes Yes
View log information Yes Yes Yes
Configure log files Yes Yes Yes
View configuration Yes Yes Yes
Configure new connections Yes Yes No
Edit connections Yes Yes No
Delete connections Yes Yes No
Deploy applications Yes No No
Configure security Yes No No
View security (application Yes Yes Yes
roles /policies)
WebCenter Spaces only
Export WebCenter Spaces Yes No No
Import WebCenter Spaces Yes No No

Table 1-7 summarizes which tools you can use to perform various administrative
operations relating to WebCenter applications.

Table 1-7 WebCenter Operations and Administration Tools

Fusion WLST WebLogic WebCenter

Middleware Commands  Server Admin Spaces
Operation Control Console Admin
All WebCenter applications
Start and stop Yes Yes Yes No
View performance metrics Yes No No No
View log information Yes No No No
Configure log files Yes No No No
View configuration Yes Yes No No
Configure new connections  Yes Yes No No
Edit connections Yes Yes No No
Delete connections Yes Yes No No
Deploy applications Yes Yes Yes No
Configure security Yes Yes Yes No

WebCenter Spaces only
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Table 1-7 (Cont.) WebCenter Operations and Administration Tools

Fusion WLST WebLogic WebCenter

Middleware Commands Server Admin Spaces
Operation Control Console Admin
Configure workflows Yes Yes No No
Export WebCenter Spaces Yes Yes No No
Import WebCenter Spaces Yes Yes No No
Customize WebCenter Spaces No No No Yes
Manage application usersand No No No Yes
roles
Manage pages No No No Yes
Manage group spaces No No No Yes
Export group spaces No No No Yes
Import group spaces No No No Yes

1.9 Performance Monitoring and Diagnostics

Performance monitoring helps administrators identify issues and performance
bottlenecks in their environment. Chapter 30, "Monitoring Oracle WebCenter
Performance" describes the range of performance metrics available for WebCenter
applications and how to monitor them using Fusion Middleware Control. It also
describes how to troubleshoot issues by analyzing information that is recorded in
WebCenter diagnostic log files.

1.10 WehCenter Application Deployment

Chapter 7, "Deploying WebCenter Applications" provides instructions for deploying,
redeploying, and undeploying custom WebCenter applications from an .EAR file
created with Oracle JDeveloper.

Section 21.8, "Deploying Portlet Producer Applications" provides instructions for
deploying WSRP and PDK-Java portlet producer applications.

Note: Oracle WebCenter Spaces is deployed during installation (it
cannot be deployed as an .EAR file). See "Installing Oracle
WebCenter" in the Oracle Fusion Middleware Installation Guide for Oracle
WebCenter.

1.11 Data Migration, Backup, and Recovery

Oracle WebCenter stores data related to its configuration and content for the various
feature areas in a several locations. To facilitate disaster recovery and the full
production lifecycle from development through staging and production, WebCenter
provides a set of utilities that enable you to back up this data, and move the data
between WebCenter applications in staging and production environments.

Chapter 31, "Managing Export, Import, Backup, and Recovery of WebCenter"
describes the backup, import, and export capabilities and tools available for these
tasks.
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1.12 Oracle WebCenter Administration Tools
Oracle offers the following tools for managing Oracle WebCenter:
= Oracle Enterprise Manager Fusion Middleware Control Console
= Oracle WebLogic Server Administration Console
= Oracle WebLogic Scripting Tool (WLST)
= System MBean Browser

All of these administration tools apply to all WebCenter applications. For managing
WebCenter Spaces specifically, you can also use:

s WebCenter Spaces Administration Pages

Administrators should use these tools, rather than edit configuration files, to perform
administrative tasks, unless a specific procedure requires you to edit a file. Editing a
file may cause the settings to be inconsistent and generate problems. See also,
Appendix A, "WebCenter Configuration".

1.12.1 Oracle Enterprise Manager Fusion Middleware Control Console

Oracle Enterprise Manager Fusion Middleware Control Console is a browser-based
management application that is deployed when you install Oracle WebCenter. From
Fusion Middleware Control Console, you can monitor and administer a farm (such as
one containing Oracle WebCenter and WebCenter applications).

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, web-based home pages. These home pages
make it easy to locate the most important monitoring data and the most commonly
used administrative functions for any WebCenter component—all from your web
browser. For general information about the Fusion Middleware Control Console, see
"Getting Started Using Oracle Enterprise Manager Fusion Middleware Control" in the
Oracle Fusion Middleware Administrator’s Guide.

Fusion Middleware Control is the primary management tool for Oracle WebCenter
and can be used to:

= Deploy, undeploy, and re-deploy WebCenter applications
= Configure back-end services

= Configure security management

= Control process lifecycle

= Access log files and manage log configuration

= Manage data migration

= Monitor performance

= Diagnose run-time problems

= Manage related components, such as the parent Managed Server, MDS, portlet
producers, and so on

1.12.1.1 Displaying Fusion Middleware Control Console

For information about starting Fusion Middleware Control, see Section 6.1,
"Displaying Fusion Middleware Control Console".
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1.12.2 Oracle WebLogic Server Administration Console

The Oracle WebLogic Server Administration Console is a browser-based, graphical
user interface that you use to manage a WebLogic Server domain.

The Administration Server hosts the Administration Console, which is a Web
application accessible from any supported Web browser with network access to the
Administration Server Managed Servers host applications.

Use the Administration Console to:
= Configure, start, and stop WebLogic Server instances
= Configure WebLogic Server clusters

= Configure WebLogic Server services, such as database connectivity (JDBC) and
messaging (JMS)

s Configure security parameters, including creating and managing users, groups,
and roles

= Configure and deploy your applications

= Monitor server and application performance

= View server and domain log files

= View application deployment descriptors

»  Edit selected run-time application deployment descriptor elements

For more information about the Oracle WebLogic Server Administration Console, see
"Displaying the Oracle WebLogic Server Administration Console" in the Oracle Fusion
Middleware Administrator’s Guide.

Locking Domain Configuration

In a production environment, you must lock configuration settings for a domain
before making any configuration changes. Navigate to the Administration Console's
Change Center (Figure 14), and click Lock & Edit.

Once configuration updates are complete, release the changes by clicking Release
Configuration.

Figure 1-4 Change Center in Oracle WebLogic Server Administration Console

Change Center
¥iew changes and restarts

lick the Lock & Edit button to modify, add or
delete ikems in this dormain,

Lock & Edit

R eleaze Configuration

1.12.3 Oracle WebLogic Scripting Tool (WLST)

Oracle provides the WebLogic Scripting Tool (WLST) to manage Oracle Fusion
Middleware components, such as Oracle WebCenter, from the command line.

WLST is a complete, command-line scripting environment for managing Oracle
WebLogic Server domains, based on the Java scripting interpreter, Jython. In addition
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to supporting standard Jython features such as local variables, conditional variables,
and flow control statements, WLST provides a set of scripting functions (commands)
that are specific to Oracle WebLogic Server. You can extend the WebLogic scripting
language to suit your needs by following the Jython language syntax.

Oracle WebCenter offers WLST commands for managing WebCenter application
connections (to content repositories, portlet producers, external applications, and other
back-end services), and also for exporting and importing the WebCenter Spaces
application. All Oracle WebCenter WLST commands are described in "Oracle
WebCenter Custom WLST Commands" in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

1.12.3.1 Running Oracle WebLogic Scripting Tool (WLST) Commands

To run WLST from the command line:
1. Navigate to the directory WC_ORACLE_HOME/common/bin.
2. From the command line, enter the command:

wlst.sh

For example:

WC_ORACLE_HOME/common/bin/wlst.sh

3. Atthe WLST command prompt, enter the following command to connect to the
Administration Server for Oracle WebCenter:

wls:/offline>connect ('<user_name>', '<password>', '<host_name>:<port_number>")

where

m <user_name>is the username of the operator who is connecting to the
Administration Server

s <password>is the password of the operator who is connecting to the
Administration Server

m <host_name> is the host name of the Administration Server
m  <port_number>is the port number of the Administration Server
For example:

connect ( 'weblogic', 'weblogic', 'myhost.example.com:7001")

For help for this command, type help (' connect') at the WLST command
prompt.

Note: If SSL is enabled, you must edit the wlst . sh file and append
the following to JVM_ARGS:

-Dweblogic.security.SSL.ignoreHostnameVerification=true
-Dweblogic.security.TrustKeyStore=DemoTrust
or setenv CONFIG_JVM_ARGS

-Dweblogic.security.SSL.ignoreHostnameVerification=true
-Dweblogic.security.TrustKeyStore=DemoTrust

1-16 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter



Oracle WebCenter Administration Tools

4.

Once connected to the Administration Server you can run WebCenter WLST
commands, and any generic WLST command.

To list WebCenter WLST commands, type: help ( 'webcenter') at the WLST
command prompt.

For help on a particular command, type: help ('<WLST_command_name>"') at
the WLST command prompt.

See also, "Oracle WebCenter Custom WLST Commands" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

1.12.4 System MBean Browser

Fusion Middleware Control provides a set of MBean browsers that allow to you
browse the MBeans for an Oracle WebLogic Server or for a selected application.

Note: While you can monitor and configure WebCenter application
MBeans from the System MBean browser, it is not the preferred tool
for configuration. Oracle recommends that you configure WebCenter
applications using WLST commands or through the WebCenter
Settings menu options in Fusion Middleware Control (available from
the application’'s home page).

To access application MBeans for WebCenter applications:

1.

Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application. For more information,
see:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

Do one of the following:

= For WebCenter Spaces - From the WebCenter menu, choose System MBean
Browser.

= For WebCenter applications - From the Application Deployment menu,
choose System MBean Browser.

Expand Application Defined MBeans, then oracle.adf.share.config, then Server:
name, then Application: name, then ADFConfig, then ADFConfig, and
ADFConfig.

To view an MBean's attributes, select the Attributes tab. Some attributes allow you
to change their values. To do so, enter the value in the Value column.

Click Apply to update attribute values.

Navigate to the parent MBean (ADFConfig), select the Operations tab, and click
save to save the changes.

Restart the managed server on which the WebCenter application is deployed. For
more information, see Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Application Deployments."
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1.12.5 WebCenter Spaces Administration Pages

WebCenter Spaces provides several administration pages of its own. WebCenter
Spaces Administration appears only to users who have logged in to the application
using an administrator user name and password. See also, Section 32.1, "Logging into
WebCenter Spaces as an Administrator".

WebCenter Spaces administration pages allow you to:
s Customize WebCenter Spaces

= Manage users and roles

= Manage services settings for WebCenter Spaces

= Manage group spaces and group space templates
s Create and manage business role pages

= Manage personal pages

= Export and import group spaces

For more details, see Section 32, "Accessing WebCenter Spaces Administration Pages".
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Getting Started With Oracle WebCenter

Administration

This part of the Administrator's Guide provides checklists to help you get started with
Oracle WebCenter administration.

Part II contains the following chapters:

Chapter 2, "Getting WebCenter Spaces Up and Running"

Chapter 3, "Maintaining WebCenter Spaces"

Chapter 4, "Getting Custom WebCenter Applications Up and Running"
Chapter 5, "Maintaining Custom WebCenter Applications"






2

Getting WebCenter Spaces Up and Running

Getting WebCenter Spaces up and running and ready for use requires input from both
the Fusion Middleware administrator and the WebCenter Spaces administrator. This chapter
outlines the roles and responsibilities of each administrator who may, in some cases,
be the same person.

The chapter also outlines what must be done, after installation, to get WebCenter
Spaces up and running. Some roadmaps are provided to guide you through this
process.

This chapter includes the following sections:

m  Section 2.1, "Role of the Fusion Middleware Administrator"

= Section 2.2, "Role of the WebCenter Spaces Administrator"

= Section 2.3, "Installing WebCenter Spaces"

»  Section 2.4, "Setting Up WebCenter Spaces for the First Time (Roadmap)"

= Section 2.5, "Customizing WebCenter Spaces for the First Time (Roadmap)"

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for WebCenter Spaces (users granted the Admin role through the Oracle
WebLogic Server Administration Console) and WebCenter Spaces administrators
(users granted the Administrator role throughWebCenter Spaces Administration).

Note: Administrators working with custom WebCenter applications
developed using Oracle WebCenter Framework, should refer to
Chapter 4, "Getting Custom WebCenter Applications Up and
Running".

2.1 Role of the Fusion Middleware Administrator

Oracle Fusion Middleware provides a single administrative role with complete
administrative capabilities—the Admin role. Fusion Middleware administrators with
this role can perform the complete range of security-sensitive administrative duties,
and all installation, configuration, and audit tasks. This administrator is also
responsible for setting up and configuring WebCenter Spaces immediately after
installation, and performing on-going administrative tasks for WebCenter Spaces and
other Oracle WebCenter components. Throughout this document we refer to this
administrator as the Fusion Middleware administrator.
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During installation, a single Fusion Middleware administrator account is created
named weblogic. The password is the one provided during installation.

Use this administrator account to log in to the Fusion Middleware Control Console
and WebCenter Spaces, and assign administrative privileges to other users:

s Fusion Middleware Control - Add one more users to the Administrator group
using the Oracle WebLogic Administration Console or Oracle WebLogic Scripting
Tool (WLST). For details, see "Administrative Users and Roles" in Oracle Fusion
Middleware Security Guide.

Oracle WebLogic Server provides two other roles, in addition to the Admin role,
namely Operator and Monitor. To find out more about these role, see Table 1-6,
" WebCenter Operations and Oracle WebLogic Server Roles"in Section 1.8,
"Understanding Administrative Operations, Roles, and Tools".

= WebCenter Spaces - Assign one more users the Administrator role through
WebCenter Spaces Administration. For details, see Section 34.2.4, "Giving a User
Administrative Privileges".

To find out what other tasks a Fusion Middleware administrator must do to get
WebCenter Spaces up and running, follow the Roadmap - Customizing WebCenter
Spaces for the First Time.

Note: The Fusion Middleware administrator is also responsible for
all on-going administrative tasks, for details see Section 3.3, "System
Administration for WebCenter Spaces (Roadmap)".

2.2 Role of the WebCenter Spaces Administrator

WebCenter Spaces administrators have the highest application privileges within the
WebCenter Spaces application itself. This administrator can view and customize every
aspect of the WebCenter Spaces application and is responsible for customizing
WebCenter Spaces out-of-the-box and maintaining the application after it is in use.

Out-of-the-box, the default Fusion Middleware administrator (weblogic) is the only
user assigned to the WebCenter Spaces Administrator role. The password is the
one provided during installation. Use this administrator account to log in to
WebCenter Spaces, and assign additional users the Administrator role. For details,
see Section 34.2.4, "Giving a User Administrative Privileges".

To find out what a WebCenter Spaces administrator must do to customize WebCenter
Spaces out-of-the-box, follow the Roadmap - Customizing WebCenter Spaces for the
First Time.

Note: The WebCenter Spaces administrator is also responsible for all
on-going administrative tasks, for details see Section 3.4, "Application
Administration for WebCenter Spaces (Roadmap)".

2.3 Installing WebCenter Spaces

WebCenter Spaces installation is described in the Oracle Fusion Middleware Installation
Guide for Oracle WebCenter.
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2.4 Setting Up WebCenter Spaces for the First Time (Roadmap)

The roadmap in Table 2-1 outlines the tasks that a Fusion Middleware administrator
must perform to get a WebCenter Spaces up and running.

Table 2-1 Roadmap - Setting Up WebCenter Spaces for the First Time

Step Documentation Role

Step 1 - Verify your Install WebCenter Spaces, start the managed server,log ~ Fusion
Oracle WebCenter in to the application with default credentials, and assign ~ Middleware
Spaces installation administration privileges to one or more users: Admin

= Installing WebCenter Spaces
= Starting Node Manager

= Starting and Stopping Managed Servers for
WebCenter Application Deployments

= Logging into WebCenter Spaces as an Administrator
»  Giving a User Administrative Privileges

Tip: WebCenter Spaces URL is
http://<host>:<port>/webcenter/spaces

If the default administrator was changed at install time,
you must grant that user WebCenter Spaces
administrative privileges before logging in to WebCenter
Spaces. See Section 24.6, "Granting the WebCenter Spaces
Administrator Role to a WebCenter Spaces User."

Step 2 - Launch Launch Fusion Middleware Control Console, a Fusion
Fusion Middleware Web-based management tool for WebCenter Spaces: Middleware
Control Admin

= Displaying Fusion Middleware Control Console
= Navigating to the Home Page for WebCenter Spaces

Tip: Fusion Middleware Control Console URL is
http://<host>:<port>/em

Learn about the command-line administration tool
WLST. See "Oracle WebLogic Scripting Tool (WLST)".

Step 3 - Configure Connect the application to the BPEL server where Fusion
WebCenter Spaces WebCenter Spaces workflows are installed: Middleware
workflows = Back-End Requirements for WebCenter Spaces Admin
Workflows
= Specifying the BPEL Server Hosting WebCenter
Spaces Workflows
Step 4 - Connect Configure back-end services for WebCenter Spaces Fusion
back-end services through Fusion Middleware Control Console. See: Middleware
Admin
. Content = Managing Content Repositories
Repositories
= Mail Servers = Managing the Mail Service
s BPEL Servers = Managing the Worklist Service
s Collaboration = Managing the Announcements and Discussions
Services Services

= Managing the Instant Messaging and Presence
Service

= Managing the Wiki and Blog Services

= Calendar Services = Managing the Events Service
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Table 2-1 (Cont.) Roadmap - Setting Up WebCenter Spaces for the First Time

Step Documentation Role
= Secure Enterprise =  Managing the Search Service
Search
= Group Space = No additional set up required. The WebCenter
Events, Links, repository and MDS repository required for these
Lists, Notes, services are configured out-of-the-box.
People
Connections, and
Tags
Step 5 - Connect Configure external applications and portlet producers for Fusion
external applications =~ WebCenter Spaces. See: Middleware
and portlet producers Admin
= External = Managing External Applications
Applications
= Portlet Producers s  Registering WSRP Producers
= Registering Oracle PDK-Java Producers
Step 6 - Connect Ensure that back-end servers, supporting wikis and Fusion
back-end severs to the blogs, discussions and announcements, presence, and Middleware
same identity store as  Oracle Content Server, share the same identity store as Admin
WebCenter Spaces WebCenter Spaces:
= Chapter 24, "Configuring the Identity Store"
See also Oracle Fusion Middleware Security Guide.
Step 7 - Secure Configure secure communication: Fusion
communication with »s  Chapter 27, "Securing WebCenter Applications and Mldd'leware
WebCenter Spaces C - " Admin
omponents with SSL
= Chapter 28, "Configuring WS-Security for
WebCenter Applications and Components"
»  Chapter 27, "Securing WebCenter Applications and
Components with SSL"
See also Oracle Fusion Middleware Security Guide.
Step 8 - Restart the Restart the managed server on which WebCenter Spaces  Fusion
managed server and  is deployed to effect configuration changes, and then Middleware
WebCenter Spaces login to WebCenter Spaces with administrative Admin
privileges:
= Starting and Stopping Managed Servers for
WebCenter Application Deployments
= Logging into WebCenter Spaces as an Administrator
Step 9 - Verify your Verify WebCenter Spaces configuration: identity store, Fusion
WebCenter Spaces services, applications, and so on. Middleware
configuration = Logging into WebCenter Spaces as an Administrator Admin
Tip: WebCenter Spaces URL is
http://<host>:<port>/webcenter/spaces
Step 10 - Customize The WebCenter Spaces administrator is responsible for WebCenter
WebCenter Spaces WebCenter Spaces customizations and user role Spaces
and grant application assignments: Admin

roles

= Customizing WebCenter Spaces for the First Time
(Roadmap)
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2.5 Customizing WebCenter Spaces for the First Time (Roadmap)

The roadmap in Table 2-2 outlines the tasks that a WebCenter Spaces administrator
might perform to customize WebCenter Spaces for a new target audience.

Table 2-2 Roadmap - Customizing WebCenter Spaces for the First Time

Step Documentation Role
Step 1 - Log in to Login to WebCenter Spaces with administrative WebCenter
WebCenter Spaces privileges and access the administration pages: Spaces

= Logging into WebCenter Spaces as an Administrator Admin

Tip: WebCenter Spaces URL is

http://<host>:<port>/webcenter/spaces
Step 2 - Customize Customize WebCenter Spaces to suit your audience. WebCenter
WebCenter Spaces Choose a name and logo for your application, apply a Spaces

corporate brand, set language options, and more: Admin

= Naming Your WebCenter

= Customizing the Online Help Link

= Choosing the Default Display Language

= Applying Look and Feel Using Skins

= Customizing Copyright and Privacy Statements

= ... for more options, see Chapter 33, "Customizing

WebCenter Spaces".

Step 3 - Determine Establish your policy regarding new user registration. WebCenter
self-registration policy  Allow users outside of the WebCenter Spaces community Spaces

by to self -register on an invitation-only basis or extend ~ Admin

self-registration to the public:

= Enabling Self-Registration By Invitation-Only

= Enabling Anyone to Self-Register
Step 4 - Plan the public First impressions are extremely important. Determine the WebCenter
user experience content displayed on your Welcome page and the Spaces

appearance of WebCenter Spaces before users login: Admin

= Customizing the Public Welcome Page

= Customizing the Login Page

= Customizing the Self-Registration Page

= Choosing the Default Display Language

= Granting Permissions to the Public-User
Step 5 - Create roles Create roles to characterize groups of WebCenter users WebCenter
and delegate and determine what they can see and do in WebCenter Spaces
responsibilities to other Spaces. Manage and assign roles for any user in the Admin
users identity store:

= Understanding Users, Roles, and Permissions
= Assigning Users (and Groups) to Roles

= Defining Application Roles

»  Giving a User Administrative Privileges

= Modifying Application Role Permissions
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Table 2-2 (Cont.) Roadmap - Customizing WebCenter Spaces for the First Time

Step Documentation Role
Step 6 - Customize Design a default personal space for your WebCenter WebCenter
personal spaces users. Give them instant access to important information = Spaces
and applications relevant to their roles: Admin
= Setting Up a Default Look and Feel for Personal
Pages
= Creating a Business Role Page
Encourage or enforce a consistent look and feel through
default page schemes and default page templates:
= Setting Up a Default Look and Feel for Personal
Pages
Step 7 - Set up Configure default options for discussion forums and WebCenter
discussion forums and announcements: Spaces
announcements »  Setting Discussion Forum Options for WebCenter Admin
Spaces
Step 8 - Set up people  Configure defaults for activity streams, personal profiles, WebCenter
connection components connections, messages boards, and feedback: Spaces
= Configuring the People Connections Service for Admin
WebCenter Spaces
Step 9 - Set up mail Configure default options for everyone's mail: WebCenter
notifications = Setting Send Mail Notifications for WebCenter Spacgs
S Admin
paces
Step 10 - Provide group In WebCenter, users can create and manage group spaces WebCenter
spaces and group space without centralized administration. Give them a Spaces
templates head-start by creating templates for the types of group Admin
spaces they are likely to build:
= Building Group Spaces
»  Creating Group Space Templates
Step 11 - Customize the Give users quick access to frequently used applications ~ WebCenter
Sidebar and collaboration services such as mail, worklist Spaces
assignments, and personal contacts. Display, hide, Admin
reorganize, and lock the content of everyone's Personal
Sidebar:
= Hiding and Showing Task Flows in the Sidebar
= Locking Sidebar Content
Step 12 - Organize the = Make WebCenter the single place a user needs to go. WebCenter
applications pane Allow users direct access to applications outside Spaces
WebCenter Spaces that require an HTML form-based Admin

login. Expose key external applications in everyone's
Personal Sidebar:

= Making an Application Available to WebCenter
Users

= Arranging the Applications List

= Locking Applications Displayed in the Applications
Pane
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Maintaining WebCenter Spaces

Keeping the WebCenter Spaces application up and running requires input from both
the Fusion Middleware administrator and the WebCenter Spaces administrator. This chapter
outlines the roles and responsibilities of each administrator who may, in some cases,
be the same person.

Some roadmaps are also provided to help guide you through the process.
This chapter includes the following sections:

s Section 3.1, "Role of the Fusion Middleware Administrator"

= Section 3.2, "Role of the WebCenter Spaces Administrator"

»  Section 3.3, "System Administration for WebCenter Spaces (Roadmap)"

= Section 3.4, "Application Administration for WebCenter Spaces (Roadmap)"

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for WebCenter Spaces (users granted the Admin role through the Oracle
WebLogic Server Administration Console) and WebCenter Spaces administrators
(users granted the Administrator role throughWebCenter Spaces Administration).

Note: Administrators maintaining custom WebCenter applications
should refer to Chapter 5, "Maintaining Custom WebCenter
Applications".

3.1 Role of the Fusion Middleware Administrator

Oracle Fusion Middleware provides a single administrative role with complete
administrative capabilities—the Admin role. Fusion Middleware administrator can
perform the complete range of security-sensitive administrative duties, and all
installation, configuration, and audit tasks. This administrator is also responsible for
setting up and configuring WebCenter Spaces immediately after installation, and
performing on-going administrative tasks for WebCenter Spaces and other Oracle
WebCenter components. Throughout this document we refer to this administrator as
the Fusion Middleware administrator.

A single Fusion Middleware administrator account (weblogic by default) is set up
when Fusion Middleware is installed. The password is the one you provided during
installation.
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To find out what on-going administrative tasks a Fusion Middleware administrator is
expected to perform in relation to WebCenter Spaces, follow the Roadmap -
Administering and Monitoring WebCenter Spaces.

Note: The Fusion Middleware administrator is also responsible for
getting WebCenter Spaces up and running out-of-the-box, for details
see Section 2.4, "Setting Up WebCenter Spaces for the First Time
(Roadmap)".

3.2 Role of the WebCenter Spaces Administrator

WebCenter Spaces administrators have the highest application privileges within the
WebCenter Spaces application itself. This administrator can view and customize every
aspect of the WebCenter Spaces application and is responsible for customizing
WebCenter Spaces out-of-the-box and maintaining the application after it is in use.

Out-of-the-box, the default Fusion Middleware administrator (weblogic) is the only
user assigned to the WebCenter Spaces Administrator role. The password is the
one provided during installation.

To find out what on-going administrative tasks a WebCenter Spaces administrator is
expected to perform in relation to WebCenter Spaces, follow the Roadmap - Keeping
WebCenter Spaces Up and Running.

Note: The WebCenter Spaces administrator is also responsible for
customizing WebCenter Spaces out-of-the-box, for details see
Section 2.5, "Customizing WebCenter Spaces for the First Time
(Roadmap)".

3.3 System Administration for WebCenter Spaces (Roadmap)

The roadmap in Table 3-1 outlines typical tasks that a Fusion Middleware
administrator might perform to keep WebCenter Spaces up and running.

Table 3-1 Roadmap - Administering and Monitoring WebCenter Spaces

Step Documentation Role

Step 1- Stop and start Restart the managed server on which WebCenter Spaces  Fusion

the managed server is deployed to effect configuration changes or for routine Middleware
maintenance: Admin

= Starting and Stopping Managed Servers for
WebCenter Application Deployments

Tip: The managed server for WebCenter Spaces is named
WLS_Spaces.

Step 2 - View and Identify and diagnose problems through log files. Fusion
manage log files WebCenter Spaces logs record all types of events, Middleware
including startup and shutdown information, errors, Admin

warnings, and other information:

= Viewing and Configuring Log Information
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Table 3-1 (Cont.) Roadmap - Administering and Monitoring WebCenter Spaces

Step Documentation Role
Step 3 - Monitor Analyze the performance of WebCenter Spaces and Fusion
performance monitor its current status through Fusion Middleware Middleware
Control Console: Admin
= Viewing Performance Information
= Monitoring WebCenter Spaces
Fusion Middleware administrators granted one of these
roles can view metrics: Admin, Operator, Monitor. To
find out more, see in "Understanding Administrative
Operations, Roles, and Tools".
Step 4 - Tune Reconfigure performance related parameters for the Fusion
application properties WebCenter environment, WebCenter application, and Middleware
WebCenter services: Admin
»  Tuning Oracle WebCenter Performance
Step 3 - Stop and start Fusion Middleware administrators may shut down Fusion
WebCenter Spaces WebCenter Spaces for maintenance purposes and then Middleware
restart the application: Admin
= Starting WebCenter Spaces Using Fusion
Middleware Control
= Stopping WebCenter Spaces Using Fusion
Middleware Control
Step 4 - Modify Add, modify, and delete connections through Fusion Fusion
back-end services Middleware Control Console. See: Middleware
Admin
= Content = Managing Content Repositories
Repositories
s Mail Servers = Managing the Mail Service
s BPEL Servers = Managing the Worklist Service
= Collaboration = Managing the Announcements and Discussions
Services Services
= Managing the Instant Messaging and Presence
Service
= Managing the Wiki and Blog Services
s Calendar Services » Managing the Events Service
= Secure Enterprise s  Managing the Search Service
Search
= Group Space »  Setting Up the WebCenter Repository
Events, Links, . .
Lists, Notes, Tags, n  Setting Up the MDS Repository
and People
Connections
Step 4 - Modify Add, modify, and delete connections through Fusion Fusion
external applications = Middleware Control Console. See: Middleware
and portlet producers Admin

= External
Applications

s Portlet Producers

= Managing External Applications

= Registering WSRP Producers
= Registering Oracle PDK-Java Producers
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Table 3-1 (Cont.) Roadmap - Administering and Monitoring WebCenter Spaces

Step Documentation Role
Step 5 - Configure SSL Configure secure communication: Fusion
communication »  Chapter 27, "Securing WebCenter Applications and Mlddleware
- " Admin
Components with SSL
s Chapter 28, "Configuring WS-Security for
WebCenter Applications and Components"
s Chapter 26, "Configuring WebCenter Applications
and Components to Use SSO"
See also Oracle Fusion Middleware Security Guide.
Step 6 - Reconfigure Reconfigure your identity or policy stores: Fusion
identity store or polic " . . " Middleware
store y policy Chapter 24, "Configuring the Identity Store Admin
s Chapter 25, "Configuring the Policy and Credential
Store"
See also Oracle Fusion Middleware Security Guide.
Step 7 - Reconfigure Reconfigure the WebCenter repository: Fusion
WebCenter repository Setting Up the WebCenter Repository Mlddleware
Admin
Step 8 - Reconfigure Reconfigure the application's MDS repository: Fusion
MDS repository = Setting Up the MDS Repository IXI(;(IiIililrelzware
See also Oracle Fusion Middleware Administrator’s Guide:
= Managing the MDS Repository
= Configuring an Application to Use a Different MDS
Repository or Partition
= Moving Metadata from a Test System to a
Production System
Step 9 - Reconfigure Install WebCenter Spaces workflows on a different BPEL Fusion
WebCenter Spaces server and reconfigure the connection: Middleware
workflows = Installing WebCenter Spaces Workflows Admin
= Specifying the BPEL Server Hosting WebCenter
Spaces Workflows
Step 10 - Export Use the export facility to move content to a remote Fusion
WebCenter Spaces instance or between stage and production environments: Middleware
=  Exporting an Entire WebCenter Spaces Application Admin
= Exporting Group Spaces
= Exporting Group Space Templates
Step 11 - Import Use the import facility to restore WebCenter Spaces from Fusion
WebCenter Spaces a backup or to move content to a remote instance or Middleware
between stage and production environments: Admin
= Importing an Entire WebCenter Spaces Application
= Importing Group Spaces
= Importing Group Space Templates
Step 12 - View and Identify and diagnose problems through log files. Fusion
manage log files WebCenter Spaces logs record all types of events, Middleware
including startup and shutdown information, errors, Admin

warnings, and other information:

= Viewing and Configuring Log Information
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Table 3-1 (Cont.) Roadmap - Administering and Monitoring WebCenter Spaces

Step Documentation Role

Step 13 - Monitor Analyze the performance of WebCenter Spaces and Fusion

performance monitor its current status through Fusion Middleware Middleware
Control Console: Admin

= Viewing Performance Information

= Monitoring WebCenter Spaces

3.4 Application Administration for WebCenter Spaces (Roadmap)

The roadmap in Table 3-2 outlines typical tasks that a WebCenter Spaces
administrator might perform while WebCenter Spaces is up and running.

If WebCenter Spaces must be taken offline for maintenance, ensure that a suitable
message displays to any users who attempt to access the application while it is offline.

Table 3-2 Roadmap -

Keeping WebCenter Spaces Up and Running

Step Documentation Role
Step 1 - Modify Modify application-wide settings as required: WebCenter
Application Settings = Naming Your WebCenter i%acgs
min
= Customizing the Online Help Link
s Choosing the Default Display Language
= Applying Look and Feel Using Skins
»  Customizing Copyright and Privacy Statements
= ... for more options, see Chapter 33, "Customizing
WebCenter Spaces".
Step 2 - Manage Manage personal pages and business role pages. Push WebCenter
Personal Spaces content to personal spaces: Spaces
M . . Admin
. anaging Business Role Pages
= Managing Personal Pages
Step 3 - Manage Group Take any group space temporarily offline and close WebCenter
Spaces down any group spaces that is inactive. Manage anyone's Spaces
group space: Admin
= Viewing Group Space Information
= Changing the Status of a Group Space
Step 4 - Manage Group Manage group space templates. Review and delete any =~ WebCenter
Space Templates template: Spaces
= Managing Group Space Templates Admin
Step 5 - Maintain Users Maintain security. Modify user role permissions and WebCenter
and Roles assign new roles: Spaces
o - o Admin
= Modifying Application Role Permissions
= Assigning a User to a Different Role
Step 6 - Manage the Maintain external application links. Add, modify, and WebCenter
Applications List delete entries: Spaces
Admin

= Making an Application Available to WebCenter
Users

= Editing Links in the Applications Pane

= Removing Links from the Applications Pane
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Table 3-2 (Cont.) Roadmap - Keeping WebCenter Spaces Up and Running

Step Documentation Role

Step 7- Maintain the Hide Sidebar content when services temporarily WebCenter

Sidebar unavailable. Expose new services when available: Spaces
Admin

= Hiding and Showing Task Flows in the Sidebar
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Getting Custom WebCenter Applications Up

and Running

The chapter outlines what Fusion Middleware administrators must do, after
installation, to get custom WebCenter applications up and running. A roadmap is
provided to help guide you through the process.

The chapter includes the following sections:

= Section 4.1, "Installing Oracle WebCenter and Oracle WebCenter Framework
Libraries"

= Section 4.2, "Deploying Custom WebCenter Applications for the First Time
(Roadmap)"

Although WebCenter Spaces is itself a WebCenter application, it does require some
special administration tasks that other custom WebCenter applications do not. To see a
comprehensive list of these tasks, refer to Chapter 2, "Getting WebCenter Spaces Up
and Running".

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for custom WebCenter application administration (users granted the
Admin role through the Oracle WebLogic Server Administration Console).

4.1 Installing Oracle WebCenter and Oracle WebCenter Framework

Libraries

Oracle WebCenter installation is described in the Oracle Fusion Middleware Installation
Guide for Oracle WebCenter.

Oracle JDeveloper installation, required for building custom WebCenter applications,
is described in Oracle Fusion Middleware Installation Guide for Oracle [Developer.

Custom WebCenter applications can be deployed to any WebLogic Server instance
that is provisioned with the Oracle WebCenter Framework shared library files. For
details, see, Section 7.1.3.1, "Creating and Provisioning a WebLogic Managed Server
Instance".
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4.2 Deploying Custom WebCenter Applications for the First Time
(Roadmap)

The roadmap in Table 4-1 outlines the tasks that a Fusion Middleware administrator
must perform to deploy a custom WebCenter application, developed with Oracle
WebCenter Framework, and get it up and running.

Note: WebCenter Spaces requires additional administration tasks

that custom WebCenter applications do not. To see a comprehensive
list of these tasks, refer to Chapter 2, "Getting WebCenter Spaces Up
and Running".

Table 4-1 Roadmap - Getting Custom WebCenter Applications Up and Running for the
First Time
Step Documentation Role
Step 1 - Verify your Verify your Oracle WebCenter installation and settings. =~ Fusion
Oracle WebCenter See: Middleware
installation = Installing Oracle WebCenter and Oracle WebCenter Admin
Framework Libraries
= Starting Node Manager
Installation is described in the Oracle Fusion Middleware
Installation Guide for Oracle WebCenter.
Step 2 - Launch Launch the Fusion Middleware Control Console, a Fusion
Fusion Middleware Web-based management tool for WebCenter Middleware
Control applications. See: Admin
= Displaying Fusion Middleware Control Console
= Navigating to the Home Page for Custom
WebCenter Applications
Learn about the command-line administration tool
WLST. See "Oracle WebLogic Scripting Tool (WLST)".
Step 3 - Deploy the Create a suitable container in which to deploy the custom Fusion
custom WebCenter WebCenter application archive: Middleware
application = Creating and Provisioning a WebLogic Managed Admin
Server Instance
s Creating and Registering the Metadata Service
Repository
= Deploying the Application to a WebLogic Managed
Server Instance
See also, "Deploying WebCenter Applications".
Step 4 - Connect Configure back-end services for the custom WebCenter ~ Fusion
back-end services application through Fusion Middleware Control. Middleware
Admin

= Content
Repositories

s Mail Servers
s BPEL Servers

s Collaboration
Services

= Managing Content Repositories

= Managing the Mail Service
= Managing the Worklist Service

= Managing the Announcements and Discussions
Services

= Managing the Instant Messaging and Presence
Service
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Table 4-1 (Cont.) Roadmap - Getting Custom WebCenter Applications Up and Running
for the First Time

Step Documentation Role

= Secure Enterprise = Managing the Search Service
Search

= Wiki and Blog = Managing the Wiki and Blog Services
Services

= External = Managing External Applications
Applications

s Portlet Producers =  Registering WSRP Producers
= Registering Oracle PDK-Java Producers
= Group Space = Setting Up the WebCenter Repository

E;Isetlsiti)\llgtl:sksa’n d " Setting Up the MDS Repository

Tags
Step 5 - Connect to an Ensure that your identity store is installed, configured, Fusion
identity store and contains all the required user data. See: Middleware
s Chapter 24, "Configuring the Identity Store" Admin
See also Oracle Fusion Middleware Security Guide.
Step 6 - Restart the Restart the managed server on which the applicationis ~ Fusion
managed server deployed. See: Middleware
= Starting and Stopping Managed Servers for Admin
WebCenter Application Deployments
Step 7 - Verify custom Login to the application to verify the configuration: Fusion
WebCenter identity store, services, applications, and so on. Middleware
application Admin
configuration
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Maintaining Custom WebCenter Applications

The chapter outlines what Fusion Middleware administrators might do to keep
custom WebCenter applications up and running. The following roadmap helps to
guide you through the process:

»  Section 5.1, "System Administration for Custom WebCenter Applications
(Roadmap)"

Although WebCenter Spaces is itself a WebCenter application, it does require some
special maintenance tasks that custom WebCenter applications do not. To see a
comprehensive list of these tasks, refer to Chapter 3, "Maintaining WebCenter Spaces".

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for custom WebCenter application administration (users granted the
Admin role through the Oracle WebLogic Server Administration Console).

5.1 System Administration for Custom WehCenter Applications

(Roadmap)

The roadmap in Table 5-1 outlines typical tasks that a Fusion Middleware
administrator might perform to keep a custom WebCenter application up and
running.

If the custom WebCenter application must temporarily shut down for maintenance,
ensure that a suitable message displays to any users who attempt to access the
application while it is offline.

Table 5-1 Roadmap - Maintaining Custom WebCenter Applications

Step Documentation Role

Step 1- Stop and start Restart the managed server on which the custom Fusion

the managed server WebCenter application is deployed to effect Middleware
configuration changes or for routine maintenance: Admin

= Starting and Stopping Managed Servers for
WebCenter Application Deployments

Step 2 - Stop and start Shut down the application for maintenance purposes and Fusion

the custom then restart the application: Middleware
Web.Cen‘ter = Starting and Stopping Custom WebCenter Admin
application Applicati
pplications
Step 3 Maintain Add, modify, and delete connections through the Fusion Fusion
back-end services Middleware Control Console: Middleware
Admin
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Table 5-1 (Cont.) Roadmap - Maintaining Custom WebCenter Applications

Step Documentation Role
= Content = Managing Content Repositories
Repositories
= Mail Servers = Managing the Mail Service
= BPEL Servers = Managing the Worklist Service
= Collaboration = Managing the Announcements and Discussions
Services Services
= Managing the Instant Messaging and Presence
Service
= Secure Enterprise =  Managing the Search Service
Search
=  Wiki and Blog = Managing the Wiki and Blog Services
Services
Step 4 - Maintain Add, modify, and delete connections through Oracle Fusion
external applications  Enterprise Manager Fusion Middleware Control Console. Middleware
and portlet producers See: Admin
= External = Managing External Applications
Applications
= Portlet Producers s  Registering WSRP Producers
= Registering Oracle PDK-Java Producers
Step 5 - Reconfigure = Chapter 24, "Configuring the Identity Store" Fusion
your identity store See also, Oracle Fusion Middleware Security Guide. Mldd_leware
Admin
Step 6 - Reconfigure »  Setting Up the MDS Repository Fusion
the MDS repository Middleware
Admin
Step 7 - Reconfigure = Setting Up the WebCenter Repository
WebCenter repository
Step 8 - Export custom Migrate data to a remote instance or between stage and ~ Fusion
WebCenter production environments: Middleware
application data = Exporting WebCenter Services Metadata and Data Admin
(Custom WebCenter Applications)
= Exporting Portlet Client Metadata (Custom
WebCenter Applications)
= Migrating Security for Custom WebCenter
Applications
= Migrating Data (Custom WebCenter Applications)
See also, "Managing Export, Import, Backup, and
Recovery of WebCenter".
Step 9 - Import custom Use the import facility to move content to a remote Fusion
WebCenter instance or between stage and production environments: Middleware
application data Admin

= Importing WebCenter Services Metadata and Data
(Custom WebCenter Applications)

= Importing Portlet Client Metadata (Custom
WebCenter Applications)

= Migrating Security for Custom WebCenter
Applications

= Migrating Data (Custom WebCenter Applications)
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Table 5-1 (Cont.) Roadmap - Maintaining Custom WebCenter Applications

Step Documentation Role

Step 10 - View and Identify and diagnose problems through log files. Fusion

manage log files Custom WebCenter application logs record all types of ~ Middleware
events, including startup and shutdown information, Admin

errors, warnings, and other information:

= Viewing and Configuring Log Information

Step 11 - Monitor Analyze the performance of the custom WebCenter Fusion
performance application and monitor its current status through Fusion Middleware
Middleware Control Console: Admin

= Viewing Performance Information

= Monitoring Custom WebCenter Applications

Step 12 - Tune Reconfigure performance related parameters for the Fusion
application properties WebCenter environment, WebCenter application, and Middleware
WebCenter services: Admin

= Tuning Oracle WebCenter Performance
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Basic Systems Administration for Oracle

WebCenter

This part of the Administrator's Guide presents system administration tasks for Oracle
WebCenter and WebCenter applications, such as WebCenter Spaces and any custom
WebCenter applications that you deploy.

Part III contains the following chapters:

Chapter 6, "Starting Enterprise Manager Fusion Middleware Control"
Chapter 7, "Deploying WebCenter Applications"

Chapter 8, "Starting and Stopping WebCenter Applications"

Chapter 9, "Setting Application Properties"
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Starting Enterprise Manager Fusion
Middleware Control

This chapter describes how to access Oracle Enterprise Manager Fusion Middleware
Control Console, and display WebCenter-related pages from where you can perform
all necessary configuration, monitoring, and management tasks.

This chapter includes the following sections:

= Section 6.1, "Displaying Fusion Middleware Control Console"

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter Applications"

= Section 6.4, "Navigating to Dependent Components"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin, Operator, or Monitor role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools".

6.1 Displaying Fusion Middleware Control Console

Fusion Middleware administrators can login to Fusion Middleware Control Console
and access Oracle WebCenter pages. Your role determines what you can see and do
after logging in. To find out more, see Table 1-6, " WebCenter Operations and Oracle
WebLogic Server Roles".

To access the Fusion Middleware Control Console:
1. Start Fusion Middleware Control.

Fusion Middleware Control is configured for a domain, and it is automatically
started when you start the Oracle WebLogic Server Administration Server. See
"Starting and Stopping Fusion Middleware Control" in Oracle Fusion Middleware
Administrator’s Guide.

2. Navigate to the following URL:
http://host_name.domain name:port_number/em

For example: http://myhost .mycompany.com:7001/em

You can find the exact URL, including the administration port number, in
config.xml:

s On Windows: DOMAIN_HOME\config\config.xml
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= On UNIX: DOMAIN_HOME/config/config.xml
See also, "Managing Ports" in Oracle Fusion Middleware Administrator’s Guide.
3. Enter a valid administrator User Name and Password details for the farm.

The default user name for the administrator user is weblogic. This is the account
you can use to log in to Fusion Middleware Control for the first time.

4. Click Login.
The first page you see is the Farm home page. You can also view this page at any

time by selecting the name of the farm in the navigation pane (Figure 6-1).

Figure 6—1 Farm Home Page
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From the navigation pane, you can drill down to view and manage all components in
your farm, including WebCenter Spaces and any custom WebCenter applications that
you may have deployed. For detailed instructions, see

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces".
= Section 6.3, "Navigating to the Home Page for Custom WebCenter Applications".

6.2 Navigating to the Home Page for WebCenter Spaces

The WebCenter Spaces home page is your starting place for managing WebCenter
Spaces. The page displays status, performance and availability of all the components
and services that make up WebCenter Spaces.
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Figure 6—2 WebCenter Spaces Home Page
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From here you can:
»  Check the status of WebCenter Spaces.

= View key group space performance data. Track overall response time compared
with the user access rate to see how the application preforms under different loads
and to diagnose system resource issues. Quickly see which group spaces are used
the most, the slowest performers, and determine which group spaces are
recording the most errors.

= Navigate to key WebCenter Spaces components, including the application itself,
the WebLogic Server installation, and the MDS repository.

= View status and key performance metrics for WebCenter services used in the
application.

= Drill down to detailed performance information for individual group spaces,
services, external applications, portlets, and producers.

The WebCenter Spaces home page also displays a WebCenter menu (Figure 6-3).
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Figure 6-3 WebCenter Menu for WebCenter Spaces
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From the WebCenter menu, you can:
= Start and stop WebCenter Spaces
s Configure application settings
= Manage back-end services
= Manage external applications
= Register and manage portlet producers
= Monitor detailed performance metrics for all components
»  Select and chart live metrics
= Analyze diagnostic information and configure logs
= Export and import WebCenter Spaces
= Configure security policies and roles.
= Configure ADF and MDS options.
= View Web Services-related information.
To navigate to the main home page for WebCenter Spaces:
1. Login to Fusion Middleware Control.
See Section 6.1, "Displaying Fusion Middleware Control Console".
2. Inthe Navigator (Figure 6-4), expand WebCenter.
3. Expand WebCenter Spaces.

4. Select webcenter to navigate to the home page for your WebCenter Spaces
installation.
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Figure 6-4 Navigating to the WebCenter Spaces Home Page
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Notice how the Navigator menu changes to WebCenter (Figure 6-5).

Figure 6-5 Displaying the WebCenter Spaces Home Page and Menu
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6.3 Navigating to the Home Page for Custom WebCenter Applications

The J2EE Application Deployment home page (Figure 6-6) is your starting place for
managing custom WebCenter application deployments developed with Oracle
WebCenter Framework. The page displays status, performance and availability of all
the components and services that make up the custom WebCenter application.

Note: WebCenter Spaces has a different home page, see Navigating
to the Home Page for WebCenter Spaces.
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Figure 6—6 Custom WebCenter Application Home Page
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From here you can:

Check custom WebCenter application status.

]
= Navigate to the Oracle WebLogic Server Administration Console.
»  Access various Application Deployment menu options:
—  Start, restart, and shutdown the application
- View and configure log files.
— Undeploy and redeploy the application.
- Configure security policies and roles.
- Configure ADF and MDS options.
= View a performance summary, entry points to the application, Web Services and
modules associated with the application, and the response and load data which
shows the requests per second and the request processing time.
= Navigate to key components of the custom WebCenter application.
s Drill down to detailed performance information for individual modules and

services.

For custom WebCenter applications, the Application Deployment menu displays an
additional menu option—WebCenter. From the WebCenter menu, you can perform
WebCenter-specific tasks such as:

Manage external applications (see Chapter 22, "Managing External Applications").

u

= Manage back-end services (see Chapter 10, "Managing Oracle WebCenter
Services").

= Manage portlet producers (see Chapter 21, "Managing Portlet Producers").
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"Monitoring Oracle WebCenter Performance").

Monitor detailed performance metrics for WebCenter services (see Chapter 30,

To navigate to the main home page for your custom WebCenter application:

1.

Login to Fusion Middleware Control.

See Section 6.1, "Displaying Fusion Middleware Control Console".

2.

In the Navigator (Figure 6-7), expand Application Deployments.

Figure 6-7 Navigating to a Custom WebCenter Application Home Page
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Figure 6-8 Displaying the Custom WebCenter Application Home Page and Menu
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6.4 Navigating to Dependent Components

From WebCenter application pages it is easy to navigate to pages belonging to related

components, such as, WebLogic Server domains, servers, Java components, MDS

repository, and so on.
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= WebCenter Spaces - From the home page, click links in "Related Components" to
navigate to the WebCenter Spaces application itself, WebLogic Server installation
pages, and MDS repository pages in Fusion Middleware Control. See also,
Section 6.2, "Navigating to the Home Page for WebCenter Spaces".

s Custom WebCenter applications - The Application Deployment menu on the
J2EE application home page offers direct navigation to the Oracle WebLogic
Server Administration Console, and pages relating to ADF, MDS repository, and
security. See also, Section 6.3, "Navigating to the Home Page for Custom
WebCenter Applications".
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Deploying WebCenter Applications

This chapter provides instructions for deploying, undeploying, and redeploying
custom WebCenter applications from an Enterprise Archive, or EAR file, created with
Oracle JDeveloper (for information on how to create an EAR file, see "How to Create
Deployment Profiles in Oracle JDeveloper" in the Oracle Fusion Middleware Developer's
Guide for Oracle WebCenter). It does not contain instructions for deploying or installing
Oracle WebCenter Spaces. For information about installing Oracle WebCenter Spaces
and other WebCenter components, see "Installing Oracle WebCenter" in the Oracle
Fusion Middleware Installation Guide for Oracle WebCenter. For information about
deploying WSRP and PDK-Java portlet producer applications, see Section 21.8,
"Deploying Portlet Producer Applications."

This chapter includes the following sections:

= Section 7.1, "Deploying Custom WebCenter Applications"

= Section 7.2, "Undeploying Custom WebCenter Applications"
= Section 7.3, "Redeploying Custom WebCenter Applications"

= Section 7.4, "Post-Deployment Configuration"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Deployer role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

7.1 Deploying Custom WebCenter Applications

This section describes the steps required to deploy a custom WebCenter application,
which has been created in JDeveloper, to a production domain. The deployment steps
in this section assume that you are deploying an EAR file, know its location, and that
the domain to which you want to deploy exists.

For information on how to create a WebLogic Server domain, see "Creating a New
Domain" in the Oracle Fusion Middleware Installation Guide for Oracle WebCenter. For
more information about deploying applications, see Oracle Fusion Middleware Deploying
Applications to Oracle WebLogic Server.

This section includes the following topics:
= Section 7.1.1, "Deployment Prerequisites”
= Section 7.1.2, "Preparing the Application EAR File"

= Section 7.1.3, "Preparing the Target Environment"
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1

»  Section 7.1.4, "Deploying the Application to a WebLogic Managed Server Instance'
= Section 7.1.5, "Transporting Customizations Between Environments"

= Section 7.1.6, "Configuring Applications to Run in a Distributed Environment"

7.1.1 Deployment Prerequisites

You can deploy custom WebCenter applications to any WebLogic Managed Server
instance that is provisioned with the Oracle WebCenter libraries.

Note: Oracle does not recommend deploying custom WebCenter
applications to any of the three preconfigured Managed Servers
created during the installation, or to the Administration Server. For
WebCenter applications created in JDeveloper, follow the process
described in Section 7.1.3.2, "Creating and Registering the Metadata
Service Repository" and Section 7.1.3.1, "Creating and Provisioning a
WebLogic Managed Server Instance” to create and provision a new
WLS Managed Server before deploying.

Before deploying, you must:

= Prepare the application EAR file, as described in Section 7.1.2, "Preparing the
Application EAR File."

»  Prepare the target environment, as described in Section 7.1.3, "Preparing the
Target Environment."

After preparing the EAR file and the target environment, continue by deploying the
application as described in Section 7.1.4, "Deploying the Application to a WebLogic
Managed Server Instance."

7.1.2 Preparing the Application EAR File

Before you deploy an application, you must first create a deployment profile. The
deployment profile packages or archives the custom WebCenter application and its
associated files so that the application can be deployed to an Oracle WebLogic
Managed Server as an EAR file.

For information on how to create a deployment profile (and the resulting EAR file) for
an application, see "Packaging and Deploying a Custom WebCenter Application to a
WebLogic Managed Server" in the Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter.

7.1.2.1 EAR File Contents

The EAR file packages multiple information artifacts, which include:

=  The application itself: the physical pieces of the application such as . jspx, . jar,
and .class files.

= Application Configuration — which contains the URL endpoints and properties of
connections to services and producers that are configured for this application.

= Application Metadata — which is an export of the application metadata created
during the design time of the application.

»  Portlet Customizations — which contain customization settings and data for
portlets. This information is maintained within the producer, but is exported when
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an application with registered producers is packaged. This customization data is
packaged with the rest of the metadata of a custom WebCenter application.

7.1.3 Preparing the Target Environment

Before deploying a custom WebCenter application, you must create a WebLogic
Managed Server instance and provision it with a required set of shared libraries. You
must also create and register a Metadata Service (MDS) repository to store application
metadata such as page personalizations and customizations. Finally, you must prepare
the target environment so that it can host the deployed application.

Note: Oracle does not recommend deploying custom WebCenter
applications to any of the three preconfigured Managed Servers
created during the installation, or to the Administration Server. For
custom WebCenter applications, follow the process described in
Section 7.1.3.1, "Creating and Provisioning a WebLogic Managed
Server Instance" to create and provision a new WLS Managed Server,
and Section 7.1.3.2, "Creating and Registering the Metadata Service
Repository" to create and register the MDS repository before
configuring your target environment and deploying your application.

This section includes the following topics:
»  Section 7.1.3.1, "Creating and Provisioning a WebLogic Managed Server Instance"
»  Section 7.1.3.2, "Creating and Registering the Metadata Service Repository"

= Section 7.1.3.3, "Configuring the Target Environment"

7.1.3.1 Creating and Provisioning a WebLogic Managed Server Instance

You can create a WebLogic Managed Server instance using the WLS Administration
Console, or using Fusion Middleware Control. You can also create a WebLogic
Managed Server instance and provision it using WLST commands in a Jython script. A
sample Jython script that you can modify to suit the needs of your local environment
is available for download from the Oracle Technology Network (OTN). Using a script
is a good approach in circumstances where new Managed Servers must be created on
an on-going basis.

These three options are described in the following sections:

= Section 7.1.3.1.1, "Creating and Provisioning a WebLogic Managed Server Using a
Jython Script"

= Section 7.1.3.1.2, "Creating and Provisioning a WebLogic Managed Server Using
the WLS Administration Console"

»  Section 7.1.3.1.3, "Creating a WebLogic Managed Server Using Fusion Middleware
Control"
7.1.3.1.1 Creating and Provisioning a WebLogic Managed Server Using a Jython Script

You can use a Jython script to automate the process of creating a new Managed Server
instance. An example script that you can modify for your local environment is
available for download from the Oracle WebCenter Suite 11¢ Demonstrations and
Samples page on OTN at:

http://www.oracle.com/technology/products/webcenter/releasell__
demos.html
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under Administration Samples. The example script creates a new WebLogic Managed
Server instance, deploys the shared libraries required to run a WebCenter application,
and checks that the new Managed Server is ready for deployment.

To create and provision WebLogic Managed Server using a Jython script:
1. Download the example script from OTN.
2. Copy the following two files into your MW_HOME/as1lrlwc/common/bin folder:

createManagedServer.py
targetServer.properties

3. Check createManagedServer . py and modify it for your local environment, if
necessary.

4. Modify targetServer.properties to supply your WLS installation path and
other required information as shown in the following example:

## DomainHome chosen for the installation ##
domainHome=/scratch/workdir/mwhome/user_projects/domains/wc_domain/
## OracleHome of the installation location ##
WC_ORACLE_HOME=/scratch/workdir/Feb241515 /mwhome/asllrlwc
## Set CONFIG_JVM_ARGS if using adminServerUrl with SSL t3
setenv CONFIG_JVM_ARGS
-Dweblogic.security.SSL.ignoreHostnameVerification=true
-Dweblogic.security.TrustKeyStore=DemoTrust

## AdminServer URL
adminServerUrl=t3://myserver.example.com: 7001

## Name of the Managed Server you want to create
mgdServerName=CustomAppServer3

## Username to access the server

user=weblogic

## Password to access the server

password=weblogic

## Port number to be assigned to the new Managed Server

port=9996
R
## Use serverType "WebCenter" for generic WebCenter custom apps ##

## or serverType "Portlet" for Portlet producer and bridge custom apps#i#
FHE R R R
serverType=WebCenter

FHEH R
## If you don't want to create a custom schema for the new managed #H
## server, choose NONE, to use the default WebCenter schema. ##
## Otherwise, specify the name of the schema you created with the RCU ##
## prior to running the script (creating a new schema is recommended) .##
FHEH AR R
customDS=NONE

5. Run the script from your Mw_HOME/asllrlwc/common/bin folder:

./wlst.sh createManagedServer.py

6. Start the newly created WebLogic Managed Server using the following command:

nohup ./startManagedWebLogic.sh custom server_id http://server_ip_addr:server._
port_num

-Dweblogic.management .username=user._name

-Dweblogic.management .password=password customServer.out &

Where:
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s custom _server_idisthe name of the new Managed Server you created (for
example, CustomAppServer3s).

m server_ip_ addristhe IP address of the administration server.

» server_port_numis the port number of the administration server.

» user_name is the user name to access the server (for example, weblogic).
» password is the password to access the server (for example, weblogic).

Once the Managed Server is started, check that the schema is registered (the
registered MDS schema should appear when you click your WLS domain in
Fusion Middleware Control).

You can now continue to deploy your custom WebCenter application as described
in Section 7.1.4, "Deploying the Application to a WebLogic Managed Server
Instance," or portlet producer application as described in Section 21.8, "Deploying
Portlet Producer Applications."

7.1.3.1.2 Creating and Provisioning a WebLogic Managed Server Using the WLS Administration
Console

You can create a WebLogic Managed Server on an existing domain using the WLS
Administration Console to create the server instance and provision the shared libraries
required to run a custom WebCenter application.

To create a WebLogic Managed Server using the WLS Administration Console:

1.

Log in to the WLS Administration Console.

For information on logging into the WLS Administration Console, see
Section 1.12.2, "Oracle WebLogic Server Administration Console."

Navigate to the WLS Administration Console's Home page (see Figure 7-1).
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Figure 7-1 WLS Administration Console Home Page
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3. From the WLS Administration Console's Home page under Domain
Configurations, click Servers.

The Summary of Servers pane displays (see Figure 7-2).

Figure 7-2 Summary of Servers Pane
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4. On the Summary of Servers pane, click New to create a WebLogic Managed Server

instance.

The Create a New Server pane displays (see Figure 7-3).

Figure 7-3 Create a New Server pane

Create a New Server
Back || Mext | Finizh | Cancel

Server Properties

The following properties will be used to identify your new server,
* Indicates required fields

‘Wwhat would you like o name your new server?

*Server Name:

Server-0
‘where will this server listen For incoming connections?
Server Listen Address:
*Server Listen Port: 7001

Should this server belong to a cluster?

(%) No, this is a stand-alone server.

() Yes, create a new cluster for this server.

Back || Mext | Finizh | Cancel

5. Enter a Server Name for the new Managed Server, and the Port Number to be
assigned to it. Leave the default settings for the rest of the fields.

Note: Do not set the port number to 7001 as this port number is
used by the domain administration server. Also do not leave the port

number blank as it defaults to 7001.

6. Click Finish, then Save to generate the new Managed Server.

7. On the Domain Structure pane, click Deployment.

In this step, we provision the new Managed Server with the shared libraries
required to run a custom WebCenter application. Several shared libraries are
deployed, but you must ensure that the required libraries are targeted to the

newly created Managed Server.

Note: If you have set up a cluster with several WebLogic Managed
Servers in your WebLogic domain, target all libraries to the cluster
instead. All Managed Servers in the cluster inherit from the cluster

automatically.

The shared libraries required are different to host a custom WebCenter application
that consumes portlets and services than for a portlet producer application. If you
want the server to run both consumer and producer applications you must deploy

both sets of shared libraries.
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For a custom WebCenter application that consumes portlets and services only, you
must deploy the following libraries to the new Managed Server or cluster:

s content-management-cmis-rest-app-1ib(10.3.2,10.3.2)
s content-management-cmis-rest-web-11b(10.3.2,10.3.2)
s content-management-faces-web-1ib(10.3.2,10.3.2)
s content-management-web-1ib(10.3.2,10.3.2)

s Jjaxrs-framework-web-1ib(10.3.2,10.3.2)

m Jjersey-web-1ib(1.0,1.0.2)

m oracle-ridc-client-app-1ib(10.3.2,10.3.2)

m oracle-ucm-spi-app-1ib(10.3.2,10.3.2)

s pl3n-app-lib-base(10.3.2,10.3.2)

s pl3n-core-web-1ib(10.3.2,10.3.2)

m vcr-app-1ib(10.3.2,10.3.2)

m adf.oracle.domain(1.0,11.1.1.0.0)

s adf.oracle.domain.webapp(1.0,11.1.1.1.0)

s Jjsf(1.2,1.2.9.0)

= Jjstl(1.2,1.2.0.1)

m ohw-rcf(5,5.0)

s ohw-uix(5,5.0)

s UIX(11,11.1.1.1.0)

m oracle.adf.dconfigbeans(1.0,11.1.1.0.0)

m oracle.adf.management (1.0,11.1.1.1.0)

m oracle.dconfig-infra

m oracle.jrf.system.filter

m oracle.jsp.next(11.1.1,11.1.1)

m oracle.sdp.client(11.1.1,11.1.1)

m oracle.soa.workflow.wc(11.1.1,11.1.1)

m oracle.webcenter.composer(11.1.1,11.1.1)

m oracle.webcenter.framework(11.1.1,11.1.1)

m oracle.webcenter.framework.view(11.1.1,11.1.1)
m oracle.webcenter.jive.dependency(11.1.1,11.1.1)
m oracle.webcenter.skin(11.1.1,11.1.1)

m oracle.wsm.seedpolicies(11.1.1,11.1.1)

m oracle.portlet-producer.jpdk(11.1.1,11.1.1)

m oracle.portlet-producer.wsrp(11.1.1,11.1.1)
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Note: If the two shared libraries
oracle.portlet-producer. jpdk and
oracle.portlet-producer.wsrp are not available from the WLS
console, you must install them by running the configuration wizard
again and selecting the Portlet checkbox. If these two libraries are not
provisioned to the new Managed Server, portlet-specific functions do
not work in a custom WebCenter application.

For a portlet producer application, the following libraries must be deployed to the
new Managed Server or cluster:

m adf.oracle.domain(1.0,11.1.1.0.0)

s adf.oracle.domain.webapp(1.0,11.1.1.1.0)

m Jsf(1.2,1.2.9.1)

m Jstl(1.2,1.2.0.1)

m ohw-rcf(5,5.0)

m ohw-uix(5,5.0)

m UIX(11,11.1.1.1.0)

m oracle.adf.dconfigbeans(1.0,11.1.1.0.0)

m oracle.dconfig-infra

m oracle.jrf.system.filter

m oracle.jsp.next(11.1.1,11.1.1)

m oracle.webcenter.skin(11.1.1,11.1.1)

m oracle.wsm.seedpolicies(11.1.1,11.1.1)

m oracle.portlet-producer.jpdk(11.1.1,11.1.1)
m oracle.portlet-producer.wsrp(11.1.1,11.1.1)

In addition, for both WebCenter and portlet producer applications, you must
deploy the following applications:

m DMS application

= wsm-pm

For each shared library or application to add:

s Click the library or application link.

= Open the Target tab for the library or application.

= Supply the target to the newly created Managed Server.
Select the checkbox of the new Managed Server and click Save.

. On the Domain Structure pane, expand Environment and click Startup and
Shutdown classes. The following classes should show as available:

m Audit Loader Startup Class
s DMS-Startup
s DMS-Shutdown

m JMX Framework Startup Class
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s JOC-Shutdown

s JOC-Startup

m JPS-Startup Class
s JRF Startup Class
n ODL-Startup

m OWSM Startup Class

Note: The actual startup and shutdown classes may differ
depending on your setup and installation options. All startup and
shutdown classes that appear should be targeted to the newly created
Managed Server instance.

11. For each class in the list above:
»  Click the class name.
= On the Target tab, check the newly created Managed Server.
= Click Save.

12. When all the shared libraries and application assignments are complete, do one of
the following:

»  Start the new Managed Server using Fusion Middleware Control as described
in Section 8.2, "Starting and Stopping Managed Servers for WebCenter
Application Deployments."

= Start the new Managed Server by opening a terminal window and invoking
the following command from your domain's /bin directory (under 1mw_
HOME/user_projects unless the default location has been changed):

nohup ./startManagedWebLogic.sh custom server_id http://server_ip_
addr: server_port_num

-Dweblogic.management . username=user._name

-Dweblogic.management .password=password customServer.out &

Where:

- custom_server_id is the name of the new Managed Server you created
(for example, CustomAppServer3).

- server_ip_addr is the IP address of the administration server.
- server_port_numis the port number of the administration server.

- user_name is the user name to access the server (for example,
weblogic).

- password is the password to access the server (for example, weblogic).

Once the Managed Server is started, you can continue to deploy your
WebCenter application as described in Section 7.1.4, "Deploying the
Application to a WebLogic Managed Server Instance," or portlet producer
application as described in Section 21.8, "Deploying Portlet Producer
Applications."

7.1.3.1.3 Creating a WebLogic Managed Server Using Fusion Middleware Control
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Use Fusion Middleware Control to create a WebLogic Managed Server instance for
custom WebCenter application deployment.

Note: Although you can create a WebLogic Managed Server using
Fusion Middleware Control, you must use the WebLogic
Administration Console to provision it as described in

Section 7.1.3.1.2, "Creating and Provisioning a WebLogic Managed
Server Using the WLS Administration Console," or modify the Jython
script described in Section 7.1.3.1.1, "Creating and Provisioning a
WebLogic Managed Server Using a Jython Script” to provision the
shared libraries required to run a custom WebCenter application.

To create a WebLogic Managed Server using Fusion Middleware Control:
1. Log in to Fusion Middleware Control.
See Section 6.1, "Displaying Fusion Middleware Control Console."

2. From the Farm menu, choose Create/Delete Components.

The Fusion Middleware Components page opens (Figure 7-4).

Figure 7-4 Fusion Middleware Components Page

Logged in as weblogic
Farm_wlsDomain (Oracle Fusion Middleware Farm) @ Page Refreshed Oct 21, 2002 4:20:12 PM POT L)

Fusion Middleware Components
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available in the farm. You can also create, delete, start, and stop Oracle Weblogic Servers, Clusters, System Components, and
Oracle Fusion Middieware Components.,
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AdminZerver Oracle Weblogic Admin Server O skadm11.us.oracle.cor
em Application Deployrment G stadmil.us.oracle.cor
wls_server Oracle Weblogic Server ﬁ stadm11.us.oracle.cor

3. From the Create menu, select WebLogic Server.

4. Enter a unique name for the WebLogic server (for example, myWebCenterWLS, as
shown in Figure 7-5).

Figure 7-5 Create WebLogic Server Page

Logged in as weblogic
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General Cancel || Create
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Machine &5 & Unix Machine Listen Address | ocalhost
Other Listen Part o5
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[JEnable Post-Bind GID

Clusters
wieblogic Server can not be @ member of mare than one clusters, if no cluster is selected, the new server will be created as a stand-alone server,

Cluster Messageing  Default Load
Mode

Cluster Broadcast
Algorithm el

Cluster Name Replication Type  Migration Basis Cluster Address Existing Servers

Mo Clusters
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5. Under Weblogic Machine, create or select the application server instance where
this WebLogic Managed Server instance should be created.

6. Click Create.
7. When the Confirmation page displays, click Close.

8. In the Fusion Middleware Components page, select the new WebLogic Managed
Server instance, and click Start.

9. Continue by provisioning the shared libraries as described in Section 7.1.3.1.2,
"Creating and Provisioning a WebLogic Managed Server Using the WLS
Administration Console" omitting the steps (steps 4 to 7) for creating the Managed
Server, or using a modified version of the Jython script described in
Section 7.1.3.1.1, "Creating and Provisioning a WebLogic Managed Server Using a
Jython Script.”

7.1.3.2 Creating and Registering the Metadata Service Repository

Before you can deploy an application to a Managed Server, you must first create and
register a Metadata Service (MDS) repository schema for the application on the
WebLogic Domain's Administration Server instance.

At deployment time, some configuration information and application metadata
exported into the EAR file must be imported into a MDS schema for use in the
production environment. Importing the metadata occurs automatically during
deployment when you select a target metadata schema (as explained in Section 7.1.4,
"Deploying the Application to a WebLogic Managed Server Instance").

Caution: If you deploy using an MDS schema that was created
during the WebCenter installation instead of using a custom schema
as described in this section, you risk damaging data in those schemas.

You create the MDS schema using the Repository Creation Utility (RCU). After
creating the MDS schema, you must register it using either Fusion Middleware
Control, or from the command line using WLST.

This section contains the following subsections:

s Creating an MDS Schema Using the Repository Creation Utility
= Registering an MDS Schema Using Fusion Middleware Control
= Registering an MDS Schema Using WLST

7.1.3.21 Creating an MDS Schema Using the Repository Creation Utility

Before you deploy an application, you must first create the MDS schema on a database
server instance using the Repository Creation Utility (RCU), and then register it on the
administration server for the domain to which you're deploying so that the
application's metadata can also be deployed.

When following these instructions, be sure to note the MDS schema name and the
login credentials for accessing it. You need this information for subsequent steps in the
deployment process.

To create the MDS schema:
1. Navigate to RCU_HOME/bin and start the RCU with the following command:

rcu
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The RCU Welcome page displays (see Figure 7-6).

Figure 7-6 RCU Welcome Page

jon Utility - |

Welcome ] %118
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Create Repository
‘Welcome to Repository Creation Utility for Oracle Fusion Middleware.

Databas BConnection Details
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Schema Passwords
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Summary
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Completion Summary
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2. Click Next.
3. Select Create and click Next.
The Database Connection Details page displays (see Figure 7-7).
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Figure 7-7 Database Connection Details Page
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L Welcome
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4. Provide the connection details for the database to which to add the schema by
selecting the Database Type, entering the Host Name, Port, Service Name,
Username and Password and clicking Next.

5. Click OK when prompted by the Prerequisites pop-up.
The Select Components page displays (see Figure 7-8).
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Figure 7-8 Select Components Page
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6. Check Create a New Prefix and enter a prefix to be prepended to the schema
name.

7. Check the Metadata Services component. All other components should be left
unchecked.

8. (Click Next, and click OK when prompted by the Prerequisites pop-up.
The Schema Passwords page displays (see Figure 7-9).

Deploying WebCenter Applications 7-15



Deploying Custom WebCenter Applications

Figure 7-9 Schema Passwords Page
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9. Select how the schema password should be applied, and enter and confirm the
password.

10. Click Next.
11. On the Map Tablespaces page, click Next

12. When prompted to create the tablespaces, click OK, and then click OK again when

the operation is complete.
13. On the Summary page, click Create to create the schema.
14. On the Completion Summary page that indicates the successful completion of

creating the schema, click Close.

7.1.3.2.2 Registering an MDS Schema Using Fusion Middleware Control

Before you deploy your application, you must first register the new MDS schema with

the domain so that applications running on the Managed Server can access it.
To register an MDS repository using Fusion Middleware Control:
1. Open Fusion Middleware Control and log in to the target domain.

For information on logging into Fusion Middleware Control, see Section 6,
"Starting Enterprise Manager Fusion Middleware Control."

2. Inthe Navigation pane, expand the farm, then WebLogic Domain.
3. Select the domain to which you want to deploy.
4. From the WebLogic Domain menu, select Metadata Repositories.

The Metadata Repositories page displays (see Figure 7-10).
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Figure 7-10 Metadata Repositories Page
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5. In the Database-Based Repositories section, click Register.

The Register Database-Based Metadata Repository page displays (see Figure 7-11).

Figure 7-11 Register Database-based Metadata Repository Page
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6. In the Database Connection section, enter the following information:
= Database - select the type of database.
= Host Name - enter the name of the host.
s Port - enter the port number for the database (for example, 1521).

s Service Name - enter the service name for the database. The default service
name for a database is the global database name, comprising the database
name, such as orcl, and the domain name, such as example. com. In this
case, the service name would be orcl.example. com.
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= User Name - enter a username for the database which is assigned the SYSDBA
role (for example, SYS).

s Password - enter the password for the user.
= Role - select a database role (for example, SYSDBA).
Click Query.

A table is displayed that lists the schemas and their metadata repositories that are
available in the database.

Select a repository, then enter the following information:
= Repository Name - enter a name for the MDS schema.

= Schema Password - enter the schema password you specified when you
created the schema.

Click OK.

The repository is registered with the Oracle WebLogic Server domain.

7.1.3.2.3 Registering an MDS Schema Using WLST

You can also use WLST to register a database-based MDS repository from the
command line using the registerMetadataDBRepository command.

To register an MDS schema using WLST:

1.

Start WLST as described in Section 1.12.3.1, "Running Oracle WebLogic Scripting
Tool (WLST) Commands."

Register the MDS schema using the following command:

registerMetadataDBRepository (name='mds_name', dbVendor='db_vendor', host='host_
name', port='port_number',

dbName="'db_name', user='username', password='password', targetServers='target_
server')

Where:

» mds_name is the name of the MDS schema to register.

» db_vendor is the vendor of the database being used.

s host_nameis the host ID of the Database Server.

» port_number is the port number of the Database Server.

» db_name is the name of the database being used to store the MDS.
» username is the database schema user name.

s passwordis the database schema password.

m target_server is the name of the target server. For multiple targets,
separate the target server names with a comma. Be sure to include the WLS
administration server in the list of targets so that the MDS database repository
name appears in the Deployment Plan dialog when you deploy your
application to it.

For example, to register the MDS schema mds1 on the Oracle database orcl on
the target server serverl with the host ID of example. com, you would use the
following command:

registerMetadataDBRepository (name='mdsl', dbVendor='ORACLE',
host="example.com',
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port='1521"',dbName="'orcl', user='username', password='password',
targetServers='serverl', 'AdminServer"')

7.1.3.3 Configuring the Target Environment

After your target Managed Server has been created and provisioned, but before you
deploy your custom WebCenter application, you must configure your JDBC database
connections, and connections to the Identity Store and Policy and Credential Store.

This section contains the following subsection:

= Section 7.1.3.3.1, "Configuring the JDBC Data Source"

7.1.3.3.1 Configuring the JDBC Data Source

If your custom WebCenter application contains JDBC database connections, you must
choose how JDeveloper migrates those database connections to the Oracle WebLogic
Managed Server. Through JDeveloper, you can configure the JDBC data source as
either an application-level data source with password indirection, or as a global data
source. Be sure to choose Global data source, by unchecking the Auto Generate and
Synchronize weblogic-jdbc.xml Descriptors During Deployment checkbox in the
Application Properties dialog. For more information about configuring a custom
WebCenter application's JDBC database connections, see "Packaging the Database
Connections" in the Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter.

7.1.4 Deploying the Application to a WebLogic Managed Server Instance

Before deploying a custom WebCenter application archive, it is important to ensure
that all the required shared libraries are published in the target WebLogic Managed
Server instance, and that the database connections have been configured.

Note: Oracle does not recommend deploying custom WebCenter
applications to any of the three preconfigured Managed Servers
created during the installation, or to the Administration Server. For
custom WebCenter applications created in JDeveloper, follow the
process described in Section 7.1.3.2, "Creating and Registering the
Metadata Service Repository" and Section 7.1.3.1, "Creating and
Provisioning a WebLogic Managed Server Instance" to create and
provision a new WLS Managed Server before deploying. For portlet
producer applications, you can create a Managed Server instance, or
optionally deploy to the WLS_Portlet server.

Custom WebCenter applications can be deployed in several ways as described in the
following sections:

= Section 7.1.4.1, "Deploying Applications Using Oracle JDeveloper"

= Section 7.1.4.2, "Deploying Applications Using Fusion Middleware Control"

= Section 7.1.4.3, "Deploying Applications Using WLST"

= Section 7.1.4.4, "Deploying Applications Using the WLS Administration Console"
= Section 7.1.4.5, "Saving and Reusing the Deployment Plan"

As explained in Section 7.1.2, "Preparing the Application EAR File," the packaged EAR
file consists of several information artifacts, which includes the application bits, the
application configuration, the application metadata, and the portlet customizations.
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During the deployment, these information artifacts must be moved to the right
information store in the instance where application is deployed. The target
information stores for these artifacts are as described in Table 7-1:

Table 7-1 Information Artifact Target Stores

Information Artifact Target Information Store

Application Bits Target Server Instance
Application Configuration =~ MDS
Application Metadata MDS

Portlet Customizations Target Producer

The deployment process automatically migrates the application pieces to right target
information store, the location for which is provided by the administrator. Regardless
of the tool you choose to deploy, you must supply the target information store
locations for correct deployment.

Although the application deployment fails if the MDS location is incorrect or not
supplied, the application will deploy if the target producer is incorrectly specified. If
you incorrectly specify the target producer, the portlets are not imported automatically
and, consequently, are not operational. If that happens, do one of the following:

= Edit the portlet producers connections post-deployment using Fusion Middleware
Control (see Section 21.2.1, "Registering a WSRP Producer Using Fusion
Middleware Control" and Section 21.4.1, "Registering an Oracle PDK-Java
Producer Using Fusion Middleware Control") or WLST commands (see
Section 21.2.2, "Registering a WSRP Producer Using WLST" or Section 21.4.2,
"Registering an Oracle PDK-Java Producer Using WLST"), and redeploy the
application.

= Export and import the portlet customization using WLST commands (see
Section 31.2, "Exporting and Importing Custom WebCenter Applications for Data
Migration").

Note: If the application is deployed and the target producer is
incorrectly specified but the target exists, the portlets are imported but
to the wrong producer and the portlets are not operational.

7.1.4.1 Deploying Applications Using Oracle JDeveloper

You can deploy custom WebCenter applications to a WebLogic server instance directly
from a development environment using Oracle JDeveloper, if you have the necessary
credentials to access the WebLogic server. For more information, see "Creating a
WebLogic Managed Server Connection" and "Deploying a Custom WebCenter
Application to a Managed Server" in the Oracle Fusion Middleware Developer’s Guide for
Oracle WebCenter.

7.1.4.2 Deploying Applications Using Fusion Middleware Control

When deploying a custom WebCenter application using Fusion Middleware Control
you must know the location of the WebCenter application archive, and whether a
deployment plan exists for the application. See Section 7.1.4.5, "Saving and Reusing the
Deployment Plan" for more information about deployment plans.

To deploy a custom WebCenter application using Fusion Middleware Control:
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1. Log in to Fusion Middleware Control.

See Section 6.1, "Displaying Fusion Middleware Control Console."

your target Managed Server was created.

The Select Archive page displays (see Figure 7-12).

Figure 7-12 Select Archive Page
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In the Archive or Exploded Directory section, do one of the following;:

»  Select Archive is on the machine where this web browser is running and
enter the location of the archive or click Browse to find the archive file.

= Select Archive or exploded directory is on the server where Enterprise
Manager is running and enter the location of the archive or click Browse to

find the archive file.

5. In the Deployment Plan section, do one of the following:

»  Select Create a new deployment plan when deployment configuration is
done to automatically create a new deployment plan after the redeployment

process.

»  Select Deployment plan is on the machine where this web browser is
running and enter the path to the plan or click Browse to find the plan.

= Select Deployment plan is on the server where Enterprise Manager is
running and enter the path to the plan or click Browse to find the plan.

6. Click Next.
The Select Target page displays (see Figure 7-13).
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Figure 7-13 Select Target Page
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Select the target server(s) to deploy the application to (see Section 7.1.4,
"Deploying the Application to a WebLogic Managed Server Instance" for an
overview of selecting the targets) and click Next.

The Application Attributes page displays (see Figure 7-14).

Figure 7-14 Application Attributes Page
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(O Distribute and start: application in administration mode (servicing only administration requests)
(O Distribute only
F0ther Options

Under Target Metadata Repository, click the icon to display the Select metadata
repository window, from where you can select the repository for the application,

as shown in Figure 7-15. Use the Repository dropdown to select the required
repository and then click OK.

Note: The Target Metadata Repository option only displays if the
application has metadata to be imported into the MDS repository.
This option does not display for a portlet producer application.
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Figure 7-15 Select Metadata Repository Window

Metadata Repositories ]
Select the metadata repository that the application will be deploved to,

Repository

Repository Details
Mame  mds-CustomDS
Type Database
IMDI Location  jdbefmds/CustomDa

Database Type Cracle

Database Name dbe529

Database User DADWM427_MDS

IoBC URL  jdbcioracle:thin: example.com: 1521:dbs529

OK || Cancel

9. Enter the name of the partition to use in the repository (typically, the name of the
application). Each application must have a unique partition in the repository.

10. Click Next.
The Deployment Settings page displays (see Figure 7-16).

Figure 7-16 Deployment Settings Page

Deployment Settings Cancel || Back |Step4af4 | Deploy
Archive Type  Java EE Application (EAR file) Application Mame  ondemand
Archive Location [netjexample/scratchfcustom_apps/5341fondemand. ear Version Y20
Deployment Flan Create a new plan Conkexk Root ondemand
Deployment Target CustomAppServer Deplayment Mode  Distribute and start application (servicing all requests)

Deployment Tasks
The table below lists common tasks that you may wish to do before deploving the application.

Mame Go To Task Descripkion

Configure Web Madules / Configure the web madules in vour application,

Configure Application Security / Configure application policy migration, credential migration and ather security behavior,
Configure ADF Connections Va Configure the ADF connections defined in connections.,xml in this application.

ElDeployment Plan

=l Information

The metadata repository and ADF connection configurations are not saved to the deployment plan. At deployment time, those changes will be directly saved in the archive that is
deployed,

‘au can optionally use the Edit Deployment Plan option ko set more advanced deployment options which the deployment tasks above do not cover,

Edit Deployment Plan

“¥ou can optionally save the deployment plan to vour local disk, You can redeplay this application later using vour saved deployment plan and not have to edit the deployment plan,

Save Deployment Plan

You have now provided the Target MDS location (described in Section 7.1.4,
"Deploying the Application to a WebLogic Managed Server Instance").

11. Click the edit icon for Configure ADF Connections to check connection settings
associated with the custom WebCenter application.

The Configure ADF Connections page displays (see Figure 7-17).
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Figure 7-17 Configure ADF Connections Page

Configure ADF Connections Cancel | Step 1

ADF Connections
Configure the ADF connections defined in connections, xml in this application,

Connection Type Marme Description

BPEL bpelconn BPEL connection

External Application imext External application connection

External Application mailext External application connection

External Application skext External application connection
Discussion Forum Discussion Forum WebCenter forum connection

Portlet Producer: Oracle PDK-1ava Producer omniprod-urlconn Oracle PDK-1ava Portlet Producer connecl
Mail Server mailcann WebCenter mail server connection
Instant Messaging and Presence Presenceconn WebCenter instant messaging and preser
Search SEesConn WebCenter secured enterprise search cor
Content Repositary skconn ‘WebCenter content repository connectior
Portlet Producer: W3RP Producer cmprod WSRP portlet producer connection

Web Service cmprod-wsconn ‘Web service connection

This screenshot shows the Configure ADF Connections page.

B R R R R R R R R R R R R 2 2 R R R a2t

12. Click the edit icon for each connection and check that the connection settings are
correct for the target environment (for example, staging or production).

For a Discussion Forum connection (shown in Figure 7-18), for example, ensure
that the URL to the Discussions server, and the user account used to connect to the
server are correct for the target environment.

Figure 7-18 Discussion Forum Connection Settings
Configure ADF Connection = |

Connection Type  Discussion Forum
Mame  Discussion Forum
Description  WebCenker forum connection

Connection Details

URL | http: ffesample, com: 8390/ owe_discussions
Admin User Mame | areladmin

OK || Cancel

For WSRP producers, two connections are shown for each producer: a WSRP
Producer and a Web Service connection. Typically only the Web Service
connection must be changed to the target producer, and this contains four URL
endpoints, all of which must be changed. The WSRP Producer connection only
configures proxy settings that can be set independent of the default proxy setting
for the application server, if this is required.

If any connections to portlet producers in the EAR file must be changed to point to
producers in the target deployment environment, it is important to change them

7-24 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter



Deploying Custom WebCenter Applications

13.

14.

15.

16.

17.

18.

here. This ensures the portlet customizations are imported to the target producers
as the application starts. For more information, see Section 7.1.4, "Deploying the
Application to a WebLogic Managed Server Instance".

Note: If any target producers are not reachable as the application
starts for the first time, the import fails. After the portlet producer
becomes reachable, restart the application and try to import again.

If you do not modify producer connections using the Configure ADF
Connections page and they are pointing to incorrect but reachable
producer locations (for example, a producer in a development
environment), portlets are imported to the incorrect producers.

To remedy, after deployment use Fusion Middleware Control (see
Section 21.2.1, "Registering a WSRP Producer Using Fusion
Middleware Control" and Section 21.4.1, "Registering an Oracle
PDK-Java Producer Using Fusion Middleware Control") or WLST
commands (see Section 21.2.2, "Registering a WSRP Producer Using
WLST" or Section 21.4.2, "Registering an Oracle PDK-Java Producer
Using WLST") to modify the producer URL endpoint, and then
redeploy the application as described in Section 7.3.2, "Redeploying
WebCenter Applications Using Fusion Middleware Control".

If required, specify additional deployment options such as the Web modules to
include in your application or security migration settings.

In the Deployment Plan section, click Edit Deployment Plan to optionally edit the
currently selected Deployment Plan.

In the Deployment Plan section, click Save Deployment Plan to optionally save
the currently selected Deployment Plan for reuse when you redeploy the
application.

To start the deployment process, click Deploy.
Fusion Middleware Control displays processing messages.
Click Close in the Deployment Succeeded page.

The WebCenter application (and its deployment plan) is now deployed on the
WebLogic Managed Server instance.

If you restart the WebLogic Managed Server on which you deployed the
application during your Fusion Middleware Control session, refresh the Farm
from the Farm menu to update the application status.

Note: When after deploying, you reconfigure connections for custom
WebCenter applications, these post-deployment customizations are
preserved in the MDS repository and do not need to be set again
when you redeploy the application.

7.1.4.3 Deploying Applications Using WLST

To deploy a custom WebCenter application using the WLST command line, WLST
must be connected to the Administration Server. You must invoke the deploy
command on the computer that hosts the administration server.

To deploy a custom WebCenter application using WLST:
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1. Start the WLST shell.

For information on starting the WLST shell, see Section 1.12.3, "Oracle WebLogic
Scripting Tool (WLST)."

2. Connect to the Administration Server of your WebCenter installation:

connect ("user_name", "password", "host_id:port"

Where:

» user_name is the user name to access the Administration server (for example,
weblogic).

= passwordis the password to access the Administration server (for example,
weblogic).

s host_idis the host ID of the Administration Server (for example,
myserver.example.com).

= portis the port number of the Administration Server (7001 by default)
You should see the following message:
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

3. Retrieve the MDS configuration by running the following command:

archive = getMDSArchiveConfig(fromLocation="'ear_file path')

where ear._file_ pathis the path and file name of the EAR file you are

deploying (for example, /tmp/myEarFile.ear). For more information, see the

getMDSArchiveConfig command in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

4, After retrieving the MDS configuration information from the EAR file, you must
set the proper MDS schema information according to your WebCenter setup (for
example, your application might be using a database connection based on a
specific schema). To set the MDS schema information, run the following
command:

archive.setAppMetadataRepository (repository="'respository',partition="'partition'
,type='DB',jndi="'jndi')

Where:

» repositoryis the name of the database schema (for example,
mds-Feb23demo)

» partitionis the individual entity in the repository to allow each application
to have its own namespace (for example, webcenter).

= jndi is the path and name used to allow access by the application server's
other components (for example, jdbc/mds/Feb23demo)

5. After setting the MDS repository information, save function the MDS
configuration information with the following command:

archive.save()

6. Deploy the custom WebCenter application using the WLST deploy command.

deploy (app_name, path, [targets] [stageModel, [planPath], [options])
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Where:

= appName is the name of the custom WebCenter application to be deployed (for
example, composerWLSTApPP).

= pathis the path to the EAR file to be deployed (for example,
/tmp/customApp.ear).

» targets specifies the target Managed Server(s) to which to deploy the
application (for example, CustomAppServer). You can optionally list multiple
comma-separated targets. To enable you to deploy different modules of the
application archive on different servers, each target may be qualified with a
module name, for example, modulel@serverl. This argument defaults to the
server to which WLST is currently connected.

= [stageMode] optionally defines the staging mode for the application you are
deploying. Valid values are stage, nostage, and external_stage.

s [planPath] optionally defines the name of the deployment plan file. The file
name can be absolute or relative to the application directory. This argument
defaults to the plan/plan.xml file in the application directory, if one exists.

s [options] is an optional comma-separated list of deployment options, specified
as name-value pairs. For more information about valid options, see the WLST
deploy command in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

When you see the following message, the application has been successfully deployed
and is ready to be accessed:

Completed the deployment of Application with status completed

Note: Since WLST does not prompt you to modify connections
during deployment, the connection information in the EAR file is used
to identify the target producer location in the last start-up. If that
location is unreachable, correct the location after deploying the
application by bringing up the target producers and restarting the
application. Migration of portlet customizations starts automatically.

If the producer connections point to incorrect producers (for example,
development producers), and those producers are reachable, the
migration of portlet customizations starts using those producers. Since
the migration completes, although incorrectly, restarting the
application does not automatically restart the migration process.

To remedy this, after deployment, use Fusion Middleware Control
(see Section 21.2.1, "Registering a WSRP Producer Using Fusion
Middleware Control" and Section 21.4.1, "Registering an Oracle
PDK-Java Producer Using Fusion Middleware Control") or WLST
commands (see Section 21.2.2, "Registering a WSRP Producer Using
WLST" or Section 21.4.2, "Registering an Oracle PDK-Java Producer
Using WLST") to modify the producer URL endpoint, and then
redeploy the application as described in Section 7.3.2, "Redeploying
WebCenter Applications Using Fusion Middleware Control."

7.1.4.4 Deploying Applications Using the WLS Administration Console

You can use the WLS Administration Console to deploy a custom WebCenter
application or a portlet producer application. However, the Console does not offer a

Deploying WebCenter Applications  7-27



Deploying Custom WebCenter Applications

means to change ADF connections, including the essential MDS connection. To use the
Console to deploy a WebCenter application, the MDS connection in the EAR file must
be configured to the target deployment repository. Follow steps 1-5 in Section 7.1.4.3,
"Deploying Applications Using WLST", then follow the steps below to deploy a
custom WebCenter application or portlet producer application using the WLS
Administration Console.

Note: For custom WebCenter applications, follow the instructions
for creating a new WebLogic Managed Server as described in

Section 7.1.3.1, "Creating and Provisioning a WebLogic Managed
Server Instance" before deploying. For portlet producer applications,
you can optionally create a new WebLogic Managed Server or deploy
to the WLS_Portlet server.

To deploy a custom WebCenter or portlet producer application using the WLS
Administration Console:

1. Log in to the WLS Administration Console.

For information on logging into the WLS Administration Console, see
Section 1.12.2, "Oracle WebLogic Server Administration Console."

2. In the Domain Structure pane, click Deployments.

The Deployments Summary pane displays (see Figure 7-19).

Figure 7-19 Deployment Summary Pane

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed
applications and modules can be started, stopped, updated {redeploved), or deleted from the domain by First selecting the application name
and using the controls on this page.

Tainstall a new application or module for deployment o targets in this domain, click the Install button,

[ Customize this table

Deployments

Install || Update || Delete Start~ || Stopw Showing 1 to 35 of 35 Previous | Mext
Deployment
[ | Name & State | Health | Type Order
[ | et oracle. domaing1.0,11.1.1.1.00 Active Library 100
[ | @t oracle. domain.webapp(l.0,11.1.1.1.00 Active Library 100
[ | wicustom. webcenter spaces(11.1.1,11.1.1} Active Library a00
Fl @ M35 Application (11.1.1.1.0) Active | 0K | Web Application 190
B T P ‘Welcome Page Application {11.1.0.0.00 Active | 0K | Web Application 150
: - Enterprise
H = B na
O = LE |]de Active. | & OK Application Loy

3. On the Deployment Summary pane, click Install.
The Install Application Assistant page displays (see Figure 7-20).
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Figure 7-20 Install Application Assistant Page

Install Application Assistant

Back || Mext | Firizh | Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that
wou wank to install, You can also enter the path of the application directory or file in the Path field,

Mote: Only valid file paths are displayed below, IF yvou cannat find your deployment: files, upload your file{s) andfor confirm that yvour application
contains the required deployment descriptors,

Path: fappforaclefproductifrmwhomefuser_projects/domainsfwebcenter/serversfidminSerserfuploac

Recently Used Paths: [appforacle/product] frwhome user_projects/domains/webcenter/servers{adminServer/upload
lappjoracle/product/frivwhome/webcenteroh)archives/applications
lappjoracle/product/frivwhome/webcenterohjwebcenter fmodules
Joracle.webcenter, spaces_11.1.1

lappjoracle/product/friwhome/webcenterohjwebcenter fmodules
loracle.webcenter framework_11.1.1

Current Location: J app J oracle [ product | frwhome | user_prajects | domains { webcenter | servers | AdminServer | upload

(O] jpdk.ear

LT wsrp-samples-as.ear

Back || Mext | Firizh | Cancel

4. Using the Install Application Assistant Path field, locate the EAR file that
corresponds to the Web application or portlet producer application you want to
install. Select the EAR file and click Next.

Page 2 of the Install Application Assistant page displays (see Figure 7-21).

Figure 7-21 Install Application Assistant - Page 2

Install Application Assistant

Back | | Mext | Firizh | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways you can target an application,
(%) Install this deployment as an application
The application and its components will be targeted to the same locations, This is the most common usage,
() Install this deployment as a library

Application libraries are deployments that are available For other deployments to share, Libraries should be available on all of the targets running
their referencing applications,

(O Install this deployment as an application, but target the components individually
Useful when one or more of the modules or components must have targets unigue from the rest of the application.

Back | | Mext | Firizh | Cancel

5. Select Install this deployment as an application (for both custom WebCenter
applications and portlet producers) and click Next.

Page 3 of the Install Application Assistant displays (see Figure 7-22).
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Figure 7-22 Install Application Assistant - Page 3

Install Application Assistant
Back | | Mext | Firizh | Cancel

Select deployment targets

Select the servers andjor clusters to which you want to deploy this application, {¥ou can reconfigure deployment targets later),

Available targets for jpdk :

Servers

[ adminserver

CIwis_portiet

D WLS_Services

D WLS_Spaces

D WLS_CustomServer

Back | | Mext | Firizh | Cancel

6. Select the deployment target to which to deploy the Web application and click
Next.

7. Review the configuration settings you specified, and click Finish to complete the
installation.

To change a producer URL after deployment, use Fusion Middleware Control (see
Section 21.2.1, "Registering a WSRP Producer Using Fusion Middleware Control"
and Section 21.4.1, "Registering an Oracle PDK-Java Producer Using Fusion
Middleware Control") or WLST commands (see Section 21.2.2, "Registering a
WSRP Producer Using WLST" or Section 21.4.2, "Registering an Oracle PDK-Java
Producer Using WLST") to modify the producer URL endpoint, and then redeploy
the application as described in Section 7.3.2, "Redeploying WebCenter
Applications Using Fusion Middleware Control."

7.1.4.5 Saving and Reusing the Deployment Plan

A deployment plan contains the configuration data needed to deploy an archive to a
Managed Server. You can create a deployment plan while you're building and testing
your application, or when you deploy your EAR file using Fusion Middleware Control
as described in Section 7.1.4.2, "Deploying Applications Using Fusion Middleware
Control." If there are deployment descriptors packaged within the EAR file, the
deployment uses the data in these files.

Once created, a deployment plan can be saved as part of the application properties on
the target Managed Server, and re-used when redeploying the application using
Fusion Middleware Control, as described in Section 7.3.2, "Redeploying WebCenter
Applications Using Fusion Middleware Control," or using WLST as described in
Section 7.3.3, "Redeploying WebCenter Applications Using WLST."

7.1.5 Transporting Customizations Between Environments

You can export and import customizations made to pages, WebCenter Services, and
portlets (PDK-Java and WSRP version 2 producers) of a deployed application. For
more information, see Chapter 31.2, "Exporting and Importing Custom WebCenter
Applications for Data Migration."
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7.1.6 Configuring Applications to Run in a Distributed Environment

For information about configuring your custom WebCenter application to run in a
distributed environment, see the Oracle Fusion Middleware Enterprise Deployment Guide
for Oracle WebCenter, and "Configuring High Availability for Oracle ADF and
WebCenter Applications” in the Oracle Fusion Middleware High Availability Guide.

7.2 Undeploying Custom WebCenter Applications

This section describes how to undeploy a custom WebCenter application or portlet
producer application using Fusion Middleware Control, or from the command line
using WLST.

Note: When a custom WebCenter application is undeployed, its
application credentials and MDS customizations are kept in case the
application is redeployed to the same domain. If the application will
not be redeployed in this domain, or if it is important to reset these
back to initial conditions before the next deployment, then after
undeploying an application you can remove the application's
credential map from the Credential Store as described in Section 7.2.3,
"Removing an Application's Credential Map." You can also remove
the MDS repository partition as described in "Deleting a Metadata
Partition from a Repository" in the Oracle Fusion Middleware
Administrator’s Guide.

This section contains the following subsections:

Section 7.2.1, "Undeploying WebCenter Applications Using Fusion Middleware
Control"

Section 7.2.2, "Undeploying WebCenter Applications Using WLST"
Section 7.2.3, "Removing an Application's Credential Map"

7.2.1 Undeploying WebCenter Applications Using Fusion Middleware Control

This section describes how to undeploy a custom WebCenter application using Fusion
Middleware Control.

To undeploy a custom WebCenter application using Fusion Middleware Control:

1.

Log in to Fusion Middleware Control.
See Section 6.1, "Displaying Fusion Middleware Control Console."

From the Navigation pane, expand Application Deployments, then click the
application that you want to undeploy.

From the Application Deployment menu, select Application Deployment >
Undeploy.

On the confirmation page, click Undeploy.

When the operation completes, click Close.

7.2.2 Undeploying WebCenter Applications Using WLST

This section describes how to undeploy a custom WebCenter application using WLST.

To undeploy a custom WebCenter application using WLST:
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Start the WLST shell.

For information on starting the WLST shell, see Section 1.12.3, "Oracle WebLogic
Scripting Tool (WLST)."

Connect to the Administration Server of your WebCenter installation:

connect ("user_name", "password", "host_id:7001"

Where:

= user_name is the user name to access the administration server (for example,
weblogic).

= password is the password to access the administration server (for example,
weblogic).

= host_id is the host ID of the administration server (for example,
myserver.example.com).

You should see the following message:

Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

Use the undeploy command to undeploy the application:

undeploy (app_name, [targets], [options])

Where:
= app_name is the deployment name for the deployed application.

[targets] is a list of the target servers from which the application will be
removed. Optional. If not specified, defaults to all current targets.

= [options] is a comma-separated list of deployment options, specified as
name-value pairs. Optional. See the deploy command for a complete list of
options.

7.2.3 Removing an Application's Credential Map

When a custom WebCenter application is undeployed, its application credentials are
not removed. Consequently, you must manually remove the credential map used for
the application after it is undeployed using Fusion Middleware Control.

To remove an application's credentials map using Fusion Middleware Control:

1.

Determine the credentials map name used by the application by inspecting the
contents of the application's adf-config.xml and locating the value for
adfAppUID. For example:

<adf:adf-properties-child
xmlns="http://xmlns.oracle.com/adf/config/properties">
<adf-property name="adfAppUID" value="Veeva-7209"/>
</adf:adf-properties-child>

In this case, Veeva-7209 is the credential map name used by the application.
Log in to Fusion Middleware Control.

For information on logging into Fusion Middleware Control, see Section 6,
"Starting Enterprise Manager Fusion Middleware Control."
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3. In the Navigation pane, expand the WebLogic Domain node and click the target
domain (for example, wc_domain).

4. From the WebLogic Domain dropdown menu, select Security > Credentials.

The Credentials pane displays (see Figure 7-23).

Figure 7-23 Credentials Pane

Credentials
A credential store is the repository of security data that certify the authority of entities used by Java 2, 12EE, and ADF applications.
Applications can use the Credential Store, a single, consolidated service provider to store and manage their credentials securely,

+ Credential Store Provider

o Creats Map o Creats Key UEdi. 3 Delete. .

Credential Type Description
+ Joracle.wsm.security

H [ |Veeva-7209
+ | |webcenter-1111

5. Select the credential map to remove and click Delete.

6. Click Yes to confirm deleting the credential map.

7.3 Redeploying Custom WehCenter Applications

This section describes how to redeploy a custom WebCenter application using Fusion
Middleware Control or from the command line using WLST. When you redeploy a
new version of an application, you cannot change:

= the application's deployment targets
= the application's security model

To change deployment targets or application security settings, you must first
undeploy the active version of the application. For information on how to undeploy an
application, see Section 7.2, "Undeploying Custom WebCenter Applications".

This section contains the following subsections:
= Section 7.3.1, "Redeployment Considerations"

»  Section 7.3.2, "Redeploying WebCenter Applications Using Fusion Middleware
Control"

= Section 7.3.3, "Redeploying WebCenter Applications Using WLST"

7.3.1 Redeployment Considerations

In most cases, when redeploying an application, you want to preserve any changes to
application data. Three important pieces of information about an application can be
altered after deployment during run-time:

= Application Configuration -- which includes connection information.
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= Application Metadata -- which includes the customizations and personalizations
on the application itself, such as those created when user edits a page and adds
content to it.

»  Portlets Preferences-- which includes customizations and personalizations of the
portlet instances.

To redeploy an application that uses Oracle WebCenter adapter for Microsoft
SharePoint, you must first undeploy or delete this application from its Oracle
WebLogic Managed Server. Then restart the managed server, and deploy the

application.

The following subsections explain how to preserve these three types of information
about an application:

»s  Section 7.3.1.1, "Preserving Application Configuration"
»  Section 7.3.1.2, "Preserving Application Metadata"

= Section 7.3.1.3, "Preserving Portlet Customizations and Personalizations"

Note: To preserve application information, you must redeploy using
the same MDS partition that was used or created using the initial
deployment.

7.3.1.1 Preserving Application Configuration

In most cases, the end-points of services and portlet-producers are different in a test or
staging environment than in a production environment. Therefore, when an
application is redeployed to a production environment, you must reconfigure the
application to work with the production environment services and producers or reuse
the configuration used previously. Fusion Middleware facilitates this by storing the
configuration information in the MDS repository.

When you deploy the application for the first time, the base document of the
application configuration is created in the MDS repository. This configuration is the
set of all of the application's connections and their properties that are packaged in the
EAR file. After the deployment, you may need to modify the connections using Fusion
Middleware Control or WLST in response to production needs. This reconfiguration
creates a layer of customization for the configuration changes in the MDS repository.

When you redeploy the application, the configuration packaged with the application is
laid down as the base document, but the customizations to the configuration are
preserved. Therefore, the application's redeployment settings match the most recent
configuration performed.

However, customizations are completely preserved only when there are no changes in
the base document. If you redeploy an application where the packaged connection
information has changed, the following can be expected:

= A new connection is added to the packaged configuration.
The new connection should display without problems.

= A connection has been removed in the packaged configuration.
If you configured this connection after the last deployment, then the connection
does not display after deployment, and you must re-create it.

= A connection property has been changed in the packaged configuration.
The customized properties are used. Connection customizations are managed at
the individual connection level, and not at the properties level.
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7.3.1.1.1 Preserving Configuration Across Deployment Using WLST

If you use the WLST to configure the custom WebCenter application, you can easily
build a script to remove all the connections and re-create them for the configuration of
the production instance. Using this approach, you can always reconfigure an
application to the target configuration without worrying about the details in the
packaged configuration.

7.3.1.2 Preserving Application Metadata

Application metadata can change post-deployment due to customizations and
personalizations done by users at run time. When you redeploy the application, in
most circumstances, you must preserve this customization and personalization
information so that users see exactly what they were seeing before.

Application customizations and personalizations are stored in the MDS repository,
and the same rules apply for preserving application metadata as for preserving
configuration settings.

When the application is redeployed, the base documents for all application artifacts
are replaced with what is packaged in the EAR file. However, customizations and
personalizations are retained. There is no impact to this information unless the base
artifact is changed, in which case the same rules apply as for configuration settings,
which are:

= If new elements are added to the package, then they appear as they are.

= If elements are removed from the package, for which customizations or
personalizations were created, those personalizations or customizations are
ignored.

= If elements are changed, then the effect depends on what exactly is changed, but
must be verified.

Best Practice Note: In some cases, you may want to export all
customizations and personalizations in a production application
instance and import it into a test or staging instance. You can then test
the application against those customizations and personalizations to
see that the new changes do not have an undesired impact.

7.3.1.3 Preserving Portlet Customizations and Personalizations

Portlet customizations are packaged with the metadata in the EAR file. Application
startup after deployment kicks off the portlet customization migration to the target
producers. The target producers are identified by resolving connection customizations.
If you have modified your producer connections before redeployment, then those
modified connections are used to identify target producers. Note that if you redeploy
an EAR file with the same checksum (that is, the same file) as the pre-existing one,
portlet customization and personalizations are not overwritten.

7.3.2 Redeploying WebCenter Applications Using Fusion Middleware Control

This section describes how to redeploy a custom WebCenter application using Fusion
Middleware Control.

To redeploy a custom WebCenter application using Fusion Middleware Control:

1. Log in to Fusion Middleware Control. For more information, see Section 6.1,
"Displaying Fusion Middleware Control Console."
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2. From the Navigation pane, expand the farm, then WebLogic Domain, and then
the domain.

3. Select the server to which to redeploy the application, and then right click and
select Application Deployment - Redeploy from the menu.

The Select Application page displays (see Figure 7-24).

Figure 7-24 Select Application Page
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4. Select the application that you want to redeploy.
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5. Click Next to display the Select Archive page (see Figure 7-25).

Figure 7-25 Select Archive Page
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6. In the Archive or Exploded Directory section, do one of the following:

7. In the Deployment Plan section, do one of the following:

Select Archive is on the machine where this web browser is running and
enter the location of the archive or click Browse to find the archive file.

Select Archive or exploded directory is on the server where Enterprise
Manager is running and enter the location of the archive or click Browse to

find the archive file.
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= Select Create a new deployment plan when deployment configuration is
done to automatically create a deployment plan after the redeployment
process.

»  Select Deployment plan is on the machine where this web browser is
running and enter the path to the plan or click Browse to find the plan.

»  Select Deployment plan is on the server where Enterprise Manager is
running and enter the path to the plan or click Browse to find the plan.

8. Click Next.
The Application Attributes page displays (see Figure 7-26).

Figure 7-26 Application Attributes Page
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9. In the Context Root of Web Modules section, specify the context root for your
application if you have not specified it in application.xml. The context root is
the URI for the web module. Each web module or EJB module that contains web
services may have a context root.

10. In the Target Metadata Repository section, select the MDS repository and enter the
Partition.

Caution: Be careful to use the same repository connection and
partition name that you used when you originally deployed the
application. If you do not, all customizations are lost.

11. Click Next.
The Deployment Settings page displays (see Figure 7-27).
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Figure 7-27 Deployment Settings Page
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12. On this page, you can perform common tasks before deploying your application,
such as configuring connections, or you can edit the deployment plan or save it to

a disk. You can:

»  Configure web modules

= Configure application security for application roles and policies

= Configure ADF connection settings

13. Click the edit icon for Configure ADF Connections to check connection settings
associated with the custom WebCenter application.

Note: Editing ADF Connections is only necessary for connections not
set after a prior deployment. Any connections configured after a prior
deployment will override settings you make during this step.

The Configure ADF Connections page displays (see Figure 7-28).

Figure 7-28 Configure ADF Connections Page
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14. Click the edit icon for each connection and check that the connection settings are
correct for the target environment (for example, staging or production).
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For a Discussion Forum connection (shown in Figure 7-18), for example, ensure
that the URL to the discussions server, and the user account used to connect to the
server are correct for the target environment.

Figure 7-29 Discussion Forum Connection Settings
Configure ADF Connection @

Connection Type  Discussion Forum
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Description  WebCenker forum connection
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Admin User Mame | areladmin

OK || Cancel

15. If required, specify additional deployment options such as the Web modules to
include in your application or security migration settings.

16. Expand Deployment Plan.
The Deployment Plan settings display (see Figure 7-30).

Figure 7-30 Deployment Settings Page - Deployment Plan Section
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You can edit and save the deployment plan to your local hard drive, if you choose,
so that you can use those settings to redeploy the application again later. See
Section 7.1.4.5, "Saving and Reusing the Deployment Plan" for more information
about deployment plans.

17. Click Redeploy.
18. When the redeployment completes, click Close.

Note: If you restart the WebLogic Managed Server on which you
deployed the application during your Fusion Middleware Control
session, refresh the Farm from the Farm menu to update the
application status.
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7.3.3 Redeploying WebCenter Applications Using WLST

To redeploy a custom WebCenter application using the WLST command line, WLST
must be connected to the administration server. You must invoke the redeploy
command on the computer that hosts the administration server.

To redeploy a custom WebCenter application using WLST:

1.

Start the WLST shell.

For information on starting the WLST shell, see Section 1.12.3, "Oracle WebLogic
Scripting Tool (WLST)."

Connect to the administration server of your WebCenter installation:

connect ("user_name", "password", "host_id:port"

Where:

» user_name is the user name to access the administration server (for example,
weblogic).

» passwordis the password to access the administration server (for example,
weblogic).

s  host_idis the host ID of the administration server (for example,
myserver.example.com).

= portis the port number of the Administration Server (7001 by default).
You should see the following message:

Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

Use the redeploy command to redeploy the application:

redeploy (app_name, [planPath], [options])

Where:
» app_name is the deployment name for the application to redeploy.

s [planPath] Name of the deployment plan file. The filename can be absolute
or relative to the application directory. Optional. This argument defaults to the
plan/plan.xml file in the application directory, if one exists.

s [options] is a comma-separated list of deployment options, specified as
name-value pairs. Optional. See the deploy command for a complete list of
options.

7.4 Post-Deployment Configuration

After your custom WebCenter application is deployed, you must check that the
settings that were deployed are valid for the target Managed Server. Settings to check
include those for security, connections, and data sources.

This section includes the following subsections:

Section 7.4.1, "Configuring Security"
Section 7.4.2, "Configuring Connections"
Section 7.4.3, "Configuring Data Sources"

Section 7.4.4, "Tuning the Application"
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7.4.1 Configuring Security

Before deploying your application you must set up the Identity Store and the Policy
and Credential Store on the target Managed Server. After deployment, check that the
application configurations match those of the target server. You should also check that
all other applicable post-deployment security configurations, such as SSL and single
sign-on, have been properly configured, as described in Section 23.2.5,
"Post-deployment Security Configuration Tasks."

7.4.2 Configuring Connections

After deploying your custom WebCenter application, check that all of the connections
used by your application have been properly set. Connections that you may have to
configure or reconfigure include connections for:

= BPEL

= External applications

»  Discussions server

= Mail server

= Instant Messaging and Presence (IMP) server
= Search

s WSRP portlet producers

= PDK-Java portlet producers

s Web Services

7.4.3 Configuring Data Sources

After deploying your custom WebCenter application to a custom Managed Server,
check that the datasources that you configured during testing are still valid for the
deployed application. For information on how to configure data sources for the
Metadata Services (MDS) repository your custom WebCenter application, see
"Configuring JDBC Data Sources" in Oracle Fusion Middleware Configuring and
Managing JDBC for Oracle WebLogic Server.

7.4.4 Tuning the Application

After your custom WebCenter application has been deployed and correctly
configured, check the system file limit, data source settings, and JRockit virtual
machine (JVM) arguments as described in Section A.4, "Tuning Oracle WebCenter
Performance." Also see the chapter on "Oracle WebCenter Performance Tuning" in the
Oracle Fusion Middleware Performance and Tuning Guide, and Section 30,
"Monitoring Oracle WebCenter Performance"” for information on how to diagnose
performance problems.
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Starting and Stopping WebCenter
Applications

Most WebCenter application configuration changes that you make, through Fusion
Middleware Control or using WLST, are not dynamic; you must restart the managed
server on which the application is deployed for your changes to take effect. For
example, when you add or modify connection details for WebCenter services
(Announcements, Discussions, Documents, Mail, Instant Messaging and Presence,
Personal Events, Search, Wiki and Blog, Worklists) you must restart the application's
managed server.

There are several exceptions; portlet producer and external application registration is
dynamic. Any new portlet producers and external applications that you register are
immediately available in your WebCenter application and any changes that you make
to existing connections take effect immediately too.

This chapter includes the following sections:
= Section 8.1, "Starting Node Manager"

= Section 8.2, "Starting and Stopping Managed Servers for WebCenter Application
Deployments"

= Section 8.3, "Starting and Stopping WebCenter Spaces"
m  Section 8.4, "Starting and Stopping Custom WebCenter Applications"

You perform all start and stop operations from the Oracle WebLogic Server
Administration Console too. .

Note: Node Manager must be running before you can start and stop
administration servers, managed servers, and WebCenter applications
through Fusion Middleware Control or Oracle WebLogic Server
Administration Console.

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools".

8.1 Starting Node Manager
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Node Manager must be running before you can start and stop administration servers,
managed servers, and WebCenter applications through Fusion Middleware Control or
Oracle WebLogic Server Administration Console.

To start Node Manager:

1. (First time only). Run the following script to set StartScriptEnabled=truein
the nodemanager .properties file:

(UNIX) ORACLE_COMMON_HOME/ common/bin/setNMProps . sh
(Windows) ORACLE_COMMON_HOME\common\bin\setNMProps.cmd
2. To start the Node Manager:
a. Navigate to WL_HOME/server/bin.
b. From the command line, enter:
WL_HOME/server/bin>./startNodeManager.sh

When you start Node Manager, it reads the nodemanager . properties file with the
StartScriptEnabled=true property, and uses the start scripts when it
subsequently starts the managed servers. Note that you need to run the setNMProps
script only once.

8.2 Starting and Stopping Managed Servers for WebCenter Application
Deployments

Most WebCenter configuration changes that you make, through Fusion Middleware
Control or using WLST, are not dynamic; you must restart the managed server on
which the application is deployed for your changes to take effect.

Note: The only exceptions are portlet producer and external
application registration which are both dynamic. New portlet
producers and updates to existing producers are immediately
available; there is no need to restart the WebCenter application or the
managed server. Similarly for external application configuration.

When you start or restart the managed server, all WebCenter applications deployed on
the managed server start automatically (including WebCenter Spaces).

This section describes starting and stopping managed servers throughFusion
Middleware Control. See also, "Starting and Stopping WebLogic Managed Servers
Using the Command Line" in Oracle Fusion Middleware Administrator’s Guide.

To start, stop, or restart a managed server through Fusion Middleware Control:

1. Login to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or your custom WebCenter application as follows:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

2. Navigate to the home page for this application's managed server:

= For WebCenter Spaces - Find WebLogic Server (Related Components section),
and then click the name of the managed server. For WebCenter Spaces, this is
always WLS_Spaces.
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= For custom WebCenter applications - Find Deployed On (Summary section),
and then click the name of the managed server.

The home page for the managed server displays (Figure 8-1).

If you know the name of the managed server where your application's is
deployed, you can navigate directly to this page if you expand the parent
WebLogic Domain in the Target Navigation Pane.

Figure 8—-1 Managed Server Home Page
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3. From the WebLogic Server menu:
= To start the managed server, choose Control > Start Up.
= To stop the managed server, choose Control > Shut Down.

Alternatively, right-click the name of the managed server in the Target Navigation
Pane to access menu options for the managed server.

8.3 Starting and Stopping WebCenter Spaces

It's easy to start, restart, and shut down WebCenter Spaces from Fusion Middleware
Control:

»  Starting WebCenter Spaces Using Fusion Middleware Control
= Stopping WebCenter Spaces Using Fusion Middleware Control
Alternatively, use WLST:

»  Starting WebCenter Spaces Using WLST

= Stopping WebCenter Spaces Using WLST

Note: You can also start WebCenter Spaces through Oracle
WebLogic Server Administration Console.

8.3.1 Starting WebCenter Spaces Using Fusion Middleware Control

Starting WebCenter Spaces makes the application available to its users; stopping it
makes it unavailable.

To start WebCenter Spaces through Fusion Middleware Control:
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1. In Fusion Middleware Control, navigate to the home page for WebCenter Spaces.
See Section 6.2, "Navigating to the Home Page for WebCenter Spaces".
2, From the main WebCenter menu, choose WebCenter >Control > Start Up.

Alternatively, right-click WebCenter Spaces (WLS_Spaces) in the Target
Navigation Pane to access this menu option.

A progress message displays.
3. Click Close.

Note how the application status changes to Up (Green arrow).

8.3.2 Starting WehCenter Spaces Using WLST

Use the WLST command startApplication to start WebCenter Spaces. For
command syntax and detailed examples, see "startApplication" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

For WebCenter Spaces, the appName argument is always webcenter.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

8.3.3 Stopping WebCenter Spaces Using Fusion Middleware Control

When you stop WebCenter Spaces no one can use it. Stopping an application does not
remove its source files from the server; you can later restart a stopped application to
make it available again.

When you stop WebCenter Spaces, the managed server on which WebCenter Spaces is
deployed (WLS_Spaces) remains available.

To stop a WebCenter Spaces application through Fusion Middleware Control:

1. In Fusion Middleware Control, navigate to the home page for WebCenter Spaces.
See Section 6.2, "Navigating to the Home Page for WebCenter Spaces".

2. From the main menu, choose WebCenter >Control > Shut Down.

Alternatively, right-click WebCenter Spaces (WLS_Spaces)in the Target
Navigation Pane to access this menu option.

3. Click OK to continue.
A progress message displays.
4. C(Click Close.

Note how the status changes to Down (Red arrow).

8.3.4 Stopping WebCenter Spaces Using WLST

Use the WLST command stopApplication to stop WebCenter Spaces. For
command syntax and detailed examples, see "stopApplication” in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

For WebCenter Spaces, the appName argument is always webcenter.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."
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8.4 Starting and Stopping Custom WebCenter Applications

It's easy to start and shut down custom WebCenter applications from Fusion
Middleware Control:

s Starting Custom WebCenter Applications Using Fusion Middleware Control
= Stopping Custom WebCenter Applications Using Fusion Middleware Control
Alternatively, use WLST:

»  Starting Custom WebCenter Applications Using WLST

= Stopping Custom WebCenter Applications Using WLST

8.4.1 Starting Custom WebCenter Applications Using Fusion Middleware Control

Starting a custom WebCenter application makes it available to its users; stopping it
makes it unavailable.

When you stop a custom WebCenter application, the managed server on which it is
deployed remains available.

To start a custom WebCenter application through Fusion Middleware Control:

1. In Fusion Middleware Control, navigate to the home page for the custom
WebCenter application.

See Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications".

2. From the Application Deployment menu, choose Application Deployment
>Control > Start Up.

Alternatively, right-click the name of the custom WebCenter application in the
Target Navigation Pane to access this menu option.

A progress message displays.
3. Click Close.

Note how the application status changes to Up (Green arrow).

8.4.2 Starting Custom WebCenter Applications Using WLST

Use the WLST command startApplication to start a custom WebCenter
application. For command syntax and detailed examples, see "startApplication" in the
Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

8.4.3 Stopping Custom WebCenter Applications Using Fusion Middleware Control

When you stop WebCenter Spaces no one can use it. Stopping an application does not
remove its source files from the server; you can later restart a stopped application to
make it available again.

Note: You can also stop WebCenter Spaces through Oracle
WebLogic Server Administration Console.

To stop a custom WebCenter application:
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4.

In Fusion Middleware Control, navigate to the home page for the custom
WebCenter application.

See Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications".

From the main menu, choose Application Deployment >Control > Shut Down.

Alternatively, right-click the name of the custom WebCenter application in the
Target Navigation Pane to access this menu option.

Click OK to continue.
A progress message displays.

Click Close.

Note how the status changes to Down (Red arrow).

8.4.4 Stopping Custom WebCenter Applications Using WLST

Use the WLST command stopApplication to stop a custom WebCenter
application. For command syntax and detailed examples, see "stopApplication” in the
Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."
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Setting Application Properties

This chapter includes the following sections:
»  Section 9.1, "Setting Application Properties for WebCenter Spaces"
»  Section 9.2, "Setting Additional Properties for Custom WebCenter Applications"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin role through the Oracle WebLogic Server Administration Console).
See also, Section 1.8, "Understanding Administrative Operations, Roles, and Tools".

9.1 Setting Application Properties for WebCenter Spaces

The WebCenter Spaces home page (in Fusion Middleware Control) is your starting
place for configuring WebCenter Spaces deployments. Just like any other J2EE
application, you can configure ADF, MDS, security policies and roles, and so on, from
here. You can also configure WebCenter service connections, external applications,
and portlet producers for WebCenter Spaces. To access this page, see Section 6.2,
"Navigating to the Home Page for WebCenter Spaces".

Additionally, there are several application-level settings for configuring group space
workflows and Oracle SES search crawling in WebCenter Spaces. Application settings
are described in the following sections:

= Section 9.1.1, "Specifying the BPEL Server Hosting WebCenter Spaces Workflows"
= Section 9.1.2, "Enabling Oracle SES Crawlers in WebCenter Spaces"
= Section 9.1.3, "Choosing the First Page Displayed in WebCenter Spaces"

9.1.1 Specifying the BPEL Server Hosting WebCenter Spaces Workflows

WebCenter Spaces uses the BPEL server included with the Oracle SOA Suite to host
internal workflows, such as group space membership notifications, group space
subscription requests, and so on. To enable workflow functionality inside WebCenter
Spaces, a connection to this BPEL server is required.

Note: WebCenter Spaces workflows must be deployed on the SOA
managed server that WebCenter Spaces is configured to use. See also,
"Back-End Requirements for WebCenter Spaces Workflows" in Oracle
Fusion Middleware Installation Guide for Oracle WebCenter.

To configure a connection to the WebCenter Space workflows:
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1. Login to Fusion Middleware Control, and navigate to the home page for
WebCenter Spaces.

See Section 6.2, "Navigating to the Home Page for WebCenter Spaces".

2. From the WebCenter menu, choose Settings > Application Configuration.

Figure 9—-1 Choosing the BPEL Server Where WebCenter Spaces Workflows are
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3. From the Connection Name dropdown, choose the name of the connection you
require.

The connections on offer are those currently configured for the Worklist service in
WebCenter Spaces.

Ensure that you choose the connection that points to the SOA instance in which
WebCenter Spaces workflows are deployed. If that connection is not listed you
must create it. To define the connection, see Section 20.3, "Setting Up Worklist
Connections".

4. Click Apply.

5. Restart the managed server on which WebCenter Spaces is deployed to effect this
change.

See Section 8.2, "Starting and Stopping Managed Servers for WebCenter
Application Deployments".

9.1.2 Enabling Oracle SES Crawlers in WebCenter Spaces

Out-of-the-box, WebCenter Spaces uses its own WebCenter Search service for
searching and returning WebCenter Spaces content. If preferred, you can use Oracle
Secure Enterprise Search (SES) to search and return unified results for most
WebCenter Spaces resources, including documents, discussions, announcements,
group spaces, lists, pages, wikis and blogs. To set up Oracle SES searching, see
Section 18.4, "Configuring Oracle SES to Search WebCenter Spaces".

If Oracle SES Search is configured to search WebCenter Spaces resources you can
enable or disable the feature at any time through Fusion Middleware Control or using
the WLST command setSpacesCrawlProperties. You can also configure a
suitable full crawl frequency for WebCenter Spaces. For instructions, see step 3 in
Section 18.4.2, "Setting Up WebCenter Spaces for Oracle SES Search".

9.1.3 Choosing the First Page Displayed in WebCenter Spaces

By default, when users log in to WebCenter Spaces the first page they see is the page
that they accessed last. If you prefer the same landing page to display when users log
in you can override this default behavior by setting the system property
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oracle.webcenter.spaces.disablelLastAccessPageBehavior in the domain
startup script setDomainEnv.

When this property is set, users see the following pages when they log in:

»  First page in their personal space. If the administrator creates one or more role
based pages for personal spaces, the first of these pages always displays.

»  First group space page. When users login in with a direct group space URL the
first page of that group space displays. The group space moderator determines
which page displays first within a group space.

To set oracle.webcenter.spaces.disablelLastAccessPageBehavior:

1. Shutdown WLS_Spaces (the managed server on which WebCenter Spaces is
deployed).

2, Edit the domain startup script setDomainEnv located at:
UNIX: DOMAIN_HOME/bin/setDomainEnv.sh
Windows: DOMAIN_HOME\bin\setDomainEnv.cmd

3. Add the following JVM property:
-Doracle.webcenter.spaces.disablelastAccessPageBehavior=true

4. Restart the managed server.

5. (Optional) Login as administrator, create a business role page, place it first in the
page sequence, and provide the content you want users to see when they first
login to their personal space.

9.2 Setting Additional Properties for Custom WebCenter Applications

The J2EE Application Deployment home page (in Fusion Middleware Control) is your
starting place for configuring custom WebCenter application deployments developed
with Oracle WebCenter Framework. Just like any other J2EE application, you can
configure ADF, MDS, security policies and roles, and so on, from here. You can also
configure WebCenter service connections, external applications, and portlet
producers. To access this page, see Section 6.3, "Navigating to the Home Page for
Custom WebCenter Applications".

See also, Appendix A.4, "Tuning Oracle WebCenter Performance".
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Part IV

Managing Services, Portlet Producers,

and External Applications

The chapters in this part present administration tasks for Oracle WebCenter services,
portlet producers, and external applications.

Part IV contains the following chapters:

Chapter 10, "Managing Oracle WebCenter Services"

Chapter 11, "Managing Content Repositories"

Chapter 12, "Managing the Announcements and Discussions Services"
Chapter 13, "Managing the Events Service"

Chapter 14, "Managing the Instant Messaging and Presence Service"
Chapter 15, "Managing the Mail Service"

Chapter 16, "Managing the People Connections Service"

Chapter 17, "Managing the RSS Service"

Chapter 18, "Managing the Search Service"

Chapter 19, "Managing the Wiki and Blog Services"

Chapter 20, "Managing the Worklist Service"

Chapter 21, "Managing Portlet Producers"

Chapter 22, "Managing External Applications"
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Managing Oracle WebCenter Services

This chapter provides an overview of managing Oracle WebCenter services in
WebCenter applications. It also describes how to configure and manage the
WebCenter and MDS repositories.

This chapter includes the following sections:

= Section 10.1, "Introduction to Managing Services"

»  Section 10.2, "Setting Up the WebCenter Repository"
= Section 10.3, "Setting Up the MDS Repository"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). For more information, see Section 1.8, "Understanding
Administrative Operations, Roles, and Tools."

10.1 Introduction to Managing Services

WebCenter exposes collaborative, social networking, and personal productivity
features through services, which, in turn, expose subsets of their features and
functionality through task flows. Task flows provide reusable functionality that may
expose all or a subset of the features available from a particular service.

Services provide a variety of functionality in support of personal and team objectives.
For example, the Documents service provides features for uploading and managing
content. The Discussions service provides features for creating, managing, and
participating in discussion forums.

Always use Fusion Middleware Control or the WLST command-line tool to review
and configure back-end services for WebCenter applications. Any changes that you
make to WebCenter applications, post deployment, are stored in the MDS metatdata
store as customizations. For more information, see Section 1.3.5, "Oracle WebCenter
Configuration Considerations."

Note: Changes that you make to WebCenter services configuration,
through Fusion Middleware Control or using WLST, are not dynamic
so you must restart the managed server on which the WebCenter
application is deployed for your changes to take effect. For more
information, see Section 8.2, "Starting and Stopping Managed Servers
for WebCenter Application Deployments."
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10.2 Setting Up the WebCenter Repository

The Events, Links, Lists, People Connections, and Tags services store information in
the WebCenter repository, which is a database with the WebCenter schema installed.
The WebCenter schema is included with the product. To install the WebCenter
schema, follow the steps described in the section, "Installing Oracle WebCenter" in the
Oracle Fusion Middleware Installation Guide for Oracle WebCenter.

Note:

require reconfiguration.

For WebCenter Spaces, a WebCenter repository is configured
out-of-the-box, and therefore, the repository connection does not

Table 10-1 describes what information these services store in the WebCenter
repository. For more information, see the Oracle Fusion Middleware User’s Guide for
Oracle WebCenter.

For information on backing up and migrating this information, see Chapter 31,
"Managing Export, Import, Backup, and Recovery of WebCenter."

Table 10-1 WebCenter Services Storing Content in WebCenter Repository
Content Stored Custom
WebCente in WebCenter WebCenter WebCenter
r Services Description Repository Spaces Application
Events Scheduled appointments, Group space Yes No
meetings, presentations, or any event details,
other kind of gathering for a such as, meetings,
particular group space. appointments,
Group space members can view presentations,
P sp \ and so on.
such events on the group space's
dedicated Events page or in any Note: Personal
Events task flow that is located on events are stored
a page in the group space. in Microsoft
Exchange Server
2003 and 2007.
Links Links connect different pieces of Link maps, that  Yes Yes
previously unlinked information,  is, relationship
producing context between items.  information such
As users build webs of related as what object is
information, this knowledge can linked to what
be communicated to the wider other object.
group.
Lists Enables users to track issues, List data, thatis, Yes No
capture project milestones, publish column values in
project assignments, and so on. List rows.
Tags Enables users to apply their own  Resources, Yes Yes
meaningful terms to items, making bookmarks
those items more easily created on

discoverable in search results and
the Tag Center - a dynamically
generated page that displays all
the tags users have added.

resources, and
tag words used in
each bookmark.

For custom WebCenter applications, you must set up a database connection to the

WebCenter repository. This database connection can be of type JDBC Data Source or
JDBC URL. For information on different types of data sources, see the section, "What
You May Need to Know About Database Connections and Application Security
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Migration When Deploying WebCenter Applications" in the Oracle Fusion Middleware
Developer’s Guide for Oracle WebCenter.

Depending on the connection type used in an application, do one of the following:

s Create a global data source, if the application does not include an application-level
data source with password indirection. For information on creating global data
sources, see the section, "Creating a JDBC Data Source" in Oracle Fusion Middleware
Configuring and Managing JDBC for Oracle WebLogic Server.

= Map the connection credentials, if the application uses an application-level data
source with password indirection. The password is set through the Oracle
WebLogic Administration Console on the Credential Mappings tab under
Security. If you change the password for an indirect data source on the
Connection Pool tab under Configuration, then it has no effect. For more
information on credential mapping, see "JDBC Data Sources: Security: Credential
Mapping" under the section "Creating a JDBC Data Source" in Oracle Fusion
Middleware Configuring and Managing [DBC for Oracle WebLogic Server.

= Merge the information stored in application credential store with that of the global
application store, if the application uses a JDBC URL connection. For more
information on credential migration behavior, see the section, "Configuring the
Credential Store" in the Oracle Fusion Middleware Security Guide.

In a typical business scenario, applications are deployed to different managed servers,
and multiple databases are used as repositories for the applications. The repository
that you use in a development environment is different from that in a production
environment, and therefore, when migrating custom WebCenter applications from
development to production, you must reconfigure the database connection.

When a repository connection is reconfigured, the local datasource file and the
*~jdbc.xml file in the WEB-INF directory of the WAR file are updated with the new
connection details. However, the INDI Name and data source name remain the
same. If you change the JNDI Name for any reason, then you must also update the
adf-config.xml file. The JNDI name must be of the form
jdbc/connection-nameDS. For example, if the application has a connection name
connectionl, then the JNDI name is jdbc/connectionlDS.

10.3 Setting Up the MDS Repository

Some WebCenter services, such as Notes, RSS News Feed, Recent Activities, Worklist,
Lists, Events, Search, Page, and Mail store information in the MDS repository. To
enable these services in WebCenter applications you must configure the MDS
repository. For information, see Section 7.1.3.2, "Creating and Registering the
Metadata Service Repository."

See Also: "Managing the Oracle Metadata Repository” in the Oracle
Fusion Middleware Administrator’s Guide.
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Managing Content Repositories

Oracle WebCenter enables content integration through:

Content Repository data controls, which enable read-only access to a content
repository, and maintain tight control over the way the content displays in a
custom WebCenter application.

The Documents service, which enables users to view and manage documents and
other types of content in your organization's content repositories.

Content Presenter, available through the Documents service, enables end users to
select content in a variety of ways and then display those items using available
display templates. A Content Presenter task flow can be added during
development of a custom WebCenter application, or can be added to editable
pages at runtime through the Documents service.

This chapter describes how to configure and manage content repositories used by
WebCenter applications. For more information about managing and including content
in WebCenter applications, see:

"Integrating Content" in Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter to configure content repository connections that provide access to
decentralized content, and learn how to create custom display templates to
integrate and publish decentralized content in your WebCenter application using
Content Presenter, as well as how to use Java Content Repository (JCR) controls to
enable read-only access to a content repository.

"Integrating the Documents Service" in Oracle Fusion Middleware Developer’s Guide
for Oracle WebCenter to integrate the Documents service in custom WebCenter
applications to provide end users with a user-friendly interface to manage,
display, and search documents at runtime.

Working with the Documents Service" in Oracle Fusion Middleware User’s Guide for
Oracle WebCenter to work with the Documents service and task flows at runtime in
WebCenter applications.

Note: Any content repository configuration changes that you make
through Fusion Middleware Control or using WLST are not dynamic;
you need to restart the managed server on which the WebCenter
application is deployed for your changes to take effect. See Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Application
Deployments".

This chapter contains the following sections:
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= Section 11.1, "What You Should Know About Content Repository Connections"
= Section 11.2, "Content Repository Prerequisites”

= Section 11.3, "Registering Content Repositories”

= Section 11.4, "Changing the Active (or Default) Content Repository Connection”
= Section 11.5, "Modifying Content Repository Connection Details"

= Section 11.6, "Deleting Content Repository Connections"

= Section 11.7, "Setting Connection Properties for the WebCenter Spaces Content
Repository”

= Section 11.8, "Testing Content Repository Connections"

= Section 11.9, "Changing the Maximum File Upload Size"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See Section 1.8, "Understanding Administrative Operations,
Roles, and Tools".

11.1 What You Should Know About Content Repository Connections

WebCenter users need to store, publish, and share files. The Documents service
provides content management and storage capabilities for WebCenter applications,
including content upload, file and folder creation and management, file check out,
versioning, and so on. To do this, the Documents service requires at least one content
repository connection (WebCenter applications can support multiple content
repository connections) to be made active:

= WebCenter Spaces - In WebCenter Spaces, every group space and personal space
has its own document folder, unique to its parent space. The back-end service
providing this functionality is Oracle Content Server. When a content repository is
made active (see Section 11.4, "Changing the Active (or Default) Content
Repository Connection"), it becomes the default content repository and additional
properties become available for configuration. WebCenter Spaces requires the
default content repository to be Oracle Content Server. Additionally,
administrators may connect WebCenter Spaces to other content repositories that
WebCenter Spaces may use.

= Other WebCenter applications - When a content repository is made active (see
Section 11.4, "Changing the Active (or Default) Content Repository Connection"),
Documents service task flows use that content repository in instances where no
specific connection details are provided. There is no particular requirement on the
default content repository used.

When Oracle Content Server is the content repository (required for WebCenter
Spaces), the Documents service and Oracle Content Server must be connected to the
embedded LDAP identity store.

Just like other service connections, post-deployment content repository connections
are registered and managed through Fusion Middleware Control or using the WLST
command-line tool. Connection information is stored in configuration files and in the
MDS repository. For more information, see Section 1.3.5, "Oracle WebCenter
Configuration Considerations."
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Always use Fusion Middleware Control or the WLST command-line tool to review
and configure back-end services for WebCenter applications. Any changes that you
make to WebCenter applications, post-deployment, are stored in the Oracle Metadata
Service (MDS) repository as customizations.

Once connection details are defined, WebCenter users can expose the content of the
connected content repositories through several ADF Faces components, such as
<af:image>, <af:inlineFrame>, and <af : goLink>, and built-in Documents
service task flows (Content Presenter, Document Manager, Document List Viewer, and
Recent Documents). For more information, see "Working with Page Content" and
"Working with the Documents Service" in Oracle Fusion Middleware User's Guide for
Oracle WebCenter.

11.1.1 What You Should Know About Microsoft SharePoint Repository Connections

The Oracle WebCenter adapter for Microsoft SharePoint supports the following
features:

= Reading content and metadata from the Microsoft SharePoint repository
= Writing files and folders to the SharePoint document libraries
= Running queries on the Microsoft SharePoint system

= Enabling SharePoint security settings for the accessed content by leveraging native
Microsoft SharePoint authentication and authorization

All features are implemented using the native Microsoft SharePoint Web services as
the interface to Microsoft SharePoint content and services.

See also: Section 11.2.2.1, "Microsoft SharePoint - Installation."

11.2 Content Repository Prerequisites

Oracle WebCenter's support of the JCR 1.0 open document standard enables
integration with multiple back-end content stores. Oracle WebCenter supports the
following content repositories: Oracle Content Server, Oracle Portal, and the file
system.

Caution: File system connections must not be used in production or
enterprise application deployments. This feature is provided for
development purposes only

Prerequisities for each content repository are described in the following sections:
»  Section 11.2.1, "Oracle Content Server Prerequisites"”

»  Section 11.2.2, "Microsoft SharePoint Prerequisites"”

»  Section 11.2.3, "Oracle Portal Prerequisites”

= Section 11.2.4, "File System Prerequisites"

11.2.1 Oracle Content Server Prerequisites

This section discusses the prerequisites for an Oracle Content Server content
repository in the following subsections:

s Section 11.2.1.1, "Oracle Content Server 10.1.3.5.1 - Installation"
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= Section 11.2.1.2, "Oracle Content Server 10.1.3.5.1 - Configuration"
= Section 11.2.1.3, "Oracle Content Server 11g - Installation"

s Section 11.2.1.4, "Oracle Content Server 11g - Configuration"

»  Section 11.2.1.5, "Oracle Content Server - Security Considerations"

s Section 11.2.1.6, "Oracle Content Server - Limitations in WebCenter"

11.2.1.1 Oracle Content Server 10.1.3.5.1 - Installation

Oracle Content Server 10.1.3.5.1 installation is integrated with the Oracle WebCenter
installation as part of the Universal Content Management (UCM) media shipped with
Oracle WebCenter. You can also choose to install Oracle Content Server 10.1.3.5.1
separately from the UCM media and then integrate it with Oracle WebCenter,
provided certain configuration requirements are satisfied. Before installing Oracle
Content Server 10.1.3.5.1, ensure that Oracle HTTP Server is installed on the same
system.

For information about installing Oracle Content Server 10.1.3.5.1, see the Oracle Fusion
Middleware Installation Guide for Oracle WebCenter.

11.2.1.2 Oracle Content Server 10.1.3.5.1 - Configuration

After installing Oracle Content Server 10.1.3.5.1, you must configure the server to use
the same LDAP-based identity store that Oracle WebCenter has been configured to
use. You can optionally configure Oracle Content Server to use full-text search and
indexing, and configure Secure Sockets Layer (SSL) for secure identity propagation.
Table 11-1 lists the various configuration tasks and specifies whether these tasks are
mandatory or optional.

See Also: "Administering Content Server" in Getting Started With
Content Server at:
http://download-west.oracle.com/docs/cd/E10316_01/cs
/cs_doc_10/getting_started/index.htm

Table 11-1 Oracle WebCenter-Specific Postinstallation Configuration Tasks for Oracle

Content Server

Task Mandatory/Optional
Configuring the Identity Store Mandatory

Enabling Full-Text Searching and Indexing Optional
Configuring Secure Sockets Layer (SSL) Optional

Note: If you intend to manage Oracle Content Server through a
browser or add content on the server through WebDAYV, then you
must configure Oracle Content Server to work with Oracle HTTP
Server.

11.2.1.2.1 Configuring the Identity Store

Both Oracle Content Server and Oracle WebCenter must be configured to use the same
LDAP-based identity store, and this identity store must be supported by the User and
Role API. To enable communication between Oracle Content Server and an
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LDAP-based identity store, you must add a JPS user provider configured for this
identity store.

To add a JPS user provider to Oracle Content Server:

1.

Stop Oracle Content Server and the domain Administration Server. For
information, see the section "Oracle Content Server - Installation" in Oracle Fusion
Middleware Installation Guide for Oracle WebCenter.

See Also: "Starting and Stopping a Content Server" in Getting Started
With Content Server at:
http://download-west.oracle.com/docs/cd/E10316_01/cs
/cs_doc_10/getting_started/index.htm

Update the Oracle Content Server's JPS configuration file, jps-config.xml:
a. Navigate to CONTENT_SERVER_HOME/config.
b. Open jps-config.xml in an editor and add a serviceInstanceEntry.

Example 11-1 shows the correct values for OID. Some specific properties like
idstore. type will vary from Example 11-1, depending on the type of
identity store being configured. For the permissible values for other LDAPs,
including the embedded LDAP, see the appendix "OPSS System and
Configuration Properties” in the Oracle Fusion Middleware Security Guide.

Note: =

= Ensure that all entries in the service instance match your LDAP
server.

m The security.principal.key and
security.principal.alias values (in bold) used in
Example 11-1 must match the input you provide when running
the script. See Step 3.

Example 11-1 servicelnstanceEntry in Oracle Content Server's jps-config.xml

<servicelInstance name="idstore.oid" provider="idstore.ldap.provider">

<property name="subscriber.name" value="dc=example,dc=com"/>
<property name="idstore.type" value="0ID"/>
<property name="security.principal.key" value="ldap.credential"/>
<property name="security.principal.alias" value="JPS"/>
<property name="ldap.url" value="ldap://ldaphost:389"/>
<extendedProperty>

<name>user.search.bases</name>

<values>

<value>cn=users, dc=example,dc=com</value>

</values>
</extendedProperty>
<extendedProperty>

<name>group.search.bases</name>

<values>

<value>cn=groups, dc=example, dc=com</value>

</values>
</extendedProperty>
<property name="username.attr" value="cn"/>
<property name="user.login.attr" value="cn"/>
<property name="groupname.attr" value="cn"/>

</servicelnstance>
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c. Make sure that the <jpsContext> entry in the jps-config.xml file refers
to this new serviceInstance. Thatis, the value for serviceInstanceRef
should match the value of the serviceInstance name. For example, for
OID it should be set to idstore.oid:

<jpsContext name="default">
<gservicelInstanceRef ref="idstore.oid"/>

3. Run the new script to set up the credentials for idstore.oid or other LDAP in
the identity store:

= Navigate to CONTENT_SERVER_HOME/custom/FusionLibraries/tools.

Note: Ensure that the script is executable (for example, chmod +x
run_credtool.sh).

= For Windows, run the run_credtool . cmd script. For Linux, run the
./run_credtool. sh script.

When the script prompts for input, defaults are shownin [].

= Enter the input on the line following the prompt. The following extracts show
you which defaults to take:

For Windows:

input] Alias: [JPS]

[input] Key: [ldap.credential]

[input] User Name:

cn=user name

[input] Password:password

[input] JPS Config:
[WC_ORACLE_HOME\ucm\custom\FusionLibraries\tools/../../../config/jps-config
.xml]

For Linux:

[input] Alias: [JPS]

[input] Key: [ldap.credential]

[input] User Name:

cn=user name

[input] Password:password

[input] JPS Config:
[WC_ORACLE_HOME/ucm/custom/FusionLibraries/tools/../../../config/jps-config
.xml]

Note: The Alias and Key input must match the values used in the
servicelnstance security.principal.alias and
security.principal.key respectively.

4. Restart Oracle Content Server and the domain Administration Server. For more
information, see the section "Oracle Content Server - Installation" in Oracle Fusion
Middleware Installation Guide for Oracle WebCenter.
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See Also: "Starting and Stopping a Content Server" in Getting Started
With Content Server at:
http://download-west.oracle.com/docs/cd/E10316_01/cs
/cs_doc_10/getting_started/index.htm

5. Check that the JpsUserProvider is available in Oracle Content Server:
a. Start the Oracle Content Server console and log on as an administrator.
b. From the Administration menu, select Providers.

c. Ensure that the jpsuser provider is listed on the Providers page and its
status is good in the Connection State column.

d. If an l1dapuser provider is enabled, disable it.

To disable the 1dapuser provider, on the Providers page, in the Action
column, click the info link next to the provider. In the new page that opens,
under the JPS User Provider Information section, click the Disable button.

11.2.1.2.2 Enabling Full-Text Searching and Indexing

By default, the database used by Oracle Content Server is set up to provide
metadata-only searching and indexing capabilities. However, you can modify the
default configuration of the database to additionally support full-text searching and
indexing. You can use OracleTextSearch on DB2 or SQLServer, if Secure
Enterprise Search 11g or additional Oracle Database is setup to support search
indexing. Configuring full-text searching and indexing capabilities is optional, but
advisable. For full-text search, it is recommended that you use the
OracleTextSearch option.

For information about enabling full-text searching and indexing, see the "Setting Up
Database Search and Indexing" appendix in the Content Server Installation Guide for
Microsoft Windows or Content Server Installation Guide for UNIX available at:

http://download.oracle.com/docs/cd/E10316_01/owc.htm

11.2.1.2.3 Configuring Secure Sockets Layer (SSL) If Oracle Content Server and the
WebCenter application in which you intend to create a repository connection are not
on the same system or the same trusted private network, then identity propagation is

not secure. To ensure secure identity propagation you must also configure SSL on
Oracle Content Server.

Securing Oracle Content Server with SSL involves the following tasks:
»  Configuring a Keystore and Key on the Client Side

»  Configuring a Keystore and Key on the Server Side

= Verifying Signatures of Trusted Clients

»  Securing Identity Propagation

You can also refer to "SSL Properties” in Content Integration Suite Administration Guide
available at http://download.oracle.com/docs/cd/E10316_01/ouc.htm.
Perform these procedures if you use self-signed certificates.

In a production environment, it is recommended that you use real certificates. For
information about how to configure keystores when using real certificates, see the
"Using Security Providers" chapter in the Security Providers Component Administration
Guide available at
http://download.oracle.com/docs/cd/E10316_01/ouc.htm.
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For more information about configuration for SSL, see Chapter 27, "Securing
WebCenter Applications and Components with SSL."

Configuring a Keystore and Key on the Client Side
To configure a keystore on the WebCenter application (client) side:

1. In your development environment, go to JDEV_HOME/jdk/bin and open the
command prompt.

2. Generate the client keystore by running the following keytool command:

keytool -genkey -keyalg RSA -validity 5000 -alias Client private key alias
-keystore client-keystore.jks
-dname "cn=client" -keypass Private key password -storepass KeyStore password

3. To verify that the keys have been correctly created, you can optionally run the
following keytool command:

keytool -list -keystore client-keystore.jks -storepass KeyStore password

4. To use the key, sign it by running the following keytool command:

keytool -selfcert -validity 5000 -alias Client private key alias -keystore
client-keystore. jks
-keypass Private key password -storepass KeyStore password

5. Export the client public key by running the following keytool command:
keytool -export -alias Client private key alias -keystore client-keystore.jks

-file client.pubkey -keypass Private key password -storepass KeyStore password

Configuring a Keystore and Key on the Server Side
To configure a keystore on the Oracle Content Server side:

1. In the same development environment, go to JDEV_HOME/ jdk/bin and open the
command prompt.

2. Generate the server keystore by running the following keytool command:

keytool -genkey -keyalg RSA -validity 5000 -alias Server public key alias
-keystore server-keystore.jks -dname "cn=server" -keypass Private server key
password -storepass KeyStore password

3. To verify that the key has been correctly created, run the following keytool
command:

keytool -list -keystore server-keystore.jks -keypass Server private key
password -storepass KeyStore password

4. To use the key, sign it by running the following keytool command:

keytool -selfcert -validity 5000 -alias Server public key alias -keystore
server-keystore. jks
-keypass Private server key password -storepass KeyStore password

5. Export the server public key to the server keystore by running the following
keytool command:

keytool -export -alias Server public key alias -keystore server-keystore.jks
-file server.pubkey -keypass Server private key password -storepass KeyStore
password
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Verifying Signatures of Trusted Clients

To verify signatures of trusted clients, import the client public key into the server
keystore:

1. In your development environment, go to JDEV_HOME/jdk/bin and open the
command prompt.

2. To verify the signature of trusted clients, import the client's public key in to the
server keystore by running the following keytool command:

keytool -import -alias Client public key alias -file client.pubkey -keystore
server-keystore.jks -keypass Private server key password -storepass KeyStore
password

3. Import the server public key into the client keystore by running the following
keytool command:

keytool -import -alias Server public key alias -file server.pubkey -keystore
client-keystore.jks -keypass Private key password -storepass KeyStore password

When the tool prompts you if the key is self-certified, you must enter Yes.
Example 11-2 shows a sample output that is generated after this procedure is
completed successfully.

Example 11-2 Sample Output Generated by the Keytool

[user@server]$ keytool -import -alias client -file client.pubkey

-keystore server-keystore.jks -keypass Server private key password -storepass
Keystore password

Owner: CN=client

Issuer: CN=client

Serial number: serial number, for example, 123al9cb

Valid from: Date, Year, and Time until: Date, Year, and Time

Certificate fingerprints:

Trust this certificate? [no]: yes
Certificate was added to keystore.

Securing Identity Propagation
To secure identity propagation, you must configure SSL on Oracle Content Server.

1. Log on to Oracle Content Server as an administrator.

2. From Administration, choose Providers.

3. On the Create a New Provider page, click Add for sslincoming.
4

On the Add Incoming Provider page, in Provider Name, enter a name for the
provider, for example, sslincomingprovider

When the new provider is set up, a directory with the provider name is created as
a subdirectory of the CONTENT _SERVER_HOME/data/providers directory.

5. In Provider Description, briefly describe the provider, for example, SSL
Incoming Provider for securing the Content Server.

6. In Provider Class, enter the class of the sslincoming provider, for example,
idc.provider.ssl.SSLSocketIncomingProvider.
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Note: You can add a new SSL keepalive incoming socket provider or
a new SSL incoming socket provider. Using a keepalive socket
improves the performance of a session and is recommended for most
implementations.

7. In Connection Class, enter the class of the connection, for example,
idc.provider.KeepaliveSocketIncomingConnection.

8. In Server Thread Class, enter the class of the server thread, for example,
idc.server.KeepalivelIdcServerThread.

9. In Server Port, enter an open server port, for example, 5555.
10. Select the Require Client Authentication checkbox.
11. In Keystore password, enter the password to access the keystore.
12. In Alias, enter the alias of the keystore.
13. In Alias password, enter the password of the alias.
14. In Truststore password, enter the password of the trust store.
15. Click Add.
The new incoming provider is now added.
16. Go to the new provider directory that was created in step 4.
17. To specify truststore and keystore, create a file named sslconfig.hda.
18. Copy the server keystore to the server.

19. Configure the sslconfig.hda file. Example 11-3 shows how the .hda file
should look after you include the truststore and keystore information.

Example 11-3 Sample ssiconfig.hda File

@Properties LocalData
TruststoreFile=/tmp/ssl/server_keystore
KeystoreFile=/tmp/ssl/server_keystore
@end

11.2.1.3 Oracle Content Server 11g - Installation

You can also use Oracle Content Server 11¢ as a content repository. (Oracle Content
Server 11¢ is not shipped with Oracle WebCenter.) For information about installing
Oracle Content Server 114, see the Oracle Fusion Middleware Installation Guide for Oracle
Enterprise Content Management Suite.

11.2.1.4 Oracle Content Server 11g - Configuration

After installing Oracle Content Server 11g, perform the configuration tasks listed in
Table 11-2.
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Table 11-2 Oracle WebCenter-Specific Postinstallation Configuration Tasks for Oracle

Content Server

Task Description Documentation

Enable the Folders_g This component provides For information, see the

component hierarchical folder interface to  section "Enabling and
content in Oracle Content Disabling a Component" in
Server. the Oracle Fusion Middleware

. . System Administrator’s Guide
This task is mandatory. for Universal Content
Management.

Enable the This component configures an ~ For information, see the

WebCenterConfigure instance of Oracle Content section "Enabling and

component Server for WebCenter Disabling a Component" in

applications. It sets
configuration settings and adds
services among other things.

This task is mandatory.

For information about the tasks
this component performs, see
Section 11.2.1.4.1, "What You
Should Know About the
WebCenterConfigure
Component."

the Oracle Fusion Middleware
System Administrator’s Guide
for Universal Content
Management.

Configure FileStore Provider

This is required to store content
files in the database.

This task is optional.

For information, see the
section "FileStore Provider
Information Page" in the
appendix "System Properties
and Settings Interface" in the
Oracle Fusion Middleware
System Administrator’s Guide
for Universal Content
Management.

Configure Oracle Content
Server to use an LDAP-based
identity store

Oracle Content Server must be
configured to use the same
identity store LDAP server as
Oracle WebCenter Spaces.

In a production environment,
Oracle Content Server must use
an external LDAP based
identity store.

For information, see

Section 24.7, "Configuring the
Oracle Content Server to
Share the WebCenter Spaces
Identity Store LDAP Server."

Configure Secure Sockets
Layer (SSL)

SSL is required only when the
type of Oracle Content Server
connection is socketssl.

This task is optional.

For information, see

Section 11.2.1.2.3,
"Configuring Secure Sockets
Layer (SSL)."

Configure SES Crawler

You can override the default
search adapters and use Oracle
SES to get unified ranking
results for WebCenter
resources such as, documents,
pages, people, and so on.

This task is optional.

For information, see
Section 18.4.3, "Setting Up
Oracle Content Server for
Oracle SES Search."
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Table 11-2 (Cont.) Oracle WebCenter-Specific Postinstallation Configuration Tasks for
Oracle Content Server

Task Description Documentation

Enable OracleTextSearch By default, the database used For information, see the
by Oracle Content Server is set  section "Configuring Oracle
up to provide metadata-only Text Search for Oracle

searching and indexing Content Server" in Oracle
capabilities. However, you can  Fusion Middleware Installation
modify the default Guide for Oracle Enterprise

configuration of the database to Content Management Suite and
additionally support full-text  the section "Site Studio

searching and indexing. Integration” in Oracle Fusion
Configuring full-text searching Middleware Application

and indexing capabilities is Administrator’s Guide for
optional, but advisable. For Content Server.

full-text search, it is
recommended that you use the
OracleTextSearch option.

OracleTextSearch index must
always be in an Oracle
database, regardless of the
database type used for the
main schema.

This task is optional but
recommended.

11.2.1.4.1 What You Should Know About the WebCenterConfigure Component Consider the
following when working with the WebCenterConfigure component (Table 11-2) of
Oracle Content Server:

= When a WebCenter application starts up, if the active connection is to an Oracle
Content Server 11.1.1.4.0, or higher, and the WebCenterConfigure component is
enabled, the following Workflows are seeded:

applicationNameWCAllApprover
applicationNameWCAllReviewer
applicationNameWCSingleApprover

where applicationName is the application name specified in the Document
Properties. For example, the following workflows will be seeded for an application
named myOCSapp:

myOCSappWCALlApprover
myOCSappWCAl1lReviewer
myOCSappWCSingleApprover

Note: If the application name is longer than 14 characters, it is
truncated to 14 characters (losing the characters off the end) before
adding to the workflow names. For example if the application name is
WebCenterApplicationName, the workflow names will be:
WebCenterAppliWCAllApprover,
WebCenterAppliWCAllReviewer, and
WebCenterAppliWCSingleApprover.

= Enabling the WebCenterConfigure component performs the following tasks
(Table 11-3) in the Oracle Content Server:
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Table 11-3 Tasks Associated with the WebCenterConfigure Component

Tasks

Pointers to Verify the Completion of Tasks

Enables accounts

Oracle Content Server > Administration > Admin Server >
General Configuration > Enable Accounts checkbox

or

FMW_HOME/user_projects/domains/ucm_domain/ucm/c
s/config/config.cfg file. The setting in this file is
UseAccounts=1.

Allows updates to
documents that are yet to be
released

Oracle Content Server > Administration > Admin Server >
General Configuration > Additional Configuration Variables

or

FMW_HOME/user_projects/domains/ucm_domain/ucm/c
s/config/config.cfg

The setting is AllowUpdateForGenwww=1

Disables the cache for
folders

CollectionUseCache is set to false by the
WebCenterConfigure component each time the server starts
up. This setting is visible in Administration > System Audit
Information > Configuration Entry Information > Click All
Environment Keys > shows all environment settings

or

See the
FMW_HOME/user_projects/domains/ucm_domain/ucm/c
s/config/config.cfg file.

The setting is CollectionUseCache=1.

Adds metadata fields:
n xXWCTags
u xWCPageId

n xWCWorkflowAssignmen
t

n xWCWork f1owApproverU
serList

You can view, edit, and add metadata fields here: Oracle
Content Server > Administration > Admin Applets >
Configuration Manager > Information Fields tab.

Sets Folder settings

System Default Information
Field Configuration: Doc
Type = Document

Information Field Inherit
Configuration:

XWCWorkflowAssignment
xWCWorkflowApproverUs
erList

Oracle Content Server > Administration > Folder Configuration
> System Default Information Field Configuration

Oracle Content Server > Administration > Folder Configuration
> Information Field Inherit Configuration

Adds the
WCWorkflowApproverUse
rToken workflow token

Oracle Content Server > Administration > Admin Applets >
Workflow Admin > Options > Tokens menu

This is not used in Oracle WebCenter Patch Set 2 for which this
documentation is provided.

Adds three
DynamicConverter
templates

If the DynamicConverter component is enabled, the
DynamicConverter service is called to create the three
DynamicConverter templates.

This is not used in Oracle WebCenter Patch Set 2 for which this
documentation is provided.
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Table 11-3 (Cont.) Tasks Associated with the WebCenterConfigure Component

Tasks Pointers to Verify the Completion of Tasks

Overrides certain behavior ~ This provides access to the Site Studio Switch Content wizard

of the Site Studio Switch and the Site Studio Contributor editor from within Content
Content wizard to make Site Presenter to allow for adding and editing Site Studio documents
Studio work in the from WebCenter.

nter environmen . . .
WebCenter environment The contentwizard.hcsp and contentwizard. js files

are copied from the
/WebCenterConfigure.zip/component/WebCenterC
onfigure/publish/contentwizard/ directory to the
OCS_HOME/cs/weblayout/resources/wcm/custom/s
itestudio/contentwizard/webcenter/ directory.

s Thewcm.sitestudio. form. js fileis copied from the
/WebCenterConfigure.zip/component/WebCenterC
onfigure/publish/contentwizard/directory to the
OCS_HOME/cs/weblayout/resources/wcm/custom/s
itestudio/ directory.

This is not used in Oracle WebCenter Patch Set 2 for which this
documentation is provided.

11.2.1.5 Oracle Content Server - Security Considerations

To secure identity propagation, you must configure SSL on Oracle Content Server.
This is required when Oracle Content Server and your WebCenter application are not
on the same system or the same trusted private network. For information, see
Section 11.2.1.2.3, "Configuring Secure Sockets Layer (SSL)."

11.2.1.6 Oracle Content Server - Limitations in WebCenter
None.

11.2.2 Microsoft SharePoint Prerequisites

This section discusses the prerequisites for a connection to Oracle WebCenter adapter
for Microsoft SharePoint in the following subsections:

m  Section 11.2.2.1, "Microsoft SharePoint - Installation"
= Section 11.2.2.2, "Microsoft SharePoint - Configuration"
»  Section 11.2.2.3, "Microsoft SharePoint - Security Considerations"

s Section 11.2.2.4, "Microsoft SharePoint - Limitations in WebCenter"

11.2.2.1 Microsoft SharePoint - Installation
Oracle WebCenter supports the following Microsoft SharePoint versions:

»  Microsoft Office SharePoint Server (MOSS) 2007 SP2
s Microsoft Windows SharePoint Services (WSS) version 3 SP2

Note: A Microsoft SharePoint site configured for anonymous access
is not supported by the adapter.

The only supported Microsoft SharePoint 2007 Document Library version settings are:
= Require Check Out : No
= Content Approval : No
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s Document Version History : No versioning

If any other version settings are configured, the adapter does not function correctly.
For example, if RequireCheck Out is set to yes, upload operations fails. Similarly, if
document version history or content approval are enabled, new versions or documents
have restricted visibility.

Before You Begin:

You must first create a managed server suitable for deployment of custom WebCenter
applications as described in Section 7.1.3.1, "Creating and Provisioning a WebLogic
Managed Server Instance" and Section 7.1.3.2, "Creating and Registering the Metadata
Service Repository."

Installing the Microsoft SharePoint Adapter Using WLS Administration Console

The adapter files are located in the Oracle WebCenter Adapters DVD in the
ofm_wc_generic_jcr_sharepoint_adapter_11.1.1.3.0.zip file. When you extract this ZIP
file to a temporary location, you will find the adapter files in the
TEMP_LOCATION/WebCenter/services/content/adapters directory.

To install the adapter:
1. Log in to the WLS Administration Console.

For information on logging into the WLS Administration Console, see
Section 1.12.2, "Oracle WebLogic Server Administration Console."

Navigate to the WLS Administration Console's Home page.
From the Domain Structure pane, click Deployments.

In the Summary of Deployments section, under Control, click Install.

a & w0 Db

In Install Application Assistant, in Note, click the upload your file(s) link in the
body of the text.

6. Click Browse next to the Deployment Archive, select the
oracle.webcenter.content.jcr.sharepoint.ear file from the
TEMP_LOCATION/WebCenter/services/content/adapters directory. This
is the temporary directory in which you extracted the contents of the
ofm_wc_generic_jcr_sharepoint_adapter_11.1.1.3.0.zip file from the Oracle
WebCenter Adapters DVD. Click Next.

7. After you see the message that the EAR file has been uploaded successfully, as
shown in Figure 11-1, click Next.
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Figure 11-1 Install Application Assistant
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8. Select Install this deployment as a library, if not already selected, and click Next.

9. In Select deployment targets, select the managed server to which the custom
WebCenter application will be deployed. This must not be an out-of-the-box
managed servers. Click Next.

10. In Optional Settings, accept the defaults and click Finish.

Installing the WLST Scripts for Microsoft SharePoint

1. Extract the files DocLibSharePointWLST.py and DocLibGenericWLST.py
from the ofm_wc_generic_jcr_sharepoint_adapter_11.1.1.3.0.zip file located in the
Oracle WebCenter Adapters DVD. These files are in the

/WebCenter/services/content/adapters directory.

2. Copy the extracted DocLibSharePointWLST.py and DocLibGenericWLST. py
files and paste them in the ORACLE_HOME/common/wlst directory.

3. Torun WLST commands, see Section 1.12.3.1, "Running Oracle WebLogic
Scripting Tool (WLST) Commands."

For information about managing connections using WLST, see Section 11.10,
"Managing Microsoft SharePoint Connections Using WLST."

11.2.2.2 Microsoft SharePoint - Configuration

For information, see Section 11.3.3, "Registering Content Repositories Using WLST"
and Section 11.5.2, "Modifying Content Repository Connection Details Using WLST."

11.2.2.3 Microsoft SharePoint - Security Considerations

Authentication through identity propagation is not supported on Microsoft SharePoint
connections. However, you can use an external application to authenticate users
against the Microsoft Sharepoint repository.

11.2.2.4 Microsoft SharePoint - Limitations in WebCenter

WebCenter Spaces does not support Microsoft Sharepoint as the primary document
store, and therefore, you must use Oracle Universal Content Management (UCM)
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instead. However, to show additional documents that are stored in a SharePoint
repository, you can configure a SharePoint connection to be used by the Documents
service task flows.

11.2.3 Oracle Portal Prerequisites

This section discusses the prerequisites for an Oracle Portal content repository in the
following subsections:

s Section 11.2.3.1, "Oracle Portal - Installation"
s Section 11.2.3.2, "Oracle Portal - Configuration"
»  Section 11.2.3.3, "Oracle Portal - Security Considerations"

s Section 11.2.3.4, "Oracle Portal - Limitations in WebCenter"

11.2.3.1 Oracle Portal - Installation

For information on installing Oracle Portal, see Oracle Fusion Middleware Installation
Guide for Oracle Portal, Forms, Reports and Discoverer.

11.2.3.2 Oracle Portal - Configuration

Oracle Portal must be up-to-date with all the latest patches. For additional information
about patches, see the product release notes. See also Oracle Fusion Middleware
Administrator’s Guide for Oracle Portal.

11.2.3.3 Oracle Portal - Security Considerations
None.

11.2.3.4 Oracle Portal - Limitations in WebCenter

Oracle Portal integration with Oracle WebCenter is read-only. It is not possible to
create content in the portal from Oracle WebCenter.

You can expose Oracle Portal pages in WebCenter through the Federated Portal
Adapter by publishing them as portlets in Oracle Portal. The following are not
returned by the Federated Portal Adapter, and thus are not visible in Oracle
WebCenter:

= Seeded page groups:
- Oracle Portal repository.
— Oracle Portal design-time pages.
= Pages of the following types:
- Mobile.
- URL.
— Navigation pages.
»  Items of the following types:
- Navigation items.
- PLSQL items.
— Portlet.

— Portlet instance.
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— URL items.
— Mobile items.
- Page links.
— Item links.

» Items defined as:
- Expired.
— Hidden.

11.2.4 File System Prerequisites

This section discusses the prerequisites for a file system content repository in the
following subsections:

= Section 11.2.4.1, "File System - Security Considerations"

= Section 11.2.4.2, "File System - Limitations in WebCenter"

11.2.4.1 File System - Security Considerations

All operations are executed as the system user under which the JVM is running and
therefore inherit its permissions.

11.2.4.2 File System - Limitations in WebCenter

File system connections must not be used in production or enterprise application
deployments, and search capabilities are limited and slow due to the absence of an
index. This feature is provided for development purposes only.

11.3 Registering Content Repositories

This section contains the following subsections:

= Section 11.3.1, "What You Should Know About Registering Content Repositories
for WebCenter Spaces"

Section 11.3.2, "Registering Content Repositories Using Fusion Middleware
Control"

= Section 11.3.3, "Registering Content Repositories Using WLST"

11.3.1 What You Should Know About Registering Content Repositories for WebCenter

Spaces

Consider the following when registering Oracle Content Server repositories for
WebCenter Spaces:

= At the start up, WebCenter Spaces applications create seed data, if it does not
already exist.

= For active connections in WebCenter Spaces, the Spaces Root and Application
Name values are used to create the seed data in the WebCenter Spaces repository,
to enable storage of the group space data.

= The Spaces Root value is used as the name for the root folder within the content
repository under which all group spaces content is stored.

s The Application Name value is used when creating the following security settings:
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— The name of the security group
—  The prefix for the role (the name format is applicationNameUser)
— The prefix for all folder and content item accounts

- To stripe users permissions on accounts for the particular WebCenter Spaces
application

- To stripe default attributes for the particular WebCenter Spaces application

For information about security groups and roles, see Managing Security and User
Access for Content Server. For information about folders, see Folders and WebDav
Administration Guide. These guides are available at
http://download.oracle.com/docs/cd/E10316_01/owc.htm.

Oracle does not recommend changing the Spaces Root and Application
Name values. However, if you change the Spaces Root value after configuring
and running a WebCenter Spaces application, then you must also change the
Application Name value, and vice versa. That is, you must change both values
(Spaces Root and Application Name) if the WebCenter Spaces application
already contains the seed data.

When you change these values, the existing seed data is not renamed in the Oracle
Content Server repository. Instead, new seed data is created using the new values,
when you start the application. Once the application is started, new group space
data is created under the new Spaces Root and existing group space data under
the old Spaces Root is no longer available. This means that any group space
that had the Documents service provisioned prior to changing the Spaces Root
will no longer have it provisioned.

Note: Although the Spaces Root and Application Name values
change, the old root content repository folder still appears in search
results, like any other root folder in Oracle Content Server.

11.3.2 Registering Content Repositories Using Fusion Middleware Control

To register a content repository:

1.

Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

Do one of the following:

= For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

s For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

From the list of services on the WebCenter Service Configuration page, select
Content Repository.

To connect to a new content repository, click Add (Figure 11-2).
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Figure 11-2 Configuring Content Repository Connections
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5. Enter a unique name for this connection, specify the content repository type, and
indicate whether this connection is the active (or default) connection for the
application. See Table 11-4.

Table 11-4 Manage Content Repository Connections

Field Description

Connection Name Enter a unique name for this content repository connection. The
name must be unique (across all connection types) within the
WebCenter application.

Repository Type Choose the type of repository you want to connect to. Select one
of the following;:

= Oracle Content Server - an Oracle Universal Content
Management repository. See Section 11.2.1, "Oracle Content
Server Prerequisites".

= Oracle Portal - an Oracle Portal content repository. See
Section 11.2.3, "Oracle Portal Prerequisites”.

= File System - a computer file system. See Section 11.2.4,
"File System Prerequisites".

Caution: File system connections must not be used in
production or enterprise application deployments. This
feature is provided for development purposes only.

(WebCenter Spaces) If you are setting up the backend content
repository for WebCenter Spaces, that is, the repository used by
WebCenter Spaces to store group space and personal space
documents, you must select Oracle Content Server.
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Table 11-4 (Cont.) Manage Content Repository Connections

Field

Description

Active Connection

Select to make this the default content repository for your
WebCenter application.

You can connect your WebCenter application to multiple
content repositories; all connections are used. One connection
must be designated the default (or active) connection. Do one of
the following:

= For WebCenter Spaces:

Select to make this the active connection, that is, the back-end
repository that WebCenter Spaces uses to store group space
and personal space documents. The active connection must
be to an Oracle Content Server.

If this is the active connection for WebCenter Spaces, some
additional configuration is required -- see Table 11-5,

" Content Repository Connection - WebCenter Spaces
Repository Details".

s For custom WebCenter applications:

Select to make this the active connection; that is, the default
connection for Documents service task flows (Content
Presenter, Document Manager, Document List Viewer, and
Recent Documents). When no specific connection details are
provided for these task flows, this default (active)
connection is used.

Deselecting this option does not disable the content repository
connection. If a content repository is no longer required, you
must delete the connection.

6. (For the active connection in WebCenter Spaces only.) Enter additional details for
the WebCenter Spaces repository (see Table 11-5).

See Also: Section 11.3.1, "What You Should Know About
Registering Content Repositories for WebCenter Spaces"

Table 11-5 Content Repository Connection - WebCenter Spaces Repository Details

Field

Description

Administrator User Name

Spaces Root

Enter the user name of the content repository administrator.
For example: sysadmin

Administrative privileges are required for this connection so
that operations can be performed on behalf of WebCenter users.

Enter the root folder under which all group spaces content is
stored. Specify a content repository folder that does not yet exist
and use the format: / foldername.

For example: /MyWebCenterSpaces

The spacesRoot cannot be /, the root itself, and it must be
unique across applications. The folder specified is created for
you when the WebCenter application starts up.

Invalid entries include: /, / foldername/,
/foldername/subfolder
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Table 11-5 (Cont.) Content Repository Connection - WebCenter Spaces Repository

Field Description

Application Name Enter a unique name for this WebCenter Spaces application
within this content repository.

For example: MyWCsS

The name must begin with an alphabetical character, followed
by any combination of alphanumeric characters or the
underscore character. The string must be less than or equal to 30
characters.

This name is used to separate data when multiple WebCenter
Spaces applications share the same content repository and
should be unique across applications.

7. Enter connection details for the content repository. For detailed parameter
information, see:

s Table 11-6, " Oracle Content Server Connection Parameters"
s Table 11-7, " Connection Details - Oracle Content Server - Cache Details"
s Table 11-8, " Oracle Portal Connection Parameters"

= Table 11-9, " File System Connection Parameters"

Table 11-6 Oracle Content Server Connection Parameters

Field Description

RIDC Socket Type Specify whether Oracle Content Server connects on the content
server listener port or the Web server filter, and whether the
listener port is SSL enabled. Choose from:

s Socket - Uses an intradoc socket connection to connect to
the Oracle Content Server. The client IP address must be
added to the list of authorized addresses in the Oracle
Content Server. In this case, the client is the machine on
which Oracle WebCenter is running.

= Socket SSL - Uses an intradoc socket connection to
connect to the Oracle Content Server that is secured using
the SSL protocol. The client's certificates must be imported
in the server's trust store for the connection to be allowed.
This is the most secure option, and the recommended
option whenever identity propagation is required (for
example, in WebCenter Spaces).

= Web - Uses an HTTP(S) connection to connect to the Oracle
Content Server.

For WebCenter Spaces, the Web option is not suitable for a
back-end Oracle Content Server repository that is being
used to store group space and personal space documents,
because it does not allow identity propagation.

For more information on the configuration parameters required
for each RIDC socket type, see the table "Oracle Content Server
Connection Parameters for Each RIDC Socket Type" in Oracle
Fusion Middleware Developer’s Guide for Oracle WebCenter.

Server Host Enter the host name of the machine where the Oracle Content
Server is running.

For example: mycontentserver .mycompany . com

Server Host is required when the RIDC Socket Type is set to
Socket or Socket SSL.
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Table 11-6 (Cont.) Oracle Content Server Connection Parameters

Field

Description

Server Port

Connection Timeout (ms)

Authentication Method

Web URL

Associated External
Application

Key Store Location

Key Store Password

Enter the port on which the Oracle Content Server listens:

»  Socket - Port specified for the incoming provider in the
server.

= Socket SSL - Port specified for the sslincoming provider
in the server.

For example: 4444

Server Port is required when the RIDC Type is set to Socket or
Socket SSL.

Specify the length of time allowed to log in to Oracle Content
Server (in milliseconds) before issuing a connection timeout
message. If no timeout is set, there is no time limit for the login
operation.

Choose from:

= Identity Propagation - Oracle Content Server and the
WebCenter application use the same identity store to
authenticate users.

(WebCenter Spaces) Identity propagation is required on the
active connection for WebCenter Spaces, that is, for the
content repository being used to store group space and
personal space documents.

= External Application - An external application
authenticates users against the Oracle Content Server. Select
this option if you want to use public, shared, or mapped
credentials.

If an external application is used for authentication, use the
Associated External Application drop down list to identify the
application. If the application you want is not listed, select
Create New to define the external application now.

Enter the Web server URL for the Oracle Content Server.

Use the format:
http://<hostname>:<port>/<web_root>/<plugin_roo
t>

For example: http://mycontentserver/cms/idcplg
Web URL is applicable when the RIDC Type is set to Web.

Select the external application used to authenticate users against
the Oracle Content Server.

Associated External Application is applicable when CIS Type is
set to Web.

Specify the location of key store that contains the private key
used to sign the security assertions. The key store location must
be an absolute path.

For example: D: \keys\keystore.xyz

Key Store Location is required when the RIDC Type is set to
Socket SSL.

Enter the password required to access the keystore.
For example: TOPS3CR3T

Key Store Password is required when the RIDC Type is set to
Socket SSL.
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Table 11-6 (Cont) Oracle Content Server Connection Parameters

Field

Description

Private Key Alias

Private Key Password

Enter the client private key alias in the keystore. The key is used
to sign messages to the server. The public key corresponding to
this private key must be imported in the server keystore.

Ensure that the alias does not contain special characters or white
space. For example: enigma

Private Key Alias is required when the RIDC Type is set to
Socket SSL.

Enter the password to be used with the private key alias in the
key store.

For example: c0d3bR3ak3R

Private Key Password is required when the RIDC Socket Type is
set to Socket SSL.

Table 11-7 Connection Details - Oracle Content Server - Cache Details

Element

Description

Cache Invalidation Interval
(minutes)

Maximum Cached
Document Size (bytes)

Administrator User Name

Administrator Password

Specify the polling interval (in minutes) used by the Oracle
Content Server service provider interface (SPI) to check for cache
invalidations.

The default is 0 which means that cache invalidation is disabled.

The minimum interval is 2 minutes.

Enter the maximum size (in bytes) for documents that are
cached in the virtual content repository (VCR) binary cache.

The default is 1024 bytes (1K).

Tune this value based on your machine's memory configuration
and the types of binary documents that you expect to cache.

Enter a user name with administrative rights for this Oracle
Content Server instance.

Enter the password for the Oracle Content Server administrator.

Table 11-8 Oracle Portal Connection Parameters

Field

Description

Data Source Name

Connection Timeout (ms)

Enter the JNDI DataSource location used to connect to the
portal.

For example: jdbc/MyPortalDS

The datasource must be on the server where the WebCenter
application is deployed.

Specify the length of time allowed to log in to Oracle Portal (in
milliseconds) before issuing a connection timeout message. If no
timeout is set, there is no time limit for the login operation.
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Table 11-8 (Cont.) Oracle Portal Connection Parameters

Field Description
Authentication Method Specify how to authenticate users against Oracle Portal. Choose
from:

= Identity Propagation - Select this option when the
WebCenter application and Oracle Portal both use the same
user identity store.

= External Application - Use an external application to
authenticate users against Oracle Portal. Select this option if
you want to use public, shared, or mapped credentials.

If an external application is used for authentication, use the
Associated External Application dropdown list to identify the

application.
Associated External Associate Oracle Portal with an external application. External
Application application credential information is used to authenticate Oracle

Portal users.

You can select an existing external application from the
dropdown list, or click Create New to configure a new external
application now.

Table 11-9 File System Connection Parameters

Field Description

Base Path Enter the full path to a folder on a local file system in which
your content is placed. For example: C: \MyContent

Caution: File system content must not be used in production or
enterprise application deployments. This feature is provided for
development purposes only.

8. Click OK to save this connection.

9. To start using the new (active) connection you must restart the managed server on
which the WebCenter application is deployed.

The registered connections are now available to Documents service task flows, which
you can add to pages in WebCenter Spaces or custom WebCenter applications. See
also, "Working with the Documents Service" in the Oracle Fusion Middleware User’s
Guide for Oracle WebCenter.

11.3.3 Registering Content Repositories Using WLST
Use the following WLST commands to register new content repository connections:
s Oracle Content Server - createJCRContentServerConnection
» File System - createJCRFileSystemConnection
s Oracle Portal - createJCRPortalConnection
s Microsoft SharePoint - createJCRSharePointConnection

For command syntax and examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To configure a particular connection as the default connection, set
isPrimary="'true’. See Section 11.4, "Changing the Active (or Default) Content
Repository Connection".
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For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter application is deployed. See
"Starting and Stopping WebLogic Managed Servers Using the
Command Line" in the Oracle Fusion Middleware Administrator’s Guide.

11.4 Changing the Active (or Default) Content Repository Connection

WebCenter applications support multiple content repository connections but only one
content repository connection can be designated the active (or default) connection.

In WebCenter Spaces, the active connection becomes the default back-end repository for
group space and personal space documents and the repository must be an Oracle
Content Server.

For other WebCenter applications, the active connection becomes the default connection
for Documents service task flows (Content Presenter, Document Manager, Document
List Viewer, and Recent Documents). When no specific connection details are
provided for these task flows, the default (active) connection is used.

This section contains the following subsections:

Section 11.4.1, "Changing the Active (or Default) Content Repository Connection
Using Fusion Middleware Control"

Section 11.4.2, "Changing the Active (or Default) Content Repository Connection
Using WLST"

11.4.1 Changing the Active (or Default) Content Repository Connection Using Fusion
Middleware Control

To change the active (or default) content repository connection:

1.

Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

Do one of the following:

= For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

s For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

From the list of services on the WebCenter Services Configuration page, select
Content Repository.

The Manage Content Repository Connections table indicates the current active
connection (if any).

Select the connection you want to become the active (or default) connection, and
then click Edit.

Select the Active Connection checkbox.
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6. Click OK to update the connection.

7. To start using the updated active connection you must restart the managed server
on which the WebCenter application is deployed.

11.4.2 Changing the Active (or Default) Content Repository Connection Using WLST

Use the following WLST commands with Primary="true' to designate an existing
content repository connection as the default connection:

s Oracle Content Server - setJCRContentServerConnection
» File System - setJCRFileSystemConnection

s Oracle Portal - setJCRPortalConnection

s Microsoft SharePoint - setJCRSharePointConnection

For command syntax and examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To subsequently disable a default content repository connection, run the same WLST
command with isPrimary="'"false'. Connection details are retained but the
connection is no longer named as the primary connection in adf-config.xml.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter application is deployed. See,
"Starting and Stopping WebLogic Managed Servers Using the

Command Line" in the Oracle Fusion Middleware Administrator’s Guide.

11.5 Modifying Content Repository Connection Details
This section contains the following subsections:

= Section 11.5.1, "Modifying Content Repository Connection Details Using Fusion
Middleware Control"

= Section 11.5.2, "Modifying Content Repository Connection Details Using WLST"

11.5.1 Modifying Content Repository Connection Details Using Fusion Middleware
Control

To update content repository connection details:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

2. Do one of the following:

= For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

s For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.
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3. From the list of services on the WebCenter Services Configuration page, choose
Content Repository.

4. Select the connection name, and click Edit.

5. Edit connection details, as required. For detailed parameter information, see:
s Table 11-6, " Oracle Content Server Connection Parameters"
s Table 11-8, " Oracle Portal Connection Parameters"
s Table 11-9, " File System Connection Parameters"

6. Click OK to save your changes.

7. To start using the updated (active) connection details, you must restart the
managed server on which the WebCenter application is deployed.

11.5.2 Modifying Content Repository Connection Details Using WLST
Use the following WLST commands to edit content repository connections:
»s  Oracle Content Server - setJCRContentServerConnection
» File System - setJCRFileSystemConnection
»  Oracle Portal - setJCRPortalConnection
= Microsoft SharePoint - setJCRSharePointConnection

For command syntax and examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To configure a particular connection as the active (or default) connection, set
isPrimary="'true'. See Section 11.4, "Changing the Active (or Default) Content
Repository Connection".

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To start using the updated (active) connection details, you
must restart the managed server on which the WebCenter application
is deployed. See "Starting and Stopping WebLogic Managed Servers
Using the Command Line" in the Oracle Fusion Middleware
Administrator’s Guide.

11.5.3 Modifying Cache Settings of Virtual Content Repository (VCR)

For each content connection, caches are created automatically at runtime. However,
you can configure or modify Universal Content Management (UCM) repository caches
in two ways: in the EAR project file META-INF/pl3n-cache-config.xml or in the
Portal Administration Console (under Configuration & Monitoring > Service
Administration). Cache settings configured in the Portal Administration Console take
precedence over the file-based settings. You can also flush the caches from the Portal
Administration Console.

Note: If you already have a p13n-cache-config.xml file
configured for another repository, you can add the UCM repository
cache settings to this file.
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Table 11-10 and Table 11-11 describe the default cache settings in the
pl3n-cache-config.xml file. Table 11-10 describes the VCR caches, which are
caches used by the VCR component. These caches are repository-specific and can exist
for any repository. Table 11-11 describes the SPI caches, which are specific to the UCM

SPI adapter component.

The pattern for the cache entry names is <elementName>.<repositoryName>,
where <repositoryName> is the name of the UCM repository as specified in the
META-INF/content-config.xml file. For example,
nodeCache.StellentRepository.

Note that some <time-to-1live> values are specified in milliseconds.

Table 11-10 VCR-Level Cache Entry Descriptions

Cache Entry Name

Description

nodeCache.<repositoryName> Caches node Id of repository's node instance. Defaults: enabled = true;

time-to-live = 60000, max-entries = 50.

nodePathCache.<repositoryNa Caches node path to repository's node Id.

me>

Default values: enabled = true; time-to-live = 2 minutes (2*¥*60*1000),
max-entries = 200.

typeCache.<repositoryName> Caches type Id of repository's type instance.

Default values: enabled = true; time-to-live = 300000, max-entries = 200.

typeNameCache.<repositoryNa Caches type name for repository's type Id.

me>

Default values: enabled = true; time-to-live = 10 minutes (10*60*1000),
max-entries = 200.

binaryCache.<repositoryName Default values: enabled = true; time-to-live = 5 minutes (5*60*1000),

>

max-entries = 50.

The maximum binary entry size is specified as the repository property
binaryCacheMaxEntrySize which has a default value of 102400 bytes
(100 kb).

searchCache.<repositoryName Caches search results for a repository.

>

Default values: enabled = true; time-to-live = 300000, max-entries = 500.

nativeAuthCache.<repository Authorization cache for a repository when using native security.

Name>

Default values: enabled = true; time-to-live = 5000, max-entries = 5000.

Table 11-11  SPI-Level Cache Entry Descriptions

Cache Entry Name

Description

repo.ucm. typeNameCach
e.<repositoryName>

repo.ucm.nodePathToUi
dCache.<repositoryNam
e>

repo.ucm.nodeUidCache
.<repositoryName>

repo.ucm.securityInfo
Cache.<repositoryName
>

Caches UCM server type metadata by type name.

Default values: enabled = true; time-to-live = 1800000 (30 minutes), max-entries
=5000

Caches UCM server node Ids by node path.

Default values: enabled = true; time-to-live = 1800000 (30 minutes), max-entries
=5000

Caches UCM server node metadata by node Id.

Default values: enabled = true; time-to-live = 1800000 (30 minutes), max-entries
=5000

Caches UCM server node security information. Default values: enabled = true;
time-to-live = 1800000 (30 minutes), max-entries = 5000
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Table 11-11 (Cont.) SPI-Level Cache Entry Descriptions

Cache Entry Name

Description

repo.ucm.securityUser Caches the relationship between the UCM user names and UCM server user Ids
Cache.<repositoryName (user security information.)

>

Default value: 10 minutes (10*60*1000), time-to-live =user authentication
decision is valid, max-entries=5000

repo.ucm. typeNamesCac Caches the list of UCM type names.

he.<repositoryName>

Default values: enabled=true, time-to-live=1800000 (30 minutes),
max-entries=5000

repo.ucm. indexedField Caches information about which UCM fields are indexed.

sCache.<repositoryNam

e>

Default values: enabled=true, time-to-live=1800000 (30 minutes),
max-entries=5000

11.6 Deleting Content Repository Connections

This section contains the following subsections:

Section 11.6.1, "Deleting Content Repository Connections Using Fusion
Middleware Control"

Section 11.6.2, "Deleting Content Repository Connections Using WLST"

Caution: Delete a content repository connection only if it is not in
use. If a connection is marked as active, it should first be removed
from the active list, and then deleted.

11.6.1 Deleting Content Repository Connections Using Fusion Middleware Control

To delete a content repository connection:

1.

Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

Do one of the following:

= For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

= For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

From the list of services on the WebCenter Services Configuration page, choose
Content Repository.

Select the connection name, and click Delete.

To effect this change you must restart the managed server on which the
WebCenter application is deployed.
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11.6.2 Deleting Content Repository Connections Using WLST

Use the WLST command deleteConnection to remove a content repository
connection. For command syntax and examples, see "deleteConnection" in the Oracle
Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To effect this change you must restart the managed server on
which the WebCenter application is deployed. See, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
the Oracle Fusion Middleware Administrator’s Guide.

11.7 Setting Connection Properties for the WebCenter Spaces Content

Repository

You can view, modify, and delete connection properties for the back-end Oracle
Content Server repository that is being used by WebCenter Spaces to store group
space and personal space documents. Specifically, you can define the root folder under
which group space content is stored, the name of the content repository administrator,
and a unique application identifier for separating application data on the Oracle
Content Server.

This section contains the following subsections:

»  Section 11.7.1, "Setting Connection Properties for the WebCenter Spaces Content
Repository Using Fusion Middleware Control"

»  Section 11.7.2, "Setting Connection Properties for the WebCenter Spaces Content
Repository Using WLST"

11.7.1 Setting Connection Properties for the WebCenter Spaces Content Repository
Using Fusion Middleware Control

To set content repository connection properties:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application. See Section 6.2,
"Navigating to the Home Page for WebCenter Spaces".

2. From the WebCenter menu, choose Settings > Service Configuration.

3. From the list of services on the WebCenter Services Configuration page, choose
Content Repository.

4. Select the connection name, and click Edit.
5. (For the active connection in WebCenter Spaces only.) Set connection properties

for the WebCenter Spaces repository (see Table 11-12).

Table 11-12  Content Repository Connection - WebCenter Spaces Repository Details

Field Description

Administrator User Name Enter the user name of the content repository administrator.
For example: sysadmin

Administrative privileges are required for this connection so
that operations can be performed on behalf of WebCenter users.
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Table 11-12 (Cont.) Content Repository Connection - WebCenter Spaces Repository

Field Description

Spaces Root Enter the root folder under which group space content is stored.
Specify a folder that does not yet exist and is unique across
applications. Use the format: / foldername. This name cannot
be the same as the Application Name.

For example: /MyWebCenterSpaces

If it does not already exist, the folder specified is automatically
created when the WebCenter application starts.

Invalid entries include: /, /foldername/,
/foldername/subfolder

Application Name Enter a unique name for this WebCenter Spaces application
within this content repository.

For example: MyWCS

The name must begin with an alphabetical character, followed
by any combination of alphanumeric characters or the
underscore character. The string must be less than or equal to 30
characters.

6. Click OK to save your changes.

7. To start using the updated (active) connection properties, you must restart the
managed server on which the WebCenter application is deployed.

11.7.2 Setting Connection Properties for the WebCenter Spaces Content Repository
Using WLST

The following commands are valid only for the WebCenter Spaces application to view,
set, and delete properties for the Oracle Content Server repository that is being used
by WebCenter Spaces to store group space and personal space documents:

s listDocumentsSpacesProperties
n setDocumentsSpacesProperties
s deleteDocumentsSpacesProperties

For command syntax and detailed examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

11.8 Testing Content Repository Connections

After setting up content repository connections, you can test them to make sure that
you can access the content repository, as described in the following sections:

= Section 11.8.1, "Testing Oracle Content Server Connections"

= Section 11.8.2, "Testing Oracle Portal Connections"

11.8.1 Testing Oracle Content Server Connections

To verify a connection of the socket type web, log in to the Web interface of Oracle
Content Server as administrator. You can obtain the URL of a socket type
connection through Fusion Middleware Control as follows:
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1. In Fusion Middleware Control, from the WebCenter menu, choose Settings and
select Service Configuration (Figure 11-3).

Figure 11-3 Fusion Middleware Control WebCenter Menu
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2. On the Manage Content Repository Connections page, select the connection and
click Edit (Figure 11-4).

Figure 11-4 Manage Content Repository Connections Page
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3. On the Edit Content Repository Connection page, copy the Web URL
(Figure 11-5).

Note: Remove the /idcplg/ suffix from the URL before using it.

The URL format is: http: //host_name/web_root/
For example: http://mycontentserver/cms/
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Figure 11-5 Edit Content Repository Connection Page
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11.8.2 Testing Oracle Portal Connections

To verify the full state of an Oracle Portal connection:

1. In the Oracle WebLogic Administration Console, under Domain Structure,
expand Services > JDBC, then double-click Data Sources (Figure 11-6).

Figure 11-6 Oracle WebLogic Administration Console
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2. On the Summary of JDBC Data Sources page, select the data source you intend to
test (Figure 11-7).
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Figure 11-7 Summary of JDBC Data Sources Page
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3. In the Settings for datasource_name section, select the tabs Monitoring, then
Testing. Select the data source target server, then click Test Data Source to test the
connection (Figure 11-8).

Figure 11-8 Data Source Settings Section
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11.9 Changing the Maximum File Upload Size

By default, the maximum upload size for files is:
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= 2 MB for custom WebCenter applications. This default is imposed by Apache
MyFaces Trinidad, which handles uploading files from a browser to the
application server.

= 2 GB for WebCenter Spaces applications.

The WebCenter application developer can customize the default file upload size at
design time by setting the UPLOAD_MAX_MEMORY, UPLOAD_MAX_DISK_SPACE, and
UPLOAD_TEMP_DIR parameters in the web . xm1 file. For information about manually
editing web . xml, see Section A.1.2, "web.xml".

For more information, see "Setting Parameters to Upload Files to Content Repositories"
in the Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter.

11.10 Managing Microsoft SharePoint Connections Using WLST

Use the commands listed in Table 11-13 to manage connections to SharePoint content
repositories.

Configuration changes made using these WebCenter WLST commands are only
effective after your restart the Managed Server on which the WebCenter application is
deployed. For details, see Oracle Fusion Middleware Administrator’s Guide for Oracle
WebCenter.

Table 11-13  SharePoint Content Repository WLST Commands

Use with
Use this command... To... WLST...
createJCRSharePointCon Create a Microsoft SharePoint 2007 repository Online
nection connection.
setJlCRSharePointConnec Edit a Microsoft SharePoint 2007 repository Online
tion connection.

listfCRSharePointConne List all Microsoft SharePoint 2007 connections that are Online
ctions configured for a WebCenter application.

For information about how to install WLST scripts for Microsoft SharePoint, see
Installing the WLST Scripts for Microsoft SharePoint.

11.10.1 createJCRSharePointConnection
Module: Oracle WebCenter

Use with WLST: Online

11.10.1.1 Description

Creates a connection to a Microsoft SharePoint 2007 repository.

11.10.1.2 Syntax

createJCRSharePointConnection (appName, name, url, [extAppId, timeout, isPrimary,
server, applicationVersion])

Argument Definition
appName Name of the WebCenter application in which to perform this
operation.
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Argument Definition

name Connection name. The name must be unique (across all connection
types) within the WebCenter application.

url Web address of the SharePoint site to which you want to connect.

For example, if the SharePoint site address is
http://mysharepoint.mycompany . com, enter this value for the
url argument.

extAppId Optional. External application used to authenticate WebCenter users
against the SharePoint repository. This value should match the name
of an existing external application connection. See also
listExtAppConnections.

If extAppId is not set, the SharePoint repository connection will not
work.

extAppId can be set or changed at any time using the
setJCRSharePointConnection command.

timeout Optional. Length of time allowed to log in to the SharePoint
repository (in ms) before issuing a connection timeout message. If no
timeout is set, there is no time limit for the login operation.

isPrimary Optional. Valid values are true and false. true specifies that this
connection is the primary connection used by the Documents service.
The argument defaults to false. If this parameter is omitted, the
primary connection used by the Documents service does not change.

In WebCenter Spaces, the primary connection must be an Oracle
Content Server connection.

server Optional. Name of the managed server where the WebCenter
application is deployed. For example, WC_Spaces.

Required when applications with the same name are deployed to
different servers and also when you have a cluster.

applicationVersion  Optional. Version number of the deployed application. Required if
more than one version of the WebCenter application is deployed.

11.10.1.3 Example

The following example creates a connection to a Microsoft SharePoint site.

wls:/weblogic/serverConfig> createJCRSharePointConnection (appName='webcenter',
name='MySPConnection', url='http://mysharepoint.mycompany.com',
extAppId="myExtApp')

11.10.2 setJCRSharePointConnection
Module: Oracle WebCenter

Use with WLST: Online

11.10.2.1

Edits an existing Microsoft SharePoint 2007 repository connection. This command
requires that you specify values for appName and name, plus at least one additional
argument.

11.10.2.2 Syntax

setJCRSharePointConnection (appName, name, [url, extAppId, timeout, isPrimary,
server, applicationVersion])
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Argument

Definition

appName

Name of the WebCenter application in which to perform this
operation.

name

Name of an existing SharePoint connection.

url

Optional. Web address of the SharePoint site to which you want to
connect.

For example, if the SharePoint site address is
http://mysharepoint.mycompany.com, enter this value for the
url argument.

extAppId

Optional. External application used to authenticate WebCenter users
against the SharePoint repository. This value should match the name
of an existing external application connection. See also
listExtAppConnections. If extAppId is not set, no change is
made to the current external application ID.

If no external application is set, the SharePoint connection will not
work.

timeout

Optional. Length of time allowed to log in to the SharePoint
repository (in ms) before issuing a connection timeout message. If no
timeout is set, there is no time limit for the login operation.

isPrimary

Optional. Valid values are true and false. true specifies that this
connection is the primary connection used by the Documents service.
When set to false, and the specified connection is the primary
connection used by the Documents service, the primary connection is
reset. If this parameter is not set, the primary connection used by the
Documents service does not change. This argument has no default.

In WebCenter Spaces, the primary connection must be an Oracle
Content Server connection.

server

Optional. Name of the managed server where the WebCenter
application is deployed. For example, WC_Spaces.

Required when applications with the same name are deployed to
different servers and also when you have a cluster.

applicationVersion

Optional. Version number of the deployed application. Required if
more than one version of the WebCenter application is deployed.

11.10.2.3

The following example edits SharePoint repository connection details.

wls:/weblogic/serverConfig> setJCRSharePointConnection(appName='webcenter',
name='MySPConnection’', url='http://mysharepoint.mycompany.com',

extAppId="myExtApp')

11.10.3 listJCRSharePointConnections
Module: Oracle WebCenter

Use with WLST: Online

11.10.3.1

Without any arguments, this command lists all of the SharePoint connections that are
configured for a named WebCenter application.

11.10.3.2 Syntax

listJCRSharePointConnections (appName, [verbose, name, server, applicationVersion])
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Argument

Definition

appName

Name of the WebCenter application in which to perform this
operation.

verbose

Optional. Displays SharePoint connection details in verbose mode.
Valid options are true and false. When set to true,
listJCRSharePointConnections lists all SharePoint connections
that are configured for a WebCenter application, along with their
details. When set to false, only connection names are listed. This
argument defaults to false.

name

Optional. Name of an existing SharePoint connection. When specified
you can view connection details for a specific SharePoint connection.
If you supply a value for name, you must supply a value for
verbose.

server

Optional. Name of the managed server where the WebCenter
application is deployed. For example, WC_Spaces.

Required when applications with the same name are deployed to
different servers and also when you have a cluster.

applicationVersion

Optional. Version number of the deployed application. Required if
more than one version of the WebCenter application is deployed.

11.10.3.3

The following example lists the names of all the SharePoint connections that are
configured for an application named webcenter.

wls:/weblogic/serverConfig> listJCRSharePointConnections (appName='webcenter')

The following example lists connection details for all of the SharePoint connections

that are configured.

wls:/weblogic/serverConfig> listJCRSharePointConnections (appName='webcenter',

verbose=true)
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12

Managing the Announcements and
Discussions Services

This chapter describes how to configure and manage the Announcements and
Discussions services for WebCenter Spaces and custom WebCenter applications. These
two services are grouped together because they both use the same connection to a
back-end Oracle WebCenter Discussions server.

Always use Fusion Middleware Control or WLST command-line tool to review and
configure back-end services for WebCenter applications. Any changes that you make
to WebCenter applications, post deployment, are stored in MDS metatdata store as
customizations. See Section 1.3.5, "Oracle WebCenter Configuration Considerations."

Note: Changes that you make to WebCenter services configuration,
through Fusion Middleware Control or using WLST, are not dynamic
so you must restart the managed server on which the WebCenter
application is deployed for your changes to take effect. See Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Application
Deployments."

This chapter includes the following sections:

s Section 12.1, "What You Should Know About Discussions Server Connections"
m  Section 12.2, "Discussions Server Prerequisites"

= Section 12.3, "Registering Discussions Servers"

= Section 12.4, "Choosing the Active Connection for Discussions and
Announcements"

= Section 12.5, "Modifying Discussions Server Connection Details"

= Section 12.6, "Deleting Discussions Server Connections"

= Section 12.7, "Setting Up Discussions Service Defaults"

= Section 12.8, "Setting Up Announcements Service Defaults"

= Section 12.9, "Testing Discussions Server Connections"

= Section 12.10, "Setting Discussion Forum Options for WebCenter Spaces"

= Section 12.11, "Granting Administrator Role for Oracle WebCenter Discussions
Server"

= Section 12.12, "Troubleshooting Issues with Announcements and Discussions"
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Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

12.1 What You Should Know About Discussions Server Connections

The Discussions service enables users to start, publish, and store discussions in
WebCenter applications. The Announcements service lets you create and expose
announcements on your application pages.

The Discussions service and the Announcements service require a connection to the
WebCenter Discussions server. Both services use the same connection. The Oracle
WebCenter Discussions software is installed automatically with Oracle Fusion
Middleware.

You can register connections for your WebCenter application through the Fusion
Middleware Control Console or using WLST:

»  Section 12.3.1, "Registering Discussions Servers Using Fusion Middleware
Control"

»  Section 12.3.2, "Registering Discussions Servers Using WLST"

WebCenter Spaces

Some additional configuration is required to use Discussions and Announcements
services in WebCenter Spaces. This includes choosing the category (on the discussions
server) under which all WebCenter Spaces discussions and announcements are stored,
and more. This configuration takes place inside WebCenter Spaces. For more
information, see Section 12.10, "Setting Discussion Forum Options for WebCenter
Spaces."

In WebCenter Spaces, the group . mapping parameter determines whether a
subcategory or a single forum is created on the discussions server for new group
spaces. For more information, see Table 12—4.

You can register additional WebCenter Discussion connections through the Fusion
Middleware Control Console, but only one connection is active at a time.

12.2 Discussions Server Prerequisites
This section includes the following subsections:
m  Section 12.2.1, "Discussions Server - Installation"
= Section 12.2.2, "Discussions Server - Security Considerations"

s Section 12.2.3, "Discussions Server - Limitations"

12.2.1 Discussions Server - Installation

The Oracle WebCenter Discussions software is installed automatically with Oracle
Fusion Middleware.

12.2.1.1 Discussions Server - High Availability Installation

To set up Oracle WebCenter Discussions for high availability, install the WLS_Services
domain in a clustered environment. Then log on to the Oracle WebCenter Discussions
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admin console, go to the Cache Features page, and select to enable clustering
(Figure 12-1).

Figure 12-1 Cache Features - Clustering
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12.2.2 Discussions Server - Security Considerations

By default, all Web service calls are secured and require Web Services Security
(WS-Security) trusted authentication. WS-Security establishes a trust relationship
between your WebCenter application and Oracle WebCenter Discussions so that
your WebCenter application can pass the user identity information to the server
without knowing the user's credentials.

To enable the WS-Security trusted authentication for Oracle WebCenter
Discussions, you must do the following:

1.

Ensure that the WebCenter domain (wc_domain) has been configured.

For more information about the WebCenter domain, see Chapter 1,
"Introduction to Oracle WebCenter Administration."”

In WebCenter, generate a Java keystore certificate and export the certificate
containing the WebCenter domain public key.

Go to JDK_HOME/jdk/bin and open a command prompt. Run the following
commands:

keytool -genkeypair -keyalg RSA -dname "consumer_dname" -alias orakey
-keypass key password -keystore keystore -storepass keystore_ password
-validity days valid

keytool -exportcert -v -alias orakey -keystore keystore -storepass
keystore_password -rfc -file orakey.cer

For example:

keytool -genkeypair -keyalg RSA -dname "cn=spaces,dc=example,dc=com" -alias
orakey -keypass welcomel -keystore webcenter.jks -storepass welcomel
-validity 1064

keytool -exportcert -v -alias orakey -keystore webcenter.jks -storepass
welcomel -rfc -file orakey.cer

The output keystore file from the second command (webcenter. jks) is the
certificate to use in the WebCenter connection to Oracle WebCenter
Discussions.

For more information, see Section 28.1.1, "Setting Up the WebCenter Domain
Keystore."

Configure WS-Security for WebCenter Discussions, depending on your
topology, following either Section 28.1.2, "Configuring the Discussions Server
for a Simple Topology," Section 28.2.2, "Configuring the Discussions Server for
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a Typical Topology," or Section 28.3.2, "Configuring the Discussions Server for
a Complex Topology."

For example, with a simple topology, using keytool, import the certificate
containing the public key of the WebCenter domain:

keytool -importcert -alias df_orakey_public -file orakey.cer -keystore
owc_discussions.jks -storepass keystore_password

Then create the keystore certificate properties file named
keystore.properties. The following example shows properties for a
sample certificate:

org.apache.ws.security.crypto.provider=org.apache.ws.security.components.cr
ypto.Merlin

org.apache.ws.security.crypto.merlin.keystore. type=jks
org.apache.ws.security.crypto.merlin.keystore.password=welcomel
org.apache.ws.security.crypto.merlin.keystore.alias=df_orakey_public
org.apache.ws.security.crypto.merlin.file=/<replace dir path where you run
keytool>/owc_discussions. jks

Note: You can confirm that the keystore has been configured on the
domain in Fusion Middleware Control domain configuration.

4. Copy the keystore.properties file in the domain/1ib directory and jar
itin jive_crypto.jar with the following command:

jar cvf jive_crypto.jar keystore.properties
5. Log on to the Oracle WebCenter Discussions admin console, go to the Systems
Properties page, and change the following property value:

webservices.soap.custom.crypto.fileName=keystore.properties

6. Restart the managed server on which the discussions server is deployed.

7. In WebCenter, create a connection to Oracle WebCenter Discussions. Select
one of the following three ways to create and configure this connection:

—  WLST (see Section 12.3.2, "Registering Discussions Servers Using WLST")

—  Fusion Middleware Control (see Section 12.3.1, "Registering Discussions
Servers Using Fusion Middleware Control")

— JDeveloper (see "Integrating the Discussions Service" in Oracle Fusion
Middleware Developer’s Guide for Oracle WebCenter)

Note: Connection parameters must be specified properly for
WS-Security. The keystore.location should be webcenter. jks.
For example, see Table 12—4, " Additional Discussion Connection
Properties".

»  Oracle WebCenter Discussions-specific Web Services messages sent by WebCenter
applications to Oracle WebCenter Discussions server are not encrypted. For
message confidentiality, the Discussions server URL must be accessed over Secure
Socket Layer (SSL). For more information, see Chapter 27, "Securing WebCenter
Applications and Components with SSL."
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= By default, Oracle WebCenter Discussions is configured to use the embedded
LDAP identity store: all users in the embedded LDAP store can log on to the
discussions server, and all users in the Administrators group have
administrative privileges on Oracle WebCenter Discussions.

For your production environment, you must reassociate the identity store with an
external LDAP server, as described in Section 24.1, "Reassociating the Identity
Store with an External LDAP." In addition, you must either move the Fusion
Middleware administrator account to the external LDAP (as described in

Section 24.5, "Moving the Administrator Account to an External LDAP Server"), or
if you choose not to move the administrator account, you must perform some
additional steps to identify the new administrator account for the discussions
server as described in Section 24.5.1, "Migrating the WebCenter Discussions Server
to Use an External LDAP."

= You can configure Oracle WebCenter Discussions to leverage single sign-on
security using Oracle Access Manager, Oracle Single Sign-On, or SAML-based
single sign-on. For information, see Chapter 26, "Configuring WebCenter
Applications and Components to Use SSO." For additional Discussions-specific
configuration instructions for Oracle Access Manager (OAM), see also
Chapter 26.1.7.2, "Configuring the Discussions Server for SSO."

Note: If you set up SAML single sign-on (SSO), with WebCenter
Spaces as the source application and Oracle WebCenter Discussions as
the destination application, then you can access Oracle WebCenter
Discussions administration pages from WebCenter Spaces as follows:

= Group Space > Settings > Services page
= Administration > WebCenter Administration > Services page

However, because the administration pages of Oracle WebCenter
Discussions do not participate in SSO, if you access the administration
pages directly, you are required to log in to Oracle WebCenter
Discussions again.

= If WebCenter is not integrated with a single sign-on solution, then different login
sessions are required for the owc_discussion user (/owc_discussions) and
the owc_discussion admin user (/owc_discussions/admin).

= User Identity: User identity management is handled by authentication providers
settings specified in Oracle WebLogic Server using custom JPS Auth Factory. To
check that the correct auth factory is running, go to Oracle WebCenter Discussions
admin console Systems Properties page and confirm the following property
values:

- owc_discussions.setup.complete_11.1.1.2.0=true

— AuthFactory.className=oracle.jive.security.JpsAuthFactory

12.2.3 Discussions Server - Limitations

The Oracle WebCenter Discussions URL supports only English and Spanish languages
for displaying labels; however, data can be entered in UTF-8 format. Oracle
recommends using the WebCenter application (with all WebCenter-supported
languages) for user operations in the discussions server. All WebCenter-supported
languages are supported for data, such as discussion topics or announcements, and
they are displayed in the discussions server also.
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The Discussions and Announcements services do not support non-ASCII user names if
the Oracle WebCenter instance is running in a native encoding on Microsoft Windows.
In a Linux environment, to allow support for non-ASCII user names in the Discussions
and Announcements services, the server on which Oracle WebCenter is deployed
must have the environment variable LC_ALL set to ut£-8.

WebCenter Spaces

Do not change user permissions in the discussions server, as this might cause
unexpected behavior. Always manage user permissions for discussions and
announcements in WebCenter Spaces. For more information, see Section 34.1.4,
"Understanding Discussions Server Role and Permission Mapping."

12.3 Registering Discussions Servers

You can register multiple discussion server connections for a WebCenter application,
but only one is active at a time.

To start using the new (active) connection you must restart the managed server on
which the WebCenter application is deployed.

This section includes the following subsections:

= Section 12.3.1, "Registering Discussions Servers Using Fusion Middleware
Control"

= Section 12.3.2, "Registering Discussions Servers Using WLST"

12.3.1 Registering Discussions Servers Using Fusion Middleware Control

To register a discussions server:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application. For more information,
see:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

2. Do one of the following:

»  For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

= For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

3. From the list of services on the WebCenter Service Configuration page, select
Discussions and Announcements.

4. To connect to a new discussions server, click Add (Figure 12-1).
Figure 12-2 Configuring Discussion and Announcement Connections
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5. Enter a unique name for this connection, and indicate whether this connection is
the active (or default) connection for the application (Table 12-1).

Table 12-1 Discussion and Announcement Connection - Name

Field

Description

Connection Name

Active Connection

Enter a unique name for the connection.

The name must be unique (across all connection types) within
the WebCenter application.

Select to use this connection for the Discussions and
Announcements services in the WebCenter application.

While you can register multiple discussions server connections
for a WebCenter application, only one connection is used for
discussion and announcement services—the default (or active)
connection.

6. Enter connection details for the discussions server. For details, see Table 12-2.

Table 12-2 Discussion and Announcement Connection - Connection Details

Field

Description

Server URL

Administrator User Name

Connection Secured

Enter the URL of the discussions server hosting discussion
forums and announcements.

For example:
http://discuss-server.com:8890/owc_discussions

Enter the user name of the discussions server administrator.

This account is used by the Discussions and Announcements
services to perform administrative operations on behalf of
WebCenter users.

In WebCenter Spaces, this account mostly is used for managing
group space discussions and announcements. It is not necessary
for this user to be a super admin. However, the user must
have administrative privileges on the application root category
configured for the WebCenter Spaces, that is, the category (on
the discussions server) under which all group space discussions
and announcements are stored.

Select to indicate that a secured (WS-Security) discussions server
connection should be established.

Additional WS-Security configuration is also required. Use the
Additional Properties section to specify the keystore
information (Table 12—4).

Do not deselect this option: WS-Security is mandatory for
discussions server connections.

7. Configure advanced options for the discussion and announcement connection

(Table 12-3).
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Table 12-3 Discussion and Announcement Connection - Advanced Configuration

Field

Description

Connection Timeout (in
Seconds)

Specify a suitable timeout for the connection.

This is the length of time (in seconds) the WebCenter application
waits for a response from the discussions server before issuing a
connection timeout message.

The default is -1, which means that the service default is used.
The service default is 10 seconds.

8. Sometimes, additional parameters are required to connect to the discussions
server, for example, those listed in Table 12—4.

Table 12-4 Additional Discussion Connection Properties

Additional
Connection Property

Description

keystore.location

keystore. type

keystore.password

encryption.key.alias

encryption.key.passw
ord

group.mapping

Enter the certificate file path in your local directory. For example,
/fmwconfig/webcenter. jks.

Keystore information is required to communicate with the
discussions server over WS-Security. For more information, see
Section 12.2.2, "Discussions Server - Security Considerations."

Enter the keystore type associated with the certificate. Valid
values are jks (Java keystore) and pks.

Enter the keystore password. To encrypt this password, check Is
Property Secured.

Enter the key alias to be used for encryption.

This is the sign and encryption key alias specified during the
WebCenter domain keystore configuration. For more information
about the values for different topologies, see Chapter 28,
"Configuring WS-Security for WebCenter Applications and
Components."

Enter the password for accessing the encryption key. To encrypt
this password, check Is Property Secured.

(WebCenter Spaces only) Determines whether a subcategory or a
single forum is created on the discussions server for new group
spaces. When set to forum (the default), a single forum is created
under the application root category per group space. When set to
category, a subcategory is created under the application root
category per group space. When a subcategory that supports
multiple forums is more suitable, set group . mapping to
category.

If a group space template has been configured with a
forum-based taxonomy, then the template takes precedence over
this connection entry. If a group space template does not define
the mapping (the Blank template, for example), then this

group .mapping property is used. If there is no value in the
template or the connection, then the default setting is used
(forum).

If additional parameters are required to connect to the discussions server, expand
Additional Properties and enter details as required (Table 12-5).
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Table 12-5 Discussion and Announcement Connection - Additional Properties

Field Description

Add Click Add to specify an additional connection parameter:
= Name - Enter the name of the connection property.
= Value - Enter the default value for the property.

s Is Property Secured - Indicate whether encryption is
required. When selected, the property value is stored
securely using encryption.

For example, select this option to secure the
admin.password property where the value is the actual
password.

Delete Click Delete to remove a selected property.
Select the correct row before clicking Delete.

Note: Deleted rows appear disabled until you click OK.

9. C(lick OK to save this connection.

10. To start using the new (active) connection you must restart the managed server on
which the WebCenter application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Application
Deployments."

For WebCenter Spaces, some additional configuration is recommended for the
Discussions service. For details, see Section 12.10, "Setting Discussion Forum Options
for WebCenter Spaces."

12.3.2 Registering Discussions Servers Using WLST

Use the WLST command createDiscussionForumConnection to create a
discussion server connection. For command syntax and examples, see the section,
"createDiscussionForumConnection" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

To configure the Discussions and Announcements services to actively use the new
connection, set default=true.

Make sure to set additional properties for WS-Security. See Section 12.5.2, "Modifying
Discussions Server Connection Details Using WLST."

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter application is deployed. For
more information, see the section, "Starting and Stopping WebLogic
Managed Servers Using the Command Line" in the Oracle Fusion
Middleware Administrator’s Guide.

12.4 Choosing the Active Connection for Discussions and
Announcements

You can register multiple discussion server connections for a WebCenter application,
but only one connection is active at a time.
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For WebCenter Spaces and any custom WebCenter applications, the active connection
becomes the back-end discussions server for:

= Discussions task flows (Discussion Forum Manager, Discussions, Popular Topics,
Recent Topics, Watched Forums, Watched Topics)

= Announcements task flows (Announcements Manager, Announcements)
This section includes the following subsections:

= Section 12.4.1, "Choosing the Active Connection for Discussions and
Announcements Using Fusion Middleware Control"

= Section 12.4.2, "Choosing the Active Discussion for Discussions and
Announcements Using WLST"

12.4.1 Choosing the Active Connection for Discussions and Announcements Using
Fusion Middleware Control

To change the active connection:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application. For more information,
see:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

2. Do one of the following:

= For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

= For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

3. From the list of services on the WebCenter Services Configuration page, choose
Discussions and Announcements.

The Manage Discussion and Announcement Connections table indicates the
current active connection (if any).

4. Select the connection you want to make the active (or default) connection, and
then click Edit.

5. Select the Active Connection check box.
6. Click OK to update the connection.

7. To start using the new (active) connection you must restart the managed server on
which the WebCenter application is deployed. See Section 8.2, "Starting and
Stopping Managed Servers for WebCenter Application Deployments."

12.4.2 Choosing the Active Discussion for Discussions and Announcements Using
WLST

Use the WLST command setDiscussionForumConnection with default=true
to activate an existing connection. For command syntax and examples, see the section,
"setDiscussionForumConnection" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.
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To disable a Discussions and Announcements connection, either delete it, make
another connection the 'active connection', or use the
removeDiscussionForumServiceProperty command:

removeDiscussionForumServiceProperty ( 'appName='webcenter',
property="'selected.connection')

Using this command, connection details are retained but the connection is no longer
named as an active connection. For more information, see the section,
"removeDiscussionForumServiceProperty" in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter application is deployed. For
more information see, "Starting and Stopping WebLogic Managed
Servers Using the Command Line" in the Oracle Fusion Middleware
Administrator’s Guide.

12.5 Modifying Discussions Server Connection Details
You can modify discussions server connection details at any time.

To start using the modified (active) connection you must restart the managed server
on which the WebCenter application is deployed.

This section includes the following subsections:

= Section 12.5.1, "Modifying Discussions Server Connection Details Using Fusion
Middleware Control"

= Section 12.5.2, "Modifying Discussions Server Connection Details Using WLST"

12.5.1 Modifying Discussions Server Connection Details Using Fusion Middleware
Control

To update connection details for a discussions server:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application. For more information,
see:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

2. Do one of the following;:

»  For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

s For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

3. From the list of services on the WebCenter Service Configuration page, choose
Discussions and Announcements.

4. Select the connection name, and click Edit.
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5. Edit connection details, as required. For detailed parameter information, see
Table 12-2 and Table 12—4.

6. Click OK to save your changes.

7. To start using the updated (active) connection you must restart the managed
server on which the WebCenter application is deployed. See Section 8.2, "Starting
and Stopping Managed Servers for WebCenter Application Deployments."

12.5.2 Modifying Discussions Server Connection Details Using WLST

Use the WLST command setDiscussionForumConnection to edit connection
details. For command syntax and examples, see the section,
"setDiscussionForumConnection" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

To set additional parameters, such as WS-Security parameters, to connect to your
discussions server, use the setDiscussionForumConnectionProperty
command. For more information, see the section,
"setDiscussionForumConnectionProperty" in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the updated (active) connection you must restart
the managed server on which the WebCenter application is deployed.
For more information, see the section, "Starting and Stopping
WebLogic Managed Servers Using the Command Line" in the Oracle
Fusion Middleware Administrator’s Guide.

12.6 Deleting Discussions Server Connections

You can delete discussion server connections at any time but take care when deleting
the active connection. If you delete the active connection, none of the Discussions or
Announcements task flows work, as they all require a back-end discussions server.

This section includes the following subsections:

= Section 12.6.1, "Deleting a Discussions Server Connection Using Fusion
Middleware Control"

= Section 12.6.2, "Deleting a Discussions Server Connection Using WLST"

12.6.1 Deleting a Discussions Server Connection Using Fusion Middleware Control

To delete a discussions server connection:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Spaces or the custom WebCenter application. For more information,
see:

= Section 6.2, "Navigating to the Home Page for WebCenter Spaces"

= Section 6.3, "Navigating to the Home Page for Custom WebCenter
Applications"

2. Do one of the following:
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s For WebCenter Spaces - From the WebCenter menu, choose Settings >
Service Configuration.

s For custom WebCenter applications - From the Application Deployment
menu, choose WebCenter > Service Configuration.

From the list of services on the WebCenter Services Configuration page, select
Discussions and Announcements.

Select the connection name, and click Delete.

To effect this change you must restart the managed server on which the
WebCenter application is deployed. For more information, see Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Application
Deployments."

Note: Before restarting the managed server, mark another
connection as active; otherwise, the service is disabled.

12.6.2 Deleting a Discussions Server Connection Using WLST

Use the WLST command deleteConnection to remove a connection. For command
syntax and examples, see the section, "deleteConnection” in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

Ensure that another connection is marked active; otherwise, the service is disabled.

For information on how to run WLST commands, see Section 1.12.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To effect this change you must restart the managed server on
which the WebCenter application is deployed. For more information,
see the section, "Starting and Stopping WebLogic Managed Servers
Using the Command Line" in the Oracle Fusion Middleware
Administrator’s Guide.

12.7 Setting Up Discussions Service Defaults

Use the WLST command setDiscussionForumServiceProperty to set defaults
for the Discussions service in your WebCenter application:

topics. fetch.size: Maximum number of topics fetched by the Discussions
service and displayed in the topics view.

forums. fetch.size: Maximum number of forums fetched by the Discussions
service and displayed in the forums view.

recentTopics. fetch. size: Maximum number of topics fetched by the
Discussions service and displayed in the recent topics view.

watchedTopics. fetc