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Audience

Preface

This Preface provides supporting information for the Oracle Fusion Middleware
Installation Guide for Oracle Identity Management and includes the following topics:

= Audience
= Documentation Accessibility
= Related Documents

s Conventions

The Oracle Fusion Middleware Installation Guide for Oracle Identity Management is
intended for administrators that are responsible for installing Oracle Identity
Management components.

This document assumes you have experience installing enterprise components. Basic
knowledge about the Oracle Identity Management components and Oracle
Application Server is recommended.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http: //www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.
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Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documents
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This section identifies additional documents related to Oracle Identity Management.
You can access Oracle documentation online from the Oracle Technology Network
(OTN) Web site at the following URL:

http://www.oracle.com/technetwork/indexes/documentation/index.ht
ml

Note: Printed documentation is available for sale from the Oracle
Store Web site at the following URL:

http://oraclestore.oracle.com/

Refer to the following documents for additional information on each subject:

Oracle Fusion Middleware
n  Oracle Fusion Middleware Administrator’s Guide

»  Oracle Fusion Middleware Security Guide

Oracle Identity Management
»  Oracle Fusion Middleware Getting Started with Oracle Identity Management

»  Oracle Fusion Middleware User Reference for Oracle Identity Management

Installing and Upgrading
»  Oracle Fusion Middleware Installation Planning Guide

»  Oracle Fusion Middleware Quick Installation Guide for Oracle Identity Management

»  Oracle Fusion Middleware Upgrade Planning Guide

»  Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management

»  Oracle Fusion Middleware Getting Started With Installation for Oracle WebLogic Server

»  Oracle Fusion Middleware Installation Guide for Oracle WebLogic Server

High Availability
»  Oracle Fusion Middleware High Availability Guide

»  Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management



Oracle Internet Directory
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory

»  Oracle Fusion Middleware Application Developer’s Guide for Oracle Identity
Management

Oracle Directory Integration Platform
»  Oracle Fusion Middleware Integration Guide for Oracle Identity Management

Oracle Virtual Directory
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Virtual Directory.

Oracle Directory Services Manager
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet Directory

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Virtual Directory

Oracle Identity Federation
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Federation.

Oracle Single Sign-On

»  Oracle Application Server Single Sign-On Administrator’'s Guide 10g Release 10.1.4.0.1
available at:

http://www.oracle.com/technology/documentation/oiml1014.html

Oracle Delegated Administration Services

»  Oracle Identity Management Guide to Delegated Administration 10g Release 10.1.4.0.1
available at:

http://www.oracle.com/technology/documentation/oiml014.html
Oracle Fusion Middleware Repository Creation Utility
»  Oracle Fusion Middleware Repository Creation Utility User's Guide

Oracle Identity Manager
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Manager

Oracle Access Manager
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Access Manager

Oracle Adaptive Access Manager
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Adaptive Access Manager

Oracle Authorization Policy Manager
»  Oracle Fusion Middleware Authorization Policy Manager Administrator’s Guide

Oracle Identity Navigator
»  Oracle Fusion Middleware Administrator’s Guide for Oracle Identity Navigator
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Conventions

The following text conventions are used in this document:
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.




Part |

Introduction and Preparation

Part I introduces Oracle Identity Management 11g Release 1 (11.1.1) installation and
describes how to perform preparatory and common installation tasks. It contains the
following chapters:

»  Chapter 1, "Understanding Oracle Identity Management"
»  Chapter 2, "Understanding the Oracle Identity Management Installation"
»  Chapter 3, "Preparing to Install Oracle Identity Management"

»  Chapter 4, "Performing Common Installation Tasks"
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Understanding Oracle Identity Management

This chapter provides a brief overview of Oracle Identity Management 11g Release 1
(11.1.1.3.0) and this guide. This chapter includes the following topics:

=  Whatis Oracle Fusion Middleware?

= What is Oracle Identity Management?

»  Oracle Identity Management 11g Release 1 (11.1.1.4.0) Components
»  Oracle Identity Management 11g Release 1 (11.1.1.3.0) Components
= What Does This Guide Cover?

See: The "Related Documents" section in this guide’s Preface for a
list of documents that provide additional information about the topics
described in this chapter.

1.1 What is Oracle Fusion Middleware?

Oracle Identity Management is part of Oracle Fusion Middleware. Oracle Fusion
Middleware is a collection of standards-based software products that spans a range of
tools and services: From Java EE and developer tools, to integration services, business
intelligence, and collaboration. Oracle Fusion Middleware offers complete support for
development, deployment, and management.

1.1.1 What is Oracle Enterprise Manager Fusion Middleware Control?

Oracle Enterprise Manager Fusion Middleware Control is a Web browser-based
graphical user interface that you can use to monitor and administer Oracle Fusion
Middleware components, including Oracle Identity Management components, that are
installed in Oracle WebLogic Server domains.

Note: When you install Oracle Identity Management components in
a new domain, the Fusion Middleware Control management
component is included.

1.2 What is Oracle Identity Management?

Oracle Identity Management enables enterprises to manage the end-to-end lifecycle of
user identities across all enterprise resources—both within and beyond the firewall.
With Oracle Identity Management, you can deploy applications faster, apply the most
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granular protection to enterprise resources, automatically eliminate latent access
privileges, and much more.

Oracle Corporation leads the industry with award-winning Identity Management
offerings that constitute the most comprehensive solution offered by any vendor,
including:

= Web Access Control

= Adaptive Access Control

= Identity Federation

s Identity Administration

»  User Access Provisioning

= Role Management

= Authorization Policy Management
= Directory Services

For more information about Oracle Identity Management, refer to the Identity
Management home page on Oracle Corporation’s Web site at:

http://www.oracle.com/identity

1.3 Oracle Identity Management 11g Release 1 (11.1.1.4.0) Components

Oracle Identity Management 11¢ Release 1 (11.1.1.4.0) includes the following
components:

s Oracle Internet Directory (OID)

»  Oracle Directory Integration Platform (ODIP)
s Oracle Virtual Directory (OVD)

s Oracle Directory Services Manager (ODSM)

= Oracle Identity Federation (OIF)

Note: For more information on Installing and Configuring OID,
OVD, ODSM, ODIP, and OIF (11.1.1.4.0), see Part II.

1.3.1 Oracle Single Sign-On and Oracle Delegated Administration Services Certification
for 11g Release 1 (11.1.1.4.0)

Oracle Single Sign-On and Oracle Delegated Administration Services Release 10g are
required components for Oracle Portal, Forms, Reports and Discoverer Release 10g
and Release 11g.

There are no 11g Release 1 (11.1.1) versions of Oracle Single Sign-On and Oracle
Delegated Administration Services. However, both Oracle Single Sign-On and Oracle
Delegated Administration Services Release 10g (10.1.4.3.0) are certified for use with
Oracle Internet Directory 11¢ Release 1 (11.1.1).

If you are running Oracle Single Sign-On or Oracle Delegated Administration Services
Release 10g, you can either:

= Continue using Oracle Single Sign-On and Oracle Delegated Administration
Services Release 10g with Oracle Internet Directory Release 10g.
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or

= Upgrade to Oracle Internet Directory 11g Release 1 (11.1.1) to use its new features.

See: The following for more information:

s Chapter 11, "Installing Oracle Single Sign-On and Oracle
Delegated Administration Services Against Oracle Internet
Directory."

s Chapter 10, "Configuring Single Sign-On in Oracle Fusion
Middleware," in the Oracle Fusion Middleware Security Guide, for
recommended single sign-on solutions for Oracle Fusion
Middleware.

1.4 Oracle Identity Management 11g Release 1 (11.1.1.3.0) Components

Oracle Identity Management 11g Release 1 (11.1.1.3.0) includes the following
components:

s Oracle Identity Manager (OIM)

»  Oracle Access Manager (OAM)

s Oracle Adaptive Access Manager (OAAM)

s Oracle Identity Navigator (OIN)

s Oracle Authorization Policy Manager (OAPM)

Note: For more information on Installing and Configuring OIM,
OAM, OAAM, OAPM, and OIN (11.1.1.3.0), see Part IIL.

1.5 What Does This Guide Cover?

This topic describes the scope of information in this guide and how to use it. This topic
includes the following sections:

= Using This Guide

s Upgrading to OID, OVD, ODSM, ODIP, and OIF (11.1.1.4.0)

» Upgrading to OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0)

s Installing OID, OVD, ODSM, ODIP, and OIF (11.1.1.4.0) for High Availability

s Installing OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0) for High Availability

1.5.1 Using This Guide

Each document in the Oracle Fusion Middleware Documentation Library has a
specific purpose. The specific purpose of this guide is to explain how to:

1. Install single instances of Oracle Identity Management 11g Release 1 (11.1.1.3.0)
components.

2. Verify the installation was successful.
3. Get started with the component after installation.

This guide covers the most common, certified Oracle Identity Management
deployments. The following information is provided for each of these deployments:
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= Appropriate Installation Environment: Helps you determine which installation is
appropriate for your environment.

s Components Installed: Identifies the components that are installed in each
scenario.

= Dependencies: Identifies the components each installation depends on.
s Procedure: Explains the steps for the installation.

Part II of this guide explains how to install Oracle Internet Directory, Oracle Virtual
Directory, Oracle Directory Services Manager, Oracle Directory Integration Platform,
and Oracle Identity Federation Management by using the Oracle Identity Management
11.1.1.4.0 Installer and the Oracle Identity Management Configuration Wizard.

Part III of this guide explains how to install Oracle Identity Manager, Oracle Access
Manager, Oracle Adaptive Access Manager, Oracle Authorization Policy Manager,
and Oracle Identity Navigator by using the Oracle Identity and Access Management
11.1.1.3.0 Installer and the Oracle Fusion Middleware Configuration Wizard. The
Oracle Identity Management 11g Configuration Wizard is used for configuring Oracle
Identity Manager only.

The following is a list of recommendations on how to use the information in this guide
to install Oracle Identity Management 11¢ Release 1 (11.1.1.3.0):

1. Review Chapter 2, "Understanding the Oracle Identity Management Installation,"
for context.

2. Review Chapter 3, "Preparing to Install Oracle Identity Management," for
information about what you should consider before you deploy Oracle Identity
Management.

3. Review Chapter 4, "Performing Common Installation Tasks," to understand the
tasks that you must perform for most deployments. Understanding this
information before you start will expedite and simplify the deployment process.

4. Install, verify, and get started with your Oracle Identity Management component
by referring to its specific chapter in this guide.

5. Use the appendixes in this guide as needed.
See Also: The "Related Documents" section in this guide’s Preface

for a list of documents that provide additional information about
Oracle Identity Management components.

1.5.2 Upgrading to OID, OVD, ODSM, ODIP, and OIF (11.1.1.4.0)

This guide does not explain how to upgrade legacy versions of Oracle Identity
Management components, including any previous database schemas, to OID, OVD,
ODSM, ODIP, and OIF (11.1.1.4.0). To upgrade a legacy version of an Oracle Identity
Management component, refer to the following documents:

»  Oracle Fusion Middleware Upgrade Planning Guide
»  Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management

1.5.3 Upgrading to OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0)

This guide does not explain how to upgrade legacy versions of Oracle Identity
Management components, including any previous database schemas, to OIM, OAM,
OAAM, OAPM, and OIN (11.1.1.3.0). To upgrade a legacy version of an Oracle
Identity Management component, refer to the following documents:
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»  Oracle Fusion Middleware Upgrade Planning Guide
»  Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management

1.5.4 Installing OID, OVD, ODSM, ODIP, and OIF (11.1.1.4.0) for High Availability

This guide does not explain how to install OID, OVD, ODSM, ODIP, and OIF
(11.1.1.4.0) components in High Availability (HA) configurations. To install an Oracle
Identity Management component in a High Availability configuration, refer to the
following documents:

»  Oracle Fusion Middleware High Availability Guide
»  Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management

1.5.5 Installing OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0) for High Availability

This guide does not explain how to install OIM, OAM, OAAM, OAPM, and OIN
(11.1.1.3.0) components in High Availability (HA) configurations. To install an Oracle
Identity Management component in a High Availability configuration, refer to the
following documents:

»  Oracle Fusion Middleware High Availability Guide
»  Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management
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2

Understanding the Oracle Identity
Management Installation

This chapter provides an overview of the Oracle Identity Management 11g Release 1
(11.1.1) installation. This chapter includes the following topics:

s Overview and Structure of Oracle Identity Management 11g Installation
s Overview of OID, OVD, ODSM, ODIP, and OIF (11.1.1.4.0) Installation
s Overview of OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0) Installation

Note: For information about installing the 11¢ (11.1.1.2.0) version of
Oracle Internet Directory (OID), Oracle Virtual Directory (OVD),
Oracle Directory Services Manager (ODSM), Oracle Directory
Integration Platform (ODIP), and Oracle Identity Federation (OIF) and
patching them to 11.1.1.4.0, see Overview of OID, OVD, ODSM, ODIP,
and OIF (11.1.1.4.0) Installation.

For information about installing the 11g (11.1.1.3.0) version of Oracle
Identity Manager (OIM), Oracle Access Manager (OAM), Oracle
Adaptive Access Manager (OAAM), Oracle Authorization Policy
Manager (OAPM), and Oracle Identity Navigator (OIN), see
Overview of OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0)
Installation.

2.1 Overview and Structure of Oracle Identity Management 11g
Installation

This section discusses the following topics:

s Overview

s Structure of the Installation

2.1.1 Overview

Oracle Identity Management 11¢ includes two distinct suites comprising the following
Oracle Identity Management products:

s Oracle Identity Management 11g Release 1 (11.1.1.4.0)
s Oracle Identity and Access Management 11g Release 1 (11.1.1.3.0)
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Oracle Identity Management 11g Release 1 (11.1.1.4.0)

To install Oracle Identity Management 11¢ Release 1 (11.1.1.4.0), you must install
Oracle Identity Management 11g Release 1 (11.1.1.2.0) first.

To install Oracle Identity Management 11g Release 1 (11.1.1.2.0), use ofm_idm win_
11.1.1.2.0_32_diskl_lofl.zip (for Windows) or ofm_idm_linux_
11.1.1.2.0_32_diskl_1lofl.zip (for Linux) comprising the following products:

—  Oracle Internet Directory (OID)

- Oracle Virtual Directory (OVD)

- Oracle Directory Services Manager (ODSM)
- Oracle Directory Integration Platform (ODIP)
- Oracle Identity Federation (OIF)

Then you must patch your Oracle Identity Management 11.1.1.2.0 to Oracle Identity
Management 11.1.1.4.0 using the ofm_idm win_11.1.1.4.0_32_diskl_
lofl.zip (for Windows) or ofm_idm_linux_11.1.1.4.0_32_disk1_lofl.zip (for Linux)

Note: See Part II, "Installing and Configuring OID, OVD, ODSM,
ODIP, and OIF (11.1.1.4.0)" in this guide for installing and configuring
these products.

Oracle Identity and Access Management 11g Release 1 (11.1.1.3.0)

To install Oracle Identity and Access Management 11g Release 1 (11.1.1.3.0), use ofm_
iam_generic_11.1.1.3.0_disk1_lofl.zip comprising the following Oracle Identity
Management 11.1.1.3.0 products:

- Oracle Identity Manager (OIM)

- Oracle Access Manager (OAM)

- Oracle Authorization Policy Manager (OAPM)
—  Oracle Identity Navigator (OIN)

— Oracle Adaptive Access Manager (OAAM)

Note: See Part III, "Installing and Configuring OIM, OAM, OAAM,
OAPM, and OIN (11.1.1.3.0)" in this guide for installing and
configuring these products.

2.1.2 Structure of the Installation

You can install both of the Oracle Identity Management 11.1.1.3.0 and 11.1.1.4.0
products under a common Middleware Home directory. When you install these suites
on the same machine, two Oracle Home (also referred to as IDM_Home in this guide)
directories are created on the machine. For information about identifying installation
directories, see Section 4.1.3, "Identifying Installation Directories" and Section 4.2.4,
"Identifying Installation Directories".

Note that two IDM_Home directories are mentioned in descriptions and procedures
throughout this guide. For example, the first one, Oracle_IDM1 can be the IDM_
Home directory for Oracle Internet Directory, Oracle Virtual Directory, Oracle
Directory Services Manager, Oracle Directory Integration Platform, and Oracle
Identity Federation. The second one, Oracle_IDM2 can be the IDM_Home directory
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for Oracle Identity Manager, Oracle Access Manager, Oracle Adaptive Access
Manager, Oracle Authorization Policy Manager, and Oracle Identity Navigator.

However, note that Oracle_IDM1 and Oracle_IDM2 are used as examples in this
guide. You can specify any name for either of your IDM_Home directories. In
addition, you can install the two distinct Oracle Identity Management suites in any
order on your machine.

If you choose to use the default names, the first installation creates an Oracle_IDM1
directory, and the second installation creates an Oracle_IDM2 directory.

2.2 Overview of OID, OVD, ODSM, ODIP, and OIF (11.1.1.4.0) Installation

This section discusses the following topics:
= Installation Roadmap

» Installation Types: "Install Software - Do Not Configure" vs. "Install and
Configure"

s Understanding Oracle WebLogic Server Administration Domain Options
» Installing Components on Separate Systems
= Executing the oracleRoot.sh Script on UNIX Platforms

s Understanding the State of Oracle Identity Management Components After
Installation

2.2.1 Installation Roadmap

Table 2-1 describes the high-level tasks for installing and configuring Oracle Identity
Management. The table also provides information on where to get more details about
each task.
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Table 2-1 Tasks in the Oracle Identity Management Installation Procedure

Mandatory or

Task Description Documentation Optional?
Task 1 - Prepare Ensure that your system For system requirements information, Mandatory
your environment environment meets the general go to:
for installation. installation requirements for
Oracle Fusion Middleware as well http:/ /WWW ) orac1§ -com/technet
as Oracle Identity Management work./mlddlew§re/ ias/downloads
and RCU. /fusion-requirements-100147.h
tml
For certification information, go to:
Task 2 - Run RCU  Oracle Identity Management Make sure you have a supported Oracle Mandatory
to create the components require schemas that ~ database up and running. See
necessary schemas. must be installed in an Oracle http://www.oracle.com/technet
database. You create and load work/middleware/ias/downloads
these schemas in your database by /fusion-certification-100350.
using RCU. html for more information.
Instructions for creating the schema are
provided in "Running Oracle Fusion
Middleware Repository Creation Utility
(RCU)" in the Oracle Fusion Middleware
Repository Creation Utility User’s Guide.
In addition, refer to Creating Database
Schema Using the Oracle Fusion
Middleware Repository Creation Utility
(RCU) in this guide.
Task 3 - Install Oracle Identity Management Installation instructions are provided in Mandatory

Oracle WebLogic  requires a Middleware home

Server and create a  directory. The Middleware home

Middleware home. is created during the Oracle
WebLogic Server 10.3.4
installation.

The WebLogic Server installer also
creates the WebLogic home
directory within the Oracle
Middleware home directory.

Oracle WebLogic Server Installation Guide.

For more information about the
Middleware home and WebLogic home
directories, see Oracle Fusion Middleware
Concepts Guide.
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Table 2-1 (Cont.) Tasks in the Oracle Identity Management Installation Procedure

Mandatory or

Task Description Documentation Optional?
Task 4 - Install but  Use the installer to install Oracle See Installing OID, OVD, ODSM, ODIP, Mandatory
do not configure Identity Management 11.1.1.2.0 and OIF (11.1.1.4.0).
1(\)/[?;;118 éif;ﬁty Choose the Install Software - Do For more information about the
8 Not Configure option on the installation types, see Installation
Select Installation Type Screen. Types: "Install Software - Do Not
Configure" vs. "Install and Configure".
Task 5 - Update Run the Patch Set Installer to See "Applying the Latest Oracle Fusion Mandatory
your software. update your software to Oracle Middleware Patch Set with the Patch
Identity Management 11.1.1.4.0. Set Installers" in Oracle Fusion
Middleware Patching Guide.
Task 6 - Configure  After patching, run the See the following topics in this guide: =~ Mandatory

Oracle Identity
Management

Configuration Tool to configure
your Oracle Identity Management
components.

= Only OID in an Existing WebLogic
Domain

= Only OID Without a WebLogic
Domain

s OID with ODSM and Fusion
Middleware Control in a New
WebLogic Domain

s OID with ODIP, ODSM, and
Fusion Middleware Control in a
New WebLogic Domain

s OVD with ODSM and Fusion
Middleware Control in a New

WebLogic Domain

= Only OVD in an Existing WebLogic
Domain

= Only OVD Without a WebLogic
Domain

= Performing Basic OIF
Configurations

= Performing Advanced OIF
Configurations

s ODIP with Fusion Middleware
Control in a New WebLogic
Domain

= Only ODIP in an Existing
WebLogic Domain

= Configuring ODIP when OID is
Running in SSL Mode 2 - Server
Only Authentication

2.2.2 Installation Types: "Install Software - Do Not Configure" vs. "Install and

Configure"

The Select Installation Type screen in the Installer presents two options: Install and
Configure and Install Software - Do Not Configure. This section describes both
options:

Understanding the "Install Software - Do Not Configure" Option

Understanding the "Install and Configure" Option
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2.2.2.1 Understanding the "Install Software - Do Not Configure" Option

Choose the Install Software - Do Not Configure option to install Oracle Identity
Management components without configuring them during installation. If you choose
the Install Software - Do Not Configure option, the Installer installs the component
software and then closes. Oracle Identity Management components will not start
running after deploying them using the Install Software - Do Not Configure option,
as additional configuration is needed.

After you install components using the Install Software - Do Not Configure option,
you can configure them at a later time using the Oracle Identity Management 11g
Release 1 (11.1.1.4.0) Configuration Wizard. To start the Oracle Identity Management
11¢ Release 1 (11.1.1.4.0) Configuration Wizard, execute the ORACLE_
HOME/bin/config. sh script (config.bat on Windows).

Important: To install the latest Oracle Identity Management
software, you must choose the Install Software - Do Not Configure
installation type option, for Oracle Identity Management 11.1.1.2.0.

2.2.2.2 Understanding the "Install and Configure" Option

The Install and Configure option allows you to install Oracle Identity Management
components and simultaneously configure some of their fundamental elements, such
as passwords, user names, and so on. Oracle Identity Management components start
running and are immediately ready for use after deploying them using the Install and
Configure option.

Note: Do not choose the Install and Configure option for Oracle
Identity Management 11.1.1.2.0, if you want to install the latest Oracle
Identity Management software.

2.2.3 Understanding Oracle WebLogic Server Administration Domain Options

During installation, you have several options for choosing how the Oracle Identity
Management components are installed in relation to an Oracle WebLogic Server
administration domain. A domain includes a special WebLogic Server instance called
the Administration Server, which is the central point from which you configure and
manage all resources in the domain.

This section describes each domain option for installing Oracle Identity Management
components:

s Create New Domain

= Extend Existing Domain

= Expand Cluster

= Configure Without a Domain
See: The "Understanding Oracle WebLogic Server Domains" chapter
in the Oracle Fusion Middleware Understanding Domain Configuration for

Oracle WebLogic Server guide for more information about Oracle
WebLogic Server administration domains.
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2.2.3.1 Create New Domain

Select the Create New Domain option to create a new Oracle WebLogic Server
administration domain and install Oracle Identity Management components in it.
When you install Oracle Identity Management components in a new domain, the
Fusion Middleware Control management component and the Oracle WebLogic
Administration Server are automatically deployed with them.

2.2.3.2 Extend Existing Domain

Select the Extend Existing Domain option to install Oracle Identity Management
components in an existing Oracle WebLogic Server administration domain. When you
install Oracle Identity Management components using this option, they are essentially
"joining" an existing domain.

Note: To install Oracle Identity Management components in an
existing Oracle WebLogic Server administration domain, each Oracle
WebLogic Server Home, Oracle Middleware Home, and Oracle Home
directory in the domain must have identical directory paths and
names.

If you want to install and configure Oracle Identity Management components in an
existing Oracle WebLogic Server administration domain, by using either the Installer
or the Oracle Identity Management 11g Release 1 (11.1.1.4.0) Configuration Wizard,
the existing domain must have been created using the Oracle Identity Management
11g Release 1 (11.1.1.4.0) Installer. You cannot extend an existing domain for Oracle
Identity Management components if the domain was created by another program,
such as the Oracle SOA Installer or the Oracle Fusion Middleware Configuration
Wizard.

Note: When you install components using the Extend Existing
Domain option, you must provide some credentials for the existing
domain, including the user name for the domain. You must enter the
user name in ASCII characters only.

2.2.3.3 Expand Cluster

Select the Expand Cluster option to install Oracle Identity Management components
in an Oracle WebLogic Server cluster for High Availability (HA). This document does
not explain how to install Oracle Identity Management components in HA
configurations. Refer to the following documents for more information:

»  Oracle Fusion Middleware High Availability Guide
s Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management

2.2.3.4 Configure Without a Domain

Select the Configure without a Domain option to install Oracle Identity Management
components and configure them to be without domain membership.

Note: Only the Oracle Internet Directory and Oracle Virtual
Directory components are certified for installation without a domain.
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For Oracle Internet Directory, the Configure without a Domain option is appropriate
for environments that have both of the following conditions:

= You do not want to include Oracle Internet Directory in a WebLogic Server
administration domain for management purposes.

= You do not want to manage Oracle Internet Directory and Oracle Directory
Services Manager using Fusion Middleware Control.

For Oracle Virtual Directory, the Configure without a Domain option is appropriate if
you want to register Oracle Virtual Directory with a remote WebLogic Administration
Server for management purposes, but you do not want to install Oracle WebLogic
Server locally.

2.2.4 Installing Components on Separate Systems

You can install Oracle Fusion Middleware instances on separate systems. You can also
distribute Oracle Fusion Middleware components over multiple systems, which is
especially useful for Oracle Identity Management components. You might want
distribute components to improve performance, security, scalability, and availability
of Oracle Identity Management services.

The following are two (of many) examples of Oracle Identity Management
deployments that benefit from distributing components over multiple systems:

= Oracle Internet Directory on one system, and Oracle Directory Services Manager
and Oracle Directory Integration Platform on a separate system.

s Oracle Identity Management components use an Oracle Database to contain the
Oracle Metadata Repository. The Oracle Identity Management components and
the Oracle Database are installed on separate systems.

Note: If you install Oracle Identity Management components on a
separate system from the database containing the Oracle Metadata
Repository, the Oracle Identity Management components will need
network access to the repository.

See: The following documents if you want to configure more than
one Oracle Internet Directory against the same Oracle Metadata
Repository:

»  Oracle Fusion Middleware Installation Planning Guide

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet
Directory

2.2.5 Executing the oracleRoot.sh Script on UNIX Platforms

During installation on UNIX platforms, the Installer prompts you to log in as the root
user and run the oracleRoot . sh script. You must log in as the root user because the
script creates files, edits files, and changes the permissions of certain Oracle executable
files in the <Oracle_IDM_Home>/bin directory.

If the oracleRoot . sh script finds files of the same name, it prompts you to indicate
whether or not to override the existing files. Back up the existing files (you can do this
from another window), then overwrite them.
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2.2.6 Understanding the State of Oracle Identity Management Components After

Installation

This topic provides information about the state of Oracle Identity Management
components after installation, including:

s Default SSL Configurations
s Default Passwords

»  Ports Assigned Using Auto Port Configuration

2.2.6.1 Default SSL Configurations

By default, Oracle Internet Directory and Oracle Virtual Directory are installed with
SSL configured. You must configure SSL for the Oracle WebLogic Administration
Server and Oracle WebLogic Managed Server after installation.

See: The Oracle Fusion Middleware Administrator’s Guide for more
information.

2.2.6.2 Default Passwords

By default, the passwords for all Oracle Identity Management components are set to
the password for the Oracle Identity Management Instance. For security reasons, after
installation, you should change the passwords of the various components so they have
different values.

See: The following documents for information about changing
passwords for Oracle Identity Management components:
»  Oracle Fusion Middleware Administrator’s Guide

s Component-specific guides listed in the "Related Documents"
section in this guide’s Preface.

2.2.6.3 Ports Assigned Using Auto Port Configuration

When you use the Auto Port Configuration option during installation, the Installer
follows specific steps to assign ports. The following information describes the default
ports and port assignment logic the Installer uses to assign ports for various Oracle
Identity Management components when you use the Auto Port Configuration option
during installation.

= Oracle Virtual Directory:
— Non-SSL port: 6501
- SSL port: 7501
- Admin port: 8899
— HTTP port: 8080

First, the Installer attempts to assign the default port. If the default port is
unavailable, the Installer tries ports within a range of 50 from the default port. For
example, when the Installer assigns the non-SSL port for Oracle Virtual Directory,
it first attempts to assign 6501. If 6501 is unavailable, it tries ports from 6501 to
6551. The Installer uses this approach to assign all Oracle Virtual Directory ports.

= Oracle Internet Directory:

— Non-SSL port: 3060
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- SSL port: 3131

First, the Installer attempts to assign default ports. If the non-SSL port is
unavailable, the Installer tries ports from 3061 to 3070, then from 13060 to 13070.
Similarly, the Installer first attempts to assign 3131 as the SSL port, then ports from
3132 to 3141, and then from 13131 to 13141.

Oracle Identity Federation: 7499

First, the Installer attempts to assign the default port. If the default port is
unavailable, the Installer tries ports in increments of one, that is: 7500, then 7501,
then 7502, and so on. The Installer tries ports up until 9000 to find an available
port.

Oracle Directory Services Manager: 7005

First, the Installer attempts to assign the default port. If the default port is
unavailable, the Installer tries ports in increments of one, that is: 7006, then 7007,
then 7008, and so on. The Installer tries ports up until 9000 to find an available
port.

Oracle WebLogic Administration Server: 7001

2.3 Overview of OIM, OAM, OAAM, OAPM, and OIN (11.1.1.3.0)

Installation

This section discusses the following topics:

Installation Roadmap
Prerequisite Checks Performed by the Oracle Identity Management Installer
Understanding Oracle WebLogic Server Administration Domain Options

Additional Configuration Using the Oracle Identity Manager 11g Configuration
Wizard

Additional 11g Release 1 (11.1.1.3.0) Deployment Information
Silent Installation

Installing Components on Separate Systems

Screens in Oracle Fusion Middleware Configuration Wizard

Understanding the State of Oracle Identity Management Components After
Installation

2.3.1 Installation Roadmap

Table 2-2 lists the tasks required to install and configure Oracle Identity Manager,
Oracle Access Manager, Oracle Adaptive Access Manager, Oracle Authorization
Policy Manager, and Oracle Identity Navigator.
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Table 2-2 Installation Flow for Oracle Identity Management

No. Task Description

1 Review installation concepts in the Read the Oracle Fusion Middleware Installation Planning Guide, which
Installation Planning Guide. describes the process for various users to install or upgrade to

Oracle Fusion Middleware 11g (11.1.1.3) depending on the user's
existing environment.

2 Review the system requirements and  Read the System Requirements and Specifications document that
certification documents to ensure that ~ covers information such as hardware and software requirements,
your environment meets the minimum minimum disk space and memory requirements, and required
installation requirements for the system libraries, packages, or patches:
components you are installing. http://www.oracle.com/technetwork/middleware/ias/d

ownloads/fusion-requirements-100147 .html

Read the Certification document that covers supported installation
types, platforms, operating systems, databases, JDKs, and
third-party products:
http://www.oracle.com/technetwork/middleware/ias/d
ownloads/fusion-certification-100350.html

3 Install the Oracle 11.1.1 database and ~ For more information, see Installing Oracle Database.
any re