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What's New

This section describes new features of the Oracle Access Manager 11g Release 1

(11.1.1).

Product and Component Name Changes

The original product name, Oblix NetPoint, was changed to Oracle Access Manager
and OAM 7 .x releases were available from Oracle as part of Oracle Application Server

10g Release 2 (10.1.2).

Many component names remain the same. However, there are several important
changes that you should know about, as shown in the following table:

OAM 10g OAM 11g
Deployment Stand alone server Deployed in a container
IComponent Names Access Server OAM Server
Policy Manager OAM Administration Console
WebGate OAM Agent
AccessGate OAM Agent
Identity Server N/A
WebPass N/A
|Agents WebGate OAM Agent
AccessGate OAM Agent
IConsole Names Policy Manager OAM Administration Console
Identity System Console N/A
Access System Console N/A

Directory Profiles

Directory Profiles

User-Identity Stores

Identity Administration

Identity Server

Identity agnostic (Oracle Identity
Manager 11g is used by default)

IAdministrators

Master Administrator
Master Identity Administrator
Master Access Administrator

Delegated Administrators

OAM Administrator
N/A
N/A
N/A

IAgent and partner application
registration

N/A

OAM Administration Console

Remote registration tool provides
automated Agent registration and
application domain creation with
default security policies
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OAM 10g OAM 11g
IAutomated creation of OAM 10g ~ OAMCfgTool N/A
form-based a uthentlclahon Platform-agnostic tool and scripts
scheme, policy domain, access
policies, and WebGate profile for
the Identity Asserter for single
sign-on
IConfiguration Store LDAP XML file
Policy Store LDAP XML file or RDBMS
Policy Model Open (default allow) Closed (default deny)

IPolicy Domain

Policy Domain

Application Domain

Session management

Stateless, stored in a cookie

Stateful, stored on the server

|Authentication to LDAP

LDAP defined system wide

LDAP defined in an
authentication scheme

Resource Types Resource Type Resource Type

[Resources Resource Resource

[Host Identifiers Host Identifiers Host Identifiers

IAuthentication Authentication Authentication
Authentication Scheme Authentication Scheme
Authentication Plug-ins Authentication Modules
Authentication Rule Authentication Policy

IAuthorization Authorization Authorization
Authorization Rule Constraint
Authorization Expression Authorization Policy

|Actions Actions Responses

Software Developer Kit Access Manager SDK Access Manager SDK

|Access Protocol

NetPoint Access Protocol (NAP)

Oracle Access Protocol (OAP)

IAccess Protocol port number

6021

5575 (assigned by the Internet
Assigned Numbers Authority
(IANA))

New Features for Release 11g Release 1 (11.1.1)

See Chapter 1, "Introduction to Oracle Access Manager 11g and Administration"
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Audience

Preface

This guide provides information on daily administration and policy configuration
tasks using Oracle Access Manager.

This document is intended for administrators who are familiar with the following
concepts:

= Oracle WebLogic Server concepts and administration

s LDAP server concepts and administration

= Database concepts and administration (for policy and session management data)
= Web server concepts and administration

= WebGate and mod_osso agents

= Auditing, logging, and monitoring concepts

= Integration of the Policy store, Identity store, and familiarity with Oracle Identity
Management and OIS might be required

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http://www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.
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Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Deaf/Hard of Hearing Access to Oracle Support Services

To reach Oracle Support Services, use a telecommunications relay service (TRS) to call
Oracle Support at 1.800.223.1711. An Oracle Support Services engineer will handle
technical issues and provide customer support according to the Oracle service request
process. Information about TRS is available at
http://www.fcc.gov/cgb/consumerfacts/trs.html, and a list of phone
numbers is available at http: //www. fcc.gov/cgb/dro/trsphonebk.html.

Related Documents

For more information, see the following documents in the Oracle Fusion Middleware
11g Release 1 (11.1.1) documentation set:

»  Oracle Access Manager 11g Release 1 (11.1.1) Release Notes

s Oracle Fusion Middleware Installation Guide for Oracle Identity
Management—Explains how to use the Oracle Universal Installer and the
WebLogic Configuration Wizard for initial Oracle Access Manager 11g
deployment. Installing Oracle Access Manager 11g WebGates is also covered.

»  Oracle Fusion Middleware Integration Guide for Oracle Access Manager—Explains how
to set up Oracle Access Manager to run with other Oracle and third-party
products

»  Oracle Fusion Middleware Upgrade Planning Guide
»  Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management

»  Oracle Fusion Middleware Upgrade Guide for Java EE—For information about the
types of Java EE environments available in 10g and instructions for upgrading
those environments to Oracle Fusion Middleware 11g.

»  Oracle Fusion Middleware Administrator’s Guide—Describes how to manage Oracle
Fusion Middleware, including how to change ports, deploy applications, and how
to back up and recover Oracle Fusion Middleware. This guide also explains how
to move data from a test to a production environment.

»  Oracle Fusion Middleware Application Security Guide—Explains deploying Oracle
Access Manager 10g SSO solutions, which have been replaced by OAM 11g SSO.

»  Oracle Application Server Single Sign-On Administrator’s Guide—For details about
using OracleAS Single Sign-On with mod_osso to protect access to Web
applications.

»  Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity
Management—For a step-by-step guide to deployment.

s Oracle Fusion Middleware WebLogic Scripting Tool Command Reference—Provides a
section on customized Oracle Access Manager commands in the chapter
"Infrastructure Security Custom WLST Commands".

Conventions

The following text conventions are used in this document:
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.
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Part |

Introduction and Getting Started

This part of the book provides an introduction to Oracle Access Manager 11g Release 1
(11.1.1).

Part I contains the following chapters
s Chapter 1, "Introduction to Oracle Access Manager 11g and Administration”

»  Chapter 2, "Getting Started with OAM Administration and Navigation"






1

Introduction to Oracle Access Manager 11g
and Administration

This chapter provides a high-level overview of Oracle Access Manager 11g,
administration tasks, and links to chapters in this book where you can find more
information. This chapter contains the following sections:

s Introduction to This Book

s Introduction to Getting Started with OAM 11g and Administration
= OAM 1l1g System Management

= Single Sign-on and Policies

= Session Management

» Logging and Auditing

= Monitoring OAM Performance

= Using OAM 10g WebGates with OAM 11g

= Appendixes

1.1 Introduction to This Book

This book provides information to help administrators manage OAM 11g components
and policies within one or more WebLogic administration domains.

Each WebLogic Server domain is a logically related group of Oracle WebLogic Server
resources. WebLogic administration domains include a special Oracle WebLogic Server
instance called the Administration Server. Usually, the domain includes additional
Oracle WebLogic Server instances called Managed Servers, where Web applications
and Web Services are deployed.

Information in this book is grouped into the following main parts to help
administrators quickly locate information:

s Part], Introduction and Getting Started

s PartIl, OAM 11g System Management

= Part III, Single Sign-on, Policies, and Testing

= PartIV, Session Management and Life Cycle Management
= PartV, Logging and Auditing

= Part VI, Monitoring OAM Performance
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=  Part VIII, Appendixes

1.2 Introduction to Getting Started with OAM 11g and Administration

This section introduces the information in Part I of this guide and includes the
following topics:

s Introduction to Oracle Access Manager and OAM 11g Administration
»  Getting Started with OAM 11g Administration and Navigation

1.2.1 Introduction to Oracle Access Manager and OAM 11g Administration

OAM administration tasks can be organized around daily and periodic system
administration, policy creation and management, session management, diagnostics,
and troubleshooting. Initially, the LDAP group used to define administrators is the
same for OAM and WebLogic. Initially, the same credentials are used for log in to both
the OAM Administration Console and the WebLogic Server Administration Console.
The LDAP group for OAM administrators can be changed.

Oracle Access Manager and Oracle Identity Management are components of Oracle
Fusion Middleware 11g. Oracle Fusion Middleware is a collection of standards-based
software products that spans a range of tools and services from Java EE and developer
tools, to integration services, business intelligence, and collaboration. Oracle Fusion
Middleware offers complete support for development, deployment, and management.

For more information about Oracle Access Manager, see the following topics:
= About Oracle Access Manager 11g and Single Sign-On

= Enhancements in Oracle Access Manager 11g

s Oracle Access Manager 10g Functionality Not Available with 11g

= About Installation versus Upgrading

1.2.1.1 About Oracle Access Manager 11g and Single Sign-On

Single sign-on (SSO) enables users, and groups of users, to access multiple
applications after authentication. SSO eliminates multiple sign-on requests. Oracle
Access Manager 11g is the Oracle Fusion Middleware 11g single sign-on solution.
Oracle Access Manager 11g operates independently as described in this book and also
operates with the Authentication Provider as described in the Oracle Fusion Middleware
Application Security Guide

Oracle Access Manager 11g is a Java Platform, Enterprise Edition (Java EE)-based
enterprise-level security application that provides restricted access to confidential
information and centralized authentication and authorization services. All existing
access technologies in the Oracle Identity Management stack converge in Oracle
Access Manager 11g.

A Web server, Application Server, or any third-party application must be protected by
a WebGate or mod_osso instance that is registered with Oracle Access Manager as an
agent. to enforce policies The agent acts as a filter for HTTP requests. Oracle Access
Manager enables administrators to define authentication and authorization policies.
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Note: WebGates are agents provided for various Web servers by
Oracle as part of the product. AccessGates are custom access clients
created using the Access Manager SDK for use with non-Web
applications. Unless explicitly stated, information in this book applies
equally to both.

Oracle Access Manager 11g provides single sign-on (SSO), authentication,
authorization, and other services to registered agents (in any combination) protecting
resources. Agents include:

=  OAM 11g WebGates
= OAM 10g WebGates
s IDM Domain Agent
s OS50 Agents (10g mod_osso)

You can also integrate with OAM 11g, any Web applications currently using Oracle
ADF Security and the OPSS SSO Framework, as described in Appendix C.

There are several important differences between Oracle Access Manager 11g and
Oracle Access Manager 10g, as described in "Enhancements in Oracle Access Manager
11g".

See Also:

s Product and Component Name Changesin the What's New
chapter

s Introduction to Oracle Access Manager 11g Architecture in
Chapter 2

1.2.1.2 Enhancements in Oracle Access Manager 11g

Oracle Access Manager 11g includes several important enhancements that were not
available with Oracle Access Manager 10g. These enhancements are listed in Table 1-1.

Table 1-1 Enhancements in Oracle Access Manager 11g

New Functionality for Oracle Access Manager 11g

= Platform Support: Oracle WebLogic Server Application Server platform and server portability is
available for any platform that runs the supported Oracle WebLogic Server.

= Installation: Simplified Oracle Access Manager installation using the Oracle Universal
Installer and initial deployment using the WebLogic Configuration Wizard is described in the Oracle
Fusion Middleware Installation Guide for Oracle Identity Management.

»  Backward Compatibility: Support for mixed-release agents: Register and use Oracle Access

Manager 10g agents (WebGates and AccessGates) and OracleAS 10g SSO agents (mod_osso) for
SSO s provided. See Chapter 5, Chapter 6, and Part VIL
= Upgrading and Co-existence: Ultilities to upgrade an existing OSSO deployments are provided is

described in Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management. Co-existence after
upgrading OSSO is introduced in Appendix B.

Built-in support for OracleAS 10g SSO partner applications, and for single sign-on across OSSO
10g-protected applications and OAM 10g WebGate protected applications. See Part III.

Per-agent-based shared secret key increases security and performance by moving cookie encryption and
decryption to the agent. See Chapter 5

Embedded LDAP for user and group information is described in Chapter 3.

Integration with Oracle Entitlement Server MicroSM to enable database storage of policies. See Chapter 3.
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Table 1-1 (Cont.) Enhancements in Oracle Access Manager 11g

New Functionality for Oracle Access Manager 11g

= Usability and lifecycle improvements as described through out this guide

= Rich and intuitive graphical user interface is shown throughout this guide

A new OAM 11g Access Tester replaces the OAM 10g Access Tester for on-the-fly evaluation of Oracle
Access Manager policies. See Chapter 10

Session Management functions are provided, as described in Chapter 12:

= WebGate maximum user session timeout is now supported by WebGate through the host cookie See
Table 2-1, " Comparison: OAM 11g versus OAM 10g versus OSSO 10g"

= WebGate idle session timeout is now supported using in-memory states through the Oracle
Coherence-based Session Management Engine.

Events can be audited using the underlying Oracle Fusion Middleware Common Audit Framework, as
described in Chapter 14

Windows Native Authentication is supported with applications protected with either an OSSO Agent or
OAM Agent. For more information, see Oracle Fusion Middleware Integration Guide for Oracle Access
Manager.

See Also: "Oracle Access Manager 10g Functionality Not Available
with 11g"

1.2.1.3 Oracle Access Manager 10g Functionality Not Available with 11g

Oracle Access Manager 10g provides several functions that are not included with
Oracle Access Manager 11g. Table 1-2 provides an overview.

Table 1-2  Functionality Not Available with Oracle Access Manager 11g

Unavailable or Unsupported Functions

Extensibility framework required for building customizations
Application-domain-level delegated administration

Complex policy constructs (AND, OR semantics for multiple rules)
Impersonation support

LDAP filter-based authorization and response calculations
Authorization for mod_osso-protected resources

Replaced by Oracle Fusion Middleware Identity Manager: Identity Server, WebPass, Identity
System Console, User Manager, Group Manager, Organization Manager

1.2.1.4 About Installation versus Upgrading

The Oracle Fusion Middleware Supported System Configurations document provides
certification information on supported installation types, platforms, operating systems,
databases, JDKs, and third-party products related to Oracle Identity Management 11g.
You can access the Oracle Fusion Middleware Supported System Configurations document
by searching the Oracle Technology Network (OTN) Web site:

http://www.oracle.com/technology/software/products/ias/files/fusion_
certification.html

Following installation, you can configure Oracle Access Manager in a new WebLogic
Server domain or in an existing WebLogic Server domain. Using the Oracle Fusion
Middleware Configuration Wizard, the following components are deployed for a new
domain:
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WebLogic Administration Server

Oracle Access Manager Console deployed on the WebLogic Administration Server
(sometimes referred to as the OAM Administration Server, or simply
AdminServer)

A Managed Server for Oracle Access Manager

An application deployed on the Managed Server

See Also: Oracle Fusion Middleware Installation Guide for Oracle
Identity Management

OracleAS 10g SSO deployments can be upgraded to use Oracle Access Manager 11g
SSO. After upgrading and provisioning OSSO Agents with OAM 11g, authentication is
based on OAM 11g Authentication Policies. However, only OAM Agents

(WebGates/ AccessGates) use OAM 11g Authorization Policies. Over time, all mod_
osso agents in the upgraded environment should be replaced with WebGates to enable
use of OAM 11g Authorization policies.

For details about co-existence after the upgrade, see:

Oracle Fusion Middleware Upgrade Planning Guide
Oracle Fusion Middleware Upgrade Guide for Oracle Identity Management (E10129-02)
Appendix B, "Co-existence Overview: OAM 11g and OSSO 10g"

1.2.2 Getting Started with OAM 11g Administration and Navigation

Administrators use the:

OAM Administration Console to register and manage OAM system configurations
and security elements and policies.

For a quick tour of OAM 11g Administration Console and the most common
functions and tasks, see Chapter 2, "Getting Started with OAM Administration
and Navigation".

Note: Custom Administrative command-line tools (WebLogic
Scripting Tool, also known as WLST) provide an alternative to the
OAM Administration Console for a specific set of functions, as noted
when appropriate in this guide

WebLogic Server Administration Console to view the Summary of Server
Configuration (Cluster, Machine, State, Health, and Listening Port) of deployed
OAM Servers within the WebLogic Server domain, and also to Start, Resume,
Suspend, Shutdown, or Restart SSL on these servers.

For details about the WebLogic Server Administration Console, see Oracle Fusion
Middleware Administrator’s Guide.

Custom OAM WebLogic Scripting Tool for command-line input

Remote registration tool for registering agents and applicatin domains

1.3 OAM 11g System Management

This section introduces the information in Part II of this guide and includes the
following topics:
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s Data Sources
s OAM Servers and the Administration Console

= Policy Enforcement Agents

1.3.1 Data Sources

The term "data source" is a Java Database Connectivity (JDBC) term that is used within
Oracle Access Manager to refer to a collection of user identity stores or a database for
policies.

Oracle Access Manager 11g supports several types of data sources that are typically
installed for the enterprise. Each data source is a storage container for various types of
information.

Note: Oracle Access Manager configuration data is stored in an XML
file: oam_config.xml. Oracle recommends that you use only the OAM
Administration Console or WebLogic Scripting Tool (WLST)
commands for changes; do not edit this file.

A data source must be registered with Oracle Access Manager 11g to enable
authentication when a user attempts to access a protected resource (and during
authorization, to ensure that only authorized users can access a resource).

The data source must be installed and registered for OAM 11g during the initial
deployment process described in the Oracle Fusion Middleware Installation Guide for
Oracle Identity Management.

= User Identity Store: Central LDAP storage in which an aggregation of
user-oriented data is kept and maintained in an organized way.

Note: Oracle Access Manager 11g does not include identity services;
there is no native user, group, or role store.

By default, OAM 11g uses the embedded LDAP in the WebLogic Server domain as
the user identity store. However, a number of other external LDAP repositories
can also be registered as user identity stores.

= Database: A collection of information that is organized and stored so that its
content can be easily accessed, managed, and updated.

Policy Store: OAM 11g policy data must be stored in a database that is extended
with the OAM-specific schema and registered with Oracle Access Manager 11g.

Session Store: By default, OAM session data is stored within in-memory caches
that is migrated to the policy store (database). You can also have an independent
database for session data, as described in Chapter 3. For information about
sessions, see Chapter 12.

Audit Store: Audit data can be stored either in a file or in a separate database (not
the policy store database). For information on auditing, see Chapter 14.

= AJava keystore is associated with OAM 11g and used to store security keys that
are generated to encrypt agent traffic and session tokens. Every OAM and OSSO
Agent has a secret key that other agents cannot read. There is also a key to encrypt
Oracle Coherence-based session management traffic. However, the keystore is not
visible and cannot be managed or modified.
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Note: Passwords for keys are stored in a credential store.

Within Oracle Access Manager, User Identity Store details can be managed (registered,
viewed, modified, or deleted) from the Oracle Access Manager Administration
Console. For more information, see Chapter 3, "Managing Data Sources".

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators" introduces custom WLST commands to
create, edit, or display user identity store configuration.

1.3.2 OAM Servers and the Administration Console

OAM Servers were known as Access Servers in OAM release 10g. OAM Servers
provide the Oracle Access Manager 11g runtime instance deployed on Oracle
WebLogic Managed Servers. Registered agents communicate with the OAM Server.

Note: Administrators can extend the WebLogic Server domain and
add more OAM Servers whenever needed, as described in theOracle
Fusion Middleware Installation Guide for Oracle Identity
Management.

The OAM Administration Console was known as Policy Manager in OAM release 10g.
The OAM 11g Administration Console is a Java EE application that must be installed
and run on the same computer as the WebLogic Administration Server. Other key
applications that run on the WebLogic Administration Server include the WebLogic
Server Administration Console and Enterprise Manager for Fusion Middleware
Control.

Note: The OAM Administration Console might also be referred to as
the OAM Administration Server. However, it is not a peer of the OAM
Server deployed on a WebLogic Managed Server.

Several global settings are shared among all OAM Servers, which can be managed
using the OAM Administration Console:

= S50 Engine, as introduced in "Single Sign-On" on page 1-9

= Session Management, as introduced in "Session Management" on page 1-12

= Auditing, as introduced in "Component Event Message Logging" on page 1-13
= Oracle Coherence settings shared by all OAM Servers, as described in

s OAM Proxy details for Simple or Cert mode communication are described in
"Managing Common OAM Proxy Simple and Cert Mode Security" on page 4-13

You can use the OAM Administration Console to manage server registrations, as
described in Chapter 4, "Managing OAM Server Registration".
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Note: You can add a new managed server instance with the OAM
Server runtime using either:

s The WebLogic Server Administration Console, which requires that
you manually register the OAM Server instance as described in
Chapter 4

= The WebLogic Configuration Wizard

s Customized Oracle WebLogic Scripting Tool (WLST) commands
for OAM

The last two methods automatically register the OAM Server instance,
which appears in the OAM Administration Console; no additional
steps are required.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators" introduces custom WLST commands to
manage server configuration.

Oracle Access Manager 11g Servers are compatible with various policy enforcement
Agents. For more information, see "Policy Enforcement Agents".

1.3.3 Policy Enforcement Agents

A policy-enforcement agent is any front-ending entity that acts as an access client to
enable single sign-on across enterprise applications.

To secure access to protected resources, a Web server, Application Server, or
third-party application must be associated with a registered policy enforcement agent.
The agent acts as a filter for HTTP requests, and must be installed on the computer
hosting the Web server where the application resides.

Individual agents must be registered with Oracle Access Manager 11g to set up the
required trust mechanism between the agent and OAM Server. Registered agents
delegate authentication tasks to the OAM Server.

Oracle Access Manager 11g supports the following types of agents in any combination:

= OAM Agents: A WebGate is one type of agent. It is a Web server plug-in that acts
as an access client. WebGate intercepts HTTP requests for Web resources and
forwards them to the OAM Server for authentication and authorization).

- WebGate 11g: Must be installed independently. After registration with OAM
11g, WebGates directly communicates with Oracle Access Manager 11g
services. No proxy is used.

- WebGate 10g: Must be installed independently. After registration with Oracle
Access Manager 11g, OAM 10g WebGates communicate with OAM 11g
services through a Java EE-based OAM proxy that acts as a bridge.

IDM Domain Agent: This Java agent is installed and registered out of the box
to provide SSO protection for resources in the Identity Management domain.
The agent's oamsso_logout application is also configured and deployed in the
WebLogic (and OAM) AdminServer and all managed servers. The
IDMDomainAgent performs as an OAM 10g Agent to enforce OAM 11g
policies.
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- AccessGate 10g: An AccessGate is a custom access client that was created
using the Access Manager software developer kit (SDK). AccessGates can
protect Web and non-web resources.

s OSSO Agent (mod_osso 10g): After registration with Oracle Access Manager,
0SS0 10g Agents communicate directly with Oracle Access Manager 11g services
through an OSSO proxy.

The OSSO proxy supports existing OSSO agents when upgrading to OAM 11g.
The OSSO proxy handles requests from OSSO Agents and translates the OSSO
protocol into a protocol for Oracle Access Manager 11g authentication services.

You can use the following methods and tools to register agents with Oracle Access
Manager 11g:

= OAM Administration Console: Register and manage OAM and OSSO agent
registration as described in Chapter 5

= Remote Registration: Use the Oracle-provided command-line tool as described in
Chapter 6.

From an existing 10g OAM or OSSO deployment you can:
s Provision OAM 10g WebGates with OAM 11g, as described in Chapter 17.

= Upgrade OracleAS 10g SSO (OSSO) as described in the Oracle Fusion Middleware
Upgrade Guide for Oracle Identity Management. Read about co-existence with OAM
11g Servers in Appendix B.

See Also: "Co-existence: OAM 11g SSO versus OAM 10g SSO with
OracleAS SSO 10g" on page 1-15

1.4 Single Sign-on and Policies

This section introduces the information in Part III of this guide and includes the
following topics:

= Single Sign-On

= OAM Policy Model and Shared Policy Components

= OAM Policy Model, Application Domains, and Policies
s Centralized Logout for OAM 11g

s Connectivity and Policy Testing

1.4.1 Single Sign-On

Single sign-on (SSO) is a process that gives users the ability to access multiple
protected resources (Web pages and applications) with a single authentication.

Oracle Access Manager 11g converges SSO architectures such as Identity Federation
for Partner Networks, and Service Oriented Architecture (SOA), to name a few. Oracle
Access Manager 11g provides single sign-on (S50) through a common SSO Engine that
provides consistent service across multiple protocols.

To delegate authentication tasks to Oracle Access Manager 11g, agents must reside
with the relying parties and must be registered with Oracle Access Manager 11g.
Registering an agent sets up the required trust mechanism between the agent and
Oracle Access Manager 11g SSO.
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Note: Single Sign-on for the Oracle Access Manager 11g
Administration Console, and other Oracle Identity Management
consoles deployed in a WebLogic container, is enabled using the
pre-registered IDM Domain Agent and companion application
domain. No further configuration is needed for the consoles.

Single sign-on can be implemented in a variety of ways:

Single Network Domain SSO: You can set up OAM 11g single sign-on for
resources within a single network domain (mycompany.com, for example). This
includes protecting resources belonging to multiple WebLogic administration
domains within a single network domain.

Multiple Network Domain SSO: With OAM 11g, this is a standard feature. When
11g WebGates are used exclusively all cookies in the system are host-based.
However, you must have control over all the domains. If some domains are
controlled by external entities (not part of the OAM deployment), Oracle
recommends that you use Oracle Identity Federation. For details, see Oracle Fusion
Middleware Administrator’s Guide for Oracle Identity Federation.

Multiple WebLogic Server Domain SSO: The basic administration unit for
WebLogic Server instances is known as a domain. You can define multiple
WebLogic administration domains based on different system administrators'
responsibilities, application boundaries, or the geographical locations of WebLogic
servers. However, all Managed Servers in a cluster must reside in the same
WebLogic Server domain.

S§SO with Mixed Release Agents: Oracle Access Manager 11g seamlessly supports
registered OAM 11g and OAM 10g Agents, and OSSO Agents (mod_osso 10g),
which can be used in any combination.

See Also:

s "OAM Servers and the Administration Console" on page 1-7

= "Policy Enforcement Agents" on page 1-8

»  Chapter 7, "Introduction to the OAM Policy Model, Single
Sign-On"

1.4.2 OAM Policy Model and Shared Policy Components

The Oracle Access Manager 11g policy model provides both authentication and
authorization services within the context of an application domain.

Note: Oracle Access Manager 10g provides authentication and
authorization services within the context of a policy domain.
OracleAS SSO 10g provides only authentication.

In the Oracle Access Manager 11g policy model, the following components are shared
and can be configured for use within any application domain:

Resource Types: Defines the type of resource to be protected and the associated
operations. The default resource type is HI'TP. However, administrators can define
non-http resource types that can be applied to specific resources in an application
domain. The Access Tester can be used to evaluate policy enforcement for HTTP
resources only.
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= Host Identifiers: Simplifies the identification of a Web server host by enabling
administrators to include all possible hostname variations within a named
definition. When adding resources to an application domain, administrators can
choose one of the named definitions and then specify the resource URL.

Virtual Web Hosting: Enables support of multiple domain names and IP addresses
that each resolve to their unique subdirectories on a single server. The same host
can have multiple sites being served either based on multiple NIC cards (IP based)
or multiple names (for example, abc.com and def.com) resolving to same IP.

= Authentication Schemes: Identifies the authentication level, challenge method and
redirect URL, and the underlying authentication module to perform user
authentication. When adding authentication policies to an application domain,
administrators can choose one of the named authentication schemes to use with
specified resources, as well as the success and failure URLs.

For more information about the policy model and shared components, see Chapter §,
"Managing Policy Components".

1.4.3 OAM Policy Model, Application Domains, and Policies

Application domains are the top-level constructs of the Oracle Access Manager 11g
policy model. Each application domain provides a logical container for resources or
sets of resources, and the associated policies that dictate who can access specific
resources. Certain shared components are used within each application domain, as
described in "OAM Policy Model and Shared Policy Components".

Note: To enhance security, OAM 11g default behavior is to deny
access when a resource is not protected by a policy that explicitly
allows access. In contrast, OAM 10g default behavior allowed access
when a resource was not protected by a rule or policy that explicitly
denied access.

OAM 10g provided authentication and authorization within the
context of a policy domain. In contrast, OracleAS SSO 10g provides
only authentication.

Each Oracle Access Manager 11g application domain includes the following elements:
= Resources

Each resource definition in an application domain requires a Resource Type, Host
Identifier (only for HTTP resources), and a URL to the specific resource. You can
have as many resource definitions as you need in an application domain.

= Authentication Policies and Responses for Specific Resources

Each authentication policy includes a unique name, one authentication scheme,
success and failure URLSs, one or more resources to which this policy applies, and
administrator-defined responses to be applied after successful authentication.

Note: Depending on the OAM 11g policy responses specified for
authentication or authorization success and failure, the end user might
be redirected to a specific URL, or user information might be passed to
other applications through a header variable or a cookie value.

= Authorization Policies, Constraints, and Responses for Specific Resources
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Each authorization policy includes a unique name, success and failure URLs, and
one or more resources to which this policy applies. In addition, administrators can
define specific constraints (conditions) that must be fulfilled for a successful
authorization and define responses to be applied after successful authorization.

Note: OAM 10g enables authorization actions to be taken depending
on the evaluation of the administrator-defined authorization
expression contained one or more authorization rules.

For more information about the policy model and application domains, see Chapter 9,
"Managing Policies to Protect Resources and Enable SSO".

1.4.4 Centralized Logout for OAM 11g

Oracle Access Manager 11g provides single logout (also known as global log out) for
user sessions. With OAM, single logout refers to the process of terminating an active
user session.

For details, see Chapter 11, "Configuring Centralized Logout for OAM 11g".

1.4.5 Connectivity and Policy Testing

Oracle provides a portable, stand-alone Java application that replaces the OAM 10g
Access Tester function. The OAM 11g Access Tester simulates registered Agents
connecting to OAM Servers. The scripted execution allows for command-line
processing. You can record and playback scripts and capture output for different
functions. Encrypted and multiple-server connections are supported.

You can use the Access Tester to troubleshoot agent to server connections in addition
to on-the-fly testing of request and response semantics and access policy designs.

For details, see Chapter 10, "Validating Connectivity and Policies Using the Access
Tester".

1.5 Session Management
Part IV of this book describes session management.

With OAM 11g, session management refers to the process of managing user session
information with support for user- or administrator-initiated events, and time-out
based events.

Administrators can configure Oracle Access Manager 11g session lifecycle settings.
The database for session storage is initially configured with Oracle Access Manager
configuration.

= In-memory Session Store: Uses embedded technology from Oracle Coherence to
provide a distributed cache with low-data access latencies and to transparently
move data between distributed caches (and the database policy store)

= Database Session Store: Provides fault-tolerance and scaleability for very large
deployments (hundreds of thousands of simultaneous logins). In this case, you
must be using a database policy and session-data store that is extended with the
OAM-specific schema.

For more information, see Chapter 12, "Managing Sessions".
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1.6 Logging and Auditing

This section introduces the information in Part V of this guide and includes the
following topics:

= Component Event Message Logging
s Common Audit Framework

s Performance Metrics in the OAM Administration Console

1.6.1 Component Event Message Logging

Logging is the mechanism by which components write messages to a file to capture
critical component events. Each Oracle Access Manager component instance writes
process and state information to a log file.

You can configure logging to provide information at various levels of granularity. For
instance, you can record errors, errors plus state information, or errors and states and
other information to the level of a debug trace. You can also eliminate sensitive
information from the logs. For more information, see Chapter 13, "Logging
Component Event Messages".

You can also use a custom Oracle WebLogic Scripting Tool (WLST) command to
change OAM logging levels.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators" introduces custom WLST commands to
change OAM logging levels

1.6.2 Common Audit Framework

With Oracle Access Manager 11g, auditing refers to the process of collecting for review
specific information related to administrative, authentication, and run-time events.
Auditing can help you evaluate adherance to polices, user access controls, and risk
management procedures.

Note: Auditing is not available for every Oracle Access Manager 11g
component. However, logging is available for every OAM component.

Events are audited using the underlying Oracle Fusion Middleware Common Audit
Framework. This framework uses a database audit store to provide scalability and
high-availability for the audit framework. The database must include the audit
schema.

Note: The Oracle Fusion Middleware Common Audit Framework
database audit store does not include OAM policy or session-data and
is not configured through the OAM Administration Console.

Administrators can control and specify certain auditing parameters using the Oracle
Access Manager Administration Console. Oracle Access Manager auditing
configuration is recorded in the file cam-config.xml. Event configuration (mapping
events to levels) occurs in the component_events.xml. An audit record contains a
sequence of items that can be configured to meet particular requirements.
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Note: Oracle recommends that you use only the OAM
Administration Console or WebLogic Scripting Tool (WLST)
commands for changes; do not edit oam_config.xml.

Out-of-the-box, there are several sample audit reports available with Oracle Access
Manager and accesible with Oracle Business Intelligence Publisher. You can also use
Oracle Business Intelligence Publisher to create your own custom audit reports.

For more information, see Chapter 14, "Auditing OAM Administrative and Run-time
Events".

1.7 Monitoring OAM Performance
Part VI of this book describes:
s Performance Metrics in the OAM Administration Console

s Performance Metrics in Fusion Middleware Control

1.7.1 Performance Metrics in the OAM Administration Console

Performance metrics can be collected in memory for components during the
completion of particular events. You can monitor the time spent in a particular area or
track particular occurrences or state changes.

OAM administrators monitor performance for Oracle Access Manager 11g using the
Monitoring command in the OAM Administration Console.

For more information, see Chapter 15, "Monitoring OAM Metrics by Using Oracle
Access Manager".

1.7.2 Performance Metrics in Fusion Middleware Control

Live, dynamic OAM performance metrics can be viewed in Fusion Middleware
Control.

For more information, see Chapter 16, "Monitoring OAM Performance by Using
Fusion Middleware Control".

1.8 Using OAM 10g WebGates with OAM 11g

This section introduces the information in Part VII of this guide and includes the
following topics:

= Provisioning OAM 10g WebGates for OAM 11g

= Configuring 10g WebGates for Apache v2-based Web Servers (OHS and IHS)
= Configuring 10g WebGates for the IIS Web Server

s Configuring 10g WebGates for the ISA Server

s Configuring Lotus Domino for OAM 10g WebGates

1.8.1 Provisioning OAM 10g WebGates for OAM 11g

Everything you need to know about installing and using OAM 10g WebGates with
OAM 11g is provided in Chapter 17, "Managing OAM 10g WebGates with OAM 11g".
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1.8.2 Configuring 10g WebGates for Apache v2-based Web Servers (OHS and IHS)

Details about installing and configuringApache v2-based Web Servers (OHS and THS)
for OAM 10g WebGates with OAM 11g is provided in Chapter 18, "Configuring
Apache, OHS, IHS for 10g WebGates".

1.8.3 Configuring 10g WebGates for the IS Web Server

Details about installing and configuring IIS Web servers for OAM 10g WebGates with
OAM 11g is provided in Chapter 19, "Configuring the IIS Web Server for 10g
WebGates".

1.8.4 Configuring 10g WebGates for the ISA Server

Everything you need to know about configuring the ISA Server for OAM 10g
WebGates with OAM 11g is provided in Chapter 20, "Configuring the ISA Server for
10g WebGates".

1.8.5 Configuring Lotus Domino for OAM 10g WebGates

Everything you need to know about installing and configuring Lotus Domino for use
with OAM 10g WebGates and OAM 11g is provided in Chapter 21, "Configuring Lotus
Domino Web Servers for 10g WebGates".

1.9 Appendixes

This section introduces the information in Part VIII of this guide and includes the
following topics:

»  Co-existence: OAM 11g SSO versus OAM 10g SSO with OracleAS SSO 10g
= Moving OAM 11g From Test (Source) to Production (Target)

= Integration with Oracle ADF Applications

» Internationalization and Multibyte Data Support for OAM 10g WebGates
= Secure Communication and Certificate Management

s Custom WebLogic Scripting Tool Commands for OAM

= OAM l1ig for IPv6 Clients

= Troubleshooting

1.9.1 Co-existence: OAM 11g SSO versus OAM 10g SSO with OracleAS SSO 10g

Table 1-3 outlines several ways to use OAM 11g when you have various starting
points.

Table 1-3 OAM 11g Co-existence Summary

If you have ... To use OAM 11g SSO ...

OAM 10g You can upgrade the OSSO deployment to OAM 11g as introduced in
integrated with Appendix B.

0SSO 10g
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Table 1-3 (Cont.) OAM 11g Co-existence Summary

If you have ... To use OAM 11g SSO ...

Web Servers other ~ See Chapter 17 for details on:

than Oracle HTTP . . )
s  Locating and Installing the Latest OAM 10g WebGate for OAM 11g:

Server

= Provisioning a 10g WebGate with OAM 11g
»  Configuring Centralized Logout for 10g WebGate with OAM 11g

OracleAS 10g SSO  Use the Oracle-provided Upgrade Assistant, which scans the existing

(OSSO) OracleAS 10g SSO server configuration, accepts as input the 10g OSSO
policy properties file and schema information, and carries configured
partner applications into the destination Oracle Access Manager 11g SSO.

After running the upgrade assistant and performing post-upgrade tasks,
existing partner apps (including Portal, Forms, Reports, and Discoverer)
would be using OAM instead of OSSO as their SSO provider.

Note: Existing mod_osso modules and OracleAS 10g SSO server partners
can work seamlessly with OAM Servers and OAM 11g SSO. However,
eventually all mod_osso modules should be replaced with OAM Agents
to enable use of OAM 11g Authorization Policies.

See Appendix B for an introduction to post-upgrade co-existence between
OAM 11g and OSSO 10g Servers.

1.9.2 Moving OAM 11g From Test (Source) to Production (Target)

OAM 11g streamlines the transfer of configuration data from one deployment to
another. For instance, from a small test environment to a larger production
deployment (and vice versa).

For more information, see Appendix A, "Transitioning OAM 11g from a Test to a
Production Environment".

1.9.3 Integration with Oracle ADF Applications

The Oracle Application Developer Framework (ADF) and applications that are coded
to Oracle ADF standards interface with the OPSS SSO Framework. The Oracle
Platform Security Services (OPSS) single sign-on framework provides a way to
integrate applications in a domain with a single sign-on (SSO) solution.

You can integrate a Web application that uses Oracle ADF security and the OPSS SSO
Framework with an Oracle Access Manager 11g SSO security provider for user
authentication. For more information, see Appendix C, "Integrating Oracle ADF
Applications with Oracle Access Manager 11g SSO".

1.9.4 Internationalization and Multibyte Data Support for OAM 10g WebGates

Appendix D, "Internationalization and Multibyte Data Support for OAM 10g
WebGates" provides information on internationalization and multibyte data support.

1.9.5 Secure Communication and Certificate Management

With Oracle Access Manager 11g, credential collection occurs using the HTTP(S)
channel; authorization occurs over the NetPoint Access Protocol (NAP) channel (also
referred to as the Oracle Access Manager Protocol channel).

HTTP(S) Channel: Oracle recommends enabling the secure sockets layer (SSL) for
communication across the HTTP(S) channel to transport credentials and to exchange
security tokens. Both functions require signing or encryption with certificates.
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Oracle Access Manager 11g provides a central component to manage certificates used
across all Oracle Access Manager components, including WebGates.

NAP Channel: Oracle recommends using either Simple (Oracle-signed certificates) or
Cert mode (outside certificate authority) to secure communication between WebGates
and OAM Servers during authorization. Oracle provides a certificate import utility
that you can use when you have signed certificates. For information, see Appendix E,
"Securing Communication with OAM 11g".

Note: Oracle Access Manager 11g does provide support for
customers who use self-signed certificates.

1.9.6 Custom WebLogic Scripting Tool Commands for OAM

OAM administrators can use custom WebLogic Scripting Tool (WLST) commands to
perform certain configuration tasks.

For more information, see Appendix F, "Introduction to Custom WLST Commands for
OAM Administrators".

1.9.7 OAM 11g for IPv6 Clients

Oracle Access Manager supports Internet Protocol Version 4 (IPv4). Oracle Fusion
Middleware supports Internet Protocol Version 4 (IPv4) and Internet Protocol Version
6 (IPv6). IPv6 is enabled with Oracle HTTP Server with the mod_wl_ohs plug-in.

For more information, see Appendix G, "Configuring OAM 11g for IPv6 Clients".

1.9.8 Troubleshooting

For tips and troubleshooting information, see Appendix H, "Troubleshooting".
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Getting Started with OAM Administration

and Navigation

This chapter describes the initial steps needed to log in and navigate around the
Oracle Access Manager 11g Administration Console. This chapter includes the
following topics:

Prerequisites

Introduction to Oracle Access Manager 11g Architecture
Introduction to OAM Installation and Configuration
Introduction to OAM Administrators

Logging In to and Signing Out of Oracle Access Manager 11g
Introduction to the OAM Administration Console and Controls
Introduction to Policy Configuration and System Configuration Tabs
Viewing Configuration Details in the Console

Conducting Searches

Using Online Help

Command-Line Tools

Logging Component Events

2.1 Prerequisites

All tasks in this book presume that you have Oracle Access Manager 11g deployed as
described in the Oracle Fusion Middleware Installation Guide for Oracle Identity
Management.

Note: You can access the Oracle Access Manager Administration
Console when the WebLogic Administration Server is running. If the
OAM Administration Console is protected by a WebGate, the OAM
Server must be running.

Before you begin tasks in this chapter:

Learn about the Administration Console as described in "Introduction to the OAM
Administration Console and Controls" on page 2-11.

Verify the administrative LDAP group defined in the primary user identity store.
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Note: The default LDAP group for both WebLogic and OAM
administrators, "Administrator”, is set during initial deployment using
the Oracle Fusion Middleware Configuration Wizard, as described in
"Introduction to OAM Administrators" on page 2-9.

2.2 Introduction to Oracle Access Manager 11g Architecture

Oracle Access Manager 11g provides a full range of Web perimeter security functions
that include Web single sign-on; authentication and authorization; policy
administration; auditing, and more.

= About Oracle Access Manager 11g Architecture
s Comparing Oracle Access Manager 11g with OAM 10g and OSSO 10g

2.2.1 About Oracle Access Manager 11g Architecture

This topic provides an overview of Oracle Access Manager 11g, which sits on Oracle
WebLogic Servers and is part of the Oracle Fusion Middleware Access Management
architecture.

While providing backward compatibility and co-existence with existing solutions,
Oracle Access Manager 11g replaces and converges:

s Oracle Access Manager 10g
s Oracle Application Server SSO (OSSO) 10g
= Oracle Sun OpenSSO

As illustrated in Figure 2-1, all user identities, policies, and audit records reside in
centrally managed data stores. Oracle WebLogic Server provides domain
management, deployment management, and post-installation configuration. Oracle
Access Manager manages all agents and policies centrally.

Figure 2—1 Oracle Fusion Middleware Access Management Architecture

Fraud Security Token Identity Authentication Authorization and
Prevention Service Federation and S50 Entilements
Shared Sarvices for Access (SSA) Shared Services for [dentity (S5I)

Token Session Trust Password Password Delagated

Procassing Management Managemant Reset Palicy Admin
Shared Services for Access (SSA)

G

Key Store P Credential | Authz Identity AuthN ssL

Services Framework Store Services Services Services Configuration
Oracle WeblLogic Server
i Domain Management | Deployment Management | Post Install Configuration

Identities Policies Audit Records

Both Oracle WebLogic Server and Oracle Access Manager 11g rely on the Oracle
Platform Security Services for authentication, authorization, secure communication
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(SSL), the common Audit Framework, as well as the credential store, and identity
services.

Shared services for Access (SSA) include token processing, session management.
Shared services for identity (SSI) include password reset, password policy, and
delegated administration through Oracle Identity Manager.

Fraud prevention, security token service, identity federation, authentication and SSO,
and authorization and Entitlements are integrated.

Figure 2-2 illustrates the primary Oracle Access Manager 11g components and
services. The Protocol Compatibility Framework interfaces with OAM WebGates,
mod_osso agents, and custom AccessGates created using the Access Manager
Software Developer Kit (SDK).

Figure 2-2 Oracle Access Manager 11g Components and Services
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Figure 2-3 illustrates the distribution of Oracle Access Manager components.

Figure 2-3 Component Distribution
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The Oracle Access Manager Administration Console (sometimes referred to as the
Oracle Access Manager Admin Server) resides on the Oracle WebLogic Administration
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Server (known as AdminServer). WebLogic Managed Servers hosting OAM runtime
instances are known as OAM Servers.

Shared information consists of:

= Agent and server configuration data

= Oracle Access Manager policies

= User session data is shared among all OAM Servers

For more information, see "Comparing Oracle Access Manager 11g with OAM 10g and
0SSO 10g".

2.2.2 Comparing Oracle Access Manager 11g with OAM 10g and OSSO 10g

This topic introduces Oracle Access Manager 11g architecture and provides a
comparison against the 10g architecture for Oracle Access Manager and OSSO.
Included are the following topics:

Oracle Access Manager 11g differs from Oracle Access Manager 10g in that the
identity administration features have been transferred to Oracle Identity Manager 11g
(including user self-service and self registration, workflow functionality, dynamic
group management, and delegated identity administration).

Oracle Access Manager 10g supported Single Sign-on using a single session cookie
(the ObSSOCookie) that contained the user identity and user session information
required to access target resources that had the same or lower authentication level. The
ObSSOCookie was encrypted and decrypted using a global shared secret key, the
value of which was stored in the directory server. The ObSSOCookie was consumed
by Access System components to verify the user identity and allow or disallow access
to protected resources.

To close any possible security gaps, Oracle Access Manager 11g provides new
server-side components that maintain backward compatibility with existing Oracle
Access Manager 10g policy-enforcement agents (WebGates) and OSSO 10g agents
(mod_osso). New Oracle Access Manager 11g WebGates are enhanced versions of 10g
WebGates, that support a per-agent secret key for the Single Sign-on (SSO) solution.
Thus, cookie-replay type of attack are prevented. The 11g WebGates are all trusted at
the same level; a cookie specific for the WebGate is set and cannot be used to access
any other WebGate-protected applications on a user's behalf.

Unless explicitly stated, the term "WebGate" refers to both an out of the box WebGate
or a custom AccessGate.

Oracle Access Manager 11g uses technology from Oracle Coherence to provide
centralized, distributed, and reliable session management.

For a list of names that have changed with Oracle Access Manager 11g, see "Product
and Component Name Changes" on page xxxi. Table 2-1 provides a comparison of
Oracle Access Manager 11g, OAM 10g, and OracleAS SSO 10g.

2-4 Oracle Fusion Middleware Administrator's Guide for Oracle Access Manager



Introduction to Oracle Access Manager 11g Architecture

Table 2-1 Comparison: OAM 11g versus OAM 10g versus OSSO 10g
OAM 11g OAM 10g 0SSO 10g
Architecture . Agents: WebGate, . Resource WebGate (RWG) . mod_osso (partner)
Components %ﬁ s]:s)Gate{ m: d_ots so, and " Authentication WebGate " OracleAS SSO server (OSSO
omain Agen (AWG) server)
. OAM Server
" Access Server
. OAM Administration Console . Policy Manager
(installed on WebLogic Y &
Administration Server) Note: Eight Administrator
Note: Eight Administrator languages are supported.
languages are supported.
Cookies Host-based authentication cookie: = Domain-based ObSSOCookie = Host-based authentication
«  1lg WebGate, One per agent: on‘l}v Vc\;lebfGatsstgncludmg the cookie:
OAMAuthnCookie_ th ) t_or i N d . one per partner:
<host:port>_<random ;lanzgelcn?e:;n and session OHS-host-port
E‘;f::gi;z 2§tEZn‘¢i]§:ti)arte one for OSSO server: (but
token received from the OAM not with OAM 11g)
Server after successful . Domain-level session cookie
authentication. for global inactivity timeout
. (GITO) if enabled (for
Note: A valid ) o .
OAMAuthnCookie is ir;te)roperablhty with OAM
required for a session. &
= 10g WebGate, One
ObSSOCookie for all 10g
WebGates.
. One for the OAM Server:
OAM_ID
Cryptographic . One per agent secret key One global shared secret key forall = One key per partner shared
keys shared between WebGate and WebGates between mod_osso and OSSO
The protocols OAM Server server
used to secure . One OAM Server key . OSSO server’s own key
information

exchange on the
Internet.

One global key per OSSO
setup for the GITO domain
cookie

Key storage

Agent side: A per agent key is
stored locally in the Oracle
Secret Store

OAM 11g server side: A per
agent key, and server key, are
stored in the credential store
on the server side

Global shared secret stored in the
directory server only (not
accessible to WebGate)

mod_osso side: partner keys
and GITO global key stored
locally in obfuscated
configuration file

OSSO server side: partner
keys, GITO global key, and
server key are all stored in the
directory server
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Table 2-1 (Cont.) Comparison: OAM 11g versus OAM 10g versus OSSO 10g

OAM 11g

OAM 10g

0SSO 10g

Encryption /
Decryption (The
process of
converting
encrypted data
back into its
original form)

Introduces client-side
cryptography and ensures that
cryptography is performed at both
the agent and server ends:

1. WebGate encrypts obrareq.cgi
using the agent key.

Note: obrareq.cgi is the
authentication request in the
form of a query string
redirected from WebGate to
OAM Server.

2.  OAM Server decrypts the
request, authenticates, creates
the session, and sets the
server cookie.

3. OAM Server also generates
the authentication token for
the agent (encrypted using
the agent key), packs it in
obrar.cgi with a session token
(if using cookie-based session
management), authentication
token and other parameters,
then encrypts obrar.cgi using
the agent key.

Note: obrar.cgi is the
authentication response string
redirected from the OAM 11g
server to WebGate.

4. WebGate decrypts obrar.cgi,
extracts the authentication
token, and sets a host-based
cookie.

Token generation/
encryption, and validation/
decryption are delegated to
the Access Server.

Both obrareq.cgi and obrar.cgi
are sent unencrypted, relying
on the underlying HTTP(S)
transport for security.

Cryptography is performed at both
mod_osso and OSSO server:

1. site2pstore token (request
from mod_osso to server) is
encrypted using the partner
key locally at mod_osso.

N

OSSO server decrypts
site2pstore token,
authenticates, and generates
its own cookie.

3.  urlc token (the response from
OSSO server to mod_osso) is
encrypted using the partner
key at the server.

4.  mod_osso decrypts the urlc
token locally and re-encrypts
using its own format to set in
a host-based cookie.

Session
Management
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= OAM 10g session idle timeout
behavior is supported
through the Session
Management Engine (SME).
Session states are retained in
memory

Single domain supported.

Multi-domain: If a user idles
out on one domain, but not
on the authentication
WebGate, the AWG cookie is
still valid, re-authentication is
not needed.A new cookie is
generated with the refreshed
timeout.

= Single domain supported
through a domain-level
cookie for global inactivity
timeout (GITO).

Multi-domain SSO: After a
user logs in to one domain,
and then goes to a different
domain, he is considered idle
from the first domain, When
the idle times out on the
original domain, the user
must re-authenticate on the
original domain.
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Table 2-1 (Cont.) Comparison: OAM 11g versus OAM 10g versus OSSO 10g

OAM 11g

OAM 109 0SSO 10g

Client IP .

Maintain this ClientIP, and .

Include the original clientlP ~ a  Include the original clientIP

include it in the host- based
OAMAuthnCookie.

inside the ObSSOCookie.

If IP validation is configured,
when cookie presented in
later authentication or
authorization requests this
original clientIP is compared
with the presenter's IP.

Rejection occurs if there is no
match

inside the host cookie.

In later authentication
requests, when the cookie is
presented, the original
clientIP is compared with the
presenter's IP.

Rejection occurs if there is no
match

Response token =
replay
prevention

Include RequestTime (the
timestamp just before
redirect) in obrareq.cgi and
copy it to obrar.cgi to prevent
response token replay.

Include RequestTime
(timestamp just before
redirect) in the site2pstore
token and copy it to the urle
token to prevent token replay.

Centralized .
log-out

The logOutUrls (OAM 10g
WebGate configuration
parameter) is preserved.

New 11g WebGate parameters
are provided:

Single domain is supported.

Once a user logs off from one
WebGate, the domain cookie
is cleared and the user is
considered to be logged off
the entire domain.

The OSSO server cookie includes a
list of partner IDs.

When a user logs off from one
partner application:

1.

OSSO server pulls a list of the
logout URLs.

logoutRedirectUrl . .
Multi-domain S5O can b ; 2. OSSO server clears its own
logoutCallbackUrl supported through chained cookie
customized logout pages. ’
Logout Target URL 3. OSSO server redirects to a
For more information, see customized JSP page (hosted
Chapter 11. on the OSSO server), and
passes the list of logout URLs
in the request.
4.  The JSP page loads those

logout URLs that contains
some image tags of check
marks, and as a result of the
loading, the cookies for those
mod_osso instances are
cleared

2.3 Introduction to OAM Installation and Configuration

This section provides a brief overview of OAM deployments and installation:

2.3.1 About Deployment Types and OAM

About Deployment Types and OAM

About Post-Installation Tasks

Table 2-2 describes the types of deployments you might have within your enterprise,
even though these might be named differently in your enterprise.

Table 2-2 Deployment Types

Deployment Type

Description

Development Deployment

Ideally a sandbox-type setting where the dependency on the overall deployment is minimal

QA Deployment
Pre-production Deployment

Production Deployment

Typically a smaller shared deployment used for testing
Typically a shared deployment used for testing with a wider audience

Fully shared and available within the enterprise on a daily basis
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During initial installation and configuration you can create a new WebLogic Server
domain (or extend an existing domain) and define information for OAM Servers,
Database Schemas, optional WebLogic Managed Servers and clusters, and the
embedded LDAP Server.

See Also: The "Understanding Oracle WebLogic Server Domains"
chapter in the Oracle Fusion Middleware Understanding Domain
Configuration for Oracle WebLogic Server guide provides information
about Oracle WebLogic Server administration domains.

Regardless of the deployment size or type, in a new WebLogic Server domain the
following OAM-related components are deployed using the Oracle Fusion
Middleware Configuration Wizard:

s WebLogic Administration Server

= Oracle Access Manager Console deployed on the WebLogic Administration Server
(sometimes referred to as the OAM Administration Server)

= A WebLogic Managed Server for Oracle Access Manager
= Application deployed on the Managed Server

Note: In an existing WebLogic Server domain, the WebLogic
Administration Server is already installed and operational.

While using the Oracle Fusion Middleware Configuration Wizard, the with-DB config
template was chosen to set up the database for application domain metadata. The
database must be extended with the OAM-specific schema using the Repository
Creation Utility (RCU). The policy store bootstrap occurs on the initial AdminServer
startup after running the Configuration Wizard. For more information, see the Oracle
Fusion Middleware Installation Guide for Oracle Identity Management.

The default Embedded LDAP is set as the primary user identity store for OAM 11g.

A Java key store is set up to be used for certificates for Simple or Certificate-based
communication between OAM Servers and WebGates during authorization. The key
store bootstrap also occurs on the initial AdminServer startup after running the
Configuration Wizard.

2.3.2 About Post-Installation Tasks

During initial deployment, the WebLogic Administrator userID and password are set
for use when signing in to both the OAM Administration Console and WebLogic
Server Administration Console. A different administrator can be assigned for OAM, as
described in "Introduction to OAM Administrators" on page 2-9.

OAM administrators can log in and use the OAM Administration Console to manage:
=  User identity stores

s OAM Server registration

= Partner (agent and partner application) registration

= Application domains and policies to protect resources

»  User sessions

= Common Server Properties
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2.4 Introduction to OAM Administrators

Only users with sufficient privileges can log in to the Oracle Access Manager
Administration Console or use OAM administrative command-line tools such as the
remote registration tool or WLST. The WebLogic Scripting Tool (WLST) is a
command-line scripting environment that can be used to manage, and monitor
WebLogic Server domains. Administrators can also use customized OAM WLST
commands to perform a number of tasks.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators"

During initial deployment, the administrator userID and password are set. By default,
access to the OAM Administration Console is provided using the WebLogic Server
"Administrators" group. These credentials provide access to both the WebLogic Server
Administration Console and the Oracle Access Manager Administration Console.

Note: Initially, administrative users must log in to the OAM
Administration Console using the WebLogic Administrator
credentials set during initial OAM configuration.

Table 2-3 describes the administrator Role that is recognized by Oracle Access
Manager and WebLogic, and the default LDAP group to which the Role is mapped in
the primary user identity store.

Table 2-3 Role Mapping from an LDAP Group to OAM Administrator

OAM Administrator Role Description and LDAP Group

OAM Administrator’s The LDAP group defined within the primary user identity store that grants
Role users full OAM system and policy configuration privileges.

Default Group = Administrators

Note: Specifying a different LDAP group prohibits WebLogic administrators
from logging in to OAM or from using OAM administrative command-line
tools.

Your enterprise might require independent sets of administrators: one set of users
responsible for OAM administration and a different set for WebLogic administration.
For more information, see "Defining a New OAM Administrator Role" on page 3-9.

2.5 Logging In to and Signing Out of Oracle Access Manager 11¢

This section describes how to log in to and sign out of the Oracle Access Manager
Administration Console directly.

This section provides the following topics:
s Logging In to the Oracle Access Manager 11g Administration Console

= Signing Out of Oracle Access Manager 11g Administration Console

Note: If you have Oracle Identity Navigator installed to access
multiple consoles from one URL, see the Oracle Fusion Middleware
Administrator’s Guide for Oracle Identity Navigator.
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2.5.1 Logging In to the Oracle Access Manager 11g Administration Console
The OAM log in page is shown in Figure 2—4.

Figure 2-4 Oracle Access Manager 11g Log In Page

ORACLE
Access Manager

Note: Ensure that you use the correct administrative credential for
log in. Initially, the LDAP group for the OAM Administrator is the
same as the LDAP group defined for the WebLogic Server
Administration Console ("Administrators") and the primary user
identity store is the WebLogic Embedded LDAP.

To log in to Oracle Access Manager 11g

In a browser window, enter the URL to the Oracle Access Manager 11g using the
appropriate protocol (HTTP or HTTPS). For example:

1.

3.

https://hostname:port/oamconsole/

In the sample URL shown here:

HTTPS represents the Hypertext Transfer Protocol (HTTP) with the Secure
Socket Layer (SSL) enabled to encrypt and decrypt user page requests and the
pages returned by the Web server

hostname refers to fully-qualified domain name of the computer hosting the
Oracle Access Manager 11g Administration Console

port refers to the designated bind port for the OAM Administration Console
(this is the same as the bind port for the WebLogic Server Administration
Console)

/oamconsole/refers to the OAM Administration Console Log In page

On the Log In page, enter the OAM Administrator credentials. For example:

Username: Admin_login_id

Password: Admin_password

Click the Log In button or press the Enter key.

4. Proceed as follows:
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= Successful: Policy Configuration, and System Configuration tabs appear on
the left; Welcome page is on the right. Tour the console, as described in
"Introduction to Policy Configuration and System Configuration Tabs" on
page 2-20 or start performing tasks on your own.

= Not Successful: Log in again and ensure that you enter information exactly as
specified for the OAM Administrator in the primary user identity store.

See Also: "Introduction to OAM Administrators" on page 2-9

2.5.2 Signing Out of Oracle Access Manager 11g Administration Console

The Sign Out link appears in the upper-right corner of the Administration Console, as
shown in Figure 2-5. You select the Sign Out link to conclude your session. Oracle
recommends that you also close the browser window after signing out.

Figure 2-5 Sign Out Link, Upper-right Corner

DRACLE" Access Manager Help signow O

Signed in as weblogic

“

Palicy Configuration System Configuration

all » E Welcome

@ Search Welcome to Oracle Access Manager 11g

S Vien bhis mmmenle ke

To sign out of Oracle Access Manager 11g Administration Console
1. Click the Sign Out link in the upper-right corner of the console.

2. Close your browser window.

2.6 Introduction to the OAM Administration Console and Controls

The Oracle Access Manager Administration Console is a Web-based program that
provides function-level tabs and controls, as well as page-level tabs and controls. This
section introduces the Oracle Access Manager 11g Administration Console.

The Oracle Access Manager 11g Administration Console provides the system and
policy configuration management functions required by administrators. You can enter
the URL to the Oracle Access Manager 11g console in a browser window:

https://hostname: port/oamconsole
In the sample URL, hostname refers to computer that hosts the Oracle Access Manager

11g Administration Console; port refers to the HTTP port number on which the console
host listens; /oamconsole refers to the Log In page.

This section provides a quick introduction to orient you to the Oracle Access Manager
Administration Console.

= Console Layout and Controls
= Elements on a Page

= Selecting Controls in the Administration Console
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2.6.1 Console Layout and Controls

Figure 2-6 provides a look at the Administration Console as it appears immediately
after log in.

Figure 2-6 OAM Administration Console Welcome Page and Policy Configuration Tab

[E] welcome

Welcome to Oracle Access Manager 11g

Use this console to
» Manage the Access Manager policies already configured in the system,
# Manage the agent profiles and server profiles of the configured Access Manager servers,
» PRegister new applications that need single sign-on integration with Oracle Access Manager,

Click any of the links below ko start using Oracle Access Manager. Alternatively, you can use the navigation tree on the left as
well,

|| Server Configuration Policies
Manage server properties like Auditing, Logging, Session Manage policy components and application domains,
timeout etc,

Add Application Domain
Add Server Configuration

_\’1‘.- Agent Configuration [ other
Manage partner applications. Manage other configuration like User Identity Store,
Add OaM 10g Agent Add User Identity Store

Add 0AM 119 Agent
Add 0550 Agent

The OAM 11g Administration Console provides named function tabs on the left above
the search controls and a menu and tool bar above the navigation tree. Open pages
appear on the right. Currently the Welcome page is open.

Following topics provide more information:
s Welcome Page

= Function-Level Tabs and Controls

= Content Pages and Page Controls

See Also: "Selecting Controls in the Administration Console" on
page 2-19

2.6.1.1 Welcome Page

Initially, the Welcome page is open and active on the right side of the console. Sections
on the Welcome page include a brief description of a specific function and one or more
"shortcuts” (links that you can select) to initiate certain tasks immediately as explained
in Table 2—-4.

Table 2-4 Welcome Page Quick Pick Sections

Quick Pick Section Description

Server Configuration Click Add Server Configuration to launch a fresh Create: OAM Server
page. See "About the System Configuration Tab" on page 2-20 for more
information.

|2l Server Configuration
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Table 2-4 (Cont.) Welcome Page Quick Pick Sections

Quick Pick Section

Description

Policies Click Add Application Domain to launch a fresh Application Domains
page. See "About the Policy Configuration Tab" on page 2-22 for more
information.

|8 Policies
Agent Configuration = Click Add OAM 10g Agent to launch a fresh Create: OAM Agent

_'_‘g;', Agent Configuration

page.

= Click Add OAM 11g Agent to launch a fresh Create: OAM Agent
page.

= Click Add OSSO Agent to launch a fresh Create: OSSO Agent
page.

Other

[ Other

Click Add Identity Store to launch a fresh Create: User Identity Store
page.

2.6.1.2 Function-Level Tabs and Controls
Table 2-5 introduces the function-level tabs in the OAM 11g Administration Console.

Table 2-5 Function Tabs and Descriptions

Function Tab Name

Description

Policy Configuration

Policy Configuration

Provides access to definitions for Shared Components and Application
Domains. This tab is active and the related navigation tree is visible for
browsing on the left side of the screen when you enter the console.

See "About the Policy Configuration Tab" on page 2-22 for more
information.

System Configuration

System Configuration

Provides access to system-level definitions for Agents, Servers, and Data
Sources. This is not the active tab when you enter the console, which is
why it appears a different color.

See "About the System Configuration Tab" on page 2-20 for more
information.

Browse

|?:8 Browse |

Provides the navigation tree from which you can access nodes and
instances related to the active configuration tab (Policy or System). This
tab is active when you enter the Administration Console.

Search Results

Provides access to the results of your latest search. Search controls
appear above the Browse and Search Results tabs.

For more information, see "Conducting Searches" on page 2-24.

The following topics provide more information about specific controls:

= Browse Tab and Navigation Tree

s Menu and Tool Bar

s View Menu

s Actions Menu

See Also: "Selecting Controls in the Administration Console" on

page 2-19
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2.6.1.21 Browse Tab and Navigation Tree When the Browse tab is selected, the navigation
tree for the active configuration tab (System Configuration or Policy Configuration
tab) is visible. Named nodes identify groups under which you can choose individual
instances on which to take action.

The nodes in the navigation tree for the Policy Configuration and System
Configuration tabs are shown in Figure 2-7.

Figure 2-7 Policy Configuration and System Configuration Navigation Trees

Policy Configuration [ System Configuration .

all v all ¥
(B) Search (B) Search
%g Browse
: Actions - Yiew - @ £
W Eli] Shared Components T ;{- Agents

7 Resource Type
HTTP

s

Authentication Schemes
2 AnonyrousScherne

R4 A‘ﬁ OAM Agents
L= E&‘a 11gwWebgates
= 535 10 wiebgates
I #0550 agents
[= | Server Instances
= [TiData Sources

BasicScheme R Authentication Modules
Kerbscheme W ﬁ’ LO&P Authentication Modules
LDAPNoPasswordvalidation Scheme LDAP

LOAPScheme E? LD&PMoPasswardauthModule
OpaMadvanced W 509 Aukhentication Modules
CaAMBasic E? w509

QIFScheme " Kerberos Authentication Modules
OIMScheme E? Kerberos

#5035cheme v (s

= @ Application Domains Session Management

For more information, see the following topics:

= "About the System Configuration Tab" on page 2-20

= "About the Policy Configuration Tab" on page 2-22

26.1.22 Menu and Tool Bar A menu and tool bar appears above the navigation tree, as
shown in Figure 2-8. Menus provide commands that you can use to take action on the

selected item in the navigation tree. Many menu commands are also provided as
command buttons in the tool bar for quick access.

Figure 2-8 Menu and Tool Bar Above the Navigation Tree

- @ W

Table 2-6 provides a description of each command button in the tool bar. Buttons

appear in color when they are available. When a command cannot be used, the
command button (or menu item) appears in grey.
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Table 2-6 Command Buttons in the Tool Bar

Button Definition Description
Refresh Revives the navigation tree, in the same way a Web browser refreshes a Web
page.
— Create Opens a fresh page under the selected node in the navigation tree, which you
can fill in to add a new configuration of the selected type. The new page opens

as the active page on the right side of the navigation tree.

This is available when you can add a new configuration, for instance, under
Server Instances, or a specific Agent type, or a user identity store, or a
non-HTTP Resource Type or Host Identifier or Application Domain.

Alternatively, use the Create command on the Actions menu as described in
Table 2-8.

Duplicate Creates a copy of the selected configuration in the navigation tree, named
"copy of original." The copy opens as the active page for immediate editing.
Many fields are filled in.

|65

Exception: Fields that make up the unique identifier of the object (for
example, Name of the policy or the URL pattern of a resource) are not
automatically filled in.

Note: You edit and save the duplicate as usual.

Edit Opens the instance you have selected in the navigation tree, to view or
modify. The configuration page opens as the active page on the right side of
the navigation tree.

IS

Alternatively, double click the instance name to display a page for editing.

Delete Removes the selected configuration. A deleted configuration is removed from
*® the navigation tree and is no longer accessible to the system. For instance, if
you delete an Agent configuration, the Agent is no longer registered and
cannot be used.

Alternatively, use the Delete command on the Actions menu as described in
Table 2-8.

Detach Separates the selected item (a results table on a configuration page, for
instance) and displays it alone as a full page.

Note: If you are viewing a detached table, you can click this button to
re-attach it to the corresponding page and restore the standard page view.

2,6.1.2.3 View Menu Figure 2-9 illustrates the View menu, which is available for use
with both the Policy Configuration tab and the System Configuration tab.

Figure 2-9 View Menu

Collapse
Expand All Belaw
Collapse All Below

Expand all

Collapse all

Siroll ko First Ctrl+Home
Scroll ko Last Chrl+End

Unavailable items (those that cannot be used on the selection in the navigation tree)
appear in grey. View menu command descriptions are provided in Table 2-7.
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Table 2-7 View Menu Command Descriptions

Command Description

Expand Immediately reveal items within the selected node in the navigation tree.
This does not open or activate a configuration page.

Alternatively, click the icon beside the node in the navigation tree.

Collapse Immediately conceal everything within the selected node in the
navigation tree. This does not close an open page.

Alternatively, click the icon beside the node in the navigation tree.

Expand All Below Immediately reveal everything within the selected node. For example,
click Application Domains and then click Expand All Below to see all
application domains.

Collapse All Below Immediately close the selected node and conceal its content. This does
not close an open page.

Expand All Immediately reveal all nodes and instances in the navigation tree. This
has no impact on open pages.

Collapse All Immediately conceal all nodes and instances in the navigation tree. This
has no impact on open pages.

Scroll to First Ctrl+Home Locates and displays the first item in the navigation tree or results table.

Scroll to Last  Ctrl+End Locates and displays the last item in the navigation tree or results table.

2.6.1.2.4 Actions Menu This menu is available only when the System Configuration tab
is active. Figure 2-9 illustrates the Actions menu, which provides appropriate
commands for the selection in the navigation tree. For instance, if you have Server
Instances selected in the navigation tree one of the commands on the Actions menu
enables you to open the Server Common Properties page for viewing or editing.

Figure 2-10 Actions Menu

Open

Monikor

Delete
Actions menu command descriptions are provided in Table 2-8. Certain commands on
this menu mirror functions that are available by using command buttons in the tool
bar. Unavailable items (those that cannot be used on the selection in the navigation
tree) appear in grey.

Table 2-8 System Configuration, Action Menu, Command Descriptions

Command Description

Open Opens the configuration page for the selected instance in the navigation
tree. This is not available when you have a node selected in the
navigation tree.

Alternatively, double-click the instance name in the navigation tree to
open a page.

Create Activates a fresh page that you can fill in to define a new configuration.

Alternatively, click the Create button in the tool bar as described in
Table 2-6.
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Table 2-8 (Cont.) System Configuration, Action Menu, Command Descriptions

Command Description

Monitor Displays the monitoring page for the Agent selected in the navigation
tree. For more information, see Chapter 15.

Open common properties Opens the OAM Server Common Properties page, which provides
various functional configurations shared among all OAM servers. This is
available only when the Server Instances node is selected in the
navigation tree.

Delete Removes the selected instance registration. The deleted registration is
removed from the navigation tree and is no longer accessible to the
system. For instance, if you delete an agent registration, the Agent is no
longer registered and cannot be used.

Alternatively, click the Delete button in the tool bar as described in
Table 2-6.

2.6.1.3 Content Pages and Page Controls

Like the Welcome page, any open content pages appear on the right side of the
console.

The active content page is visible and generally provides a work space where you can
add, view, or modify related settings. A named tab identifies each open page, like the
tabs on manila folders. The tab of the active page is white.

Up to ten pages can be open simultaneously per configuration tab: Policy
Configuration tab or System Configuration tab. Only the named tabs of opened pages
for the currently active configuration tab are shown.

Only the active page is visible, with as many named tabs of other open pages that can
fit on one line. You can click a named tab to activate the corresponding page. When
named tabs of open pages do not fit on one line, a pointer is provided that enables you
to open and choose from a list of concealed pages. Figure 2-11 illustrates multiple
pages open at the same time. You can see named tabs for each page and controls to
access pages that are concealed (or to close the active page or close multiple pages).

Figure 2-11 Tabs of Open Pages, and Page Controls

Active Tab Cther Pages Poirter and List of
| | Concealed Pages

E Welcome hostt | host2
Welcome to Oracle Access Ma nagez: hostd

Close Page  Close All Pages

Use this console to

Each page appears only once. No warning is issued if you attempt to open the same
page multiple times. However, the page is only one time.

Note: There is no warning if you open the page for the same item
more than once.

The controls that you can use with open pages are described in Table 2-9.

See Also: "Selecting Controls in the Administration Console" on
page 2-19
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Table 2-9 Controls for Open Pages

Page Control

Definition

Description

View a list of
concealed pages

0

Click the pointer to view the list of concealed pages when
you cannot view all tabs simultaneously.

Close Active Page

Click this button to close the active page.

Note: Closing a page before clicking Apply discards any
changes or additions without warning. The changes are

lost. You can use this to cancel changes you do not want
to retain.

Close Multiple Pages =

Click this button to initiate closing multiple open
pages.

. In the dialog box that appears, click the box beside
the name of each page you want to close.

= Click OK to complete the action.

Note: Closing a page before clicking Apply discards any
changes or additions without warning. The changes are

lost. You can use this to cancel changes you do not want
to retain.

2.6.2 Elements on a Page

Pages in the Administration Console contain one or more graphical user interface
elements as described in Table 2-10. For an example of each element n the
Administration Console, see Figure 2-13 or log into the console and have a look.

Table 2-10 Page Elements and Descriptions

Page Element

Description

Named tab

Identifies each open page on the right side of the console. Also, displays
a page of related, lower-level settings. See Figure 2-14 for an example.

Page controls

Enables you to close one or more pages. See Table 2-9.

Apply button

Submits changes or additions made to the page.

Named text box

Enables you to enter relevant details in the named field using the
keyboard.

Option button Enables you to choose one of several options. For example, you can click
an option button to define a state (Enabled vs. Disabled) or a security
mode (Open vs. Simple vs. Cert).

Tables Displays current specifications or space for new specifications. Tables

have independent command buttons independent from page-level and
option buttons.

Command buttons for tables

Enables you to:
Add a fresh row.

Remove the selected row.

Drop down lists

Provides a menu of choices on certain pages (and as part of the Search
controls). You can choose one item from those listed.
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2.6.3 Selecting Controls in the Administration Console

This section describes how to select the desired node or instance in the navigation tree,
and selecting commands and page controls in the Administration Console. The usual
selection guidelines apply.

Table 2-11 describes selections and controls.

Table 2-11 Selection Tasks and Controls

Task Control Description
Expand a Click the Expand button beside the desired node in the navigation tree to
node reveal nodes or instances within it.

[ 5} Data Sources

Collapse a Click the Collapse button beside the desired node in the navigation tree to
node conceal nodes or instances beneath it.
W 4, Agents

Display Right-click  Right-click the desired node in the navigation tree to display a pop-up View
View menu  mouse menu.

button
Select Click mouse  Click the desired item on which to operate. For example, click the desired:

button

N Icon, node, or instance name in the navigation tree (Shared
Components is one example)

= Search Button: Initiates a search based on specified criteria

. Menu name and command to take action on the selected item in the
navigation tree

" Command button to take immediate action:
Menu and tool bar buttons (Table 2-6)
Close page buttons (Table 2-9)
= Command Button on a Page or Table:
Apply: Submits additions and changes on the active page.
Table or section buttons (Table 2-10)

&

Add a new row.

®

Remove the selected row.

= Links: Help, and Sign Out are examples

Activate Click mouse Click to activate the desired:

button =  Function tab: System Configuration, Policy Configuration, Browse,
Search

= Named tab on a page to reveal related lower-level settings to view or
modify: for instance, SSO Engine, Session, and so on

= Named Page tab to reveal (activate) the page
= Text field to enter information on a page

. Page Control (close or close all as described in Table 2-9)
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Table 2-11 (Cont.) Selection Tasks and Controls

Task Control Description

Open Double click  Double-click an instance name to open the configuration page. For example,
mouse double-click a specific:
button

" Resource Type name

. Host Identifier definition name

. Authentication scheme name

= Resource name in an application domain

= Authentication policy name in an application domain
N Authorization policy name in an application domain
. Agent instance name

. Server instance name

= User identity store instance name

" Database instance name

. Authentication module name

N System utility name

Highlight Drag cursor  Drag the cursor across text in a box to highlight its content.

2.7 Introduction to Policy Configuration and System Configuration Tabs

This section provides a quick tour to orient you to major Oracle Access Manager
functions:

= About the System Configuration Tab
= About the Policy Configuration Tab

2.7.1 About the System Configuration Tab

Figure 2-12 shows the console. The Policy Configuration and System Configuration
tabs appear on the left. Search controls appear directly beneath the Policy
Configuration and System Configuration tabs. The navigation tree for the active
(White) tab is identified by a Browse tab, which appears directly beneath the Search
controls.

A tool bar separates the Browse and Search Results tabs from the navigation tree. The
Actions menu is available only with the System Configuration tab; the View menu is
always available. The active page appears on the right. The Welcome page is currently
the active and open.

Figure 2-12 System Configuration Tab and navigation tree

Policy Configuration System Configuration
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The System Configuration tab is currently active. It gives administrators access to
Agent, Server, Data Source, and Authentication Module configuration details, and
System Utilities. The navigation tree beneath the search controls and tool bar is related
to the active tab.

See "Console Layout and Controls" on page 2-12 for details on navigating and
selecting command buttons, page controls, and menu items in the console.

You can also use commands on the View menu to expand the selected node in the
navigation tree or to expand all nodes simultaneously. For instance, click Expand All
from the View menu to see all nodes and related instances at one time.

Figure 2-13 provides an expanded view of nodes and instances on the System
Configuration tab, navigation tree. A server instance is selected in the tree and the
related configuration page appears on the right.

Figure 2-13 System Configuration: Expanded Tree (Left), Active Page (Right)
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Figure 2-14 shows the OAM Server Common Properties page, which provides tabs for
Auditing, SSO Engine, Session, Coherence, OAM Proxy, and Policy configuration
details. This group of definitions is common to all Oracle Access Manager Servers. The
Auditing Configuration tab is active and the relevant page is open on the right.
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Figure 2-14 OAM Server Common Properties
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For more information about system configuration, see:
s Partll, "OAM 11g System Management"

= Part III, "Single Sign-on, Policies, and Testing"

2.7.2 About the Policy Configuration Tab

The Policy Configuration tab in the Oracle Access Manager Administration Console
gives administrators access to application domain and shared component
configurations. The view in Figure 2-15 lists first-level items beneath Shared
Components and Authentication Schemes.
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Figure 2-15 Policy Configuration Tab, Navigation Tree, and Active Page
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See "Console Layout and Controls" on page 2-12 for details on navigating and
selecting command buttons, page controls, and menu items in the console.

You can also use commands on the View menu to expand the selected node in the
navigation tree or to expand all nodes simultaneously. For instance, click Expand All
from the View menu to see all nodes and related instances at one time.

See Also: PartV, "Logging and Auditing"

2.8 Viewing Configuration Details in the Console

Administrators can view configuration details of individual agents, servers instances,
data sources, shared components, and application domains from the OAM
Administration Console.

In this example, you will view configuration details for an OAM Agent (WebGate).
However, you can use similar steps to view configuration details for server instances,
data sources, application domains, or shared components.

Alternatively, you can use custom WLST commands for OAM to view agent and
server details.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators"

To view configuration details using the Administration Console
1. Go to the Oracle Access Manager Administration console and log in as usual. For
example:

https://hostname:port/oamconsole
In the sample URL, hostname refers to computer that hosts the Oracle Access

Manager 11g Administration Console; port refers to the HTTP port number on

which the console host listens; /oamconsole identifies the Administration
Console.
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2. Click the named tab that provides the configuration details you want to view. For
example:

System Configuration

3. Either select Expand All from the View menu, or expand a node to view its
content. For example:

Expand the Server Instances node, as described in Table 2-11, " Selection Tasks and
Controls" on page 2-19.

4. Double-click the instance name in the navigation tree to display the configuration
page on the right.

5. View the page and note any specific details of interest.

6. Close the page by clicking the control in the upper-right corner.

2.9 Conducting Searches

This topic describes what you can search for and how to perform a search in the
Administration Console.

s About Search Controls

= Searching for an Instance

2.9.1 About Search Controls

Search controls are shown and described in Table 2-12.

Table 2-12 Search Control Definitions

Search Control Description

From the Policy Configuration Search menu, choose an

Policy Configuration ™, item to define your search.

esource Type
Host Identifiers
Authentication Schemes
Application Domains
Resources
Authentication Policies
Authorization Policies

From the System Configuration Search menu, choose an
item to define your search.

I System Configuration

ol i
10g Webgates

11gwWebgates

2550 Agents

Server Instances

User Identity Skores

Databases

LDAR Authentication Modules

#3209 futhentication Modules
Ferberos Suthentication Modules
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Table 2-12 (Cont.) Search Control Definitions

Search Control

Description

Policy Configuration

10g Webgates
IDMDomaindgent

System Configuration

In the text field, enter the exact name of the instance you
want to find.

Click the Search button to initiate the search.

Note: The name you enter in the field must be an exact
match, including capitalization. No wild cards are
allowed.

10q \Webgates
IDMDomaindgent

Actions «  View -

Component
A‘é IDMDarnainAgent

Search Results

Click the Search Results tab to reveal the results of your
search.

Click a command button in the tool bar to remove the
instance. The configuration page appears on the right
side of the console.

Click Detach in the tool bar to expand the table to a full
page.

Select a View menu item to alter the appearance of the
results table.

2.9.2 Searching for an Instance

This topic describes how to perform a search using the capabilities in the

Administration Console.

In the example in the following procedure, a search is conducted for an application
domain. The procedure is generally the same, regardless of the type or instance you
might choose.

To perform a search
1.

2.
3.

Activate the Policy or System Configuration tab.

From the search type list, choose a type to define your search.

In the text field, enter the exact name of the instance you want to find. For

example:

my_host_identifier

Click the Search button to initiate the search.

Click the Search Results tab to display the results table, and then:

» Edit: Click the Edit command button in the tool bar to display the

configuration page.

s Delete: Click the Delete button in the tool bar to remove the instance; confirm
removal when the Confirmation window appears.

s Detach: Click Detach in the tool bar to expand the table to a full page.

= View: Select a View menu item to alter the appearance of the results table.

Click the Browse tab to return to the navigation tree when you finish with the

Search results.

Getting Started with OAM Administration and Navigation 2-25



Using Online Help

2.10 Using Online Help

At any time while using the Oracle Access Manager Administration Console, you can
click the Help link at the top of the page to get more information. Online Help topics
link to information in an online version of this book.

Online Help topics link to information in an online version of this book. Online Help
procedures provide a brief introduction, followed by the procedure itself.

Generally speaking, topics that are displayed by selecting Help in the Administration
Console appear in only English and Japanese languages. Online Help is not translated
into the nine ADMIN languages.

You can click the Welcome tab to display a list of topics that describe actions you can
take. For specific help topics, use the following procedure.

To locate a specific help topic

1. From the Administration Console, click a tab or named node in the navigation
tree.

2. Click Help in the upper-right corner of the Administration Console.

3. Review the page that appears in a new window and select one of the following
links to:

—  More—<Click this link to view more information.

—  How?—Click this link to see steps to perform a task related to your help
search.

— Contents—In the left Help pane, expand Contents to see all help topics as well
as all topics in the online manual.

- Search—Displays a search window where you can enter your help search
criteria.

4. Click the following buttons, as needed:
- View—Displays a set of viewing options.
- Arrows—Return to the previous page or go forward to the next page.
—  Printer Icon—Prints the page.

— Envelope Icon—Emails the page.

2.11 Command-Line Tools

Several command-line tools are available to perform various tasks using the keyboard
rather than the Administration Console. After using these commands, configurations
will be available in the Administration Console:

= Remote registration tool, oamreg, enables remote registration of OAM Agents and
OSSO0 Agents (mod_osso), and creation of default application domains.

See Also: Chapter 6, "Registering Partners (Agents and
Applications) Remotely"

s Upgrade Assistant (UA) enables you to transfer OSSO 10g configuration to Oracle
Access Manager 11g.
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See Also:
»  Oracle Fusion Middleware Upgrade Planning Guide
»  Oracle Fusion Middleware Upgrade Guide for Oracle Identity

Management

= Oracle WebLogic Scripting Tool (WLST) provides a number of custom OAM

command-line alternatives for tasks you can perform in the OAM Administration
Console.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators"

2.12 Logging Component Events

You can use the logging mechanism to capture critical Oracle Access Manager 11g
component events. Logging is the mechanism by which Oracle Access Manager 11g

components write messages to a file. These messages can be logged at different levels
of granularity.

For more information, see Chapter 13, "Logging Component Event Messages".
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OAM 11g System Management

Part II provides information about managing low-level system configuration details
for Oracle Access Manager 11g Release 1 (11.1.1).

Part II contains the following chapters:

»  Chapter 3, "Managing Data Sources"

»  Chapter 4, "Managing OAM Server Registration"

»  Chapter 5, "Registering Partners (Agents and Applications) by Using the Console"
»  Chapter 6, "Registering Partners (Agents and Applications) Remotely"
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Managing Data Sources

This chapter describes the steps to register and administer data sources in the Oracle
Access Manager Administration Console. This chapter includes the following topics:

m  Prerequisites

» Introduction to Managing Data Sources

= Managing User Identity Store and OAM Administrator Registrations
= Managing the Database by Using the OAM Administration Console

3.1 Prerequisites

This section identifies requirements for tasks in this chapter. Before you begin tasks in
this chapter, be sure to review the following topics:

s Introduction to Managing Data Sources

= Managing User Identity Store and OAM Administrator Registrations

3.2 Introduction to Managing Data Sources

Various types of data must be managed for Oracle Access Manager 11g, as described
in following topics:

= About User Identity Stores

= About the OAM Policy and Session Data Store

= About the OAM Configuration Data File

= About Security Keys and the Embedded Java Key Store

See Also:

s Chapter 12 for details about session data stored in-memory using
Oracle Coherence and propagated to Oracle Database

s Chapter 14 for details about Audit data is stored within audit files
or a separate Oracle Database (not the policy store)

3.2.1 About User Identity Stores

OAM administrator and user identities are stored within an LDAP user identity store
for use during authentication and authorization.

A User Identity Store is a centralized LDAP store in which an aggregation of
administrator and user-oriented data is kept and maintained in an organized way.
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Only user and group identity data are stored in the centralized LDAP store. Only the
Primary user identity store can be used to authenticate:

= Administrators signing in to use the OAM Administration Console, remote
registration, and custom administrative commands for OAM 11g in WLST

= Users attempting to access an OAM-protected resource

In the OAM 11g Administration Console, User Identity Store registrations are
organized under the Data Sources node of the System Configuration tab.
Administrators can register, view, modify, and delete User Identity Store registrations
using either the OAM Administration Console or custom WLST commands for OAM
11g.

During initial WebLogic Server domain configuration using the Oracle Fusion
Middleware Configuration Wizard, the embedded LDAP is configured as the one and
only user identity store.

Note: The embedded LDAP performs best with fewer than 10,000
users. With more users, consider a separate enterprise LDAP server.

Within the embedded LDAP, the Administrators group is created with "weblogic"is
seeded as the default administrator.

See Also: Oracle Fusion Middleware Securing Oracle WebLogic Server
Part Number E13707-01

Administrators can define multiple user identity stores for OAM 11g. Each identity
store can rely on a different LDAP provider. External LDAP repositories can provide
user, role, and group membership information to be used when evaluating policies
during authentication and authorization. After installing and configuring an
enterprise LDAP directory server, the administrator must register it with OAM 11g to
ensure connectivity with Oracle Access Manager servers.

After registering the identity store, administrators can reference it in one or more
authentication modules that form the basis for authentication schemes.

Note: Only the Primary user identity store is used for administrator
and user authentication.

For more information, see "About the User Identity Store Registration Page" on
page 3-4.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators"

3.2.2 About the OAM Policy and Session Data Store

OAM 11g requires a database to store OAM policy data and (optionally) OAM user
session data.

The policy database must be installed according to vendor instructions, and extended
with the OAM-specific schema using RCU, as described in Oracle Fusion Middleware
Installation Guide for Oracle Identity Management. Running the Oracle Access
Manager with Database Policy Store configuration template automatically prepares
the database to store OAM 11g policy and session data.
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The database is specified for Oracle Access Manager 11g during initial configuration in
a Oracle WebLogic Server domain using the Oracle Fusion Middleware Configuration

Wizard.
Note: Your OAM 11g deployment can have one policy and one
session store, at most. By default, a single JDBC data source is used for
both.

The following data is maintained:

= Policy data, including authentication modules and schemes, application domains,
authentication and authorization policies.

= Session data, as a persistent backup to distributed in-memory storage
An administrator must extend the database with the OAM-specific schema.

For more information, see "Managing the Database by Using the OAM Administration
Console" on page 3-10.

Note: The preferred mode for audit data storage in production
environments is writing audit records to a stand-alone RDBMS
database for audit data only. This is done using a separately
configured audit store. The policy store is not used for audit data.

3.2.3 About the OAM Configuration Data File

Oracle Access Manager provides an XML file (oam-config.xml) containing all
OAM-related system configuration data. Each OAM Server has a local copy of the
latest configuration XML file.

Any changes that are made to the OAM deployment configuration, including server
and agent registration, are stored in the oam-config.xml file and are automatically
propagated to each OAM Server.

Note: The oam-config.xml file should not be edited. Changes could
result in lost data or overwriting of the file during data synch
operations.

Whether you have fail over configured in a high-availability environment, or not, all
OAM Servers always have the latest oam-config.xml file.

3.2.4 About Security Keys and the Embedded Java Key Store

The preferred keystore format is JKS (Java KeyStore). A Java keystore is associated
with OAM 11g behind the scenes and is used to store cryptographic security keys that
are generated to encrypt agent traffic and session tokens.

s Every OAM and OSSO Agent has a secret key that other agents cannot read.
»  There is also a key to encrypt Oracle Coherence-based session management traffic.

s During agent and partner (application) registration, a key is generated that is used
for encrypting and decrypting SSO Cookies (ObSSOCookie for WebGates and
mod_osso cookie).
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Table 3-1 compares the cryptographic keys generated by OAM 11g, 10g, and OSSO
10g, as well as a brief description of there each is stored.

Table 3-1 Key Comparison

Cryptographic keys

OAM 11g OAM 109 0SSO 109
One per agent secret key One global shared secretkey = One key per partner
shared between for all OAM WebGates shared between mod_
WebGate and OAM osso and OSSO server
Server

= OSSO server’s own key

Keys storage

One OAM Server key «  One global key per

11g WebGate: OSSO setup for the
OAMAuthnCookie GITO domain cookie
10g WebGate:

ObSSOCookie

Agent side: A per agent Global shared secretstoredin =  mod_osso side: partner
key is stored locally in the directory server only (not keys and GITO global
the Oracle Secret Store in  accessible to WebGate) key stored locally in

a wallet file obfuscated configuration
OAM 11g server side: A file

per agent key, and server s OSSO server side:

key, are stored in the partner keys, GITO
credential store on the global key, and server
server side key are all stored in the

directory server

Note: The key store is not available through the console and cannot
be viewed, managed, or modified.

3.3 Managing User Identity Store and OAM Administrator Registrations

This section provides the steps you need to manage user identity store registrations
using the OAM 11g Administration Console.

About the User Identity Store Registration Page
Searching for a User Identity Store Registration
Registering a New User Identity Store

Viewing or Editing a User Identity Store Registration
Deleting a User Identity Store Registration

Defining a New OAM Administrator Role

3.3.1 About the User Identity Store Registration Page

This topic describes the various user identity store settings under the System
Configuration tab.
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Figure 3—1 Create User Identity Store Page for Embedded LDAP

O Welcome UserldentityStorel Create User Identity Store @ lj

&Create: User Identity Store Test Connection | Apply |

* Mame

* L dap Provider :Embedded LDAP: Cracle WeblLogic Embedded LDAP {5

~la-sRole Mapping

* OAM Administrator's Role | Administrators

Figure 3-2 illustrates a completed user identity store registration page in the
Administration Console. With the exception of the Embedded LDAP store, all
registrations require the same type of information regardless of the LDAP directory
server you are registering. A Test Connection button appears at the top of this page. By
default, the embedded LDAP store is set as the Primary user identity store. If a data
source is not set as primary, the Set As Primary button is available.

Figure 3-2 Completed User Identity Store Registration for Oracle Internet Directory
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* User Search Base

* Group Search Base
* User Mame Attribute
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:0I0: Oracle Internet Direckor:

Idap:/ldap-host: 7001

cr=Adiin

L1111l ]

ou=people, ou=myrealm,dc=base_
ou=groups,ou=myrealm, dc=base_

uid

Adrministrators

Test Connection 5

Required settings are identified by the asterisk (*). Table 3-2 describes each element
and is organized by element types.

Table 3-2 Required User Identity Store Elements

Elements Description

Name A unique name for this registration. Use up to 30 characters for the name.
Location and Credentials

LDAP URL The URL for the LDAP host, including the port number.

For example, the default embedded LDAP host might be:

ldap://localhost:7001

You can also specify Idaps://, which supports SSL_NO_AUTH.
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Table 3-2 (Cont.) Required User Identity Store Elements

Elements

Description

Principal

The user DN for the connection pool over which all other BINDs occur. Oracle
recommends a non administrative user with appropriate Read and Search
privileges for the user and group base DNs.

For example:

uid=amldapuser, ou=people, o=org

credential

The password of the Principal, which is encrypted for security.

Connection Details

Connection Pool Size

The initial size set for the connection pool.

Connection Wait
Timeout

The number (in seconds) that connection requests can wait before timing out in
the event of a fully utilized pool.

Connection Pool Retry
Count

The number of time that the connection is retried when there is a connection
failure.

Search Time Limit

The time limit for LDAP searches and bind operations on the connection pool.
Default: 0

Referral Policy One of these values:
= follow: Follows referrals during an LDAP search
= ignore: Ignores referral entries during an LDAP search
= throw: Results in a ReferralException, which can be caught by the
component user.
Users
User Name Attribute The attribute that identifies the username.

For example:

uid

User Search Base

The node in the directory information tree (DIT) under which user data is
stored, and the highest possible base for all user data searches.

For example:

ou=people, ou=myrealm,dc=base_domain

User Filter Object Class

The object classes to be included in search results for users, in a
comma-separated list of user object class names. For example: user,person.

Groups

Group Name Attribute

The attribute that identifies the group name.

Default: cn

Group Search Base

Currently only static groups are supported, with the uniquemember attribute.

The node in the directory information tree (DIT) under which group data is
stored, and the highest possible base for all group data searches.

For example:

ou=groups, ou=myrealm,dc=base_domain

Group Filter Object
Class

The object classes to be included in the search results for groups, in a
comma-separated list of group object classes. For example:
groups,groupOfNames.

Group Caching

Group Cache Enabled

Boolean value for group cache: true or false.
Default: true

Group Cache Size

Integer for the group cache size.
Default: 10000

Group Cache TTL

Integer (in seconds) for Time to Live for group cache elements.
Default: 0
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Table 3-2 (Cont.) Required User Identity Store Elements

Elements Description
LDAP Provider A list of all supported LDAP providers from which you can choose.
Logic Embedded LOGP
QID: Orache Internet Directory
IPlanet: Oracle Direckary Server Enterprise Editian
AD: Microsoft Active Directory
EDirectory: Mavell eDirectory
[ WD Oracle Wirtual Director
Primary Primary is checked only when this LDAP store is set as the primary User
Identity Store (by clicking the Set as Primary button at the top of the registration
page). Checking this option has no effect.
OAM Administrator’s  The group defined within the primary user identity store that grants users full
Role OAM system and policy configuration privileges.

Default Group = Administrators

Note: Specifying a different LDAP group prohibits WebLogic administrators
from logging in to OAM.

See Also: "Introduction to OAM Administrators" on page 2-9.

See Also: Details about classifying users in Chapter 9, "Managing
Policies to Protect Resources and Enable SSO"

3.3.2 Searching for a User Identity Store Registration

Users with valid OAM Administrator credentials can use this procedure to search for a
user identity store using the Administration Console.

Prerequisites

The user identity store that you intend to register must be installed and running with
appropriate users and groups and roles defined.

To search for a user identity store registration
1. Activate the System Configuration tab.

2. From the search type list, choose the User Identity Stores type to define your

search.

3. In the text field, enter the exact name of the instance you want to find. For

example:

my_user_identity store

4. Click the Search button to initiate the search.

5. Click the Search Results tab to display the results table, and then:

» Edit: Click the Edit command button in the tool bar to display the
configuration page.

s Delete: Click the Delete button in the tool bar to remove the instance; confirm
removal in the Confirmation window.

s Detach: Click Detach in the tool bar to expand the table to a full page.

= View: Select a View menu item to alter the appearance of the results table.
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6. Click the Browse tab to return to the navigation tree when you finish with the
Search results.

3.3.3 Registering a New User Identity Store

Users with valid OAM Administrator credentials can use this procedure to register a
new user identity store using the Administration Console.

After you register the identity store, you can reference it in one or more authentication

modules that form the basis for authentication schemes.

See Also: "About the User Identity Store Registration Page" on
page 3-4

Prerequisites
The user identity store that you intend to register must be installed and running.

To register a new user identity store definition

1. From the System Configuration tab, navigation tree, expand the Data Source
nodes.

Click User Identity Stores.
Click the Create command button in the tool bar.

Add appropriate values for each element, as described in Table 3-2.

a k& ® N

Role Mapping: Enter the name of the LDAP group defined for OAM
administrators within the user identity store (Table 3-2).

o

Click Apply to submit the registration.

7. Click Test Connection button to confirm connectivity, then close the Confirmation
window.

8. Close the registration page, then re-open it.

9. Set as Primary: Click this button to set this LDAP store as the primary user
identity store for authentication and authorization.

10. Click Apply to submit the registration and close the page.

11. Configure one or more authentication modules to use this store, as described in
"Managing Authentication Modules" on page 8-12.

3.3.4 Viewing or Editing a User Identity Store Registration

Users with valid OAM Administrator credentials can modify the registration of a user
identity store.

To view or modify a user identity store registration

1. From the System Configuration tab, navigation tree, expand the Data Sources
node.

Expand the User Identity Stores node.
Double-click the name of the desired User Identity Store registration.

Modify values as needed (see Table 3-2).

a0 DN

Click Apply to update the registration (or close the page without applying
changes).
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Click Test Connection button to confirm connectivity, then close the Confirmation
window.

Close the registration page, then re-open it.

Set as Primary: Click this button to set this LDAP store as the primary user
identity store for authentication and authorization.

Close the page when you finish.

3.3.5 Deleting a User Identity Store Registration

Users with valid OAM Administrator credentials can use this procedure to delete a
non-primary user identity store registration using the Administration Console.

Note: You cannot delete the primary user identity store registration.

To delete a secondary user identity store registration

1.

Edit LDAP Authentication Modules that reference the store to be deleted (to
ensure a valid identity store is referenced).

From the System Configuration tab, navigation tree, expand the Data Sources
node.

Expand the User Identity Stores node.

Optional: Double-click the desired instance name to confirm it is the one to delete
and then close the page.

Click the desired instance name and then click the Delete button in the tool bar.

Click the Delete button in the Confirmation window (or click Cancel to dismiss the
window and retain the instance).

Confirm that the definition is no longer listed in the navigation tree.

3.3.6 Defining a New OAM Administrator Role

By default, the OAM Administrators role is the same as the WebLogic Administrators
role (Administrators). However, OAM administrators can use the following procedure
to define a new OAM administrator role which must be stored in the primary user
identity store for OAM 11g.

To change the OAM Administrator role

1.

2.

In the Primary user identity store for OAM:
a. Define a different LDAP group to use for OAM Administrators.

b. Ensure that your OAM Administrators group is available in the group search
base.

Log in to the OAM Administration Console and:

a. Open the desired User Identity Store registration, as described in "Viewing or
Editing a User Identity Store Registration".

b. Modify the OAM Administrator role as needed (see Table 3-2).
c. Apply the changes to this registration, test the connection, and close the page.

d. Set as Primary: Re-open the registration page, click the Set as Primary button,
and click Apply.
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3. Test the New Role: Close the browser window, then re-open it.
a. Sign out of the OAM Administration Console and close the browser window.

b. Start up the OAM Administration Console and attempt to log in using the
previous OAM Administrator role to confirm that this attempt fails.

c. Log in using the new OAM Administrator role to confirm that this attempt is
successful.

3.4 Managing the Database by Using the OAM Administration Console

This section includes the following topics:
= About Database Deployment for OAM 11g

»  Configuring a Separate Database for Session Data

3.4.1 About Database Deployment for OAM 11g

Oracle requires a single database as the policy, which can also be used to store session
data. Using the database as the session store provides greater scalability and
fault-tolerance (against a power event taking all servers down). You can have up to
one policy database and one session database.

During initial deployment using the WebLogic Configuration Wizard, the following
database details are requested:

= Database login ID and password
s Database Service name and location

Using the WebLogic Configuration Wizard you can test the connection to the database.
Also, the database is registered with OAM.

Basic schema creation occurs when the RCU is invoked. The RCU prepares the
database to accept data for OAM 11g. Running the Oracle Access Manager with
Database Policy Store configuration template automatically prepares the database to
store OAM 11g policy and session data. Actual OAM policy elements are created the
first time the WebLogic AdminServer is started with the OAM Administration Console
deployed.

See Also: Oracle Fusion Middleware Installation Guide for Oracle
Identity Management

Note: Only one database can be registered with OAM for use as a
policy store. OAM includes a read-only oam-policy.xml file in the
domain home. This file should not be edited directly. Changes can
result in lost data or overwriting of the file during data synch
operations.

3.4.2 Configuring a Separate Database for Session Data

Oracle Access Manager 11g includes a data source named "oamDS" which is
configured against the database instance extended with the OAM Schema. The
following pre-defined Java Naming and Directory Interface (JNDI) names are used by
the OAM Server to refer the data source.

jdbc/oamds (used by both the policy layer and session layer to access database)
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You can use the following procedure to create a separate database instance for session
data using the WebLogic Administration Console. There is no support for this action in
the OAM Administration Console.

To create and use an independent database for session data

1. Install and configure the database for session data and then use RCU with the
OAM-specific schema to set up the database as a session data store.

2. Create a new Data Source instance for session data:

a. From the WebLogic Administration Console, Domain Structure panel, expand
the domain name, Services node.

b. Expand JDBC, Data Source.
c. Create a new Data Source with the JNDI name jdbc/ocamsession.
d. Save the changes.

e. Stop the OAM Servers and the AdminServer to avoid potential loss of data
during the next step.

f. In oam-config.xml, edit the value of the DataSourceName attribute to the one
configured in step 1. For example:

domain-home/config/fmwconfig/oam-config.xml

From:

<Setting Name="SmeDb" Type="htf:map">
<Setting Name="URL" Type="xsd:string">jdbc:oracle:thin://amdb.example.
com:2001/AM</Setting>
<Setting Name="Principal" Type="xsd:string">amuser</Setting>
<Setting Name="Password" Type="xsd:string">password</Setting>
<Setting Name="DataSourceName" Type="xsd:string">jdbc/oamds</Setting>
</Setting>

To:

<Setting Name="SmeDb" Type="htf:map">
<Setting Name="URL" Type="xsd:string">jdbc:oracle:thin://amdb.example.
com:2001/AM</Setting>
<Setting Name="Principal" Type="xsd:string">amuser</Setting>
<Setting Name="Password" Type="xsd:string">password</Setting>
<Setting Name="DataSourceName"
Type="xsd:string">jdbc/oamsession</Setting>
</Setting>

3. Restart AdminServer and OAM Servers.
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Managing OAM Server Registration

This chapter describes how to provision and manage OAM Server instance
registrations using the Oracle Access Manager 11g Administration Console. The
following topics are included:

m  Prerequisites

s Introduction to OAM Server Registration and Management

= Managing Individual OAM Server Registrations

= Introduction to Managing OAM Server Common Properties

s Managing Common OAM Proxy Simple and Cert Mode Security

= Managing Run Time Policy Evaluation Caches

4.1 Prerequisites
Ensure that the following environmental considerations are met:

= A new Managed Server has been added to the domain using either the Oracle
WebLogic Server Administration Console or WLST commands.

»  The Oracle JRF Template was applied to the Managed Server (or cluster) if needed.
For details, see Oracle Fusion Middleware Administrator’s Guide.

Oracle recommends that you review the "Introduction to OAM Server Registration
and Management".

4.2 Introduction to OAM Server Registration and Management

This section introduces Oracle Access Manager server instance registration and
management in the following topics:

= About Server Side Differences Between OAM 11g and OAM 10g

= About Individual OAM Server Registrations

= About the Embedded Proxy Server and Backward Compatibility

= About OAM 11g SSO and Legacy OAM 10g SSO in Combination with OSSO
= About Communication Between OAM Servers and WebGates

= About Server Common Properties
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4.2.1 About Server Side Differences Between OAM 11g and OAM 10g

Table 4-1 summarizes server-side differences between Oracle Access Manager 11g,
OAM 10g, and OracleAS SSO 10g (extracted from the overall comparison in Table 2-1).

Table 4-1 Summary: Server-side Differences with OAM 11g versus OAM 1g versus OSSO 10g
OAM 11g OAM 10g 0SSO0 109
Server-side components s OAM Server (installed on = Access Server = OracleAS SSO server
a WebLogic Managed «  Policy Manager (OSSO server)
Sever)
= OAM Administration

Console (installed on
WebLogic Administration
Server)

Cryptographic keys

The protocols used to secure
information exchange on the
Internet.

One per agent secret key
shared between WebGate
and OAM Server,
generated during Agent
registration

One OAM Server key,
generated during Server
registration

One global shared secret key
per WebGate

= One key per partner
shared between mod_
osso and OSSO server

= OSSO server’s own key

= One global key per
OSSO setup for the
GITO domain cookie

Keys storage

Agent side: A per agent
key is stored locally in the
Oracle Secret Store in a
wallet file

OAM 11g server side: A
per agent key, and server
key, are stored in the
credential store on the
server side

Global shared secret stored in
the directory server only (not
accessible to WebGate)

= mod_osso side: partner
keys and GITO global
key stored locally in
obfuscated
configuration file

. OSSO server side:
partner keys, GITO
global key, and server
key are all stored in the
directory server

4.2.2 About Individual OAM Server Registrations

Administrators can add one or more Managed Servers to the WebLogic Server domain
for use with Oracle Access Manager 11g. When using the WebLogic Configuration
Wizard, the OAM Server is automatically registered with OAM 11g. However, if the
configuration wizard was not used, the OAM Server must be registered with the OAM
11g to open a communication channel.

Alternatively. You can use custom WLST commands for OAM to display, edit, or
delete a server registration Any changes are automatically propagated to the OAM
Administration Console and to every OAM Server in the cluster.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators"

Only OAM Servers are registered with OAM 11g. The OAM Administration Console
on the WebLogic Administration Server is not registered with itself.

Regardless of the method used to register an OAM Server, the details (also known as a
registration) are organized under the System Configuration tab in the OAM
Administration Console. OAM Server registration details within the OAM
Administration Console include:

s Server name, Host, Port

= Proxy: Performs as the legacy Access Server and defines the communication
security mode. For more information, see:
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- About the Embedded Proxy Server and Backward Compatibility
- About OAM 11g SSO and Legacy OAM 10g SSO in Combination with OSSO
- About Communication Between OAM Servers and WebGates

s Oracle Coherence: Provides a distributed cache for various OAM services,
including session data.

Administrators can search for a specific instance registration, register a newly installed
OAM Server, view, modify, or delete server registrations using the Oracle Access
Manager Administration Console. For more information, see "About the OAM Server
Registration Page" on page 4-5.

4.2.3 About the Embedded Proxy Server and Backward Compatibility

Oracle Access Manager 11g server-side components maintain backward compatibility
with existing Oracle Access Manager 10g policy-enforcement agents (OAM 10G
WebGates and AccessGates) and OracleAS SSO 10g mod_osso (known as OSSO
Agents in 11g).

Legacy OAM 10g SSO: The OAM Proxy can accept requests from multiple Access
clients concurrently and enables all WebGates and AccessGates to interact with Oracle
Access Manager 11g services. For more information, see "OAM Proxy Page" on

page 4-6.

See Also: "About OAM 11g SSO and Legacy OAM 10g SSO in
Combination with OSSO"

Legacy OracleAS 10g (OSSO): The integrated OSSO proxy handles token generation
and validation in response to token requests during authentication using OSSO Agents
with OAM 11g. The OSSO proxy needs no configuration. Simply register the OSSO
agent with OAM 11g as described in Chapter 5 and Chapter 6.

4.2.4 About OAM 11g SSO and Legacy OAM 10g SSO in Combination with 0SSO

You can upgrade OracleAS SSO to use OAM 11g SSO when you have a legacy
deployment where OAM 10g is integrated and used in combination with OracleAS
(0SsO) 10g.

After upgrading OSSO to use OAM 11g, you can have OAM 10g WebGates operating
with OAM 11g SSO the same deployment. In this situation, the OAM Proxy forwards
requests to either the OAM 10g Access Server or to OAM 11g services as needed.

The OAM 10g ObSSOCookie is an encrypted session-based single sign-on cookie that
is generated when a user authenticates successfully. The OAM 10g ObSSOCookie
stores user identity information, which you can cache if needed.

The integrated OAM Proxy supports the AES encryption algorithm of the 10g
ObSSOCookie to enable backward compatibility with release 10g WebGates. The 10g
Access Server can decrypt the cookie created by the OAM 11g Proxy (and vice versa).
This allows OAM 11g to perform authentication and OAM 10g to perform
authorization (and vice versa).

Note: An OAM 11g ObSSOCookie created by OAM Proxy is
compatible with the ObSSOCookie created by an Oracle Access
Manager 10g Access Server.
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For more information, see "OAM Proxy Page" on page 4-6.

4.2.5 About Communication Between OAM Servers and WebGates

Communication modes for the OAP channel include:

= Open: Use this unencrypted mode if communication security is not an issue in
your deployment.

= Simple: Use this Oracle-signed certificate mode if you have some security
concerns, such as not wanting to transmit passwords as plain text, but you do not
manage your own Certificate Authority (CA).

s Cert: Use if you want different certificates on OAM Servers and WebGates and you
have access to a trusted third-party CA.

On each individual OAM Server registration, the security mode is defined on the
Proxy tab, as described in "About the OAM Server Registration Page" on page 4-5.

Simple and Cert modes also require:

= Security passwords that are common to all OAM Servers and WebGates, as
described in "Managing Common OAM Proxy Simple and Cert Mode Security" on
page 4-13.

= Appropriately signed X.509 digital certificates, as described in Appendix E,
"Securing Communication with OAM 11g".

At least one OAM Server instance must be running in the same mode as the agent
during agent registration. Otherwise, agent registration fails. After agent registration,
however, you can change the communication mode of the OAM Server.
Communication between the agent and server would continue to work as long as the
WebGate mode is at least at the same level as the OAM Server mode or higher. The
agent mode can be higher but cannot be lower. For example, of OAM Server mode is
Open, agents can communicate in any of the three modes. If OAM Server mode is
Simple, agents can use Simple or Cert mode. If OAM Server mode is Cert, agents must
use Cert mode.

See Also: Appendix E, "Securing Communication with OAM 11g"

4.2.6 About Server Common Properties

Using the OAM 11g Administration Console, you can view and modify global settings
that all OAM Servers share in common, including those for the SSO Engine, Policy
Store, Session Management, Auditing, and Oracle Coherence.

For more information, see "Introduction to Managing OAM Server Common
Properties” on page 4-11.

4.3 Managing Individual OAM Server Registrations

This section describes how to register and manage OAM Server instances using the
Oracle Access Manager Administration Console. Topics here include:

= About the OAM Server Registration Page
= Registering a Fresh OAM Server Instance
s Viewing or Editing Individual OAM Server and Proxy Settings
s Viewing or Editing Individual OAM Server and Proxy Settings
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s Deleting an Individual Server Registration

See Also: "Introduction to Managing OAM Server Common
Properties” on page 4-11

4.3.1 About the OAM Server Registration Page

Users with valid OAM Administrator credentials can register a freshly installed
Managed Server (OAM Server instance) or modify an existing OAM Server
registration using the Oracle Access Manager Administration Console.

Alternatively: You can use custom WLST commands for OAM to register and manage
OAM Server instances. Changes are reflected in the OAM Administration Console and
are automatically propagated to every OAM Server in the cluster.

See Also: Appendix F, "Introduction to Custom WLST Commands
for OAM Administrators”

Figure 4-1 illustrates a typical OAM Server registration page when viewed within the
Oracle Access Manager Administration Console.

Figure 4-1 OAM Server Registration Page with Proxy Tab

oam_serverl Server Common Properties . . {1EF]
{_joam_serverl Apphy

Server Common Properties

* Server Mame | 0am_serverl * Host | dadvmh0432,us.oracle.com

* part g00z 3

Moduls Mame =
WOOAM Prosey
Port 5575 2
Froxy Server Id AccessServerConfigProxy
Maode Open v

Individual server registration settings are described in Table 4-2.

Table 4-2 OAM Server Instance Settings

Element Definition
Server Common Links to the OAM Server Common Properties page.
Properties

See Also: "Introduction to Managing OAM Server Common Properties" on page 4-11.

Server name The identifying name for this server instance, which was defined during initial
deployment in the WebLogic Server domain.

Host The full DNS name (or IP address) of the computer hosting the server instance. For
example: host2.company.com.

Port The port on which this server communicates (listens and responds).
Default: 5575

Note: If both the SSL and Open ports of the Managed Server are enabled, then the
Managed Server is set to the SSL port by default.If you must use the non-SSL port, the
credential collector URL the authentication scheme must be set to the absolute URL
which points to 'http' as the protocol and non-SSL port.

See Also: Appendix E, "Securing Communication with OAM 11g"

Proxy See "OAM Proxy Page" on page 4-6
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Table 4-2 (Cont.) OAM Server Instance Settings

Element Definition

Coherence See "Coherence Page for Individual Servers" on page 4-7

See Also: "Managing Individual OAM Server Registrations" on
page 4-4

4.3.1.1 OAM Proxy Page

An integrated proxy server (OAM Proxy) is installed with each Managed Server for
Oracle Access Manager (OAM Server). The OAM Proxy is used as a legacy Access
Server to provide backward compatibility for OAM 10g Agents that are registered
with OAM 11g. The Agent can be freshly installed or currently operating within an
OAM 10g SSO deployment.

Each OAM Proxy instance requires a different port. The proxy starts listening when
the application starts. Registered access clients can immediately communicate with the
proxy.

The OAM Proxy handles both configuration and run-time events. Each OAM Proxy
can accept requests from multiple access clients concurrently. Each OAM Proxy

enables OAM access clients to interact with Oracle Access Manager 11g services. This
includes:

= 10g (10.1.4.3) WebGates

= 10g(10.1.4.2.0) WebGates

= 10g(10.1.4.0.1) WebGates

= 11g WebGates (needs no proxy)

Note: For AccessGates, OAM 11g provides authentication and
authorization functionality only. Policy modification through
AccessGates is not supported.

OAM Proxy settings consist of the details in Table 4-3.

Table 4-3 OAM Proxy Settings for an Individual OAM Server

OAM Proxy

Setting Type Value

WebLogic Port int (integer) The port on which the Oracle WebLogic Server is listening, which
is used by the proxy to redirect the user for credential collection.

Port int (integer) The unique port on which this OAM Proxy instance is listening.

Proxy Server ID The identifier of the computer on which the OAM Proxy (and this

OAM Server instance) resides. DNS hostname is preferred;
however, you can use any valid and relevant string.
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Table 4-3 (Cont.) OAM Proxy Settings for an Individual OAM Server

OAM Proxy
Setting Type Value
Mode OAM channel transport security for the OAM Proxy can be one

of the following (the agent mode must match during registration
and can be higher after registration):

N Open: No encryption.

= Simple: The data passed between the OAM Agent and OAM
Server is encrypted using OAM self-signed certificates.

Before specifying Simple mode, you must specify the global
passphrase.

n  Cert: The data between the OAM Agent and OAM Server is
encrypted using Certificate Authority (CA) signed X.509
certificates.

Note: Before specifying Cert mode, you must acquire signed
certificates from a trusted 3rd party Certificate Authority.

Note: Simple and Cert transport security modes are governed by
information defined on the OAM Server Common Properties
OAM Proxy tab, as described in "Managing Common OAM
Proxy Simple and Cert Mode Security" on page 4-13.

See Also: Appendix E if you are configuring Simple or Cert
transport security modes.

OAM Proxy Logging: Oracle Access Manager 11g components use the same logging
infrastructure as any other Oracle Fusion Middleware 11g component, as described in
Chapter 14. However, OAM Proxy uses Apache log4;j for logging.

4.3.1.2 Coherence Page for Individual Servers

Coherence provides replicated and distributed (partitioned) data management and
caching services on top of a reliable, highly scalable peer-to-peer clustering protocol.
Coherence has no single points of failure; it automatically and transparently fails over
and redistributes its clustered data management services when a server becomes
inoperative or is disconnected from the network.

When a new server is added, or when a failed server is restarted, it automatically joins
the cluster and Coherence fails back services to it, transparently redistributing the
cluster load. Coherence includes network-level fault tolerance features and transparent
soft re-start capability to enable servers to self-heal.

Coherence modules consist of the values, and types for the individual server instance,
as shown in Figure 4-2.
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Figure 4-2 Coherence Page and Values for an Individual OAM Server
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WARNING: Oracle recommends that you do not modify Oracle
Coherence settings for an individual server unless you are
requested to do so by an Oracle Support Representative.

Table 4-4 Default Coherence Settings for Individual OAM Servers

Coherence

Module Type of Entry Description and Default Values

LogLevel String The Coherence log level (from 0 to 9) for OAM Server events.
LogPort int (integer) The listening port for Coherence logging on the WebLogic Server.
LogLimit String The Coherence log limit

Coherence Logging: Appears only in the WebLogic Server log. There is no bridge from
Oracle Coherence logging to Oracle Access Manager logging. For Oracle Fusion
Middleware 11g logging infrastructure details, see Chapter 14.

4.3.2 Searching for an Individual OAM Server Registration

Users with valid OAM Administrator credentials can perform the following procedure
to search for an OAM Server registration using the Administration Console.

Prerequisites
The OAM Server must be registered in the Oracle Access Manager Administration
Console.

See Also: "Registering a Fresh OAM Server Instance" on page 4-9

To locate an individual server instance registration
1. Activate the System Configuration tab.

2. From the search type list, choose the Server Instances type to define your search.

3. In the text field, enter the exact name of the instance you want to find. For
example:

my_OAM_Server
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4. Click the Search button to initiate the search.
5. Click the Search Results tab to display the results table, and then:

s Edit: Click the Edit command button in the tool bar to display the
configuration page.

s Delete: Click the Delete button in the tool bar to remove the instance; confirm
removal in the Confirmation window.

s Detach: Click Detach in the tool bar to expand the table to a full page.
»  View: Select a View menu item to alter the appearance of the results table.

6. Click the Browse tab to return to the navigation tree when you finish with the
Search results.

4.3.3 Registering a Fresh OAM Server Instance

Users with valid OAM Administrator credentials can perform the following task to
register a new Managed Server (OAM Server) instance using the OAM Administration
Console.

Note: Each OAM Server must be registered to communicate with
agents.

Prerequisites
The new Managed Server instance must be configured in the Oracle WebLogic Server

domain, but not yet started.
See Also:

s Oracle Fusion Middleware Installation Guide for Oracle Identity
Management

= "About the OAM Server Registration Page" on page 4-5

To register an OAM Server instance

1. Install the new Managed Server instance and configure it in the Oracle WebLogic
Server domain, but do not start this instance.

2. Login to the OAM Administration Console as usual.

3. From the Welcome page, Server Configuration panel, click the Add Server
Configuration link to open a fresh page.

Alternatively: From the System Configuration tab, click Server Instances then click
the Create button in the tool bar to open a fresh page.

4. On the Create: OAM Server page, enter details for your instance, as described in

Table 4-2:

= Server name
s Host

= Port

5. Proxy: Enter or select details for this OAM Proxy instance, as described in
Table 4-3:

= WebLogic Port:
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s Port
= Proxy Server ID
= Mode (Open, Simple, or Cert)

See Also: Appendix E if you are using Simple or Cert mode

Coherence: Oracle recommends that you do not modify Oracle Coherence settings
for an individual server instance unless you are requested to do so by an Oracle
Support Representative.

See Also: "Using Oracle Coherence for Troubleshooting" on
page H-16

Click Apply to submit the configuration, which should appear in the navigation
tree (or close the page without applying changes).

Start the newly registered server.

4.3.4 Viewing or Editing Individual OAM Server and Proxy Settings

Users with valid OAM Administrator credentials can perform the following task to
view or modify settings for an individual server instance using the Administration
Console. For instance, you might decide to change a listening port or the Proxy
communication transport security mode.

Changes are immediately visible in the OAM Administration Console and propagated
to all OAM Servers in the cluster.

See Also:
= "About the OAM Server Registration Page" on page 4-5

s Appendix F, "Introduction to Custom WLST Commands for OAM
Administrators"

To view or modify a server instance registration

1.

From the System Configuration tab, navigation tree, click to expand the Server
Instances node.

Double-click the desired instance name to display its configuration, and then
proceed as follows:

= View Only: Close the page when you finish viewing details.
= Modify: Perform remaining steps to edit the configuration.

On the Create: OAM Server page, enter details for your instance, as described in
Table 4-2.

Proxy: Enter or select details for this OAM Proxy instance, as described in
Table 4-3.

See Also: Appendix E if you are using Simple or Cert mode

Coherence: Oracle recommends that you do not modify Oracle Coherence settings
for an individual server instance unless you are requested to do so by an Oracle
Support Representative.
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See Also: "Using Oracle Coherence for Troubleshooting" on
page H-16

6. Click Apply to submit the changes (or close the page without applying change).

4.3.5 Deleting an Individual Server Registration

Users with valid OAM Administrator credentials can perform the following task to
delete a server registration, which disables the OAM server.

To delete a server registration

1. From the System Configuration tab, navigation tree, click to expand the Server
Instances node.

2. Double-click the desired instance name to confirm details, then close the page.

3. (lick the desired instance name, click the Delete button in the tool bar, and
confirm removal in the Confirmation window.

4. Confirm that the instance is removed from the navigation tree.

5. Finalize server instance removal by removing the instance from the WebLogic
Server Administration Console.

The Node Manager on Managed Server host handles the rest automatically.

4.4 Introduction to Managing OAM Server Common Properties

OAM Server Common Properties apply to all OAM Server instances. This section
provides the following topics about common server and common single sign-on (5SO)
Engine settings:

s About OAM Server Common Properties Pages
s Displaying OAM Server Common Properties Pages

4.4.1 About OAM Server Common Properties Pages

OAM Server Common Properties apply to all OAM Server instances. A number of
common properties tabs appear on the OAM Server Common Properties page:

Figure 4-3 shows the OAM Server Common Properties page and named tabs.
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Figure 4-3 OAM Server Common Properties Page
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The Audit Configuration tab is open when you display OAM Server Common
Properties. Common tabs and functionality are described in Table 4-5. Administrators
can control and specify certain auditing parameters from this tab. Oracle Access
Manager auditing configuration is recorded in the file cam-config.xml.

Table 4-5 OAM Server Common Properties Tabs

Tab Name Description

Audit Configuration Oracle Access Manager supports auditing for a large number of administrative and
run-time events, uniform logging and exception handling, and the diagnostics of all
audit events.

For details about configuring auditing, see Chapter 14, "Auditing OAM
Administrative and Run-time Events".

SSO Engine Single sign-on enables users, and groups of users, to access multiple applications
after a single sign-on and successful authentication. SSO eliminates multiple log ins.

For more information, see "Managing the Common SSO Engine" on page 9-45.

Session Session management refers to the process of managing the lifecycle requirements of
a user session, and notification of session events to enable global logout. Global
logout is required for OSSO Agents (mod_osso) to ensure that logging out of a
session on any entity propagates the logout to all entities.

For more information, see Chapter 12, "Managing Sessions".

Coherence Common Oracle Coherence settings shared by all OAM Servers differ from those
for individual OAM Servers. However, in both cases Oracle recommends that you
make no adjustments to these settings unless instructed to do so by an Oracle
Support Representative.

See Also: "Using Oracle Coherence for Troubleshooting" on page H-16.

OAM Proxy During initial deployment, the Simple mode global passphrase or the Cert
(certificate) mode keystore alias and password are defined.

For more information, see "Managing Common OAM Proxy Simple and Cert Mode
Security" on page 4-13.

Policy During runtime policy evaluation, the Resource Matching Cache maps the
requested URL to the policy.

See Also: "Managing Run Time Policy Evaluation Caches" on page 4-16
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See Also: Details for other operations common to all OAM
components:

s Chapter 13, "Logging Component Event Messages"

s Chapter 15, "Monitoring OAM Metrics by Using Oracle Access
Manager"

4.4.2 Displaying OAM Server Common Properties Pages

Users with valid OAM Administrator credentials can perform the following task to
display OAM Server Common Properties pages.

To display OAM Server Common Properties pages
1. From the System Configuration tab, navigation tree, double-click Server Instances

to display the OAM Server Common Properties page and tabs.

Alternatively: Click the Server Common Properties link at the top of an individual
server registration page.

2. Click the named tab that identifies the configuration details you want and refer to
additional information as described in Table 4-5.

4.5 Managing Common OAM Proxy Simple and Cert Mode Security

This section provides the following details:

= About Simple and Cert Mode Transport Security

= About the Common OAM Proxy Page for Secure Server Communications

= Viewing or Editing Simple or Cert Settings for OAM Proxy

4.5.1 About Simple and Cert Mode Transport Security

Table 4-6 outlines the similarities between Simple and Cert modes.

See Also: Appendix E, "Securing Communication with OAM 11g"

Table 4-6 Summary: Simple and Cert Mode

Artifact or Process Simple Mode Cert Mode Open Mode
X.509 digital certificates only. X X N/A
Communication between OAM Agents and X X N/A

OAM Servers is encrypted using Transport

Layer Security, REC 2246 (TLS v1).

For each public key there is a corresponding aaa_key.pem aaa_key.pem N/A
Etlg::st?r{(?;i?el?t Oracle Access Manager generated by openSSL generated by your CA

Signed certificates in Privacy Enhanced aaa_cert.pem generated by  aaa_cert.pem generated by N/A

Mail (PEM) format openSSL your CA

During OAM Server configuration, secure ~ Global passphrase stored in  PEM format: N/A

the private key with a Global passphrase or
PEM format details, depending on which
mode you are using. Before an OAM Server
or WebGate can use a private key, it must
have the correct passphrase.

a nominally encrypted file:

= password.xml

= KeyStore Alias

. KeyStore Alias
Password
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Table 4-6 (Cont.) Summary: Simple and Cert Mode

Artifact or Process Simple Mode Cert Mode Open Mode
During OAM Agent or OAM Server Same passphrase for each Different passphrase for N/A
registration, the communication mode is WebGate and OAM Server  each WebGate and OAM
propagated to the OAM 11g Administration instance. Server instance.
Console.
The certificate request for the WebGate cacert.pem aaa_req.pem N/A
generates the certificate request f} le, which The certificate request, The certificate request,
you must send to a root CA that is trusted ioned by th ioned by th
by the OAM Sever. Srenec by e orenes by e your
y Oracle-provided openSSL Certificate Authority
The root CA returns the WebGate Certificate Authority
certificates, which can then be installed
either during or after WebGate installation.
Encrypt the private key using the DES N/A X N/A
Algorithm. For example:
openssl rsa -in aaa_key.pem -passin
pass: -out aaa_key.pem -passout pass:
passphrase -des
Agent Key Password N/A Enter a password during N/A
agent registration (see
Table 5-5).
During Agent registration, ObAccessClient.xml ObAccessClient.xml ObAccessClient.xml
ObAccessClient.xml is generated in: Copy to: Copy to: Copy to:
$DOMAIN_HOME/output/$Agent_Name/ 11g WebGate: 11gWebGate_  11g WebGate: 11gWebGate_  11g WebGate:

instance_dir/

10g WebGate: $WebGate_
install_dir/

instance_dir/

10g WebGate: $WebGate_
install_dir/

11¢WebGate_instance_
dir/

10g WebGate:
$WebGate_install_dir/

During Agent registration, password.xml is
generated in:

$DOMAIN_HOME/ output/$Agent_Name/
See Also: Appendix E

password.xml
Copy to:

11g WebGate: 11gWebGate_
instance_dir/

10g WebGate: $WebGate_
install_dir/

password.xml
Copy to:

11g WebGate: 11gWebGate_
instance_dir/

10g WebGate: $WebGate_
install_dir/

N/A

During Agent registration, aaa_key.pem is
generated in:

$DOMAIN_HOME/ output/$Agent_Name/
See Also: Appendix E

aaa_key.pem
Copy to:

11g WebGate: 11gWebGate
instance_dir/

10g WebGate: $WebGate_
install_dir/

aaa_key.pem
Copy to:

11g WebGate: 11gWebGate_
instance_dir/

10g WebGate: $WebGate_
install_dir/

N/A

4.5.2 About the Common OAM Proxy Page for Secure Server Communications

The OAM Proxy tab on the OAM Server Common Properties page is where
administrators can configure Simple or Cert communication security for use by all
server instances and WebGates. Figure 4—4 illustrates the settings on this tab.
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Figure 4-4 Server Common OAM Proxy Page

O Welcome oam_serverl Server Common Properties g‘ @
{_1 ©AM gerver Common Properties Apply

0AM Proxy

Simple Mode Configuration
Global Passphrase | sesese
Cert Mode Configuration

PEM KewStore Alias | Mot configured

PEM KewStore Alias Password | sessss

Table 4-7 describes the settings required for Simple or Cert mode configurations.

Table 4-7 Server Common OAM Proxy Secure Communication Settings

Mode Description

Simple Mode Configuration The global passphrase for Simple mode communication using
OAM-signed X.509 certificates. This is set during initial OAM Server
installation.

Administrators can edit this passphrase and then reconfigure all existing
OAM Agents to use it, as described in"Viewing or Editing Simple or Cert
Settings for OAM Proxy".

Cert Mode Configuration Details required for the KeyStore where the Cert mode X.509 certificates
signed by an outside Certificate Authority reside:

= Keystore Alias
. Keystore Alias Password

Note: These are set during initial OAM Server installation. The certificates
can be imported using the import certificate utility or the keytool shipped
with JDK.

Administrators can edit the alias and password and then reconfigure all
existing OAM Agents to use it, as described in"Viewing or Editing Simple
or Cert Settings for OAM Proxy".

4.5.3 Viewing or Editing Simple or Cert Settings for OAM Proxy

OAM Administrators can use this procedure to confirm or alter settings for the
common OAM Proxy.

See Also:

= '"Registering and Managing WebGate Agents Using the
Administration Console" on page 5-9

s Appendix E, "Securing Communication with OAM 11g"

To view or edit Simple or Cert mode settings for the OAM Proxy

1. From the System Configuration tab, navigation tree, double-click Server Instances
to display the Server Common Properties page.

Alternatively: From the server instance registration page, click the Server
Common Properties link.

2. Click the OAM Proxy tab.
3. Simple Mode Configuration: Specify the Global Passphrase.
4. Cert Mode Configuration: Specify the following details.
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= PEM Keystore Alias
s PEM Keystore Alias Password

5. Click Apply to submit the changes and dismiss the Confirmation window (or close
the page without applying changes).

4.6 Managing Run Time Policy Evaluation Caches
This section explains:
s About Common Run Time Policy Evaluation Caches

s Managing Common Runtime Policy Evaluation Caches
See Also: "About Run Time Resource Evaluation” on page 9-16

4.6.1 About Common Run Time Policy Evaluation Caches

Figure 4-5 illustrates the OAM Server Common Properties Policy tab. This tab
provides settings for the Resource Matching Cache and the Authorization Result
Cache, which come into play during policy evaluation at run time.

Figure 4-5 Common Policy Evaluation Caches

O Welcome Primary Server Common Properties @ @
[ ©AM server Common Properties Apply

Resource Matching Cache

* Maximum Size | 100000 &
* Time to Live {seconds) 3600 ﬂ

Authorization Result Cache

* Madmum Se | 100000 5
* Maximurn Size per User 100 ﬂ
* Time to Live {seconds) 3600 ;{

Table 4-8 outlines these global settings that apply to all servers and requests.

Table 4-8 Policy Evaluation Caches

Element Description
Resource Matching Cache Caches mappings between the requested URL and the policy holding
the resource pattern that applies to the URL.
Default Values:
=  Maximum Size 100000 Zero disables the cache
. Time to Live (seconds) 3600  Zero disables Time to Live
Authorization Result Cache Caches policy decisions for the requested URL and user.
Default Values:
= Maximum Size 100000 Zero disables the cache

= Maximum Size per User 100  Zero disables the cache

. Time to Live (seconds) 3600  Zero disables Time to Live
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4.6.2 Managing Common Runtime Policy Evaluation Caches

OAM Administrators can use this procedure to manage the OAM Server common
runtime policy evaluation caches.

See Also: "Changing the Request Cache Type in a High Availability
Environment" on page F-5

To manage common runtime policy evaluation cache settings
1. From the System Configuration tab, navigation tree, double-click Server Instances.

Alternatively: From a server instance registration page, click the Server Common
Properties link.

On the Server Common Properties page, click the Policy tab.
Resource Matching Cache: Specify details and click apply (Table 4-8).
Authorization Result Cache: Specify details and click apply (Table 4-8).

a0 DN

Click Apply to submit the changes and dismiss the Confirmation window (or close
the page without applying changes).
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Registering Partners (Agents and
Applications) by Using the Console

Only a registered policy enforcement agent can communicate with OAM 11g
authentication and authorization services. OAM administrators must register the
agent that resides on the computer hosting the partner application to be protected. A
partner application is one that delegates the authentication function to the SSO
provider (Oracle Access Manager 11g) to spare users from re-authenticating when
accessing multiple resources.

This chapter focuses on using the OAM Administration Console to perform agent
registration and management. This chapter includes the following topics:

»  Prerequisites

= Introduction to Policy Enforcement Agents

= Registering and Managing WebGate Agents Using the Administration Console
= Registering and Managing OSSO Agents Using the Administration Console

Note: To use the command-line to register a partner, see Chapter 6.

5.1 Prerequisites

Before you can perform tasks in this chapter ensure that the OAM Administration
Console and a managed OAM Server are running.

Following are the knowledge-based requirements for tasks in this chapter.
= Review Introduction to Policy Enforcement Agents

s Review Chapter 17, "Managing OAM 10g WebGates with OAM 11g" if you are
registering OAM 10g WebGates

5.2 Introduction to Policy Enforcement Agents

This section provides information about access clients, known as policy-enforcement
agents, and the registration process that is required to set up the trust mechanism
between the agent and Oracle Access Manager 11g SSO.

= About Policy-Enforcement Agents
= About the Pre-Registered IDM Domain Agent
= About Registering Partners (Agents and Applications)
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About File System Changes and Artifacts for Registered Agents

5.2.1 About Policy-Enforcement Agents

With Oracle Access Manager 11g, each policy enforcement Agent acts as a filter for
HTTP requests. Your deployment can include the following agents in any
combination:

OAM Agents:
= OAM 11g WebGates
= OAM 10g WebGates

OSSO Agents: mod_osso is part of the (still supported) OracleAS 10g single
sign-on (OSSO) solution that authenticates users at a central OSSO Server.

After registering 10g mod_osso as an agent, OAM 11g gives mod_osso the redirect
URL for the user based on the authentication scheme associated with the OAM
policy defined for the resource.

Note: The mod_osso module is an Oracle HTTP Server module that
provides authentication to OracleAS applications.

Unless explicitly stated, details about OAM Agents apply equally to WebGates and
AccessGates:

WebGate is out of an box access client. This Web server access client intercepts
HTTP requests for Web resources and forwards these to the OAM 11g Server.
WebGates for various Web servers are shipped with Oracle Access Manager.

AccessGate is a custom access client created for use with non-Web applications.
This custom access client must be specifically developed using the Software
Developer Kit (SDK) and Oracle Access Manager APIs, either by you or by Oracle.
An AccessGate is a form of access client that processes requests for Web and
non-Web resources (non-HTTP) from users or applications.

Table 5-1 provides information about all agents for OAM 11g.

Table 5-1 Agents for OAM 11g

Agents Description

0SSO Agent Following registration with OAM 11g, the mod_osso module:

(mod_osso 10g)

Checks for an existing valid Oracle HTTP Server cookie

= Redirects to the OAM Server if needed to contact the directory during
authentication

= Decrypts the encrypted user identity populated by the OSSO server

. Sets the headers with user attributes

11g WebGates After installation and registration with OAM 11g, 11g WebGates communicate with

Oracle Access Manager 11g services using the OAM Proxy to "sanitize" the request
and respond identically for all agents.
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Table 5-1 (Cont.) Agents for OAM 11g

Agents

Description

10g WebGates

After installation and registration, OAM 10g WebGates directly communicate with

Oracle Access Manager 11g services through a JAVA-based OAM proxy that acts as a
bridge. OAM 10g WebGates include:

= Freshly installed 10g WebGates for OAM 11g can support Web servers other than

Oracle HTTP Server as described in Chapter 17.

= Legacy 10g WebGates currently operating with OAM 10g and combined with
OSSO as described in the 10g Oracle Access Manager Integration Guide.

= Legacy 10g WebGates configured as the Identity Assertion Provider (IAP) for
SSO (for applications using WebLogic container-based security with OAM 10g,
as described in the Oracle Fusion Middleware Application Security Guide).

. Legacy 10g WebGates currently operating with Web Applications coded for
Oracle ADF Security and the OPSS SSO Framework as described in Appendix C.

See Also IDMDomainAgent in this table.

AccessGates

AccessGates.

Only authentication and authorization is supported (not policy modification) for

IDMDomainAgent

The IDM Domain Agent provides single sign-on functionality for the IDM

Administration Console. The IDM Domain Agent is installed and pre-configured as
part of the Oracle Access Manager 11g Server installation and configuration.

See Also: "About the Pre-Registered IDM Domain Agent" on page 5-4.

Table 5-2 provides a comparison of the agent types that are compatible with OAM 11g
as well as the differences between OAM 11g and earlier agents (organized in columns).

Table 5-2 Comparing Agent Types and Differences

OAM 11g OAM 10g 0SSO 10g
Available agents OAM Agents WebGate and AccessGate = mod_osso
= 1lg WebGate = Resource WebGate
= 10g WebGate (RWG)
. = Authentication WebGate
= IDM Domain Agent (AWG)
OSSO Agents With OAM 10g, WebGate

= 10g mod_osso (partner)

installation included Web
server configuration.

Remote Registration Tool

Available to register agents to

Available to register agents

Available for agents operating

operate with OAM 11g. operating with OAM 11g. with OAM 11g
Note: There was no remote Note: There was no remote
registration equivalent for registration equivalent before
OAM 10g. OAM 11g.
Login Forms /oam/pages/css/login_ No login forms provided and  unchanged
page.css used with a 10g WebGate are

relevant for OAM 11g.

logout.html

See Chapter 11 for details
about configuring logout for
10g and 11g Agents

logout.html requires specific
details when using a 10g
WebGate with OAM 11g. See
Chapter 11.

There is no change required for
OAM 11g with mod_osso
(OSSO Agents).

Applications that use dynamic
directives require no entry in
mod_osso.conf. Instead,
protection is written into the
application as one or more
dynamic directives.
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Table 5-2 (Cont.) Comparing Agent Types and Differences

OAM 11g

OAM 10g 0SSO 10g

Multiple network domain
support

OAM 11g supports
cross-network-domain single
sign-on out of the box.

Oracle recommends you use
Oracle Identity Federation for
this situation.

OAM provides a proprietary
multiple network domain SSO
capability that predates
Oracle Identity Federation. If
this is implemented in your
OAM 10g deployment, you
can register OAM 10g Agents
with OAM 11g to continue
this support.

Cryptographic keys

Notes: The protocols used to
secure information exchange
on the Internet.

. One per-agent secret key
shared between 11g
WebGate and OAM
Server

= One OAM Server key

Note: One key is generated
and used per registered mod_
osso or 11g WebGate.
However, one single key is
generated for all 10g
WebGates.

There is just one global shared =  One key per partner
secret key per OAM shared between mod_osso
deployment which is used by and OSSO server

all the WebGates

= OSSO server’s own key

= One global key per OSSO
setup for the GITO domain
cookie

Keys storage

= Agentside: A per agent
key is stored locally in
the Oracle Secret Store in
a wallet file

. OAM 11g server side: A
per agent key, and server
key, are stored in the
credential store on the
server side

Global shared secret stored in = =
the directory server only (not
accessible to WebGate)

mod_osso side: partner
keys and GITO global key
stored locally in
obfuscated configuration
file

s OSSO server side: partner
keys, GITO global key, and
server key are all stored in
the directory server

Administrators can use either the OAM Administration Console or the remote
registration tool to:

= Register a freshly installed OAM 11g Agent

= Provision a legacy (or freshly installed) OAM 10 WebGate for use with OAM 11g,
as described in Chapter 17.

= Register an OSSO 10g Agent (mod_osso)

Note:

You can upgrade OracleAS 10g SSO, as described in the Oracle

Fusion Middleware Upgrade Guide for Oracle Identity Management.
During the upgrade, OSSO agents are registered with OAM 11g. See
Appendix B, "Co-existence Overview: OAM 11g and OSSO 10g".

5.2.2 About the Pre-Registered IDM Domain Agent

The IDM Domain Agent provides single sign-on functionality for the IDM
Administration Console. The IDM Domain Agent is installed and pre-configured as
part of the Oracle Access Manager 11g Server installation and configuration.

The IDM Domain agent is a domain-wide agent:

= Once deployed, the IDM Domain agent is installed on every server in the domain

= Unless disabled, every request coming into the WebLogic Application Server is
evaluated and processed by the IDM Domain Agent

s Configuration details are located under the 10g Webgates node (Policy
Configuration tab) in the OAM Administration Console.
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Certain IDM Domain Agent configuration elements are available in the WebLogic
Administration Console (in the Security Provider section) and others in the OAM
Administration Console.

WebLogic Administration Console, Security Provider Settings
In the Security Provider section of the WebLogic Administration Console are five
bootstrap configuration parameters.

While Oracle recommends that you retain these without making changes, there are
circumstances where you might need to change one of the following parameters:

= Primary Access Server: You can replace this value with information for your actual
OAM Server. The default value (localhost:5575) can be replaced with information
for your actual OAM Server if more than one host is part of the IDM Domain.

= Agent Password: By default there is no password. However, you can add one here
if you want to establish a password for the IDMDomainAgent connection to the
OAM Server through the NetPoint (now Oracle) Access Protocol (NAP or OAP).

Figure 5-2 illustrates the default Security Provider settings for the IDM Domain Agent.

Figure 5-1 IDM Domain Agent Configuration in the WebLogic Administration Console
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OAM Administration Console, IDMDomainAgent Registration Page

The IDMDomainAgent registration page is like all other OAM agent registration

pages.

= Security Mode: Open is the only security mode available for the
IDMDomainAgent. This cannot be changed.

»  Preferred Host: IDMDomain is the pre-configured host required by this agent

Note: The Access Client Password here must match the Agent
Password in the WebLogic Administration Console. If you changed
the Agent Password, you must also change the Access Client
Password.

Figure 5-2 illustrates the default configuration characteristics for the IDM Domain
Agent.

Figure 5-2 IDM Domain Agent Default Characteristics
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With few exceptions, all agent registration elements are the same. Table 5-3 outlines
the differences. All elements are described in Table 5-6, " Expanded OAM 11g and 10g
WebGate Agent Elements and Defaults".

Table 5-3

Element 11g Webgate 10g WebGate IDMDomainAgent
Primary Cookie Domain 