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directory infrastructure.
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What’s New in This Guide?

This preface introduces the new and changed administrative features of Oracle Virtual
Directory that are described in this guide, and provides pointers to additional
information.

New Features for Release 11g Release 1 (11.1.1)

The following is a list of the new features included in Oracle Virtual Directory 11g
Release 1 (11.1.1):

= Integration with Fusion Middleware Control
Refer to "Fusion Middleware Control" on page 1-9 for more information.

= New, unified Oracle Directory Services Manager graphical user interface (GUI) for
both Oracle Virtual Directory and Oracle Internet Directory

Refer to "Oracle Directory Services Manager" on page 1-9 and "Getting Started
With Oracle Directory Services Manager" on page 8-3 for more information.

s Integration with Oracle Directory Services Manager-SSO server

Refer to Section 8.3, "Getting Started With Oracle Directory Services Manager" on
page 8-4 for more information.

= Several new plug-ins, including:
- Hide Entries By Filter Plug-In
— Change User RDN Plug-In
- UPN Bind Plug-In
- Fork Join Plug-In
- Dynamic Tree Plug-In
- Proxy Authorization Support Plug-In
-  Virtual Member of Plug-In
- OAM Policy Control Plug-In
- Virtual Attribute Plug-in
- User Management Plug-In
- Changelog Plug-Ins
- Consolidated Changelog Plug-In
- GenericMapper Plug-In
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Refer to Chapter 4, "Understanding Oracle Virtual Directory Plug-Ins" for more
information about each of these new plug-ins.

s Integration with Oracle Application Server's audit infrastructure

Refer to Section 17.2, "Managing Oracle Virtual Directory Auditing" on page 17-3
for more information.

s Enhanced auditing now provides more information about configuration
change-related events.

Refer to Section 17.2.3, "Understanding Audit Data" on page 17-5 for more
information.

s New Quick Config Wizard to simplify Oracle Virtual Directory's setup for Oracle
Access Manager

Refer to "Configuring Oracle Virtual Directory for Oracle Access Manager" on
page 19-1 for more information.

= Improved logging capabilities
Refer to Appendix D.2.4, "Troubleshooting Problems in a Production

Environment" on page D-6 for more information.

This release of Oracle Virtual Directory follows Oracle's acquisition of Sun
Microsystems. After this acquisition, the Sun™ Java System Directory Server product
was renamed Oracle Directory Server Enterprise Edition, and all references to this
product have been updated in this book accordingly.



Part |

Understanding Oracle Virtual Directory

Services

This part presents introductory and conceptual information about Oracle Virtual
Directory. It contains the following chapters:

Chapter 1, "Understanding Oracle Virtual Directory”

Chapter 2, "Understanding Oracle Virtual Directory Adapters"
Chapter 3, "Understanding Oracle Virtual Directory Routing”
Chapter 4, "Understanding Oracle Virtual Directory Plug-Ins"
Chapter 5, "Understanding Oracle Virtual Directory Mapping"
Chapter 6, "Understanding Oracle Virtual Directory Security"
Chapter 7, "Understanding Oracle Virtual Directory Fault Tolerance"






1

Understanding Oracle Virtual Directory

This chapter introduces you to Oracle Virtual Directory, its services and architecture,
and includes the following topics

What is Oracle Virtual Directory?
Why the Enterprise Directory Is Not Enough

Oracle Virtual Directory In Enterprise Directory Network Environments

1.1 What is Oracle Virtual Directory?

This topic provides an introduction to Oracle Virtual Directory and contains the
following sections:

1.1.1 Overview

Overview

Features

Functionality

Architecture and Topology

Oracle Virtual Directory in Oracle Fusion Middleware

Oracle’s Directory Services Portfolio

Welcome to Oracle Virtual Directory, an LDAP version 3 enabled service that provides
virtualized abstraction of one or more enterprise data sources into a single directory
view. Oracle Virtual Directory provides the ability to integrate LDAP-aware
applications into diverse directory environments while minimizing or eliminating the
need to change either the infrastructure or the applications. Oracle Virtual Directory
supports a diverse set of clients, such as Web Applications and portals, and it can
connect to directories, databases, and Web Services as shown in Figure 1-1.
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Figure 1-1 Oracle Virtual Directory Clients and Connectable Data Stores
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Figure 1-2 shows an example of an enterprise application used by all employees in a
company. The application accesses directory information from three different sources
and each contains a separate population of users, which is typical for many
organizations due to corporate structure. For example, the Active Directory
repositories contain only internal employee users, the single enterprise directory
contains users from a different corporate division or business partner, and another set
of users, such as external contractors, is contained in a relational database. As shown
in the figure, Oracle Virtual Directory can be deployed to bring together the identity
information from all three sources.
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Figure 1-2 Directory Virtualization for Different User Populations
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Oracle Virtual Directory hides the complexity of data location, format, and protocol
from client applications, similar to a TCP/IP Internet network design based on
switches and routers. Switches and routers handle the details of how to establish
connections and protocols between different addresses on the network. Oracle Virtual
Directory makes many directories appear to be one local repository in much the same
ways that routers make the entire world appear like it’s on your local network.

1.1.2 Features

The following is a list of some of Oracle Virtual Directory’s key features:

Product Features

LDAPv2/v3 support

DSMLv2/SOAP support

HTTP/XSLT Gateway support

Low-cost configuration and maintenance

Globalization features such as multi-byte character support and localized
language translations

Encryption and Strong Authentication with TLSv1 and SSLv3 support
Can be deployed to function as a directory Proxy and Firewall
Extremely small memory and hardware requirements

Available on any platform where Java is supported

Configurable Fail-Over and Intelligent Load-Balancing at the LDAP operation
level
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s Granular Access Controls based on IETF’s Access Control Implementation Internet

Draft
= Support for access to JNDI compliant directories and JDBC compliant databases
s Dynamic mapping of information and schema in multiple directories
= Intelligent Routing of LDAP Queries
= Denial of Service protection
s Overlapped namespace handling
= Multiple types of adapters for various deployments
= Extensible meta directory-like dynamic join features

= Local schema support

= Authentication of clients from joined directory, for example, from Active Directory

s Granular plug-in systems to support custom extensions
= Ability to compartmentalize information using dynamic views

= Native support for web services at both integration and data access layers

Business Features and Benefits
= Reduce implementation and administrative costs

»  Maximize and extend your existing infrastructure investments

= Place all of your identity information under centralized management
» Improve security and compliance

s  Unify multiple directories without synchronization

= Provide LDAP interface to non-directory data

= Combine data from multiple data-stores to create virtual entries

= Provide application specific views of directory information

s Expose Web Services as LDAP

1.1.3 Functionality

Oracle Virtual Directory answers the challenge of addressing today’s enterprise
directory needs by delivering the following:

Data Federation and Translation

Oracle Virtual Directory enables directory services access that crosses political and
corporate boundaries by acting as a directory gateway that processes client requests
and dynamically re-routes them to one or more existing directories—regardless of
format, be it LDAP, RDBMS, or others. Oracle Virtual Directory presents a virtual
directory hierarchy, or tree, to its clients and then assigns hierarchy branches of that
tree to designated LDAP or RDBMS servers. Oracle Virtual Directory handles the
issues of inter-directory security, protocol, and data translation so that LDAP clients
assume that all information comes from a single trusted LDAP directory, the Oracle
Virtual Directory.

Data Ownership
One of the least obvious—but most important—benefits of virtualization is data
ownership. Organizations often create directories with specific purposes and

1-4 Oracle Fusion Middleware Administrator's Guide for Oracle Virtual Directory



What is Oracle Virtual Directory?

objectives in mind. When another organization wants to access data owned by the first
organization, questions arise about who ultimately owns the data and who controls it.
Politics can occur when different parties want to use and share information. Everyone
acknowledges the value in re-using existing data, but re-using data brings up many
care and control issues. Many organizations become very concerned when copies of
the data they feel they own goes to other organizations or outside parties. Questions
such as the following are sure to arise:

s Who is responsible for the data?
= Who will ensure its accuracy?
= Who will ensure its security and confidentiality?

= If the information is copied, how does the owning organization assure itself that
the information is being used and controlled by the other party?

Virtualization through proxy technology solves many of these political problems by
keeping data where it belongs—with the data’s owner. At any time, the owner can
restrict or eliminate access to this data. Additionally, the owner is free to revise this
information at will and can be assured that partners are always working with the latest
relevant information. Most importantly, by keeping information with the owner, the
use of that information can be continuously monitored and controlled by the owner.

Oracle Virtual Directory provides this type of data ownership by not copying
information. Information accessed by Oracle Virtual Directory occurs in real time,
assuring the consumer and provider that the information is current, accurate, and
authorized.

Flexible Security Domains

Oracle Virtual Directory enhances security by providing new security domain
contexts. When deploying new business applications across multiple business
organizations, identity and security can be complicated by the existence of multiple
directory security infrastructures. As Microsoft Active Directory administrators know,
having multiple windows infrastructures (sometimes called forests) is great for
administration and performance, but has a downside in that there is no automatic
trust between forests and no inter-forest global catalogue.

Oracle Virtual Directory creates a new transitive security context with fine-grained
access controls built to support all IETF standards for access control, while supporting
the IETF models for implementation. Oracle Virtual Directory is also designed to
properly integrate with security restrictions from the source directories it proxies,
resulting in a multi-layer or multi-domain security concept that gives administrators
the ultimate security control.

Oracle Virtual Directory supports a wide array of authentication models. In addition
to SSL/TLS (including StartTLS) and certificate-based authentication, Oracle Virtual
Directory can use server-to-server authentication with proxied servers (authenticating
itself), or alternatively can pass user context through to source directories. By
providing user-context at the Oracle Virtual Directory and source directory, both
directories can provide end-user contextual security control.

Secure Data Publication
Oracle Virtual Directory offers several data security features, for example:

= SSL/TLS support: Oracle Virtual Directory offers SSL/TLS capabilities that
provide for secure communication sessions with LDAP clients. This allows you
greater security by allowing Oracle Virtual Directory to be the trusted transport
mechanism.
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s Transaction Cleansing: Oracle Virtual Directory is based on a protocol conversion
engine, which means that it deconstructs every query, recompiling and assessing
validity before transmission to trusted proxied directory sources. This protects
source LDAP servers from malformed or unauthorized queries. After cleaning the
garbage requests, Oracle Virtual Directory can protect limited resources from
exposure to huge loads from malicious attacks by providing the ability to set limits
on items such as:

— Maximum operations per connection

— Maximum concurrent connections

- Maximum total connections in a specified period for a particular subject
- Maximum total connections in a specified period for a particular address

s Access Control: Oracle Virtual Directory implements its own access controls and
provides filtered access to internal proxied directory data.

Application to Directory Integration

A directory is only useful if the applications it serves can gain access to the data it
needs in a form that has consistent formats or schema. But the typical enterprise
environment contains a myriad of directory repositories with different schema,
namespace, and data designs.

In addition to providing a secure bridge to existing directory information, Oracle
Virtual Directory provides functionality like a meta-directory to translate and
transform data in real time, enabling administrators to easily normalize differences in
data found between different organizations and directory infrastructures. The
resulting virtualized directory view contains all the directory information needed to
run an application, without requiring you to build drastic changes or integration
technology into the application.

Flexible Deployment Options

Oracle Virtual Directory provides flexible deployment options that allow it to be
embedded with commercial-off-the-shelf applications by developers and business
application developers. Additionally, Oracle Virtual Directory can be deployed by a
corporate IT department as a shared directory service distribution network.

High Availability Support
Oracle Virtual Directory offers multiple high availability capabilities, including:

s Fault Tolerance and Fail-Over: Oracle Virtual Directories provide fault tolerance
in two forms:

— they can be configured in fault tolerant configurations
- they can manage flow to fault tolerant proxied sources

Multiple Oracle Virtual Directories can be quickly deployed simply by copying, or
even sharing configuration files. When combined with round-robin DNS,
redirector, or cluster technology, Oracle Virtual Directory provides a complete
fault-tolerant solution.

For each proxied directory source, Oracle Virtual Directory can be configured to
access multiple hosts (replicas) for any particular source. It intelligently fails over
between hosts and spreads the load between them. Flexible configuration options
allow administrators to control percentages of a load to be directed toward specific
replica nodes and to indicate whether a particular host is a read-only replica or a
read/write server (master). This avoids unnecessary referrals resulting from
attempts to write to a read-only replica.
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Load-Balancing: Oracle Virtual Directory was designed with powerful load
balancing features that allow it to spread load and manage failures between its
proxied LDAP directory sources.

Oracle Virtual Directory’s virtual directory tree capability allows large sets of
directory information to be broken up into multiple distinct directory servers.
Oracle Virtual Directory recombines the separated data sets back into one virtual
tree by combining the separate directory tree branches.

If you have multiple LDAP servers for a particular source, the Oracle Virtual
Directory LDAP Adapter can load-balance and fail-over for these servers on its
own. This load-balancing and fail-over happens transparently to the client and
does not require any additional hardware or changes to the client connecting to
Oracle Virtual Directory.

The Database adapter supports load-balancing and fail-over if the underlying
JDBC driver provides this functionality. Additionally, Oracle Virtual Directory is
certified for use with Oracle Real Application Clusters.

Oracle Virtual Directory Routing also provides load-balancing capabilities.
Routing allows search filters to be included in addition to the search base to
determine optimized search targets. In this load-balancing approach, Oracle
Virtual Directory automatically routes queries to the appropriate virtualized
directory sources enabling the ability to work with many millions of directory
entries.

Note: Oracle Virtual Directory's value is as a virtualization and
proxy service, not as a directory store. If you need a highly available
directory storage system, Oracle recommends using Oracle Internet
Directory.

Custom Application Programming Interfaces

Oracle Virtual Directory provides the following three main areas of extensibility,
allowing customers and consultants to enhance the functionality of Oracle Virtual
Directory to meet specific business or technical integration needs:

Oracle Virtual Directory Plug-ins: Oracle Virtual Directory provides a flexible
plug-in framework modeled on Java Servlet Filters. You can use plug-ins to
provide custom logic as part of a transaction or simply to connect to a custom data
source. You can insert plug-ins globally or only for specific adapters. You can
change the ordering of plug-ins and they can be isolated to particular types of
transactions. Oracle Virtual Directory’s management tools provide wizards for
creating new plug-ins along with examples that you can use to get started quickly.

Custom Joiners: The Oracle Virtual Directory Join View Adapter is based on an
extensible model known as Joiners. You can develop Custom Joiners to provide
different joiner behaviors. Joiners provide functions such as mapping, joining, and
pre- and post-handler event handling. You can write Custom Joiners to provide
simple entry level joins, or extended Joiners to provide complex join logic,
transaction handling, and rollback capability.

Web Gateway: Oracle Virtual Directory includes a customizable DSML/XSLT
based gateway that provides basic web server support based on the Apache web
server model that supports static HTML and XSLT rendered content. The gateway
includes a directory-enabled interface allowing for queries and modification
operations. Web server security enables custom delegated administration
applications to be developed based on this interface.
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Low-Cost, High-Value Solutions

Traditional directory integration solutions require complex LDAP provisioning and
replication schemes and even synchronization to operate. These new directories then
become yet another directory source that has to be maintained and managed.

As a light, real-time service, Oracle Virtual Directory improves efficiency by reusing
existing directory infrastructure, rather than synchronizing and duplicating it. Oracle
Virtual Directory extends the reach of existing enterprise directories and capitalizes on
their value.

1.1.4 Architecture and Topology

The following sections describe the Oracle Virtual Directory architecture and topology.

Oracle Virtual Directory Architecture

The Oracle Virtual Directory server is written in Java and internally it is organized into
multiple layers, as shown in Figure 1-3. These layers are logical layers—Oracle Virtual
Directory appears as a single complete service to the administrator and to clients.

Figure 1-3 Oracle Virtual Directory Architecture
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The first layer is Oracle Virtual Directory's listener layer where socket-level protocol is
spoken. Oracle Virtual Directory provides two types of listeners: LDAP and HTTP.
Both listeners support SSL/TLS on top of their basic protocols. The LDAP layer also
provides the ability to support LDAP-SASL to support digital certificate
authentication.

The listener hands off requests to a worker thread which handles further processing to
determine which action to take, such as a search or update. Operations appear the
same internally to Oracle Virtual Directory whether it is an LDAP or DSML request.
After the operation is determined, the first level of security checks are performed,
including making sure the request is not in violation of any Denial of Service policies
or inbound Oracle Virtual Directory-level access controls.

If the request satisfies the in-bound security requirements, the next step is to invoke
any global level mappings and plug-ins. Mapping and plug-ins have the ability
modify the operation such as changing the name or value of attributes. After invoking
configured global-plug-ins, Oracle Virtual Directory determines which adapters can
handle the request by processing the information provided in the operation.

The DN of the operation, that is, the search base in the search or the DN of the entry in
an all other LDAP operations like a bind or add, is the primary information used.
Oracle Virtual Directory examines the DN and determines which adapters could
potentially support an operation for that DN. This is possible because each adapter
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configuration indicates what LDAP namespace it is responsible for. If multiple
adapters can support the incoming DN namespace, for example, a search whose base
is the root of the directory namespace, such as dc=oracle,dc=com, then Oracle Virtual
Directory performs the operation on each of the selected adapters eligible for handling
that request. The order of precedence is configurable based on priority, attributes, or
supported LDAP search filters.

After Oracle Virtual Directory chooses an adapter, the next step is to invoke any
inbound adapter level plug-ins, which are like global plug-ins except operate only on
the specific adapter. After any plug-ins are invoked, then the adapter translates the
Oracle Virtual Directory request into an operation that maps to its specific adapter
level protocol. With the LDAP adapter, there is often very little translation, perhaps
only to translate the incoming DN to a value that maps to its actual namespace. For
example the incoming search might be for ou=staff,dc=oracle,dc=com and this is
mapped to ou=hr,o=oraclecorp. However, with other adapters, such as JDBC using the
Database Adapter, the requests are translated into SQL calls, or for custom adapters,
the requests are changed into methods that match their proprietary protocols, such as
Web Service calls.

After the operation is performed, the result proceeds in reverse order back to the
client. In non-search operations, there is normally no further processing. In a search
operation where data is returned, plug-ins (optionally) and access controls are
processed on the data. The Oracle Virtual Directory access controls are designed to
work with any existing access controls you may have in place with your data and act
more as additional—not replacement—access controls.

At the conclusion of the operation, the listener level ensures the data is returned to the
client in the proper format, such as LDAP or DSML entries.

Oracle Directory Services Manager

As of 11g Release 1 (11.1.1), Oracle Virtual Directory and Oracle Internet Directory
have a unified graphical user interface (GUI) called Oracle Directory Services
Manager. Oracle Directory Services Manager simplifies the administration and
configuration of Oracle Virtual Directory and Oracle Internet Directory by allowing
you to use web-based forms and templates.

As of this release, you can configure Oracle Directory Services Manager to use Single
Sign-On (SSO). Once Oracle Directory Services Manager has been configured with
SSO, Oracle Directory Services Manager allows a user who has been authenticated by
the SSO server to connect to an SSO-enabled directory without logging in, provided
that the user has an entry in the directory.

Refer to "Getting Started With Oracle Directory Services Manager" on page 8-3 for
more information.

Fusion Middleware Control

As of 11g Release 1 (11.1.1), you configure many Oracle Virtual Directory features from
Oracle Enterprise Manager Fusion Middleware Control. This console enables you to
configure and manage all Oracle products from one user interface.

Using the Oracle Enterprise Manager Fusion Middleware Control, you can monitor
the Oracle Virtual Directory Server and related components and activities. The Oracle
Enterprise Manager Fusion Middleware Control collects host names and ports that
you specify during installation or configure at a later time. A Resource Discovery
Service (RDS) identifies Server instances and associated components and sends
information about these components to the Oracle Enterprise Manager Fusion
Middleware Control. The Oracle Enterprise Manager Fusion Middleware Control
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depends on RDS to detect when nodes in the network are down, or if additional nodes
are installed and configured from the Oracle Universal Installer.

Using the monitoring functions, you can gain insight into system activity and
performance, for example, total logins, successful and unsuccessful logins, average
login time, request latencies, LDAP connections, and so on.

You can monitor the following items:
= Metrics: To monitor system health

= General: A high-level rollup of load, performance, security, login, CPU utilization,
and other data

= Performance: Key metrics for the directory server and its host
= Reports: Data on operation success and failure

= Topology: Information on the Oracle HTTP Server instances, directory server
instances, single sign-on servers, associated databases, and so on

1.1.5 Oracle Virtual Directory in Oracle Fusion Middleware

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: From Java EE and developer tools, to integration
services, business intelligence, and collaboration. Oracle Fusion Middleware offers
complete support for development, deployment, and management.

Oracle Virtual Directory is a component of Oracle Fusion Middleware as a standalone
Java 2 Standard Edition (J2SE) process. Oracle Virtual Directory utilizes several aspects
of the Oracle Fusion Middleware framework, including integrating with the following:

s Common Audit Framework

s Common Logging Framework

s Credential Store Framework

s Oracle Enterprise Manager Fusion Middleware Control

The following is a list of Oracle Fusion Middleware concepts and terms related to
Oracle Virtual Directory:

WebLogic Server Domain

A WebLogic Server administration domain is a logically related group of Java
components. A WebLogic Server domain includes a special WebLogic Server instance
called the Administration Server, which is the central point from which you configure
and manage all resources in the domain.

An Oracle WebLogic Server domain is a peer of an Oracle instance. Both contain
specific configurations outside of their Oracle homes.

WebLogic Server Home

A WebLogic Server home contains installed files necessary to host a WebLogic Server.
The WebLogic Server home directory is a peer of Oracle home directories and resides
within the directory structure of the Middleware home.

Oracle Instance

An Oracle instance contains one or more system components, such as Oracle Virtual
Directory. The system components in an Oracle instance must reside on the same
computer. An Oracle instance directory contains updatable files, such as configuration
files, log files, and temporary files.
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Oracle Home

An Oracle home contains installed files necessary to host a specific product. For
example, the Oracle Virtual Directory home contains a directories that contain Oracle
Virtual Directory binary and library files. An Oracle home resides within the directory
structure of the Middleware home. Each Oracle home can be associated with multiple
Oracle instances or Oracle WebLogic Server domains.

Middleware Home

A Middleware home consists of the Oracle WebLogic Server home, and, optionally,
one or more Oracle homes. A Middleware home can reside on a local file system or on
a remote shared disk that is accessible through NFS.

See: Oracle Fusion Middleware Administrator’s Guide for complete
information about Oracle Fusion Middleware.

1.1.6 Oracle’s Directory Services Portfolio

Oracle is the only vendor that provides a complete range of directory service solutions,
including:

= Scalable local-store based directory server with Oracle Internet Directory
= Meta-directory with Directory Integration Platform
s Directory virtualization with Oracle Virtual Directory

Use Oracle Internet Directory when you must store data in an LDAP server but do not
have an existing directory server. Use Directory Integration Platform when you must
synchronize databases or other directory information to Oracle Internet Directory. You
can also use Directory Integration Platform to synchronize data between Oracle
Internet Directory and certain Oracle applications, like Oracle eBusiness Suite. Use
Oracle Virtual Directory to aggregate data from heterogeneous sources into a single
directory service in real-time through direct data access.

You can use the Oracle Directory Services products independently of each other or
with each other. For example, you can use Oracle Virtual Directory with Oracle
Internet Directory to provide a DSML interface to Oracle Internet Directory data. You
can use Oracle Internet Directory to provide scalable storage for information to
manage using Oracle Virtual Directory and that does not have an existing directory to
leverage. Also, Directory Integration Platform with Oracle Internet Directory can use
Oracle Virtual Directory to provide additional fault-tolerance support for existing
virtualized data-stores. For example, if for some reason your primary enterprise
directory becomes unavailable, Oracle Virtual Directory can use the Oracle Internet
Directory store.

1.2 Why the Enterprise Directory Is Not Enough

This topic describes many of the obstacles traditional directory servers and enterprise
directories face today when deployed for identity management configurations and
also explains how Oracle Virtual Directory can solve them.

Overview: Traditional Directory Server Shortcomings

Today’s directory servers are designed as specialized databases and by themselves,
they do not provide enterprises with the tools needed to connect all possible
applications into a single enterprise directory. With very few exceptions, no company
has a single enterprise directory.
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According to analysts, the majority of companies have several (five or more)
directories used company-wide. If their intent is to provide data to an application that
is used by multiple business partners, then the number of directories increases by at
least the number of business partners using the application. Oracle believes that most
enterprises need multiple tiers of directory services both internally and externally.
Oracle Virtual Directory is one of the best ways to provide this requirement without
duplicating data and without incurring large replicated infrastructure costs.

Typical directory and database technology fails to resolve issues that arise when
corporations are made up of independent business units, divisions and partners.
Today’s directory server technology forces companies to build a single managed data
infrastructure that requires huge political discussions on the following topics:

= What data should the directory infrastructure contain?
= Who will manage it?
= Who will fund it?

Issues such as who should pay for directories and who should manage them become
critical factors that affect the success of deploying what should be relatively simple
database technology. As shown in Figure 1-4, there can be numerous directory sources
in different formats and geographies, but also, owned by different parties.
Additionally, other directories such as relational databases and email systems can and
are added to these traditional enterprise directories.

Figure 1-4 Distributed Directory Services
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The issues surrounding distribution of data are further complicated by the addition of
LDAP-enabled applications such as Lotus Domino and Microsoft Exchange that have
directory information but do not readily integrate into existing enterprise directories
due to differing requirements in schema.

Developers have traditionally succeeded at creating databases for specific purposes,
because decision-making is driven by individual business managers sponsoring
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business-driven applications. Now, the new trends of business-to-business web
services and inter-business applications means that the data sources within external
partners must be considered in the creation of a directory services and security
infrastructure strategy.

A directory service integration layer is needed to handle practical issues such as:
= Distributed Security: availability and verification

= Routing: how to get to different data

= Integration: how to handle differing formats

= Data-level Federation: merging trusted directories

Oracle Virtual Directory is Oracle’s answer to this challenge.

The following sections describe in detail common obstacles traditional directory
servers face and how you can use Oracle Virtual Directory to resolve them.

Clogged Replication

Directory services are frequently deployed over time with a single primary or "master"
node and multiple replication nodes. Over time, you may developed multiple
hierarchies of directories to facilitate regionalized replication, which in turn support
regional directory farms.

As time passed though, replication may slow down to the point where the directory
replica servers are outdated. The main cause for slow replication is the maintenance of
searching indexes. Often, reviewing the indexes and minimizing indexes can extend
the life of an existing infrastructure.

However, at some point, directory indexing demands will outweigh any individual
server's ability to keep up with and replicate changes for it. An alternative is to
consider breaking the replicas into special purpose or class-of-service nodes. For
example, one pair of replicas might be dedicated to handling user search and policy
server requests. Another pair might be dedicated to performing white page or email
searching requests. Other servers might be tuned to the needs of specific applications.
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Figure 1-5 Example of Class of Service Replica Indexing
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In Figure 1-5, the indexing strategy has been adjusted to create Class-of-Service
replicas enabling replication to scale. Each class-of-service defines a set of directory
replicas designed for specific application clients.

In this case, Oracle Virtual Directory automatically knows where the master server is
and routes modified traffic directly to it—avoiding a needless directory referral
operation. The next challenge is how to route applications to the correct replicas for the
correct searches based on class-of-service.

One easy way is to assign directory replicas directly to applications. However, this
strategy might not work since applications may use a greater variety of searches than
can be configured on any particular directory replica. Instead, you can use the Oracle
Virtual Directory virtual directory to automatically route each search request by using
its routing include and exclude filters. These filters allow the administrator to decide
which operations each proxied node may and may not perform.
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Figure 1-6 Example of Oracle Virtual Directory Routing an Application Search on UID
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Figure 1-6 shows a typical request where that application is looking to locate a
user-distinguished name by searching on UID. Oracle Virtual Directory recognizes the
search filter and routes the request to the appropriate directory replicas. Notice that
Oracle Virtual Directory can select from multiple nodes and provide load balancing
between the nodes, allowing it to spread load across multiple nodes and ensure fault
tolerance by not having to rely on any single node.

For different kinds of searching operations, for example, white pages, or
classes-of-service, Oracle Virtual Directory can route to alternate directory replicas.

If none of the filters are matched, a default server can be designated. This server might
be set up as a low-performance server and lag in replication since it may have more
general purpose indexing.

In all of these cases, you see only a single Oracle Virtual Directory. In reality, multiple,
identically configured Oracle Virtual Directories can be deployed according to the
fault tolerance and loading requirements of the servers. Because Oracle Virtual
Directory holds no data, the architecture is 100 percent parallel, allowing for unlimited
growth. For example, it is possible to deploy a server pair per application client if
needed. Since each server holds no data, and therefore requires no backups, and
simply acts as a router, each server adds minimal management costs to the overall
infrastructure.
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Transaction Failover

Many enterprises have deployed fault-tolerant infrastructures, using devices such as
F5 BiglP to route LDAP traffic to available directory server nodes. Because LDAP
provides atomic single unit transactions, it has often been assumed that applications
would be able to deal with transaction failures. If an LDAP operation fails, it has
always been assumed that the application knows to reconnect and try again. For
service architects, this has presented many obstacles as some applications replay
invalid transactions on multiple directory servers or the application fails and does not
realize it just has to try again.

Oracle Virtual Directory addresses this problem through an intelligent connection
pooling mechanism designed to spread application load across multiple directory
servers. Since the connection pooling spreads individual transactions across multiple
servers, Oracle Virtual Directory realizes when a transaction times out or fails on a
particular node and allows the operation to be transferred to another node. Oracle
Virtual Directory determines whether this is a data failure, in which case it is returned
to the client, or whether it is a service failure. If there is a service failure, Oracle Virtual
Directory attempts to repeat the transaction on each available server until all servers
have been exhausted. Only then is a failure returned to the client.

For advanced protection, global failover can be configured by adding non-local
directory nodes to Oracle Virtual Directory's server list. When configured this way, a
load percentage of 0 is assigned to these non-local nodes in the LDAP Adapter’s LDAP
Servers configuration. This forces Oracle Virtual Directory to use these nodes only
when no other local node is available, providing the ability to route traffic locally
while still being able to send it to other sites in times of need.

Connection Domination

In many large-scale directory environments, there may be several applications that
dominate and do not share connections. At application bootstrap time, an application
is assigned a directory server, for example, by F5 BiglP, and it establishes a permanent
connection with that server, causing the following problems:

= Fault-tolerance and load-balancing is effectively bypassed. Since most traditional
approaches use connection-based load balancing and failover, a
connection-hungry application cannot be easily moved from an overloaded
directory server.

= Anoverwhelming load is created. Since the application tends to use only one
directory, its load requirements may exceed the capabilities of the node to which it
is assigned. By never relinquishing a connection, there is no opportunity for the
management systems to re-adjust the load.

Virtual directory technology helps by providing a connection pooling mechanism that
distributes load on a transaction-by-transaction basis. Oracle Virtual Directory
maintains a minimum number of connections with each of its proxied directories and
adds connections as load requires. Oracle Virtual Directory provides automatic
switching of the single client connection and spreads its operations over multiple
directory servers, making the directory service more stable because no single directory
server node is overloaded. While Oracle Virtual Directory maintains a single
connected session between it and the connection dominate client, Oracle Virtual
Directory itself is a "good citizen" with the infrastructure and provides load
distribution and periodic connection refreshes.

Application Connection Overload

The opposite scenario to the connection domination problem occurs when too many
applications make connections and overload the directory server with too many
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TCP/IP connections and LDAP bind requests. When this happens many directory
servers, including LDAP and X.500 versions, can become unstable as they run out of
system resources or simply run out of processing threads. Many benchmarks show
that most directory servers have a peak performance level at around seven to ten
simultaneous connection threads. This information indicates that while the server may
be capable of answering many more calls, peak throughput is diminished as the server
starts to spend its time establishing connections rather than servicing requests, as
shown in Figure 1-7.

Figure 1-7 Diminishing Throughput Due To Establishing Connections
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Oracle Virtual Directory’s connection pooling mechanism resolves this issue. As with
the connection dominating client, Oracle Virtual Directory uses its pool to share
connection between many clients, and uses rebinding to switch between user contexts
where necessary (depending on the mode of the Oracle Virtual Directory pass
credentials setting). Oracle Virtual Directory takes many client connections and their
requests and multiplexes transactions over a reduced number of connections to the
proxied servers. Since existing connections are reused, the amount of consumed
resources on the proxied server is greatly reduced, allowing it to focus on LDAP
transaction processing.

Data Overload

In some cases, optimizing directory replication schemes is not sufficient to create the
scale needed for extremely large directories, as described in the Clogged Replication
section. In these cases, the ability to create a directory in the tens or hundreds of
millions of entries depends on the ability to divide data into smaller pieces and create
a virtual view where all the separate pieces appear in a single directory view—a divide
and conquer approach.

Oracle Virtual Directory provides several means to accomplish this virtualization. The
simplest way is to exploit directory hierarchy. If the data can be broken down into a
hierarchical structure, then multiple directory groupings can be created where each
grouping owns one or more namespaces. This allows Oracle Virtual Directory to route
traffic by simply looking at the distinguished name and deciding which directory
grouping to use.

For example, if a hypothetical telephone company had customers grouped by area
code, then Oracle Virtual Directory could route traffic by looking at the organization
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unit containing the area code as shown in Figure 1-8. For all modify and bind
operations, traffic is routed solely on distinguished name. For searching operations, as
described in the Clogged Replication section, routing include and exclude filters
would be used to direct traffic based on search filters in the event the search base must
be 0=BigCo and cannot be namespace-specific.

Figure 1-8 Example of Routing Traffic Based on Organizational Units
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If a flat hierarchy is needed, for example, where all entries appear to be under the
same parent, you can choose to either parse the relative distinguished name (RDN),
which is the left-most distinguished name or DN component, or to use prefetch
operations. If the RDN component can be parsed, then routing could be established
with a plug-in that parses the RDN to make routing decisions, as shown in Figure 1-9.

For example, if a DN were of the form: number=6046331751,ou=Account,0=BigCo,
then the routing filter could select based on the first 3 digits (in this case 604) to select a
particular directory grouping.

If the DN were of the form uid=jdoe,ou=Accounts,0=BigCo, the routing could use a
hash table to decide that accounts beginning "a-1" are in one server, "m-r" in another,
and "s-z" in a final grouping.
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Figure 1-9 Example of Parsing in a Flat Hierarchy
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In this case, you can use a routing plug-in mechanism to supplement standard routing
features. The intent of the plug-in is to allow you to describe the criteria under which
the data should be separated. The selected criteria must ideally be available within
every transaction, either in the DN or the filters and base.

The other alternative is to use prefetch. If the data has been divided such that there is
no predictable way, at least to Oracle Virtual Directory, to determine where it occurs,
Oracle Virtual Directory must then search directories based on customer-specific
criteria to locate the correct repository. For example, on an LDAP modify operation a
search must occur first to locate the modify repository. There must be a similar
requirement for bind, delete and rename operations. On an LDAP add operation, there
must be sufficient information in the add request to determine which repository
receives the add request. In some situations, performance overhead could be
moderated with a special master directory that the server uses simply to locate entries
in the infrastructure.

Conclusion

You can use Oracle Virtual Directory in fault-tolerant configurations at various points
in a global directory services deployment as shown in Figure 1-10. As a load balancer,
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Oracle Virtual Directory can be placed between site IP Routers, for example,
WebSphere Edge Server and F5 BiglP, and site replica servers. Oracle Virtual Directory
provides transaction level load balancing and fault tolerance between servers in the
location. In addition to load balancing, Oracle Virtual Directory can offer multiple
infrastructure level views of the data, including information from relational database
sources through JDBC.
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Figure 1-10 Example of Oracle Virtual Directory Load Balancing
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For those applications requiring a special directory view or the ability to have global
transaction failover, Oracle Virtual Directory can be deployed as a middleware
component directly on application servers. This strategy makes the application capable
of switching between different locations if a site failure occurs. Normally, in this
configuration, Oracle Virtual Directory would provide load balancing only at the local
level while switching to other location nodes only when local services have failed.

Oracle Virtual Directory's flexibility enables directory architects to develop complex,
robust directory service infrastructures. As an integration tool, Oracle Virtual
Directory assists developers in using enterprise infrastructure as leverage in the easiest
possible way. As an information router, Oracle Virtual Directory is quick to deploy,
easy to manage and has an extremely low cost of operation.

Oracle Virtual Directory provides the functionality and performance required to
manage large-scale deployments more effectively. As organizations look to solve
enterprise-level data issues, Oracle Virtual Directory offers multiple solutions to some
of their most challenging concerns.

1.3 Oracle Virtual Directory In Enterprise Directory Network
Environments

You can deploy Oracle Virtual Directory in several different environments to resolve
obstacles faced by traditional directory solutions. Figure 1-11 shows example
deployments for Oracle Virtual Directory in two different environments, Intranet and
Extranet.
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Figure 1-11 Oracle Virtual Directory In Enterprise Directory Network Environments

-
=5
)
S
(=3

IIIIIIIIIIIIIIIIIIIIIIIImIIIII

Firewall External User
=—® q’ ,
= J i —

Oracle = ¥ l I
Virtual = —_
Directory =

(LDAP
Extranet Proxy)
Application @ = >
Business Partners
Firewall
= Firewall
Oracle Virtual — =
Directory = —|
(Multi-Function) = =
« © = =
oracle 6 = —
1 — = =
Oracle —|
Virtual =
Directory
1 ] with LSA) A
Firewall
~—"10racle =
Virtual = = *
Intranet E)irectory = l
Application LDAP =
Internal User pplicatio Proxy) =
= Active
Intranet Directory
Application Forest

Intranet Identity Example

The following steps explain the sequence of Oracle Virtual Directory’s role in the
intranet example displayed in Figure 1-11:

1. At the lower left-hand corner of the figure, an internal end-user accesses an
intranet based web application. The application may or may not include a policy
server as part of its own infrastructure.

2. The application or policy service requests the user’s identification and password
when the end-user accesses the application.

3. The application or policy service accesses Oracle Virtual Directory using LDAPv3
to validate the credentials using an LDAP bind request.

4. Oracle Virtual Directory in turn routes this request to the local directory server
store and validates the credentials. On validation, Oracle Virtual Directory returns
the verified results to the application.
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5. Ina further request, the application requests the user’s directory entry from Oracle
Virtual Directory so that their application profile and rights can be retrieved.
Oracle Virtual Directory performs a transparent join, combining attributes from
both the local directory server and information from a RDBMS. Once collected,
Oracle Virtual Directory merges the result into a single virtual entry and returns it
to the intranet application.

Extranet Identity Example

The following steps explain the sequence of Oracle Virtual Directory’s role in the
extranet example displayed in Figure 1-11:

a. In the upper right-hand corner, an external organization or business partner
end-user accesses an extranet-based web application.

b. The application contacts Oracle Virtual Directory using LDAPv3 to verify the
user’s credentials using an LDAP bind.

c. Oracle Virtual Directory recognizes the credential maps to an external
directory. Oracle Virtual Directory connects to the external Oracle Virtual
Directory as the business partner using an SSL encrypted link and uses its
own credentials to validate the inter-business unit query.

d. Once the business partner’s Oracle Virtual Directory has validated the Oracle
Virtual Directory, it recognizes the request and passes it on to the internal
LDAPv3 directory.

e. Oracle Virtual Directory applies the appropriate inter-business access control
and returns the filtered results from the directory back to Oracle Virtual
Directory, which is then able to validate the password of the business partner
user and return success or failure to the application.

f. Finally, as in the intranet application example, the application might then
query Oracle Virtual Directory for additional attributes about the user. Oracle
Virtual Directory performs a join linking client-supplied information from the
business partner directory with locally stored information in the corporate
database.

Example Summary

The examples in Figure 1-11 demonstrate capabilities across a complex scenario. You
see Oracle Virtual Directory acting as an information router and joiner, brokering
information from multiple secure sources to meet the needs of an application or
security infrastructure. Not only can Oracle Virtual Directory bring together
information from within a single intranet, it can also leverage information from
business partners. This is particularly important because it allows business partners to
use the extranet application without having to be provisioned or managed in the host
business’s directory. Business partner users are authenticated by their own local
directory in real time.

Oracle Virtual Directory can also play an important role as a LDAP Proxy server.
Oracle Virtual Directory may optionally be used by business partners to act as a
directory firewall. Oracle Virtual Directory properly authenticates and authorizes
external access to internal directory information. In the bottom right of the diagram
you also see how Oracle Virtual Directory’s own routing capabilities allow it to route
to multiple internal directories or Windows Active Directory forests keeping this
information away from the client. As a firewall, Oracle Virtual Directory controls and
limits access to information as seen by authorized external parties. As a
virtual-directory component, Oracle Virtual Directory simplifies and restructures data
for publication of data to be used by business partners.
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1.3.1 Virtual Namespace Mapping

Oracle Virtual Directory enables you to connect to any source directory tree and map it
to a new virtual tree. For example, an entry in a source directory has the following
distinguished name (DN):

cn=Jim Smith, ou=People,o=Division B, c=UK

This source directory entry can be mapped to:

cn=Jim Smith, ou=People,ou=Division B, ou=People, o=AppView

In this example, Oracle Virtual Directory maps all entries below o=Division B, c=UK to
ou=Division B, ou=People, o=AppView. Oracle Virtual Directory is performing an

on-the-fly translation making Division B users appear to be part of the
application-specific directory.
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Figure 1-12 Example Application-specific Local Directory Branch
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Figure 1-12 shows a local directory branch specific to the application. The root of the
tree is o=App View. Under this branch, local information such as application access
control and roles can be stored, for example, cn=User Group,ou=Groups,0=App View.

The application may have an architectural limitation that it only searches for users
under a common people branch. To meet the application requirement, the design
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objective can be changed to have the new directory design map all directory sources
underneath the ou=People branch. Figure 1-13 shows how this can also be

represented:

Figure 1-13 Example Directory Mapping
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In Figure 1-13, Oracle Virtual Directory is configured with four adapters:

= Adapter 0 forms the root of the directory tree and maps to o=AppView. This
adapter holds the virtual root of the tree and local entries such as access control

groups.

= Adapters 1-3 map each directory source to positions beneath the ou=People

branch of the new application tree.
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Understanding Oracle Virtual Directory
Adapters

This chapter describes Oracle Virtual Directory adapters and contains the following
topics:

= Whatis an Adapter?

s Understanding the LDAP Adapter

s Understanding the Database Adapter

s Understanding the Local Store Adapter

s Understanding the Join View Adapter

s Understanding the Custom Adapter

»  Understanding How Adapters Create the Virtual Directory
s Understanding Adapter Namespaces

s Understanding Adapter Templates

2.1 What is an Adapter?

To present the single virtual directory view of data in multiple and various data
repositories, Oracle Virtual Directory must connect to those repositories so it can
virtualize the data and route data to and from the repositories. Oracle Virtual
Directory uses adapters to connect to its underlying data repositories. Each adapter
manages a namespace in the directory identified by a specific parent distinguished
name (DN). There is no limit to how many adapters you can configure. You can also
combine and overlap adapters to present a customized directory tree.

The topics in this chapter describe each Oracle Virtual Directory adapter in detail. The
following is a list of the adapters Oracle Virtual Directory provides:

= LDAP Adapter

= Database Adapter

= Local Store Adapter
= Join View Adapter
»  Custom Adapters
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2.2 Understanding the LDAP Adapter

The LDAP Adapter connects Oracle Virtual Directory to LDAP version 2 and 3
directories and Microsoft Active Directories. The LDAP Adapter enables Oracle
Virtual Directory to present LDAP version 2 and 3 and Microsoft Active Directory data
as a subtree of the virtual directory by providing automatic real-time directory
structure and schema translation. You can configure the LDAP Adapter to root the
virtual subtree at the top of the directory so that it spans the entire virtual directory
information tree (DIT). One LDAP Adapter is required for each distinct LDAP source
you want to connect to. For example, if you have an Active Directory domain
controller that has four replica servers, you would deploy only one LDAP Adapter
and configure it to list each of the four host names and ports of the replicas.

Oracle Virtual Directory can load-balance requests across the replicas or fail-over
sequentially. The Oracle Virtual Directory administrator can adjust load-balancing
ratios.

The LDAP Adapter provides additional fault tolerance and performance solutions,
such as the ability to direct LDAP query traffic to multiple LDAP directory replicas
according to particular search criteria or load-balancing requirements according to
availability and operation type, such as, query operations compared to modify
operations. For example, in a situation with thousands of active clients, Oracle Virtual
Directory reduces load to 10 or 20 steady connections processing thousands of
queries—or, for a particularly busy client, Oracle Virtual Directory distributes the load
across each of its worker threads according to defined load balancing objectives.

In high performance scenarios, the LDAP Adapter can smooth the connection load
seen by source directories by spreading the load from multiple clients across a limited
set of connections. The LDAP Adapter does this by maintaining a pool of connections
between the Oracle Virtual Directory and the source directory and its replicas,
allowing the source directory to work faster by having a reduced connection handling
load and by having Oracle Virtual Directory limit traffic to it so that its maximum
thread load is not exceeded.

Note: Oracle Virtual Directory enables you to secure the LDAP
Adapter interface using SSL.

The remaining sections in this topic provide additional information on the LDAP
Adapter, including:

= LDAP Adapter Deployments
s LDAP Adapter Read, Write, Rename, and Compare Support
»s  Access Control and the LDAP Adapter

2.2.1 LDAP Adapter Deployments
The LDAP Adapter can be deployed as a:

= Pure proxy

= Virtual directory proxy

LDAP Adapter as a Pure Proxy

As a pure proxy, the LDAP Adapter can be configured to perform no translation,
which makes Oracle Virtual Directory act as a directory router for solving availability
and firewall issues. To configure the LDAP Adapter as a pure proxy, you set the
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Adapter Root and Adapter Remote Base configuration parameters with the same
values.

LDAP Adapter as a Virtual Directory Proxy

By contrast, there can often be a requirement to change one directory tree namespace
to another name to provide a simple namespace mapping. By setting different values
for the Adapter Root and Adapter Remote Base configuration parameters, a
namespace mapping is implied. For example, imagine that the proxied directory has
people entries at the base ou=People,o=Airius.com. The local directory design calls for
the Airius entries to appear within the local people folder.

Consider the following settings for the adapter configuration parameters:
= Adapter Root: ou=Airius,ou=People,dc=YourCompany,dc=com
= Remote Base: ou=People,o=Airius.com

When queried through the LDAP Adapter with these settings, all entries below
ou=People,o=Airius.com appear to have DNs under the designated DN root of
ou=Airius,ou=People,dc=YourCompany,dc=com.

By default, all attributes are passed through as-is from the proxied directory through
the Oracle Virtual Directory to the Oracle Virtual Directory client. The LDAP Adapter
can perform basic DN translation of attributes containing DNs specified in the DN
Attributes configuration parameter list. Only attributes listed in the DN Attributes
parameter configuration list and attributes that have DN values that contain the
Remote Base DN configuration parameter value for the LDAP Adapter as suffix are
translated. For example, consider the following:

The adapter root DN is dc=emer, dc=orion, dc=com and the remote base DN is
ou=emer, o=orion.com

A group object in the dc=emer, dc=orion, dc=com namespace has members in both
the dc=emer, dc=orion, dc=com and dc=amer, dc=orion, dc=com namespace
(for example, because of an Active Directory trust relationship) would be translated as:

DN: cn=Group 1, cn=groups,ou=emer,o=orion.com
objectclass: top

objectclass: group

member: cn=Jane Doe,cn=users,ou=emer,o=0rion.com
member: cn=Ted Davies, cn=users,dc=amer,dc=orion, dc=com

Note: The dc=amer, dc=orion, dc=com value did not change
because the LDAP Adapter cannot translate values that are outside of
the namespace.

This is an uncommon scenario because usually the DN attribute
values either exist within the directory namespace or values are
properly translated before being added into the directory.

If you do encounter this scenario, use a custom Mapping script to translate the values
that are outside of the adapter's root namespace. Oracle Virtual Directory also can
translate attributes on-the-fly as data from the remote directory passes through the
Oracle Virtual Directory by using Mappings and Plug-ins.

2.2.2 LDAP Adapter Read, Write, Rename, and Compare Support

The LDAP Adapter supports full read, add, modify, delete, and rename functionality.
Support for the LDAP rename operation includes the ability for renaming or moves
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between adapters. An LDAPv3 moddn function of LDAP rename, that is, a move,
done between adapters causes a cut and paste to occur. To make this transaction safe,
the originating entry is not removed until Oracle Virtual Directory has confirmed a
successful add into the destination directory. If the add fails in the destination
directory the operation is aborted the error from the destination directory is returned.

LDAP compare operations are automatically converted to LDAP get or LDAP bind
operations to provide cross-adapter and cross-protocol support.

2.2.3 Access Control and the LDAP Adapter

Oracle Virtual Directory access control is applied at two levels:
s Oracle Virtual Directory Access Control

s Remote LDAP Server Access Control

Oracle Virtual Directory Access Control

Oracle Virtual Directory supports IETF RFC 2820 and also enforces access control
according to the IETF LDAP Access Control Model for LDAPv3 (March 2, 2001 draft).
This draft specifies how RFC 2820 should be implemented in a vendor neutral way.
Oracle Virtual Directory enforces these standard- and draft-compliant access controls
uniformly across all adapters providing a consistent security implementation. Refer to
"Understanding Oracle Virtual Directory Access Control" on page 6-4 for more
information.

Remote LDAP Server Access Control

Because Oracle Virtual Directory acts as an LDAP client, it must conform to access
controls in remote adapter directories, such as LDAP directories. How this works
depends on the vendor's implementation of access control.

When Oracle Virtual Directory connects to a proxied directory server, it can use its
own credentials or the bound end-client credentials.

s If Oracle Virtual Directory passes through user credentials to the source directory,
then end-to-end user contextual access control is enabled. The implication is that
the remote server will authenticate the bound end-client credentials.

= If Oracle Virtual Directory passes its own credentials, then Oracle Virtual Directory
must provide its own user-specific access control while being subject to access
control enforced against its server credential with the proxied directory.

Depending on the value you set for the LDAP Adapter's Pass Credentials
configuration parameter, Oracle Virtual Directory can verify credentials in one of the
following methods when processing bind requests using passwords for users whose
entry is represented by an LDAP Adapter:

»  If the Pass Credentials configuration parameter is set to Always or Bind-only,
Oracle Virtual Directory passes the supplied user DN and password to the proxied
LDAP directory. The proxied directory is responsible for determining the validity
of a user-supplied password. The success or failure of the remote password
verification is then returned transparently to the user.

»  If the Pass Credentials configuration parameter is set to Never, Oracle Virtual
Directory uses the adapter specified account to connect to the remote directory to
retrieve the encrypted password value.
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Note: The account specified in the adapter configuration must be
granted access to the encrypted password value by the proxied
directory or the bind will be treated as a failure. When the encrypted
value is returned to the Oracle Virtual Directory, Oracle Virtual
Directory encrypts the user's password and compares it with the
encrypted value returned from the proxied server. If a match is
determined, Oracle Virtual Directory returns a successful bind.

If users are performing certificate binding, the Pass Credentials
setting of Never is implied where Oracle Virtual Directory confirms
client credentials by pulling the client's public key from the remote
LDAP proxy.

2.3 Understanding the Database Adapter

The Database Adapter is a fully featured LDAP-to-Java Database Connectivity (JDBC)
gateway supporting translation of all LDAP operations (add, bind, delete, get, modify,
rename) into equivalent SQL prepared statement code. The Database Adapter can
connect to most databases that support JDBC or Open Database Connectivity (ODBC)
through the JDBC-ODBC library. The Database Adapter uses JDBC class libraries to
form connections to databases for performing LDAP searches. The required database
libraries are generally provided with the database distribution or are available through
the database vendor.

Database Adapter Features
The following is a list of some Database Adapter features:

= No modifications required for source database

= Flexible table and column mapping, allowing almost any LDAP object to be
constructed on-the-fly by using Mappings that define how LDAP objectclasses are
derived from tables.

= Connection pool for streamlining requests.

= Multi-table Joins performed within Oracle Virtual Directory or through views in
the RDBMS server.

= Multi-value attribute mapping through row grouping using a primary key.

=  The ability to construct several object classes and hierarchies within a single
adapter connection.

Database Adapter Considerations
When using the Database Adapter, keep the following in mind:

s LDAP operations do not support transactions, so the Database Adapter modifies
one database table at a time.

s LDAP supports multivalue attributes, however, database tables support one value
for each column. To create an entry with multivalue attributes in the database
table, the Database Adapter denormalizes the table and creates one row for each
variation of the attributes in the entry.

s The Database Adapter connects to databases using only Oracle Virtual Directory's
credentials—it cannot pass through client user credentials as the LDAP Adapter
can.
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s The Database Adapter supports only normal SQL operations and does not support
deployment specific stored procedures. Consider using a plug-in with the
Database Adapter to support database stored procedure integration.

s All components that form an entry's DN must be contained in the database
table—except for the portion of the DN that is the adapter root namespace.

= Oracle Virtual Directory returns only one attribute when multiple attributes are
mapped to one database column. You can address this issue by creating a custom
mapping script.

s If you use the Database Adapter to manage client binds, for example, to validate
passwords stored in a field in a database table, you must store the password in a
CHAR/VARCHAR field in the database and you must deploy the Map DB Password
mapping to the Database Adapter.

s Currently, the Database Adapter only supports exact matches on telephone
number values if used in a search filter. If you are using the Database Adapter to
support lookups on telephone number, you can use a plug-in to normalize the
input value before sending the query, which allows LDAP applications that do not
adhere to the LDAP standard to continue to function.

s The Database Adapter does not support multi-value RDNs.

The remaining sections in this topic provide additional information on the Database
Adapter, including:

»s  Access Control and the Database Adapter
s JDBC Java Class Libraries
s Understanding Database Adapter Mapping

2.3.1 Access Control and the Database Adapter

The Database Adapter respects the access controls that exist on the remote database in
addition to Oracle Virtual Directory's own native access controls. Unlike the LDAP
Adapter, Oracle Virtual Directory cannot pass the authenticated user's credentials to
the remote database. As a JDBC client, Oracle Virtual Directory is restricted in
capabilities to those authorized by the RDBMS server for the adapter defined by the
adapter's Database Username specified in the JDBC Connection information. All
queries are performed using the account specified in the Database Username field.

Oracle Virtual Directory performs password verification by comparing the value
returned from the database with the value supplied by the user. If the password is
stored in hashed /encrypted form, the value must be prefixed with the appropriate
hash qualifier ({crypt}, {sha}, {ssha} ). The prefix informs Oracle Virtual Directory about
what type of password hash comparison algorithm to use to validate the password.
Since this is an LDAP convention, the prefix may not exist in the text file. Use an
adapter mapping to assign a prefix.

Oracle Virtual Directory applies its own standards-based LDAP security and access
control model simultaneously across all adapters and adapter types.

2.3.2 JDBC Java Class Libraries

Before you can use a particular JDBC driver, you must load the driver file Oracle
Virtual Directory as described in "Loading Libraries into the Oracle Virtual Directory
Server" on page 9-13. The driver files can be downloaded from their respective
manufacturers. For more information on locating drivers, refer to the Oracle
Technology Network at: http: //www.oracle.com/technology/index.html.

2-6 Oracle Fusion Middleware Administrator's Guide for Oracle Virtual Directory



Understanding the Database Adapter

After the JDBC libraries are loaded into Oracle Virtual Directory you can define a new
Database Adapter connection by either selecting a predefined database type, or by
specifying the JDBC URL as defined by the manufacturer.

The Database Adapter supports predefined JDBC URLs for the following databases:

= Hypersonic

= IBMDB2

s Microsoft SQL*Server
= MySQL

s OpenBase

s Oracle

= PostgreSQL
»s  Sybase
= Sun ODBC-JDBC Bridge

2.3.3 Understanding Database Adapter Mapping

The following is a list of aspects related to mapping relational data structures into a
hierarchical directory when using the Database Adapter, including:

= Entry Name Formation

= Indexes for Mapped Tables

= Multiple Table Writes

= Multiple Valued Attributes

= Searches and Multiple Row Objects
= Writes to Tables

s Cascading Deletes

= Substring Searches

Entry Name Formation

All database fields that are used as part of an entry's name—except for the portion of
the DN that is the adapter's root—must be contained in the table rows that are mapped
and returned to Oracle Virtual Directory through the Database Adapter. For example,
to create a hierarchy in which user objects contain both a common name (cn) and an
organizational unit (ou) in their DN, for example, cn=Joe User,ou=Marketing, both the
cn and ou must be part of the entry.

In pure LDAP, the ou attribute would not normally be required as it is part of the
parent entry. Since databases are not hierarchical, you can generate multilevel DNs
without requiring considerable new metadata to be created and managed to define
hierarchy.

Indexes for Mapped Tables

To improve performance when using a Database Adapter, Oracle recommends
creating the appropriate indexes on the database tables that are being mapped. For
example, a table named employee contains columns named salary and
employeename and the cn name is mapped to employeename. To improve
performance, create a function index for employeename as follows:

create index upper_employee on employee (upper (employeename));
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Multiple Table Writes

Multiple table writes are not possible directly through a single Database Adapter. This
is the same limitation exhibited by databases where views cannot be updated directly
when they present columns from multiple tables.

Oracle Virtual Directory can work around this limitation by using the Oracle Virtual
Directory Join View Adapter. By creating multiple database adapters (perhaps one for
each table) and defining the relationship between them, it is possible to have Oracle
Virtual Directory manage writes to entries that are constructed through multiple
tables.

Multiple Valued Attributes

Databases typically do not allow for multiple values for a single field within a single
table row. There are exceptions where an array type is supported, but these data types
tend to be relatively limited. Some users put multiple values into a row by separating
data, such as account flags, within a field using delimiters such as commas or pipes

.

Traditional database design dictates that fields that have multiple values should be
normalized into an additional table. Databases that are part of a data warehouse may
take a different approach in which every permutation of every field is placed into a
denormalized table.

Oracle Virtual Directory can generally support either model. In general, Oracle Virtual
Directory takes the designated RDN attributes and uses them to group multiple rows
together. Where Oracle Virtual Directory schema supports multiple values, Oracle
Virtual Directory groups these rows together to form a combined entry.

Consider a table used to define group memberships, as shown in the following
example. In the first column there are group names. A member is defined in the
second column as follows:

GroupName Member

My First Group cn=Paul Jacobs,cn=Users,dc=0racle,dc=com
My First Group cn=Alice Wing, cn=Users,dc=0racle,dc=com
My First Group cn=Jim Smith, cn=Users,dc=0racle,dc=com
Administrators cn=Paul Jacobs, cn=Users,dc=0racle,dc=com
Administrators cn=Jim Smith, cn=Users,dc=0Oracle,dc=com

In SQL, to list the members of each group, a SQL query would look like the following:

select * from grouptable group by groupName;

When proxied through the Database Adapter, Oracle Virtual Directory returns the data
as follows:

dn: cn=My First Group, ou=Groups, dc=Yourcompany, dc=com
objectclass: groupofuniguenames

objectclass: top

cn: My First Group

uniquemember: cn=Paul Jacobs,cn=Users,dc=0racle,dc=com
uniquemember: cn=Alice Wing, cn=Users,dc=0Oracle,dc=com
uniquemember: cn=Jim Smith,cn=Users,dc=0Oracle,dc=com

dn: cn=Administrators, ou=Groups, dc=Yourcompany, dc=com
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objectclass: groupofuniquenames

objectclass: top

cn: Administrators

uniquemember: cn=Paul Jacobs,cn=Users,dc=0racle,dc=com
uniquemember: cn=Jim Smith, cn=Users, dc=0racle, dc=com

In these results, Oracle Virtual Directory has collapsed the group name into the single
unique value and combined the group members into the multi-valued uniquemember
attribute.

Searches and Multiple Row Objects

Searches are supported to normalized or denormalized tables without doing anything
other than configuring a database-level join as necessary. As expected in proper LDAP
terms, all values of the attribute are returned. For example, consider the following
search:

ldapsearch -b "ou=groups,dc=yourcompany,dc=com" -s sub "unigquemember=Paul
Jacobs, cn=Users, dc=0racle, dc=com"

The Database Adapter returns:

cn=Administrators, ou=Groups, dc=Yourcompany, dc=com
objectclass=groupofuniguenames

objectclass=top

cn=Administrators

uniquemember=cn=Paul Jacobs, cn=Users,dc=0racle,dc=com
uniquemember=cn=Jim Smith, cn=Users,dc=0racle,dc=com

Typical group entry lookups are usually done to establish user authorization. They
involve getting the list of groups that a given user is a member of. The full
membership information of the group entries in the result set is typically not required.
For the purposes of good performance, it is recommended that the LDAP client
request the required attributes explicitly and list attributes other than uniquemember
whenever the uniquemember attribute is not required. For example, instead of the
preceding search, use the following search:

ldapsearch -b "ou=groups,dc=yourcompany,dc=com" -s sub "uniquemember=Paul
Jacobs, cn=Users,dc=0racle,dc=com" dn cn

The Database Adapter returns:

cn=Administrators, ou=Groups, dc=Yourcompany, dc=com
cn=Administrators

Writes to Tables

Writes to multi-table objects (normalized tables) must be performed by using a Join
View Adapter that splits out attributes to each table based on the design of the
database. This is required because while there are general guidelines for database
design, every customer's database is different and the resulting relationship between
joined tables can vary widely.

Most customers that use existing and important tables also use stored procedures as
part of controlling updates to those tables. These are similar to API calls and are
proprietary to each database in the way they are constructed and called. The calls
themselves are proprietary to the customer. Oracle Virtual Directory supports stored
procedures with its plug-in system.
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Oracle Virtual Directory supports direct writes to denormalized tables in which each
value for the field that is used in the entry associated with the field used as the RDN
for the entry. All operations including add, modify, and delete are supported.

Within the modify operation, the way the LDAP modify-replace works is to remove
existing attribute values and add new ones. This translates into a SQL delete and a
SQL insert rather than a complex set of SQL inserts, updates, and deletes. The
potential difficulty is with databases that have normalized tables in which the insert
and delete triggers other actions within the database. In such a case, a plug-in would
have to be constructed that would handle the modify-replace operation.

Most customers do not run into this issue as they either are not using direct SQL access
for changes, are using multiple values only for read, or are only using modify-add and
modify-remove directly. For example, customers solving issues with big groups are
storing groups in databases by using Oracle Virtual Directory. Most group
membership changes are adds and removes rather than replaces.

Cascading Deletes

Of the issues mentioned in the "Writes to Tables" description, the biggest issue to
watch for when using the Database Adapter is when Oracle Virtual Directory will be
handling database writes directly to a database that is using cascading deletes. A
cascading delete is where a delete in one table causes the database to activate a stored
procedure that causes deletes in other tables. With cascading deletes, a modify-replace
can possibly trigger deletes outside of the table being directly touched by the Database
Adapter. This happens because the database is sent a single transaction that performs a
SQL DELETE that removes existing values and a SQL INSERT that adds new
replacement values.

This is not an issue if the database trigger is based on a single-valued table in which
fields with multiple values have been normalized to other tables. Oracle Virtual
Directory does an UPDATE rather than a DELETE-INSERT combination on replaces in
which the table has a single row associated with the entry being changed.

Note: The Database Adapter sets unmapped database column values
to NULL during an LDAP update. This limitation is planned to be
removed in a future version of Oracle Virtual Directory.

To work-around this limitation, either map all columns (and use
routing rules to hide them in search results) or map the table to a view
with an update trigger.

Substring Searches

If applications use substring searches, the Database Adapter-mapped attribute must be
mapped as VARCHAR database syntax. This is the only way for SQL to support
substring searching.

2.4 Understanding the Local Store Adapter

The Local Store Adapter enables you to store small amounts of data that does not have
to be made highly available in a local flat file. The following is a list of the most
common uses for the Local Store Adapter:

= Inasituation where you want to store a small amount of data that must be visible
to client applications but does not change very often and also does not have to be
made highly-available. For example, the base entries used by Oracle Virtual
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Directory to emulate Oracle Internet Directory as part of the Oracle Virtual
Directory-Enterprise User Security integration.

= Developers can use the Local Store Adapter when they are building an application
that will eventually use the enterprise directory, but they currently do not have
access to an enterprise directory service. In this situation, developers use the Local
Store Adapter to store test entries as part of the development process, and later
migrate to an enterprise directory storage system, such as Oracle Internet
Directory, when the application is ready for production use.

Note: Oracle Virtual Directory's value is as a virtualization and
proxy service, not as a directory store. If you need a highly available
directory storage system, Oracle recommends using Oracle Internet
Directory—not Oracle Virtual Directory's Local Store Adapter.

= Tohold a single top of the directory tree entry when you have multiple adapters
and they are all branches of the directory tree. For example:

Say you have the following two LDAP Adapters configured:
- ous=staff,dc=mycompany,dc=com
- ou=customers,dc=mycompany,dc=com

You can use the Local Store Adapter to store a top entry of
dc=mycompany,dc=com above the other adapters. Oracle Virtual Directory does
not require this top entry and it will be transparent to most LDAP clients, however
some LDAP client applications, in particular Graphical User Interface desktop
LDAP management clients, can return erroneous error messages if they do not
find an entry at the top of the server.

You can deploy multiple Local Store Adapters for each Oracle Virtual Directory server,
however most servers deploy only one. The most common use for deploying multiple
Local Store Adapters is to store different parts of the directory tree in different files for
backup and recovery considerations. For example, one branch of the directory tree
might be relatively static and therefore does not require frequent backups.

2.4.1 Migrating Local Store Adapter Data

You can use the Oracle Internet Directory oidcmprec tool to migrate LDAP data out
of a Local Store Adapter and into another repository.

Note: Only the compare and reconcile operations of the
oidcmprec tool are supported for Local Store Adapter data
migration.

This section provides an overview of migrating data out of a Local Store Adapter using
oidcmprec.
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See Also: Refer to the following documents for complete
information on the Oracle Internet Directory oidcmprec tool:

»  Oracle Fusion Middleware Administrator’s Guide for Oracle Internet
Directory

»  Oracle Fusion Middleware User Reference for Oracle Identity
Management

This section contains the examples for migrating data out of a Local Store Adapter
using oidcmprec in the following scenarios:

= Initial One-Way Data Migration Between Two Local Store Adapters
= Synchronization Between Two Local Store Adapters

= Local Store Adapter to Oracle Internet Directory Data Migration

Notes:

= After executing the oidcmprec command, you are prompted for
the replication dn password for both the source and destination
directories.

s Oracle Virtual Directory does not allow you to modify the
orclguid. Oracle recommends excluding orclguid when
comparing two directories using oidcmprec.

s If the oidcmprec tool cannot find an entry in the destination
source directory, the tool attempts to find the correct entry by
using orclguid to perform a global search on the source directory,
which can cause problems when searching Oracle Virtual
Directory. If you configured Oracle Virtual Directory with
multiple adapters, Idapsearches go to all of the adapters. If any of
the adapters are inactive, an error can result.

The oidcmprec tool can detect if it is searching an Oracle Virtual
Directory, and it searches for all the Oracle Virtual Directory
adapter rootDNs. The oidcmprec tool uses the most appropriate
Oracle Virtual Directory adapter rootDN as the basedn for the
ldapsearch, which then limits the search to only one adapter.

Initial One-Way Data Migration Between Two Local Store Adapters

For example, consider the following use case. You have two Oracle Virtual Directory
servers running on two different hosts, myhostl and myhost2. Each host has a Local
Store Adapter (LSA) configured: LSA1 on myhostl and LSA2 on myhost2. You want to
migrate the data under c=US in LSA1 to LSAZ2 for the first time. To perform this
migration, run the following command:

oidcmprec operation=reconcile source=myhostl:port
destination=myhost2.port base="'c=US'" scope=subtree exclattr=orclguid

Note: Oracle recommends using the reconcile operation of
oidcmprec for one-way data migration.
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Synchronization Between Two Local Store Adapters

For example, consider the following use case. You performed an initial data migration
from one Local Store Adapter (for example, LSAI) on one Oracle Virtual Directory (for
example, myhost1) to another Local Store Adapter (for example, LSA2) on a different
Oracle Virtual Directory (for example, myhost2) as described in Initial One-Way Data
Migration Between Two Local Store Adapters. Later, you want to synchronize the data
under c=US between the two Local Store Adapters. You do not have to migrate all data
under c=US from the source. Instead, migrate only recently modified data using the
oidcmprec tool’s timestamp based filters, which are based on RFC 2254. All data in
the source that was modified after the value specified by the timestamp filter is
migrated to the destination.

Notes:

s When synchronizing data between two Local Store Adapters, only
one-way data migration is supported. That is, if you initially
synchronize data in LSAI (source) to LSA2 (destination), you
should not synchronize data from LSA2 to LSAT in the future.

s The target (destination) Oracle Virtual Directory must be running
to migrate the data.

To perform this type of migration, run the following command:

oidcmprec operation=reconcile source=myhostl:port
destination=myhost2.port base="'c=US'" scope=subtree
filter="'("modifytimestamp>=point_in_time")' exclattr=orclguid

Local Store Adapter to Oracle Internet Directory Data Migration

You can also use the oidcmprec to migrate data from a Local Store Adapter to Oracle
Internet Directory. The following command migrates data under c=US in the Local
Store Adapter on Oracle Virtual Directory running on myhost1 to the Oracle Internet
Directory running on myhost2:

oidcmprec operation=reconcile source=myhostl:OVD port
destination=myhost2.0ID port base="'c=US'" scope=subtree exclattr=orclguid

2.5 Understanding the Join View Adapter

The Join View Adapter combines multiple different data sources into one unified
LDAP view similar to a relational database's table join. The Join View Adapter does
not connect to the underlying data repository like the other Oracle Virtual Directory
adapters—it builds on top of one or more existing adapters to assemble its data. Think
of the Join View Adapter as joining two or more data repositories by defining join
relationships, sometimes called "Joiners," between adapters.

A Join View is dynamic and performs no synchronization between proxied sources.
The Join View objective is to present merged data to an LDAP client in real time. A
Join Adapter solves the problem of split-profiles, meaning cases where data for a
single entry is split between two or more sources. For example, a Join Adapter is used
to link a person's LDAP entry with their job title from the Human Resources database.
A Join Adapter is not used to solve the problem of allowing applications to search
multiple and different sources, such as one LDAP for staff and one LDAP for
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customers. This particular problem can be solved by making the sources appear as
virtual branches under a common root.

The following is a list of some Join View Adapter's capabilities:

= Attributes from multiple adapters and object classes can be merged into a new
virtual entry.

s Each adapter can have specific attributes selected for display during a search.

= Each adapter can subscribe to changes for any attribute during a modify
operation.

= Support for nested Join View Adapters where a primary or joined adapter can be
another Join View Adapter.

= Support for recursive Join View Adapters that perform a join with itself and the
recursive structure ends when no join entry is found.

s For each joined adapter entry returned, the Join View Adapter adds an attribute
value, vdejoindn, that indicates which entries in the joined adapters were used to
form the consolidated entry.

The following are important aspects about the Join View Adapter, including:
= Join View Adapter's Primary Adapter

= Join Rules

= Join View Adapter Routing

= Searching Join View Adapters

s Duplicate Attributes in Join View Adapters

Join View Adapter's Primary Adapter

Each Join View Adapter requires one—and only one—primary adapter to be
identified. The primary adapter is used for creating and searching the directory tree
entries. The Join View Adapter operates by taking each entry found in the primary
adapter and joining it with entries in other adapters according to the defined join
relationship. An entry must exist in the Join View Adapter's primary adapter for it to
also exist in the Join View Adapter. By default, the primary adapter is used for
processing authentication credentials. Any joined adapter may also be used for
binding.

Join Rules

Each Join View Adapter may have zero or more join rules that specify a join
relationship between an entry in a primary adapter and an entry in a joined adapter. A
join rule consists of a join relationship, the adapter it is joining, and some simple join
configuration information, such as userprincipalname=uid search criteria. Join rules
are processed in the order defined and run in cumulative fashion. As each join is
processed, the resulting joined entry is used for the next join relationship.

Refer to Join Relationships for more information.

Join View Adapter Routing

The Join View Adapter relies on several routing attributes, specifically, Routing
Retrievable and Routing Storable, to determine which attributes are retrievable and
modifiable for each adapter. You can use the Visibility routing attribute to hide
primary and joined adapters that are used to form the Join View Adapter.
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Searching Join View Adapters
By default, Join View Adapters only search the primary adapter. However, you can
use the ForkJoin plug-in to enable searching across attributes in "Joined" sources.

See: '"ForkJoin Plug-In" on page 4-6 for more information.

You have two adapters: A and B. Adapter A is the Primary Adapter and contains uid,
sn, and cn. Adapter B contains uid, mail, and employeeNumber. You create a Join
View Adapter C with adapter A as the Primary Adapter and adapter B as the
secondary adapter, and search on uid. Oracle Virtual Directory searches adapter A and
finds the entry, then searches adapter B to find any matching join entries. The search
returns an entry that contains uid, sn, cn, mail, and employeeNumber.

If client requests all attributes to be returned, that is, there is no list of attributes after
the search operation, Oracle Virtual Directory requests all attributes from the joined
adapters. However, if the client specifies a list of attributes to be returned, those
attributes are extended internally with the attributes from the join condition and
Oracle Virtual Directory requests only that list of attributes from the joined adapters.
For performance reasons, only the attributes specified by the client—not the attributes
in the join condition—are returned. Limiting the number of attributes to be returned
from an LDAP server, regardless of Oracle Virtual Directory or using a Join View
adapter, helps improve performance.

Duplicate Attributes in Join View Adapters

The Join View Adapter shows only a single value if there are multiple attributes with
the same name from multiple data sources (such as two uids from two different LDAP
Adapters) and you configure the Join View Adapter to retrieve attribute values only
from a specific adapter. To show only the attribute from a specific adapter, ensure the
attribute is not listed in the Retrievable Attributes field in the Routing settings for the
adapter you do not want to show the attribute for. Optionally, you can hide specific
attributes using a Mapping or Plug-in.

2.5.1 Typical Join View Adapter Deployments

The Join View Adapter presents dynamic, real-time joined views of data—no
synchronization is required, allowing it to be especially useful to address the following
typical identity management tasks:

s Password consolidation with Microsoft Active Directory

If you are using Microsoft Active Directory as your central user identity repository,
you can avoid the cumbersome password consolidation process by using the Join
View Adapter. The Join View Adapter eliminates the need to export password
information from Active Directory to other application directories by joining the
two. Using the Join View Adapter, gives clients a view of the application directory
data, but binds using the Active Directory data.

= Data Integration

Using the Join View Adapter allows Oracle Virtual Directory to create a unified
view of a user by joining multiple data sources, including databases and
directories.

s Application Integration

Some applications, especially custom applications, have unique data requirements
and it is often difficult to alter the enterprise's directory schema to accommodate
those unique requirements. Using the Join View Adapter, you can use data in the
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enterprise directory and also manage the unique custom application data in a
different directory or the Local Store Adapter.

2.5.2 Join Relationships

Each Join View Adapter requires a separate primary adapter. You combine the Join
View Adapter and the primary adapter by creating join relationships, sometimes
called "Joiners." The join relationship is a set of routines that define how joins are
formed and how they impact all directory operations on behalf of the client. Oracle
Virtual Directory provides an extensible Joiner class that you can use to provide
custom logic. The Joiner class also includes an API that enables you to provide
pre-processing and DN mapping logic for each LDAP operation (for example, preAdd,
preModify, preGet, preDelete, preRename).

You can also use a Join View Adapter without a join relationship to copy an existing
adapter into a new part of the directory tree. This has the advantage of sharing the
original adapter's connection pool without creating duplicate adapters.

The following is a description of the supported join relationships types, including:
= Simple Joiner

= OneToMany Joiner

= Shadow Joiner

s Custom Join

2.5.2.1 Simple Joiner

The Simple join relationship defines a one-to-one relationship between the entries in
the primary adapter and the Join View Adapter by comparing their attributes using a
simple join relationship in the form
remoteattribute=primaryadapterattribute where remoteattribute is an
attribute in the target joined adapter and primaryadapterattrinute is an attribute
from the primary adapter. A more complex criteria is possible by using a comma
separated list of conditions which creates a multi-condition join where all conditions
are anded together. For example, uid=uid, sn=sn,mail=mail.

If multiple matching attributes exist, Oracle Virtual Directory uses the first matching
attribute. Oracle Virtual Directory applies Add, Delete, and Rename LDAP operations
only to the primary adapter and ignores these operations in the Join View Adapter.

Figure 2-1 shows a a high-level example of a Simple Join used for authentication:
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Figure 2-1 Example Simple Join for Authentication
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2.5.2.2 Conditional Simple Joiner

As described in the "Simple Joiner" section, the Simple Joiner joins entries from two
adapters based on a shared attribute value. The Conditional Simple join relationship
extends the Simple Joiner functionality so that the join only occurs because of an
additional condition. The Conditional Simple join relationship uses a ; character in the
join rule to extend a Simple Join relation and add a condition, such as
"employeenumber>0" for which the join may only occur on.

For example, a Simple Joiner condition could be:
employeenumber=employeenumber

You can extend this Simple Joiner rule and add a condition using the
ConditionalSimpleJoiner and the ; character, for example:

employeenumber=employeenumber; (& (employeenumber=101) (sn=Smith))

2.5.2.3 OneToMany Joiner

The OneToMany join relationship defines a one-to-many relationship between
multiple primary adapters and the Join View Adapter. Similar to the Simple join
relationship, the OneToMany join relationship locates attributes in the Join View
Adapter by comparing attributes, however, all matching entries in the Join View
Adapter are included in the relationship between adapters. The OneToMany Join is
useful to consolidate multiple role objects or identities into one virtual entry. Also
similar to the Simple join relationship, Oracle Virtual Directory applies Add, Delete,
and Rename LDAP operations only to the primary adapter and ignores these
operations in the Join View Adapter when using the OneToMany join relationship.

Figure 2-2 shows an example where a policy server must make policy decisions about
an individual. For integration purposes, the policy server prefers to see a single entry
with the rights of the user exposed as a privilege attribute, which allows the policy
server to test rights assertions with queries such as:

ldapsearch -b "uid=e027451, ou=People, o=LargeCo" -s base " (priv=XYZ Mgr)"

The OneToMany Joiner is used to match one or more privileges to a user based on a
profile attribute in their main ou=People entry. The OneToMany Joiner looks for all
privileges with the same profile value as in the entry and merges them with the entry.
A second stage join uses the Simple Joiner so that the SunOne Directory combined
profile is used with the user's Active Directory credentials.
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Figure 2-2 Example OneToMany Join
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2.5.2.4 Shadow Joiner

Use the Shadow Joiner when you must store entries in a source such as an LDAP or
Database Adapter that requires a schema extension—but the schema extension is not
possible either for business or technical reasons. The Shadow Joiner enables you to the
extended attributes in another store, such as a Local Store Adapter or in another LDAP
directory that supports the extensibleobject objectclass like Oracle Internet Directory or
Oracle Directory Server Enterprise Edition (formerly Sun™ Java System Directory
Server) (Microsoft Active Directory does not currently support the extensibleobject
objectclass).

Note: Oracle recommends using the Local Store Adapter as a store
for a Shadow Join attributes only for testing and demonstration
purposes. For production environments, use Oracle Internet Directory
as the Shadow Join data store.

The Shadow join relationship maintains the same structure of the entry in the primary
adapter, but stores additional attributes by creating shadow entries using a separate
adapter. Using the Shadow Join relationship, applications can use the enterprise
directory and also store application-specific attributes in the Join View Adapter's data
store. The application believes it is communicating to a directory that stores all
attributes, but Oracle Virtual Directory is actually quietly storing application-specific
data in an alternate shadow directory. The shadow attributes are only visible after
attributes with values are added to the joined entry DN.

The Shadow Joiner requires that the directory that stores the data must support the
ExtensibleEntry objectclass and the vdeshadowobject objectclass must be defined. The
extensibleobject objectclass defines an object that may contain any attribute and is not
supported by all LDAPv3 server products (it is an optional item in the IETF RFC 2251).
The Shadow Joiner uses the extensibleobject and the vdeshadowobject objectclasses to
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store the local entries because local entries may only contain one or more attributes
and may not form valid objectclasses. Typically, the Local Store Adapter is used to
store local entries, however you can use any LDAP directory that supports the
extensibleobject objectclass and where the vdeshadowobject objectclass has been
defined.

Note: Oracle Internet Directory supports the ExtensibleEntry
objectclass.

The Shadow Joiner works by encoding all primary adapter DNs into a hash that you
can use to locate the joined entry in the joined adapter without needing to perform a
search. When the Shadow Joiner fails to locate a corresponding record in the Join View
adapter, it automatically creates a new one, storing designated attributes in the joined
adapter. As much as possible, the Shadow Joiner operates transparently to the
application, taking care of creating and renaming entries that are synchronized with
that of the primary adapter.

Note: A shadow join works well with most Oracle applications that
require schema changes on the user record, such as Oracle Access
Manager 10g. However, you cannot use a shadow join to eliminate
schema changes with Oracle Virtual Directory-Enterprise User
Security because the user password hash must be stored in the Active
Directory user record, and Oracle Virtual Directory uses an extended
attribute, orclCommonAttribute, for this purpose.

It is possible to store the password hash in a different directory by
using Oracle Internet Directory-Enterprise User Security with
Directory Integration Platform. Directory Integration Platform
intercepts the password change and sends it to Oracle Internet
Directory to be stored.

The Shadow Joiner supports all LDAP operations. When an LDAP modify operation
occurs, the Shadow Joiner examines the parameters identified by the adapter's
Storable Attributes routing parameters to see if any attributes are to be stored in the
Shadow Join adapter. If any such attributes exist, the Shadow Joiner attempts to locate
the local entry by taking the MD5 hash of the primary entry and locating the local
entry. After it is located the appropriate LDAP modify operation is performed locally.
If a local entry is not found, the Shadow Joiner attempts a secondary search, in case the
primary DN changed, to locate the entry using a primary key. If no local entry is
found, a new entry is automatically created.

Figure 2-3 shows a CheckPoint firewall configured to connect to an Oracle Virtual
Directory. The Oracle Virtual Directory uses Oracle Internet Directory to maintain the
CheckPoint firewall schema, allowing integration of the CheckPoint firewall into the
corporate enterprise directory without requiring that the corporate enterprise
directory schema be extended with application-specific data. Instead, by storing it in
Oracle Internet Directory, the application-specific data can be managed by the team
responsible for the CheckPoint firewall management.

Understanding Oracle Virtual Directory Adapters 2-19



Understanding the Custom Adapter

Figure 2-3 Example Shadow Join Use for Storing Application-Specific Data Locally
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2.5.2,5 Custom Join

The Join View Adapter also supports Java-based plug-in join relationships allowing
you to implement different and complex relationships. For example, where joins are
performing multi-step operations, a custom join can provide specific recovery
mechanisms suitable for the scenario at hand. Refer to Chapter 4, "Understanding
Oracle Virtual Directory Plug-Ins" for more information on Java-based plug-ins.

2.6 Understanding the Custom Adapter

Oracle Virtual Directory supports the ability to create custom adapters using plug-ins
that can connect to almost any data source with a defined API. Refer to "Creating and
Configuring Custom Adapters" on page 18-1 for information on deploying custom
adapters.

2.7 Understanding How Adapters Create the Virtual Directory

This topic provides the following examples to demonstrate how adapters are used to
create the virtual directory:

= Example of a Basic Virtual Directory

= Example of a Virtual Directory Using the Join View Adapter

2.7.1 Example of a Basic Virtual Directory

Figure 2—4 shows a virtual directory structure for a directory that has a base of
o=YourCompany , c=US and the following main branches:

= ou=Airius which points to a partner LDAP directory
= ou=People which points to an internal RDBMS

= ou=Groups with group and role information to be stored in the local Oracle
Virtual Directory directory store
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Figure 2-4 Example Virtual Directory Structure
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The virtual directory in Figure 2—4 requires the following adapters:

an LDAP Adapter
a Database Adapter
a Local Store Adapter

The following list describes how the adapters are configured in Figure 2-5 to create the
virtual directory:

Adapter 0: Local Store Adapter

This adapter forms the base of the directory and holds entries that are not proxied.
In this case, the directory entries under Groups are stored in the local directory.

Adapter 1: LDAP Adapter

This adapter specifies a remote LDAP directory and a remote base which is
mapped into the virtual directory tree. In this case, all entries under o=Airius.com
in the remote server are made to appear as if they were

ou=Airius, o=YourCompany, c=US in the virtual directory.

Adapter 2: Database Adapter

This Database adapter is a database connection specifying that two tables are used
to form entries in the directory. In this case, records from the joined queries of two
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tables is used to form user objects in the namespace
ou=People, o=YourCompany, c=US in the virtual directory.

Figure 2-5 Adapters Configured for Example Virtual Directory
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As shown in Figure 2-5, Oracle Virtual Directory and its adapters allow different
portions of the directory tree to be sourced from different repositories. In planning
your virtual directory information tree structure, be sure you do not have two adapter
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roots that occupy the same root node. However, you may have an adapter appear to be
a child node of another adapter.

2.7.2 Example of a Virtual Directory Using the Join View Adapter

Figure 1-2 in Chapter 1, "Understanding Oracle Virtual Directory," shows an example
of an enterprise application used by all employees in a company. The application
accesses directory information from three different sources and each contains a
separate population of users. The topology in Figure 2—6 and in Figure 1-2 is the same;
however, all three directory sources on the right side of Figure 2-6 contain the same user
population.

Figure 2—6 Directory Virtualization with the Same User Population
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Figure 2-6 shows a main enterprise directory which contains the main source of
enterprise directory information for all users. For example, imagine for each user in
the enterprise directory you want to match them to a corresponding account in
Microsoft Active Directory for user-authentication purposes. Also, to gain access to
personnel related application information in the corporate database, you must
associate each user in the enterprise directory with a table entry in the enterprise
database.

To address the requirements in Figure 2-6, you would configure Oracle Virtual
Directory with the following four adapters:

= Adapter 0 is for local application storage and to hold the root position in the tree.
= Adapter 1is defined to proxy to Active Directory.
= Adapter 2 proxies to the Enterprise LDAP directory.

= Adapter 3 is a Database Adapter that maps in the appropriate user records within
the corporate RDBMS.
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= Adapter 4is a Join View Adapter. In this case, Adapter 2 for the Enterprise
Directory, is used as the primary adapter and therefore all entries displayed by
Adapter 4 exactly mirror the entries in Adapter 2. With nothing else defined, the

Join View Adapter is a carbon copy of Adapter 2.

After configuring the adapters you must define join relationships. In this situation you
define two join relationships: one to Active Directory and one to the corporate
RDBMS. For the Active Directory join, you define a Simple Join in Adapter 4 to
Adapter 2—note that you are really joining with the primary adapter, Adapter 1.

To complete the join, specify unique criteria that joins entries in Active Directory to the
primary adapter. As shown in Figure 2-7, use uid=userprincipalname where uid
is in Adapter 1 and userprincipalname is in Adapter 2 (Active Directory). For the
second join, you join with Adapter 3 using a Simple Join and use uid=userid to
achieve a unique match.

Figure 2-7 Specifying Unique Criteria Between Joins
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Lastly, because you want to use Adapter 1 for authentication rather than the primary
adapter (Adapter 2), you set the bindadapter setting to 1, causing the Join View
Adapter to test authentication against the joined adapter rather than the primary

adapter.

Note: If you wanted users to match multiple RDBMS records (for
example, a privilege table), you could specify a OneToMany Join such
as approle=priv. In this case approle would be an attribute in the
enterprise directory. The approle attribute matches up with a series
of privileges in the RDBMS. By performing the join in this example,
you would translate a simple role into a series of privileges.
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