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Preface

Oracle Application Server Single Sign-On Administrator’s Guide contains concepts and
procedures for managing user authentication to Oracle Application Server
(OracleAS). The material presented in this book applies to UNIX and Windows
NT/2000 platforms.

Note: The chapters in this book use UNIX notation to direct the
reader to single sign-on files. With the exception of the ssocfg script,
UNIX and Windows share the same file names and locations. Use
the following format to access the Windows versions:

YORACLE_HOVE% di rect ory_pat h\

This preface covers these topics:
« Audience

« Organization

« Related Documentation

« Conventions

« Documentation Accessibility

XVii



Audience

Oracle Application Server Single Sign-On Administrator’s Guide is intended for the
following users:

« Administrators charged with configuring and managing authentication to
OracleAS.

« Developers of features for which OracleAS Single Sign-On is the authentication
mechanism. The book is particularly for those who want to integrate these
features with mod_osso, an authentication module on the Oracle HTTP Server.

« Anyone who wants to understand how to use OracleAS Single Sign-On to
protect access to Web applications.

This document assumes that the reader has a rudimentary knowledge of OracleAS
and has installed, or is able to install, release 9.0.4.

Organization

xviii

This book has the following structure:

Chapter 1, "Components and Processes: an Overview"

Takes a high-level, abbreviated look at salient aspects of OracleAS Single Sign-On.
Intended as a quick reference.

Chapter 2, "Basic Administration”

Examines essential administration tasks such as stopping and starting the single
sign-on server, enabling applications for single sign-on, and assigning
administrative privileges.

Chapter 3, "Directory-Enabled Single Sign-On"

Examines the role that Oracle Internet Directory plays in single sign-on. The
directory is the native repository for OracleAS users. As such, it plays a key role in
user management.

Chapter 4, "Configuring and Administering Partner Applications"

Explains how to register partner applications with the single sign-on server. Shows
how to deploy multiple partner applications with a load balancer.



Chapter 5, "Configuring and Administering External Applications”

Explains how to use the single sign-on Ul to add and delete external applications.
Shows how to configure these applications for proxy authentication using the
Oracle HTTP Server.

Chapter 6, "Multilevel Authentication"

Explains how to assign specific authentication levels and adapters to specific
applications. This feature enables you to tailor authentication behavior to the
security needs of the application.

Chapter 7, "Signing On with Digital Certificates"

Explains how to configure OracleAS Single Sign-On to use X.509 certificates over
SSL.

Chapter 8, "Windows Native Authentication”

Explains how to configure OracleAS Single Sign-On for automatic sign-on to
Windows 2000 workstations. This process involves configuring the single sign-on
server to accept Kerberos credentials over the SPNEGO protocol.

Chapter 9, "Advanced Configurations"

Presents nondefault ways to configure OracleAS Single Sign-On. Shows how to
deploy the single sign-on server in ways that make it more available. Other topics
include SSL-enabled single sign-on and single sign-on using proxy servers.

Chapter 10, "Enabling Support for Application Service Providers"

Explains how OracleAS Single Sign-On enables multiple identity management
realms to be deployed within one instance of the OracleAS identity management
infrastructure. Shows how to enable the server for login to multiple realms.

Chapter 11, "Monitoring the Single Sign-On Server”

Explains how to use Oracle Enterprise Manager, the Oracle system management
console, to monitor server load and user activity.

Chapter 12, "Creating Deployment-Specific Pages"

Explains how single sign-on pages are invoked. Explains how to rework these pages
to suit enterprise needs.
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Chapter 13, "Integrating with Third-Party Access Management Systems”

Explains how to integrate OracleAS Single Sign-On with a third-party single
sign-on system. By integrating, the third-party system gains access to the OracleAS
product complement. Includes a fictional case study.

Chapter 14, "Exporting and Importing Data"

Explains how to move data between two or more single sign-on servers. Uses
different scenarios to describe the conditions under which data must be moved.

Chapter A, "Troubleshooting”

Provides tips for handling error messages and other problems. Groups error
messages and problems by feature. Also lists and describes the single sign-on log
files.

Appendix B, "Obtaining the Single Sign-On Schema Password"

Provides an LDAP command that returns the single sign-on schema password. You
need this password to run single sign-on scripts.

Appendix C, "policy.properties”

Provides the policy.properties file in its entirety. This is a multipurpose
configuration file that contains basic parameters. It is used to configure multilevel
authentication as well.

Glossary
Defines terms used in the book.

Related Documentation

XX

For more information, see these Oracle resources:

«  Oracle Application Server Single Sign-On Application Developer’s Guide

«  Oracle Internet Directory Administrator’s Guide

Printed documentation is available for sale in the Oracle Store at

http://oracl estore. oracl e. cont

To download free release notes, installation documentation, white papers, or other

collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at



http://otn.oracle. com menber shi p/

If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://otn.oracl e. com docunent ati on/

To keep abreast of the latest developments in OracleAS Single Sign-On, see the

following link:

http://otn.oracle.conm products/id_ngnt/osso/index. htm

Conventions

This section describes the conventions used in the text and code examples of this

documentation set. It describes:
« Conventions in Text

« Conventions in Code Examples

Conventions in Text

We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.

Convention Meaning Example
Bold Bold typeface indicates terms that are When you specify this clause, you create an
defined in the text or terms that appear in  index-organized table.
a glossary, or both.
Italics Italic typeface indicates book titles or Oracle9i Database Concepts
emphasis. Ensure that the recovery catalog and target
database do not reside on the same disk.
UPPERCASE Uppercase monospace typeface indicates  You can specify this clause only for a NUVBER
nonospace elements supplied by the system. Such column.

(fixed-wi dth)
f ont

elements include parameters, privileges,
datatypes, RMAN keywords, SQL
keywords, SQL*Plus or utility commands,
packages and methods, as well as
system-supplied column names, database
objects and structures, usernames, and
roles.

You can back up the database by using the
BACKUP command.

Query the TABLE_NAME column in the USER_
TABLES data dictionary view.

Use the DBMS_STATS.GENERATE_STATS
procedure.
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Convention Meaning Example
| ower case Lowercase monospace typeface indicates Enter sql pl us to open SQL*Plus.
nonospace executables, filenames, directory names,

(fixed-wi dth)
f ont

| ower case
italic
nonospace
(fixed-w dth)
font

and sample user-supplied elements. Such
elements include computer and database
names, net service names, and connect
identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter
values.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

Lowercase italic monospace font
represents placeholders or variables.

The password is specified in the or apwd file.

Back up the datafiles and control files in the
/ di sk1/ or acl e/ dbs directory.

The depart nment _i d, depar t ment _narne,
and | ocati on_i d columns are in the
hr . depart nent s table.

Set the QUERY_REWRI TE_ENABLED
initialization parameter tot r ue.

Connect as oe user.

The JRepUti | class implements these
methods.

You can specify the par al | el _cl ause.

Run Uol d_r el ease. SQL where ol d_
r el ease refers to the release you installed
prior to upgrading.

Conventions in Code Examples

Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:

SELECT usernanme FROM dba_users WHERE usernanme = ' M GRATE ;

The following table describes typographic conventions used in code examples and

provides examples of their use.

Convention Meaning Example
[ ] Brackets enclose one or more optional DECI MAL (digits [ , precision ])
items. Do not enter the brackets.
{} Braces enclose two or more items, one of  { ENABLE | DI SABLE}
which is required. Do not enter the
braces.
A vertical bar represents a choice of two  { ENABLE | DI SABLE}
or more options within brackets or braces. [ COWPRESS | NOCOVPRESS]
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Enter one of the options. Do not enter the
vertical bar.



Convention Meaning Example

Horizontal ellipsis points indicate either:

. That we have omitted parts of the CREATE TABLE ... AS subquery;

code that are not directly related to
the examp|e SELECT col1, col2, ... , coln FROM

. | ;
« That you can repeat a portion of the enployees

code

Vertical ellipsis points indicate that we SQL> SELECT NAME FROM V$DATAFI LE;
have omitted several lines of code not NANVE
directly related to the example. ...
[ fsl/dbs/tbs_01. dbf
[ fs1/dbs/tbs_02. dbf

[ fsl/dbs/tbs_09. dbf
9 rows sel ected.

Other notation You must enter symbols other than acct bal NUMBER(11, 2);
brackets, braces, vertical bars, and ellipsis acct CONSTANT NUMBER(4) := 3;
points as shown.

Italics Italicized text indicates placeholders or CONNECT SYSTEM syst em password
variables for which you must supply DB _NAME = dat abase_nane

particular values.

UPPERCASE Uppercase typeface indicates elements SELECT | ast _name, enployee_id FROM
supplied by the system. We show these enpl oyees;
terms in uppercase in order to distinguish S| ECT * FROM USER TABLES;
them from terms you define. Unless terms  prop TABLE hr. enpl ayees;
appear in brackets, enter them in the
order and with the spelling shown.
However, because these terms are not
case sensitive, you can enter them in
lowercase.

| ower case Lowercase typeface indicates SELECT | ast_name, enployee_id FROM
programmatic elements that you supply.  enpl oyees;
For example, lowercase indicates names  sql plus hr/ hr

of tables, columns, or files. CREATE USER nj ones | DENTI FI ED BY ty3MJ9;

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.
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Conventions for Windows Operating Systems
The following table describes conventions for Windows operating systems and

provides examples of their use.

Convention

Meaning

Example

Choose Start >

File and directory
names

C\>

Special characters

HOVE_NAVE

XXiV

How to start a program.

File and directory names are not case
sensitive. The following special characters
are not allowed: left angle bracket (<),
right angle bracket (>), colon (:), double
quotation marks (), slash (/), pipe (]),
and dash (-). The special character
backslash (\) is treated as an element
separator, even when it appears in quotes.
If the file name begins with \\, then
Windows assumes it uses the Universal
Naming Convention.

Represents the Windows command
prompt of the current hard disk drive.
The escape character in a command
prompt is the caret (©). Your prompt
reflects the subdirectory in which you are
working. Referred to as the command
prompt in this manual.

The backslash (\) special character is
sometimes required as an escape
character for the double quotation mark
(") special character at the Windows
command prompt. Parentheses and the
single quotation mark (') do not require
an escape character. Refer to your
Windows operating system
documentation for more information on
escape and special characters.

Represents the Oracle home name. The
home name can be up to 16 alphanumeric
characters. The only special character
allowed in the home name is the
underscore.

To start the Database Configuration Assistant,
choose Start > Programs > Oracle - HOME_
NAME > Configuration and Migration Tools >
Database Configuration Assistant.

c:\winnt"\"systemB2 is the same as
C: \ W NNT\ SYSTEM32

C:\oracl e\ or adat a>

C.\>exp scott/tiger TABLES=enp
QUERY=\ "WHERE j ob=" SALESMAN' and

sal <1600\ "

C.\>i np SYSTEM password FROMUSER=scot t
TABLES=(enp, dept)

C:\> net start Oracl eHOVE_NAMETNSLI st ener



Convention

Meaning

Example

ORACLE_HOMVE
and ORACLE_
BASE

In releases prior to Oracle8i release 8.1.3,
when you installed Oracle components,
all subdirectories were located under a
top level ORACLE_HOVE directory. For
Windows NT, the default location was
C:\orant.

This release complies with Optimal
Flexible Architecture (OFA) guidelines.
All subdirectories are not under a top
level ORACLE_HOME directory. There is a
top level directory called ORACLE_BASE
that by default is C: \ or acl e. If you
install the latest Oracle release on a
computer with no other Oracle software
installed, then the default setting for the
first Oracle home directory is

C:\ oracl e\ or ann, where nn is the
latest release number. The Oracle home
directory is located directly under
ORACLE_BASE.

All directory path examples in this guide
follow OFA conventions.

Refer to Oracle9i Database Getting Started
for Windows for additional information
about OFA compliances and for
information about installing Oracle
products in non-OFA compliant
directories.

Go to the ORACLE_BASE\ ORACLE _
HOME\ r dbns\ adni n directory.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of

assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to

evolve over time, and Oracle Corporation is actively engaged with other
market-leading technology vendors to address technical obstacles so that our

documentation can be accessible to all of our customers. For additional information,
visit the Oracle Accessibility Program Web site at

http:// ww. oracl e. coml accessi bility/
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Accessibility of Code Examples in Documentation JAWS, a Windows screen
reader, may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, JAWS may not always read a line of text that
consists solely of a bracket or brace.
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What's New in OracleAS Single Sign-On?

This document introduces new features of OracleAS Single Sign-On, release 9.0.4. It
also describes new features from release 9.0.2 to help users migrate to release 9.0.4.

New Features in OracleAS Single Sign-On

Release 9.0.4 makes the single sign-on server more accessible. These features are
new:

«  Multilevel authentication

You can now assign different authentication levels to different applications.
This feature enables you to match authentication behavior with the security
needs of an application. To learn more, see Chapter 6, "Multilevel
Authentication”.

«  Windows native authentication

You can now sign on to Windows workstations automatically, using Kerberos
tickets. To learn more, see Chapter 8, "Windows Native Authentication”.

« Flexible deployment options

You can deploy multiple single sign-on servers to improve availability. To learn
more, see Chapter 9, "Advanced Configurations".

New Features in Oracle9iAS Single Sign-On

Release 9.0.2 added new authentication options and made it easier for applications
to integrate with the single sign-on server. Server performance could be monitored.
The following features made their debut:
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mod_osso module for implementing partner applications

This module on the Oracle HTTP Server is a simple alternative to the single
sign-on SDK. To learn more, see Chapter 2, "Developing Applications Using
mod_o0sso" in Oracle Application Server Single Sign-On Application Developer’s
Guide.

Certificate-enabled sign-on

Users could authenticate with x.509 certificates instead of a user name and
password. To learn more, see Chapter 7, "Signing On with Digital Certificates".

Single sign-off from partner applications

Users could terminate a single sign-on session and log out of all active partner
applications simultaneously. To learn more, see "Single Sign-Off" in Chapter 1.

Wireless single sign-on

Users could sign on to Oracle9iAS using mobile, or wireless, devices such as
personal digital assistants and cellular phones. To learn more, see "Signing On
Using the Wireless Option” in Chapter 1.

Single sign-on monitoring using Oracle Enterprise Manager

Administrators could use the Oracle Enterprise Manager console to monitor
server load and user activity. To learn more, see Chapter 11, "Monitoring the
Single Sign-On Server".
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Components and Processes: an Overview

OracleAS Single Sign-On enables you to use a single user name and password and,
optionally, realm ID, to log in to all features of OracleAS as well as to other Web
applications.

OracleAS Single Sign-On provides the following benefits:
« Reduced administrative costs

The single sign-on server eliminates the need to support multiple accounts and
passwords.

« Convenient login

Users do not have to maintain a separate user name and password for each
application that they access.

« Increased security

When a password is required only once, users are less likely to use simple,
easily exposed passwords or to write these passwords down.

This chapter covers the following topics:
« Key Components in the Single Sign-On System

« Single Sign-On Processes
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Key Components in the Single Sign-On System
OracleAS Single Sign-On interacts with the following components:
« Single Sign-On Server
« Partner Applications
« External Applications
=« mod_0sso
« Oracle Internet Directory

«  Oracle Identity Management Infrastructure

Single Sign-On Server

The single sign-on server consists of program logic in the OracleAS database, Oracle
HTTP Server, and OC4J server that enables you to log in securely to applications
such as expense reports, mail, and benefits. These applications take two forms:
partner applications and external applications. In both cases, you gain access to
several applications by authenticating only once.

Partner Applications

OracleAS applications delegate the authentication function to the single sign-on
server. For this reason, they are called partner applications. Either an authentication
module called mod_osso or the single sign-on SDK enables these applications to
accept authenticated user information instead of a user name and password once
you have logged in to the single sign-on server.

A partner application is responsible for determining whether a user authenticated
by OracleAS Single Sign-On has the requisite application privileges.

Examples of partner applications include OracleAS Portal, OracleAS Discoverer,
and the single sign-on server itself.

External Applications

External applications do not delegate authentication to the single sign-on server.
Instead, they display HTML login forms that ask for application user names and
passwords. Each external application may require a unique user name and
password. Yahoo! Mail is an example of an external application that uses HTML
login forms.

1-2 Oracle Application Server Single Sign-On Administrator’s Guide



Key Components in the Single Sign-On System

mod_0sso

You can configure the single sign-on server to provide user names and passwords to
external applications on users’ behalf once they have logged in to the single sign-on
server. Users have the option of storing application credentials in the single sign-on
database. The server uses the single sign-on user name to locate and retrieve
application names and passwords and log the user in. To save these credentials, the
user selects the Remember My Login Information For This Application check box
when first logging in.

mod_osso is an Oracle HTTP Server module that provides authentication to
OracleAS applications. It is an alternative to the single sign-on SDK, used in earlier
releases of OracleAS Single Sign-On to integrate partner applications. Located on
the application server, mod_osso simplifies the authentication process by serving as
the sole partner application to the single sign-on server. In this way, mod_osso
renders authentication transparent to OracleAS applications. The administrator for
these applications is spared the burden of integrating them with the SDK.

Note: The SDK has been deprecated. If you have built
applications using the release 9.0.2 SDK, Oracle Corporation
recommends modifying these for mod_osso. Nevertheless, 9.0.2
applications will continue to work in 9.0.4.

For more about the SDK, see Oracle Application Server Single
Sign-On Application Developer’s Guide.

After authenticating the user, mod_osso transmits the simple header values that
applications need to validate her. These include the following:

« User name

« User DN

« User GUID

« Language and territory

For details about the attributes that the single sign-on server passes to mod_0sso in
the URLC token, see Table D-1 in Oracle Application Server Single Sign-On Application
Developer’s Guide. To learn how to develop applications using mod_osso, see
Chapter 2 in the same book.
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Oracle Internet Directory

Oracle Internet Directory is the repository for all single sign-on user accounts and
passwords—administrative and nonadministrative. The single sign-on server
authenticates the user against his or her entry in the directory. At the same time, it
retrieves user attributes from the directory that enable applications to validate the
user.

Oracle Identity Management Infrastructure

OracleAS Single Sign-On is just one link in an integrated infrastructure that also
includes Oracle Internet Directory, Oracle Directory Integration and Provisioning,
Oracle Delegated Administration Service, and OracleAS Certificate Authority.
Working together, these components, called the Oracle identity management
infrastructure, manage the security life cycle of users and other network entities in
an efficient, cost-effective way.

To learn more about the benefits of Oracle identity management, see Oracle Identity
Management Concepts and Deployment Planning Guide.

Single Sign-On Processes
This section describes the following processes:
= Accessing the Single Sign-On Server
» Accessing an External Application
= Single Sign-Off
« Changing Passwords
« Global User Inactivity Timeout

« Signing On Using the Wireless Option

Accessing the Single Sign-On Server

Nonadministrative users first gain access to the single sign-on server by entering
the URL of a partner application such as OracleAS Portal or OracleAS Discoverer.
Entering such a URL invokes the single sign-on login screen. Once they have
entered the correct user name and password, users gain access to other partner
applications and to external applications without having to provide credentials
again.
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Administrative users can access the administration home page for single sign-on by
typing a URL of the following form:

http://host:port/pls/single_sign-on_DAD

where host is the computer where the single sign-on server is located, port is the port
number of the server, and single_sign-on_DAD is the database access descriptor for
the single sign-on schema. The default DAD is or asso.

Accessing a Partner Application

Figure 1-1 shows what happens when the user requests the URL of a partner
application that is protected by mod_osso.

Figure 1-1 Single Sign-On with mod_osso

— |

i

d Partner
mMod_0SS0 | Application

——| Oracle HTTP
——| Server

OracleAS
Single Sign-On
2 Server

Oracle
Internet
Directory

1. The user tries to access a partner application.

2. The user is redirected to the single sign-on server. The server challenges the
user for her credentials. After verifying these credentials in Oracle Internet
Directory, the server passes them on to the partner application.

3. The application serves up the requested content.
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Accessing an External Application
External applications are available through OracleAS Portal, a single sign-on
partner application.
This section contains these topics:
« Accessing the External Applications Portlet in OracleAS Portal
« Authenticating to an External Application for the First Time

« Authenticating to an External Application After the First Time
« Logging Out of an External Application

Accessing the External Applications Portlet in OracleAS Portal

To gain access to an external application, you select the External Applications
portlet on the OracleAS Portal home page; then, from the list of external
applications that appears, you select an application.

Authenticating to an External Application for the First Time

Selecting an application in the External Applications portlet initiates the external
application login procedure. The following occurs if you are accessing the
application for the first time:

1. The external application login procedure checks the single sign-on password
store for your credentials. If it finds no credentials, the single sign-on server
prompts you for them.

2. You enter your user name and password. You can save these credentials in the
password store by selecting the Remember My Login Information check box
on the application login screen.

3. Ifyou elect to save your credentials in the password store, the server uses these
credentials to construct a login form to submit to the login processing routine of
the application. This routine has been preconfigured by the administrator and is
associated with the requested application.

4. The server sends the form to the client browser, with a directive to post it
immediately to the external application.

5. The client posts the form to the external application and logs you in.

If you decline to save your credentials in the password store, you must enter a user
name and password each time that you log in.
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Authenticating to an External Application After the First Time

If you saved your credentials when accessing an external application for the first
time, the single sign-on server retrieves your credentials for you during subsequent
logins. The process works like this:

1. You click one of the links in the External Applications portlet of OracleAS
Portal.

2. The external application login procedure checks the password store for your
credentials.

3. The single sign-on server finds your credentials and uses them to construct a
login form to submit to the login processing routine of the application. This
routine has been preconfigured by the administrator and is associated with the
requested application.

4. The server sends the form to the client browser, with a directive to post it
immediately to the external application.

5. The client posts the form to the external application and logs you in.

Logging Out of an External Application

Unlike partner applications, external applications do not cede logout control to the
single sign-on server. It is the user’s responsibility to log out of each of these
applications.

Single Sign-Off

You can terminate a single sign-on session and log out of all active partner
applications simultaneously by logging out of whatever application you are
working in. Clicking Logout in a partner application takes you to the single sign-off
page, where logout occurs.

If you signed off successfully, each of the applications listed on the single sign-off
page has a check mark next to the application name. A broken image next to an
application name denotes an unsuccessful logout.

Once all of the application names activated in a session have a check mark, you can
click Return to go to the application from which you initiated logout.
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Changing Passwords

The change password screen appears only when your password has expired, or is
about to expire, and you try to log in. If the password is still valid, you can click
Cancel on this screen and proceed with the login.

To change or reset a password under other circumstances, the nonadministrative
user must go to Oracle Delegated Administration Services, a service of Oracle
Internet Directory that performs user and group management functions.

The Oracle Delegated Administration Services home page is found at a URL of the
following form:

http://host: port/oiddas/

where host is the name of the computer where Oracle Delegated Administration
Services is located, and port is the port number of this server. Oracle Delegated
Administration Services and OracleAS Single Sign-On generally have the same host
name.

Note: Unlike single sign-on user names, single sign-on passwords
are case sensitive and must conform to Oracle Internet Directory
rules.

Global User Inactivity Timeout

The global user inactivity timeout is a feature that enables applications to force you
to reauthenticate if you have been idle for a preconfigured amount of time. This
timeout is a useful feature for sensitive applications that require a shorter user
inactivity timeout than the single sign-out session timeout.

When you exceed the global user inactivity timeout limit and try to access the
application, the application sends the single sign-on server an authentication
request as usual. The server, ascertaining that you have exceeded the timeout limit,
prompts you to log in. If you have not exceeded the limit, the server uses the
session cookie to authenticate you.

Note: You may have a valid single sign-on session, but if you have
exceeded the global timeout limit, the server prompts you for
credentials.
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See Also: "Configuring the Global User Inactivity Timeout" in
Chapter 2, "Basic Administration”

Signing On Using the Wireless Option
You can use mobile, or wireless, devices such as personal digital assistants, cellular
phones, and voice recognition systems to access OracleAS applications. As in
PC-based systems, the authentication mechanism is OracleAS Single Sign-On. You
can select the wireless option when installing OracleAS. If you do, Portal-to-Go, the
gateway for mobile devices, is registered with the single sign-on server
automatically.

To learn more about OracleAS Wireless see Oracle Application Server Wireless
Administrator’s Guide and Oracle Application Server Wireless Developer’s Guide.
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2

Basic Administration

This chapter introduces you to the single sign-on administrator and acquaints you
with basic administrative tasks. The chapter contains the following topics:

« The Single Sign-On Administrator’s Role

« Granting Administrative Privileges

« policy.properties

« Stopping and Starting Single Sign-On Components

«  Setting Browser Preferences for OracleAS Single Sign-On
« Accessing the Administration Pages

« Using the Edit SSO Server Page to Configure the Server

« Configuring Globalization Support

« Configuring the Global User Inactivity Timeout

« Obtaining the Sample Files
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The Single Sign-On Administrator’s Role

When the single sign-on server is accessed for the first time, only one single sign-on
administrator exists: orcladmin, the OracleAS super user. The person installing
OracleAS selects the password for this user at install time. The orcladmin account is
used to create other accounts, including accounts for iIASAdmins, the group that
administers single sign-on.

As a single sign-on administrator, you have full privileges for the single sign-on
server. Using the administration pages, you can do the following:

« Configure server settings
« Administer partner applications

« Administer external applications

Granting Administrative Privileges

To exercise your privileges as a single sign-on administrator, you must be a member
of the administrative group iASAdmins. This means that an existing member of this
group must add you to it. The single sign-on server becomes a member of
IASAdmins when the server is installed.

To assign a user to iIASAdmins:

1. Start Oracle Directory Manager. To learn how to start this tool, see Oracle
Internet Directory Administrator’s Guide.

2. Loginascn=or cl adm n, the directory super user. You must use the password
that was assigned to this user when Oracle Internet Directory was installed.

Note: The directory superuser cn=or cl adm n is not the same as
the OracleAS super user orcladmin. These are separate,
hierarchically unequal accounts.

3. Inthe System Objects frame, click in succession the following entries:
« Entry Management
« cn=default_identity_management_realm

« cn=0racleContext
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« cn=Groups

«  cn=iASAdmins

For example:

cn=i ASAdnmi ns, cn=G oups, cn=0r acl eCont ext, dc=or acl e, dc=com

Where dc=or acl e, dc=comis the default identity management realm. In
reality, the default is likely the domain name of your installation.

4. Inthe uniguemembers text box of the iIASAdmins tab, add an entry for the
user. uni quenenber s is an attribute of the entry iASAdmins. As such it
defines members of the group iIASAdmins.

5. Click Apply.

Figure 2-1 on page 2-4 reproduces the interface for granting administrative
privileges.
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Figure 2-1 iASAdmins Tab of Oracle Directory Manager

Eile Edit

s S aF B 9 WMDY @ ORACLE

Entry Management

{13 cn=oraclecontext

(8 cr=0racleSchemaversion B YIEWETOREES. = Unly Mon-null ¥Yalues

de=caom .
tg-tﬁ dri: |cn:iASAdmins,cn:Groups,cn:OracIeCon
de=oracle

BB cn=Groups modifiersname: [en=orcladmin
{3 cn=manager modifytimestarnp: |Apri| 1, 2003 12:40:50 AM UTC
{13 cr=managers ohjectclass: top

GHI3 cr=OracleContext orclACPGroup
3 ch=Caomputers arclGroup

Oflnigue
(3 cn=Extended Froperties iy AT 0CE

-G cn=Groups
B-( cn=ASPAdmMIng

-3 cr=authenticationServices

crn=orcladmin
ch=orcladmin, ch=Users, de=oracle,de=c

(3 cn=Common Group Attributes

B cr=Carmmon User AtribUtes
®-(I cn=rComputeridmins uniguemember: ch=IAS & User Momt Application Admirl2

ch=iASAdming, cn=Groups,ch=0raclel
cn=gbhatia,cn=Users,dc=oracle de=co|

-

(1 cr=CRLAdMINS

=03 cn=1a5 & User Momt Application Ad
2] d

- cr=0racleContedAdming

e ch=0racleDASAccountAdminGroup u

3

To create new users, use Oracle Delegated Administration Services. See Oracle
Internet Directory Administrator’s Guide to learn how to use this tool.

policy.properties

policy.properties is a multipurpose configuration file for OracleAS Single Sign-On.
This file contains basic parameters required by the single sign-on server. The default
values of these parameters are adequate for most installations. Hence the file
requires no modification out of the box.

policy.properties is also used to implement advanced single sign-on features such as
multilevel authentication. Appendix C contains a copy of the file. policy.properties
is also in the single sign-on configuration directory at SORACLE_HOME/sso/conf.
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Note: When editing policy.properties, take care not to insert blank
space at the end of each line.

Stopping and Starting Single Sign-On Components

You can issue separate commands to stop and start just the Oracle HTTP Server or
the entire single sign-on middle tier. Another command stops and starts just the
OC4J)_SECURITY instance. Still another command stops and starts all infrastructure
components.

Stopping and Starting the Oracle HTTP Server

Issue these two commands to stop and then start the Oracle HTTP Server:

$ORACLE_HOVE/ oprm/ bi n/ opmmct | st opproc type=ohs
$ORACLE_HOME/ opm/ bi n/ oprmct | startproc type=ohs

You can also stop and start the server by issuing this command:

$ORACLE_HOVE/ opmm/ bi n/ opmmct | restartproc type=ohs

Stopping and Starting the OC4J_SECURITY Instance
Issue these two commands to stop and then start the OC4J SECURITY instance:

$ORACLE_HOVE/ oprmm/ bi n/ opmnct | st opproc process-type=0C4J_SECURI TY
$ORACLE_HOVE/ opmm/ bi n/ opmnct | startproc process-type=0C4J_SECURI TY

You can also stop and start the OC4J_SECURITY instance by issuing this command:
$ORACLE_HOVE/ opmm/ bi n/ oprmct | restartproc process-type=0C4J_SECURI TY

Stopping and Starting the Single Sign-On Middle Tier

To stop and then start the single sign-on middle tier, stop and start both the Oracle
HTTP Server and the OC4J_SECURITY instance:

$ORACLE_HOVE/ opmm/ bi n/ opmmct | st opproc type=ohs
$ORACLE_HOVE/ opmm/ bi n/ opmnct | startproc type=ohs

$ORACLE_HOVE/ oprmm/ bi n/ opmnct | st opproc process-type=0C4J_SECURI TY
$ORACLE_HOVE/ opmm/ bi n/ oprmct | startproc process-type=0C4J_SECURI TY
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Stopping and Starting All Components

Issue the following commands to stop and then start the Oracle HTTP Server, the
single sign-on server, OC4J, and Oracle Internet Directory:

$ORACLE_HOVE/ opm/ bi n/ opmmct | st opal |
$ORACLE_HOMVE/ opmm/ bi n/ opmmct | startal |

This command assumes that infrastructure components are all in the same Oracle
home.

Setting Browser Preferences for OracleAS Single Sign-On

Logging in and out of OracleAS Single Sign-On successfully requires that the
following browser settings be in place:

Cache Settings
To enable the correct cache settings:

1. Go to the cache settings dialog box:
« Internet Explorer: Tools->Internet Options->General->Settings
« Netscape Communicator: Edit->Preferences->Advanced->Cache

2. Select Every visit to the page in Internet Explorer or Every time in Netscape
Communicator.

Image Settings
To ensure that images are automatically loaded:

1. Navigate as follows:
« Internet Explorer: Tools->Internet Options->Advanced
= Netscape Communicator: Edit->Preference->Advanced

2. Select Show pictures in Internet Explorer or Automatically load images in
Netscape Communicator.
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Accessing the Administration Pages

You can use the administration pages within the single sign-on Ul to set the single
sign-on session length and to enable the server to verify IP addresses. You can also
use these pages to administer partner applications and external applications.

To access the administration pages:

1.

Enter a URL of the following form:
http://host:port/pls/single_sign_on_DAD
where host is the name of computer on which the server is located, port is the

port number of the server, and single_sign_On_DAD is the database access
descriptor for the single sign-on schema. The default DAD is or asso.

The Access Partner Applications page appears.

Click Login in the upper right corner of the Access Partner Applications page.
The login page appears.

Enter your user name and password; then click Login.

The home page appears. To perform administrative functions, click SSO Server
Administration.

Figure 2-2 on page 2-8 reproduces the SSO Server Administration page.
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Figure 2-2 SSO Server Administration Page
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Administer External Applications

Create or edit configuration information for external applications. External applications

are web-hased applications that perform their own user namefpassword authentication
through HTML login forms. The S50 Server will login to these applications on behalf of
the user.

Copyright® 2003, Cracle. All Rights Reserved

Using the Edit SSO Server Page to Configure the Server

Use the

Edit SSO Server page to fix the length of single sign-on sessions and to

verify IP addresses. To access the Edit SSO Server page, click Edit SSO Server
Configuration on the SSO Server Administration page.

The Edit SSO Server page contains the following heading and fields:

Table 2-1 SSO Session Policy

Field Description

Single sign-on session Enter the number of hours a user can be logged in to the server
duration without having to time out and log in again.

Verify IP addresses for Select to verify that the IP address of the browser is the same as
requests made to the the IP address in the authentication request.

single sign-on server

Configuring Globalization Support

You can enable the single sign-on Ul to be rendered in any language that the user’s
browser is configured for. English and the language of the operating system are
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installed when OracleAS is installed. To install additional languages, click the
Product Languages button on the Select a Product to Install screen. If you forget to
install additional languages during the installation of OracleAS, you can still enable
the single sign-on Ul for additional languages by running the ossoca.jar tool.

To enable the single sign-on server for additional languages after installation:

1. Copy the desired language files from the CD home for the Repository
Configuration Assistant (REPCD_HOME) to the Oracle home for OracleAS
Single Sign-On:
cp REPCD_HOVE/ portal /adm n/plsql/nlsres/ctl/lang/*.* ORACLE_

HOMVE/ sso/ nl sres/ctl /| ang/

where | ang is the desired language code. For example, this value would be j a
for Japanese. Note that you must create the | ang directory in the single sign-on
home before running ossoca.jar.

2. Add $ORACLE_HOME/Iib to the library path environment variable.

3. Issue the following command:
$ORACLE_HOME/ j dk/ bin/java -jar $ORACLE_HOVE/ sso/ | i b/ ossoca.jar |anginst |ang
meke_| ang_avai | $ORACLE_HOME

For the variable | ang, substitute the code for the language to be installed. For
the variable make | ang_avai | , substitute 1 if you want to make the language
available. Substitute O if you want to make the language unavailable.

In the following example, the Korean language is installed:
$ORACLE_HOMVE/ j dk/ bi n/ j ava -jar $ORACLE_HOWE/ sso/ | i b/ ossoca. jar |anginst ko 1
$ORACLE_HOVE

For a complete list of the language codes supported, see Appendix A in Oracle
Application Server 10g Globalization Guide.

Configuring the Global User Inactivity Timeout

Before reading this section, read "Global User Inactivity Timeout" in Chapter 1,
"Components and Processes: an Overview."

The global user inactivity timeout is applicable to one domain only. This means that
computers enabled for the timeout must reside within the same cookie domain. The
applications on these computers use the domain cookie to track user activity. If, for

example, you use login.acme.com for the single sign on server, other computers in
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the system must have the .acme.com domain in their host name. One of these
computers might be hostl.acme.com. Another might be host2.acme.com. In
addition, clocks on all of these computers, including the single sign-on server
computer, must be synchronized with one another.

The global user inactivity timeout is not configured by default. You must enable it
by running the ssogito.sql script, located at SORACLE_HOME/sso/admin/
plsql/sso. The steps that follow include an example of ssogito.sql.

To configure the global user inactivity timeout:

1. Loginto SQL*Plus, using the single sign-on schema name and password. The
default schema name is or asso. To obtain the password, see Appendix B.

2. Run ssogito.sqgl by entering the following command:
SQL> @sogito.sql

A list of fields appears.

3. Inthe Enter value for timeout_cookie_domain field, enter a domain name that
is common to all of the applications enabled by the single sign-on server. Be
sure to prepend a period before the domain name.

Note: If this field is left blank, the domain name defaults to the
host name for the single sign-on server.

4. Inthe Enter value for inactivity period field, enter the length of the desired
inactivity period—say, 15 minutes.

5. To enable the new settings, press the Return or Enter key. To cancel the
transaction, press the Return or Enter key twice.

Once you have completed a transaction, the script provides you with a
summary of the new timeout settings. Here is an example of ssogito.sql:
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SQL> @sogito

SSO Server Inactivity Timeout Configuration

Ti meout : DI SABLED

Cooki e nane : 0SSO _USER_CTX

Cooki e domai n

Inactivity period: 15 m nutes

Encryption key : 093D678526DAA66D

Note: timeout cookie domain will be defaulted

to the SSO Server hostnane

To disable timeout set inactivity period to 0, (zero)
Press return key twice if you do not want

to change tineout configuration.

PL/ SQL procedure successfully conpleted.

Enter value for tineout _cookie domain: .oracle.com
Enter value for inactivity_period: 15

Ti neout . ENABLED
New timeout cookie domain: .oracle.com
New i nactivity period : 15 nminutes

PL/ SQL procedure successfully conpl et ed.

No errors.

Restart the single sign-on middle tier. See "Stopping and Starting the Single
Sign-On Middle Tier".

On the application middle tiers where the inactivity timeout is to be enabled,
edit the mod_osso.conf file. Make sure that the Gssol dl eTi meout parameter
exists and that it is set to on. The file is in $ORACLE_

HOME/ Apache/Apache/conf. Here is an example file with the correct setting:

LoadModul e osso_nodul e |i bsexec/ nod_0ss0. S0
<| f Modul e mod_osso. ¢>
Gssol pCheck of f
Gssol dl eTi neout on
GssoConfigFile /u0l/oracl eas10g/ Apache/ Apache/ conf/ osso/ 0sso. conf
#
#Insert Protected Resources
#
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</ odul e>
8. Restart the Oracle HTTP Server on the application middle tiers. See "Stopping
and Starting the Oracle HTTP Server".

If Oracle Delegated Administration Services and the single sign-on server are
located on the same middle tier, and you want the global user inactivity timeout to
apply to the former, perform steps eight and nine on the single sign-on middle tier.

Obtaining the Sample Files

The ipassample.jar file contains sample code for single sign-on features such as
certificate-enabled sign-on and deployment-specific pages. Use this command to
extract the file:

$ORACLE_HOME/ j dk/ bi n/ jar -xvf $ORACLE_HOME/ sso/lib/ipassanple.jar
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Directory-Enabled Single Sign-On

This chapter examines those aspects of OracleAS Single Sign-On that are dependent
upon Oracle Internet Directory. The directory is the repository for all single sign-on
user accounts and passwords—administrative and nonadministrative. All user and
group management functions are handled by the directory.

The chapter contains the following topics:

Managing Users in Oracle Internet Directory

Password Policies

Directory Tree for OracleAS Single Sign-On

Changing Single Sign-On Server Settings for Directory Access
Updating the Single Sign-On Server with Directory Changes
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Managing Users in Oracle Internet Directory

Use the following tools to manage single sign-on users:

Oracle Delegated Administration Services

Oracle Delegated Administration Services is a self-service application that
enables administrators to manage users and groups. For example, you can
create and delete users and change passwords.

You can access Oracle Delegated Administration Services with a URL of this
form:

http://host:port/oi ddas/

where host is the name of the computer on which the Oracle Delegated
Administration Services server is located, and port is the port number of the
server. In a typical infrastructure installation, Oracle Delegated Administration
Services and OracleAS Single Sign-On have the same host name.

Oracle Directory Manager

Oracle Directory Manager is a Java-based tool for managing most functions in
Oracle Internet Directory. Use it to configure password policies.

LDAP Command-Line Tools

You can use command-line tools like Idapmodify in place of Oracle Delegated

Administration Services and Oracle Directory Manager. These tools operate on
text files. They take arguments that use the Lightweight Directory Interchange
format.

Password Policies

The single sign-on user password is stored in Oracle Internet Directory as an
attribute of the user’s entry. Users can change their passwords either in the single
sign-on Ul or by going to Oracle Delegated Administration Services. Oracle
Directory Manager enables the directory administrator to adjust password expiry
behavior to suit enterprise needs.

This section covers the following topics:

Password Rules
Configuring Password Life

Change Password Page Behavior
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« Configuring Account Lockout
« Unlocking Users

« Configuring Password Policies

Password Rules
Oracle Directory Manager has fields that enable you to specify the minimum

number of characters that a password requires. To learn what the defaults are, see
Oracle Internet Directory Administrator’s Guide.

Configuring Password Life

Using either Oracle Directory Manager or LDAP command-line tools, you can
configure password life and can specify when users are prompted to change their
passwords. You can also configure a grace login period for users. This is a period
after which the user’s password has expired. If the user neglects to change his
password within this period, he must have an administrator reset it for him.

Change Password Page Behavior

Users who try to log in when their passwords have expired or are about to expire
experience the following server behavior:

Password Has Expired

The user is shown the password expiry screen. He or she must contact the directory
administrator and have the password reset.

Password Is About to Expire

The user is shown the change password page. He has the option of cancelling the
page or changing his password. In either case, authentication proceeds in the same
manner as it does when the change password page is not thrown.

Grace Login Is in Force

If a grace login period has been configured in the directory, the user is presented the
change password page after her password has expired. She has the option of
cancelling the page or changing her password. In either case, the authentication
sequence is the same as it is for users with valid passwords.
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Force Change Password

OracleAS Single Sign-On does not support force change password. This feature
prompts users to change their password after it has been reset by an administrator.
On the directory side, you enable force change password by setting the

pwdMust Change attribute.

Configuring Account Lockout

An account lockout occurs when users are unable to access the single sign-on server
from any number of workstations because they have submitted the incorrect user
name and password combination more times than is permitted by Oracle Internet
Directory. By default, this number is 10. Once the limit has been reached, even a
valid user name and password combination fails to log the user in.

Because single sign-on user accounts are managed in the directory, the directory
administrator determines account lockout policies. Oracle Directory Manager has
fields for enabling and disabling lockout and for specifying lockout duration.

The default lockout duration is one day.

Unlocking Users
To learn how to unlock users, see Oracle Internet Directory Administrator’s Guide.

Configuring Password Policies

To learn how to configure password policies, see Oracle Internet Directory
Administrator’s Guide.

Directory Tree for OracleAS Single Sign-On

OracleAS Single Sign-On, like other components in the OracleAS complement, has
its own "container” within the directory information tree (DIT). This container is
found within the Oracle Context, an entry that serves as the root for all
Oracle-specific data. In the simplified DIT shown in Figure 3-1 on page 3-6, both the
root Oracle Context and the realm-specific Oracle Context are expanded. The root
Oracle Context is the repository for sitewide information—that is, information that
applies to all identity management realms and products. Structurally, realm-specific
Oracle Contexts are mirror images of the root context, but the information they
contain pertains only to a particular realm. These realms store configuration
information unique to specific users and other network entities. To learn more about
realms, see Chapter 10, "Enabling Support for Application Service Providers".
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In Figure 3-1, the single sign-on container is identified by the entry cn=SSQ. It
contains a single entry, or cl Appl i cat i onConmonNane=or asso_sso. This is the
entry for the single sign-on server. In the illustration, the entry has been expanded
to show the object classes and attributes that define the entry. For example, the

orcl appl i cati oncommonnane attribute gives the default name for the single
sign-on server, or asso. Note, too, that the single sign-on server has its own
password, which, along with or cl appl i cat i oncommonnane, the directory
server uses to authenticate the single sign-on server when the latter performs user
searches.

The container Cormon is a repository for information common to all OracleAS
products. For instance, it contains attributes that enable products to identify the
realm search base, or node, and the realm nickname. Realm-specific Cormon
containers—not shown here—contain attributes that enable products to locate users
within a realm subtree. In addition to expanding the SSOcontainer, the illustration
expands entries for an OracleAS user who is also an administrator.
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Figure 3-1 Directory Information Tree for OracleAS Single Sign-On
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Changing Single Sign-On Server Settings for Directory Access

The ssooconf.sql script enables you to change the following settings in the directory:

directory host name
directory port
password for single sign-on server

SSL connections to the directory

Note: A new instance of Oracle Internet Directory must be a
replicated instance.

To change directory settings for the single sign-on server:

1.
2.

Navigate to the script at SORACLE_HOME/sso/admin/plsql/sso.

Log in to SQL*Plus as the schema or asso. To obtain the schema password, see
Appendix B.

Note: This script cannot be run as sys.

Run ssooconf.sgl by issuing the following command:
SQL> @sooconf. sql

In the fields prefaced by the words Enter value for, make the desired changes.
To update the file, press Return or Enter.

The script displays updated settings for the single sign-on server.

If you run the script and then decide not to make changes, press Return or Enter to
retain existing values.

Updating the Single Sign-On Server with Directory Changes

The single sign-on server caches metadata about the Oracle Internet Directory DIT.
This metadata includes the user search base, user nickname attribute, and
realm-related metadata. In the event that the directory DIT changes, the cache for
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the single sign-on server must be refreshed. This is effected by running the
ssoreoid.sql script.

1.
2.

Navigate to the script at SORACLE_HOME/sso/admin/plsqgl/sso.
Log in to the single sign-on schema:

SQL> connect orasso/ orasso_password

See Appendix B to obtain the schema password.

Note: This script cannot be run as sys.

Run the script:
SQL> @soreoi d. sql

Restart the single sign-on server. See "Stopping and Starting the Single Sign-On
Middle Tier" in Chapter 2.

These are just a few of the DIT changes that require that the script be run;

The default realm name or realm DN changes or both change
A new default realm is created

The user search base or group search base for the default realm changes or both
change

The user nickname attribute changes

To learn how realm information is changed in Oracle Internet Directory, see Oracle
Internet Directory Administrator’s Guide.
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Configuring and Administering Partner
Applications

This chapter explains how to enable partner applications for single sign-on. This
process involves registering mod_osso, the authentication module for the Oracle
HTTP Server, with the single sign-on server. See "Partner Applications" in Chapter 1
for a definition of partner applications.

The chapter contains the following topics:

« Registering a Partner Application: What It Means

« Registering mod_osso

« Deploying Multiple Partner Applications with a Load Balancer

« Configuring mod_osso with Virtual Hosts
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Registering a Partner Application: What It Means

Single sign-on partner applications are registered automatically by the OracleAS
installer. Registering the application creates an entry for it in the identity
management infrastructure database and configures registration on the partner
application computer.

mod_osso-integrated applications are registered by the ossoreg.jar tool. OracleAS
Portal, an SDK-integrated application, is registered by ptlasst. Both tools are
invoked by the installer. Only the former is discussed here. See Portal
documentation for a discussion of the latter.

Registering mod_0sso

Under certain circumstances, you must reregister mod_osso manually, using the
single sign-on registration tool. These circumstances are as follows:

« The host name and port number of the Oracle HTTP Server are changed after
OracleAS is installed

« The osso.conf file is deleted or corrupted
« SSL is enabled on the single sign-on server after OracleAS is installed

In all three cases, running the single sign-on registration tool updates the mod_osso
registration record in 0sso.conf. The tool generates this file whenever it runs.

This section contains the following topics:
» Syntax and Parameters for ossoreg.jar
« Command Example

« Restarting the Oracle HTTP Server

Syntax and Parameters for ossoreg.jar

4-2

Use the ossoreg.jar tool to register an application. Run the following command:

$ORACLE_HOME/ j dk/ bi n/ j ava -jar $ORACLE_HOVE/ sso/ | i b/ ossoreg. | ar
-oracl e_hone_path orcl_hone_path

-site_name site name

-config_md_osso TRUE

-mod_osso_url nod_osso_url

-u userid

[-virtual host]

[-update_mpde CREATE | DELETE | MODIFY]
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[-config_file config_file_path]
[-admi n_info adm n_i nf 0]
[-admi n_id adni nid]

A description of the parameters passed to the tool follows.

oracle_home_path
Absolute path to the Oracle home.

site_name

Name of the site—typically, the effective host name and port of the partner
application. For example, application.mydomain.com.

config_mod_osso

If set to TRUE, this parameter indicates that the application being registered is mod_
0ss0. You must include conf i g_nod_osso for osso.conf to be generated.

mod_osso_url
The effective URL of the partner application. This is the URL that is used to access
the partner application. The value should be specified in this URL format:

http://oracl e_http_host. domai n: port

For example:

http://application. mydomai n.com 7777

u

The user name that will start the Oracle HTTP Server. In UNIX, this name is usually
"root." On Windows NT/2000, it is SYSTEM The parameter u is mandatory.

virtualhost
Optional. Include this parameter only if you are registering an Oracle HTTP virtual

host with the single sign-on server. Omit the parameter if you are not registering a
virtual host.

If you are creating an HTTP virtual host, use the httpd.conf file to fill in the
following directive for each protected URL.:

<Virtual Host host _name>
CssoConfi gFil e $ORACLE HOME/ Apache/ Apache/ conf/ osso/ host _nane/ 0sso. conf
Ossol pCheck of f

Configuring and Administering Partner Applications 4-3



Registering mod_0sso

#<Location /your_protected_url>

# AuthType basic

# Require valid-user

#</ Locat i on>

#Qt her configuration information for the virtual host
</ Vi rtual Host >

If, on the other hand, you are creating an HTTPS virtual host, use the ssl.conf file to
fill in the same directive. Note that the commented lines must be uncommented
before the application is deployed. Both httpd.conf and ssl.conf are in SORACLE _
HOME/Apache/Apache/conf.

After creating a virtual host, run this command to update the Distributed Cluster
Management schema:

$ORACLE_HOME/ dem bi n/ denet | updat eConfig -v -d

config_file

Location of the osso.conf file for the virtual host if one is being configured. It may,
for example, be $SORACLE_HOME/Apache/Apache/conf/osso/virtual_host_
name/0sso.conf.

This parameter is mandatory if you are registering a virtual host. If you omit
confi g_fil e, the assumption is that you are registering a nonvirtual host. In this
case, ossoreg.jar creates a file with the name osso.conf in SORACLE _

HOME/ Apache/ Apache/conf/0sso.

update_mode

Optional. Creates, deletes, or modifies the partner registration record. CREATE, the
default, generates a new record. DELETE removes the existing record. MODI FY
deletes the existing record and then creates a new one.

admin_info
Optional. User name of the mod_osso administrator. If you omit this parameter, the
Administrator Information field on the Edit Partner Application page is left blank.

admin_id

Optional. Any additional information, such as e-mail address, about the
administrator. If you omit this parameter, the Administrator E-mail field on the
Edit Partner Application page is left blank.
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Command Example

This command sequence shows a mod_osso instance being reregistered with the
single sign-on server:

UNIX:

setenv $ORACLE_HOME /private/oracle/gitml

setenv LD LI BRARY_PATH ${LD LI BRARY_PATH}: $ORACLE_HOME/ | i b
$ORACLE_HOME/ j dk/ bin/java -jar $ORACLE_HOWVE/ sso/lib/ossoreg.jar -oracle_

hone_pat h $ORACLE_HOME -site_nane portal . nydonai n. com -config_nod_osso TRUE
-mod_osso_url http://portal.nydomain.com-u root

Windows NT/2000:

set ORACLE HOVE=c:\private\oracle\gitn

set PATH=%PATHY% %ORACLE_HOVE% bi n; %ORACLE_HOVE% | i b

YORACLE_HOVE% j dk\ bi n\j ava -jar Y%RACLE_HOVE% sso\lib\ossoreg.jar -oracle_

home_pat h %ORACLE_HOVE% - si t e_nane portal . mydomai n. com - confi g_nmod_osso TRUE
-nod_osso_url http://portal.nmydomain. com-u SYSTEM

Restarting the Oracle HTTP Server

After running ossoreg.jar, restart the Oracle HTTP Server. For instructions, see
"Stopping and Starting the Oracle HTTP Server" in Chapter 2.

Deploying Multiple Partner Applications with a Load Balancer

You can configure two or more partner application instances in a highly available
deployment by placing a load balancer in front of them. The load balancer
publishes a single address for partner applications while providing a farm of
application servers that actually service requests. The HTTP load balancer can
detect when one of the Oracle HTTP Server instances has failed and can then fail
over requests to another instance.

The usage scenario presented here takes you through the steps required to
configure partner applications with a load balancer.
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Usage Scenario
This scenario assumes the following hypothetical configurations:

« There are two partner application computers: pal.mydomain.com and
pa2.mydomain.com. Both application servers listen on non-SSL port 7777.

« The partner application computers are configured to use the single sign-on
server located at sso.mydomain.com.

« The effective host name of the partner application published to users is
pa.mydomain.com. An HTTP load balancer is configured to listen at this
address, on port 80. It load balances and fails over user requests between
pal.mydomain.com and pa2.mydomain.com.

« Thesingle sign-on server, directory server, and identity management
infrastructure database are located at sso.mydomain.com.

Notes:

« Inthis scenario, the load balancer is listening on port 80, a
non-SSL port number. If the load balancer is configured to use
SSL to interact with the browser, a different port number must
be selected. The default SSL port number is 443.

« Inthis scenario, two partner application computers are shown.
There can, in fact, be any number of them.

Figure 4-1 on page 4-7 shows what this hypothetical system looks like.
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Figure 4-1 Load Balancer with Multiple Partner Applications
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Configuration Steps
Setting up the system presented in Figure 4-1 involves the following tasks:

« Installing the Partner Applications
« Configuring the Oracle HTTP Servers on the Partner Application Middle Tiers
« Configuring the HTTP Load Balancer

« Reregistering mod_osso on the Partner Application Middle Tiers

Installing the Partner Applications

Install the partner applications on pal.mydomain.com and pa2.mydomain.com.
When prompted by the installer for a directory location, choose the server located at
sso.mydomain.com.
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Note: The partner application mentioned here can be any
Web-based application. In a simple case, it can be an OracleAS core
installation that includes the Oracle HTTP Server and OCA4J.
Consult application-specific installation documentation.

Configuring the Oracle HTTP Servers on the Partner Application Middle Tiers

When a load balancer is placed between the user and the Oracle HTTP servers on
the OracleAS middle tier, the effective URL of the partner application changes. The
configuration file httpd.conf on both middle tiers must be modified to reflect this
change. This file can be found at SORACLE_HOME/Apache/Apache/conf.

Complete the following steps:

1.

Modify the Oracle HTTP servers at the OracleAS middle tier to listen at the
externally published name, which, in the scenario presented, is
pa.mydomain.com.

Add the following lines to the httpd.conf file on pal.mydomain.com and
pa2mydomain.com:

Server Nanme pa. mydomai n. com
Port 80

Note: If multiple ports are listed in httpd.conf, the effective port
must appear last.

If you configure SSL between the browser and the load balancer, and the SSL
connection terminates at the load balancer, configure mod_certheaders on both
pal.mydomain.com and pa2.mydomain.com. This module enables the Oracle
HTTP Server to treat requests that it receives over HTTP as SSL requests. The
sequence is as follows:

a. Enter this line in httpd.conf:

LoadModul e certheaders_nodul e |ibexec/ mod_cert headers. so

b. If you are using OracleAS Web Cache as a load balancer, enter this line:
AddCer t Header HTTPS

If you are using a hardware load balancer, enter this line:
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Simul ateHt t ps on

You can add steps a and b to the end of httpd.conf. Just where they appear
in the file is unimportant.

Configuring the HTTP Load Balancer

The HTTP load balancer that you use can be hardware such as BiglP, Alteon, or
Local Director or software such as OracleAS Web Cache.

« Hardware Load Balancer

If you are using a hardware load balancer, configure one pool of real servers
with the addresses pal.mydomain.com and pa2.mydomain.com. Configure one
virtual server with the address pa.mydomain.com. This virtual server is the
external interface of the load balancer. For instructions, consult the
documentation provided by your load balancer vendor.

« Software Load Balancer

If you are using OracleAS Web Cache to load balance connection requests, see
the following links:

« "Leveraging Oracle Identity Management Infrastructure" in Oracle
Application Server Web Cache Administrator’s Guide.

«  "Routing Single Sign-On Server Requests," also in Oracle Application Server
Web Cache Administrator’s Guide.

Note: For optimal performance, use a hardware load balancer.

Reregistering mod_osso on the Partner Application Middle Tiers

On both partner application instances, reregister mod_osso as the partner
application pa.mydomain.com.

To reregister mod_osso on pal.mydomain.com, run the registration script. In the
example that follows, be sure to substitute values appropriate to your installation.
The script creates a partner application called pa.mydomain.com.

$ORACLE_HOVE/ j dk/ bi n/ j ava -jar $ORACLE_HOVE/ sso/ | i b/ ossoreg. | ar
-oracl e_hone_path orcl_hone_path

-site_nane site_nane

-config_md_osso TRUE

-mod_osso_url mod_osso_url

-u userid
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-virtual host virtual _host_nane]

-updat e_node CREATE | DELETE | MODI FY]
-config_file config_file_path]
-adnmin_id admi nid]

-admi n_i nfo admi n_i nf o]

—_———_——

See "Registering mod_osso” for a command example and a description of command
parameters.

Note: If you are configuring the partner application computers for
Distributed Cluster Management, omit the following steps. Instead,
run this command on pal.mydomain.com;

$ORACLE_HOME/ dem bi n/ denet | updat eConfig -v -d

To reregister mod_0sso on pa2.mydomain.com:

1. On pa2.mydomain.com, log in to the single sign-on administration pages as the
single sign-on administrator. Be sure to log in to this URL:

http://sso. nydomai n. coni pl s/ orasso
2. Use the Administer Partner Applications page to delete the existing entry for
the partner application pa2.mydomain.com.

3. Copy the osso.conf file from pal.mydomain.com. Make sure that you use
binary mode if you FTP the file. The default location of the file is SORACLE_
HOME/ Apache/Apache/conf/osso.

4. Synchronize the Distributed Cluster Management repository with the file copy.
You do this by running the following command on pa2.mydomain.com:

$ORACLE_HOVE/ Apache/ Apache/ bi n/ ssot ransfer $ORACLE
HOVE/ Apache/ Apache/ conf/ osso/ 0sso. conf

Note: The ssotransfer command should not be used to
synchronize the Distributed Cluster Management repository with
the mod_osso configuration file created for a virtual host. To learn
how to register mod_osso for a virtual host, see "Configuring mod_
0sso with Virtual Hosts".
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Restart the Oracle HTTP Server. For instructions, see "Stopping and Starting the
Oracle HTTP Server" in Chapter 2.

Test the partner application using the effective URL:
http://pa. nydomai n. com

For more information about integrating partner applications with mod_osso, see
"Developing Single Sign-On-Enabled Applications” in Oracle Application Server
Single Sign-On Application Developer’s Guide.

Configuring mod_osso with Virtual Hosts

Some deployments may require more than one Web site to be deployed on a single
Oracle HTTP Server. An application may, for example, have to be available both
over HTTP and HTTPS. In the scenario that follows, an SSL virtual host is
configured to be protected by mod_osso. Although the virtual host is an SSL host,
the scenario applies to any virtual host.

The scenario assumes the following conditions:

The host name of the application middle tier is app.mydomain.com.

The middle tier is already configured as a non-SSL partner application. This is
typically done by the OracleAS Installer when the application is first installed.

The default SSL port number of the application middle tier is 4443.

To configure app.mydomain.com as an SSL virtual host:

1.

Make sure that Oracle identity management components are up and
running—especially Oracle Internet Directory and the single sign-on server.

Check that app.mydomain.com has been defined as an SSL virtual host. In
release 9.0.4, the OracleAS installer does this in the Vi r t ual Host section of the
ssl.conf file. In release 9.0.2, the installer defines an SSL virtual host in the

Vi r t ual Host section of httpd.conf. Both files are in SORACLE_

HOME/ Apache/ Apache/conf.

Create a partner application for the SSL site:

a. Make sure that the Oracle home of the middle tier is set with the correct
path:

*  UNIX:
setenv LD_LI BRARY PATH ${LD LI BRARY_PATH}: $ORACLE_HOVE/ | i b
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*  Windows NT/2000
set PATH=%PATH% YORACLE_HOVE% bi n; YORACLE_HOVE% | i b

b. For arelease 9.0.4 middle tier, run the following command:

$ORACLE_HOVE/ j dk/ bi n/java -jar $ORACLE_HOVE/ sso/ | i b/ ossoreg.jar -oracle_
hone_pat h $ORACLE_HOME -site_nane app. mydomai n. com - confi g_nmod_osso TRUE
-mod_osso_url https://app. mydonai n. com 4443 -u root -virtual host
-config_file $ORACLE_HOVE/ Apache/ Apache/ conf/ osso/ 0sso- htt ps. conf

c. Forarelease 9.0.2 middle tier, go to SORACLE
HOME/ Apache/ Apache/conf; then run the following command:

$ORACLE_HOMVE/ j dk/ bi n/ j ava -jar $ORACLE_HOVE/ sso/ | i b/ ossoreg. | ar
-virtual host -site_name https://app. nydonain. com -oracl e_hone_path
$ORACLE_HOME - success_url https://app. mydomai n. com 4443/ 0sso_| ogi n_
success -logout _url https://app.nydonain. com 4443/ 0sso_| ogout _success
-cancel _url https://app. mydonai n. com 4443/ -home_url

https://app. mydonai n. com 4443/ -config_nmd_osso TRUE -u root -Sso_
server_version v1.2 -config file $ORACLE_

HOVE/ Apache/ Apache/ conf/ 0sso/ osso- ht t ps. conf

4. Go to the mod_osso.conf file at SORACLE_HOME/ Apache/Apache/conf.
Once there, comment out this line:

LoadModul e osso_nodul e | i bexec/ nod_osso. so

5. In httpd.conf, add the directive that follows right after LoadModul e
wchandshake_nodul e | i bexec/ nod_wchandshake. so with a
default setup:

LoadModul e osso_nodul e |'i bexec/ nod_osso. so

6. Update Vi rt ual Host to include the mod_osso file for the virtual host. Recall
that, for SSL virtual hosts, this directive is configured in ssl.conf in release 9.0.4
and in httpd.conf in release 9.0.2.

<Virtual Host _default_:4443>

OCssoConfi gFi | e $ORACLE_HOVE/ Apache/ Apache/ conf/ osso/ 0sso- htt ps. conf
Gssol pCheck of f
<Location /your_protected_url_for_the virtual site>

Aut hType basic

Require valid-user
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</ Locati on>

</ Vi rtual Host >

Restart the Oracle HTTP Server on the application middle tier. See "Stopping
and Starting the Oracle HTTP Server" in Chapter 2, for instructions.

Test both the SSL and the non-SSL site.
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Configuring and Administering External
Applications

This chapter describes how to configure external applications for single sign-on
support. These are generally older Web applications that cannot be modified to
delegate authentication to the single sign-on server. For this reason, they are also
known as legacy applications. For a complete definition of these applications, see
"External Applications” in Chapter 1.

The chapter contains the following topics:
« Using the Interface to Deploy and Manage External Applications

« Proxy Authentication for Basic Authentication Applications
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Using the Interface to Deploy and Manage External Applications

The Administer External Applications page, accessible as a link on the SSO Server
Administration page, is used to add, edit, or delete external applications. Once you
add these applications, users can access them in the External Applications portlet of
OracleAS Portal.

This section covers the following topics:

« Adding an External Application

« Editing an External Application

« Storing External Application Credentials in the Single Sign-On Database

Adding an External Application

Clicking the Add External Application link takes you to the Create External
Application page. This page contains the following headings and fields:

Table 5-1 External Application Login

Field Description

Application Name Enter a name that identifies the external application. This is the
default name for the external application.

Login URL Enter the URL to which the HTML login page for the external
application is submitted for authentication. This, for example,
is the login URL for Yahoo! Mail:
http://1 ogin. yahoo. com confi g/ | ogi n?6p4f 5s403j
3h0

Username/ID Field Name Enter the term that identifies the user name or user ID field of
the HTML login form for the application. You find this term by
viewing the HTML source of the form. (See the example after
the steps immediately following). This field is not applicable if
you are using basic authentication.

Password Field Name Enter the term that identifies the password field of the HTML
login form for the application. You find this term by viewing
the HTML source of the form. (See the example after the steps
immediately following). This field is not applicable if you are
using basic authentication.
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Table 5-2 Authentication Method

Field Description
Type of Authentication Use the pulldown menu to select the form submission method
Use for the application. This method specifies how message data is

sent by the browser. You find this term by viewing the HTML
source for the login form. Select one of the following three
methods:

POST:
Posts data to the single sign-on server and submits login
credentials within the body of the form.

GET:
Presents a page request to a server, submitting the login
credentials as part of the login URL.

BASIC AUTHENTICATION:
Submits the login credentials in the application URL, which is
protected by HTTP basic authentication

Table 5-3 Additional Fields

Field Description

Field Name Enter the name of any additional fields on the HTML login
form that may require user input to log in. This field is not
applicable if you are using basic authentication.

Field Value Enter a default value for a corresponding field name value, if
applicable. This field is not applicable if you are using basic
authentication.

Use the following steps to add an external application:

1. From the Administer External Applications page, select Add External
Application.

The Create External Application page appears.

2. Inthe External Application Login field, enter the name of the external
application and the URL to which the HTML login form is submitted. If you are
using basic authentication, enter the protected URL.

3. If the application uses HTTP POST or HTTP GET authentication, in the User
Name/ID Field Name field, enter the term that identifies the user name or user
ID field of the HTML login form. You can find the name by viewing the HTML
source of the login form.
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8.

If the application uses the basic authentication method, the User Name/ID
Field Name field should be empty.

If the application uses HTTP POST or HTTP GET authentication, in the
Password Field Name field, enter the term that identifies the password field of
the application. See the HTML source of the login form.

If the application uses the basic authentication method, the Password Field
Name field should be empty.

In the Additional Fields field, enter the name and default values for any
additional fields on the HTML login form that may require user input.

If the application uses the basic authentication method, these fields should be
empty.

Select the Display to User check box to allow the default value of an additional
field to be changed by the user on the HTML login form.

Click OK. The new external application appears under the Edit/Delete External
Application heading on the Administer External Applications page, along with
the other external applications.

Click the application link to test the login.

The following example shows the source of the values that are used for Yahoo! Mail.

<f orm net hod=post action="http://login.yahoo. conl confi g/| ogi n?6p4f 5s403j 3h0"
aut oconpl et e=of f name=a>

<t d><i nput nane=l ogi n si ze=20 max| engt h=32></td>

<t d><i nput nanme=passwd type=password size=20 max| engt h=32></t d>

<i nput type=checkbox name=".persistent" value="Y" >Renenber ny ID & password

</fornp

The source provides values for the following:

Login URL:
http://1ogin.yahoo. conm confi g/l ogi n?6p4f 55403 3h0

Username/ID Field Name: | ogi n
Password Field Name: passwd
Type of Authentication Used: POST
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« Field Name: . persistent Y
« Field Value: [ of f]

Editing an External Application

Clicking the pencil icon next to an application takes you to the Edit External
Application page, where you can edit the values that you entered when you added
the application. When you are finished editing, click Apply to enter the changes
and to redisplay the page with the updated values.

Storing External Application Credentials in the Single Sign-On Database

Each external application expects to receive a user name and password each time
the user logs in to the application. To enable single sign-on to these applications,
users are given the option of storing their credentials in the single sign-on database
when they log in.

If single sign-on users are logging in to an external application for the first time,
they are presented with the External Application Login page. After entering
credentials, they can select the check box Remember My Login Information for
This Application. If they choose this option, the next time they access the
application, the single sign-on server logs in on their behalf.

Figure 5-1 on page 5-6 reproduces the External Application Login page.
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Figure 5-1 External Application Login Page

Login - My.Oracle.Com (2]
Login | Close

External Application Login

Enter your user name (or other farm of application identification) and password for this application. You may also
enter custom values for any additional login parameters shown. The S50 Server uses this information to login on
your behalf. If you click Remember My Login Information For This Application, you will then be logged in
automatically each time you access this application.

Application Mame: My.Oracle.Com
User Name/ID |

Passward |

W Remember My Login Information For This Application

Login | Close

Copyright® 2003, Cracle. All Rights Reserved

Note: If you change your password, you must also update the
password on the External Application Login page. If you neglect to
do so, this page returns an error message when you try to log in.

Proxy Authentication for Basic Authentication Applications

The standard way to access external applications enabled by single sign-on is
through the External Applications portlet of OracleAS Portal, an SDK-enabled
partner application. Applications accessed in this way can be configured for GET,
POST, or basic authentication.

An alternative method is to use the Oracle HTTP Server as a secure proxy for
applications that reside on a separate Web server. This method involves configuring
the modules mod_osso and mod_proxy to support single-sign-on-enabled basic
authentication. The advantage of the proxy approach is that it eliminates the brief
screen flicker that occurs when external applications are accessed in the standard
way.

This section contains the following topics:
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« Configuring the Oracle HTTP Server as a Proxy for Basic Authentication
« Configuration Requirements

« Configuration Steps

Configuring the Oracle HTTP Server as a Proxy for Basic Authentication

Configured correctly, authentication to mod_osso-enabled external applications is
similar to what it is for partner applications: mod_osso intercepts a URL request
and redirects it to the single sign-on server. Figure 5-2 illustrates the process.

Figure 5-2 Authentication Flow Using mod_osso/mod_proxy

Oracle Legacy
HTTP Application
Server Server

—@—p| mod_osso
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OracleAS
Single Sign-On
Server

1. The single sign-on user requests an external application by selecting a
bookmark or by entering a virtual URL. This URL enables the Oracle HTTP
Server to intercept the request.

2. mod_osso adds an authentication header to the intercepted request and
retrieves the user’s credentials from the single sign-on server.
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3. mod_osso sets the header value with the user’s credentials, retrieved from the
single sign-on server. mod_osso then passes this header to mod_proxy.

4. mod_proxy passes the user’s credentials—in the form of a basic authentication
header—to the real URL. mod_proxy does this by using directives that map the
virtual URL to the real URL.

Configuration Requirements

The following criteria must be met before the Oracle HTTP Server can be configured
for basic authentication to legacy applications:

« The application to be proxied must be registered as a basic authentication
application with the single sign-on server. See "Adding an External
Application” for instructions.

« The Oracle HTTP Server must have mod_osso installed and enabled.

« The Oracle HTTP Server must have the default mod_proxy installed and
enabled.

« If the Web server that hosts the external application uses the Oracle HTTP
Server as a proxy, the Web server must not have mod_osso enabled.

Configuration Steps

To configure the Oracle HTTP Server for basic authentication to external
applications, add the following section to mod_osso.conf.

<| f Modul e nmod_pr oxy. c>

<Location /application_virtual _path>
require valid user
Aut hType Basic
OCssolLegacyApp on | off

</ Locati on>

ProxyPass /application_virtual _path/ http://host:port/application_real _ path/
ProxyPassReverse /application_virtual path/ http://host:port/
application_real _path/

</ | f Modul e>

The GssolLegacyApp directive indicates whether the protected URL is a legacy

application. If the directive is missing or is set to of f , the code that retrieves the
application user name and password from the single sign-on database is not
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executed. The two mod_proxy directives Pr oxyPass and Pr oxyPassRever se
map the virtual URL to the real URL.

Add the following line to httpd.conf:
Li sten 5000

This parameter instructs mod_o0sso to use the non-SSL port 5000 to access
information about external applications.

Notes:

« The directory where the virtual URL resides need not be
specified. For convenience, this URL may consist of only the
application name.

« If SSL is enabled, substitute ht t ps for ht t p in the real URL of
the application.
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Multilevel Authentication

This document explains how to configure a single sign-on system that assigns
different authentication levels to different partner applications. Such a system
enables the administrator to tailor authentication behavior to the security level of
the application requested.

The document contains the following topics:
« What Is Multilevel Authentication?

« How Multilevel Authentication Works

« Components of a Multilevel System

« Configuring Multilevel Authentication
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What Is Multilevel Authentication?

OracleAS Single Sign-On enables you to assign different authentication levels to the
applications that it protects. You can then map these authentication levels to specific
authentication plugins. You might, for example, configure a highly sensitive
application to require a user certificate and a less sensitive application to require a
user name and password.

How Multilevel Authentication Works

Figure 6-1 illustrates how multilevel authentication works.

Figure 6-1 Multilevel Authentication Flow
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1. The user has already authenticated to Application A. He now goes to
Application B.

2. Application B redirects the user to the single sign-on server.

3. Because Application B has a higher authentication level than Application A, the
single sign-on server forces the user to authenticate again, this time with a
higher credential.

Note: In release 9.0.4, authentication is at the root level of a
partner application. You cannot assign authentication levels to
URLSs under the root.

Components of a Multilevel System

The following topics are key to understanding how multilevel authentication
works:

« Authentication Levels

« Authentication Plugins

Authentication Levels

Authentication levels are parameters that enable you to specify a particular
authentication behavior for an application. You use the policy.properties file to
configure the authentication level names and values that make up these parameters.
This file is in $ORACLE_HOME/sso/conf. A copy of it appears in Appendix C.

Table 6-1 provides examples of authentication levels. You can customize these to
suit your deployment requirements and can provide additional ones.

Table 6—-1 Default Authentication Levels

Authentication Level

Names Authentication Level Values
LowSecurity 20
LowMediumSecurity 30
MediumSecurity 40
MediumHighSecurity 50
HighSecurity 60
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The authentication level names must be unique. For example, a system that
includes both NoSecuri t y=10 and NoSecur i t y=20 is unacceptable. The lower
the numeric value of a level, the lower the level of security.

Users who log in at a high level such as Medi unHi ghSecuri t y and then attempt

to access a lower-level application are not rechallenged for credentials. Conversely,

users who log in at a low-level application such as Lowivedi unSecur i t y and then
attempt to access a higher-level one are challenged with the required level.

Authentication Plugins

An authentication plugin is an implementation of a specific authentication method.
This method collects a user’s credentials and authenticates him.

You can pair one of the authentication levels introduced in the preceding section
with one of the authentication methods described in the bulleted list that follows.
The authentication level that an authentication plugin maps to is deployment
specific. You use policy.properties to achieve the pairing.

« Password authentication
This is the default, standard method.
« Digital certificates
See Chapter 7 for a discussion of certificate authentication.
« Windows native authentication
See Chapter 8 to learn about this type of authentication.
« Third-party access management
See Chapter 13.

Configuring Multilevel Authentication

Applications not configured for a specific authentication level default to password
authentication and are assigned an authentication level of Medi unSecuri ty. If you
require a different authentication level, you must modify policy.properties. Use the
configuration scenario that follows for guidance.
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Usage Scenario

This usage scenario explains how two hypothetical partner applications are
configured to use different authentication levels and plugins. It assumes these
conditions:

Application pal is deployed on host pal.mydomain.com. It listens on port 7777.
pal is already registered with the single sign-on server.

pal must use certificate authentication.

Application pa2 is deployed on host pa2.mydomain.com. It listens on port 7777.
pa2 is already registered with the single sign-on server.

pa2 must use password authentication.

Configuration Steps
Modify policy.properties with the following configurations.

1.

Choose the name of the authentication level from policy.properties. If necessary,
add a new authentication level and corresponding name to the file.

Assign authentication levels to the root URLSs of the two partner applications:

pal. nydomai n. com ; 7777
pa2. mydonmai n. com ; 7777

H ghSecurity
Medi unSecurity

Note: Be sure to include the backslash after the domain name.

Assign authentication plugins to the authentication level names that you
assigned in step 1:

H ghSecurity_AuthPlugin = oracle.security.sso.server. auth. SSOX509Cert Aut h
Medi unSecurity_AuthPlugin = oracle. security.sso.server.auth. SSOServerAuth

Note that the authentication plugin name is a combination of the authentication
level name that you assigned in step 1 and the suffix _Aut hPI ugi n.
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4. Save policy.properties; then restart the single sign-on middle-tier. For
instructions, see "Stopping and Starting the OC4J_SECURITY Instance".

5. Test the partner applications.
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Signing On with Digital Certificates

Single sign-on with X.509 client certificates provides a stronger degree of security
than simple authentication. It offers the benefit that partner applications are, by
default, PKI enabled when the single sign-on server is PKI enabled.

This chapter contains the following topics:

« How Certificate-Enabled Authentication Works

« System Requirements

« Configuring the Single Sign-On System for Certificates

« Maintaining a Certificate Revocation List
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How Certificate-Enabled Authentication Works

Figure 7-1 depicts the authentication flow for certificate-enabled sign-on.

Figure 7-1 Certificate-Enabled Single Sign-On
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1. The user tries to access a partner application.

2. The partner application redirects the user to the single sign-on server for
authentication. As part of this redirection the browser sends the user’s
certificate to the login URL of the server (2a). If it is able to verify the certificate,
the server returns the user to the requested application.

3. The application delivers content.

Note: A user whose browser is configured to prompt for a
certificate-store password may only have to present this password
once depending upon how her browser is configured. If she logs
out and then attempts to access a partner application, the browser
passes her certificate to the single sign-on server automatically. This
means that she never really logs out. To effectively log out, she
must close her browser.
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System Requirements

The following criteria must be met before certificate-enabled single sign-on can
proceed:

« The single sign-on server and Oracle Internet Directory must be installed.
« The Oracle HTTP Server must have a valid server certificate installed.

« The client certificate DN must be chosen in such a way that it meets one of the
following two criteria:

« The DN of the user certificate is the same as the user DN in Oracle Internet
Directory

« The DN of the user certificate contains the user nickname and, optionally,
the name of the realm that the user belongs to

« The certificate of the client certificate issuer must be installed as a trusted
certificate on the single sign-on server.

= The certificate of the server certificate issuer must be installed as a trusted
certificate in the user’s browser.

Configuring the Single Sign-On System for Certificates

Certificate-enabled single sign-on is not a default option in OracleAS, and it must be
configured manually. Before configuring certificate authentication, you must enable
the single sign-on system for SSL. Perform the tasks in "Enabling SSL" in Chapter 9;
then return to this section and configure the following components for certificates:

« Oracle HTTP Server
« Single Sign-On Server

« Oracle Internet Directory

Oracle HTTP Server

Configuring the Oracle HTTP Server for certificates consists of adding parameters
to the ssl.conf file and, optionally, choosing the certificate authority that issues
server and user certificates.

Setting SSL Parameters
To set the required SSL parameters, complete the following steps:
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1. Go to ssl.conf, located at SORACLE_HOME/Apache/Apache/conf.

2. Inthe SSL Virtual Host Context section of ssl.conf, add or edit the parameters
listed in Table 7-1. At the same time, verify that the SSLEngi ne parameter has
been set to on. This should have been done as part of configuring the Oracle
HTTP Server for SSL.

Table 7-1 HTTP Parameters for Certificate-Enabled Single Sign-On

Parameter

Description

SSLwal | et

SSLWal | et Passwor d
SSLVerifydient

The location, or path, of the server wallet. The default
location is $ORACLE_
HOME/ Apache/Apache/conf/ssl.wlit/default.

Note: the actual location of the Oracle home must be
substituted for the variable.

If OracleAS Certificate Authority is installed in the same
Oracle home as OracleAS Single Sign-On, and you want to
use this CA to issue certificates, the wallet location is
$ORACLE_HOME/oca/wallet/ssl.

See "Choosing a Certificate Authority" for details.
Password for the server wallet

The verification type for client certificates. These are the
three types:

« none—SSL without certificates

« opti onal —server certificate only

« requi r e—server and client certificates
You must choose either opti onal orrequire.

Choosing a Certificate Authority

If you have OracleAS Certificate Authority installed and want to use this CA to
issue certificates, edit ssl.conf to point to the desired Oracle CA wallet. You can
either use the Oracle CA wallet described in Table 7-1 or have the Oracle CA issue a
wallet that is specifically for the single sign-on server. If you choose the first option,
copy the wallets that are in $ORACLE_HOME/oca/wallet/ssl to SORACLE_
HOME/ Apache/Apache/conf/ssl.wlit/default. If you choose the second option,
see Chapter 7 in Oracle Application Server Certificate Authority Administrator’s Guide
for instructions. The relevant section is "Server/SubCA Certificates Tab." Thisis a
subsection of "User Certificates Tab." Once you obtain the wallet, edit ssl.conf to
point to the wallet’s location.
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You may, of course, elect to use a third-party CA. In this case, too, you must edit
ssl.conf to point to the wallet’s location as explained in Table 7-1.

Using OracleAS Single Sign-On in conjunction with OracleAS Certificate Authority
simplifies the certificate provisioning process. You can configure the Oracle CA to
broadcast the URL for its Ul to single sign-on users. Users can then use this link to
request a single sign-on certificate that is automatically linked to their entry in
Oracle Internet Directory.

Single Sign-On Server
Configuring the single sign-on server to accept certificates consists of these tasks:
« Configure the Server to Receive Parameters for Client Certificates
« Configure policy.properties with the Default Authentication Plugin
« Modify the Configuration File for the Authentication Plugin (Optional)
«  Customize the User Name Mapping Module (Optional)
« Restart the Single Sign-On Middle Tier

Perform at least the first two. Add the other two if you want to customize the user
name mapping module. The default module for user name mapping matches the
distinguished name (DN) in the client certificate with a single sign-on user in Oracle
Internet Directory. The default implementation assumes that the user’s DN in the
directory is the same as the certificate DN. A module that maps a field in the
certificate DN to the user’s name in Oracle Internet Directory is also available. If
you want to substitute this module for the DN mapping module, modify the
Certificat eMappi ngModul e parameter as prescribed in the third task.

Configure the Server to Receive Parameters for Client Certificates

1. Add these lines to the end of the sso_apache.conf file, found at SORACLE _
HOME/sso/conf:

#Al | ow single sign-On server to receive client certificate parameters
<IfModul e nod_ossl.c>
Ccdj Extract SSL on
<Location /sso>
SSLOptions +Export CertData +StdEnvVars
</ Locati on>
</ 1 fModul e>
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2. Add this tag to the orion-web.xml file at SORACLE_HOME/j2ee/OC4]_
SECURITY/application-deployments/sso/web:

<j azn-web- app runas-mode="true" />

Place the tag before </ or i on- web- app>. This example orion-web.xml file
shows the tag correctly placed:

<?xm version="1.0"?>
<! DOCTYPE ori on-web-app PUBLIC "-//ORACLE// DTD OC4J Web Application
9.04//EN" "http://xm ns.oracl e.comias/dtds/orion-web-9_04.dtd">

<ori on- web- app
depl oynent - ver si on="9. 0. 4. 0. 0"
j sp-cache-directory="./persistence"
tenporary-directory="./tenp"
>
<l--
Uncomment this elenent to control web application class |oader behavior.
<web- app- cl ass- | oader search-|ocal -cl asses-first="true"
i ncl ude-war - mani f est - cl ass-path="true"/ >
>

<j azn-web- app runas-mode="true" />
</ ori on- web- app>

Configure policy.properties with the Default Authentication Plugin

Update the DefaultAuthLevel section of the policy.properties file with the correct
authentication level for certificate sign-on. You can find the file in SORACLE_
HOME/sso/conf. Set the default authentication level to this value:

Def aul t Aut hLevel = Medi unHi ghSecurity

then, in the Authentication plugins section, pair this authentication level with the
default authentication plugin:

Medi unHi ghSecurity_AuthPlugin = oracl e. security.sso. server. auth. SSOX509Cer t Aut h

For your convenience, policy.properties is available in Appendix C.

Modify the Configuration File for the Authentication Plugin (Optional)

The X509CertAuth.properties file contains the parameters that follow. The file path
is SORACLE_HOME/sso/conf. (Omit this step if you are using the DN-based
mapping module.)
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CertificateMappingModule This parameter is set to the class file that performs user
name mapping. The parameter can have one of two default values:

oracl e.security.sso.server. auth. SSOCert Mapper Dn

or

oracl e.security.sso.server. auth. SSOCert Mapper Ni ckname

The first module assumes that the user’s DN in the directory is the same as the
certificate DN. This is the default, out-of-the-box setting. The second module
assumes that the first cn value in the user certificate DN is the user nickname in
the default realm of Oracle Internet Directory. If you want to substitute your
own module for either of these modules, set the parameter to the class file name
for your implementation.

CheckUserCertificate This parameter indicates whether the user certificate must be
verified in Oracle Internet Directory. The default value is true. If you deem the
SSL protection provided by the Oracle HTTP Server to be sufficient, set this
parameter to false.

CertificateAuthFailureUrl If certificate authentication fails, the user is redirected to this
URL, which displays an error message.

Customize the User Name Mapping Module (Optional)

To customize the user name mapping module, implement a mapping module based
on oracle.security.sso.ias904.toolkit.IPASUserMappinglnterface. Refer to the
example mapping modules shipped with this release. Again, these modules are
SSOCertMapperDN.java and SSOCertMapperNickname.java. (Omit this step if you
are not writing your own mapping module.)

The example modules contain the following classes:
« Mapping module Interface
This interface contains the following methods:

public | PASUserlnfo getUserlnfo(
javax.servlet. http. Htp/ Servl et Request request)
t hrows | PASExcepti on;
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« User information class

This class contains user information such as the user nickname and user DN.
The package name is oracle.security.sso.ias904.toolkit.IPASUserInfo. The
constructor looks like this:

Public | PASUser | nf o(
String userN ckNanme
String real mMi cknane)

Publ i ¢ | PASUser | nf o(
String userN ckNane,
String userDN,
String userGU D,
String real M cknane,
String real nDN,
String real maU D)

« Exception class

A problem with user name mapping raises this exception. The class name is
oracle.security.sso.ias904.toolkit.IPASException. The super class is
java.lang.Exception. The constructor looks like this:

public | PASException()
public | PASException(String Message)

1. Extract ipassample. jar, the file that contains the modules. See "Obtaining the
Sample Files" in Chapter 2.
2. Create aJava class that implements the following interface:

oracle.security.sso.ias904.tool kit.|PASUser Mappi ngl nterface

3. Compile your custom implementation:

$ORACLE_HOMWE/ j dk/ bi n/ j avac -cl asspath $ORACLE_HOVE/ sso/ | i b/
i pastool kit.jar: SORACLE HOVE/ lib/servlet.jar -d $ORACLE HOVE/
sso/plugin java_file_name -d class_directory

4. Jar your class file and place it into SORACLE_HOME/sso/plugin:
$ORACLE_HOMVE/ j dk/ bin/jar -cvf $ORACLE_HOVE/ ssol pl ugi n/ Cert Mapl npl .jar -C
class_directory

This step assumes that you do not have individual class files in the plugin
directory, a condition that might cause class file duplication.

7-8 Oracle Application Server Single Sign-On Administrator's Guide



Configuring the Single Sign-On System for Certificates

5. Update x509CertAuth.properties with your implementation. See "Modify the
Configuration File for the Authentication Plugin (Optional)".

Restart the Single Sign-On Middle Tier

After configuring the server, restart the middle tier. See "Stopping and Starting the
Single Sign-On Middle Tier".

Oracle Internet Directory

For certificate-based authentication to be successful, the user certificate must be
present in Oracle Internet Directory. If the certificate is issued by OracleAS
Certificate Authority, the certificate is published in the directory automatically. This
may also be true if the CA is in-house. If the certificate issuer is a third-party CA, a
self-service application can fulfill this function, or the directory administrator can
try to add the certificate to the directory as an LDIF file, using the command-line
tool Idapmodify.

If you use Idapmodify to publish the certificate, set the appropriate NLS language
variable for your environment before running the tool. Here is an example:

« UNIX:
setenv NLS_LANG AMERI CAN_AMERI CA. UTF8

= Windows NT/2000:
set NLS _LANG=AVERI CAN _AMERI CA. UTF8

In UNIX, you may have to use a different procedure to set this variable if you are
using a shell other than csh or tcsh.

Idapmodify is located in $ORACLE_HOME/bin. Here is the syntax for the tool:

| dapmodify -h host -p port -D "directory_adnministrator" -w password -f file_
nane. | di f

In the example LDIF file that follows, the certificate of user jsmith is represented as
an attribute of his entry in the directory. The attribute type isuser certifi cate.
The attribute value is the long string that follows the attribute type.

dn: cn=jsmth, cn=users, dc=real nl, dc=oracl e, dc=com

changetype: nodify

replace: usercertificate

usercertificate:: M| C3TCCAkYCAgP3MAOGCSqGSI h3DQEBBAUAM GBMXBWCQ

YDVQQGEW] VUz ETMBEGALUECBVK@ Fs aWZv ¢ mbp YTEXVBUGAL UEBx MOUnVk d29v ZCBTa@y ZXWk Gz AZBg
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NVBAOTEK 9y YWNs ZSBDb3Jwbh3JhdG vbj Ef MBOGATUECX MAV2Vi | FNpbrds ZSBTaWiuLU9uLCBTVDEe VB
WGALUEAXWQ@VydG ma\VWNhYoEHF4gont c4mk SKh/ z AQMBAAEWDQYJKoZI hvc NAQEEBQADg YEAKwXoCL
DRqK1Y9LQ | j LnCal JKUZNS1Q +bhu/ | HeZLGHg4TIg30RXVASU/ Vixwj LeGBqLXy2z703Ruj NKx2CVx
6p/ OHkj nwAwWBKVau2hcBgCOntkzUGhHI9b65v/ zx7dI UKyJr 4RF+l Jhgd/ oYXxLr YHpSNAKHP4ht TOg
qcXi | =

Because it is a non-ASCII value, the certificate must be encoded in base 64 format,
as shown here. Unlike other attributes, a base 64 attribute requires a double colon
(::) as a delimiter. Note, too, that the use of a tab enables a base 64 attribute to be
folded.

Maintaining a Certificate Revocation List

To ensure that users are unable to log in using invalid or expired certificates, the
administrator must maintain an up-to-date certificate revocation list (CRL) on the
Oracle HTTP Server. The CA that issued the certificate must provide this list. The
ca-bundle.crl file can be used to maintain it. The path to the CRL file must be
$ORACLE_HOME/ Apache/Apache/conf.

OracleAS users who use digital certificates to authenticate must not be able to
update the user Cer ti fi cat e attribute in their directory entry. The reason is the
potentially long lapse time between the revocation of a certificate and the update of
the CRL. Note that Oracle Internet Directory, by default, denies the user access to
user Certi fi cat e. It should be modified only by trusted entities such as the
single sign-on server, OracleAS Certificate Authority, or a third-party certificate
authority.

For details about implementing and maintaining a CRL, see comments in the SSL
Virtual Host Context section of ssl.conf.
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Windows Native Authentication

This chapter explains how to deploy OracleAS Single Sign-On for automatic
sign-on, or Windows native authentication, from a Windows desktop. The terms
automatic sign-on and Windows native authentication are interchangeable. For the
remainder of the document, the latter term is used.

The chapter contains the following topics:

Overview of Windows Native Authentication
How Windows Native Authentication Works
System Requirements

Configuring Windows Native Authentication
Fallback Authentication

Login Scenarios
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Overview of Windows Native Authentication

Windows native authentication is an authentication scheme for those who use
Internet Explorer on Windows 2000. When this feature is enabled in OracleAS
Single Sign-On, users log in to single sign-on partner applications automatically
using Kerberos credentials obtained when the user logs in to a Windows 2000
computer.

Using the SPNEGO protocol, browsers that are Internet Explorer 5.0 and greater can
automatically pass the user’s Kerberos credentials to a Kerberos-enabled Web
server when the server request these credentials. The Web server can then decrypt
the credentials and authenticate the user.

Although SPNEGO supports both Kerberos version 5 and NTLM authentication
schemes, OracleAS release 9.0.4 supports only Kerberos version 5 with SPNEGO.

Note: Although this document refers only to Windows 2000,
Windows native authentication is also supported on the Windows
XP platform.

How Windows Native Authentication Works

The following steps, illustrated in Figure 8-1 on page 8-3, describe what happens
when a user tries to access a single-sign-on-protected application:

1. The user logs in to a Kerberos realm, or domain, on a Windows 2000 computer.

2. The user attempts to access a single-sign-on partner application using Internet
Explorer.

3. The application redirects the user to the single sign-on server for authentication.
As part of this redirection, the following occurs:

a. The browser obtains a Kerberos session ticket from the Key Distribution
Center (KDC).

b. The single sign-on server verifies the Kerberos session ticket and returns the
user to the requested URL.

4. The application provides content to the user.
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Figure 8-1 Flow for Windows Native Authentication
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The user logs out of this application and single sign-on applications accessed
subsequently by logging out of the Windows computer.

System Requirements

Windows native authentication is intended for intranet Web applications. Your
intranet deployment must have the following:

«  Windows 2000 server with Microsoft Active Directory
« Kerberos service account established for single sign-on server

« OracleAS release 9.0.4 infrastructure installed

Note: The configurations that follow assume that the OracleAS
infrastructure is installed on UNIX, but it can be installed on
Windows instead.
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« Single sign-on middle tier configured to use a Kerberos realm

« Synchronization between Microsoft Active Directory and Oracle Internet
Directory

« Oracle Internet Directory configured to use the Windows authentication
plugin

Configuring Windows Native Authentication

Setting up Windows native authentication requires that Oracle Internet Directory;,
the single sign-on server, and the user’s browser all be configured.

Perform these configuration tasks in the order listed:

Verify That Microsoft Active Directory Is Set Up and Working

Install Oracle Internet Directory and OracleAS Single Sign-On

Synchronize Oracle Internet Directory with Microsoft Active Directory
Configure Oracle Internet Directory to Use Windows Authentication Plugin
Configure the Single Sign-On Server

Configure the End User Browser

Verify That Microsoft Active Directory Is Set Up and Working

Consult documentation for the Windows 2000 server to ensure that Microsoft
Active Directory is set up and working.

Install Oracle Internet Directory and OracleAS Single Sign-On

Install Oracle Internet Directory and OracleAS Single Sign-On. To determine which
deployment configuration suits your installation, see Chapter 9, "Advanced
Configurations”. For installation instructions, see Oracle Application Server 10g
Installation Guide.

Synchronize Oracle Internet Directory with Microsoft Active Directory

User entries in Oracle Internet Directory must be synchronized with user entries in
Microsoft Active Directory. To learn how to synchronize Oracle Internet Directory
with Microsoft Active Directory, see Oracle Internet Directory Administrator’s Guide.
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Configure Oracle Internet Directory to Use Windows Authentication Plugin
See Oracle Internet Directory Administrator’s Guide.

Configure the Single Sign-On Server
Complete the following tasks to configure the single sign-on server.
« Set Up a Kerberos Service Account for the Single Sign-On Server
« Configure the Single Sign-On Server to Use the Sun JAAS Login Module

« Configure the Single Sign-On Server as a Secured Application

Set Up a Kerberos Service Account for the Single Sign-On Server

Configure a kerberos realm on the single sign-on middle tier; then create a service
account for the single sign-on server in Microsoft Active Directory. Finally, create a
keytab file for the single sign-on server, mapping the service principal to the
account name.

1. Configure Zetc/krb5/krb5.conf on the middle tier. You do this by updating the
file to look like the following example:

[l'ibdefaul ts]
defaul t _real m = ADUSERS. ACME. COM
[real ns]
ADUSERS. ACME. COM = {
kdc = kdc. acne. com

}
[ domai n_real m
.acme. com = ADUSERS. ACVE. COM

where ADUSERS. ACMVE. COMis the default realm of Microsoft Active Directory,
kdc. acre. comis the host name of the KDC, and . acrre. comis the DNS
domain name of the UNIX computer. Be sure to replace the example values
given with values suitable for your installation. These values appear in boldface
in the example.

Note: The realm name in krb5.conf is case sensitive and should
match the realm name in Microsoft Active Directory. The realm
name is usually uppercase.
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2. Synchronize system clocks between the single sign-on middle tier and the
Windows 2000 server. If you omit this step, authentication fails because of clock
skew errors.

3. Check the port number of the Kerberos server on the single sign-on computer.
The port where the Kerberos server listens is picked from Zetc/services by
default. The service name is Kerberos. Typically this port is set to 88/ udp and
88/ t cp on the Windows 2000 server. When added correctly to the
/etc/services file, the entries for these port numbers look like this:

ker ber 0s5 88/ udp kdc # Kerberos key server
ker ber 0s5 88/tcp kdc # Kerberos key server

4. Inthe /Zetc/hosts file, check the entry for the single sign-on middle tier. The
fully qualified host name of the single sign-on computer must appear after the
IP address and before the short name. Here is an example of a correct entry:

130.111. 111. 111 sso. acrme. com sso | oghost

5. Log in to the Active Directory Management tool on the Windows 2000 server;
then click Users -> New -> user.

Enter the name of the single sign-on host, omitting the domain name. If, for
example, the host name is sso. acne. com you enter only sso. This is the
account name in Active Directory.

Note the password that you assigned to the account. You will need it later. Do
not choose User must change password at next logon.

6. Create a keytab file for the single sign-on server, mapping the account name to
the service principal name. You perform both tasks by issuing the following
command on the Windows 2000 server:

C. > Ktpass -princ HTTP/ sso. acme. com@\DUSERS. ACME. COM - pass password - mapuser
SS0 -out sso.keytab

where - pri nc is the service principal. This value must be specified using the
format HTTP/ si ngl e_si gn- on_host _nanme @XERBERCS_REALM NAME. Note
that HTTP and the Kerberos realm must be uppercase.

- pass is the account password that you obtained in step 4. - mapuser is the
account name of the single sign-on middle tier. You created this account in step
4. - out is the output file that stores the service key.

Again, be sure to replace the example values given with values suitable for your
installation. These values appear in boldface in the example.
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Note: If ktpass is hot found on your computer, download the
Windows resource kit to obtain the utility.

7. Copy or FTP the keytab file, sso.keytab, created in step 4, to the single sign-on
middle tier, placing it in SORACLE_HOME/j2ee/0C4)_SECURITY/config.

Be sure to give the Web server uid on the single sign-on middle tier read
permission for the file.

Configure the Single Sign-On Server to Use the Sun JAAS Login Module

1. Modify $ORACLE_HOME/opmn/conf/opmn.xml to include the following
command line parameters for JVM:

- Dj avax. security. aut h. useSubj ect CredsOnl y=f al se

-Dor acl e. security.jazn. confi g=$ORACLE_HOWE/ j 2ee/ OCAJ _
SECURI TY/ confi g/ j azn. xn

These configurations should be added to the OC4J_SECURITY process
configuration section of opmn.xml. Here is an example configuration for the
OC4J)_SECURITY process in the file.

<process-type id="0C4J_SECURI TY" nodul e-i d="0C4J">

<data id="java-options" value="-server -Djava.security.policy=$ORACLE_
HOVE/ | 2ee/ OC4J_SECURI TY/ confi g/ j ava2. policy -Djava.awt . headl ess=true

- Xmx512m - Dj avax. securi ty. aut h. useSubj ect CredsOnl y=f al se

-Doracl e. security.jazn. confi g=$ORACLE_HOVE/ j 2ee/ OCAJ _

SECURI TY/ confi g/jazn. xm "/ >

</ process-type>

2. Modify $SORACLE_HOME/j2ee/0OC4)_SECURITY/config/jazn.xml to point to
an XML provider.

<jazn provider="XM." location="./jazn-data.xm" />
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3. Add the entry that follows to $ORACLE_HOME/j2ee/OCA4JSECURITY/
config/jazn-data.xml. This step configures the single sign-on server to use
Krb5LoginModule, the Sun JAAS login module.

In the XML entry, Key Tab designates the location of the keytab file.

princi pal isthe service principal name for the single sign-on server. For
consistency, the example keytab file and principle have been retained in the
entry. Be sure to replace the values that appear in boldface with actual values.

You can either cut and paste the entry provided here or copy and paste the
sample file, SORACLE_HOME/sso/conf/wna-jazn-data.xml.

<j azn_dat a>
<j azn-| ogi nconfi g>

<application>
<name>com sun. security.j gss. accept </ nane>
<l ogi n- modul es>
<l ogi n- modul e>
<cl ass>com sun. securi ty. aut h. modul e. Kr b5Logi nModul e</ ¢l ass>
<control -flag>requi red</control -fl ag>
<opti ons>
<opt i on>
<name>debug</ name>
<val ue>f al se</val ue>
</ option>
<opti on>
<name>addAl | Rol es</ name>
<val ue>t rue</val ue>
</ option>
<option>
<nane>useKeyTab</ name>
<val ue>t rue</val ue>
</ option>
<opt i on>
<name>keyTab</ nane>
<val ue>Oracl e_hone/ j 2ee/ OC4J_SECURI TY/ confi g/ sso. keyt ab</ val ue>
</ option>
<opti on>
<name>pri nci pal </ nane>
<val ue>HTTP/ sso. acne. conx/ val ue>
</ option>
<opt i on>
<nane>doNot Pr onpt </ name>
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<val ue>t rue</val ue>
</ option>
<opt i on>
<nane>st or eKey</ nane>
<val ue>t rue</val ue>
</ option>
</ options>
</l ogi n- nodul e>
</l ogi n- nodul es>
</ application>

</jazn-1ogi nconfi g>
</jazn-data>

Configure the Single Sign-On Server as a Secured Application

1.

Add the entry that follows to $ORACLE_HOME/j2ee/0OC4])

SECURITY/applications/sso/web/WEB-INF/web.xml.

Cut and paste the entry provided here or copy and paste the sample file located
at SORACLE_HOME/sso/conf/wna-web.xml.

<web- app>

<security-rol e>
<rol e- name>{{ PUBLI C} } </ r ol e- nane>
</security-rol e>
<security-constraint>
<web- resour ce-col | ecti on>
<web- r esour ce- name>SSO</ web- r esour ce- nanme>
<url-pattern>auth</url-pattern>
</ web-resource-col | ection>
<l-- authorization -->
<aut h-constraint>
<rol e- name>{{ PUBLI C} } </ r ol e- nane>
</ aut h-constraint >
</security-constraint>
<l'-- authentication -->
<l ogi n-config>
<aut h- net hod>BASI C</ aut h- met hod>
</l ogi n-confi g>
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</ web- app>

2. Configure a Kerberos service name for the single sign-on server in SORACLE _
HOME/j2ee/0OC4J)_SECURITY/application-deployments/sso/
orion-application.xml. You do this by adding the entry that follows. Be sure to
replace the values that appear in boldface with actual values.

<orion-application>

<security-rol e-mappi ng nane="{{PUBLIC}}">
<group name="{{PUBLIC}}" />
</ security-rol e- mappi ng>
<jazn provi der="LDAP" | ocation="Idap://directory_server.donain:port"
defaul t-real m="default _realmin_Oracle_Internet_Directory">
<j azn-web- app aut h- net hod="W NDOWS_KERBERCS_AUTH'/ >
<property name="ker ber os-servi cename" val ue="HTTP@so. acne. coni'/ >
</jazn>

</ orion-application>

3. Configure the single sign-on server to use the Kerberos authentication plugin.
In SORACLE_HOME/sso/conf/policy.properties, designate the Kerberos
plugin as the default authentication plugin.

Edit the Medi unBSecuri t y_Aut hPl ugi n parameter to look like this:
Medi unBSecurity_Aut hPlugin = oracl e. security. sso.server. aut h. SSOKer beAut h

4. Restart the single sign-on middle tier. For instructions, see "Stopping and
Starting the Single Sign-On Middle Tier" in Chapter 2.
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Configure the End User Browser

Configure Internet Explorer to use Windows native authentication. Depending
upon your browser, configuration is a three-part process:

Internet Explorer 5.0 and Greater
Internet Explorer 6.0 Only

Login Scenarios

Internet Explorer 5.0 and Greater

1.

Click the following in succession:
« Tools

« Internet Options

«  Security

« Local intranet

« Sites

In the Local intranet dialog box, choose Include all sites that bypass the proxy
server; then click Advanced.

In the advanced version of the Local intranet dialog box, enter the URL of the
single sign-on middle tier. Here is an example:

http://sso. mydomain. com

Click OK to exit the Local intranet dialog boxes.

In the Internet Options dialog box, click the Security tab; then click Local
intranet; then Custom Level.

In the Security Settings dialog box, scroll down to the User Authentication
section and then choose Automatic logon only in Intranet zone.

Click OK to exit the Security Settings dialog box.
Click the following in succession:

« Tools

« Internet Options

= Connections

On the Connections tab, click LAN Settings.
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10. Check that you have the correct address and port number for the proxy server;
then click Advanced.

11. In the Proxy Settings dialog box, in the Exceptions section, make sure that you
have entered the domain name for the single sign-on server (acme.com in the
example).

12. Click OK to exit the Proxy Settings dialog box.

Internet Explorer 6.0 Only

If you are using Internet Explorer 6.0, perform steps 1 through 12 in "Internet
Explorer 5.0 and Greater"; then add the following steps:

1. Click the following in succession:
« Tools
« Internet Options
« Advanced
2. Onthe Advanced tab, scroll down to the Security section.

3. Choose Enable Integrated Windows Authentication (requires restart).

Fallback Authentication

Only browsers that are Internet Explorer 5.0 or greater support SPNEGO-Kerberos
authentication. OracleAS Single Sign-On provides fallback authentication support
for unsupported browsers such as Netscape Communicator. Depending upon the
type of browser and how it is configured, the user is presented with the single
sign-on login form or the HTTP basic authentication dialog box. In either case, he or
she must provide a user name and password. The user name consists of the
Kerberos realm name and the user ID. It must be entered this way:

donai n_nane\ user _id

For example:

acne\j doe

Note that the user name and password are case sensitive. Note, too, that password
policies for Microsoft Active Directory do not apply.

Fallback authentication is performed against Microsoft Active Directory, using an
external authentication plugin for Oracle Internet Directory.
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Notes:

« HTTP basic authentication does not support logout. To clear
their credentials from the browser cache, users must close all
opened browsers. Alternatively, they can log out of the
Windows computer.

« Incases where basic authentication is invoked, users must set
their language preference manually in Internet Explorer. This is
accomplished by navigating to Tools -> Internet Options ->
Languages and then adding the desired language.

Login Scenarios

Users may encounter a number of different login behaviors within Internet Explorer
depending upon which version they are using. Table 8-1 on page 8-13 shows under
what circumstances automatic sign-on and fallback authentication are invoked.

Table 8-1 Single Sign-On Login Options in Windows Internet Explorer

Integrated

Desktop Authentication in
Authentication Internet Explorer Single Sign-On
Browser Version Desktop Platform Type Browser Login Type
>=50.1 Windows 2000/XP  Kerberos version5  On Automatic sign-on
>=5.0.1and <6.0 Windows 2000/XP  Kerberos version5  Off Single sign-on
>=6.0 Windows 2000/XP  Kerberos version5  Off HTTP basic
or NTLM authentication
>=5.0.1and <6.0 Windows NTLM On or off Single sign-on
NT/2000/XP
>=6.0 NT/2000/XP NTLM On Single sign-on
>=50.1 Windows 95, ME, N/A N/A Single sign-on
Windows NT 4.0
<50.1 N/ZA N/ZA N/ZA Single sign-on
All other browsers  All other platforms  N/A N/ZA Single sign-on
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Advanced Configurations

This chapter explores nondefault ways to use OracleAS Single Sign-On. It presents
scenarios that you may encounter in a production environment. Some of these
scenarios are complex and involve deploying and configuring the feature to interact
with other OracleAS components.

The chapter contains the following topics:

Enabling SSL

Configuring SSL Between the Single Sign-On Server and Oracle Internet
Directory

Deployment Scenarios
Replicating the Identity Management Database
Deploying OracleAS Single Sign-On with a Proxy Server

Setting Up Directory Synchronization for User Nickname Changes
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Enabling SSL

This section explains how to enable the single sign-on server and associated
components for SSL. The single sign-on server is not, by default, configured to use
the SSL port of the Oracle HTTP Server. Nor can you configure SSL during
installation. Complete the following tasks in the order listed:

« Enable SSL on the Single Sign-On Middle Tier

« Reconfigure the Identity Management Infrastructure Database

« Protect Single Sign-On URLSs

» Restart the Oracle HTTP Server and the Single Sign-On Middle Tier

« Reregister Partner Applications

Enable SSL on the Single Sign-On Middle Tier

9-2

The following steps involve configuring the Oracle HTTP Server. Perform them on
the single sign-on middle tier. In doing so, keep the following in mind:

« You must configure SSL on the computer where the single sign-on middle tier is
running.

= You are configuring one-way SSL.

= You may enable SSL for simple network encryption; PKI authentication is not
required.

To quickly enable SSL on the Oracle HTTP Server, do the following:

1. Inthe opmn.xml file, change the value for the st art - node to ssl - enabl ed
parameter. This parameter appears in boldface in the xml tag immediately
following. The file is located at SORACLE_HOME/opmn/conf.

<i as- conponent id="HTTP_Server">
<process-type id="HTTP_Server" nodul e-id="C0HS">
<modul e- dat a>
<category id="start-parameters">
<data id="start-node" val ue="ssl -enabl ed"/>
</ cat egory>
</ nmodul e- dat a>
<process-set id="HITP_Server" nunprocs="1"/>
</ process-type>
</i as- conponent >

Reload the modified opmn configuration file:
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$ORACLE_HOMVE/ opmm/ bi n/ oprmct | rel oad

Keep a hon-SSL port active. The External Applications portlet communicates
with the single sign-on server over a non-SSL port. The HTTP port is enabled
by default, If you have not disabled the port, this step requires no action.

Apply the rule mod_rewrite to SSL configuration. This step involves modifying
the ssl.conf file on the middle-tier computer. The file is located in SORACLE_
HOME/ Apache/Apache/conf.

Add the following lines to the SSL Virtual Hosts section.

<Virtual Host ssl_host: port>

Rewri t eEngi ne on
RewriteQOptions inherit
</ Vi rtual Host >

Save and close the file.

Restart the Oracle HTTP Server. For instructions, see "Stopping and Starting the
Oracle HTTP Server" in Chapter 2.

To learn more about configuring the Oracle HTTP Server for SSL, see Oracle HTTP
Server Administrator’s Guide.

Reconfigure the Identity Management Infrastructure Database

Change all references of ht t p in single sign-on URLSs to ht t ps within the identity
management infrastructure database. The ssocfg script is provided for this purpose.
Be sure to enter the command on the computer where the single sign-on middle tier
is located, using the following syntax.

UNIX:
$ORACLE_HOVE/ ssol bi n/ ssocfg. sh protocol host port

Windows NT/2000
YORACLE_HOVE% sso\ bi n\ ssocf g. bat protocol host port

In this case, pr ot ocol is htt ps. (To change back to HTTP, use ht t p.) host is the
host name, or server name, of the Oracle HTTP listener for the single sign-on server.

Here is an example:
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ssocfg.sh https |ogin.acme.com 4443

To determine the correct port number, examine the ssl.conf file at SORACLE _
HOME/Apache/ Apache/conf. Port 4443 is the port number that the OracleAS
installer assigns during installation.

If you run ssocfg successfully, the script returns a status 0.

Protect Single Sign-On URLs

Now that you have modified single sign-on URLs for SSL, apply directives that
protect them. This step, too, is performed on the computer where the single sign-on
middle tier is located. Note, however, that these directives must be used with
specific URLs—the login and change password URLs, for instance—not with all
single sign-on URLSs.

Directives are provided both for Java and PL/SQL authentication links. The
PL/SQL directives for login and change password modules are provided for
backward compatibility.

URLs for Java Links

To make Java login and change password pages accessible only over SSL, edit the
sso_apache.conf file, located at SORACLE_HOME/sso/conf.

Add the following directives to the end of the file;

<| fDefine SSL>
<l ocation "/sso/auth">
SSLRequi reSSL
</l ocation>

<l ocation "/sso/ ChangePwdServl et">
SSLRequi r eSSL
</location>
</ | f Defi ne>

URLs for PL/SQL Links

To enable SSL for PL/SQL links, edit the dads.conf file, located at SORACLE_
HOME/ Apache/modplsqgl/conf. Add the directives that follow to the end of the
file.

Use these directives to make login, change password, and external application
URLSs accessible only over SSL:
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<| f Define SSL>

#Login URL for single sign-on server and external applications
<Location "/pls/orasso/*[LIJ[Qo][Gg][li][Nn]">

SSLRequi reSSL
</ Locati on>

#Change password page
<Location "/pls/orasso/*[Pp][Aa][Ss][Ss][Wv[Oo][Rr][Dd]">
SSLRequi reSSL

</ Locati on>

#External application login URL
<Location "/pls/orasso/*[Ff][Aa][Pp][Pp][Wu][Ss][Ee][Rr]">

SSLRequi r eSSL

</ Locati on>

</|fDefine>

When the single sign-on server is enabled for SSL, you must specify that HTTP
access is limited to those hosts that must access the server using this protocol. This
is especially true in the case of those computers hosting the OracleAS installer and
OracleAS Portal.

Add the following directive for backward compatibility. This directive enables the
installer to access the single sign-on server over HTTP. Substitute your domain for
your _domai n_nane.

<Location "/pls/orasso/*[Ss][Ss][ Qo] [Pp][li][Nn][Gg]">
Order deny, al |l ow
Deny fromall
Al'l ow from your_domai n_nane

</ Locati on>

OracleAS Portal must use HTTP to access the URL that provides a list of external
applications. The following directive enables such access. Again, substitute your
domain for your _donai n_nan®.

<Location "/pls/orasso/*[Aa] [Pp] [Pp][Ss] _[LIJ[l1i][Ss][Tt]">
Order deny, al |l ow
Deny fromall
Al'l ow from your_domai n_nane

</ Locati on>

Advanced Configurations 9-5



Configuring SSL Between the Single Sign-On Server and Oracle Internet Directory

Restart the Oracle HTTP Server and the Single Sign-On Middle Tier
See "Stopping and Starting the Single Sign-On Middle Tier" in Chapter 2.

Reregister Partner Applications

Once you have enabled the single sign-on server for SSL, reregister mod_o0sso on
the single sign-on middle tier and on the application middle tiers. This step
configures mod_osso to use the effective single sign-on URL. See "Registering mod_
0ss0" in Chapter 4 for instructions.

Configuring SSL Between the Single Sign-On Server and Oracle Internet

Directory

Configuring an SSL link between the single sign-on server and Oracle Internet
Directory involves running the ssooconf.sqgl script on the computer where the single
sign-on database is located. You can find the script at SORACLE_
HOME/sso/admin/plsqgl/sso.

To configure an SSL link:

1.

Log in to SQL*Plus as the single sign-on schema. The default user name is
or asso. To obtain the password, see Appendix B.

Issue the following command to modify the directory port and SSL flag:
SQL> @sooconf. sql

The following prompt appears:

Enter value for new_ oi d_host:

Press Return or Enter to move to the next prompt.
This prompt appears:

Enter value for new oid_port:

Enter an SSL port number for the directory.
Press Return or Enter until you reach the following prompt:

Enter value for new | dapusessl:

Enter Y and then press Return or Enter.
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A message appears, indicating that the value new | dapusessl has been
updated.

After running the script, restart the single sign-on middle tier. See "Stopping and
Starting the Single Sign-On Middle Tier" in Chapter 2.

Deployment Scenarios

This section describes different ways that the single sign-on server may be deployed
to improve availability. The section covers the following topics:

=« One Single Sign-On Middle Tier, One Oracle Internet Directory
= Multiple Single Sign-On Middle Tiers, One Oracle Internet Directory

« Using OracleAS Active Failover Clusters for the Identity Management
Infrastructure

«  Multiple Single Sign-On Middle Tiers, Replicated Oracle Internet Directory
« Multiple, Geographically Distributed Single Sign-On Instances
« Other High Availability Deployments

Note: The IP addresses and host names presented in the scenarios
that follow are examples only. These addresses and names may not
work in an actual implementation. Substitute values that apply to
your installation.

One Single Sign-On Middle Tier, One Oracle Internet Directory

The simplest and quickest way to deploy OracleAS Single Sign-On is to install
OracleAS infrastructure components on the same computer. To do this, you choose
the installation type "OracleAS Infrastructure 9.0.4.0.0" and the installation option
"Identity Management and OracleAS Metadata Repository." When presented with
the component list for this installation type, accept the default selected components.

Alternatively, you can install the single sign-on middle tier on a separate computer,
choosing in succession "OracleAS Infrastructure 9.0.4.0.0," "ldentity Management,”
and finally "Single Sign-On." This is the simplest distributed configuration.

Figure 9-1 on page 9-8 shows the first type of installation. Figure 9-2 shows the
second. The first is typical of a testing, staging, or development environment. The
second is appropriate when you want to position a firewall between the single
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sign-on computer and the Oracle Internet Directory computer. Placing these servers
on separate computers has the added benefit that it improves performance.

Figure 9-1 Default Single Sign-On Installation: One Computer

sso.mydomain.com

Single Igtre?rﬂgt Identity
Browser o IS O] I S Directory e | Management
Middle Tier Server Infrastructure

Figure 9-2 Single Sign-On Installation: Two Computers

sso.mydomain.com

Single Sign-On oid.mydomain.com
Middle Tier
-.: Oracle :
= Identity
Browser - > Ijla?rt:gtnoerty ey | VlaNagement
Server Infrastructure
Database

=

Multiple Single Sign-On Middle Tiers, One Oracle Internet Directory

The simplest high availability scenario involves failover within the single sign-on
instance itself, at the middle tier. Adding multiple middle tiers increases scalability
and therefore makes the single sign-on server more available.

In this configuration, a single HTTP load balancer is placed in front of two or more
Oracle HTTP servers. At the backend is one directory server and one identity
management infrastructure database. The purpose of the load balancer is to publish
a single address to single sign-on partner applications while providing a farm of
single sign-on middle tiers that actually service the application requests. The HTTP
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load balancer can detect when one of these Oracle HTTP Server instances has failed
and can then fail over requests to another instance.

Usage Scenario

The usage scenario presented here assumes the following hypothetical
configurations:

The directory server and identity management infrastructure database are
located at oid.mydomain.com.

There are two single sign-on middle tiers. One is installed on host
ssol.mydomain.com, IP address 138.1.34.172. The other is installed on
sso2.mydomain.com, IP address 138.1.34.173. Both servers listen on non-SSL
port 7777. Both are configured to use the directory and identity management
infrastructure database located at oid.mydomain.com.

The effective URL of the single sign-on server that is published to partner
applications is sso.mydomain.com, IP address 138.1.34.234. The HTTP load
balancer is configured to listen on sso.mydomain.com, port 80. It load balances
user requests between ssol.mydomain.com and sso2.mydomain.com.

Notes:

« Inthis scenario, the load balancer is listening on port 80, a
non-SSL port number.

« If the load balancer is configured to use SSL to interact with the
browser, a different port number must be selected. The default
SSL port number is 4443.

« Inthis scenario and the one immediately following, two single
sign-on middle tiers are used. There can, in fact, be any number
of middle tiers.

Figure 9-3 on page 9-10 shows two single sign-on middle tiers configured to use a
single instance of Oracle Internet Directory.
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Figure 9-3 Two Single Sign-On Middle Tiers, One Oracle Internet Directory

Browser

HTTP / HTTPS

E—J]sso.mydomain.com
Load Balancer

ssol.mydomain.com
Single Sign-On
Middle Tier

sso2.mydomain.com
Single Sign-On
Middle Tier

°

o

)
o

L

oid.mydomain.com i i

Oracle
Internet
Directory
Server

v

R
]

Identity

> Management «

Infrastructure
Database

N

Configuration Steps

Setting up the single sign-on system presented in Figure 9-3 involves the following
tasks:

« Install the identity management infrastructure database, the directory server
and the single sign-on servers

« Configure the Oracle HTTP servers on the single sign-on middle tiers
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Configure the HTTP load balancer
Configure the identity management infrastructure database

Reregister mod_osso on the single sign-on middle tiers

Install the identity management infrastructure database, the directory server
and the single sign-on servers

1.

Choose a single sign-on server name that will be published to partner
applications. This will also be the address of the load balancer. In the scenario
presented here, the address is sso.mydomain.com.

Install the OracleAS infrastructure on oid.mydomain.com, choosing the option
"Identity Management and OracleAS Metadata Repository." When presented
with the component list for this installation type, choose Oracle Internet
Directory only.

Install the OracleAS infrastructure on the middle tiers ssol.mydomain.com and
sso2.mydomain.com, choosing the option "ldentity Management." When
presented with the component list for this installation type, choose OracleAS
Single Sign-On only. When the Oracle Universal Installer asks you to name the
directory server associated with these single sign-on instances, enter
oid.mydomain.com.

Note: The OracleAS installer, by default, assigns port numbers
from a range of numbers. If you want the installer to assign a
different port number to a component, see "Static Port Numbers" in
Chapter 4 of Oracle Application Server 10g Installation Guide.

Configure the Oracle HTTP servers on the single sign-on middle tiers

When a load balancer is placed between the user and the Oracle HTTP Server, the
effective URL of the single sign-on server changes. The Oracle HTTP configuration
httpd.conf file on both single sign-on middle tiers must be modified to reflect this
change. This file can be found at SORACLE_HOME/ Apache/Apache/conf.

1.

Edit the following lines in httpd.conf on ssol.mydomain.com and
sso2mydomain.com:

KeepAl i ve of f
Server Nane sso. mydonai n. com
Port 80
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Note: If multiple ports are listed in httpd.conf, the effective port
must appear last.

This step configures the Oracle HTTP servers at the single sign-on middle tiers
to listen at the effective URL, which, in the scenario presented, is
sso.mydomain.com.

If you configure SSL between the browser and the load balancer, and the SSL
connection terminates at the load balancer, configure mod_certheaders on both
ssol.mydomain.com and sso2.mydomain.com. This module enables the Oracle
HTTP Server to treat requests that it receives over HTTP as SSL requests. Add
the following steps. You can place them at the end of httpd.conf. Ordering is not
important.

a. In httpd.conf on both middle tiers, enter the following line:
LoadModul e certheaders_modul e |ibexec/ mod_cert headers. so

b. If you are using OracleAS Web Cache as a load balancer, enter the following
line:
AddCert Header HTTPS

If you are using a hardware load balancer, enter the following line:

Si mul ateHt t ps on

Synchronize system clocks between both middle tiers.

Execute the following command to update the Distributed Cluster Management
schema with the changes:

$ORACLE_HOVE/ dcnd bi n/ denet | updat eConfig -v -d

Configure the HTTP load balancer

The HTTP load balancer used can be hardware such as BiglP, Alteon, or Local
Director or software such as OracleAS Web Cache.

Hardware Load Balancer

If you are using a hardware load balancer, configure one pool of real servers
with the addresses 138.1.34.172 and 138.1.34.173. Configure one virtual server
with the address 138.1.34.234. This virtual server is the external interface of the
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load balancer. For instructions, consult the documentation provided by your
load balancer vendor.

« Software Load Balancer

If you are using OracleAS Web Cache to load balance connection requests, see
the following links:

« "Leveraging Oracle Identity Management Infrastructure" in Oracle
Application Server Web Cache Administrator’s Guide.

«  "Routing Single Sign-On Server Requests," also in Oracle Application Server
Web Cache Administrator’s Guide.

Note: For optimal performance, use a hardware load balancer.

Configure the identity management infrastructure database

Run the ssocfg script on one of the single sign-on middle tiers. This script
configures the single sign-on server to accept authentication requests from the
externally published address of the single sign-on server. Using the example
provided, the script would be executed in the following way.

« UNIX:
$ORACLE_HOVE/ sso/ bi n/ ssocfg. sh http sso. mydonai n. com 80

«  Windows NT/2000:
YORACLE_HOVE% sso\ bi n\ ssocfg. bat http sso. nydonai n. com 80

Note that the command example provides the listener protocol, host name, and port
number of the load balancer as arguments. Recall that the load balancer address is
the externally published address of the single sign-on server. If the load balancer is
configured to use SSL, replace non-SSL port 80 with SSL port 4443 and ht t p with
htt ps.

Reregister mod_osso on the single sign-on middle tiers
On both middle tier computers, reregister mod_o0sso as the partner application
sso.mydomain.com.

To reregister mod_osso on ssol.mydomain.com:

1. Set the environment variable ORACLE HOME to point to the Oracle home for
ssol.mydomain.com. Include $ORACLE_HOME/jdk/bin in the PATH variable.
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2.

Run the registration script. For the URLSs, be sure to substitute values
appropriate for your installation. The script creates a partner application called
sso.mydomain.com.

$ORACLE_HOME/ j dk/ bin/java -jar $ORACLE_HOVE/ sso/ | i b/ ossoreg. | ar
-oracl e_hone_path orcl_hone_path
-site_nane site_nane

-config_nmod_osso TRUE

-mod_osso_url mod_osso_url

-u userid

-virtual host virtual _host_nane]

-updat e_node CREATE | DELETE | MODI FY]
-config_file config_file_path]
-adnmin_id admi nid]

-admi n_i nfo admi n_i nf o]

—_———_——

For a description of command parameters, see "Registering mod_o0sso" in
Chapter 4.

Restart the middle tier at ssol.mydomain.com. For instructions, see "Stopping
and Starting the Single Sign-On Middle Tier" in Chapter 2.

To reregister mod_0sso on sso2.mydomain.com:

1.

On the computer sso2.mydomain.com, log in to the single sign-on
administration pages as the single sign-on administrator. Be sure to log in to

http://sso. nydomai n. conl pl s/ orasso
Use the Administer Partner Applications page to delete the existing entry for
the partner application sso2.mydomain.com.

Copy the osso.conf file from the computer ssol.mydomain.com. Make sure that
you use binary mode if you FTP the file. Copy the file to SORACLE _
HOME/ Apache/Apache/conf/osso.

Synchronize the Distributed Cluster Management repository with the file copy.
You do this by running the following command on sso2.mydomain.com;

$ORACLE_HOVE/ Apache/ Apache/ bi n/ ssot ransfer $ORACLE
HOVE/ Apache/ Apache/ conf/ osso/ 0sso. conf
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Note: The ssotransfer command should not be used to
synchronize the Distributed Cluster Management repository with
the mod_osso configuration file created for a virtual host. To learn
how to register mod_osso for a virtual host, see "Configuring mod_
0sso with Virtual Hosts" in Chapter 4.

5. Restart the middle tier at sso2.mydomain.com. For instructions, see "Stopping
and Starting the Single Sign-On Middle Tier" in Chapter 2.

6. If Oracle Delegated Administration Services is installed, change its base URL,
using Oracle Directory Manager:

a. Start the tool:
$ORACLE_HOVE/ bi n/ oi dadni n

b. Log in to Oracle Directory Manager as cn=or cl admi n.
c. Go to the entry that contains the or cl dasur | base attribute;

cn=Cper at i onURLS, cn=DAS, cn=Pr oduct s, cn=0r acl eCont ext, Entry Managenent

d. Change the attribute to the following value:

http://sso. nydomai n. con!

Make sure that you include the backslash after the host name.
e. Testthe partner application oiddas:

http://sso. mydomai n. conl oi ddas

7. Test the single sign-on administration application:

http://sso. nydomai n. conm pl s/ orasso

Using OracleAS Active Failover Clusters for the Identity Management Infrastructure

In OracleAS release 9.0.4, the OracleAS infrastructure may be installed on active
failover clusters. When this option is selected, all infrastructure components—single
sign-on, Oracle Internet Directory, and the database—are installed on one node. In
Figure 9-4 on page 9-16, a load balancer sits in front of a two-node active cluster,
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Figure 9-4 Single Sign-On Using OracleAS Active Failover Clusters
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Postinstallation note: if you modify policy.properties, web.xml, or any other single
sign-on configuration file on one active cluster node, you must manually copy the
files to the other active failover cluster nodes. Alternatively, you can make the files
soft links to a shared disk drive.

Usage Scenarios and Configuration Steps

To learn how to configure and use OracleAS Active Failover Clusters, see Chapter 3,
"Infrastructure High Availability," in Oracle Application Server 10g High Availability
Guide.

Sign-On Middle Tiers, Replicated Oracle Internet Directory

In local area networks that experience high traffic, it might be beneficial to
supplement multiple single sign-on middle tiers with replicated instances of Oracle
Internet Directory. This arrangement, depicted in Figure 9-5 on page 9-19, provides
failover not only at the middle tier, but also at the directory server.

Usage Scenario
The usage scenario that follows assumes the following hypothetical configurations:

« There are two single sign-on middle tiers. One is installed on host
ssol.mydomain.com. The other is installed on sso2.mydomain.com.
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An HTTP load balancer is situated between the browser and the two single
sign-on middle tiers.

The address of the single sign-on server that is published to partner
applications is sso.mydomain.com. This is also the external address of the load
balancer.

There are two identity management infrastructure databases—one at
oidl.mydomain.com, the other at oid2.mydomain.com. The two directory
servers located at these nodes constitute a replication group.

For replication purposes, oidl.mydomain.com is the master definition site
(MDS), the site from which the replication scripts are run and data is first
replicated. oid2.mydomain.com is the remote master site (RMS), the site to
which data is replicated.

A load balancer is situated in front of the replicated directory servers. This load
balancer is configured for failover, but not for load balancing.

The address of the directory server that is published to the single sign-on
middle tiers is oid.mydomain.com. This is also the external address of the
directory load balancer.

Configuration Steps

The following steps combine instructions presented in directory replication
documentation and "Multiple Single Sign-On Middle Tiers, One Oracle Internet
Directory". The latter is a deployment scenario that was presented earlier in this
chapter.

1.

Choose effective host names for the load balancers serving Oracle Internet
Directory and OracleAS Single Sign-On. In the usage scenario just introduced,
this task has already been completed.

Install Oracle Internet Directory on oid1l.mydomain.com and
oid2.mydomain.com; then set these servers up as a replication group. For
instructions, see Oracle Internet Directory Administrator’s Guide. These
instructions cover both installation and replication. For replication concepts, see
also Oracle Internet Directory Administrator’s Guide.

On the directory load balancer, configure one pool of real servers with the
addresses oidl.mydomain.com and oid2.mydomain.com. Configure one virtual
server with the address oid.mydomain.com. Ensure that the directory load
balancer is configured for failover, but not for load balancing. The load balancer
should be configured with persistent (stateful) routing.
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Install the OracleAS infrastructure on the middle tiers ssol.mydomain.com and
sso2.mydomain.com, choosing the option "ldentity Management.” When
presented with the component list for this installation type, choose "Single
Sign-On." When the Oracle Universal Installer asks you to name the directory
server associated with these single sign-on instances, enter oid.mydomain.com.

Configure the two Oracle HTTP servers in this scenario to resolve the virtual
address of the single sign-on server, sso.mydomain.com, to the real, internal
host names, ssol.mydomain.com and sso2.mydomain.com. For instructions, see
"Configure the Oracle HTTP servers on the single sign-on middle tiers" for
instructions.

Configure the single sign-on server to accept authentication requests from the
effective URL of the single sign-on server. This task is effected by running the
ssocfg script on one of the single sign-on middle tiers. Using the example
provided, the script would be executed in the following way:

« UNIX:
$ORACLE_HOME/ sso/ bi n/ ssocfg. sh http sso. mydonai n. com 80

«  Windows NT/2000:
%ORACLE_HOME% sso\ bi n\ ssocfg. bat http sso.mydomain. com 80

Note that the command example provides the listener protocol, host name, and
port number of the load balancer as arguments. Recall that the load balancer
address is the effective URL of the single sign-on server. If the load balancer is
configured to use SSL, replace non-SSL port 80 with SSL port 4443 and htt p
with ht t ps.

Reregister mod_osso on the single sign-on middle tiers. Follow the steps in
"Reregister mod_osso on the single sign-on middle tiers".
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Figure 9-5
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Multiple, Geographically Distributed Single Sign-On Instances

Server availability is critical for an enterprise whose operations are widely
distributed geographically. If the enterprise uses a single server to authenticate
remote users over a wide area network, the authentication time can be lengthy. To
shorten network roundtrips and speed access to applications, the enterprise can
implement multiple, geographically distributed instances of the single sign-on
server. This arrangement enables users to travel to remote locations and be
authenticated by the nearest server, regardless of where applications are located.

In this scenario, single sign-on database tables are replicated over either a local area
network or a wide area network. The DNS server located at each single sign-on
middle tier site must be configured to resolve the effective address of the single
sign-on server to the single sign-on instance that is nearest to the user.

Usage Scenario

The usage scenario presented here assumes the following hypothetical
configurations:

« There are two single sign-on middle tiers: londonsso.mydomain.com and
tokyosso.mydomain.com. The effective address of the single sign-on server is
sso.mydomain.com.

« There are two directory servers/identity management infrastructure databases
associated with the two single sign-on middle tiers: londonoid.mydomain.com
and tokyooid.mydomain.com.

« For replication purposes, londonoid.mydomain.com is the MDS, the site from
which the replication scripts are run and data is first replicated.
tokyooid.mydomain.com is the RMS, the site to which data is replicated.

« The single sign-on middle tiers and the identity management infrastructure
databases are located on separate computers.

Figure 9-6 on page 9-21 depicts what this geographically distributed system looks
like once it is deployed.
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Figure 9-6 A Highly Available, Geographically Distributed Single Sign-On System
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The geographically dispersed single sign-on system shown in Figure 9-6
incorporates steps presented in "Multiple Single Sign-On Middle Tiers, One Oracle
Internet Directory" and "Configuring the Identity Management Database for

Replication".
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Install Oracle Internet Directory on the MDS, londonoid.mydomain.com, and
on the RMS, tokyooid.mydomain; then set these servers up as a replication
group. For instructions, see Oracle Internet Directory Administrator’s Guide. These
procedures cover both installation and replication. For replication concepts, see
also Oracle Internet Directory Administrator’s Guide.

Install the OracleAS infrastructure on the middle tier
londonsso.mydomain.com, choosing the option "Identity Management." When
presented with the component list for this installation type, choose "Single
Sign-On." When the Oracle Universal Installer asks you to name the directory
server associated with this single sign-on instance, enter
londonoid.mydomain.com.

Repeat step 2, this time on middle tier tokyosso.mydomain.com. In this case,
you must associate the single sign-on server with the directory server located at
tokyooid.mydomain.com.

Synchronize single sign-on schema passwords between the MDS database and
the RMS database. To do this, complete steps 2 and 3 in "Configuring the
Identity Management Database for Replication”.

Although two single sign-on instances are now running at different locations,
only one effective server URL is published to partner applications. Configure
the single sign-on server to use this URL. In this scenario, we call the URL
sso.mydomain.com. See "Configure the Oracle HTTP servers on the single
sign-on middle tiers" for instructions.

Add a DN alias, sso.mydomain.com, that points to the single sign-on middle
tiers. Configure the DNS server to rout the user to the nearest middle tier when
single sign-on authentication is required. When, for example, a London user is
redirected to http://sso.mydomain.com, the DNS server should route the user
to http://londonsso.mydomain.com. Similarly, a Tokyo user redirected to
http://sso.mydomain.com should be routed to
http://tokyosso.mydomain.com.

Note that some advanced DNS server products may be able to route users to
the nearest server based on the geographic location.

Other High Availability Deployments

OracleAS supports cold failover clusters, disaster recovery, and backup and
recovery for single sign-on as well as for other OracleAS components.
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OracleAS Cold Failover Cluster

A cold failover cluster is a group of loosely coupled computers that together
provide a single view of network services. Cluster software enables the logical IP
address and processes of the primary node to be moved to a secondary node in the
event that the primary fails. The node running the infrastructure is "hot." The node
waiting to take over is "cold." Hence the term cold failover. To learn more about
cold failover clusters, see the chapter "Infrastructure High Availability,” in Oracle
Application Server 10g High Availability Guide.

Disaster Recovery

A disaster recovery deployment consists of two identically configured sites—one
primary (production), the other secondary (standby). Both sites may be dispersed
geographically and connected by a wide area network. When the primary site
becomes unavailable due to a disaster, the secondary site can become operational
within a reasonable amount of time. Client requests are always routed to the site
playing the production role. After failover occurs, client requests are routed to the
secondary site, which then assumes the production role. Both sites have identical
middle tier servers, and these servers are also identical between the two sites. To
learn more about disaster recovery, see the chapter devoted to this topic in Oracle
Application Server 10g High Availability Guide.

Backup and Recovery

Backup and recovery are terms used to describe strategies and procedures for
preventing data loss and reconstructing lost data. To learn more about backup and
recovery, see the chapter devoted to this topic in Oracle Application Server 10g
Administrator’s Guide.

Replicating the Identity Management Database

This section describes how to replicate the identity management database between
two or more instances. Note that OracleAS Single Sign-On and Oracle Internet
Directory share the scripts and procedures that replicate database tables. Before
continuing with this section, become familiar with the following material:

« "Directory Replication Concepts" in Oracle Internet Directory Administrator’s
Guide

« "Oracle Directory Replication Administration” in Oracle Internet Directory
Administrator’s Guide
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« "Replication-Management Command-Line Tools Syntax" also in Oracle Internet
Directory Administrator’s Guide

The section covers the following topics:

« The Replication Mechanism

« Configuring the Identity Management Database for Replication
« Adding a Node to a Replication Group

« Deleting a Node from a Replication Group

The Replication Mechanism

The identity management infrastructure uses Oracle9i Advanced Replication to
replicate tables between two databases. This feature propagates data changes
between databases asynchronously. In other words, suppliers write changes to
single sign-on tables and periodically send batched changes to consumers, servers
that replicate this data. All of the servers in a multiple, geographically distributed
system can either propagate or receive data. This arrangement is called multimaster
replication. Figure 9-7 illustrates the process.

Figure 9-7 Multimaster Replication Architecture

OracleAS
Single Sign-On
Administrator

Single Sign-On
Server

&7

Consumer_—Side
Replication
Oracle = = Network = =

Oracle
e Advanced Advanced
Replication Replication

Supplier-Side
Replication

Single Sign-On Single Sign-On
Tables e Tables
— 1 |
Deferred Deferred
Transaction Transaction
Queue Queue

N~ N~

9-24 Oracle Application Server Single Sign-On Administrator’s Guide



Replicating the Identity Management Database

The single sign-on administrator uses the single sign-on administration
application to modify single sign-on partner applications or configuration data.
This process modifies the corresponding table entry in the identity management
infrastructure database.

Oracle9i Advanced Replication copies the change to a deferred transaction
queue.

At a scheduled interval, Oracle9i Advanced Replication pushes transactions in
the deferred transaction queue to the single sign-on table on the consumer side.

Configuring the Identity Management Database for Replication

Before proceeding with this section, become familiar with multimaster replication
concepts in Oracle Internet Directory Administrator’s Guide.

You might also want to familiarize yourself with the deployment scenario presented
in "Multiple, Geographically Distributed Single Sign-On Instances". This section
describes the circumstances under which single sign-on replication occurs.

The sequence for enabling the identity management database for replication is as
follows:

1.

Follow the instructions in Oracle Internet Directory Administrator’s Guide to
install and configure a multimaster replication group. Note that single sign-on
tables are replicated as part of this process.

After running the replication scripts, the administrator must run scripts to
synchronize schema passwords among replicated nodes and to establish a
connection between the single sign-on server and the directory.

On the MDS, run the ssoReplSetup.jar tool to synchronize single sign-on
schema passwords between the MDS database and the RMS database. This step
must be repeated for each RMS. Table 9-1 on page 9-26 defines the tool
parameters.

To run the script:
a. Goto $ORACLE_HOME/sso/lib.
b. Run the script:

$ORACLE_HOMVE/ j dk/ bin/java -jar ssoRepl Setup.jar nds_oid_host mds_oid_
port mds_oi d_adm n nds_oi d_password rns_oid_host rns_oid_port rns_oid_
admin rns_oi d_password rms_db_sys_password
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Table 9-1 Parameters for ssoReplSetup

Parameter Description

nds_oi d_host Host name of the MDS directory server.

nds_oi d_port Port number of the MDS directory server.

nds_oi d_admi n Bind DN—that is, the user authenticating to the MDS directory
server.

nds_oi d_password Bind password of the MDS directory server.

rms_oi d_host Host name of the RMS database.

rms_oi d_port Port number of the RMS database.

rms_oi d_adnin Bind DN—that is, the user authenticating to the RMS directory
server.

rms_oi d_password Bind password of the RMS directory server.

rms_db_sys_password SYS password of the RMS database.

3. ssoReplSetup, by default, configures the single sign-on server on the RMS to
communicate with Oracle Internet Directory over HTTP. If you want an SSL
connection instead, execute the ssooconf.sqgl script on the RMS node, providing
the host name, port, and SSL settings for the directory when prompted. When
prompted for a host name, port, and password (in that order) for the single
sign-on server, simply press Return or Enter. When prompted for an SSL value,
enter Y.

To run ssooconf.sgl, follow the instructions in "Changing Single Sign-On Server
Settings for Directory Access" in Chapter 3.

Note: For each additional RMS node, repeat steps 2 and 3.

Adding a Node to a Replication Group

If you want to add a node to an existing single sign-on replication group and have
not replicated Oracle Internet Directory to this node, follow the instructions in
Oracle Internet Directory Administrator’s Guide. To configure this new node for single
sign-on, install the single sign-on middle tier and repeat steps 2 and 3 in
"Configuring the Identity Management Database for Replication®.

9-26 Oracle Application Server Single Sign-On Administrator’s Guide



Deploying OracleAS Single Sign-On with a Proxy Server

Deleting a Node from a Replication Group

To delete a node from the single sign-on replication group, follow the instructions in
Oracle Internet Directory Administrator’s Guide.

Deploying OracleAS Single Sign-On with a Proxy Server

OracleAS Single Sign-On can have reverse proxies deployed in front of it. Proxies
fulfill various functions:

« They hide the host name of the single sign-on server.

« They terminate an SSL connection at the proxy instead of at the single sign-on
server.

« They limit the number of ports exposed on a firewall

Whatever proxy you use in front of the single sign-on server, the configurations that
follow apply. They assume that you have already installed OracleAS Single Sign-On
and the proxy server. To install the proxy, use instructions provided by your proxy
vendor.

Note: These instructions also apply to virtual hosts. To install a
virtual host, consult documentation about the Oracle HTTP Server.

Turn Off IP Checking

In network configurations where a range of distinct proxy addresses "front" the
single sign-on server, the single sign-on IP check feature must be turned off. IP
check is turned off by default, but to verify this, go to the Edit SSO Server page. To
learn how to access this page, see "Accessing the Administration Pages" in Chapter
2. Once into the Edit SSO Server page, make sure that the box Verify IP addresses
for requests made to the SSO Server is deselected.

Enable the Proxy Server

To enable a proxy server, do the following:
1. Run the ssocfg script on the single sign-on middle tier. This script changes the
host name stored in the single sign-on server to the proxy host name. Use the

following command syntax, entering values for the protocol, host name, and
port of the proxy server:
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« UNIX:
$ORACLE_HOVE/ sso/ bi n/ ssocfg. sh http proxy_server_nane proxy_port

«  Windows NT/2000:
%ORACLE_HOVE% sso\ bi n\ ssocfg. bat http proxy_server_name proxy_port

If the server is configured for SSL, substitute ht t ps for ht t p.

2. Add the lines that follow to the httpd.conf file on the single sign-on middle tier.
The file is located in $ORACLE_HOME/ Apache/Apache/conf.

a. These lines change the directive Ser ver Nare from the name of the actual
server to the name of the proxy:

KeepAl i ve of f

Server Nane proxy_host _name

Port proxy_port

Note that if you are using SSL, the port must be an SSL port such as 4443.

b. (SSL only) If you have configured SSL communication between just the
browser and the proxy server, configure mod_certheaders on the middle
tier. This module enables the Oracle HTTP Server to treat HTTP proxy
requests that it receives as SSL requests.

You can add these steps at the end of httpd.conf. Where they appear in the
file is unimportant:

*  Enter the following line:
LoadModul e certheaders_nodul e | i bexec/ mod_certheaders. so

* If you are using OracleAS Web Cache as a proxy, enter the following
line:
AddCert Header HTTPS

If you are using other proxies instead, enter the following line:

Simul ateHt t ps on

3. Reregister mod_osso on the single sign-on middle tier. This step configures
mod_0sso to use the proxy host name instead of the actual host name. To learn
how to run the registration tool, see "Registering mod_osso" in Chapter 4.
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4.

Restart the single sign-on middle tier. For instructions, see "Stopping and
Starting the Single Sign-On Middle Tier" in Chapter 2.

If you are deploying more than one single sign-on middle tier, repeat steps 2
through 4 on each additional middle tier.

Log in to the single sign-on server, using the single sign-on login URL:

http://proxy_host _name: proxy_port/pl s/ orasso/

This URL takes you to the single sign-on home page. If you are able to log in,
you have configured the proxy correctly.

Setting Up Directory Synchronization for User Nickname Changes

The single sign-on database uses the user nickname to store and reference user data
for external applications. In the event that the nickname attribute value changes in
Oracle Internet Directory, the user is forced to reenter her credentials when she logs
in with a new user ID. For her convenience, changes to her user name can be
automatically synchronized between the directory and the single sign-on database.
This synchronization mechanism, offered through the Directory Integration
Platform, also deletes the external application data from the single sign-on database
when the user’s entry is deleted from the directory.

To synchronize nickname changes between the directory and the single sign-on
database, follow these steps:

1.

Start the Directory Integration Platform server. For instructions, see Oracle
Internet Directory Administrator’s Guide.

Load the Directory Integration Platform synchronization package. First,
navigate to SORACLE_HOME/sso/admin/plsqgl/sso; then connect to the
single sign-on schema:

sql pl us orasso/ password

See Appendix B to learn how to obtain the password.
Run these packages in the order listed:

SQL> @sodi p. sql
SQL> @sodi p. pks
SQL> @sodi p. pkb

Register the single sign-on profile with Oracle Internet Directory. You do this by
running the Provisioning Subscription Tool (oidprovtool):
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- $ORACLE_HOVE/ bi n/ oi dprovt ool operation=create |dap_host=o0id_host |dap_
port =oi d_port

| dap_user _dn=cn=or cl adm n | dap_user _passwor d=or cl adm n_passwor d

schedul e=synchroni zation_interval _i n_seconds

organi zation_dn=real m DN

appl i cation_dn=orcl Appl i cati onComopnNane=0RASSO_SSOSERVER, cn=SS0,

cn=Pr oduct s, cn=0r acl eCont ext

i nterface_name=LDAP_NTFY interface_t ype=PLSQL

i nterface_connect _i nfo=sso_dat abase_host : sso_dat abase_port: sso_dat abase_
SI D: orasso: orasso_schema_passwor d

event _subscri pti on=USER: user _sear ch_base_f or _real m ADDni cknane

event _subscri pti on=USER: user _sear ch_base_f or _r eal m MODI FYni ckname

event _subscri pti on=USER: user_sear ch_base_f or_real m DELETE

If changes to the realm occur, reregister the profile. The nickname attribute or
user search base might, for example, change.
For help using oidprovtool, see Oracle Internet Directory Administrator’s Guide.

5. Give the Directory Integration Platform privileges to proxy as ORASSO. This
involves modifying the ORASSO entry in the directory.

First create an LDIF file:

dn: orcl Applicati onCommonNanme=0RASSO SSCSERVER, cn=SSO, cn=Pr oduct s,

cn=0r acl eCont ext

changetype: nodify

add: orclaci

orclaci: access to entry by group="cn=odi sgroup, cn=odi, cn=oracl e internet
directory" (proxy)

6. Load the LDIF file into the directory as the super user cn=or cl admi n.
7. Make sure that the Directory Integration Platform is running.

Providing that these steps have been completed, external application information is
made available to the user as soon as synchronization occurs and the user logs in
with her new user ID.
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Enabling Support for Application Service

Providers

This chapter explains how to enable the single sign-on server to support multiple
realms within one instance of the Oracle identity management infrastructure.

The chapter contains the following topics:

Application Service Providers: Deciding to Deploy Multiple Realms
Setting Up and Enabling Multiple Realms

How the Single Sign-On Server Enables Authentication to Multiple Realms
Configuring the Single Sign-On Server for Multiple Realms

Granting Administrative Privileges for Multiple Realms

Enabling Support for Application Service Providers 10-1



Application Service Providers: Deciding to Deploy Multiple Realms

Application Service Providers: Deciding to Deploy Multiple Realms

Application service providers are companies that install and maintain Oracle and
non-Oracle applications and make them available to their customers, typically for a
fee. These companies achieve economies of scale by serving multiple sets of users
within the same application instance. The application service provider may, for
example, use different realms, or namespaces, within one instance of the Oracle
identity management infrastructure to set and store Oracle configuration
information unique to different customers.

If user IDs are the only criterion for deciding whether to deploy multiple realms,
and there are no ID conflicts, Oracle recommends maintaining users in a single,
default realm. The application service provider may, for example, be one who has
users log in with an email ID, which is unique. In situations where user 1Ds conflict,
separate realms may be unavoidable. Note, too, that the decision to deploy multiple
realms affects how Oracle 10g middle-tier components and customer applications
are deployed.

Note: To gain a thorough understanding of Oracle Identity
Management, see Oracle Identity Management Concepts and
Deployment Planning Guide.

Setting Up and Enabling Multiple Realms

The work involved in setting up multiple realms may require resources and
administrative overhead that exceed those of OracleAS Single Sign-On. Other
components are involved in the process. In fact, realm configuration is a three-part
process that consists of the following:

« Creating realms in Oracle Internet Directory
« "Turning on" multiple realms in OracleAS Single Sign-On
« Making partner applications aware of identity management realms

The first process is discussed in Oracle Internet Directory Administrator’s Guide. The
second is the subject of this chapter. The third is discussed in product-relevant
documentation.
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How the Single Sign-On Server Enables Authentication to Multiple

Realms

The authentication sequence for single sign-on to multiple realms is much the same
as it is for single sign-on in a single, default realm. The only difference from the
user’s perspective is that, when the user affiliated with the first type of realm is
presented the login screen (see Figure 10-1 on page 10-4), he must enter not only his
user name and password but also a new credential: the realm nickname. Note that
the value entered can be case insensitive.

This section covers the following topics:
« Locating Realms in Oracle Internet Directory

« Validating Realm-Affiliated Users to Partner Applications

Locating Realms in Oracle Internet Directory

Once the user has entered his credentials, both his realm nickname and user name
are mapped to entries in Oracle Internet Directory. More specifically, the single
sign-on server uses directory metadata to find the realm’s entry in the directory.
Once it finds the realm’s entry, the single sign-on server uses realm metadata to
locate the user. Once the user’s entry is found, his password, an attribute of his
entry, is validated. And once his password is validated, he is authenticated.
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Figure 10-1 The Big Picture: Single Sign-On in Multiple Realms
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Validating Realm-Affiliated Users to Partner Applications

Presented with two users, both with the same nickname but affiliated with different
realms, a partner application requires some mechanism for distinguishing between
these users. The application requires such a mechanism because it must be able to
adapt content—an OracleAS Portal page with stock news and stock listings, for
instance—to match the needs of the realm requesting it. Accordingly, OracleAS
release 9.0.4 adds the realm nickname, realm DN, and realm GUID as attributes
passed to mod_osso. Recall that mod_osso sets a cookie, storing the retrieved
attributes as HTTP headers. When deciding what content to offer up, the
application may use function calls to retrieve any one of these attributes from mod_
0sso headers.
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For detailed information about mod_osso headers and the methods used to access
them, see Appendix D in Oracle Application Server Single Sign-On Application
Developer’s Guide.

Figure 10-2 on page 10-6 shows how applications running in mod_osso see HTTP
headers for two users with the same nickname who are affiliated with two different
realms. The application uses the headers that appear in bold face to distinguish
between the two users. The host, or default realm, in this case is mycompany.com.
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Figure 10-2 mod_osso Headers for Users with the Same Name
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Configuring the Single Sign-On Server for Multiple Realms

Configuring the single sign-on server for multiple realms involves creating an entry
for each realm in the single sign-on schema. Every realm that you create in Oracle
Internet Directory must have a corresponding entry in the single sign-on schema.

Notes:

« Create the realm in the directory before creating it in the single
sign-on schema.

« The configuration scripts that follow work only on UNIX
platforms. They cannot be run on Windows platforms.

To configure the single sign-on server for multiple realms, complete the steps that
follow. Steps 1, 2, and 5 must be completed only once because these steps enable the
server for multiple realms. Steps 3 and 4 must be completed each time you add a
realm.

1.

Ensure that you have installed the OracleAS infrastructure. Installing the
infrastructure installs the single sign-on server.

Go to SORACLE_HOME/sso/admin/plsql/wwhost.

Run the enblhstg.csh script using the syntax that follows. See Table 10-1 on
page 10-8 for an explanation of script parameters:

enbl hstg. csh -nmode sso -sc sso_schema_connect _String -sSS orasso -SwW SSO0_
schema_password -h oid_host_nane -p oid_port -d "cn=orcladmn" -w oid_bind_
password

Note: If the single sign-on server is part of a distributed
deployment, make sure that you execute the script on the identity
management infrastructure computer.

Here is an example:

enbl hstg. csh -nmode sso -sc webdbsvr2: 1521: s901dev3 -ss orasso -sw orasso -h
dl sun670. us. oracle.com-p 389 -d "cn=orcladm n" -w wel comel23

Add realms to Oracle Internet Directory. To do this, follow the instructions in
Oracle Internet Directory Administrator’s Guide.
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4. Create an entry for the realm in the single sign-on database. Use the script
$ORACLE_HOME/sso/admin/plsql/wwhost/addsub.csh. Again, if your
single sign-on server is part of a distributed deployment, execute the script on
the identity management infrastructure.

Use the following syntax to execute the script:

addsub. csh -name real mnickname -id realmID -node sso -sc sso_schema_
connect _string -ss sso_schema_nanme -sw sso_schema_password -h oi d_host_nane
-p oid_port -d oid_bind_dn -w oid_bind_dn_password -sp sys_schema_password

Table 10-1 defines parameters for both enblhstg.csh and addsub.csh.

Table 10-1 Parameters for enblhstg.csh and addsub.csh

Parameter

Description

- node

-SC

-SS

-SwW

-h
-p
-d

- hane

-sp

The value here must be sso.

The connect string for the single sign-on schema. Use the
format host : port:sid.

The name of the single sign-on schema. This parameter must
be or asso.

The password for the single sign-on schema. See Appendix B
to learn how to obtain it.

The host name for the Oracle Internet Directory server.
The port number for the Oracle Internet Directory server.

The bind DN for the Oracle Internet Directory server. The
value of this parameter is cn=or cl admi n. This is the directory
super user.

The password for the Oracle Internet Directory super user,
cn=or cl admi n.

The realm nickname. This is the value that you enter into the
company field on the login page.

The realm ID. Choose an integer greater than 1. The value 1 is
reserved for the default realm. The single sign-on server uses
realm IDs internally, as an index.

The sys schema password. The default is CHANGE_ON _
| NSTALL.
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Note: When the script asks you about the duplicated subscriber
entry, choose the option to use the existing entry.

5. Update the sample login page with the multiple realm version of the page. You
do this by editing the login.jsp page, which you can find at SORACLE_
HOME/j2ee/0OC4J)_SECURITY/applications/sso/web/jsp.

Note: In adistributed deployment, this file is located on the single
sign-on middle tier.

After making a backup copy of the file, uncomment this section:

<!-- UNCOWENT TO ENABLE MULTI PLE REALM SUPPORT

<tr>

<l abel >

<th id="c6"><font

cl ass="Or aFi el dText " ><%nsgBundl e. get St ri ng( Ser ver Msgl D. COVPANY _
LBL) %</ font ></ t h>

<td headers="c6"> <INPUT TYPE="text" SIZE="30" MAXLENGTH="50"
NAVE="subscri ber nane" val ue=""></td>

</ | abel >

</[tr>

-->

6. Stop and then start the single sign-on middle tier. For instructions, see
"Stopping and Starting the Single Sign-On Middle Tier" in Chapter 2.

Granting Administrative Privileges for Multiple Realms

Oracle Internet Directory propagates the DIT structure of the default realm across
realms when it creates these realms. Note, however, that the users, groups, and
privileges that exist in the DIT of the default realm are not propagated. The
directory super user or realm administrator must assign, or reassign, privileges,
using Oracle Directory Manager. To learn how to use the tool for this purpose, see
"Granting Administrative Privileges" in Chapter 2.
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Monitoring the Single Sign-On Server

This chapter explains how to use Oracle Enterprise Manager, the Oracle system
management console, to monitor the single sign-on server.

The chapter contains the following topics:

« Accessing the Monitoring Pages

« Interpreting and Using the Home Page on the Standalone Console
« Interpreting and Using the Details of Login Failures Page

« Updating the Port Property for the Single Sign-On Monitoring Target
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Accessing the Monitoring Pages

The single sign-on monitoring Ul on the standalone console consists of two pages:
The home page and the Details of Login Failures page. The first provides general
information about server load and user activity. The second provides a login failure
profile for a particular user.

To access the home page for single sign-on monitoring:

1.

Go to the standalone console for the instance of Oracle Enterprise Manager that
you want to administer. This is effected by entering the host name of the
computer hosting the OracleAS instance and the port number of Oracle
Enterprise Manager. The default port number is 1812, but it may be configured
in increments of one, up to 1816.

Log in using the credentials of an OracleAS administrator.

From the Standalone Instances section of the Farm page, choose the
appropriate OracleAS instance.

From the System Components list of the Application Server page, choose the
single sign-on server.

Interpreting and Using the Home Page on the Standalone Console

The home page, reproduced in Figure 11-1 on page 11-3, displays the following
metrics in the General section:

Status

A green "up" arrow signifies that the database serving the single sign-on
schema is running. A red "down" arrow signifies that the database is down.

Start Time

The start time of the database serving the single sign-on schema.
Database

SID/instance name of the database serving the single sign-on schema.
Database Version

Version of the database serving the single sign-on schema.
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The Last 24 Hours Status Details section contains the following metrics:

« Logins

«  Successful Logins

« Failed Logins

As the heading implies, the statistics displayed are for the previous 24 hours.

The Login Failures During the Last 24 Hours section enables you to determine the
number of login failures that have occurred during the previous 24 hours. You
choose a name from the Login Failures During the Last 24 Hours table. You then
choose the associated link under the Failures heading. When populated, this link
contains the number of login failures for the user. Clicking it takes you to the Details
of Login Failures page.

Figure 11-1 Monitoring Home Page for OracleAS Single Sign-On

Single Sign-On:orasso
Page Refreshed Nov 3, 2003 4:34:57 PMEE-?:.

General

Status  fr
Start Time Oct 31, 2003 6:10:36 AM

Database asdh
Database Yersion 9.0.1.5.0

Last 24 Hours Status Details

Logins 31
Successful Loging  96.8%
Failed Logins 3.2%

Login Failures During The Last 24 Hours

Username Failures
ORCLADKMIMN 1

Related Links

HTTP Server

Administer via Single Sign-On  Single Sign-Cn administration requires you to autherticate as a privileged user defined in Oracle Internet Directory.
Web Application Log in as 'orcladmin’ or another user belonging to the i85 Administrators' group,
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The Related Links section contains the following links:
« HTTP Server

Takes you to the monitoring home page for the Oracle HTTP Server
« Administer via Single Sign-On

Takes you to the home page for single sign-on administration

Interpreting and Using the Details of Login Failures Page

Clicking a link in the Login Failures During the Last 24 Hours table takes you to the
Details of Login Failures page (Figure 11-2). This page contains a table that displays
login failure times and associated IP addresses for a particular user.

Figure 11-2 Details of Login Failures Page

ORACLE Enterprise Manager 10g

P Logz Preferences  Hel
Application Server Control HER

Farrm = Application Server: ss0123.0sunB221 . us. aracle.com > Single Sign-Oniorasso > Details of Login Failures: ORCLADMIN
Details of Login Failures: ORCLADMIN
Page Refreshed Nov 3, 2003 5:59:39 PM@:.

Details of Login Failures:

I.P. Address Failure Login Time
144.25.174.159 Moy 3, 2003 2:26:51 PM

Logs | Preferences | Help

Copyright @ 1996, 2003, Oracle. All rights reserved.
About Oracle Enterprize Manaoer 100 Application Server Cortral

Updating the Port Property for the Single Sign-On Monitoring Target

A change in the port number of the Oracle HTTP Server requires a change in the
port property of the single sign-on monitoring target on that server. Perform these
steps to effect the change:

1. Back up the targets.xml file;
cp $ORACLE_HOWE end/ targets. xm $ORACLE_HOVE/ end/t ar get s. xn . backup
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This file is the configuration file for the various "targets" that Oracle Enterprise
Manager monitors, one of which is OracleAS Single Sign-On.

In targets.xml, find the target type "oracle_sso_server"; then locate and edit the
HTTP port value associated with this target type:

<Property NAME="HTTPPort" VALUE="T7777"/>

Save and close the file.
Reload the OracleAS Console:
$ORACLE_HOVE/ bi n/ enct| rel oad

Note: For more information about port dependency changes, see
Oracle Application Server 10g Administrator’s Guide.
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Creating Deployment-Specific Pages

OracleAS Single Sign-On provides a framework for integrating deployment-specific
login, change password, and single sign-off pages with the single sign-on server.
This means that you can tailor these pages to your Ul look and feel and
globalization requirements, using any suitable Web technology. We recommend,
however, that you use JavaServer (JSP) pages. The sample pages provided with the
product have been integrated using the same framework.

This chapter contains the following topics:

How the Single Sign-On Server Uses Deployment-Specific Pages
How to Write Deployment-Specific Pages

Page Error Codes

Adding Globalization Support

Guidelines for Deployment-Specific Pages

Installing Deployment-Specific Pages

Examples of Deployment-Specific Pages
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How the Single Sign-On Server Uses Deployment-Specific Pages

The process that enables single sign-on pages can be summarized in a few steps:

1.

The user requests a partner application and is redirected to the single sign-on
server.

If the user is not authenticated, the single sign-on server either redirects the user
to the sample login page or, if configured to use a deployment-specific page,
redirects the user to this page. As part of this redirection, it passes to the page
the parameters contained in Table 12-1 on page 12-3.

The user submits the login page, passing the parameters contained in

Table 12-2 on page 12-4 top_submni t _url (see the table for a description of
this parameter). At least two of these parameters, ssouser nane and
passwor d, appear on the page as modifiable fields.

If the user’s password is not set to expire soon, and the single sign-on server
successfully verifies the user name and password, the server redirects the user
to the success URL of the application. If authentication fails, the server redirects
the user back to the login page and displays an error message.

If the user’s password is set to expire soon, the single sign-on server presents
the change password page instead of the login page. Again, if the server is
configured to use a deployment-specific change password page, it redirects the
user to the URL for this page, passing to the page the parameters contained in
Table 12-3 on page 12-5.

Note: In step 5, the same conditions apply if the directory
administrator forces the user to change the password, password
expiration notwithstanding.

The user submits the change password page, entering her old password, new
password, and new password confirmation. The page passes the parameters
contained in Table 12-4 on page 12-6 to p_subni t _ur| (see the table for a
description of this parameter).

If an error occurs, the single sign-on server redirects the user to the change
password page and displays an error message. See "Change Password Page
Behavior" in Chapter 3 for a detailed discussion of conditions under which
errors might occur.

If the password change is successful, the user is redirected to the partner
application URL that triggered the authentication request.
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To finish her single sign-on session, the user clicks Logout in the partner
application she is working in. This act calls application logout URLs in parallel,
logging the user out from all applications and ending the single sign-on session.

The user is redirected to the single sign-on server, which presents the single
sign-off page. If the server is configured to use a deployment-specific page, it
redirects the user to the URL for this page, passing to the page the parameters
contained in Table 12-5 on page 12-7.

The user can click Return on the single sign-off page to return to the application
from which logout was initiated.

How to Write Deployment-Specific Pages

The URLs for login, change password, and single sign-off pages must accept the
parameters described in the tables that follow if these pages are to function

properly.
This section contains the following topics:

Login Page Parameters
Forgot My Password
Change Password Page Parameters

Single Sign-Off Page Parameters

Login Page Parameters
The URL for the login page must accept the parameters listed in Table 12-1.

Table 12-1 Login Page Parameters Submitted to the Page by the Single Sign-On

Server

Parameter Description

sit e2pst or et oken Contains the authentication request token for login processing.

ssouser nane Contains the username.

p_error_code Contains the error code, in the form of a VARCHAR?, if an error
occurred during authentication.

p_cancel _url Contains the URL to redirect to if the user clicks Cancel—if such

a button exists on the login page. This URL points to the home
URL of the partner application from which login was initiated.
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Table 12-1 Login Page Parameters Submitted to the Page by the Single Sign-On

Server
Parameter Description
p_submit _url Contains the URL that the login page must submit the form to.

The login page must pass the parameters listed in Table 12-2 to the routine p_
submt_url.

Table 12-2 Login Page Parameters Submitted by the Page to the Single Sign-On

Server

Parameter Description

si t e2pst or et oken Contains the redirect URL information for login processing.

ssouser name Contains the username. Must be UTF-8 encoded.

password Contains the password entered by the user. Must be UTF-8
encoded.

subscri ber nanme The subscriber nickname when realms are enabled. Must be
UTF-8 encoded.
Note: This field is required on the login page only when
multiple realms are enabled in the single sign-on server.

| ocal e User’s language preference (optional). Must be in ISO format.
Example: Frenchisfr-fr.
See "Adding Globalization Support".

Y Contains the page version. Recommended but optional. If the

parameter is passed, its value must be v1. 4.

The login page must have at least two fields: a text field with the parameter name
ssouser nane and a password field with the parameter name passwor d. The
values are submitted to the routine p_submi t _ur | . The login page must also
submit si t e2pst or et oken as a hidden parameter.

In addition to submitting these parameters, the login page is responsible for
displaying appropriate error messages, as specified by p_er r or _code, redirecting
to p_cancel _url if the user clicks Cancel.

Forgot My Password

You can configure the deployment-specific login page with a link that enables users
to reset their passwords. This URL can go either to the home page for Oracle
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Delegated Administration Services or to the Forgot My Password link within
Oracle Delegated Administration Services. Users who click the Forgot My
Password link are challenged with a question. They must successfully answer this
guestion before their password is reset.

Oracle Delegated Administration Services is generally available on the same
computer as OracleAS Single Sign-On at a URL of the following form:

http://single_sign_on_host:single_sign_on_port/oiddas/

To configure the login page for Forgot My Password, see Chapter 10, "DAS_URL
Interface Reference," in Oracle Internet Directory Administrator’s Guide.

Change Password Page Parameters

The URL for the change password page must accept the parameters listed in
Table 12-3.

Table 12-3 Change Password Page Parameters Submitted to the Page

Parameter Description

p_user name Contains the user name to be displayed somewhere on the
page.

p_subscri ber name The subscriber nickname when hosting is enabled.

Note: This field is required on the login page.

p_error_code Contains the error code, in the form of a string, if an error
occurred in the prior attempt to change the password.

p_submit _url Contains the URL that the change password form must submit
to.

p_done_url Contains the URL of the appropriate page to return to after the
password is saved.

site2pst or et oken Contains the si t e2pst or et oken that is required by the LS _
LOG Nroutine if the password has expired or is about to
expire.

p_pwd_i s_exp Contains the flag value indicating whether the password has

expired or is about to expire.

| ocal e User’s language preference (optional). Must be in ISO format.
Example: Frenchisfr-fr.

See "Adding Globalization Support".
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The change password page must pass the parameters listed in Table 12-4 to p_

submt_url.

Table 12-4 Change Password Page Parameters Submitted by the Page

Parameter

Description

p_user nane

p_ol d_password
p_new_passwor d
p_new_password_
confirm
p_done_url

p_pwd_i s_exp

sit e2pst or et oken

p_action

p_subscri ber name

p_r equest

| ocal e

Contains the user name to be displayed somewhere on the
page. Should be posted as a hidden field by the change
password page. Must be UTF-8 encoded.

Contains the user’s old password. Must be UTF-8 encoded.
Contains the user’s new password. Must be UTF-8 encoded.

Contains the confirmation of the user’s new password. Must
be UTF-8 encoded.

Contains the URL of the appropriate page to return to after the
password is saved.

Contains the flag value indicating whether the password has
expired or is about to expire.

Contains the redirect URL information for login processing.

Commits changes. The values must be either OK (commit) or
CANCEL (ignore).

Contains the user name to be displayed somewhere on the
page.
Protected URL requested by the user.

User’s language preference (optional). Must be in ISO format.
Example: Frenchisfr-fr.

See "Adding Globalization Support".

The change password page must have at least three password fields: p_ol d_
passwor d, p_new _passwor d,and p_new _password_confirm The page
should submit these fieldsto p_subm t _url.

The page should also submit p_done_ur| as a hidden parameter to p_submi t _
ur | . In addition, it should display error messages according to the value of p_

error_code.
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Single Sign-Off Page Parameters

The URL for the single sign-off page must accept the parameters listed in
Table 12-5.

Table 12-5 Single Sign-Off Page Parameters Submitted to the Page

Parameter Description

p_app_nane[ 1. .n] Contains the application name to be displayed on the
page. The variable n stands for the number of partner
applications participating in single sign-off.

p_app_l ogout _url[1..n] Contains the application logout URL. The variable n
stands for the number of partner applications
participating in single sign-off.

p_done_url Contains the return URL. This URL returns users to the
application from which they initiated logout.

| ocal e User’s language preference in ISO format. Sent only if
the user does not pass the same value during login.

Page Error Codes

URLSs for login and change password pages must accept the process errors
described in the tables that follow if these pages are to function properly.

Login Page Error Codes
The login page must process the error codes listed in Table 12-6.

Table 12-6 Login Page Error Codes

Value of p_error_code Corresponding error

acct _|l ock_err The user has committed too many login
failures.

pwd_expi ry_warn_err The user’s password is about to expire.

pwd_exp_err The user’s password has already expired.

pwd_f orce_change_err The user must change his or her password.

pwd_grace_l ogin_err The user’s password falls within the grace login
period.

nul | _uname_pwd_err The user did not type in a username.
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Table 12—-6 Login Page Error Codes (Cont.)

Value of p_error_code

Corresponding error

auth_fail_exception
nul | _password_err

sso_cooki e_expired_err

unexpect ed_excepti on

unexp_err

internal _server_err

internal _server_try_again_err

gito_err

par anoi d_| ogi n_err

cert_auth_err

Authentication has failed.
The user did not type in a password.

The login cookie has expired. The user must log
in again.

An unexpected error occurred during
authentication.

Unexpected error.

Internal server error.

Internal server error. Try again.

User’s session has expired because of inactivity.
User must log in again.

User must sign on again to gain access to the
application.

Certificate sign-on has failed. User should check
that the certificate is valid or should contact the
administrator.

Change Password Page Error Codes
The change password page must process the error codes listed in Table 12—7.

Table 12-7 Change Password Page Error Codes

Value of p_error_code

Corresponding Error

confirmpwd_fail _txt
pwd_expiry_warn_err
pwd_f orce_change_err

pwd_grace_l ogin_err

The old and the new password do not match.
The password is about to expire.
The password must be changed before the user can proceed.

The password has expired, but a grace login is permitted.

account _deacti vat ed_ The user account is disabled.

err
act _lock_err

pwd_i I | egal _val ue

The user account is locked.

The password contains an illegal value.
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Table 12-7 Change Password Page Error Codes (Cont.)

Value of p_error_code Corresponding Error

pwd_in_history The password is in the password history.

pwd_min_l ength The password does not meet the minimum length requirement.
pwd_nuneric The password does not meet the numeric character

requirement.

Adding Globalization Support

The OracleAS Single Sign-On framework enables you to globalize
deployment-specific pages to fit the needs of your deployment. When deciding
what language to display the page in, you can adopt different strategies. Two are
presented here.

Deciding What Language to Display the Page In

This section explains how to use either the HTTP Accept-Language header or
deployment page logic to choose a language to display.

Use the Accept-Language Header to Determine the Page

Browsers enable end users to decide the language (locale) they would like to view
their web content in. The browser sends the language that the user chooses to the
server in the form of the HTTP Accept-Language header. The logic of the
deployment-specific page must examine this header and render the page
accordingly. When it receives this page, the single sign-on server takes note of the
header value for Accept-Language and sends it to partner applications when it
propagates the user’s identity.

The Accept-Language header is the preferred mechanism for determining the
language preference. A major benefit of this approach is that end users have
typically already set their language preference while browsing other Web sites. The
result is browsing consistency between these pages and single sign-on pages.

Use Page Logic to Determine the Language

Although Oracle recommends the approach introduced in the preceding section,
you may choose to implement globalization based on mechanisms that extend or
override the language preference set in the browser. You may, for instance, elect to
do one of the following:

Creating Deployment-Specific Pages 12-9



Adding Globalization Support

« Display a list of languages on the login page and allow the user to select from
this list. As a convenience to the user, you can make this selection persistent by
setting a persistent cookie.

« Render the page in one, fixed language. This method is appropriate when you
know that the user population is monolingual.

« Obtain language preferences from a centralized application repository or a
directory. A centralized store for user and system preferences and configuration
data is ideal for storing language preferences.

If you use page logic to set language preferences, the page must propagate this
information to the single sign-on server. The server must propagate this information
to partner applications. The net result is a consistent globalization experience for the
user. Your page must pass the language in 1ISO-639 format, using the | ocal e
parameter (Table 12-2) in the login form. A number of sites contain a full list of
1ISO-639 two-letter language codes. Here is one of them:

http://ww.ics.uci.edu/pub/ietf/http/related/iso639.txt

Here is a site that contains a full list of ISO-3166 two-letter country codes:
http://wwmv. chem e. fu-berlin. de/diverse/doc/|SO 3166. htm

Note: The single sign-on server sends the header
Accept-Language to partner applications if | ocal e is not passed.

Rendering the Page

Once it determines the end-user’s locale, the deployment-specific page must use the
corresponding translation strings to render the page. To learn how to store and
retrieve these strings, see Chapter 2, "Developing Locale Awareness," in Oracle
Application Server 10g Globalization Guide. You may also want to consult standard
documents about Java development. Here are two links:

« Java Internationalization Guide:

http://java.sun.conlj2se/ 1. 4.1/ docs/guide/intl/index.htm

« General link for Java documentation:

http://java.sun.con j2se/ 1. 4.1/ docs
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Guidelines for Deployment-Specific Pages
When implementing deployment-specific pages, observe the following guidelines:
« Oracle recommends that login and change password pages be protected by SSL.

« Thelogin and change password pages must code against cross-site scripting
attacks.

« Thelogin and change password pages must have auto-fill and caching set to
of f . This prevents user credentials from being saved or cached in the browser.
Here is an example of the AutoComplete tag:

FORM NAME="f 00" Aut oConpl et e="of f" METHOD="POST" ACTI O\="bar"

Installing Deployment-Specific Pages

Use the policy.properties file to install deployment-specific login and change
password pages. Use the WWSSO_LS CONFIGURATION_INFOS$ table to install
the deployment-specific single sign-off page.

Using policy.properties to Install Login and Change Password Pages

To install your own login and change password pages, edit the following
parameters in $ORACLE_HOME/sso/conf/policy.properties:

#Custom | ogi n page |ink
| ogi nPageUr| = | ogi n_page_URL

#Cust om change password page |ink
chgPasswor dPageUr| = change_passwor d_page_URL

Finally, restart the single sign-on server. For instructions, see "Stopping and Starting
the OC4J_SECURITY Instance" in Chapter 2.

Using policy.properties to Install Wireless Login and Change Password Pages

OracleAS Wireless has its own framework for integrating deployment-specific
wireless login and change password pages. The procedure for installing these pages
is similar to that used to install standard pages (section immediately preceding).
First, go to policy.properties at SORACLE_HOME/sso/conf; then edit (add) the
following parameters:

#Wrel ess | ogin page |ink
wi rel essLogi nPageUrl = wireless_|ogin_page_ url
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wi rel essChgPasswor dPageUrl = change_passwor d_page_URL

Finally, restart the single sign-on server. For instructions, see "Stopping and Starting
the OC4J_SECURITY Instance" in Chapter 2.

Using WWSSO_LS_CONFIGURATIONS to Install the Single Sign-Off Page

The WWSSO_LS CONFIGURATION_INFOS$ table in the single sign-on schema
contains the LOGIN_URL column. Use this column to enable the single sign-off

page.

LOGIN_URL contains three values separated by a space. The first two values are
reserved for backward compatibility. Do not edit these values. The third value
specifies the single sign-off page. If you are installing your own single sign-off page,
you must modify this last value:

1.

On the database where the single sign-on server is installed, log in to the single
sign-on schema using SQL*Plus:

sql pl us orasso/ password

See Appendix B to learn how to obtain the password for the single sign-on
schema.

Update LOGIN_URL. To replace the sample page with your own page, update
the third value in the column. In the following example, single_signoff.jsp is the
deployment-specific page.

UPDATE WABSO LS_CONFI GURATI ON_I NFCB
SET LOG N_URL='"UNUSED UNUSED http:// server.domain[:port]/single_
signoff.jsp’;

To revert to the Oracle page, simply restore the original value:

UPDATE WABSO_LS_CONFI GURATI ON_I NFC
SET LOG N_URL=" UNUSED UNUSED UNUSED ;

Note: The first two values must be UNUSED.

Examples of Deployment-Specific Pages

The ipassample.jar file contains the files login-ex.jsp, password-ex.jsp and
signoff-ex.jsp. You may customize these to suit your deployment. If you want to use
these files, see "Obtaining the Sample Files" in Chapter 2.
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Integrating with Third-Party Access
Management Systems

This chapter explains how to integrate OracleAS Single Sign-On with third-party
access management products. It describes how third-party integration works; then
it presents the integration APIs. Finally, it provides code that integrates OracleAS
Single Sign-On with a fictional access management system.

An enterprise that has a third-party system in place can gain access to the OracleAS
suite by using APIs that enable the OracleAS Single Sign-On server to act as an
authentication gateway between the third-party system and Oracle applications.

The chapter contains the following topics:

« How Third-Party Access Management Works

« Synchronizing the Third-Party Repository with Oracle Internet Directory
« Third-Party Integration Modules

« Integration Case Study: Third-Party Access Manager
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How Third-Party Access Management Works

In third-party access management, the OracleAS Single Sign-On server, the
third-party access management server, and the partner application form a chain of
trust. The OracleAS Single Sign-On server delegates authentication to the
third-party access management server, becoming essentially a partner application to
it. Oracle applications continue to work only with the OracleAS Single Sign-On
server and are unaware of the third-party access management server. Implicitly,
however, they trust the third-party server.

For OracleAS Single Sign-On to issue users an authentication token under this
arrangement, the third-party access management server must pass the former the
user’s identity by setting HTTP headers or by using some other mechanism. Once it
obtains the user’s identity, the OracleAS Single Sign-On server functions as before,
authenticating and redirecting users to its partner applications. Figure 13-1
illustrates the process.

Figure 13-1 Accessing Oracle Partner Applications Using a Third-Party Server

0 > OracleAS
- | 4 3

Partner
Applications

|
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The illustration captures two possible scenarios:

Scenario 1: The user has not yet authenticated to the third-party server

1.

The unauthenticated user attempts to access a single-sign-on partner
application.

The application redirects the user to the single sign-on server for authentication.
As part of this redirection, the following occurs:

a. The single sign-on server has the third-party user authenticate the user.
b. The third-party server sets a token in the user’s browser.

c. The single sign-on server retrieves the token from the browser.

d. The single sign-on server verifies the token with the third-party server.

After token verification, the single sign-on server returns the user to the
requested application.

The application provides content to the user.

Scenario 2: The user has already authenticated to the third-party server

1.
2.

The authenticated user attempts to access a single sign-on partner application.

The application redirects the user to the single sign-on server for authentication.
As part of this redirection, the following occurs:

c. The single sign-on server retrieves the token from the browser.
d. The single sign-on server verifies the token with the third-party server.

After token verification, the single sign-on server returns the user to the
requested application.

The application provides content to the user.

Note: If the single sign-on systems involved are to be accessible to
all authorized users, the user repository must be centralized in one
place. This means that, before deployment, users must be
synchronized between Oracle Internet Directory and the external
repository.
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Synchronizing the Third-Party Repository with Oracle Internet Directory

The authentication scenario presented in the preceding steps assumes either that the
user repository is Oracle Internet Directory or that the repository is a third-party
directory or database. If the repository is the latter, the user name information must
be synchronized with the user entry in Oracle Internet Directory. This
synchronization enables the single sign-on server to retrieve the user attributes
required by applications enabled for single sign-on.

Note: Third-party access management integration cannot proceed
if the synchronization mechanism is not in place.

To synchronize the third-party repository with Oracle Internet Directory, use either
the Oracle Directory Integration Platform or bulk load tools. For details, see Oracle
Internet Directory Administrator’s Guide.

Third-Party Integration Modules

You use the Java tool kit oracle.security.sso.ias904 to achieve third-party integration.
You must implement two interfaces, one for authentication, the other for
deployment-specific cookies. The second interface is optional.

The two interfaces in the kit perform the following functions:
« Authentication Using a Token

« Set External Cookies

Authentication Using a Token

The IPASAuthinterface.java package is invoked by the OracleAS Single Sign-On
server during authentication. If authentication using a token is to be supported, the
implementer of this interface must return the user name to the OracleAS Single
Sign-On server by retrieving the user identity in a secure fashion—from a securely
set HTTP header, for instance, or a secure cookie. Here is the interface:
/**

* returns | PASUser | nfo

* The returned object should contain either user & subscriber

ni cknanes

* and requested URL or full user and subscriber attribute mappings
* (including DN & QU D) and requested URL.
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* * X * * *

*

*

*

*/

The returned object should contain either user nickname
and requested URL or full user attribute mapping and requested URL.

@aram request The user’'s HTTP request object

@hrows | PASAut hException if the authentication fails for whatever
reasons.

The exception message will be propagated to the |ogin page
directly.

@hrows | PASInsufficientCredException if all the required
credentials

(ssousernane, password, subscriber name) are not
passed/set in the request object

@eturn | PASUser | nfo aut henticated user information

public I PASUser|Info authenticate(HttpServletRequest request)
t hrows | PASAut hException, |PASInsufficient CredException;

Set External Cookies

The IPASCustomCookielnterface.java package enables you to set optional,
deployment-specific cookies. These cookies are set only if authentication is
successful and the cookie adapter corresponds to the appropriate authentication

level.

/**

* * X *

* * * *

*/

A custom cookie can be inplenmented using this interface.
SSO server sends the cookie to the user browser.

@aram user user object that contains the authenticated user
i nformation

@aramreq HITP user request object

@eturn array of Cookie objects

public Cookie[] getCustonCookie(lPASUserlnfo user, HttpServletRequest req);

After implementing the interface, configure the policy.properties file for the custom
cookie provider. The file is located at SORACLE_HOME/sso/conf.

1. Add the class name for the custom cookie provider:
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# Custom Cooki e Provider O ass name
# Sanpl e custom cooki e tester provider class
Cust omCooki e_Provi der Pl ugin = cl ass_nane
2. Designate the minimum authentication level at which the custom cookie is set if

the user authenticates successfully:

# Cust om Cooki e auth |evel
Cust onCooki eAut hLevel = authentication_| evel
If you are not using multilevel authentication and are using default settings for

authentication adapter levels, you can set this value to:
Cust onCooki eAut hLevel = Medi unBSecurity

See Also: Chapter 6, "Multilevel Authentication"

Integration Case Study: Third-Party Access Manager

Consider the case of Third-Party Access Manager (TPAM), a fictional product,
which, like OracleAS Single Sign-On, offers single sign-on authentication to
protected resources. TPAM consists of two components: the TPAM policy server
and the TPAM agent. The first provides users with a variety of services including
user and session management, authentication, and authorization. The second is
located on Web servers and Web application servers. It screens requests for
resources and determines whether a resource is protected by TPAM.

Customers who have TPAM already installed may want to use it to gain access to
OracleAS applications. They can achieve this access by using APIs that enable
TPAM to talk to Oracle applications by way of OracleAS Single Sign-On.

This section contains the following topics:
« Sample Integration Package
« Logging Out of the Integrated System

« Migrating the Release 9.0.2 Sample Implementation to Release 9.0.4
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Sample Integration Package

The SSOTPAM .java package, presented here, can be used to integrate an existing
TPAM implementation with OracleAS Single Sign-On.

/**

* returns | PASUser | nfo

/**

[* Copyright (c) 2002, 2003, Oracle Corporation. Al rights reserved. */

/*
DESCRI PTI ON
Sanpl e class for TPAMintegration with SSO Server

PRI VATE CLASSES

NOTES
This class inplements the SSCServerAuthl nterface.
To enable this integration, replace:
oracl e.security.sso.server. auth. SSOServer Aut h
with
oracl e. security.sso.server. aut h. SSOTPAMAULt h
for the desired security level in policy.properties.
*/

inport java.io.PrintWiter;

inport javax.servlet.http. HtpServletRequest;
inport javax.servlet.http.HtpServletResponse;

inport oracle.security.sso.ias904.tool kit.|PASAuthl nterface;

inport oracle.security.sso.ias904.toolkit.|PASAut hExcepti on;

inport oracle.security.sso.ias904.tool kit.|PASUserl nfo;

i nport oracle.security.sso.ias904.toolkit.|PASInsufficientCredException;
public class SSOTPAMAut h inpl ements | PASAut hinterface {

private static String CLASS NAME = "SSOTPAMAut h";
private static String TPAM USER HEADER = "TPAM USER';

publ i ¢ SSOTPAMAUt h() {

}
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public I PASUserlnfo authenticate(HttpServletRequest request)
t hrows | PASAut hException, |PASInsufficientCredException {

String TPAMJser Name = nul | ;

try
{
TPAMJser Nane = request. get Header (TPAM USER_HEADER) ;
}
catch (Exception e)
{
t hrow new | PASI nsuf fi ci ent CredException("No TPAM Header");
}

if (TPAMUser Nane == nul |)
throw new | PASI nsuf fi ci ent CredException("No TPAM Header");

| PASUser I nfo aut hUser = new | PASUser | nf o( TPAMJser Nare) ;

return aut hUser;

public String getUserCredential Page(HttpServl et Request request,
String msg) {

/1 This function will never have been reached in the case of TPAM
/] as the TPAM Agent will intercept all requests
return "http://error_url;

Logging Out of the Integrated System

Third-party logout takes two forms:

« The user initiates a logout request using the third-party access management
system.

In this scenario, the user clicks a logout link that invokes a logout handler in the
TPAM system. The TPAM logout flow cleans up its own session. After cleanup,
The TPAM system must invoke the OracleAS single sign-on logout handler.
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Invoking the OracleAS single sign-on logout handler ensures that the user is
logged out of all applications protected by the OracleAS single sign-on server.
To perform single sign-on logout, the TPAM system must redirect the user to
the following URL.:

http://single_sign-on_host:single_sign-on_port/pls/orasso/ ORASSO. wwsso_app_
admi n. | s_| ogout ?p_done_ur | =done_ur |

« The user initiates a logout request using the OracleAS Single Sign-On system

In this scenario, the user clicks a logout link in an Oracle partner application.
This invokes the OracleAS Single Sign-On logout handler. When logout is
finished, the user should also be logged out from the TPAM system. Concurrent
logout is effected by registering the Oracle logout handler (I s_| ogout in the
URL immediately preceding) with the TPAM system. The TPAM system cleans
up the TPAM session when it detects that the Oracle logout handler is being
invoked.

Migrating the Release 9.0.2 Sample Implementation to Release 9.0.4

This section is provided for the benefit of those who used the release 9.0.2 external
authentication package for TPAM to perform third-party authentication. The release
9.0.2 package was written in PL/SQL. The release 9.0.4 package is written in Java.
In the lines that follow, the pertinent sections of the two packages appear together.

New Authentication Interface
Release 9.0.4:

package oracle.security.sso.server.auth;
inport java.io.PrintWiter;

inport javax.servlet.http.HtpServletRequest;

inport javax.servlet.http.HttpServletResponse;

inport oracle.security.sso.server.util.SSODebug;

inport oracle.security.sso.ias904.tool kit.|PASAuthlnterface;

inport oracle.security.sso.ias904.tool kit.|PASAut hExcepti on;

inport oracle.security.sso.ias904.tool kit.|PASUserl nfo;

inport oracle.security.sso.ias904.tool kit.|PASInsufficientCredException;

public class SSOTPAMAut h inpl ements | PASAut hinterface {

private static String CLASS_NAME = " SSOTPAMAut h";
private static String TPAM USER HEADER = "TPAM USER';
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publ i ¢ SSOTPAMAut h() {
}

public | PASUserInfo authenticate(HttpServletRequest request)
throws | PASAut hException, |PASInsufficientCredException {

Release 9.0.2:

FUNCTI ON aut henti cat e_user
(
p_user OQUT VARCHAR2

)
return PLS_| NTEGER

IS

| _http_header varchar(1000);

| _ssouser wasec_person. user _nane% ype := NULL;
BEG N

Get User Name from HTTP Header
Release 9.0.4:

String TPAMJser Name = nul | ;

try
{
Release 9.0.2:
| _http_header := owa_util.get_cgi_env(’ HTTP_TPAM USER );
debug_print("TPAMID : ' || |_http_header);

Error Handling if User Name Not Present
Release 9.0.4:

}

catch (Exception e)

{
SSODebug. pri nt (SSODebug. ERROR, "exception: " + CLASS _NAME, e);

throw new | PASI nsuf fi ci ent CredExcepti on("No TPAM Header");
}

if (TPAMUser Name == null)
throw new | PASI nsuf fi ci ent CredException("No TPAM Header");
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Release 9.0.2:

I'F ( (l_ssouser IS NULL) or
( INSTR(| _ssouser, GLOBAL_SEPARATOR) != 0) ) THEN
debug_print (' nmal formed user id: ’
|| I _ssouser
|| ' returned by wwsso_auth_external . authenticate_user’');
RAI SE EXT_AUTH_FAI LURE_EXCEPTI ON;
ELSE

Get User Name from HTTP Header
Release 9.0.4:

| PASUser I nf o aut hUser = new | PASUser | nf o( TPAMJser Nane) ;

return authUser;

}

Release 9.0.2:

p_user := NLS UPPER(I_ssouser);
return 0O;

END | F;
FUNCTI ON aut henti cat e_user

(
p_user OUT VARCHAR2

)
return PLS | NTEGER

IS

| _http_header varchar(1000);

| _ssouser wwsec_person. user_nanme% ype := NULL;
BEG N

Return User Name to Single Sign-On Server
Release 9.0.4;

| PASUser I nf o aut hUser = new | PASUser | nf o( TPAMJser Nane) ;

return authUser;

}
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Release 9.0.2:

p_user := NLS UPPER(I _ssouser);
return O;
END | F;
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Exporting and Importing Data

This chapter explains how to move data between two or more single sign-on
servers. Various conditions dictate whether you export and import data. Perhaps
you want to stage data on a test server before transferring it to a production server.
Or maybe you want to consolidate multiple servers as one server. Or you may
simply want to back up an existing server.

The chapter contains the following topics:

What’s Exported and Imported?

Export and Import Script: Syntax and Parameters
Exporting Data from One Server to Another
Consolidating Multiple Servers

Verifying that Export and Import Succeeded

Error Messages

Exporting and Importing Data 14-1



What's Exported and Imported?

What'’s Exported and Imported?
The export and import script, ssomig, moves three categories of data:
« Definitions and user data for external applications
« Registration URLs and tokens for partner applications

« Connection information used by OracleAS Discoverer to access various data
sources

If you need to move user accounts, use LDAP command-line scripts such as
Idapsearch to extract data from the source directory. Use Idapadd or Idapmodify to
load data into the target directory. To learn how to use these scripts see Oracle
Internet Directory Application Developer’s Guide.

Export and Import Script: Syntax and Parameters

The ssomig script uses Perl, Oracle SQL*Plus, and the tools exp and imp to move
data between two release 9.0.4 servers. You must run the export and import modes
separately. You can find ssomig in $ORACLE_HOME/sso/bin.

Script Syntax
Run ssomig using the following syntax:

ssom g -s sso_schema
-p sso_password
-C net_service_nane
-log_d log_dir
{
-export [-pronpt]
[ - noext appusrs]

-import {-merge | -overwite}
[-discoforce | -disconoforce]

}
[-1og_f log_file]
[-d dunp_file_nang]
[-hel p]

Script Parameters
Table 14-1 on page 14-3 defines the parameters passed to ssomig.
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Table 14-1 Parameters Passed to ssomig

Parameter Description Additional Information
-s Database schema name for OracleAS Single The default is ORASSO.
Sign-On.
-p Database schema password for OracleAS The password is randomized during
Single Sign-On. installation of the OracleAS infrastructure.
To obtain the password, see Appendix B.
-C Net service name for the OracleAS Single -
Sign-On database.
-log_d Name of the log directory. This directory must be writable. The log
file and the dump file are written here.
Use the absolute path for the directory
when running the script. The default is
$ORACLE_HOME/sso/log.
- export Extracts data from single sign-on tables and -
places it into a dump file.
- pr onpt Exports partner and external applications Use with export.

- noext appusr s

-i nport

- mer ge

-overwite

-di scoforce

-di sconof orce

selectively.

Specifies that external application users not be
exported.

Extracts data from a dump file and places it
into single sign-on tables.

Imports only partner and external applications
that do not already exist in the target server.

Imports all partner and external applications,
regardless of whether some already exist in
the target server.

Imports OracleAS Discoverer information,
replacing Discoverer information in the target
server.

Imports OracleAS Discoverer information
only if the target server contains no Discoverer
data.

Use with export.

Choose this mode if you are moving data
from a staged server to a production server
and do not want to move test users.

Choose this mode after you have imported
the first of multiple servers.

Use with i nport.

Choose this mode when migrating the first
of multiple servers.

Use withi nport.
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Table 14-1 Parameters Passed to ssomig (Cont.)

Parameter Description Additional Information

-log_f Log file name. This file provides export results and the
runtime status of tools such as SQL*Plus,
exp, and imp. The default file name is
ssomig.log.

-d Dump file name. The default is ssomig.dmp.

-hel p Describes the syntax and parameters for -

ssomig.

Exporting Data from One Server to Another

The scenarios under which the export and import script is run fall into two
categories: export from a single server and export from multiple servers. The choice
of one category or the other dictates whether the script is run in overwrite mode or
merge mode. It also dictates whether partner and external applications are exported
selectively. This section examines single-server export and import. For
multiple-server export and import, see "Consolidating Multiple Servers".

This section contains the following topics:
« Export and Import Scenarios and Script Examples

« Running the Script

Export and Import Scenarios and Script Examples

What follows are scenarios that you are likely to encounter when moving data from
one single sign-on server to another. The command appropriate for each scenario is
provided.

Note: The following examples are described with UNIX in mind,
but they work with Windows NT/2000 as well. Simply substitute a
back slash for the forward slash in the log directory path.
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Export Scenarios

Export all partner and external applications. Export OracleAS Discoverer
data entirely. This command is appropriate when you want to back up a
server;

ssom g -export -s orasso -p password -c net_service_name -log d /tnp

Selectively export partner and external applications. Export OracleAS
Discoverer data entirely. Run this command when you want to move staged
data to a production server:

ssom g -export -prompt -s orasso -p password -c net_service_nane -log_d
[tnp

Selectively export partner applications. Selectively export definitions for
external applications. Do not export user data for external applications.
Export OracleAS Discoverer data entirely. Run this command when you
want to move staged data to a production server, but do not want to move
external application information for test users:

ssomi g -export -pronpt -noextappusrs -s orasso -p password -c net_
service_nane -log_d /tnp

Import Scenarios

Import partner and external applications. Overwrite only entries that are
the same as the entries that you are importing. Exclude OracleAS
Discoverer data. This command is useful if you are not deploying
Discoverer:

ssom g -inmport -overwite -s orasso -p password -c net_service_nane
-log_d /tnp

Import partner and external applications and OracleAS Discoverer data.
Overwrite all entries, regardless of whether they are the same as the entries
you are importing. Run this command if you need to refresh data in the
target server:

ssom g -inmport -overwite -s orasso -p password -c net_service_nane
-log_d /tmp -discoforce

Import partner and external applications. Overwrite all entries, regardless
of whether they are the same as the entries you are importing. Import
OracleAS Discoverer information only if none is present in the target server:

Exporting and Importing Data 14-5



Verifying that Export and Import Succeeded

ssom g -inmport -overwite -s orasso -p password -c net_service_nane
-log_d /tmp -disconoforce

Running the Script

To export data:

1.
2.

Log in to the computer that you are exporting from.

Set the Oracle home environment variable, ORACLE_HOVE, to point to the
Oracle home of the release 9.0.4 single sign-on server.

Run the script. (See "Export and Import Scenarios and Script Examples".)

This action creates the dump file ssomig.dmp, the log file ssoconf.log, and the
single sign-on configuration file ssoconf.log. All three are created in the log
directory.

Note: When you run ssomig in export mode with the prompt
option, the script asks you to identify applications that you do not
want to export. At the same time, it asks you to press any key when
you are finished making your selections. Press the Return or Enter
key instead. The script ignores other keys.

To import data:

1.
2.

Log in to the computer that you are importing data to.

Set the environment variable ORACLE_HQOVE to point to the Oracle home for the
release 9.0.4 single sign-on server.

Make sure that the | og_d parameter points to the log directory where the log
files for export are located. The script must reference the files ssomig.dmp and
ssoconf.log when it runs in import mode. You may have to copy these files from
the computer on which the export server is located.

Run the script, choosing import mode. (See "Export and Import Scenarios and
Script Examples”).

Verifying that Export and Import Succeeded

After completing export and import operations, open ssomig.log and check for
errors. To interpret the messages that you encounter in the file, see "Error
Messages".

14-6 Oracle Application Server Single Sign-On Administrator's Guide



Error Messages

Consolidating Multiple Servers

This scenario is applicable if several departments in your enterprise maintain
departmental single sign-on servers. You may want to consolidate these servers into
a unified identity management service.

Use the following approach to export and import multiple servers:

1. Export data from all of the servers involved except the target server. To learn
how to run the script, see "Exporting Data from One Server to Another".

2. Runthescriptini nport mode, over wri t e option, for the first single sign-on
server that you migrate. For help, see the section "Import Scenarios".

3. For subsequent servers, run the script in mer ge mode. Import partner and
external applications to the target server, importing the servers one at a time:

ssom g -inmport -nerge -s orasso -p password -c net_service_name -log_d /tnp
-d ssom g. dnp

This command merges only partner and external applications.

Note: when importing multiple servers, you can run the script in
over wr i t e mode to cancel the result of a previous run.

Error Messages

Any one of the following messages might appear during the course of export and
import. Table 14-2 defines these messages to aid problem resolution.

Table 14-2 Error Codes for Export and Import

Error Cause Action

SSO- 80000: The Import or export or both failed because of Determine the error from the log
operation was one or more errors. file or from screen output.
unsuccessful .

SSO- 80001: The The variable has not been set for the Follow the instructions in
envi ronment vari abl e release 9.0.4 Oracle home. "Running the Script".
ORACLE_HOME is not

set.

SSO-80002: Invalid The directory represented by ORACLE _ Set the Oracle home to a valid
ORACLE_HOVE HOME does not exist or required scripts Oracle instance.

speci fi ed. under it are unavailable.
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Table 14-2 Error Codes for Export and Import (Cont.)

Error

Cause

Action

SSO 80004: Invalid
log directory.
String i s not
writable.

SSO-80005: Invalid
log directory.
String i s not
directory.

SSO- 80008: Duplicate
option string.

SSO- 80009: Mandat ory
par anmet er m ssing:
string.

SSO-80010: Invalid
SSO Server version
det ect ed.

SSO 80011: Invalid
option string.

SSO-80012: Invalid
SSO schema
information.

SSO- 80014: Invalid
log file. String is
not writable.

SSO- 80015: Failed to
drop temporary
t abl es.

SSO- 80050: Dat a
export unsuccessful .

SSO- 80051: Copyi ng
data into the
tenporary tables
fail ed.
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You lack write permission for the log

directory specified.

The log directory specified does not exist.

The command-line parameter string is
repeated or both options that compose a

set of complementary options are
provided.

A mandatory command-line parameter

string is missing

The script does not support the version of

the source or destination server.

The parameter string is not a recognized

command-line parameter

The schema name, password, or net
service name is invalid.

You lack write permission for the log file

that you specified.

An expected script file was missing, or an
operating system error or database error

was encountered.

The export operation failed because of

one or more errors.

A script file is missing or an operating

system error or database error was
encountered.

Specify a directory for which you
have write permission.

Specify a valid directory.

Avoid repeating the
command-line parameter string.

Avoid including both options that
compose a set of complementary
options—export andi nport,
for instance.

Specify the parameter string,
including any relevant values.

Make sure that you are using
release 9.0.4 servers to perform
export and import operations.

Use the option hel p to obtain a
list of valid parameters.

Reenter the command.

Specify a log file for which you
have write permission.

View the log files for details.
Correct any errors that you find.

Determine the error from the log
file or from screen output.

View the log file for details.
Correct errors that you find.
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Table 14-2 Error Codes for Export and Import (Cont.)

Error Cause Action
SSO- 80052: Invalid You lack write permission for the dump  Specify a dump file for which you
dunp file. String file specified. have write permission.

not witable.

SSO 80076: Cannot
determ ne NLS
i nformation.

SSO 80077: The file
string does not
exi st.

SSO- 80078: Creating
the tabl e that
represents the
config file failed.

SSO-80100: Dat a
i mport unsuccessful.

SSO- 80101: Cannot
read the i nport dunp
file: string.

SSO 80102: The dunp
file string is of
si ze zero.

SSO-80103: Config
file not found:
string.

SSO-80104: Corrupted
or invalid config
file.

SSO- 80150: Package
| oadi ng i nto the SSO
schema fail ed.

A script file is missing or an operating
system error or database error was
encountered.

The file string has been deleted or
renamed externally.

A script file is missing or an operating
system error or database error was
encountered.

The import operation failed because of
one or more errors.

You lack read permission for the dump
file string.

An error occurred during export.

This error appears if required
configuration files such as dump and log
are missing during import.

The configuration file has been altered.

A script file is missing or an operating
system error or database error was
encountered.

View the log file for details.
Correct errors that you find.

Ensure that the file string is not
touched externally during
execution of the script.

View the log file for details.
Correct errors that you find.

Determine the error from the log
file or from screen output. Correct
errors that you find.

Obtain read permission for the
specified dump file.

View the log file. Correct errors
that you find.

Ensure that the configuration files
are present in the log directory.

Ensure that the configuration file
is not altered when transferred
from the source to the destination.

View the log file for details.
Correct errors that you find.
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Troubleshooting

This appendix contains the following topics:

Log Files

Error Messages and Other Problems

Increasing the Debug Level

Enabling the Debug Option on the Single Sign-On Database
Enabling LDAP Tracing for Ul Operations

Refreshing the LDAP Connection Cache

Restarting OC4J After Modifying Oracle Internet Directory

Troubleshooting Replication
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Log Files
These OracleAS log files record data about single sign-on operations:
« Single sign-on log:
$ORACLE_HOME/sso/log/ssoServer.log
Usage Notes:

This is the file that you use the most. The single sign-on server writes all errors
to this file.

« Startup error log for single sign-on server
$ORACLE_HOME/opmn/logs/OC4J~0C4)_SECURITY~default_island~1
Usage Notes:

This OC4J-generated file reports any errors that occur when the single sign-on
server is started. Check the file for error messages if the opmnctl command
hangs or if it reports errors on the command line when the OC4J_SECURITY
instance is started.

«  Web application log:

$ORACLE_HOME/j2ee/0OC4)_
SECURITY/application-deployments/sso/OC$] SECURITY_default_island_
1/application.log

Usage Notes:
This OC4J-generated file reports run-time application errors.
«  OC4Jservlet access log:

$ORACLE_HOME/j2ee/OC4)_SECURITY/log/0OC4)_SECURITY_default_
island_1/default-web-access.log

Usage Notes:

Another OC4J-generated file. The file contains the servlet access logs for single
sign-on. Check the file to determine whether the authentication request was
received by the authentication servlet.

« Errorlog for Oracle HTTP Server
$ORACLE_HOME/Apache/Apache/logs/error_log
Usage Notes:
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If the Oracle HTTP Server is configured to rotate its log files, it appends a
timestamp to these files. Use this timestamp to find the latest file.

Access log for Oracle HTTP Server
$ORACLE_HOME/Apache/Apache/logs/access_log
Usage Notes:

If the Oracle HTTP Server is configured to rotate its log files, it appends a
timestamp to these files. Use this timestamp to find the latest file.

Error Messages and Other Problems

This section explains how to address error messages and other problems. It devotes
sections to the following:

Basic Error Messages and Problems
Windows Native Authentication
Certificate Authentication

Password Policies

Basic Error Messages and Problems
Internal Server Error. Please contact administrator.

Cause: This error message appears when the single sign-on server is started
incorrectly.

Action: Use the following sequence to solve the problem:

1. Verify that the single sign server was started correctly. To do this, examine
the startup log file for errors.

2. If the file reports errors for the database or for Oracle Internet Directory,
make sure that both are up and running before starting the single sign-on
server. If you see the message SSOLogi nServl et.init: SSO server
st art ed, the server has been started correctly.

3. Next, check ssoServer.log, the log file for the single sign-on server.

4. Ifthe log file contains the error message Nunber For mat Excepti on or a
specific configuration paraneter not found,check
policy.properties for blank spaces. Remove spaces that occur at the end of
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the line containing the questionable configuration; then restart the single
sign-on server.

5. If the file SORACLE_HOME/opmn/logs/OC4J~0C4J_
SECURITY~default_island~1 reports the error message Ori on Launcher
SSO Server initialization fail ed, dothe following:

*  Make sure that the database is available; then restart the single sign-on
server.

* If the database is available, the problem may be the directory
connection. Check the opmn log. If you see the error message that
follows, run ssooconf.sql to ensure that directory access is properly
configured in the single sign-on database.

j ava. | ang. Nunber For mat Exception: nul |
at java.lang.|nteger.parselnt(lnteger.java: 442)
at java.lang.Integer.parselnt(lnteger.java: 524)
at oracle.security.sso.server. conf. Dat abaseConfi gReader.
set SSOSer ver Conf i g( Dat abaseConf i gReader . j ava: 322)

6. To learn how to run ssooconf.sgl, see "Changing Single Sign-On Server
Settings for Directory Access" in Chapter 3.

Internal Server Error. Please try the operation later.

Cause: This error message appears when either the infrastructure database or
Oracle Internet Directory is unavailable or is down.

Action: Check ssoServer.log for a detailed description of the message; then try
restarting the database or the directory.

Unexpected Error. Please Contact Administrator.

Cause: This message might indicate a server-side error. The policy.properties
file might be misconfigured, or Java classes might not be loaded. Another cause
might be that the partner application is registered incorrectly.

Action: In the first case, check ssoServer.log for the actual error message. If this
file does not contain the message, check the Oracle HTTP Server error log. In
the second case, try to log in to the administration pages:

http://single_sign-on_host:single_sign-on_port/pls/orasso

Be sure to log in as or cl admi n, not as cn=or cl adni n. If you are able to log
in, the problem is not with the server, but with the partner application
registration or with the application itself. To verify that the application has been
registered correctly, write a Perl script that prints registration parameters:
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printenv cgi script (REMOTE_USER, HTTP_OSSO USER DN, HTTP_OSSO USER GUI D,
HTTP_OSSO SUBSCRI BER, HTTP_OSSO SUBSCRI BER DN, HTTP_OSSO SUBSCRI BER_GUI D)

Protect the script with mod_osso. To learn how, see "Protecting Applications
with mod_osso: Two Methods" in Oracle Application Server Single Sign-On
Application Developer’s Guide. If the parameters are correct, the application is
registered correctly. The problem lies in the application.

After identifying and correcting the problem, restart the single sign-on server.
See "Stopping and Starting the Single Sign-On Middle Tier" in Chapter 2.

File not found.

Cause: This message may appear when you try to access the single sign-on
server.

Action: Perform two checks:

1. Check the Oracle HTTP Server error log.

If you find the message fi | e not found, Apache is not delegating the
authentication request to OC4J.

Check mod_oc4j.conf for single sign-on application mappings. The mount
configuration Cc4j Mount / sso OC4J_SECURI TY should be present.

2. Check default-web-access.log to determine whether the authentication
request was received by the servlet.

Forbidden. You don’t have permission to access /pls/orasso/orasso.home on this
server.

Cause: This message may appear when you try to access the single sign-on
administration URL. Perhaps the password for the ORASSO schema was
changed in the database, but not in the dads.conf file.

Action: Perform these steps:

1. Update the dads.conf file in SORACLE_HOME/Apache/modplsqgl/conf.

2. Restart the Oracle HTTP Server. See "Stopping and Starting the Oracle
HTTP Server" in Chapter 2.

3. Ifthe schema password is correct to begin with, check the Oracle HTTP
Server error log for error messages.

Audit log insertion exception: ORA-00018: maximum number of sessions
exceeded.
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Cause: This message appears when the load on the single sign-on server is
heavy. The number of database sessions required has exceeded the number
specified in the init.ora file.

Action: Change the properties of the identity management infrastructure data-
base. Specifically, increase the pr ocesses and sessi ons parameters to match
anticipated load. Use a database-specific configuration file such as init.ora to
make the change. init.ora is found in $ORACLE_HOME/dbs.

Connection limit exceeded.
Cause: This is a variation of the message immediately preceding.

Action: Retry the operation.

Single Sign-On Administration Ul is not working. The administrator sees a
white page when clicking Login
Cause: This problem has three possible explanations:

« Case 1. The PUBLIC user entry is missing from Oracle Internet Directory.
Either that or the user nickname attribute was changed in the directory, but
the new attribute was not added to the PUBLIC entry.

« Case 2: The single sign-on server is configured with the wrong information
for the directory.

« Case 3: There might be installation problems, namely, a missing Enabler
entry or faulty SSL reregistration.

« Case 4: The directory DIT has changed and the single sign-on server has not
been updated with the changes.

Action:

« Case 1. Add the PUBLIC user entry under the user search base in the
directory. If, instead, the user nickname attribute was changed, add the
attribute to the PUBLIC user entry.

« Case 2: Run ssooconf.sgl to configure the single sign-on server with the
correct directory information. To learn how to run the script, see "Changing
Single Sign-On Server Settings for Directory Access" in Chapter 3.

« Case 3: Run ssooconf.sql to update the single sign-on server with the
enabler entry or to modify single sign-on URLs for SSL.

« Case 4: Run ssoreoid.sqgl to update the single sign-on server with directory
DIT changes.
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Authentication Failed.

Cause: The user’s password is incorrect, or the server does not have the
permissions necessary to authenticate the user.

Action:

1.

Try binding to the directory as the user, making sure that the user DN
corresponds to the appropriate realm:

| dapbind -h directory_server -p directory port -D user_dn -w user_
password

If the bind fails, the user’s password is incorrect. Reset the password. If the
bind succeeds, proceed to step 2.

Try binding to the directory as the single sign-on server:

| dapbind -h directory_server -p directory_port -D
orcl Appl i cati onCommonName=0RASSO SSOSERVER, cn=SSO, ch=Pr oduct s,
cn=0r acl eCont ext -w singl e_si gn-on_server _passwor d

If the bind fails, the server password that you are trying to bind with may
be incorrect. To set the correct password, run ssooconf.sgl as explained in
"Changing Single Sign-On Server Settings for Directory Access" in Chapter
3. If the bind succeeds, proceed to step 3.

Check whether the single sign-on application is a member of the
SecurityAdmins group. If it is not a member of this group, it cannot
authenticate the user:

| dapconpare -h directory_host -p directory_port -D

orcl Appl i cati onConmonName=0RASSO_SSOSERVER, ¢n=SSQO, ch=Pr oduct s,
cn=0racl eContext -w orasso_password -b "cn=user_dn, cn=users, real m dn"
-a userpassword -v user_password

If the application is not a member, add it to the SecurityAdmins group
(cn=0r acl eUser Securi t yAdni ns, cn=G oups, ch=Or acl eCont ext)
and have the user reauthenticate. If the application is a member, the
problem might be directory based.
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Administrator does not see administration pages when logging in to /pls/orasso.
Cause: The administrator is not a member of the iIASAdmins group:

cn=i ASAdnmi n, cn=G oups, cn=Cr acl eCont ext , real m DN

Action: Check the uni quenenber attribute of the iIASAdmins entry in the
directory:

| dapsearch -h directory_host -p directory_port -D

orcl Appl i cati onConmonName=0RASSO_SSOSERVER, ¢cn=SSO, ch=Pr oduct s,
cn=0racl eContext -w orasso_password -b "cn=i asadm ns, cn=gr oups,
cn=or acl econt ext, real m dn "uni quenenber =cn=user, cn=users, real m dn"

If the user in the command is not a unique member of iIASAdmins, follow the
instructions in "Granting Administrative Privileges" in Chapter 2.

Windows Native Authentication

Internal Server error. Please contact your administrator.
Cause: Windows native authentication is misconfigured on the middle tier
computer.

Action: Do the following:

1. Check the opmn log file for errors.
2. Check ssoServer.log for errors.

3. Make sure that the keytab file is in the right place. Check, too, that the
principal name configured in jazn-data.xml is correct.

4. Make sure that the single sign-on middle tier computer is properly
configured to access the Key Distribution Center. See "Set Up a Kerberos
Service Account for the Single Sign-On Server" in Chapter 8.

The windows login dialog box (with username, password, and domain fields in
it) comes up when accessing the partner application.

Cause: The single sign-on server was not able to authenticate the Kerberos
token because the corresponding user entry could not be found in Oracle
Internet Directory.

Action: Add the user entry to the directory.

Could not authenticate to KDC.

Cause: This error message might be invoked if the realm name in krb5.conf is
incorrectly configured.
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Action: Check the values def aul t _r eal mand domai n_r eal min
/etc/krb5/krb5.conf. Note that the realm name is case sensitive.

Single sign-on server fails to start. Log file contains an exception bearing the
message "Credential not found."
Cause: The parameter ker ber os- ser vi cenanme may not be configured
correctly.

Action:

1. Make sure that ker ber os- ser vi cenan® is configured correctly in the
files orion-application.xml and jazn-data.xml. In the first file, the format for
this parameter is HTTP@so. ACME. COM In the second file, the format is
HTTP/ sso. ACME. COM

2. Check ssoServer.log for errors.

3. Make sure that the keytab file is at the correct location. Check, too, that the
principal name configured in jazn-data.xml is correct.

4. Make sure that the single sign-on middle tier computer is configured to
access the Kerberos domain controller. See "Set Up a Kerberos Service
Account for the Single Sign-On Server" in Chapter 8.

Your browser does not support the Windows Kerberos authentication or is not
configured properly
Cause: The user browser is not supported or is misconfigured.

Action: Follow the instructions in "Configure the End User Browser" in Chap-
ter 8.

"Access forbidden" or "HTTP error code 403" or "Windows Native Authentication
Failed. Please contact your administrator."”
Cause: These error messages have the same cause: the user entry cannot be
found in Oracle Internet Directory. A local administrator working at a Windows
desktop may be trying to access a single sign-on partner application whose
entry may not have been synchronized with Oracle Internet Directory.

Action: Determine whether the user entry exists in the directory. Determine
whether Kerberos principal attributes for the user are properly synchronized
from Microsoft Active Directory.
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Certificate Authentication

This section explains how to debug certificate authentication; then it explains how
to interpret error messages.

Debugging certificate sign-on
1. Set the debug level in policy.properties to DEBUG then restart the single sign-on
middle tier.

2. To view browser certificate information while debugging, extract the file
certinfo.jsp file from $ORACLE_HOME/sso/lib/ipassample.jar.

3. Place the file into $ORACLE_HOME/j2ee/applications/sso/web/jsp.
4. View the file at this URL:

https://host:port/sso/.jsp/certinfo.jsp

Error Messages
Network Error: Connection Refused.

Cause: This message appears when the user tries to access a partner
application over SSL. The parameter SSLEngi ne on may be missing from
httpd.conf or may not have been entered correctly.

Action: Add the missing parameter as specified in "Setting SSL Parameters" in
Chapter 7. If the parameter is present and is entered correctly, the Oracle HTTP
Server log file might identify the problem.

The single sign-on server fails to prompt the user for a certificate.
Cause: The optional parameter SSLVeri f yd i ent is missing from httpd.conf
or has not been entered correctly.

Action: Add the missing parameter as specified in "Setting SSL Parameters" in
Chapter 7. If the parameter is present and is entered correctly, the Oracle HTTP
Server log file might identify the problem.
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Certificate authentication fails to work, and the user is presented with the login
page.
Cause: The user’s certificate is missing from the directory or has been entered
incorrectly. Check ssoServer.log for details.

Action: Reenter the user’s certificate in the directory. See the instructions in
"Oracle Internet Directory" in Chapter 7.

User’s browser certificate not found.
Cause: The user’s certificate is not in the browser.

Action: Install a valid certificate.

Mapping Module class name not found.
Cause: The class name for the mapping module is missing from
x509CertAuth.properties or is incorrect.

Action: Make sure that a value is assigned to the parameter Certi fi -
cat eMappi ngModul e. If it is assigned, check that this value is correct.

Mapping module instance creation failed.
Cause: The customized mapping module has been incorrectly implemented.

Action: Ensure that the custom module has a default constructor.

Cannot create the mapping module object.
Cause: The customized mapping module has been incorrectly implemented.
Action: Ensure that the customized module implements the interface pre-

scribed in "Customize the User Name Mapping Module (Optional)" in Chapter
7.

Exception in creating mapping module.
Cause: The customized mapping module has been incorrectly implemented.
Action: Ensure that the customized module implements the interface pre-

scribed in "Customize the User Name Mapping Module (Optional)" in Chapter
7.

Certificate match failed.

Cause: The user’s certificate is missing from the directory or has been entered
incorrectly. Check ssoServer.log for details.

Action: Reenter the user’s certificate in the directory. See the instructions in
"Oracle Internet Directory" in Chapter 7.
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Password Policies
The administrator disabled a user using the or cl | sEnabl ed attribute in Oracle
Internet Directory, but the user can still log in.
Cause: Theor cl | sEnabl ed attribute is incorrect.

Action: Execute ldapbind from the command line as the user. If this act
invokes an "account disabled error," reenter the attribute value.

The administrator disabled a user using the or cl | sEnabl ed attribute in Oracle
Internet Directory, but the user receives an "authentication failed error"
instead of an "account disabled" error.

Cause: This is expected behavior. If the user’s account is disabled, she receives
an "authentication failed error."

Action: None.

The user’s password has expired. He cannot log in and wants to reset the
password.
Action: The administrator has to reset the password. She can enable password
expiry warnings in the directory. These warnings prompt the user to change his
password before it expires.

The user logs in to single sign-on and is told that her password is about to expire
and is prompted to change it. When, however, she does a command-line bind,
the message does not appear, and the bind succeeds.

Cause: Certain extended directory messages are not visible through the
command-line tools. These messages are visible only through the LDAP
client-side APIs.

When the administrator enables the force change password feature in Oracle
Internet Directory (by setting the pwdMust Change attribute in the password
policy entry), the user is prompted to change her password. After changing
the password, she is taken to the login page. But when she logs in again with
her new password, she is shown the change password page again.

Cause: OracleAS Single Sign-on does not support the force change password
feature.

Action: Do not enable this feature in Oracle Internet Directory.

Increasing the Debug Level

OracleAS Single Sign-On provides four levels of debugging. They are listed here in
ascending order of detail provided:
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« ERROR—Iog errors only
« WARN—Iog both errors and warning messages

« | NFO—log informational messages—current date and time, for instance—as
well as errors and warnings

« DEBUG—Ilog details about program execution as well as errors, warnings, and
informational messages

In the course of debugging, you might have to increase the level of debugging to,
say, DEBUG. You do this by modifying the policy.properties file, available at
$ORACLE_HOME/sso/conf.

After changing the debug level, restart the OC4J_SECURITY instance. For
instructions, see "Stopping and Starting the OC4J_SECURITY Instance" in Chapter
2.

Enabling the Debug Option on the Single Sign-On Database

Occasionally, you may need to debug the mod_plsql code used to access external
applications. This task requires that you enable debugging on the single sign-on
database and then view detail logs. Note that this procedure does not apply to the
debugging of partner applications. Debugging information for these applications is
stored only in ssoServer.log, located in $ORACLE_HOME/sso/log.

To turn on mod_plsql debugging, log in to the ORASSO schema and execute the
ssolsdbg.sql script. See Appendix B to obtain the schema password. Be sure to
uncomment the commented lines in the script before executing it. A copy of the
script is located at SORACLE_HOME/sso/admin/plsql/sso.

Here is the script:

set scan off;

set feedback ON;

set verify ON;

set pages 50000;

set serveroutput ON;

- NOTE: nake sure to place slash after each definition to avoid
- strange | ooking conpiler errors, such as
- PLS-00103: Encountered the synmbol "CREATE"

CREATE OR repl ace PROCEDURE debug_print (str VARCHAR2) AS

PRAGVA aut ononous_transacti on;
BEG N
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/* shoul d probably have session |ID and usernane too being | ogged */

I NSERT | NTO wwsso_| 0g$ VALUES (wwsso_| og_pk_seq. nextval ,
substr(str, 1, 1000),
sysdate, dbns_session. uni que_session_id);

conmi t;
null;

END debug_print;
/

show errors;

To query the debug logs, issue this command:
SELECT * FROM WASSO LOG$ ORDER BY I D;

To turn off debugging, log in to the ORASSO schema and create the PL/SQL script
that follows. Be sure to include this step when you finish debugging. If you skip it,
superfluous records are created in the database table. See Appendix B to obtain the
schema password.

set scan off;

set feedback ON

set verify O\

set pages 50000;

set serveroutput ON,

- NOTE: nmake sure to place slash after each definition to avoid

- strange | ooking conpiler errors, such as

- PLS-00103: Encountered the synbol "CREATE"

CREATE OR repl ace PROCEDURE debug_print (str VARCHAR2) AS
PRAGVA aut ononous_transaction;

BEG N

nul | ;

END debug_print;
/

show errors;
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Enabling LDAP Tracing for Ul Operations

The administration home page for single sign-on uses the dbms_Ildap package to
perform directory operations. You can obtain details about these operations in the
debug logs for the single sign-on database. To pinpoint the error though, you can
enable client-side LDAP tracing. In trying, for example, to determine why a
purported administrator cannot log in as an administrator, you can determine the
exact point at which an error is being returned by the LDAP client-side APIs. You
can then find the trace results in the RDBMS trace directories.

Follow these steps to enable tracing:
1. Load debugonldap.sql into the ORASSO schema:

SQL> connect orasso/ password

See Appendix B to obtain the schema password.
2. Run the script:
SQL> @ebugonl dap. sql

debugonldap.sql looks like this:

set scan off;

set feedback ON

set verify ON;

set pages 50000;

set serveroutput ON,

CREATE OR repl ace PROCEDURE debug_print (str VARCHAR2) AS
BEG N

dbns_| dap. set _trace_l evel (65535);
I NSERT I NTO wwsso_| og$ VALUES
(wwsso_| og_pk_seq. nextval , substr(str, 1, 1000), sysdate,
dbns_sessi on. uni que_session_id);
comm t;
END debug_print;
/

show errors;
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Refreshing the LDAP Connection Cache

For performance reasons, the single sign-on server caches connections to Oracle
Internet Directory. If the directory server has a scheduled or unscheduled outage,
the single sign-on server is left holding bad directory connections, and users may
encounter directory setup errors when they try to access external applications. If the
LDAP connection cache is invalid, the Oracle HTTP Server must be restarted. See
"Stopping and Starting the Oracle HTTP Server" in Chapter 2.

Use the following steps to determine whether the LDAP connection cache must be
refreshed:

1. Connect to the single sign-on schema. See Appendix B to obtain the schema
password.

2. Issue the following command:
SELECT * FROM WASSO LOGS$

3. Restartthe HTTP server if you see the following error in the log:
"I NVALI D LDAP CONNECTI ON CACHE: RESTART ORACLE HTTP SERVER

4. Delete the error message from WWSSO_LOGS$.

Restarting OC4J After Modifying Oracle Internet Directory

If you change values in Oracle Internet Directory, you must update the single
sign-on server with the changes. If, for example, you change a user, subscriber, or
group search base in the directory and fail to "notify" the single sign-on server, users
under the modified container are unable to log in. The ssoreoid.sqgl script updates
the single sign-on server with directory changes. To learn how to run the script, see
"Updating the Single Sign-On Server with Directory Changes" in Chapter 3.

After running the script, make sure that you restart the single sign-on server. For
instructions, see "Stopping and Starting the Single Sign-On Middle Tier" in Chapter
2.

Troubleshooting Replication

Deploying geographically distributed single sign-on instances requires, among
other things, that you replicate the identity management infrastructure database.
Each time you replicate the database, you should validate the replication process on
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each replicated node and correct errors that you find. Use the Replication
Environment Management Tool (remtool) to complete both tasks.

remtool is executed on the master definition site. You can find the tool at
$ORACLE_HOME/Idap/bin. It can be executed in two modes as the sections that
follow explain.

Verifying Oracle9i Advanced Replication Configuration

To verify that the directory replication group has been successfully configured, issue
the following command:

remool -asrverify

The command option - asveri f y instructs the tool to report on the verification as
it progresses, but not to rectify problems.

Verifying and Rectifying Oracle9i Advanced Replication Configuration

To verify that a directory replication group has been successfully configured and to
rectify problems, execute the following command:

renmtool -asrrectify -v -connect repadm n/repadnin_password@et _service_nane

The command option - asr ect i fy instructs the tool to report on the verification as
it progresses and to rectify problems. Table A-1 defines the two other command
parameters.

Table A-1 Parameters for the Replication Environment Management Tool

Parameter Description

-V Verbose mode. Specifying this option not only shows the
progress of remtool, but also logs all actions of the tool in
remtool.log. This file is found in $ORACLE/ HOME/Idap/log.

- connect Connect string of the RMS database. As the command syntax
shows, this string has three components:

« repadm n—Name of the replication administrator

« repadm n_passwor d—Password of the replication
administrator

« net_servi ce_name—Network service name of the RMS
database.
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For an in-depth look at the Replication Environment Management Tool, see Oracle
Internet Directory Administrator’s Guide.
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Obtaining the Single Sign-On Schema
Password

The single sign-on schema password is randomized when the Oracle Application
Server infrastructure is installed. To obtain the password, issue this LDAP
command:

| dapsearch -h directory_host_nane -p directory_port -D directory_bind_dn -w
directory_bind_dn_password -b "orcl Ref erenceNane=i nfrastructure_dat abase"
"orcl resour cenane=ORASSO"' or cl passwordattribute

Here is an example:

| dapsearch -h oid.acne.com-p 389 -D "cn=orcladmin" -w wel conel -b

"orcl Ref er enceNane=di sco. us. acne. com cn=I AS I nfrastructure

Dat abases, cn=I AS, cn=Pr oduct s, cn=or acl econt ext" "orclresour cename=0RASSC'
orcl passwordattribute

Obtaining the Single Sign-On Schema Password B-1
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policy.properties

# SSO Server policy configurations

HEHAHHEHEHEHH R
# Aut hentication Levels

# Set the auth levels fromlower value to higher val ue.

# 10 being the | owest authentication |evel

# The auth level names (on the right hand side) can be changed to
# some other names if desired as long as the change is consistent
# in other places of the file.

NoSecurity = 10
LowSecurity = 20
LowMedi unSecurity = 30
Medi unecurity = 40
Medi unHi ghSecurity = 50
H ghSecurity = 60

# Defaul t Aut hLevel

# Defaul t AuthLevel entry nust have a val ue assigned. This is a mandatory

# requirement if any of the partner app URLs are not listed with the

# auth level mapping.

# |f partner app url does nor specify the auth level, then the Defaul t AuthLevel
# will be used.

Def aul t Aut hLevel = Medi unBecurity

B S R A R S R R R R R R R
# Protected URL configurations

policy.properties C-1



Assign a auth level to each protected (partner) application that is
participating in SSO. If any of the partner apps are not listed with
a specific auth level, then the Defaul t AuthLevel will be used.

Protected application URL configuration fornmat:

"Partner Application Root URL" = "AuthenticationLevel"

host . conpany. com : port = Aut hLevel Nane

NOTE: The required back slash(escape character) before the
colon (:) character above.

There shoul d be a corresponding auth plugin configured for the
"Aut henticationLevel " used.

Exanpl es:

The foll owi ng exanpl e configures a SSO partner application hosted

on host 1. conpany. com 7777 machi ne using LowSecurity authentication |evel.
This configuration will secure all URLs hosted on this host/port.

host 1. conpany. com : 7777 = LowSecurity

The foll owi ng exanpl e configures a SSO partner application hosted

on host 2. conpany. com 7777 machi ne using Medi unSecurity authentication |evel
This configuration will secure all URLs hosted on this host/port.
host 2. conpany. com : 7777 = Medi unBecurity

HoH oH O H H H H H H R H H R H H H H H H H R

R R R R R R R S e R S R e R S s Ry
# Aut hentication plugins

Assign a class nane that inplements SSCServerAuthlnterface for each auth
| evel defined

+H*

#
#
#
# Note: al so see the WeakAuthLevel attribute which must be set to
# the same auth |evel corresponding to the weak auth mechani sm

#

# The Authentication |evel nane nust be appended with "_AuthPl ugin"
keywor d.

LowSecurity_AuthPlugin = oracle.security.sso.server. aut h. SSOSer ver WeakAut h
Medi unSecurity_Aut hPlugin = oracl e. security. sso.server. auth. SSCServer Aut h

B

BHAH T R R R R R R R R R R
# Cust om Cooki e Provider O ass nanme

# Sanpl e custom cookie tester provider class
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# CustonCooki e_ProviderPlugin =
oracl e.security.sso.server. auth. Cust onCooki eTest er

# Custom Cookie auth |evel

# This is a mandatory attribute. If custom cookies are not needed it shoul d
# be set to a higher value than any of the authentication |evels used.

Cust onCooki eAut hLevel = Hi ghSecurity

I R R R R R R
#SSO Server specfic configurations

# set the cache size in kbytes
#default is 1000
cacheSize = 1000

#set the ninimum nunber of connections in the connection pool
#default is 5
m nConnecti onsl nPool =5

#set the maxi mum nunber of connections in the connection pool
#default is 150
maxConnect i onsl nPool = 150

#Debug | evel {ERROR, WARN, |NFO DEBUGH
# default debug level is set to ERROR
debuglLevel = ERROR

#Debug file location

#This is a mandatory property that needs to be passed

#the SSO server. Avalid file location should be specified here
debugFil e = %RACLE_HOVE% sso/ | og/ ssoServer. | og

#Custom | ogi n page |ink
| ogi nPageUr! = /ssol/jsp/login.jsp

#Cust om weak aut hentication |ogin page link
weakAut hLogi nPageUr| = /ssol | sp/ ssoWeakAut hLogi n. j sp

#Cust om change password page |ink
chgPasswor dPageUr| = /ssoljsp/ password. jsp

#Wrel ess |ogin page |ink

policy.properties C-3



wi rel essLogi nPageUr| = /wirel esssso/wirel esslogin.jsp
wi r el essChgPasswor dPageUrl = /wirel esssso/ wirel esscpwd. jsp
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account lockout

Occurs when a single sign-on user submits an account and password combination
from any number of workstations more times than is permitted by Oracle Internet
Directory. The default lockout period is 24 hours.

application service provider

Company that installs and maintains Web applications and makes them available to
its customers, typically for a fee.

authentication level

Parameter that enables you to specify a particular authentication behavior for an
application. You can link this parameter with a specific authentication plugin.
authentication plugin

An implementation of a specific authentication method. OracleAS Single Sign-On
has Java plugins for password authentication, digital certificates, Windows native
authentication, and third-party access management.

basic authentication

An authentication method whereby login credentials are submitted in the
application URL, which is protected by HTTP basic authentication.

certificate revocation list

A list of users whose X.509 certificates have been revoked. An application uses this
list to determine who gains access to the application.
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dads.conf

The file on the Oracle HTTP Server that is used to configure a database access
descriptor (DAD).

database access descriptor (DAD)

Database connection information for a particular OracleAS component such as the
the single sign-on schema.

Oracle Delegated Administration Services

A Web service of Oracle Internet Directory that performs user and group
management functions.

digital certificate

In asymmetric encryption, a data structure that vouches for the identity of a public
key owner. A certificate is issued by a trusted third party called a certificate
authority. As such in provides assurance that the public key may be safely used to
encrypt messages to the key owner.

directory information tree (DIT)
The hierarchical collection of entries that constitute an LDAP directory.

Directory Integration Platform

A feature of Oracle Internet Directory that enables an enterprise to use an external
user repository to authenticate to Oracle products.

distinguished name

A name that identifies the location of an entry in an LDAP-compliant directory.
Also known as a DN. The distinguished name of the user in the example that
follows consists of his name and parent entries in ascending order, from left to right.

cn=jsmith, cn=users, cn=def aul t subscri bers, cn=acne, cn=com

external application

Applications that do not delegate authentication to the single sign-on server.
Instead, they display HTML login forms that ask for application user names and
passwords. At the first login, users can choose to have the single sign-on server
retrieve these credentials for them. Thereafter, they are logged in to these
applications transparently.



forced authentication

The act of forcing a user to reauthenticate if he or she has been idle for a
preconfigured amount of time. OracleAS Single Sign-On enables you to specify a
global user inactivity timeout. This feature is intended for installations that have
sensitive applications.

GET

An authentication method whereby login credentials are submitted as part of the
login URL.

global user inactivity timeout

A optional feature that forces single sign-on users to reauthenticate if they have
been idle for a preconfigured amount of time. The global user inactivity timeout is
much shorter than the single sign-out session timeout.

globalization support

Multilanguage support for graphical user interfaces. OracleAS Single Sign-On
supports 29 languages.

globally unique user ID

A numeric string that uniquely identifies a user. A person may change or add user
names, passwords, and distinguished names, but her globally unique user ID
always remains the same.

httpd.conf

The file used to configure the Oracle HTTP Server.

identity management realm

Discrete namespace, or DIT, within a single instance of the Oracle identity
management infrastructure.

iIASAdmins

The administrative group responsible for user and group management functions in
OracleAS. The single sign-on administrator is a member of the group iASAdmins.
identity management infrastructure database

The database that contains OracleAS Single Sign-On and Oracle Internet Directory.
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infrastructure

The OracleAS components responsible for identity management. These components
are OracleAS Single Sign-On, Oracle Delegated Administration Services, and Oracle
Internet Directory.

Kerberos

A network authentication protocol that uses secret key cryptography.

Key Distribution Center

A computer that issues a Kerberos-authenticated user a service ticket. This ticket
contains the user’s credentials.

keytab file

In Kerberos authentication, the file that stores the network service key.

LDAP connection cache

To improve throughput, the single sign-on server caches and then reuses
connections to Oracle Internet Directory.

legacy application
Older application that cannot be modified to delegate authentication to the single
sign-on server. Also known as an external application.

load balancer

Hardware devices and software that balance connection requests between two or
more single sign-on servers, either because of heavy load or as failover. BiglP,
Alteon, or Local Director are all popular hardware devices. OracleAS Web Cache is
an example of load balancing software.

middle tier

That portion of a single sign-on instance that consists of the Oracle HTTP Server
and OC4J. The single sign-on middle tier is situated between the identity
management infrastructure database and the client.

mod_ossl
The SSL module on the Oracle HTTP Server.



mod_0sso

A module on the Oracle HTTP Server that enables applications protected by
OracleAS Single Sign-On to accept HTTP headers in lieu of a user name and
password once the user has logged into the single sign-on server. The values for
these headers are stored in the mod_o0sso cookie.

mod_o0sso cookie

User data stored on the HTTP server. The cookie is created when a user
authenticates. When the same user requests another application, the Web server
uses the information in the mod_osso cookie to log the user in to the application.
This feature speeds server response time.

mod_proxy

A module on the Oracle HTTP Server that makes it possible to use mod_osso to
enable legacy, or external, applications.

OC4J (Oracle Containers for J2EE)

A lightweight, scalable container for Java2 Enterprise Edition.

Oracle Directory Manager

A Java-based GUI for managing most functions in Oracle Internet Directory. It is
used to create members of the group iIASAdmins. It is also used to manage
password policies.

Oracle Enterprise Manager

The GUI that monitors server load and user activity on the single sign-on server.
Oracle Enterprise Manager monitors other OracleAS components as well.

Oracle HTTP Server
Software that processes Web transactions that use the Hypertext Transfer Protocol
(HTTP). Oracle uses HTTP software developed by the Apache Group.

OracleAS Portal

A single sign-on partner application that provides a mechanism for integrating files,
images, applications, and Web sites. The External Applications portlet provides
access to external applications.

partner application

An OracleAS application or non-Oracle application that delegates the
authentication function to the single sign-on server. This type of application spares
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you from reauthenticating by accepting mod_osso headers or by redirecting the
user to the server itself. To redirect you itself, the application must be integrated
with the single sign-on SDK.

policy.properties

Multipurpose configuration file for OracleAS Single Sign-On. Contains basic
parameters required by the single sign-on server. Also used to configure advanced
features such as multilevel authentication.

POST

An authentication method whereby login credentials are submitted within the body
of the login form.

proxy server

A server that proxies for the real server, or host. In OracleAS Single Sign-On,
proxies are used for load balancing and as an extra layer of security. See load
balancer.

SSL (Secure Sockets Layer)

A widely used security protocol that uses public-key cryptography to secure
communications between a client and server. The client uses a public key provided
by the server to conduct a secret key exchange.

service key
In Kerberos authentication, the secret key of the server.

session key

In Kerberos authentication, a data structure that enables the client to obtain a ticket
and, by extension, the user’s credentials.

single sign-on SDK

The APIs that enable partner applications for single sign-on. The SDK consists of
PL/SQL and Java APIs as well as sample code that demonstrates how these APIs
are implemented.

single sigh-on server

Program logic that enables users to log in securely to single sign-on applications
such as expense reports, mail, and benefits.



single sign-off

The process by which you terminate a single sign-on session and log out of all
active partner applications simultaneously. You can do this by logging out of the
application that you are working in.

SPNEGO (Simple and Protected GSS-API Negotiation Mechanism)

The protocol over which Windows-based Kerberos authentication occurs.

success URL

The URL to the routine responsible for establishing the session and session cookies
for an application.

third-party access management system
Non-Oracle single sign-on system that can be modified to use OracleAS Single
Sign-On to gain access to OracleAS applications.

URLC token

The code that passes authenticated user information to the partner application. The
partner application uses this information to construct the session cookie.

user name mapping module

A Java module that maps a user certificate to the user’s nickname. The nickname is
then passed to an authentication module, which uses this nickname to retrieve the
user’s certificate from the directory.

virtual host

A server that proxies for the real server or servers. In the case of OracleAS Single
Sign-On, virtual hosts are used for load balancing between two or more single
sign-on servers. They also provide an extra layer of security.

Glossary-7



Glossary-8



A

account lockout, 3-4
addsub.csh script, 10-8
Administer External Applications page, 5-2to5-5
administration pages
accessing, 2-7
debugging, A-15
external applications, 5-2
application service providers, 10-2
authentication adapters. See authentication plugins
authentication dynamics
certificate-enabled sign-on, 7-2
identity management realms, 10-4 to 10-6
third-party access management, 13-2,13-3
Windows native authentication, 8-2, 8-3
authentication levels, 6-3, 6-4
authentication plugins, 6-4

B

backup and recovery, 9-23
basic authentication method, 5-3,5-8
browser settings
standard, 2-6
Windows native authentication, 8-12
Internet Explorer 5.0, 8-11
Internet Explorer 6.0, 8-11, 8-12

C

certificate revocation lists, 7-10
certificate-enabled sign-on
authentication dynamics, 7-2

Index

configuring
Oracle HTTP Server, 7-3to7-5

Oracle Internet Directory, 7-9, 7-10

single sign-on server, 7-5to 7-9

user name mapping module, 7-6to 7-9

CRL maintenance, 7-10
error messages, A-10, A-11
sample files, 2-12
change password page
behavior, 3-3
error messages, 12-8
installing, 12-11
overview, 1-8
parameters, 12-6
configuration files
httpd.conf, 4-8, 4-9, 9-11, 9-12, A-10
jazn-data.xml, 8-8
krb5.conf, 8-5
opmn.xml, 8-7
osso.conf, 4-2to 4-4, 4-10, 9-14
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ssl.conf, 7-3,7-4
sso_apache.conf, 9-4
targets.xml, 11-4,11-5
web.xml, 8-9
x509CertAuth.properties, 7-6, 7-9

D

debugging
administration pages, A-15
PL/SQL pages, A-13, A-14
deployment scenarios
geographically distributed instances,
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multilevel authentication, 6-4, 6-5

multiple middle tiers, 9-9

partner applications, 4-5

replicated directory, 9-16
deployment-specific pages

examples, 12-12

globalization support, 12-9

guidelines, 12-11

installing, 12-11,12-12

sample files, 2-12

support for OracleAS Wireless, 12-11
Details of Login Failures page, 11-4
directory access

configuring, 3-7

scripts, 3-7
directory entries, for OracleAS Single

Sign-On, 3-4to 3-6

disaster recovery, 9-23
Distributed Cluster Management, 4-10, 9-12

E

Edit SSO Server page, 2-8
enblhstg.csh script, 10-7
error messages
basic, A-3, A-8
certificate-enabled sign-on, A-10, A-11
export and import, 14-7 to 14-9
password policies, A-12
Windows native authentication, A-8, A-9
export and import
error messages, 14-7 to 14-9
scenarios, 14-5
scripts, 14-6
external applications
access using mod_osso/mod_proxy, 5-6to 5-9
adding, 5-2to5-5
administration pages, 5-2
authentication dynamics, 1-6, 1-7
authentication methods
basic, 5-3,5-8
GET, 5-3
POST, 5-3
editing, 5-5
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login, 5-5,5-6
overview, 1-2
External Applications portlet, 5-6

F

force change password feature, 3-4

G

GET authentication method, 5-3

global user inactivity timeout
configuring, 2-9to 2-12
overview, 1-8,1-9
scripts, 2-10

globalization support
deployment-specific pages, 12-9
standard pages, 2-8

grace login, 3-3

H

high server availability
configuring, 9-23
deployment options
geographically distributed
instances, 9-20 to 9-22
multiple middle tiers, 9-8to 9-15
OracleAS Active Failover Clusters, 9-15, 9-16
replicated directory, 9-16 to 9-18
httpd.conf file, 4-8, 4-9, 4-11, 4-12, 9-11, 9-12, A-10

iIASAdmins administrative group, 2-2
identity management infrastructure database
configuring for SSL, 9-3
replicating, 9-23to 9-27
support for multiple realms, 10-2
identity management realms
administrative privileges, 10-9
authentication dynamics, 10-4 to 10-6
benefits, 10-2
configuring, 10-7 to 10-9
DIT structure, 10-4
overhead, 10-2



overview, 10-2
support for partner applications, 10-4
IP checking, 2-8

J

jazn-data.xml file, 8-8

K

Kerberos protocol, 8-2
krb5.conf file, 8-5

L

LDAP command-line tools, 3-2
LDAP connection cache, A-16
load balancers
OracleAS Web Cache, 9-12,9-13
with multiple partner applications, 4-5,4-9
with multiple single sign-on middle tiers, 9-8,
9-9,9-11, 9-12, 9-13, 9-17, 9-18
with OracleAS Active Failover Clusters, 9-15
log files, A-2, A-3
login page
error messages, 12-7,12-8
installing, 12-11
parameters, 12-3,12-4
password reset feature, 12-4
login scenarios
third-party access, 13-3
Windows native authentication, 8-13

M

master definition site, 9-17
mod_0sso
compared with single sign-on SDK, 1-3
overview, 1-3
registering, 4-2to4-4
reregistering, 4-9,4-11, 9-13, 9-14, 9-28
mod_osso.conf file, 2-11, 4-12
monitoring home page, 11-2
monitoring pages
accessing, 11-2
ports, 11-4,11-5

multilevel authentication
authentication levels, 6-3, 6-4
configuring, 6-4, 6-5
flow, 6-2
plugins, 6-4

multimaster replication, 9-24

o

oidprovtool, 9-30
opmn.xml file, 8-7

Oracle Delegated Administration Services, 1-8, 3-2

Oracle Directory Manager, 2-4, 3-2
Oracle HTTP Server
configuring
certificate-enabled sign-on, 7-3to 7-5
partner application middle tier, 4-8
single sign-on middle tier, 9-11, 9-12
SSL configuration, 9-3
starting and stopping, 2-5
Oracle Internet Directory

configuring for certificate-enabled sign-on, 7-9,

7-10
configuring for SSL, 9-5, 9-6
configuring for Windows native
authentication, 8-5
role in third-party access management, 13-4
synchronization with Microsoft Active
Directory, 13-4
OracleAS Active Failover Clusters, 9-15, 9-16
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