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Preface

This manual describes how to configure Oracle Application Server Portal. This
includes how to plan, upgrade, check pre-installation requirements, and perform
post-installation tasks. This guide further explains some more advanced Portal
deployments, and explains how to perform the advanced configuration required for
these deployments. Finally, there is information about monitoring and
troubleshooting.

Intended Audience
This guide is intended for two kinds of users:

= OracleAS Portal Administrators, who are responsible for configuring and
maintaining OracleAS Portal.

= Oracle Application Server administrators, who must configure OracleAS Portal
to work with other Oracle Application Server components.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Standards will continue to evolve over
time, and Oracle is actively engaged with other market-leading technology vendors to
address technical obstacles so that our documentation can be accessible to all of our
customers. For additional information, visit the Oracle Accessibility Program Web site
at

http://www.oracle.com/accessibility/

Accessibility of Code Examples in Documentation

JAWS, a Windows screen reader, may not always correctly read the code examples in
this document. The conventions for writing code require that closing braces should
appear on an otherwise empty line; however, JAWS may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.
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This manual contains four parts, 11 chapters, 11 appendixes, and an index.

Part I, "Concepts"”

This part contains the chapters that explain the OracleAS Portal architecture, and how
to plan a Portal.

Chapter 1, "Understanding the OracleAS Portal Architecture"

This chapter introduces OracleAS Portal, and explains how it fits in the Oracle
Application Server architecture.

Chapter 2, "Planning Your Portal"
This chapter provides conceptual information about planning Portals.

Part Il, "Installation and Basic Configuration"
This part contains the chapters that discuss installation and basic configuration.

Chapter 3, "Installing OracleAS Portal"
This chapter guides the administrator through the installation process.

Chapter 4, "Performing Basic Configuration and Administration"

This chapter assumes that OracleAS Portal has been installed as part of the Oracle
Application Server and addresses the basic tasks that you can perform once
installation is complete.

Part lll, "Advanced Configuration Topics"
This part contains the chapters that discuss special configurations.

Chapter 5, "Performing Advanced Configuration"

This chapter provides instructions on how to perform more advanced OracleAS Portal
configuration and integration configuration, including middle-tier, proxy server,
Oracle Application Server Web Cache, and Oracle Application Server Single Sign-On
configuration.

Chapter 6, "Securing OracleAS Portal"
This chapter provides instructions on how to secure OracleAS Portal.

Chapter 7, "Monitoring and Administering OracleAS Portal"

This chapter provides information about monitoring tools, and how to use them to
successfully monitor OracleAS Portal.

Chapter 8, "Configuring the Search Features in OracleAS Portal"

This chapter provides instructions on configuring Oracle Text to perform text
searching in page groups created with OracleAS Portal and information on how to set
up and start using Oracle Ultra Search.

Chapter 9, "Tuning Performance in OracleAS Portal"

This chapter discusses how you can tune the performance of your OracleAS Portal
configuration.



Chapter 10, "Exporting and Importing Content"

This chapter discusses how to use the import and export functionality that enables you
to migrate portal content between portal installations.

Chapter 11, "Using the Federated Portal Adapter"
This chapter discusses how to configure the Federated Portal Adapter.

Part IV, "Appendixes"
This part contains the appendixes.

Appendix A, "Using the Portal Dependency Settings Tool and File"

This appendix provides information on using the Portal Dependency Settings File. This
file contains all the settings required to configure the integration of OracleAS Portal
with its dependent components.

Appendix B, "Configuring and Managing an Upgraded Oracle Application Server
Portal Instance"

This appendix discusses how to configure a portal whose schema is not located in an
OracleAS Metadata Repository, to take advantage of some of the new management
services for Oracle Application Server 10g Release 2 (10.1.2).

Appendix C, "Using OracleAS Portal Installation and Configuration Scripts"

This appendix provides information about various scripts that are used for
customizing the configuration.

Appendix D, "Configuring the Parallel Page Engine"

This appendix provides information on configuring the Parallel Page Engine (PPE), a
part of the OracleAS Portal middle-tier. The PPE reads page metadata, calls providers
for portlet content, accepts provider responses, and assembles the requested page in
the specified page layout.

Appendix E, "Using Oracle Application Server Configuration Files"

This appendix provides information about the configuration files that can affect the
connection to and the behavior of the Oracle Application Server and its middle-tier
components, as well as the other machines to which it is connecting.

Appendix F, "Integrating JavaServer Pages with OracleAS Portal"

This appendix describes how you can secure OracleAS Portal to allow access to only
approved JSPs, and prevent unauthorized access by JSPs to portlet content. It also
describes the steps required to allow access for protected external JSPs that require
login.

Appendix G, "Using the wwv_context APIs"
This appendix describes the wwv_context APL

Appendix H, "Using TEXTTEST to Check Oracle Text Installation"

This appendix describes the use of the TEXTTEST utility to check the functionality of
Oracle Text.

Appendix |, "Administering Web Clipping"

This appendix describes the steps involved in configuring Web Clipping.
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Appendix J, "Setting Up and Maintaining a Virtual Private Portal"

This appendix walks you through the steps for setting up and maintaining a virtual
private portal (hosted portal).

Appendix K, "Troubleshooting OracleAS Portal"

This appendix provides solutions to problems you may encounter while installing, or
using OracleAS Portal.

Related Documents

For more information, see the following manuals in the OracleAS Portal
documentation set:

s Oracle Application Server Portal Release Notes

»  Oracle Application Server Portal User’s Guide

»  Oracle Application Server Portal Developer’s Guide

You'll find a wealth of information about OracleAS Portal on Oracle Technology

EH O Network (OTN), http://www.oracle.com/technology/.

Note: A complete glossary of OracleAS Portal-related terminology
can be found in the Oracle Application Server Portal User’s Guide

You may also find the following manuals in the Oracle Application Server

documentation set useful:

»  Oracle Application Server Concepts

»  Oracle Application Server Security Guide

»  Oracle Application Server Administrator’s Guide

»  Oracle HTTP Server Administrator’s Guide

»  Oracle Application Server Web Cache Administrator’s Guide

»  Oracle Application Server Wireless Administrator’s Guide

»  Oracle Application Server Single Sign-On Administrator’s Guide

»  Oracle Internet Directory Administrator’s Guide

»  Oracle Application Server Upgrade and Compatibility Guide

Conventions

The following conventions are used in this manual:

Convention Meaning
Italicized text Italicized type introduces important terms used for the first time.
Boldface text Boldface type is used for emphasis and to represent the names of

items as they appear on your screen.
CAPITALIZED text Capitalized text indicates procedure names.

<> Angle brackets enclose user-supplied information.
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Convention Meaning

[] Brackets enclose optional clauses from which you can choose one or
none.

Vertical ellipsis points in an example mean that information not
directly related to the example has been omitted.
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What’s New in Oracle Application Server
Portal Configuration?

This chapter introduces the new features related to Oracle Application Server Portal,
10g Release 2 (10.1.2) configuration and provides pointers to additional information.

The new features of OracleAS Portal include:

s ptlasst Command Line Utility Removed

= New ptllang Script to Install Languages

= Support for Global Inactivity Timeout in OracleAS Portal
= Support for User and Group LOVs in OracleAS Portal

s Configuring and Managing an Upgraded Oracle Application Server Portal
Instance

ptlasst Command Line Utility Removed

The ptlasst command line utility has been removed. All of the functionality that
was provided by ptlasst is now available through the Portal Dependency Settings
tool and file pt1config and iasconfig.xml. See Appendix A, "Using the Portal
Dependency Settings Tool and File" for details on using pt1lconfigand
iasconfig.xml.

New ptllang Script to Install Languages

OracleAS Portal is configured with the languages that are selected in the Oracle
Universal Installer (OUI) during the Oracle Application Server middle-tier installation.
To install languages, after you have installed OracleAS Portal, run pt11lang.

In OracleAS Portal 10.1.2, the pt 11ang script completely replaces the ptlasst.csh
-mode LANGUAGE. You must run pt1lang for each language that you want OracleAS
Portal to support. Refer to Section 4.9, "Configuring Language Support" for details.

Support for Global Inactivity Timeout in OracleAS Portal

A Global Inactivity Timeout can be configured for the OracleAS Single Sign-On (SSO)
Server. This feature is now supported in OracleAS Portal 10g Release 2 (10.1.2). Refer
to "Support for Global Inactivity Timeout in OracleAS Portal" for details.

Support for User and Group LOVs in OracleAS Portal

User and Group LOVs work properly in OracleAS Portal 10g Release 2 (10.1.2) through
the implementation of a new callback method. Oracle Delegated Administration
Services posts the selected values to the callback method in OracleAS Portal's domain
to avoid the cross-domain JavaScript issues. However, support for this is required
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from both OracleAS Portal and Oracle Delegated Administration Services. 10g Release
2 (10.1.2) versions of both these components have this support. If OracleAS Portal 10g
Release 2 (10.1.2) is used against an older version of Oracle Delegated Administration
Services that does not support the callback method, then you must run the script
secjsdom. sql, to set up a common domain. Refer to Section 6.1.7.2.5, "User and
Group Lists of Values in OracleAS Portal" for details.

Configuring and Managing an Upgraded Oracle Application Server Portal Instance

A new appendix has been added that discusses how to configure a portal whose
schema is not located in an OracleAS Metadata Repository, to take advantage of some
of the new management services for Oracle Application Server 10g Release 2 (10.1.2).
Refer to Appendix B, "Configuring and Managing an Upgraded Oracle Application
Server Portal Instance" for details.



Part |

Concepts

Part one contains the following chapters:
»  Chapter 1, "Understanding the OracleAS Portal Architecture"
»  Chapter 2, "Planning Your Portal"
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Understanding the OracleAS Portal
Architecture

This chapter introduces Oracle Application Server Portal and explains how it fits in the
Oracle Application Server architecture.

This chapter contains the following sections:

= What Is the Oracle Application Server?, which provides you with a basic
understanding of the solutions and components comprising Oracle Application
Server so you can better understand how they work in concert with OracleAS
Portal.

s Understanding the OracleAS Portal Architecture, which describes how OracleAS
Portal, and relevant pieces of Oracle Application Server work together.

s Understanding Caching in OracleAS Portal, which describes the caching
configurations you can implement to increase the availability and scalability of
medium to large deployments.

Note: OracleAS Portal cannot be installed standalone, but must be
installed as part of Oracle Application Server.

1.1 What Is the Oracle Application Server?

Oracle Application Server is a completely standards-based application server that
provides a comprehensive and fully integrated platform for running Web sites, J2EE
applications, and Web services. It addresses all the challenges that you face as you
refine your business processes to become an e-business.

Oracle Application Server provides full support for the J2EE platform, XML, and
emerging Web services standards. With Oracle Application Server, you can simplify
information access for your customers and trading partners by delivering enterprise
portals that can be customized and accessed from a network browser or from wireless
devices. It enables you to redefine your business processes and integrate your
applications and data sources with those from your customers or partners. You can
deliver tailored customer experiences through real-time personalization, and assess
and correlate customer navigation, purchasing, ratings, and demographic data.

You can also implement a centralized management, security, and directory framework
to manage and monitor all of your distributed systems and diverse user communities.
Oracle Application Server maximizes your Web site infrastructure by deploying your
fast, scalable Internet applications through built-in Web caching, load balancing, and
clustering capabilities.
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1.1.1 What Are the Oracle Application Server Solutions and Components?

Oracle Application Server is actually a set of Oracle Application Server solutions. Each
solution contains one or more components. A component can be a service, an API, or an
application. For detailed information, see the Oracle Application Server Concepts guide.

1.1.2 Overview of the Oracle Application Server Architecture

The Oracle Application Server architecture consists of three basic tiers:
»  Client Tier

= Middle-Tier

s Infrastructure Tier

It's important to understand a bit about the overall Oracle Application Server
architecture so you can more fully understand how your OracleAS Portal
configuration fits within that structure. The next few sections provide some key
concepts and terms you'll need as you plan your configuration strategy.

Client Tier

From the client computer, a user can connect to the middle-tier and the infrastructure
tier to access the self-service tools for publishing information, build applications,
deploy content management, and administer enterprise portal environment.

Middle-Tier

The middle-tier, or application server tier, is a set of Oracle Application Server
components typically installed into a single Oracle home. A single enterprise can have
one or more application server installations, either residing on one host or, for more
complex installations, distributed across multiple hosts.

Infrastructure Tier

The infrastructure installation consists of several components that help authenticate
users, store access control information, and pass on the required content to the user
based on the privileges the user has on OracleAS Portal. Like the middle-tier
components, infrastructure components can be distributed across multiple hosts to
enable scalability and high availability.

Figure 1-1 illustrates the three parts of the Oracle Application Server architecture.
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Figure 1-1 Components of the Oracle Application Server Architecture

Client Tier

Application Server Tier

Infrastructure Tier

1.1.2.1 What Are the Middle-Tier Components?

The middle-tier is the part of an Oracle Application Server architecture that contains
several components responsible for accepting requests from clients, validating the
requests, and providing content, while using intelligent data caching for faster and
reliable performance.

For OracleAS Portal, the middle-tier handles all Web requests by forwarding them to
the appropriate provider. This is also where Portal pages are assembled, and where the
caching of Portal content is managed. The middle-tier also provides other functions for
other Oracle Application Server components.

Some of the key components for OracleAS Portal in the Oracle Application Server
middle-tier are:

s Oracle Application Server Containers for J2EE. Oracle Application Server
Containers for J2EE (OC4]) are fast, lightweight, and scalable J2EE containers that
are written in Java and run on a standard Java Virtual Machine (JVM). OracleAS
Portal’s Parallel Page Engine (PPE), for example, is a servlet that assembles Portal
pages, and runs in the Oracle Application Server Containers for J2EE. OC4] have
been designed for ease of use and to support standard APIs.

s Oracle HTTP Server. Oracle HTTP Server is the underlying deployment platform
for all programming languages and technologies Oracle Application Server
supports. Providing a Web listener for OC4J and the framework for hosting static
and dynamic pages and applications over the Web, Oracle HTTP Server includes
significant features that facilitate load balancing, administration, and
configuration.

For OracleAS Portal, Oracle HTTP Server handles all incoming HTTP requests to
OracleAS Portal, by forwarding them to the either the Parallel Page Engine (PPE)
servlet or mod_plsql. The PPE is a servlet that assembles Portal pages, and runs in
the Oracle Application Server Containers for J2EE. mod_plsql is an Oracle HTTP
Server module that is used to access Portal and page metadata by executing
PL/SQL procedures residing in the Oracle Application Server database, as well as
generating HT'TP responses.

s Oracle Application Server Web Cache. Works together with OracleAS Portal’s
own file-based caching to cache page definitions and content in memory, to boost
performance. OracleAS Portal is closely integrated with OracleAS Web Cache to
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improve Portal's overall availability, scalability, and performance. OracleAS Web
Cache combines caching and compression technologies to accelerate the delivery
of both static and dynamically generated Portal content.

= Application Server Control Console. This administration console for the Oracle
Application Server enables you to administer clusters, start and stop services,
enable and disable components, view logs and ports, and monitor servers in
real-time.

Figure 1-2 The Middle-Tier Components
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There are two types of middle-tier installations:

1. Oracle Application Server Containers for J2EE and OracleAS Web Cache, which
is the simplest configuration and does not contain any of the Portal Solution
components.

2. OracleAS Portal and OracleAS Wireless, which adds the Portal and Wireless
solutions to those provided by Oracle Application Server Containers for J2EE and
OracleAS Web Cache.

To use OracleAS Portal, you must choose Option 2.

Refer to the following sections for more information:

s Section 2.1.7, "How Should I Configure My Hardware and Software?"

s Section 5.3, "Configuring Multiple Middle-Tiers with a Load Balancing Router"

1.1.2.2 What Are the Infrastructure Components?

By default, the infrastructure tier handles all authentication requests and hosts the
Oracle Application Server Metadata Repository, which contains schemas and business
logic used by application server components (including OracleAS Portal) and other
pieces of the infrastructure.

For the OracleAS Portal middle-tier installation, the infrastructure tier is a prerequisite.
The Oracle Application Server Infrastructure contains:

= Application Server Control Console. This administration console for the Oracle
Application Server enables you to administer clusters, start and stop services,
enable and disable components, view logs and ports, and monitor servers in
real-time.
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s Oracle Internet Directory. An LDAP version 3 compliant repository for storing
user credentials and group memberships for OracleAS Portal and other Oracle
products.

s Oracle Application Server Single Sign-On (SSO). Authenticates user credentials
against Oracle Internet Directory for OracleAS Portal and other applications, thus
enabling users to log on once to the Web portal to access multiple accounts and
applications with a single username and password.

= Oracle Application Server Metadata Repository. The repository is installed in an
Oracle Database 10g and consists of a collection of schemas that contain product
metadata for Oracle Application Server components. Some middle-tier
components, such as OracleAS Portal, store their metadata in this repository and
need access to that metadata during runtime.

Figure 1-3 The Infrastructure Tier Components
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You can install multiple instances of any of these components on multiple servers, and
then connect the servers to suit your needs. Deployment configuration options for
OracleAS Portal range from installing everything on a single machine to multi tier
configurations in which the pieces comprising OracleAS Portal are located across
multiple servers.

There are three types of OracleAS Infrastructure installations:

1. Oracle Identity Management, which installs and configures Oracle Identity
Management services (Oracle Internet Directory, OracleAS Single Sign-On, Oracle
Delegated Administration Services, Oracle Directory Integration and Provisioning,
OracleAS Certificate Authority).

2. OracleAS Metadata Repository, which installs a new Oracle Database 10g
containing the OracleAS Metadata Repository, and also stores the database objects
that comprise OracleAS Portal, Oracle Internet Directory and OracleAS Single
Sign-On.

3. Oracle Identity Management components and OracleAS Metadata Repository,
which consists of all the components listed in the preceding two installation types.
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Note: Throughout this guide, you will see references to ORACLE_
HOME. ORACLE_HOME, represents the full path of the Oracle home,
and is used in cases where it is easy to determine which Oracle
home is referenced. The following conventions are used in
procedures where it is necessary to distinguish between the
middle-tier, OracleAS Infrastructure, or OracleAS Metadata
Repository Oracle home:

s MID TIER ORACLE_HOME, represents the full path of the
middle-tier Oracle home.

s INFRA ORACLE_HOME, represents the full path of the OracleAS
Infrastructure Oracle home.

s METADATA REP_ORACLE_HOME, represents the full path of the
OracleAS Infrastructure home containing the OracleAS
Metadata Repository.

1.2 Understanding the OracleAS Portal Architecture

After your development team builds your Web portal, the next step is to deploy a
production version of it. Successful deployment means that end users are able to
access content in a timely manner, without delays, errors, or server downtime. Because
OracleAS Portal can be installed in a variety of configurations on different machines, a
successful deployment ultimately depends how you configure Portal to address the
requirements of your site. This section provides some background information that
should be useful to you as you plan your configuration.

1.2.1 How Does OracleAS Portal Integrate with Other Components?

Some Oracle Application Server components serve as portlet providers' for OracleAS
Portal, which means you can easily integrate information from various components
into a single portal page. Other components provide essential services to OracleAS
Portal, as described in the following list.

= Oracle Business Intelligence Discoverer. As a portlet provider, OracleBI
Discoverer offers Worksheet portlets and List of Workbooks portlets to OracleAS
Portal users. A Worksheet portlet contains information from a single Discoverer
worksheet. The portlet displays this information in a table, a graph, or both. The
List of Workbooks portlet presents a list of available workbooks.

See Also:

s The chapter titled "Publishing workbooks to OracleAS Portal" in
the Oracle Business Intelligence Discoverer Plus User’s Guide
describes how to add a discoverer portlet.

»  The chapter titled "Using OracleAS Discoverer with OracleAS
Portal" in the Oracle Business Intelligence Discoverer Configuration
Guide describes how to register the OracleBI Discoverer portlet
provider with OracleAS Portal.

1 Applications and information sources, represented as portlets, communicate with the portal
throuf%’h a provider. Each portlet only has one provider, and a provider can have one or more
portlets that expose an underlying application or information source.
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Oracle Ultra Search. Integrated with OracleAS Portal, Oracle Ultra Search enables
OracleAS Portal users to add a powerful multi repository search to their portal
pages. It also has the capability to crawl OracleAS Portal’s own repository and
search public content. For more information about Oracle Ultra Search, refer to
Chapter 8, "Configuring the Search Features in OracleAS Portal".

Oracle Application Server Wireless. Working with OracleAS Wireless, OracleAS
Portal automatically transforms the portal page structure to a format appropriate
for the smaller screens of most wireless devices. Only portlets generating
OracleAS Wireless XML content can display on a wireless device.

OracleAS Portal developers also have access to a set of page design tools that help
in creating portal pages that optimize the wireless experience. With these tools,
developers can build a distinct portal structure for their wireless users. The
wireless pages and portal pages can share portlet instances, which enables clients
to reuse portlets on browser and wireless clients without reconfiguring each
portlet.

Refer to Section 4.6, "Configuring Mobile Support in OracleAS Portal" for more
information.

Oracle Enterprise Manager 10g. Oracle Enterprise Manager 10g provides the
Application Server Control Console, and the Grid Control Console. Oracle
Enterprise Manager 10g Application Server Control Console can be used for
monitoring, diagnostics, and for the configuration of OracleAS Portal specific
integration and performance settings. The Oracle Enterprise Manager 10g Grid
Control Console can be used for monitoring OracleAS Portal, and tracking
historical trends, but not for configuration. Refer to Chapter 7, "Monitoring and
Administering OracleAS Portal" for more information about monitoring OracleAS
Portal.

Oracle Application Server Single Sign-On. OracleAS Single Sign-On
authenticates users, who are attempting to gain access to non-public areas of your
portal. Refer to Section 6.1.7.1, "Relationship Between OracleAS Portal and
OracleAS Single Sign-On" for more information.

Oracle Internet Directory. Oracle Internet Directory is Oracle’s highly scalable,
LDAP version 3 service and hosts the Oracle common user identity. OracleAS
Portal queries the directory to determine a user’s privileges and what they are
entitled to see and do in the portal. In particular, OracleAS Portal retrieves the
group memberships of the user from the directory to determine what they may
access and change. Refer to Section 6.1.7.2, "Relationship Between OracleAS Portal
and Oracle Internet Directory" for more information.

Oracle Delegated Administration. In addition to querying Oracle Internet
Directory for user and group information, OracleAS Portal must provide users
with a user interface to add and modify user and group information. To change
information in the directory, you use the Oracle Delegated Administration Services
user interface. OracleAS Portal provides links to the Oracle Delegated
Administration Services for users with sufficient privileges to add and change
users and groups. Refer to Section 6.1.7.4, "Relationship Between OracleAS Portal
and Oracle Delegated Administration Services" for more information.

Oracle Directory Integration and Provisioning. Oracle Directory Integration
Platform notifies OracleAS Portal upon the occurrence of any directory events (for
example, user deletions) to which OracleAS Portal subscribes. In essence, the
directory integration server informs OracleAS Portal when a change occurs in the
directory that requires a change in OracleAS Portal. Refer to Section 6.1.7.3,
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"Relationship Between OracleAS Portal and Oracle Directory Integration Platform"
for more information.

= Oracle Application Server Metadata Repository. The repository is installed in an
Oracle Database 10g and consists of a collection of schemas that contain product
metadata for Oracle Application Server components. Some middle-tier
components, such as OracleAS Portal, store their metadata in this repository and
need access to that metadata during runtime.

-y You'll find additional information in the white paper titled "OracleAS Portal
M o Architecture Overview" on the Oracle Technology Network (OTN),
http://www.oracle.com/technology/.

1.2.2 How Do the Pieces Fit Together?

A portal is comprised of groups of pages, each page divided into regions. The regions
specify how space on a given page is allotted to that page's items and portlets.

1.2.2.1 How Are Pages Assembled in OracleAS Portal?

Each time a user requests an OracleAS Portal page, the page is dynamically assembled
and formatted according to the portlets and layout chosen for that page. Keep in mind
that the parts that comprise the page are typically drawn from a variety of sources. For
example, the page’s layout, look and feel, and user customizations are stored in the
database as part of the overall page definition, completely separate from any page
content. This information may, in turn, be cached by the middle-tier. (However, if
full-page caching is used, pages are not assembled, because they are served directly
out of the cache.)

The portlets that appear on the page can be written in PL/SQL or Java. For PL/SQL
portlets, the source is an OracleAS Metadata Repository database. This could be the
database where the current instance of OracleAS Portal is installed, or some other
OracleAS Metadata Repository database located on a remote server, which is accessed
through the Federated Portal Adapter. If written in Java, a Web provider provides the
portlet from any location accessible from the network, either Internet or Intranet. For
example, you could create a Portal page that displays both the following types of
content:

= Portlet content from an external Web provider.

= Content from a portlet that resides in the OracleAS Metadata Repository.
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Figure 1-4 Portal Page Request Flow

Figure 1-4 shows how a page is assembled. As you can see, when a client requests an
OracleAS Portal page, many Oracle Application Server components must respond to
various parts of the request:

1.

The client browser requests a portal page. OracleAS Web Cache receives this
request.

OracleAS Web Cache forwards the request to the Oracle HTTP Server.

Oracle HTTP Server sends the request to the Parallel Page Engine (PPE) through
mod_oc4;j.

The PPE retrieves the portal page definition. The page definition contains
information about the portlets on a page and their layout.

a. First, it tries to get the cached copy of the definition from OracleAS Web
Cache.

b. If there is a cache miss in OracleAS Web Cache, it checks if the portal cache has
a valid cached copy.

c. Finally, if no valid cached copy of the definition exists, then the OracleAS
Metadata Repository generates a page definition from data in the portal
repository. The portal repository is either in the OracleAS Metadata Repository
or in your customer database.

The PPE parses the page definition. If a fully cached copy of the page exists, then
the page is returned to the client browser through OracleAS Web Cache. If it does
not, the PPE builds the page from cached and non-cached data with the remaining
steps.

For each portlet on the page, the PPE checks if a cached copy of the portlet content
exists in the portal cache, OracleAS Web Cache, or both portal cache and OracleAS
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Web Cache, and then forwards a request to the appropriate provider, through
OracleAS Web Cache (not shown in the image).

7. Each provider either validates the cached portlet or generates content for the
portlet. Web providers return this directly to the PPE using HTTP/S. Database
(DB) providers return the results to the PPE through OracleAS Web Cache, Oracle
HTTP Server, and mod_plsql, using HTTP/S or SOAP.

8. The PPE aggregates the content into a single page. This page is sent to OracleAS
Web Cache.

9. OracleAS Web Cache returns the final page to the client browser.

1.2.2.2 How Does Communication Flow in OracleAS Portal?

The OracleAS Portal implements a distributed architecture consisting of multiple
communication points and protocols. For complex configurations including the
introduction of firewalls and proxies, you need to understand the communication
points, and how the various components of OracleAS Portal integrate together.
Likewise, to allow for the distribution of the various functions across multiple servers,
it is necessary to be aware of the network protocols that are used in the internode
communication.

The OracleAS Portal architecture consists of three basic tiers: the client browser
(pictured at the far left) the middle-tier server (pictured on the bottom left), and the
infrastructure server and repositories (pictured on the top left). Although the default
installation places all servers and repositories on the same host, it is recommended
that you install these functions on separate servers, for increased performance and
high availability.

Figure 1-5 illustrates in detail, the communication flow between the various
components of OracleAS Portal and Oracle Application Server.
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Figure 1-5 Communication Flow and Protocols
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The three tiers and the communication protocols used between them is described next:
s Client
s Infrastructure Tier

s Middle-Tier

Client

»  The client sends a request to OracleAS Portal that is part of the middle-tier, using
the HTTP/S protocol. The use of firewalls and proxies is supported between the
client and the middle-tier.

s If the user needs to be authenticated, the client browser is redirected to the Oracle
HTTP Server in the infrastructure tier. This connection is through HTTP/S and
supports the implementation of both firewalls and reverse proxies in the network
environment.

Infrastructure Tier

The infrastructure tier consists of the Oracle HTTP Server, OracleAS Single Sign-On,
Oracle Internet Directory, and OracleAS Metadata Repository.

»  If the requested page requires authentication, the user is challenged for a
username and password. This function is carried out by the DAD and mod_plsqgl
combination, through a redirection to OracleAS Single Sign-On for authentication.
All authentication requests are communicated using the SQL*Net protocol.
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= OracleAS Single Sign-On verifies user credentials against the Oracle Internet
Directory through LDAP/S. The credentials are compared to those found within
the Directory (LDAP compare) and the result returned to OracleAS Single
Sign-On. Upon successful authentication, OracleAS Single Sign-On creates a single
sign-on cookie. Once the user is authenticated and an appropriate OracleAS Portal
session created, the user may access pages and other objects.

= Asthe Access Control Lists for all Portal objects are held in the OracleAS Metadata
Repository, the OracleAS Portal uses an LDAP/S request to communicate with the
Oracle Internet Directory to query the appropriate user and group membership
information defined in the Directory. When a user first logs in to OracleAS Portal,
the group memberships of the user are copied to the portal node and cached on
that tier. This process allows for fast lookup of object privileges. Once the object
and page privileges of the user are known, the Parallel Page Engine goes on to
generate the page from the appropriate pieces.

= All user provisioning is performed against the Oracle Internet Directory. The
interface between the Infrastructure tier's Oracle HTTP Server and the LDAP
server is through the Oracle Delegated Administration Services servlet. The Oracle
Delegated Administration Services interface uses the LDAP/S protocol to
communicate with the Oracle Internet Directory.

s The OracleAS Single Sign-On model includes the addition of mod_osso, which
allows any URL to be protected within the OracleAS Single Sign-On environment.
Calls to the Delegated Administration Services servlet are protected by the mod_
0sso plug-in, this verifies that the user has been properly authenticated before
providing access to the Oracle Internet Directory. In effect, mod_osso filters the
URL and forwards the HI'TP /S-based request, only if the user has previously been
authenticated.

s The Oracle Directory Integration Platform automatically keeps the locally cached
information up to date with changes in the Oracle Internet Directory. Just as the
Oracle Directory Integration Platform keeps the local cache synchronized with the
Oracle Internet Directory, it also keeps the Oracle Internet Directory synchronized
with any external repository. The Oracle Directory Integration Platform
communicates with the Oracle Internet Directory through LDAP/S.

Middle-Tier

The middle-tier consists of the OracleAS Web Cache, Oracle HTTP Server, Oracle
Application Server Containers for J2EE, and other Oracle Application Server
components.

Note: OracleAS Web Cache and Oracle HTTP Server can be
installed on different hosts to allow scalability and high availability.

= OracleAS Web Cache front ends the middle-tier components and thus optimizes
the throughput of OracleAS Portal. When a page request comes from the browser,
OracleAS Web Cache evaluates the URL and services the request from the cache if
possible. If a requested page is not previously cached, the request is forwarded to
its origin server (Oracle HTTP Server in this case) for generation. As a Web
accelerator, OracleAS Web Cache allows the use of HTTP or HTTPS
communication between itself and:

s The client browser

s The appropriate origin server
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= Both the origin server and the client browser

The Parallel Page Engine (PPE) runs as a servlet within the Oracle Application
Server Containers for J2EE. A URL request to the servlet is forwarded through the
Oracle HTTP Server’s plug-in, mod_oc4j. As a standards-based plug-in, mod_oc4;
communicates with Oracle Application Server Containers for J2EE using the
Apache Java Protocol (AJP).

The PPE itself makes requests to both database providers and Web providers
through HTTP/S-based communication. The render request to a database
provider is through a URL loopback to the Oracle HTTP Server and mod_plsq]l,
while the call to a Web provider is by use of a SOAP-based message protocol over
HTTP/S.

If any Web providers require information from the OracleAS Metadata Repository,
they issue the appropriate call through the PDK using a SOAP-based message
protocol over HTTP/S.

The OracleAS Web Cache component uses an Invalidation-based cache
methodology. If a requested URL can be serviced from the cache, it is assumed to
be correct until the specified URL is invalidated. If a user customizes their
OracleAS Portal experience, or if the privileges configured to use the user changes,
the OracleAS Portal invalidates the appropriate cached objects within OracleAS
Web Cache. To do this, the OracleAS Portal issues a HTTP/S-based request
directly from the OracleAS Metadata Repository to the invalidation port of the
OracleAS Web Cache.

1.3 Understanding Caching in OracleAS Portal

OracleAS Portal uses three methods to cache Web pages and content:

Invalidation-based caching is performed using OracleAS Web Cache. An item
remains in the cache until some event occurs that requires it to be refreshed. For
example, a user may update some item, requiring the cache to be updated. In
response to the event, the OracleAS Metadata Repository or a Provider sends an
invalidation message to OracleAS Web Cache. The next time there is a request for
the invalidated item, it is refreshed in the cache. You can set the expiry time for
invalidation-based caching. See Section 5.7.3.3, "Setting the Expiry Time for
Invalidation-based Caching" for more information.

Validation-based caching is performed using the OracleAS Portal Cache. Before
an item in the OracleAS Portal Cache is used, the Parallel Page Engine, or mod_
plsql, contacts the OracleAS Metadata Repository or a Provider to determine if the
cached item is still valid.

Expiry-based caching also uses the OracleAS Portal Cache. A retention period for
the item specifies how long it is valid in the cache, before a refresh is required.
Pages that use expiry-based caching may also be cached in the user's browser.

1.3.1 Understanding OracleAS Web Cache

OracleAS Web Cache is a powerful server acceleration and load balancing solution.
Using OracleAS Web Cache is required for running OracleAS Portal. OracleAS Web
Cache offers intelligent caching, page assembly, and compression features. OracleAS
Web Cache accelerates the delivery of both static and dynamic Web content, and
provides load balancing and failover features for Oracle Application Server.

To increase the availability and scalability of medium to large deployments, consider
configuring multiple instances of OracleAS Web Cache to run as members of a cache
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cluster. A cluster is a collection of cooperating OracleAS Web Cache instances that
work together to provide a single logical cache. Cache clusters provide failure
detection and failover, increasing the availability of your Web site. If an OracleAS Web
Cache instance fails, other members of the cache cluster detect the failure and take
ownership of the cached content of the failed cluster member. This is achieved because
the nodes that receive requests hold the content, after forwarding the request to the
owner cache node.

By distributing the Web site's content across multiple OracleAS Web Cache servers,
more content can be cached and more client connections can be supported, expanding
the capacity of your Web site. You make use of the processing power of more CPUs
and, because multiple requests are executed in parallel, you increase the number of
requests that are served concurrently

OracleAS Portal functions as a Web Cache origin server to take advantage of the
following Web Cache features:

s Caching dynamically generated, user specific page structure and portlet content
= Fine-grained cache control

= Invalidation-based caching

= Layer 7 load balancing and failover detection

= Performance assurance and surge protection

Portal sites can choose from the following deployment options:

s Co-located: Web Cache runs on the same physical server as the OracleAS Portal
middle-tier. This configuration is appropriate for smaller, low-volume sites where
the scalability of the middle-tier is not a concern.

s Dedicated: Web Cache is deployed on a dedicated server that sits in front of one or
more OracleAS Portal middle-tier servers. Dedicated deployments are usually
preferable to co-located deployments, as there is no risk of resource contention
with other server processes. OracleAS Web Cache performs well on commodity
hardware, so a dedicated deployment does not have to be costly in terms of
hardware expenditure.

For medium to large business Web sites with high volume, the dedicated topology
is advantageous for the following reasons:

= No resource contention. Installing OracleAS Web Cache and OracleAS Portal
middle-tier on different servers will guarantee no competition among different
services for hardware resources.

»  Performance assurance and surge protection. By separating the middle-tier server
and cache server, this topology minimizes compound failure rates. OracleAS
Web Cache offers patent-pending techniques to guarantee site performance
and scalability, even when Web server loads surpass capacity levels. A surge
protection mechanism detects system overload conditions, providing a crucial
buffer against traffic spikes and denial-of-service attacks.

»  Server affinity. OracleAS Web Cache can be used to balance the load between
multiple OracleAS Portal middle-tier servers and providers in a cluster.
Cookies can be used to maintain persistent, or "sticky", connections to a
specific server when necessary to preserve state.

See Also: Section 5.8, "Configuring OracleAS Portal to Use a
Dedicated OracleAS Web Cache Instance”
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To avoid a single point of failure in very high-volume sites, two or more nodes
running OracleAS Web Cache may be deployed behind a Load Balancing Router
(LBR). If you have multiple deployments of OracleAS Portal, each Portal site can have
its own Web Cache server. One or more sites can also share a single Web Cache server.
Similarly, a provider can share a Web Cache with a Portal site, or a dedicated Web
Cache can be deployed in front of the Web server that hosts the provider. Refer to
Section 5.7, "Configuring OracleAS Web Cache Caching in OracleAS Portal" for more
information about configuring OracleAS Web Cache.

In addition to providing failover, an OracleAS Web Cache cluster also balances the
load it forwards to the middle-tier.

Figure 1-6 Adding OracleAS Web Cache to a Medium to Large Portal Configuration
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After the initial request to the owner node, the content is cached across all instances. In
Figure 1-6, the LBR distributes incoming requests to the three OracleAS Web Cache
instances. When the on-demand content is not available on the node receiving the
request, the other instances are checked for the cached content, and the content
matching the request is returned to the Browser.

To take advantage of OracleAS Web Cache's clustering capability, you must configure
each instance as a member of a cache cluster. In this setup, there is no one-to-one
relationship between an OracleAS Web Cache instance and a matching middle-tier
instance. As shown in Figure 1-6, OracleAS Web Cache 1 provides load balancing
between middle-tiers 1, 2, and 3. OracleAS Web Cache 2 and 3 do the same.

See Also: Oracle Application Server Web Cache Administrator’s Guide

You'll find additional information about caching and performance on Oracle

(R
Sr};f: On Technology Network, http://www.oracle.com/technology/.

1.3.2 Understanding Portal Cache

Portal cache is a file system-based cache for OracleAS Portal pages and portlets. Portal
cache supports validation-based caching and expiry-based caching.

Portal cache consists of two kinds of caches:

s Portal Content Cache
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The content cache contains user and system level content generated by OracleAS
Portal, which includes page metadata, database portlets, Web portlets, documents,
style sheets, images, and full-page caches.

s Portal Session Cache

OracleAS Portal uses session cookies to maintain session details for each portal
user. This session cookie is encrypted and contains important information like the
database username, lightweight username and Globalization Support
characteristics of the session. In order for mod_plsql to execute a portal request, it
must get the database username from the session cookie. To avoid an expensive
decrypt operation with each user request, mod_plsql decrypts the session cookie
once and maintains the relevant details in a session cache on the local file system.

Portal content and session cache content resides on the file system, typically under
ORACLE_HOME/Apache/modplsqgl/cache, and is configured in the file ORACLE
HOME/Apache/modplsqgl/conf/cache.conf.

It is possible to increase performance by moving the session cache to a more
performant file system. This takes the form of a memory-based file system that is
commonly available on Windows and UNIX platforms. For more information on
increasing the performance of the portal cache, refer to Section 9.6, "Tuning File System
Cache to Improve Caching Performance".

In multiple middle-tier configurations, you can setup the portal cache for each
middle-tier on a shared file system. This ensures that each middle-tier can share
cached content, rather than each drawing from its own independent cache.

For example, one middle-tier might handle a request for an item by caching it in the
portal cache. Because you typically use a load balancing router for configurations
having multiple middle-tiers, the next request for the item could be handled by a
different middle-tier. This middle-tier could access the cached version if the portal
caches for each middle-tier are shared on a common file system.

Various parameters for configuring portal cache include:

s Cache location

s Total cache size

s Maximum cacheable file size

= Maximum time a cached file can be in the cache system

s Cleanup of the cache storage

See Also:
»  Oracle Application Server Performance Guide

m cache.conf section in the Oracle HI'TP Server Administrator’s
Guide.

1.3.3 Understanding Cache Invalidation in OracleAS Portal

OracleAS Portal makes use of two caching systems - OracleAS Web Cache, and portal
cache. OracleAS Web Cache supports invalidation-based caching and expiry-based
caching. The portal cache supports validation-based caching and expiry-based
caching.

Cache invalidations can be classified into two groups:

s Hard Invalidations

1-16 Oracle Application Server Portal Configuration Guide



Understanding Caching in OracleAS Portal

Hard invalidations are queued up over the duration of a single browser request
and are then processed when the OracleAS Portal Ul action completes. The results
will be seen immediately. Most page edits and all portlet customizations are
treated as hard invalidations.

s Soft Invalidations

Soft invalidations are queued up over many browser requests and are then
processed later by the soft invalidation database job. Security related changes, for
example, granting privileges on a page to a user or group, are treated as soft
invalidations.

1.3.3.1 Cache Invalidation Resource Requirements

Large numbers of cache invalidations may slow down the system for the following
reasons:

s Communication with OracleAS Web Cache

When either hard or soft invalidations are processed, a TCP/IP connection is
established with the OracleAS Web Cache invalidation port from the OracleAS
Metadata Repository, to send invalidation messages.

For both hard and soft invalidations, all the messages queued are sent using a
TCP/IP connection to OracleAS Web Cache. OracleAS Web Cache receives these
invalidation messages and attempts to invalidate cached data. This load may affect
OracleAS Web Cache’s ability to respond to requests for data.

s Cache invalidation queue storage

Both hard and soft invalidation messages are queued into a database table in the
OracleAS Metadata Repository. As the queue grows in size, more database
resources are required to maintain the queue.

s Cache invalidation queue optimization

During the processing of hard or soft invalidation messages, queue optimization
removes duplicate or unnecessary invalidation messages. For example, if a page
group is being invalidated, individual invalidation messages for pages in the page
group are unnecessary. If a large number of invalidation messages have been
queued up, the optimization process may take a long time.

1.3.3.2 Cache Invalidation and Multiple DADs

OracleAS Portal supports invalidation of data cached in OracleAS Web Cache based
on the DAD for a given Portal instance.

Invalidation messages sent to OracleAS Web Cache require the DAD information to be
included. This is because data cached in OracleAS Web Cache uses the URL as one of
the cache lookup keys and the URLs used to access Portal data contain the DAD name.
Therefore, the DAD name must be included explicitly in the invalidation message.

WARNING: The use of multiple DADs to access a single Portal
instance is not supported.

1.3.4 What’s Next?

Now that you have a basic understanding of the Oracle Application Server
architecture, how OracleAS Portal fits in, and the working of caching in OracleAS
Portal, you're ready to move on to Chapter 2, "Planning Your Portal". By the end of
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that chapter, you should have a good idea of how you want to configure your
installation.
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Planning Your Portal

This chapter details the task flow involved in planning, installing, configuring, and
administering Oracle Application Server Portal. After reading this chapter, you should
understand how to plan the hardware and software you need to effectively build a
portal.

This chapter contains the following sections:
s What Do I Need to Consider?
s What Do I Need to Do?

Note: If you are unfamiliar with the terms used in this chapter,
you may want to review Chapter 1, "Understanding the OracleAS
Portal Architecture".

2.1 What Do | Need to Consider?

To develop a plan for configuring your portal, it is critical that you have a firm grasp
of the goals you want your system to achieve. Take a look at the following sections to
see what’s involved in each of these crucial decision points:

= Which Topology Is Right for Me?

=  How Much Hardware Do I Need?

= How Can I Maximize Performance?

=  How Can I Make My Portal Scale?

= How Can I Make My Portal Highly Available?

= How Can I Secure My Portal?

=  How Should I Configure My Hardware and Software?
= Getting the Most Out of Your Configuration

2.1.1 Which Topology Is Right for Me?

Oracle Application Server offers a variety of topology options. The Oracle Application
Server recommended topologies range from small general development
implementations to very large enterprise-wide implementations.

See Also: Overview of the recommended topologies in Oracle

Application Server Concepts located in the Oracle Application Server
10¢ Documentation Library.
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2.1.2 How Much Hardware Do | Need?

Servers, databases, and resources supporting your Web portal must handle wide
variations in user traffic, especially during peak intervals.

As with any Web portal, the server and database capacity with which you'll need to
deploy a portal largely depends on the number of user requests that you anticipate.
Displaying a single page to a user may require many separate transactions, from
verifying whether the user has permission to view the page, to loading the images that
appear on the page, to calling a style sheet that contains formatting information for the
page.

The upper and lower limits of what you'll need are determined by how you expect
your users to use the portal. At a minimum, you'll need enough server capacity to
satisfy the average load during a work day, with response times that are acceptable to
your user base. If possible, you should strive to satisfy the volume of page requests
you anticipate during peak intervals of high user activity. Hardware resources such as
CPU, memory, I/O capacity, and network bandwidth are key to reducing response
times. You must install OracleAS Portal on a server or group of servers that can handle
a large number of transactions, or your users will experience slow response times.

Adding more servers and database capacity will certainly improve your Web portal’s
performance, but unless you have unlimited funds at your disposal, you'll need to
balance good performance against the costs configured to use each new piece of
hardware and software.

See Also: Oracle Application Server Administrator’s Guide

2.1.3 How Can | Maximize Performance?

Response time is the time between the receipt of a user request and the completion of
the response to the request. Your Web portal should respond as quickly as possible
with the least amount of software and hardware overhead. Some performance
considerations are:

» Distributing the load

If you anticipate a heavy volume of traffic on your Web portal, you can distribute
the load across multiple servers, each with its own middle-tier instance. If one
server is overloaded with too much traffic, a second server can handle the
overflow. For more information, see Section 2.1.8.1, "Load Balancing".

»  Protecting against failures

A distributed OracleAS Portal configuration offers improved performance over a
single machine configuration because you are making more software and
hardware resources available to the Web portal. You can use additional servers
and software to provide failover, thus ensuring system stability. For more
information, see Section 2.1.8.2, "Failover and Redundancy".

= Implementing cache clusters

To increase the availability and scalability of medium to large deployments, you
can configure cache clusters. Cache clusters provide failure detection and failover,
increasing the availability of your Web site. For more information, see Section 1.3,
"Understanding Caching in OracleAS Portal".

See Also: Oracle Application Server Performance Guide
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2.1.4 How Can | Make My Portal Scale?

Clustering enables you to scale your system beyond the limitations of a single
application server instance on a single host. A cluster unifies multiple application
server instances spread over multiple hosts to collectively serve a single group of
applications. In this way, clustering makes it possible to serve increasing numbers of
concurrent users after the capacity of a single piece of hardware is exhausted. For more
information, see Section 2.1.8.3, "Scalability", and Section 1.3, "Understanding Caching
in OracleAS Portal".

2.1.5 How Can | Make My Portal Highly Available?

Clustering also enables you to achieve a higher level of system availability than is
possible with only a single application server instance. An application running on a
single instance of an application server is dependent on the operating system and host
on which the server is running. In this case, the host poses as a single point of failure
because if the host goes down, the application becomes unavailable.

Application server clusters enable higher availability by providing redundancy and
backup and eliminating a single point of failure. Clients access the cluster through a
load balancing router that can send requests to any application server instance in the
cluster. In the case that an application server instance becomes unavailable, the load
balancing router can continue forwarding requests to the remaining application server
instances, as any instance can service any request.

See Also: Oracle Application Server High Availability Guide

2.1.6 How Can I Secure My Portal?

Sensitive data should be secured without affecting content that you want to make
available to all users.

To support a flexible approach to controlling access to Web content, OracleAS Portal
leverages other components of Oracle Application Server and Oracle Database 10g to
provide strong protection for your portal. OracleAS Portal interacts with all of the
following components to implement its security model:

= Oracle Application Server Single Sign-On

= mod_osso, an Oracle HTTP Server listener module, which implements SSL-based
traffic.

= Oracle Application Server Web Cache

»  Oracle Internet Directory

= Oracle Delegated Administration Services
= Oracle Directory Integration Platform

For more information, see Chapter 6, "Securing OracleAS Portal".

2.1.7 How Should | Configure My Hardware and Software?

This section discusses how you should configure your hardware and software
installations for optimal use of OracleAS Portal and all related Oracle Application
Server components. This section explains how you can configure your hardware to set
up a small development environment, as well as deploy larger sites serving many
users.
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2.1.7.1 Using a Single Machine

In the simplest configuration, all of the component pieces (application server and
infrastructure) are installed on a single machine as shown in Figure 2-1. In fact, a
single database could also reside on the machine, containing separate schemas for
OracleAS Portal, Oracle Internet Directory, and OracleAS Single Sign-On.

Figure 2-1 OracleAS Portal Single Machine Configuration

Application Server

This configuration works nicely in a small development environment in which your
developers are using OracleAS Portal’s declarative interface to build pages, portlets
and applications. It also easily supports a small deployment of the finished Web
portal. If you expect to deploy a larger site that delivers more content to more users,
you’ll need more than a single server or the simple configuration shown in Figure 2-1.

2.1.7.2 Using Multiple Machines

If a single machine configuration does not suit your needs, consider moving the
various pieces of the OracleAS Portal architecture to other machines. A rule of thumb
when configuring your Web portal is: the larger the site, the more servers you'll
require, each server performing more specialized work. Adding extra hardware
increases performance. Adding more software instances supports redundancy.

Deployment options for configuring larger Web portal sites include:

= Separating the Middle-Tier from the OracleAS Metadata Repository
» Installing Oracle Identity Management Separately

= Adding Middle-Tier Instances

» Installing OracleAS Web Cache Separately from the Middle-Tier

= Configuring High Availability for the Infrastructure

These tasks should be performed in the order they appear in on this list until you are
satisfied that your configuration can handle the demands of your deployed Web
portal. If your site must handle only a moderate workload, you could first separate the
middle-tier from the database, then think about moving Oracle Identity Management
to another server. You probably won’t need to perform all of these configuration tasks.
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But as the site grows, you should expand its underlying configuration by following the
sequence shown in this list.

Note: Before you go online with your Web portal, it’s a good idea
to set up and test a small pilot system. This enables you to gather
valuable configuration and tuning information based on real usage
patterns, without affecting the users you plan to serve.

2.1.7.21 Separating the Middle-Tier from the OracleAS Metadata Repository The first thing
you should consider when configuring a larger system is installing the middle-tier
separately, as shown in Figure 2-2.

See Also: Oracle Application Server Performance Guide

Figure 2-2 Separating the Application Server Middle-Tier from the Infrastructure
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This frees the OracleAS Metadata Repository and the middle-tier from having to
compete for hardware resources, such as I/O, memory, and disk space. Installing them
on separate machines also gives you more flexibility in performance tuning. This is
important for sites that plan on storing a lot of content in the OracleAS Metadata
Repository. Tuning parameters, such as those for an operating system, are different
from those for middle-tier components such as the HTTP server. Setting a performance
parameter for one may not provide optimal performance for another.

In 10g Release 2 (10.1.2), the Oracle Universal installer can install a new database
seeded with the OracleAS Metadata Repository, or it can use an existing database
(customer database). If you want to use an existing database, you need to run the new
Oracle Application Server Metadata Repository Creation Assistant tool, available on
the OracleAS Metadata Repository Creation Assistant CD-ROM, to populate the
existing database with the OracleAS Metadata Repository. You do this before running
the installer to install other Oracle Application Server components.

2.1.7.2.2 Installing Oracle Identity Management Separately OracleAS Single Sign-On
authenticates user credentials against Oracle Internet Directory for OracleAS Portal
and other applications, thus requiring users to log on to the Web portal only once with
a single username and password, to enable access to multiple accounts and
applications.
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Once users have logged in to a deployed OracleAS Portal site, they can access any
other OracleAS Single Sign-On secured application from portlets within the portal.

As shown in Figure 2-3, Oracle Identity Management is located on a different machine
from the OracleAS Metadata Repository. A single instance of Oracle Identity
Management can be configured to work with multiple Oracle products, including
multiple instances of the OracleAS Portal middle-tier.

Figure 2-3 Oracle Identity Management Installed on a Separate Machine
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The system shown in Figure 2-3 is an example of a distributed configuration. The
configuration includes a centralized Oracle Identity Management server that could
support multiple middle-tier instances. Moving Oracle Identity Management to its
own server gives you the flexibility to tune its performance independently of the
database and middle-tier.

In addition, isolating Oracle Identity Management from middle-tier installations
ensures greater stability for the entire distributed system. If the machine where a
middle-tier is installed fails, OracleAS Single Sign-On and other middle-tier instances
that rely on it to validate logins are not affected. Additionally, different security
policies can be used to manage the various machines in the configuration.

See Also: Oracle Application Server Installation Guide

2.1.7.2.3 Adding Middle-Tier Instances You can add redundant middle-tier instances,
each with identical configuration settings, to support the largest Web portals. The
added middle-tier instances are shown in Figure 2—4. It is a good idea to install each
middle-tier instance on its own machine to isolate any hardware failures.
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Figure 2—4 Multiple Middle-Tiers
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The middle-tier forwards user requests for portal pages to a provider, then assembles
the pages with the returned content. As you add more middle-tier instances to your
OracleAS Portal configuration, you increase the capacity for user requests and
improve the overall performance of your portal. In addition, because the middle-tier
performs some processing before forwarding a request, less time is spent sending and
receiving data over the network. Database and network resources are used more
efficiently.

Note: For this configuration, you must use a Load Balancing Router
(LBR). See Section 2.1.8.1, "Load Balancing" for more information.

2.1.7.2.4 Installing OracleAS Web Cache Separately from the Middle-Tier You can also
separate the OracleAS Web Cache server from the middle-tier to enable better caching
of data, faster request times, and reduction in the load on the middle-tier. This also
improves the performance of OracleAS Portal.

2.1.7.25 Configuring High Availability for the Infrastructure In Oracle Application Server
10g, all Oracle High Availability (HA) solutions, including Cold Failover Cluster, Data
Guard, and RAC, are supported for the OracleAS Infrastructure.

See Also: Oracle Application Server High Availability Guide

2.1.8 Getting the Most Out of Your Configuration

A distributed OracleAS Portal configuration offers improved performance over a
single machine configuration because you are making more software and hardware
resources available to the Web portal. But there are other benefits. You can use
additional servers and software to provide failover, thus ensuring system stability. And
you can deal with wide fluctuations in the amount of work your Web portal is
expected to perform over the course of a day using load balancing between multiple
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servers. Finally, you can add more servers to a distributed configuration to support
more users, thus providing scalability.

2.1.8.1 Load Balancing

If you anticipate a heavy volume of traffic on your Web portal, you can distribute the
load across multiple servers, each with its own middle-tier instance. If one server is
overloaded with too much traffic, a second server can handle the overflow.

Oracle Application Server provides its own load balancing capability by pooling
server instances to service incoming requests. If one instance does not respond, then
the request is forwarded to another instance. This ensures that content and
applications are always available to users of your deployed site.

For very large sites, you can add a Load Balancing Router (LBR) to distribute incoming
requests to the middle-tier servers, as shown in Figure 2-5. An LBR is a very fast
network device that distributes network requests across a large number of servers. It
provides users of your Portal with a single published address, instead of them having
to send each request to a particular middle-tier server.

Figure 2-5 Multiple Server Configuration Using a Load Balancing Router
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See Section 5.3, "Configuring Multiple Middle-Tiers with a Load Balancing Router" for
more information on adding an LBR to distribute incoming requests to middle-tier
servers.

As an example, the high traffic personal site, My.Oracle.com (MOC), uses an LBR to
sort requests. Because the software logic for distributing loads is contained in the LBR
itself rather than installed separately on each individual middle-tier server, an LBR
lowers the overall administrative costs of your configuration. MOC is both an intranet
and extranet Web site. It provides Oracle employees with a single customizable entry
point to all of Oracle’s online services as well business information from external
providers.

Adding an LBR can also help your configuration deal with load variations. Users may
access your site, use its applications, and request content at a much higher frequency
during certain peak intervals, for example, between 9 AM and 10 AM when most users
log on to begin their work day. During these periods of heavy traffic, the LBR can
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distribute page requests among the various middle-tier instances to ensure quick
response times.

If your peak load occurs on a regular basis, consider a configuration that specifically
addresses the need to handle peak load requirements. If your peak load is infrequent,
you may be willing to tolerate slower response times at peak intervals rather than
spend additional money on hardware.

Note that the LBR itself can be configured to support failover. The My.Oracle.com
configuration in Figure 2-6 could add a second LBR, which would be available in case
the primary router fails.

2.1.8.2 Failover and Redundancy

Failover is the ability to switch to a backup when part of your system fails, such as a
server or database. When an Oracle Database 10g fails, for example, it restarts using
any preserved state information from the backup.

Redundancy is the technique of providing duplicate machines configured identically.
The redundant machines provide enough capacity to service requests, and provide
backups in case of failures and errors. You implement redundancy by increasing the
number of machines in your configuration. One server is typically active while the
other monitors the first server’s activity, ready to take over if it fails.

As shown in Figure 2-6, My Oracle.com provides for failover using an additional
middle-tier server that can take over if any of the other servers encounter problems
that cause them to fail.

Note: The components depicted in Figure 2-6 represent only one
of many possible configurations. Oracle does not expressly
recommend or endorse these specific vendors, or components, or
both.

Figure 2-6 My Oracle.com Middle-Tier Configuration
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To set up redundant middle-tier instances, you configure the original and each
redundant instance with identical server name and server port entries, for example,
my.oracle.com and port 5000.

One alternative to redundancy is to setup failover by using any excess capacity that

you have in your overall configuration. For example, you might have four middle-tier
servers, each running at 75% capacity. If one server fails, the other three can take over
the workload of the fourth (25% X 3 = 75%, which is the capacity of the failing server).

2.1.8.3 Scalability

Scalability is the ability of a Web portal to handle more requests as the number of users
and the volume of content increases over time. As the portal handles more traffic,
users should not notice any change in performance, as measured by response intervals
and frequency of errors. If scalability is your goal, you need a flexible configuration
that will enable you to add database capacity and servers incrementally as needed
without adversely affecting the rest of your configuration.

When My.Oracle.com (MOC) was set up, for example, it was initially expected to serve
approximately 40,000 Oracle employees. The user base is anticipated to expand
eventually to a million and a half, most of them users of the Oracle Technology
Network (OTN), each automatically provided with an MOC account.

2.2 What Do | Need to Do?

Moo

0T

LT

This section describes the task flow involved in planning, installing, configuring, and
administering OracleAS Portal.

Successfully deploying OracleAS Portal consists of the following steps:
1. Planning Your Portal

Upgrading OracleAS Portal (if necessary)

Verifying Pre-Installation Requirements

Installing Oracle Application Server

a & 0N

Performing Post-Installation Configuration (basic configuration and
administration)

6. Performing Advanced Configuration
7. Securing OracleAS Portal

8. Monitoring OracleAS Portal

9. Troubleshooting OracleAS Portal

The following sections provide high-level descriptions of each step and point to more
detailed information in various locations, including this configuration guide, other
Oracle Application Server 10g Documentation Library books, technical white papers,
and on Oracle Technology Network, http: //www.oracle.com/technology/.

2.2.1 Planning Your Portal

ool

Maore

L

O

If you are new to OracleAS Portal, you may benefit from reading Chapter 1,
"Understanding the OracleAS Portal Architecture” to understand how OracleAS Portal
fits into the Oracle Application Server architecture.

These white papers may also be helpful:

s OracleAS Portal Architecture Overview
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s Planning Your OracleAS Portal Configuration

You can find these white papers on the Oracle Technology Network (OTN) at
http://www.oracle.com/technology/.

2.2.2 Upgrading OracleAS Portal

+ You'll find the latest information on upgrading from an earlier release of OracleAS
" More On Portal on Portal Center, http: //portalcenter.oracle.com/upgrades. On the
Fortal Center , .
Upgrade page, you'll find:

s Instructions for downloading the upgrade scripts

= Online documentation in the form of the OracleAS Portal - Upgrading the
Database Repository Release 3.0.9 to 9.0.4, and OracleAS Portal - Upgrading the
Database Repository Release 9.0.2 to 9.0.4 guides.

= Links to related documentation, such as Database Migration guides and the Oracle
Application Server Migration guides.

2.2.3 Verifying Pre-Installation Requirements

To ensure a smooth installation, you must verify that you have fulfilled all
prerequisites and have performed all pre-installation steps. The Oracle Application
Server Installation Guide contains the general Oracle Application Server requirements,
while Chapter 3, "Installing OracleAS Portal" discusses the portal-specific steps.

2.2.4 Installing Oracle Application Server

The Oracle Application Server Installation Guide contains the steps for installing the
Oracle Application Server middle-tier and infrastructure required to run OracleAS
Portal. You'll find additional information in Chapter 3, "Installing OracleAS Portal".

2.2.5 Performing Post-Installation Configuration

Chapter 4, "Performing Basic Configuration and Administration" contains information
about all the post-configuration tasks that can be performed by the OracleAS Portal
administrator.

o You'll find additional information in the paper "Strategies for Administering Privileges
J M o in OracleAS Portal,"” on Oracle Technology Network,
http://www.oracle.com/technology/.

2.2.6 Performing Advanced Configuration

Part I1I, "Advanced Configuration Topics" is targeted at the Oracle Application Server
administrator. Chapter 5, "Performing Advanced Configuration" provides instructions
on how to perform more advanced OracleAS Portal configuration and integration
configuration, including virtual hosts, Load balancing routers, proxy server, OracleAS
Web Cache and OracleAS Single Sign-On configuration. Other chapters in the part
deal with setting up Search, Import and Export, and more.

2.2.7 Securing OracleAS Portal

Chapter 6, "Securing OracleAS Portal" contains in-depth information on how to
configure the security features in OracleAS Portal.
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2.2.8 Monitoring OracleAS Portal

OracleAS Portal can be monitored through the Oracle Enterprise Manager 10g
Application Server Control Console. Additionally there are performance reports that
can be generated to monitor performance.

See Chapter 7, "Monitoring and Administering OracleAS Portal" for more information
on monitoring OracleAS Portal.
You'll find additional information on the following topics, on Oracle Technology
;}J'_l;';:' i Network, http://www.oracle.com/technology/.
»  The paper "Tuning Oracle Net Services to optimize mod_plsql Database access times"

»  The paper "Object Access Reporting from the Performance Logs in Oracle9iAS Portal".

2.2.9 Troubleshooting OracleAS Portal

Appendix K, "Troubleshooting OracleAS Portal" discusses various issues and ways for
resolving and diagnosing problems.

Refer to the book Oracle Application Server Portal Error Messages Guide, for more
information on error messages.

2-12 Oracle Application Server Portal Configuration Guide



Part li

Installation and Basic Configuration

Part two contains the following chapters:
s Chapter 3, "Installing OracleAS Portal"

»  Chapter 4, "Performing Basic Configuration and Administration"






3

Installing OracleAS Portal

This chapter provides a brief overview of what is installed and configured, by default,
in the process of installing OracleAS Portal. For complete instructions on how to install
and configure the infrastructure and the middle-tier in different topologies, refer to the
Oracle Application Server Installation Guide.

This chapter contains the following sections:

= What Is Installed and Configured By Default?

»  Accessing OracleAS Portal After Installation

s Configuring OracleAS Portal During and After Installation

t If you are planning to upgrade OracleAS Portal from a previous release, you'll need to
; More On refer to the Upgrade documentation on Portal Center,
fortal Center http://portalcenter.oracle.com/upgrades.

3.1 What Is Installed and Configured By Default?

The Installation of OracleAS Portal consists of two phases:
= Oracle Application Server Infrastructure Installation

= Oracle Application Server Middle-tier Installation

Oracle Application Server Infrastructure Installation

The OracleAS Infrastructure installation consists of the Oracle Application Server
Single Sign-On, Oracle Internet Directory, Oracle Delegated Administration Services,
and the Oracle Application Server Metadata Repository.

The OracleAS Metadata Repository component of Oracle Application Server 10g
creates a new database and populates it with a collection of schemas used by Oracle
Application Server components, such as the OracleAS Portal metadata schema during
an infrastructure installation.

If you plan to install the OracleAS Metadata Repository, including the OracleAS Portal
schema, in a customer database, you need to run the Oracle Application Server
Metadata Repository Creation Assistant tool, available on the OracleAS Metadata
Repository Creation Assistant CD-ROM, to populate the existing database with the
OracleAS Metadata Repository. You must do this before running the installer to install
other Oracle Application Server components. Refer to the Oracle Application Server
Installation Guide for more information.

When you install OracleAS Portal, some default database schemas and user accounts
are also installed. The default database schemas are described in Section 6.3.1,
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"Configuring OracleAS Portal Security Options" in Section 6, "Securing OracleAS
Portal".

Oracle Application Server Middle-tier Installation

During the Oracle Application Server middle-tier installation, OracleAS Portal gets
configured to use the infrastructure services. The deployment of the portal
applications in the middle-tier also occurs at this time. The following steps are
performed at this time:

1. OracleAS Portal is added as a partner application to OracleAS Single Sign-On.

2. OracleAS Web Cache configuration information is stored in the OracleAS Portal
schema in the OracleAS Metadata Repository.

User and Group information gets created in Oracle Internet Directory.
The Oracle Application Server Provider Group is added to OracleAS Portal
OracleAS Portal Service Monitoring is configured.

The Provider Ul is configured to work with OracleAS Portal. The middle-tier URL,
used to access the provider Ul framework from OracleAS Portal is added to the
global settings page.

o o & W

7. The default Web providers, OmniPortlet and WebClipping, are registered.
8. The Wireless configuration information is configured.
9. Oracle Text and UltraSearch are configured.

10. An entry for OracleAS Portal is created in the Oracle Enterprise Manager 10g
targets.xml file.

11. The file ias.properties is updated.

12. The OracleAS Portal DAD is created, using the parameters provided at installation
time.

13. The Portal dependency file iasconfig.xml is created. See Section A, "Using the
Portal Dependency Settings Tool and File" for details.

14. The file cache.xml is created.

The details for these steps are available, after the installation, in the file MID TIER
ORACLE_HOME/assistants/opca/install.log

»s  The OracleAS Portal default user accounts and groups are described in
Section 6.1.2.1, "OracleAS Portal Default, Seeded User Accounts" and
Section 6.1.2.2, "OracleAS Portal Default, Seeded Groups".

Out of the box, the initialization parameters for this new database are suitable for a
very small OracleAS Portal configuration with few users. If you plan to use OracleAS
Portal, it is recommended that you modify the initialization parameters for the
database based on the requirements for installing the OracleAS Metadata Repository
in an existing database, using the settings specified in the Oracle Application Server
Installation Guide. As you make changes in your configuration, you may need to
further tune the initialization parameters based on the size of your configuration, and
the number of simultaneous users of OracleAS Portal.

3.2 Accessing OracleAS Portal After Installation

This section details the steps you should take to access OracleAS Portal after
installation:
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1. After you install Oracle Application Server, go to the Oracle Application Server
page athttp://hostname.domain: 7777 (7777 is the default port number

used during installation). Here you can view the documentation library, take the
Quick Tour, and run some demos. To run the demos, click the Demonstrations tab
then select Portal and Wireless from the Navigation panel.

2. Access OracleAS Portal by entering the following URL in your browser:

http://<hostname>:<portnumber>/pls/<dad>

The Portal Builder page is displayed.

The following table explains the components that make up the URL used to access
OracleAS Portal.

Table 3—1 Portal URL Descriptions

Parameter

Description

hostname

Defines the machine on which you installed OracleAS Portal.

Enter both the hostname and the fully qualified domain name. For
example, enter host . domain. com.

This name must also match the ServerName parameter in the
configuration file, ht tpd. conf, located in:

ORACLE_HOME/Apache/Apache/conf

port number

Defines the port number to access OracleAS Portal.

pls Defines the virtual path and indicates that the request is for a PL/SQL
procedure which alerts the Oracle HTTP Server to reroute the request
to mod_plsql.

dad Defines the Database Access Descriptor (DAD) you specified earlier

for your OracleAS Portal installation. The DAD contains information
on how to connect to the database. By default the DAD is "portal'.

3. Click the Login link, located in the top right corner as shown in Figure 3-1:

Figure 3—1 Login Link

Portal Builder

Haome Builder Help .

4. Login as the portal user, using the ias_admin password.

Note:

Portal creates its users in Oracle Internet Directory only once,

based on the Portal schema in the Application Server Metadata
Repository. Subsequent middle-tier installations that use the services
of the same Portal schema in the Application Server Metadata
Repository do not create or update users in Oracle Internet Directory.
Therefore, the portal password is the ias_admin password of the first
middle-tier that uses the services of the Application Server Metadata
Repository.

5. After you have verified that OracleAS Portal is up and running, by logging in, you
can run the OracleAS Portal Diagnostic Assistant (PDA) and view the generated
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reports for additional verification. Refer to Section K.2.4, "Using the OracleAS
Portal Diagnostics Assistant” for instructions on how to run the PDA.

3.3 Configuring OracleAS Portal During and After Installation

During a middle-tier installation, that includes OracleAS Portal, you can specify if you
want to configure, and automatically start OracleAS Portal at the end of the
installation. If you select that option, Oracle Universal Installer (OUI) will go configure
OracleAS Portal in two phases:

1.
2

OracleAS Portal middle-tier deployment
OracleAS Portal schema configuration in the OracleAS Metadata Repository

If you choose not to configure OracleAS Portal, and want to do this later, you need to:

Use Oracle Enterprise Manager 10g Application Server Control Console to deploy
OracleAS Portal on the middle-tier. Refer to Section 7.2.2, "Using Application
Server Control Console to Configure OracleAS Portal" for more information.

Use the Portal Dependency Settings file and tool, to perform the OracleAS Portal
schema configuration in the OracleAS Metadata Repository. You need to perform
this step, because OracleAS Metadata Repository configuration is not performed
by default, when you use Application Server Control Console, so that existing
configuration entries in the OracleAS Metadata Repository are not automatically
overwritten. Refer to Appendix A, "Using the Portal Dependency Settings Tool
and File" for more information.

You can update the OracleAS Metadata Repository with any changes made to the
Portal Dependency Settings file iasconfig.xml, related to middle-tier component
properties, such as OracleAS Web Cache, and Oracle Enterprise Manager 10g.

Portal does not support serving two middle-tiers from a single repository, unless it is
front-ended by a load balancing router (LBR). Refer to Section 5.3, "Configuring
Multiple Middle-Tiers with a Load Balancing Router" for instructions on how to set up
OracleAS Portal with an LBR. If you want to add additional middle-tiers to a farm that
is already using OracleAS Infrastructure Services, you do not want to overwrite the
existing configuration entries during the deployment. In this case, you would install
the additional middle-tier without configuring OracleAS Portal, then configure
OracleAS Portal, using Application Server Control Console, and finally update the
Portal Dependency Settings file.

Note: By default, iasconfig.xml resides in ORACLE_
HOME/portal/conf. If the Portal Dependency Settings file is
accessible over a network file system, you can share the file across
multiple hosts, avoiding the need to manually replicate it every
time the file is modified. If the installation is running on an
operating system that supports symbolic links, it is recommended
that you use this mechanism to reference a shared file. If, however,
the Portal Dependency Settings file is not accessible over the
network, you must ensure that the file is kept up-to-date with
changes to your site topology. Refer to Section A.2.4, "Updating the
Portal Dependency Settings File" for more information.

To use Application Server Control Console to deploy OracleAS Portal on the
middle-tier, follow the following steps outlined in Section 7.2.2, "Using Application
Server Control Console to Configure OracleAS Portal".
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At this point, your OracleAS Portal middle-tier components are deployed, and
configured. The DAD has been created, and the Portal Dependency Settings file
iasconfig.xml has been updated.

To update the OracleAS Metadata Repository with any changes made to the Portal
Dependency Settings file iasconfig.xml, run the script pt1config, located in the
directory ORACLE_HOME/portal/conft, as follows:

ptlconfig -dad portal

Additional middle-tiers are often added to production sites, to improve scalability. The
two-phased process described in the preceding text allows the flexibility of adding
additional middle-tiers, without system downtime.
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Performing Basic Configuration and
Administration

This chapter assumes that OracleAS Portal has been installed as part of the Oracle
Application Server and addresses the basic tasks that the portal administrator can
perform after installation is complete.

This chapter contains the following sections:

s Getting Started with OracleAS Portal Administration
»  Finding Out Information About Portal

s Performing Basic Page Administration

s Configuring Self-Registration

s Performing Basic Portal Administration

= Configuring Mobile Support in OracleAS Portal
= Managing Users, Groups, and Passwords

s Configuring Browser Settings

»  Configuring Language Support

s Configuring OracleAS Portal for WebDAV

4.1 Getting Started with OracleAS Portal Administration

Basic OracleAS Portal configuration can be performed on the Administer tab available
from OracleAS Portal. Additionally, there are other administrative tools available to
configure OracleAS Portal, and its related components.

This section will introduce you to the various different administrative tools:
= Using the OracleAS Portal Administer Tab
= Using Additional Administrative Tools

4.1.1 Using the OracleAS Portal Administer Tab

The OracleAS Portal framework provides administrative services, such as access to
monitoring and configuration tools, single sign-on, directory integration, caching, and
security. A lot of the features needed to manage users and groups, to set up security
and search features, and to administer the portal and database are incorporated into a
series of dialog boxes accessed through portlets on a Portal page.
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After you have installed OracleAS Portal, you need to log in as an administrator, to
perform various administrative functions.

After you have logged in to OracleAS Portal, the Portal Builder page is displayed to

you, as shown in Figure 4-1:

Figure 4-1 The Portal Builder Page
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Click the Administer tab to view all the sub-tabs and portlets that help you administer
the Portal. The Administer tab is shown in Figure 4-2.
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Figure 4-2 The Administer Tab on the Portal Builder Page
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You will see the following sub-tabs in the Administer tab screen:

»  Portal - This sub-tab enables you to create users and groups, administer the SSO
server, and administer other services including Oracle Internet Directory, Oracle
Ultra Search, Oracle Application Server Web Cache, proxy settings, and so on.

»  Portlets - This sub-tab enables you to view the Portlet repository and its refresh log
file contents, and register remote providers and provider groups.

= Database - This sub-tab enables you to create and edit database schemas, create

and edit database roles, and monitor database information like database
parameters, memory consumption, and database storage details.

Portal

This sub-tab under the Administer tab in the Builder page contains the portlets shown
in Table 4-1. This sub-tab is displayed by default when you click the Administer tab.
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Table 4—1 Portlets in the Portal Sub-Tab

Portlet Name Enables You to

Services = Specify default home page, default style, and so on.

= Administer users and groups in the Oracle Internet
Directory or configure the directory settings.

= Administer log registry.
s Establish basic and advanced search features.
»  Specify Proxy Server settings.

= Administer and monitor the performance of
OracleAS Portal and its dependent components
such as the Oracle HTTP Server, mod_plsql
Services, Parallel Page Engine Services, OracleAS
Web Cache, OracleAS Metadata Repository, Oracle
Ultra Search, and providers using the Oracle
Enterprise Manager 10g Application Server Control
Console.

See Chapter 7, "Monitoring and Administering
OracleAS Portal" for more information on administering
the log registry and monitoring Portal performance.

SSO Server Administration «  Edit SSO Server configuration.

»  Create or edit configuration information for partner
applications.

s Create or edit configuration information for
external applications.

See Chapter 6, "Securing OracleAS Portal" for more
information.

Note: You will need to login as an Oracle Application
Server administrator, such as orcladmin, to change SSO
settings. The Portal administrator (portal) does not have
sufficient privileges to edit components other than
OracleAS Portal.

Export/Import Transport Set =  Export a transport set.
= Import a transport set.

= Browse the status of, download scripts for, reuse, or
delete transport sets.

See Chapter 10, "Exporting and Importing Content" for
more information.

User »  Create new users and specify account information.
»  Edit or delete users.

Portal User Profile = Establish the user's preferences and global privilege
information in the Portal.

Group = Create groups, assign users to them, and designate
group administrators.

= Edit or delete groups.

Portal Group Profile = Establish the group's preferences and privilege
information in the Portal.

Portlets

This sub-tab under the Administer tab in the Builder page contains the portlets shown
in Table 4-2.
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Table 4-2 Portlets in the Portlets Sub-Tab

Portlet Name Enables You To

Portlet Repository = View and refresh all local and remote portlets.
= Refresh information about all the portlets in the repository.
= View Portlet Repository refresh log.

Remote Providers = Add a provider to the portlet repository.

= Change configuration and access information about a
provider.

Remote Provider Group = Register multiple providers with a single URL.

= Edit a Provider Group registration.

Database

This sub-tab under the Administer tab in the Builder page contains the portlets shown
in Table 4-3.

Table 4-3 Portlets in the Database Sub-Tab

Portlet Name Enables You To

Schemas s Create new database schemas, or edit existing schemas.
Roles s Create new database roles, or edit existing roles.
Database Information = Monitor and view various database related information

and parameters.

Database Memory = Monitor database jobs.
Consumption,

Transactions and Locks View reports and charts of memory consumption and

transactions.
s Monitor session and locks.

s Terminate undesirable user sessions.

Database Storage = Monitor and view various database storage related
information.

4.1.2 Using Additional Administrative Tools

For some administrative tasks that cannot be performed through the OracleAS Portal
Administer tab, you may need to use one of the following tools:

s Oracle Enterprise Manager 10g Application Server Control Console
= Portal Dependency Settings File and Tool

= Portal Installation and Configuration Scripts

4.1.2.1 Oracle Enterprise Manager 10g Application Server Control Console

The Oracle Enterprise Manager 10g Application Server Control Console is included
when you install Oracle Application Server. From OracleAS Portal’s perspective,
consider this to be the administration console for the Oracle Application Server. The
Application Server Control Console enables you to perform the following
administration and configuration operations:

= Enable and disable components
= Administer clusters

»  Start and stop services
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= View logs and ports
s Perform real-time monitoring

= Modify the OracleAS Infrastructure services used by an Oracle Application Server
middle-tier.

These functions of the Application Server Control Console are described in more detail
in Chapter 7, "Monitoring and Administering OracleAS Portal".

4.1.2.2 Portal Dependency Settings File and Tool

OracleAS Portal is dependent on the components: Oracle Application Server Web
Cache and Oracle Internet Directory. It may be necessary to fine tune, or configure
these components after Oracle Application Server is installed.

To simplify configuration changes, OracleAS Portal introduces the Portal Dependency
Settings File. This file stores configuration data from all the dependent components in a
central place and the content of the file is updated when there are configuration
changes.

You can use the Portal Dependency Settings file to:
s Check settings used by an OracleAS Portal instance.
s Update settings in the Oracle Application Server Metadata Repository.

The Portal Dependency Settings file is described in more detail in Appendix A, "Using
the Portal Dependency Settings Tool and File".

4.1.2.3 Portal Installation and Configuration Scripts

There are also various scripts, copied to your ORACLE_HOME during the installation of
OracleAS Portal, These scripts may be needed to perform administrative actions, and
are described in more detail in Appendix C, "Using OracleAS Portal Installation and
Configuration Scripts".

4.2 Finding Out Information About Portal
This section covers the following topics:
»  Accessing OracleAS Portal in Your Browser

s Finding Your OracleAS Portal Version Number

4.2.1 Accessing OracleAS Portal in Your Browser

After OracleAS Portal is installed, access it by entering the following URL in your
browser:

http://<hostname>:<portnumber>/pls/<dad>
For an explanation of the URL components, see Table 3-1, " Portal URL Descriptions".

See Also:
= Section 3.1, "What Is Installed and Configured By Default?"
»  Oracle Application Server mod_plsql User’s Guide

4.2.2 Finding Your OracleAS Portal Version Number

To find your Portal version number:
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In the Portal Builder, click the Administer tab.
Click the Portal sub-tab.
In the Services portlet, click the Global Settings link.

The version number for your OracleAS Portal is shown at the bottom of the page.

4.3 Performing Basic Page Administration

This section covers the following topics:

Setting a Default Home Page

Setting the System Default Style

Creating Personal Pages

Setting the Total Space Allocated for Uploaded Files
Setting the Maximum File Size for Uploaded Files
Changing the Page Group Quota

Specifying an Error Message Page

Setting the Page Users See When They Log Out
Removing the Context-Sensitive Help Link

4.3.1 Setting a Default Home Page

The home page is the first page that is displayed to a user after logging in to Oracle
Portal. Here's how the logic works:

If the user has specified a personal home page, that page is displayed when the
user logs on.

If the user has not selected a personal home page, but the portal administrator has
set one for him or her, the default home page specified for that user is displayed.

If the user has not selected a personal home page, but belongs to a default group,
the default home page specified for that group is displayed.

If there is no default home page for the user's default group, the system default
home page is displayed.

If mobile support is enabled, you can specify a default mobile home page to display
when a user accesses the portal from a mobile device.

Note: You must be the portal administrator to define a default
home page for the system, a group, or a user.

4.3.1.1 Setting the System Default Home Page

If there is no default home page for the user's default group, the system default home
page is displayed.

To set the system default home page:

1.

In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.
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Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one
from the list.

Click Return Object next to the page you want to make the system default home
page.
Click OK.

Note: To check that you set the system default home page
correctly, log out of the portal and log back in again. When you log
back in, you should be taken the page that you specified as the
system default home page.

4.3.1.2 Setting a Group's Default Home Page

If the user has not selected a personal home page, but belongs to a default group, the
default home page specified for that group is displayed.

To set a group's default home page:

1.

In the Portal Group Profile portlet, in the Name field, enter the name of the group
for which you want to assign a default home page.

By default, the Portal Group Profile portlet is on the Administer tab of the
Builder page.

Note: If you are not sure of the group name, click the Browse
Groups icon and select from the list provided.

Click Edit.

Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one
from the list.

Click Return Object next to the page you want to make the default home page for
this group.

Click OK.

Note: Click Reset to reset the group's default home page to the
system default home page.

4.3.1.3 Setting a User's Default Home Page

If the user has not selected a personal home page, but you have set one for him or her,
the default home page specified for that user is displayed.

To set a user's default home page:
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In the Portal User Profile portlet, in the Name field, enter the username of the user
for whom you want to assign a default home page.

By default, the Portal User Profile portlet is on the Administer tab of the Builder
page.

Note: If you are not sure of the username, click the Browse Users
icon and select from the list provided.

Click Edit.

Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one
from the list.

Click Return Object next to the page you want to make the default home page for
this user.

Click OK.

Note: Click Reset to reset the user's default home page to the
system default home page.

4.3.2 Setting the System Default Style

If you are the portal administrator, you are responsible for selecting a style to serve as
the system default.

When a style is deleted, all pages and item regions that used the style revert to the
page group default style. If the page group default style is <None>, all pages and
regions revert to the system default style.

Note: To set the system default style, you must be the portal
administrator.

To set the system default style:

1.
2.
3.

In the Portal Builder, click the Administer tab.
Click the Portal sub-tab.
In the Services portlet, click the Global Settings link.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

In the Default Style section, choose a style from the Display Name list.

Note: The list includes all public styles in the Shared Objects
page group.

Click OK to return to the Portal Builder.
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4.3.3 Creating Personal Pages

A personal page provides an area within OracleAS Portal where authorized users can
store and share their own content. Personal pages are located under the Shared
Objects page group, and are organized alphabetically by user name.

Note: To create personal pages for users, you must be the portal
administrator.

This section covers the following topics:
= Automatically Creating a Personal Page for New Users

»  Creating a Personal Page for an Existing User

4.3.3.1 Automatically Creating a Personal Page for New Users
To configure OracleAS Portal to automatically create a personal page for new users:

1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Ensure that you are on the Main tab.
3. Select Create Personal Pages for New Users.
4. Click OK.

Whenever a new user logs on for the first time, a personal page is automatically
created for that user.

Notes:

= Personal pages are automatically created when new users log
on for the first time (that is, when the user record is created for
the user), not for users that already exist.

= If you create a new user and then edit that user's profile before
he or she logs on for the first time, a personal page will not be
created when that user logs on for the first time. This is because
editing the user's profile creates the user record, so when the
user logs in, he or she is not considered a new user.

4.3.3.2 Creating a Personal Page for an Existing User
To configure OracleAS Portal to create a personal page for an existing user:

1. In the Portal User Profile portlet:

a. In the Name field, enter the name of the user for whom you want to create a
personal page.

Note: If you are not sure of the name of the user, click the Browse
Users icon and select from the list provided.

b. Click Edit.
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By default, the Portal User Profile portlet is on the Administer tab of the Builder
page.
2. Ensure that you are on the Preferences tab.

3. Select Create Personal Page.

Note: If you do not see this check box, the user already has a
personal page.

4. C(lick OK.

Notes:

= Personal pages are accessible from the Navigator in the Shared
Objects page group. Any authorized user can drill down into
the Personal Pages area of the Shared Objects page group, but
they can only view their own personal page, or those personal
pages to which they have been granted access.

= Personal pages for users with user names that do not begin
with an alphabetic character are located under the Others area
of Personal Pages.

»  Personal pages cannot be deleted.

4.3.4 Setting the Total Space Allocated for Uploaded Files

You can limit the amount of space provided in your database to store documents
uploaded to page groups. If you want to limit the amount of space provided for a
single page group, see Section 4.3.6, "Changing the Page Group Quota".

You can also limit the size of individual files that content contributors can upload to
page groups. See Section 4.3.5, "Setting the Maximum File Size for Uploaded Files" for
more information.

When a user uploads a file to the portal, the upload is monitored in the middle-tier to
detect if the total space or maximum file size are exceeded. If either of these limits is
exceeded, the upload is terminated and an error message is displayed.

Note: To set the total space allocated for uploaded files, you must
be the portal administrator.

To set the total space allocated for uploaded files:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Make sure you are on the Main tab.

3. In the Total Space Allocated radio group, select Limit To to limit the amount of
space provided to store files uploaded to the page groups in this portal.

4. In the field, enter the maximum amount of megabytes provided for uploaded files
across the whole portal. When this limit is reached, users will no longer be able to
upload files to page groups in the portal.
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Notes:

= Select No Limit if you do not want to impose a limit for
uploaded files.

= The Used Space field displays the amount of space currently
used by documents uploaded to page groups in this portal.

5. Click OK.

4.3.5 Setting the Maximum File Size for Uploaded Files

You can limit the size of individual files that users can upload to the page groups in
your portal.

You can also limit the total amount of space provided in your database to store
documents uploaded to page groups. See Section 4.3.4, "Setting the Total Space
Allocated for Uploaded Files" for more information.

When a user uploads a file to the portal, the upload is monitored in the middle-tier to
detect if the maximum file size or portal file quota is exceeded. If either of these limits
is exceeded, the upload is terminated and an error message is displayed.

Note: To set the maximum file size for uploaded files, you must be
the portal administrator.

To set the maximum file size for uploaded files:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Make sure you are on the Main tab.

3. In the Maximum File Size radio group, select Limit To to specify the maximum
size allowed for individual files uploaded to the portal.

4, In the field, enter the maximum size (in MB) for each individual file uploaded to
the portal. If a content contributor attempts to upload a file larger than this size, an
error is displayed.

Note: Select No Limit if you do not want to impose a maximum
file size.

5. Click OK.

4.3.6 Changing the Page Group Quota

You can limit the amount of space provided in your page group to store uploaded
documents.
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Note: To change the page group quota, you must have at least one
of the following privileges:

= Portal administrator
= Manage all privileges on the page group
= Manage all global privileges on all page groups

To change the page group quota:
1. In the Portal Navigator page, click the Page Groups tab.
2. Click Properties next to the page group with which you want to work.

3. In the Page Group Quota section, select Limit to to limit the amount of space
provided to store uploaded documents.

4. In the field provided, enter the size limit (in MB) for uploaded documents in the
page group. When this limit is reached, users will no longer be able to upload
documents to the page group.

Note: Select No limit if you do not want to impose a limit for
uploaded documents.

5. Click OK.

4.3.7 Specifying an Error Message Page

OracleAS Portal enables you to choose the error message page that you want to
display to users. You can choose the default system error page, or you can specify your
own customized error page.

OracleAS Portal includes an error message page (called Sample Error Page) that you
can edit to match the look and feel of the other pages in your portal. The Sample Error
Page is available under the Portal Design-Time page group and includes a portlet that
displays all the diagnostic information. Alternatively, you can create your own error
message page in any of your page groups. To do this, you must include the Error
Message Portlet on the page and turn caching off.

Note: By default, the Error Message Portlet is located under the
Administration Portlets page of the Portlet Repository.

To specify an error message page:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. In the Error Page section, select one of the following:

= System Error Page to use the system error page to display full-page error
messages to users. The system error page automatically includes all the
diagnostic information.
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s Error Page to use your own page to display full-page error messages to users.
Click the Browse Pages icon to select the error message page that you want to
use.

3. Click OK.

4.3.8 Setting the Page Users See When They Log Out

You can specify the page that is displayed to users after they have logged out by
setting the default home page for the PUBLIC (that is, non-authenticated) user.

Note: You must be the portal administrator to define a default
home page.

To set the page users see when they log out:
1. In the Portal User Profile portlet, in the Name field, enter PUBLIC.

By default, the Portal User Profile portlet is on the Administer tab of the Builder
page.
2. Click Edit.

3. Next to the Default Home Page field, click the Browse Pages icon to see a list of
pages from which to choose.

Note: You cannot enter a value in this field; you must select one
from the list.

4. Click Return Object next to the page you want to be displayed when users log
out.

5. Click OK.

Note: Click Reset to remove this setting.

4.3.9 Removing the Context-Sensitive Help Link

If you have access to SQL*PLUS, you can suppress the Context-sensitive Help link
that appears in the banner in OracleAS Portal wizards, dialog boxes, alerts, and so on.
Note that you cannot suppress the "?" icon that appears in the blue bar of wizards,
dialog boxes, and alerts.

You cannot perform this task through the Ul it must be done programmatically
through SQL*PLUS.

Note: You must make the following API calls in both the portal
schema and in the portal SSO schema.

To remove the context-sensitive help icon:
1. Access SQL*PLUS.
2. Enter:

exec wwui_api_body.set_display help (wwui_api_body.DISPLAY_HELP_OFF) ;
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To re-instate the context-sensitive help icon:
1. Access SQL*PLUS.
2. Enter:

exec wwui_api_body.set_display_help (wwui_api_body.DISPLAY_HELP_ON) ;
commit;

4.4 Configuring Self-Registration

To enable users to create their own portal user accounts, you must configure the
self-registration feature. After completing this process the self-registration link is
exposed in the Login portlet.

You can set up an approval process for self-registered users so that they cannot log in
until their accounts have been approved. When the account has been approved or
rejected, the user is notified by e-mail.

If you do not require approval for self-registered users, the user will be able to log in to
the portal immediately after registering.

Note: To set up self-registration, you must be the portal
administrator.

To set up self-registration:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. In the Self-Registration Options section, select Enable Self-Registration.

3. Select No Approval Required if self-registered users can log on to the portal
immediately after registering.

4. Select Approval Required if self-registered users need to be approved before they
can log on to the portal.

a. Click Configure to set up the approval process.

b. In the Recipients field, enter the names of the users or groups that you want
to approve self-registered users.

Note: Use a semicolon (;) as the separator between multiple users
or groups. Each step of the approval routing can include both users
and groups.

c. In the Routing Method radio group, choose:

— One at a time, all must approve if you want each user or group to be
notified in turn and every user or group must approve self-registered
users before they can log on.

— All at the same time, all must approve if you want all the users and
groups to be notified at the same time and every user or group must
approve self-register users before they can log on.
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10.
11.
12.

13.

14

— All at the same time, only one must approve if you want all the users and
groups to be notified at the same time, but only one user or group member
must approve self-registered users before they can log on.

d. Click Add Step.

e. Repeat steps a to d to add more steps to the approval process.

Notes:

= You do not need to change any other settings on this tab, or any
of the settings on the other tabs in this screen.

s The final approver, in the approval chain, must have an e-mail
address defined in Oracle Internet Directory, along with the
privilege to enable self-registration users. To do this, grant
Allow account management privilege to the approver. In the
case of Oracle Internet Directory or Oracle Delegated
Administration Services versions older than 10.1.2, grant Allow
user editing privilege to the approver.

f. Click OK to return to the Global Settings screen.

g. In the E-Mail (SMTP) Host section, enter the Host Name and Port of your
e-mail server so that self-registered users can be informed by e-mail when
their accounts are accepted or rejected.

Click OK.
Go to the home page of your portal.
Switch to Edit mode.

If the home page of your portal does not already contain a Login portlet, add the
Login portlet to the page.

By default, the Login portlet can be found in the SSO/OID page under the
Administration page in the Portlet Repository.

Next to the Login portlet, click the Actions icon.
Click Edit Defaults.
Select Enable Self-Registration.

In the Self-Registration Link Text field, enter the text that you want users to click
to register with the portal.

Leave the Self-Registration URL field blank to use OracleAS Portal's own
self-registration screen.

If you have created your own self-registration screen, enter the URL in this field.

Click OK.

4.5 Performing Basic Portal Administration

This section covers the following topics:

Simplifying the Full URL of an OracleAS Portal Instance
Configuring Oracle HTTP Server to Use the OracleAS Portal Home Page
Configuring a Portal DAD
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s Clearing the Portal Cache

s Using a Custom Image Directory

4.5.1 Simplifying the Full URL of an OracleAS Portal Instance

You can simplify the full URL created by the OracleAS Portal installation to a more
memorable or meaningful URL using the Redirect directive. In this way, end users can
access OracleAS Portal by entering a simple URL.

By default, the URL for a new OracleAS Portal installation requires you to enter:

http://<hostname>:<portnumber>/pls/dad

You can simplify this URL to:

http://<hostname>/redirectpath

Note: Do not simplify the OracleAS Portal URL to
http://host:port/portal. This is because OracleAS Portal is
already mounted on /portal.

1. Open the Oracle HTTP Server configuration file, ht tpd. cont£. This file is located
in the following directory:

ORACLE_HOME/Apache/Apache/conf/

2. Enter the redirect path as follows:

Redirect /DADnamepath http://hostname:portnumber/pls/dad

For example:

Redirect /portalhome http://mysite.oracle.com/pls/portal

In this example, end users can enter:

http://mysite.oracle.com/portalhome

to access the full URL, which is:

http://mysite.oracle.com/pls/portal
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Note:

The example http://mysite.oracle.com/portalhome
assumes that the default port 80 is being used. If the default
port is not being used, then the user would have to enter the
URL with the port number,
http://mysite.oracle.com:<port>/portalhome.

You can also edit the ht tpd. conf file using the Oracle
Enterprise Manager 10g Application Server Control Console.

If the httpd. conf file is updated manually, you must synchronize
the manual configuration changes done on the middle-tier by
running ORACLE_HOME/dcm/bin/dcmetl as follows:

dcmctl updateConfig -ct ohs

Finally, restart Oracle HTTP Server, by running the following
command from ORACLE_HOME/opmn/bin:

opmnctl restartproc type=ohs

4.5.2 Configuring Oracle HTTP Server to Use the OracleAS Portal Home Page
To set the OracleAS Portal home page as the Oracle HTTP Server’s default home page:

1.

In the directory ORACLE_HOME/Apache/Apache/htdocs/, make a backup copy
of the files index.html .html and index.html .<lang>, where <lang> is the
language code. For example, index.html . en is the index HTML file for English.

Edit index.html . <lang> by replacing the entire contents of the file with the
following HTML redirection code:

<HTML>

<SCRIPT LANGUAGE=JavaScript>
document.location="http://host.domain:port/pls/portal"
</SCRIPT>

</HTML>

Notes:

Do not specify a port number if you are running OracleAS
Portal on port 80.

If you plan to support other languages, you need to have the
language-specific index HTML files with the redirection code,
for these languages.

4.5.3 Configuring a Portal DAD

mod_plsql provides support for building and deploying PL/SQL-based applications
on the Web. PL/SQL stored procedures can retrieve data from database tables and
generate HTTP responses containing formatted data and HTML code to display in a
Web browser.

A Database Access Descriptor (DAD) is a set of values that specify how an application
connects to an Oracle Database to fulfill an HTTP request. The information in the DAD
includes the user name (which also specifies the schema and the privileges), password,
connect-string and Globalization Support language of the database.
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There are two types of DADs: general DADs and Portal DADs. An OracleAS Portal
middle-tier uses a Portal DAD to access the OracleAS Metadata Repository, which is
discussed in this section. For information on general DADs, refer to the Oracle HTTP
Server Administrator’s Guide.

You configure DAD information from the mod_plsql Services page in the Oracle
Enterprise Manager 10g Application Server Control Console. See Figure 4-3.

Figure 4-3 Application Server Control Console - DAD Configuration

Create DAD: Database Connection

Database Access Descriptor Name

A unigue name for your Database Access Descriptor. The name must not contain any special characters or
spaces and may not exceed B4 characters.

DAD Marne or Location IIpIsImmeal

The Portal DAD Mame or Location should be pre-pended with & fpls!

Database Connectivity Information

Usermarne ImyPortaI

Password I********

Connect String  |cn=iasdb cr=oraclecontext
Connect String Format | NetSericeMarneF ormat (SQLMet entry) j

MLS Language  |American_America. JTFS

MLS Language should match the backend Detabasze

Uze the format <MLS_LANGUAGE=_=hLS_TERRITORY = <MNLS_CHARACTERSET=, e.g.,
American_Smerica UTFE. You can obtain theze values by gueryving the nls_database_parameters table.

You can access the mod_plsql Services page from:
= Application Server Control Console - As described next.

»  OracleAS Portal - Select Portal Service Monitoring in the Services portlet
(Administer tab) to access the Application Server Control Console. Then select
mod_plsql Services from the Component Status table.

To configure a Portal DAD from the Application Server Control Console:
1. Navigate to the Application Server Control Console.

Typically, http: //<host>.<domain.com>:1812. For more information, see
Section 7.2, "Using the Application Server Control Console".

2. Navigate to the Application Server instance where you would like to add the
DAD.

Select HTTP Server from the System Components table.
Click Administration.

Click PL/SQL Properties.

o o & v

In the DADs section, click Create to configure a new DAD.

From the DAD:s section you can also maintain existing DADs. To edit an existing
DAD, click the DAD Name. To delete a DAD, select the DAD Name and click
Delete.

7. For DAD Type, choose Portal and then click Continue.
8. For DAD Name or Location, specify the path that points to the default DAD.
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WARNING: Do not enter non-ASCII (such as multibyte) characters
for the DAD Name.

9. Enter Database Connection information (see Figure 4-3):

Username - Enter the Oracle database account username.

Password - Enter the Oracle database account password. The password is
typically set at installation, but you can change it by typing a new password in
this field.

If you leave the Oracle User Name and Oracle Password fields blank, the user
is prompted to enter a username and password when first logging in.

Connect String - Enter the connection string (if the database is remote) and
then use the Connection String Format property to specify the format of the
connect string you have entered here.

Leave this field blank if the database is local.

Connect String Format - Specify the format used for the Connect String
property.

If the Connection String Format is not specified, mod_plsql assumes the connect
string format is either SIDFormat (host : port : sid) or, resolvable as
NetServiceNameFormat. The differentiation between the two is made by the
presence of colon characters (:) in the connect string.

For database installations like Real Application Clusters (RAC), it is
recommended that users configure the connect string using the
NetServiceNameFormat such that the lookup is through LDAP. This allows
database nodes to be for added /removed without having to reconfigure each
Oracle Application Server middle-tier separately to recognize added /removed
nodes.

NLS Language - Enter the NLS (Globalization Support) language that is
represented throughout the DAD, that is, the Globalization Support language
of the back-end Database. Use the format <NLS_LANGUAGE>_<NLS_
TERRITORY> . <NLS_CHARACTERSET>, for example, American_
America.UTFS8.

To obtain these values, query the nls_database_parameters table as
follows:

select value, parameter from nls_database_parameters where parameter in
('NLS_LANGUAGE', 'NLS_TERRITORY', 'NLS_CHARACTERSET') ;

10. Click Apply.
11. Restart the Oracle HTTP Server.

Once restarted, the new DAD is accessible from the Oracle HTTP Server.

4.5.4 Clearing the Portal Cache

Sometimes you must clear the portal cache (the OracleAS Portal File System Cache).
For example, if you change the character set of the OracleAS Metadata Repository. In
such cases, the existing content in the Portal cache will be invalid, as it will continue to
have content configured to use the older character set.

To clear the Portal cache:
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1. Navigate to the Portal cache directory. The default path is ORACLE_
HOME/Apache/modplsqgl/cache.

2, Perform a recursive delete of all the files under this directory. For example, on
UNIX platforms, issue the following command:

rm -rf *

WARNING: Ensure that you are in the correct directory before
issuing this command. Do not delete the cache directory.

4.5.5 Using a Custom Image Directory

To avoid losing custom images stored in the OracleAS Portal images directory (which
is ORACLE_HOME/portal/images by default) during a future upgrade, it is
recommended that you create your own images directory and set up an appropriate
Oracle HTTP Server alias for this directory.

For example, add an entry, similar to the one shown next, to the file ORACLE
HOME/portal/conf/portal.conf. It is recommended that you use the local Oracle
Enterprise Manager 10g Application Server Control Console instance to make this
change. For more information, refer to the Oracle HI'TP Server Administrator’s Guide or
the Oracle Application Server Web Cache Administrator’s Guide.

Alias /mycompany/images/ "/opt/app/myportal/images/"
<Directory "/opt/app/myportal/images/">
AllowOverride None
Order allow,deny
Allow from all
ExpiresActive on
ExpiresDefault A2592000
<Files *>
Header set Surrogate-Control 'max-age=2592000"'
</Files>
</Directory>

You do not need to perform any specific OracleAS Web Cache configuration as
OracleAS Web Cache is already configured to globally cache .bmp, .gif, .png, jpg, and
jpeg files.

4.6 Configuring Mobile Support in OracleAS Portal

This section discusses how OracleAS Portal and Oracle Application Server Wireless
are configured to operate together. OracleAS Portal pages can be viewed from a wide
variety of devices including desktop browsers, mobile phones, and PDAs. OracleAS
Portal uses OracleAS Wireless to provide wireless functionality to receive requests
from wireless devices, and transform content provided by the portal into an
appropriate format.

In this section we will describe the following:

= What Is Installed By Default?

s Configuring Mobile Settings in OracleAS Portal
= Manually Reconfiguring the Mobile Setup
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4.6.1 What Is Installed By Default?

Performing a standard Oracle Application Server installation of OracleAS Portal and
Oracle Application Server Wireless configures mobile support in Portal as follows:

A master service that provides mobile device access to the installed Portal is
created, which refers to the Portal home page URL. As mobile access to Portal is
mediated by OracleAS Wireless, a mobile device must communicate with
OracleAS Wireless to access content on OracleAS Portal.

OracleAS Wireless service's URL refers to OracleAS Portal. Users that access this
OracleAS Wireless service will be directed to the public home page of the Portal.
When a mobile browser contacts OracleAS Portal through the home URL, the
request will be redirected to the OracleAS Wireless service.

4.6.2 Configuring Mobile Settings in OracleAS Portal

You can change most of these mobile settings using a standard desktop browser.

To modify mobile settings:

1.

In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

Click the Mobile tab.

Figure 4-4 The Mobile Tab in the Global Settings Page

Home  Builder  Mavigator  Help

Main | Configuration | S30/0ID | Cache | ASEHE
Mobile (7]

Apply | %I Cancel |

Mobile Settings

All the options for setting mobile options for OracleAS Portal are found here.

Note: In a hosted environment, you can control each subscriber
individually. The exception to this is the OracleAS Wireless service
URL setting. When OracleAS Portal is operating in hosted mode
(with multiple subscribers), any change to the OracleAS Wireless
service URL must be made by the hosting administrator, using a
command line script, as it affects all subscribers.

In the Mobile Settings page, you can perform the following actions:

Enabling Mobile Access
Enabling Mobile Page Design
Logging Mobile Responses

4.6.2.1 Enabling Mobile Access

This setting controls the response of OracleAS Portal to mobile clients that request
portal pages by connecting through OracleAS Wireless.
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If you want OracleAS Portal to be able to return pages and portlets in response to
mobile requests, you must select the Enable Mobile Access option in the Mobile tab.
If you do not select this option, OracleAS Portal responds to mobile requests with a
message stating that it is not mobile enabled.

To enable mobile access:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Click the Mobile tab.
3. Select the Enable Mobile Access option.

Figure 4-5 Enabling Mobile Access

Mobile Settings

Select this check box to enable mobile access in the portal. For mobile access, the portal must be properly configured with
OracleAS 10g Wireless. Clear this check box to disable mobile suppaort in the portal, preventing users from accessing the
portal from mobile devices.

¥ Enahle Mabile Access

4. Click OK.

You'll find additional information about how OracleAS Portal responds to mobile
requests, in the article "Life Cycle of a Mobile Request," on Oracle Technology
Network (OTN), http://www.oracle.com/technology/.

When mobile friendly Portal pages are created, an option to preview the page as it
would display in a mobile device, is available in the page editor. Selecting the Enable
Mobile Access option in the Mobile tab enables the display of the Mobile: Preview
option in the page editor.

Figure 4-6 Mobile Preview Option in the Page Editor

& Editing Views: Graphical | Layout | List < Mobile: Preview Yiew Page
Properies Propeties Stle Access Sub-Pages
Documentation = Standard Page Example Goto Page Builder MNavigator Help

4.6.2.2 Enabling Mobile Page Design

This option enables page designers to create and edit pages using the mobile page
editor, and also to specify mobile home pages. Pages of type Mobile are typically
referred to as mobile pages.

To enable mobile page design:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Click the Mobile tab.
3. Select the Enable Mobile Page Design option.
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Figure 4-7 Enabling Mobile Page Design

Select this check box to allow page designers to create and edit pages using mabile design
tools and to specify mobile home pages. When this check box is disabled, the portal will still
be accessible from mobile devices, but page designers are not able to create pages
specifically for mobile devices.

["' Enable Mohile Page Design

4. Click OK.

You'll find additional information about the dedicated mobile page editor, in the
P article "Using the Mobile Page Editor," on Oracle Technology Network,
http://www.oracle.com/technology/.

In addition, if you select this option, the following screens display an extra field that
allows the selection of a home page specific to mobile access of the OracleAS Portal:

= Main tab in the Global Settings page of the Services portlet.
»  Preferences tab in the Portal User Profile portlet
»  Preferences tab in the Portal Group Profile portlet.

= Edit Account Information page, accessed using the Account Info link.

Notes:

= Once a mobile page is created, it is possible to edit the page
using the mobile page editor, even if the Enable Mobile Page
Design option is not selected.

» If the Enable Mobile Page Design option is not selected, page
designers cannot create dedicated mobile pages. But if the
option is selected, OracleAS Portal still supports mobile
requests for standard pages (that is, pages that were not
designed using the mobile page editor).

4.6.2.3 Logging Mobile Responses
This setting controls the logging of OracleAS Portal mobile portlet responses.

To enable logging of mobile responses:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Click the Mobile tab.
3. Select the Log Mobile Responses option.

Figure 4-8 Logging Mobile Responses

Developer Settings

Select this check box to enable mobile portlet content logging for portal development and testing purposes. When
enabled, the portal logs the content that mobile portlets generate when they are rendered on mobile pages in response
to requests from users who are logged on. It is recommended that you only select this option for portals which are
under development since this option impacts performance. Changing the state of this switch causes the invalidation of
cached page descriptions.

™ Log Mobile Responses
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4. Click OK.

Portlet responses are logged if all the following conditions are met:

s The Log Mobile Responses option is selected.

s The user making the request is logged on.

s The request is either from a mobile device, or it is for a mobile page.

You'll find additional information in the article "Provider Debugging Techniques:
M o Using the Mobile Log Viewers," on Oracle Technology Network,
http://www.oracle.com/technology/.

Note: Enabling or disabling the Log Mobile Responses option
results in all the currently cached page data being invalidated. It is
recommended that you do not change this option frequently after
your OracleAS Portal has been deployed for general access.

4.6.3 Manually Reconfiguring the Mobile Setup

An Oracle Application Server reconfiguration that has resulted in a change to the
Oracle Application Server Wireless service URL or OracleAS Portal home page URL,
requires the changes to be reflected in the stored information in OracleAS Portal, and
the OracleAS Wireless service definition that refers to OracleAS Portal. You should
reconfigure OracleAS Wireless and OracleAS Portal to ensure that the communication
between them is not affected.

You have to manually reconfigure OracleAS Wireless and OracleAS Portal to update
the values of the following referenced URLs, as required:

s Updating the OracleAS Portal Home Page URL References
s Updating the OracleAS Wireless Portal Service URL Reference

4.6.3.1 Updating the OracleAS Portal Home Page URL References

The OracleAS Portal home page URL is the address that OracleAS Wireless service
definition refers to. If the home page URL has changed, you need to update the
following references to it:

s The Oracle Application Server Wireless Service Definition

»  OracleAS Portal’s Internal Reference to Itself

4.6.3.1.1 The Oracle Application Server Wireless Service Definition Use the OracleAS
Wireless Webtool to update the Portal service definition. Edit the URL value displayed
in the Basic Info section of the OracleAS Wireless service definition that references

OracleAS Portal. This section is accessible from the Services tab of the OracleAS
Wireless Webtool. You access the Wireless Tools at:

http://server:port/mobile/

See Also: Oracle Application Server Wireless Administrator’s Guide

4.6.3.1.2 OracleAS Portal’s Internal Reference to ltself To change OracleAS Portal’s own
reference to its home page URL, use the script cfgiasw.csh (UNIX) or
cfgiasw.cmd (Windows) to manually update the value. The script files are located
here:

ORACLE_HOME/assistants/opca/cfgiasw.csh
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To run the script, use the following command:
cfgiasw.csh -s portal -sp portal -c portal_db -h 'http://my_portal_server.com/pls/portal/portal.home'’
The preceding example is specific to a UNIX machine. For more information on the

cfgiasw script, see Section C.8, "Using the cfgiasw Script to Configure Mobile
Settings".

4.6.3.2 Updating the OracleAS Wireless Portal Service URL Reference

Oracle Application Server Wireless is used by OracleAS Portal as an intermediary in
providing access to mobile devices. To provide this access, OracleAS Portal must know
the URL to the OracleAS Wireless service on which the Portal is registered. If the
OracleAS Wireless service URL has changed, its reference within OracleAS Portal
needs to be updated. This reference can be updated in either of the following ways:

»  Specify the OracleAS Wireless Portal Service URL Using the Global Settings Page
= Use the cfgiasw Script to Update the OracleAS Wireless Service URL Reference
4.6.3.2.1 Specify the OracleAS Wireless Portal Service URL Using the Global Settings Page To
update the value of the OracleAS Wireless Portal Service URL:

1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Click the Mobile tab.
3. Enter the URL in the OracleAS 10g Wireless Portal Service URL field.

Figure 4-9 Specifying the OracleAS Wireless Portal Service URL

OracleAS 10g Wireless Information
CracleAS 10g VWireless is used by the portal as an intermediary in providing access to mobile devices. To provide this access,
the portal must know the URL to the OracleAS 10g Wireless serice on which the portal is registered.

CracledS 10g Wireless Portal Service URL

The following pieces of information about this Portal will be required in the event of manual creation of an OracleAS 10g
Wireless service to represent the Portal.

Partal character set:  UTF-8

4. C(lick OK.

You can change the OracleAS 10g Wireless Portal Service URL setting only when
OracleAS Portal is not operating with multiple subscribers.

The Portal home page URL and Portal character set fields are for information only. If
OracleAS Portal is operating with multiple subscribers, only the hosting administrator
should change the value of OracleAS 10g Wireless Portal Service URL.

4.6.3.2.2 Use the cfgiasw Script to Update the OracleAS Wireless Service URL Reference If you
need to change OracleAS Portal’s reference to the URL of Oracle Application Server
Wireless Portal service, you can use the script cfgiasw. csh (UNIX) or
cfgiasw.cmd (Windows) to manually set the value. The script files are located here:

ORACLE_HOME/assistants/opca/cfgiasw.csh
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To run the script, use the following command:

cfgiasw.csh -s portal -sp portal -c portal_db -w 'http://my_iasw_server.com/ptg/rm?PAoid=12345"

The preceding example is specific to a UNIX machine. For more information on the
cfgiasw script, see Section C.8, "Using the cfgiasw Script to Configure Mobile
Settings".

4.7 Managing Users, Groups, and Passwords

For more information on managing users, groups and passwords, refer to Chapter 6,
"Securing OracleAS Portal".

4.8 Configuring Browser Settings

See Also: The Browser Recommendations section in the Preface
of the Oracle Application Server Portal User’s Guide.

4.9 Configuring Language Support

OracleAS Portal is designed to allow application development and deployment in
different languages. This allows developers to work in their own language when they
build portals. In addition, the self-service content management supports multiple
languages so that end users can provide documents and other content in different
languages.

OracleAS Portal is configured with the languages that are selected in the Oracle
Universal Installer (OUI) during the Oracle Application Server middle-tier installation.
Languages that are configured show up in the Set Language portlet. You can use
OracleAS Portal in the language that corresponds to the language setting in the
browser, or to the language you have selected in the Set Language portlet. The Set
Language portlet is not available by default, and has to be added to the Portal Builder
page. To configure additional languages after installation, you must use the pt 11ang
tool.

Table 4—4 shows the languages that are available for OracleAS Portal.

Table 4-4 OracleAS Portal Languages and Language Abbreviations

Language Language Abbreviation
Arabic ar
Brazilian-Portuguese ptb
Canadian French frc
Czech cs
Danish dk
Dutch nl
English us
Finnish sf
French f
German d
Greek el
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Table 4-4 (Cont.) OracleAS Portal Languages and Language Abbreviations

Language Language Abbreviation
Hebrew iw
Hungarian hu
Italian i
Japanese ja
Korean ko
Latin American Spanish esa
Norwegian n
Polish pl
Portuguese pt
Romanian ro
Russian ru
Simplified Chinese zhs
Slovak sk
Spanish e
Swedish s
Thai th
Traditional Chinese zht
Turkish tr

To install languages, after you have installed OracleAS Portal, run pt11lang. You must
run pt1llang for each language that you want OracleAS Portal to support.

Caution: During login operations, information is sent to Oracle
Application Server Single Sign-On. The language used in the
authentication request is sent back to OracleAS Portal. OracleAS
Single Sign-On must have all languages installed that exist on
the OracleAS Portal, so that the selected language is recognized.
If OracleAS Single Sign-On does not have the selected language
installed, it will default to US English. This is the language that
would be asserted to any OracleAS Portal that requested
authentication in a language that is not available on OracleAS
Single Sign-On.

The Set Language portlet in OracleAS Portal sets a language and
a Persistent Language cookie on OracleAS Single Sign-On and
OracleAS Portal.

If there are multiple portals configured to use the same OracleAS
Single Sign-On, and the portals have different languages
installed, all the combined languages must exist on the OracleAS
Single Sign-On to accommodate a Set Language request from any
of the portals.
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Environment
s Set the ORACLE_HOME environment variable to the MID TIER ORACLE_HOME
in which OracleAS Portal is installed.

s ptllang mustbe run from the MID TIER ORACLE_HOME in which OracleAS
Portal is installed.

Assumptions

The OracleAS Metadata Repository is already installed, and the respective databases
are up.

Usage
ptllang -lang lang_code [-i install_type] [ =-s portal_schema] [-sp portal_schema_
password] [-c portal_db_connect_string]

Table 4-5 lists and describes parameters supported for the LANGUAGE mode.

Table 4-5 List of Supported Parameters for the LANGUAGE Mode

Parameter Definition

-1i Installation type.

This can be set to typical and custom. In the typical mode, the
script automatically connects to the registered OracleAS
Metadata Repository. For Portal schemas in a customer
database, use the custom mode.

Default: typical

-s OracleAS Portal schema name.

Default: portal

-sp OracleAS Portal schema password.

-c Connect string to the target database where OracleAS
Metadata Repository is installed. The format must be
DbHostName : DbPortNumber : DbServiceName.

-lang Abbreviation for the language to install. Refer to Table 44,
" OracleAS Portal Languages and Language Abbreviations" for
a list of all the supported abbreviations.

Usage example
Typical installation (-i typical)

Gets the details of the OracleAS Portal schema in the configured OracleAS Metadata
Repository. The following example loads the Dutch language strings into the OracleAS
Metadata Repository.

ptllang -lang nl

Usage example
Custom installation (-i custom)

This example passes in the input provided on the command line. The example loads
the Dutch language strings into the OracleAS Metadata Repository.

ptllang -i custom -s portal -sp portal -c¢ myDBhost.domain.com:1521:dbServiceName
-lang nl
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See Also: Oracle Application Server Globalization Guide

Enabling the Use of Territories

Once a language is installed into OracleAS Portal, the end user can select the language
to be used from the languages displayed in the Set Language portlet.

OracleAS Portal’s globalization support enables you to define the preferred Locale and
Territory to be used for a given language. For example, Australian English, or
Canadian French.

The Set Language portlet is not available by default, and has to be added to the Portal
Builder page.

Adding the Set Language Portlet to the Portal Builder Page
To add the Set Language portlet to the Portal Builder page:

1. Log in to OracleAS Portal as the Portal schema owner.
2. Click the Administer tab in the Portal Builder page.

3. Click Edit on top of the page.
4

Select the column where you want to add the portlet, and click the Add Portlet
icon located at the top of that column.

@

In the Portlet Repository, click Portal Content Tools.
6. Click Set Language in the Available Portlets area, and click OK.

The Set Language portlet is now available in the Administer tab screen of the
Portal Builder page.

Note: If you add the Set Language portlet to a page and
subsequently install another language, the new language is not
displayed when you view the page. As a workaround, remove the
portlet and add it to the page again.

7. Click View Page to return to View mode.

Enabling the Use of Territories and Locales
To enable the use of territories and locales:

1. Log in to OracleAS Portal as the Portal schema owner.
2. Click the Edit Defaults icon for the Set Language portlet.

3. In the Edit Set Language Portlet Settings screen shown, select the Enable
Territory Selection option. The Edit Set Language Portlet Settings screen is
shown in Figure 4-10.
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Figure 4-10 The Edit Set Language Portlet Settings screen

Home  Builder  Mavigator

Edit Set Language Portlet Settings (7]
| g Apply | OK| Cancel

Set Language Portlet Banner

Customize the name of the Set Language portlet

Banner

Language Display Option
Select this check box to display the different languages vertically, in a single column. Clear this check box to display the
languages horizontally.

[T Display Languages Yertically

Enable Territory Selection

Select this check box to enable users to choose the geographical location {territory) for the selected language. The territory
determines settings such as date format and currency symbols. Clear this check box to default the territary to the most
common for the selected language

¥ Enable Temitory Selection

Apply %I Cancel

—

4. Click OK.

By selecting the Enable Territory Selection option, the appropriate locales for each
registered language are displayed. The locales are listed after the languages in the Set
Language portlet, as shown in Figure 4-11.

Figure 4-11 The Set Language Portlet

Set Language

Al ® Cesky * Dansk * Deutsch * EAAnwikd

* English * Espafiol * Espafiol Latinoamericano
* Suomi * Francais * Francgais Canada * "oy
* Magyar * ltaliano * H&5S * =20 -

Nederlands * Horsk * Polski * Portugués

Portugués do Brasil * Romana * Pycckumid
Slovendina * Svenska * L&l * Tirkge *
A R

AMERICA = . . .

Performing Basic Configuration and Administration 4-31



Configuring OracleAS Portal for WebDAV

Note: The OracleAS Portal online help system, which uses Oracle
Help for the Web, relies on certain fonts to render the Online Help User
Interface in different languages. To get the correct fonts installed, you
must select all the languages in which you want to render the online
help, at the time of installation of the middle-tier server. To do this,
click the Product Languages button, and select your languages on the
Select a Product to Install screen, during the installation.

Additionally, you must make sure that the languages that are installed
on the Application Server middle-tier correspond with the languages
that are installed on the Oracle Application Server Infrastructure, to
avoid problems with the Set Language request issued to OracleAS
Single Sign-On.

Installing all languages increases the time required for the middle-tier
installation.

4.10 Configuring OracleAS Portal for WebDAV

WebDAV is a protocol extension to HTTP 1.1 that supports distributed authoring and
versioning. With WebDAV, the Internet becomes a transparent read and write medium,
where content can be checked out, edited, and checked in to a URL address. mod_dav
is an implementation of the WebDAYV specification. The standard mod_dav
implementation supports read and write access to files.

The term OraDAV refers to the capabilities available through the mod_oradav module.
mod_oradav is the Oracle module that is an extended implementation of mod_dav,
and is integrated with the Oracle HTTP Server. mod_oradav can read and write to
local files, but also to an Oracle Database. The Oracle Database must have an OraDAV
driver installed. The OraDAV driver is installed by default on installation of OracleAS
Portal. mod_oradav calls this driver to map WebDAYV activity to database activity.
mod_oradav enables WebDAV clients to connect to an Oracle Database, read and write
content, and query and lock documents in various schemas.

See Also: Oracle HTTP Server Administrator’s Guide

When Oracle Application Server is installed, all required OraDAV parameters are set
with values that enable access to Oracle Database content through a Web browser or a
WebDAV client. If necessary, you can modify parameter values if the default values do
not meet your needs.

Similar to the Portal DAD configuration file, WebDAV has it own configuration file
(ORACLE_HOME/Apache/oradav/conf/oradav.conf) that contains the OraDAV
parameters, and start with DAV and DAVParam. These parameters are specified within
a <Location> directive. The oradav . conf file is included in the ht tpd. conf file in
an include statement.

See Also: Oracle Application Server Portal User’s Guide

4.10.1 Performing Basic WebDAV Configuration

After OracleAS Portal has been installed as part of the Oracle Application Server
installation, the oradav . conf file should be populated with a <Location> directive
that points to the portal schema. In the following example, the location /dav_
portal/portal will be OraDAV-enabled and will (once populated with the correct
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values) connect to the portal schema so that users can use WebDAV clients to access
portal data.

Example 4-1 Configuration Parameters for Portal Access
<Location /dav_portal/portal>

DAV Oracle

DAVParam ORACONNECT dbhost:dbport:dbsid

DAVParam ORAUSER portal_schema

DAVParam ORAPASSWORD portal_schema_password

DAVParam ORAPACKAGENAME portal_schema.wwdav_api_driver
</Location>

By default, the OracleAS Portal DAV URL is:

http://hostname:port/dav_portal/portal/

For example:

http://mysite.oracle.com:7777/dav_portal/portal

The dav_portal part of the URL is the default name of a virtual directory used to
differentiate between portal access through a WebDAV client and portal access that
uses the pls virtual directory. portal is the DAD of the portal installation. You can
also configure virtual hosts to provide a different, simpler, or easier to remember URL
for WebDAV access, if need be.

Users connect to a portal in WebDAV clients using the same user name and password
that they use to log in to the portal itself. If the portal is in a hosted environment, users
also need to add their company information to their user name, as follows:

<username>@<company>

Authentication

Due to the way some WebDAV clients behave, users might experience authentication
requests multiple times. To avoid this, the portal administrator can enable the cookie
option by adding the following line to the oradav . conf file:

DAVParam ORACookieMaxAge <seconds>

where seconds is the amount of time in seconds before the cookie expires.

For example a value of 28800 is 8 hours and means that once a user has logged on
through a WebDAV client, he or she will not be prompted for a user name and
password again until 8 hours has passed.

Note: Some WebDAV clients, for example, Dreamweaver, do not
support cookies, so even if the cookie option is enabled, users may
still be prompted for their passwords multiple times.

If you are using the SQL*Net Advanced Security Option (ASO), the ORACONNECT
parameter in the oradav . conf file must be replaced with ORASERVICE dbhost as
shown next:

<Location /dav_portal/portal>
DAV Oracle
DAVParam ORASERVICE dbhost
DAVParam ORAUSER portal_schema
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DAVParam ORAPASSWORD portal_schema_password
DAVParam ORAPACKAGENAME portal_schema.wwdav_api_driver
Options Indexes

</Location>

This allows the database alias to be resolved by the tnsnames . ora file.

Notes:

= When you add a new DAD without specifying the username
and password, or if you change the Portal database schema
username or password, using SQL*Plus, you will need to
update the dads . conf and oradav.conf files manually.

= Whenever you make changes to the oradav . conf file, Oracle
HTTP Server must be restarted before the new settings will take
effect.

4.10.2 Setting Up a WebDAV Client

The steps required to set up a WebDAV client to connect to OracleAS Portal varies
depending on the client. All clients will eventually request a URL. The Portal DAV
URL is very similar to the URL you use to access the portal itself in your Web browser,
and uses the following format:

http://<hostname>:<port>/<dav_location>
If you experience problems while connecting to OracleAS Portal from a WebDAV

client, refer to the WebDAYV troubleshooting section in the Oracle Application Server
Portal Error Messages Guide.

4.10.3 WebDAV Clients and SSL

Although OraDAYV does support Secure Socket Layer (SSL), some WebDAV clients do
not. Refer to the WebDAV client’s documentation for details.

4.10.4 Checking the Version of OraDAV Drivers

You can check the version of the OraDAV drivers from any Web browser, as shown in
the following example:

http://<machine>:<port>/<dav location>/~0OraDAV-Version

The output will be like the following example:

Version 1.0.3.2.3-0030
Using Container Version 1.5

4.10.5 Checking the Version of mod_oradav.so

You can check the version of mod_oradav. so by running the oversioncheck
binary and specifying mod_oradav. so as its argument, as shown subsequently:

ORACLE_HOME/Apache/Apache/bin/oversioncheck ORACLE_HOME/Apache/oradav/lib/mod_oradav.so
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4.10.6 Viewing Errors

Any errors that occur when a user performs actions on a portal using a WebDAYV client
are recorded in an error log that is created in that user's personal page (as an item
titled My Error Log) the first time an OracleAS Portal related WebDAYV error occurs.
This can be very helpful for interpreting the error messages reported in WebDAV
clients, such as the message 'An error has occurred while trying to complete this
operation' that is often displayed in Web Folders, or HI'TP error numbers reported in
Cadaver.

All errors are also recorded in the Apache error log file (ORACLE_
HOME/Apache/Apache/logs), so if the user does not have a personal page, or is a
public user, the errors can still be examined.

For more verbose error reporting in the Apache error log file, add the following
parameter to the oradav. conf file:

DAVParam ORATraceLevel 1

Notes:

= Remember that Oracle HTTP Server needs restarting whenever a
change is made to the oradav. conf file. For information about
how to do this, refer to the Oracle HTTP Server Administrator’s
Guide.

You can also refer to the section "OraDAV Configuration Parameters" in
the Oracle HTTP Server Administrator’s Guide for details of other OraDAV
parameters.

s The error log is not truncated and may become quite a large file.
We recommend that you periodically delete this file. The next time
an error is encountered a new file will be created.

= "Not Found" messages are sometimes seen in the error log because
the client computer checks for the existence of a filename. If the
file does not exist, the error log correctly displays a 404 error
message.
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Performing Advanced Configuration

This chapter discusses the configuration that must be performed to achieve some of
the more advanced configurations. To perform these configurations, you must be
familiar with the available administrative tools, described in Section 4.1, "Getting
Started with OracleAS Portal Administration".

This chapter contains the following sections:

Changing the OracleAS Portal Port

Configuring SSL

Configuring Multiple Middle-Tiers with a Load Balancing Router
Configuring Virtual Hosts

Configuring OracleAS Portal to Use a Proxy Server

Configuring Reverse Proxy Servers

Configuring OracleAS Web Cache Caching in OracleAS Portal
Configuring OracleAS Portal to Use a Dedicated OracleAS Web Cache Instance
Changing the Infrastructure Services Used By a Middle-Tier
Configuring OracleAS Wireless

Changing the OracleAS Portal Schema Password

5.1 Changing the OracleAS Portal Port

For information about procedures involved in changing ports in Oracle Application
Server, refer to the Oracle Application Server Administrator’s Guide .

Note: To view a list of all the ports currently in use by the
components of a particular Oracle Application Server instance,
refer to the steps outlined in Section 7.5, "Viewing Oracle
Application Server Port Information".

5.2 Configuring SSL

OracleAS Portal uses a number of different components (such as the Parallel Page
Engine, Oracle HTTP Server, and OracleAS Web Cache) each of which may act as a
client or server in an HTTP communication. As a result, each component in OracleAS
Portal’s middle-tier must be configured individually to use the HTTPS protocol.
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Configuring SSL is described in Chapter 6, "Securing OracleAS Portal". The following
sections describe the various configuration options you have available for SSL with
OracleAS Portal:

= Section 6.3.2.1.2, "SSL to OracleAS Single Sign-On"

s Section 6.3.2.1.3, "SSL to OracleAS Web Cache"

= Section 6.3.2.1.4, "SSL Throughout OracleAS Portal"

= Section 6.3.2.1.5, "External SSL with Non-SSL Within Oracle Application Server"

5.3 Configuring Multiple Middle-Tiers with a Load Balancing Router

This section describes how you can set up OracleAS Portal in a multiple middle-tier
environment, front-ended by a load balancing router (LBR) to access the same Oracle
Application Server Metadata Repository.

Note: This solution is best for internal deployments because it is not
configured to use SSL. For the Oracle recommended way of
configuring secure enterprise deployments, refer to Oracle Application
Server Enterprise Deployment Guide.

The purpose of a load balancing router (LBR) is to provide a single published address
to the client tier, and front-end a farm of servers that actually service the requests,

based on the distribution of the requests done by the LBR. The LBR itself is a very fast
network device that can distribute Web requests to a large number of physical servers.

Let us assume that we want to configure the multiple middle-tier configuration,
shown in Figure 5-1. In the example, we show OracleAS Web Cache on the same
machine as the Portal and Wireless middle-tier, although they can theoretically be on
different machines.
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Figure 5-1 Multiple Middle-Tier Configuration with a Load Balancing Router
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Table 5-1 Additional Information

Machine Details
Load Balancing Router Machine Name: 1br.abc.com
(LBR)

IP Address: L1.1.1.L1.L1
Listening Port: 80

Invalidation Port: 4001 (accessible only from inside)

Oracle Application Server | Machine Name: m1 . abc. com
gl.(gﬁlei?e(i)vfi{ﬁis)'s IP Address: M1.M1.M1.M1

Oracle HTTP Server Listening Port: 7778
OracleAS Web Cache Listening Port: 7777
OracleAS Web Cache Invalidation Port: 4001
OracleAS Web Cache Administration Port: 4002

Oracle Application Server | Machine Name: m2 . abc. com
Ny IP Address: M2 .12 . M2 .12

Oracle HTTP Server Listening Port: 7778
OracleAS Web Cache Listening Port: 7777
OracleAS Web Cache Invalidation Port: 4001
OracleAS Web Cache Administration Port: 4002
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Notes:

s The name and port values used in this section are for
illustration purposes only, and you will need to substitute these
with your own.

»  Toview alist of all the ports currently in use by the
components of a particular Oracle Application Server instance,
refer to the steps outlined in Section 7.5, "Viewing Oracle
Application Server Port Information".

Additional LBR configuration is required to successfully handle:
s  Loopback Communication

m  OracleAS Web Cache Invalidation

Loopback Communication

OracleAS Portal's Parallel Page Engine (PPE) communicates with mod_plsql, running
under Oracle HTTP Server, to retrieve page metadata (PMD) information. This
communication is referred to as Loopback Connections, or Server to Server Load
Balanced Connections. In a default configuration, the loopback connections are local,
because OracleAS Web Cache and OracleAS Portal reside on the same machine.

If an LBR is front-ending Oracle Application Server, it will need additional
configuration if OracleAS Web Cache is located on the same subnet. To understand
this better, let's take a look at the different parts of the loopback connections without
this additional configuration.

1. The PPE sends a loopback request for the PMD to mod_plsql when OracleAS
Portal generates a page. This loopback request goes directly to the LBR.

2. The request is forwarded by the LBR to OracleAS Web Cache.

3. OracleAS Web Cache forwards the request to mod_plsql, running under Oracle
HTTP Server.

4. mod_plsql processes the request and sends back the response to the loopback
request to OracleAS Web Cache.

5. OracleAS Web Cache forwards the response to the LBR.
6. The LBR receives the response that is supposed to be routed back to the PPE.

7. The LBR detects that the source address, to which the response needs to be sent, is
on the same subnet and it sends it back to OracleAS Web Cache, using the LBR's
known socket connection, instead of using the PPE's socket connection.

8. OracleAS Web Cache is not listening for the request at all, and the incoming reply
is dropped since there is no valid session.

9. OracleAS Portal pages time out with the error "Timeout occurred while retrieving
page metadata.’

As you can see, under normal circumstances, the LBR's behavior would be correct,
because the LBR is essentially programmed to forward all requests to OracleAS Web
Cache. However, in the case of loopback request, coming from the internal network,
this results in an undesired outcome.

To avoid this, you must set up a Network Address Translation (NAT) bounce back rule
on the LBR. This essentially configures the LBR as a proxy for requests coming to it
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from inside the firewall. This setup will make sure that the internal requests are
forwarded correctly, and when the response reaches the LBR, it will be translated
correctly and sent to the correct source address on the network (The PPE in this case).

The required steps for setting this up will be discussed later. NAT bounce back is set
up differently on individual LBRs. Consult your LBR's configuration guide for
information on how to set this up.

OracleAS Web Cache Invalidation

OracleAS Portal leverages OracleAS Web Cache to cache a lot of its content. When
cached content in OracleAS Web Cache changes, OracleAS Portal sends invalidation
messages from the database to OracleAS Web Cache. OracleAS Portal can only send
invalidation messages to one Web Cache node in an OracleAS Web Cache cluster.
Portal relies on that OracleAS Web Cache member to invalidate content in the other
members of the cluster. When Oracle Application Server is front-ended by an LBR, the
LBR must be configured to accept invalidation requests from the database and balance
the load among the cluster members. Depending on how your routing is set up you
may also need to set up NAT and open the appropriate outbound ports on your data
tier. The required steps for setting this up will be discussed later.

Note: You will notice in Figure 5-1 that the infrastructure is
behind the LBR. The infrastructure can be one host, or distributed
over multiple hosts. To configure the infrastructure properly, refer
to the advanced configuration information in the Oracle Application
Server Single Sign-On Administrator’s Guide.

To configure OracleAS Portal in a multiple middle-tier environment, front-ended by an
LBR, you must perform the following steps:

= Step 1: Install a Single Portal and Wireless Middle-Tier (M1)

s Step 2: Configure OracleAS Portal on M1 to Be Accessed Through the LBR
s Step 3: Confirm That OracleAS Portal is Up and Running

= Step 4: Install a New Portal and Wireless Middle-Tier (M2)

= Step 5: Configure the New Middle-Tier (M2) to Run Your Existing Portal

= Step 6: Configure Portal Tools and Web Providers (Optional)

= Step 7: Enable Session Binding on OracleAS Web Cache

= Step 8: Confirm the Completed Configuration

5.3.1 Step 1: Install a Single Portal and Wireless Middle-Tier (M1)

Install a single Portal and Wireless application server middle-tier, and verify the
installation. To do this perform the following steps:

1. Follow the steps described in Chapter 3, "Installing OracleAS Portal", to install a
Portal and Wireless Oracle Application Server 10g middle-tier on the first machine
(M1). It is assumed that you use the services of an existing Oracle Application
Server Infrastructure.

See Also: Oracle Application Server Installation Guide.

2. Verify that you have installed the middle-tier successfully by ensuring that you
can access the OracleAS Portal home page at:
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http://ml.abc.com:7777/pls/portal

Your configuration now looks like Figure 5-2, with the details described in
Table 5-1.

Figure 5-2 Installation of OracleAS Portal Middle-Tier
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3. Access your iasconfig.xml file, located in MID TIER ORACLE_
HOME/portal/conf, and verify that it looks something like Example 5-1:

Example 5-1 iasconfig.xml After the First Middle-Tier Installation

<IASConfig XSDVersion="1.0">
<IASInstance Name="iAS-1.ml.abc.com" Host="ml.abc.com">
<WebCacheComponent ListenPort="7777" AdminPort="4002" InvalidationPort="4001"
InvalidationUsername="invalidator" InvalidationPassword="@Bd4D+TnaUYFTJebppI
EgRc3/kleybcc70A==" SSLEnabled="false"/>
<EMComponent ConsoleHTTPPort="1814" SSLEnabled="false"/>
</IASInstance>
<IASInstance Name="iAS.infra.abc.com" Host="infra.abc.com">
<0IDComponent AdminPassword="@BVs2KPJEWC5a014n81bTxUY=" PortSSLEnabled="true"
LDAPPort="3060" AdminDN="cn=orcladmin"/>
</IASInstance>
<PortalInstance DADLocation="/pls/portal" SchemaUsername="portal"
SchemaPassword="@Beyh8p2bOWELQCsA5zRtuYc=" ConnectString="cn=iasdb, cn=oraclecontext">
<WebCacheDependency ContainerType="IASInstance" Name="iAS-1.ml.abc.com"/>
<0IDDependency ContainerType="IASInstance" Name="iAS.infra.abc.com"/>
<EMDependency ContainerType="IASInstance" Name="iAS-1.ml.abc.com"/>
</PortalInstance>
</IASConfig>

You now proceed with the next step where you configure OracleAS Portal to be
accessed through an LBR.

5.3.2 Step 2: Configure OracleAS Portal on M1 to Be Accessed Through the LBR

To configure OracleAS Portal so it can be accessed through the load balancing router,
perform the following steps:
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Configure the LBR (1br . abc . com) to accept requests on port 80 and forward
those to the OracleAS Web Cache port (7777) running on machine ml . abc . com.
To do this, you need to:

a. Setup a group, or pool on the LBR, to which individual servers can be added.
b. Add the desired servers’ IP addresses, and port numbers to the group.

c. Create a virtual server that listens on port 80, and balances load between the
members of the group.

d. Make sure the LBR translates the port that it is listening on to forward requests
to the port that OracleAS Web Cache is listening on.

Note: Consult the LBR documentation to set up the groups, and a
virtual server.

Configure the OracleAS Portal middle-tier on M1 to allow underlying components
to construct URLs based on the LBR hostname (1br . abc . com) and LBR port
number (80), so that self-referential URLs rendered on OracleAS Portal pages are
valid for the browser. To do this, perform the following steps:

a. Define a virtual host, using the Create Virtual Host wizard, as explained in
Section 5.4.1.1, "Create the Virtual Host for www.xyz.com", with the following
exceptions:

- On the Addresses page (Step 9), specify the hostname of the LBR
(1br.abc.com) in the Server Name field for your virtual host.

— In Step 23, specify 80 for the Port directive in the VirtualHost container.

b. Define a second virtual host, using the Create Virtual Host wizard, as
explained in Section 5.4.1.1, "Create the Virtual Host for www.xyz.com", with
the following exceptions:

— On the Addresses page (Step 9), specify the hostname of M1
(m1.abc.com) in the Server Name field for your virtual host.

- InStep 23, specify 7777 for the Port directive in the VirtualHost container.
—  When prompted to restart the Oracle HTTP Server (Step 25), click Yes.

Define a site that matches the virtual host entry, created in the previous step
(1br.abc. com), using OracleAS Web Cache Manager on M1, as follows:

a. Access the OracleAS Web Cache Manager on M1, as described in Oracle
Application Server Web Cache Administrator’s Guide .

b. From Properties, click Sites.
c. Click Create under Named Sites Definitions.

d. On the Create Named Site page, specify 1br.abc . com for the Host and 80
for Port. Keep the default values for all other fields.

e. Click OK. You will now see 1br.abc.comin the Named Sites Definitions
table.

Use OracleAS Web Cache Manager on M1, to map the site 1br.abc . com to
middle-tier m1 . abc. com.

a. In the navigation frame, select Site-to-Server Mapping under Origin Servers,
Sites, and Load Balancing.
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b. In the Site-to-Server Mapping page, select the first mapping in the table and
click Insert Above.

c. Inthe Edit/Add Site-to-Server Mapping page, select the Select from Site
definitions option and then select a site definition created in the previous step
(1br.abc.com).

d. Inthe Select Application Web Servers section, select the application server
M1 (ml.abc . com) specified in the Origin Servers page.

e. Click Submit.
f. Click Apply Changes on the top of the page.
g. Inthe Cache Operations page, click Restart to restart Web Cache on M1.

To verify that the site has been mapped correctly, navigate to the Site-to-Server
Mapping page, and ensure that M1 is mapped to the site 1br.abc . com.

5. Configure machineml.abc . com so that it can resolve the LBR hostname to have
the correct IP address. You can either rely on DNS resolution, or make entries in
the /etc/hosts file as follows:

L1.L1.L1.L1 1lbr.abc.com

Where L1 .L1.L1.L1 is the IP address for the LBR. There is no need to restart the
system after making these changes.

WARNING: Ensure that the /etc/hosts file does not have an
entry that points the local hostname to 127.0.0. 1. For example:

127.0.0.1 ml.abc.com

6. Configure the LBR to perform Network Address Translation (NAT) bounce back
for loopback requests coming from the PPE running onm1 . abc . com. This ensures
that when the PPE makes a loopback request to OracleAS Web Cache, there are no
errors.

Notes:

= NAT bounce back is set up differently on individual LBRs.
Consult your LBR's configuration guide on how to set this up.

»  The log files contain the NAT bounce back addresses for all
loopback requests from the Parallel Page Engine (PPE), that get
forwarded to OracleAS Web Cache or Oracle HTTP Server
through the LBR.

7. Configure the LBR (1br. abc . com) to accept invalidation requests from the
OracleAS Metadata Repository on a separate port (4001 in this example), so that it
is forwarded to the OracleAS Web Cache running on machine m1 . abc . com on
port 4001.

Note: The LBR does not have to listen on the OracleAS Web Cache
invalidation port. On LBRs that do not have Port Mapping ability
the port number must match the OracleAS Web Cache invalidation
port.
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a. Setup a group, or pool on the LBR, to which individual servers can be added.
b. Add the desired servers’ IP addresses, and port numbers to the group.

c. Create a virtual server that listens on port 4001, and balances load between
the members of the group.

d. In the case where the LBR’s port, that is listening for the invalidation requests,
and the OracleAS Web Cache’s invalidation port are different, you must
ensure that the LBR translates the port that it is listening on to forward
requests to the port that OracleAS Web Cache is listening on.

Notes:

s Consult the LBR documentation to set up the groups, and
virtual server.

»  If the Oracle Application Server Infrastructure is behind
another firewall, you need to make sure that it can send
invalidation messages to the LBR.

WARNING: For security reasons, the invalidation port on the LBR
(port 4001) should only be accessible from within the network.

8. You must manually edit the iasconfig.xml file, typically located in MID TIER
ORACLE_HOME/portal/conf. Before editing the file, it is recommended that you
make a backup copy of it. The file must be updated to have the correct farmname,
hostname, and port information used to access OracleAS Portal, and to perform the
OracleAS Web Cache invalidation, as shown in Example 5-2 (all changes are
shown in bold):

Example 5-2 iasconfig.xml File Edited to Include Farm Element

<IASConfig XSDVersion="1.0">

<IASFarm Name="Farm-1.lbr.abc.com" Host="lbr.abc.com">
<WebCacheComponent ListenPort="80" AdminPort="4002"
InvalidationPort="4001" InvalidationUsername="invalidator"
InvalidationPassword="welcomel"” SSLEnabled="false"/>
</IASFarm>

<IASInstance Name="iAS.infra.abc.com" Host="infra.abc.com">
<0IDComponent AdminPassword="@BVs2KPJEWC5a014n81bTxUy="
PortSSLEnabled="true" LDAPPort="3060" AdminDN="cn=orcladmin"/>
</IASInstance>

<IASInstance Name="iAS-1.ml.abc.com" Host="ml.abc.com">
<EMComponent ConsoleHTTPPort="1814" SSLEnabled="false"/>
</IASInstance>

<PortalInstance DADLocation="/pls/portal" SchemaUsername="portal"
SchemaPassword="@Beyh8p2bOWELQCsA5zRtuYc="
ConnectString="cn=1iasdb, cn=oraclecontext">
<WebCacheDependency ContainerType="IASFarm" Name="Farm-1.lbr.abc.com"/>
<0IDDependency ContainerType="IASInstance" Name="iAS.infra.abc.com"/>
<EMDependency ContainerType="IASInstance" Name="iAS-1.ml.abc.com"/>
</PortalInstance>
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10.

11.

12.

</IASConfig>

Note: If OracleAS Web Cache on iAS-1.ml.abc.com (shown in
Example 5-1) is not referenced by any other OracleAS Portal instance,
you can remove the entry from iasconfig.xml, as seen in

Example 5-2.

Encrypt any plain text passwords in the iasconfig.xml configuration file. To do
this, navigate to MID_TIER ORACLE_HOME/portal/conf, and run the
following command:

ptlconfig -encrypt

Note: To use ptlconfig, the ORACLE_HOME environment
variable must be set.

Register the URL changes with OracleAS Portal. Make sure that the new URLs
used for accessing OracleAS Portal use the LBR hostname and port, and that the
OracleAS Web Cache invalidation URLs (OracleAS Web Cache hostname and
invalidation ports) are that of the LBR. To do this, navigate to MID_TIER_
ORACLE_HOME/portal/conf, and run the following command:

ptlconfig -dad <portal_dadname> -wc -site

For example,

ptlconfig -dad portal -wc -site

Run ssoreg to register the secured request with OracleAS Single Sign-On by
configuring it as a partner application. ssoreg is located on the middle-tier in
MID TIER_ORACLE_HOME/sso/bin.

The following example illustrates the usage of ssoreg on UNIX:

MID TIER_ORACLE_HOME/sso/bin/ssoreg.sh
-site_name lbr.abc.com
-mod_osso_url http://lbr.abc.com
-config_mod_osso TRUE
-oracle_home_path MID TIER ORACLE_HOME
-config_file MID_TIER ORACLE_HOME/Apache/Apache/conf/osso/osso.conf
-admin_info cn=orcladmin
-virtualhost

On Windows, you must run ssoreg. bat instead. Refer to the information on
registering mod_osso in the Oracle Application Server Single Sign-On Administrator’s
Guide.

To enable monitoring of the load balancing router's front-end host and port
settings for OracleAS Portal, you must edit targets.xml (located in MID TIER
ORACLE_HOME/sysman/emd/) on M1, as follows:

a. Open targets.xml on M1, using a text editor.

b. Search for OracleAS Portal targets, that is, TYPE="oracle_portal".
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c. Edit the PortalListeningHostPort property, to point to the LBR. For
example:

<Property NAME="PortalListeningHostPort" VALUE=http://lbr.abc.com:80/>

d. Save the changes to targets.xml.
e. Reload the targets in the Application Server Control Console:
On Solaris/Linux, enter:

MID_TIER ORACLE_HOME/bin/emctl reload

On Windows:

MID TIER_ORACLE_HOME\bin\emctl reload

13. Optionally, re-register the Wireless gateway URL with the load-balancer's address.
See Section 5.10, "Configuring OracleAS Wireless" for more information.

After these steps, your configuration looks like Figure 5-3 with the details described in
Table 5-1.

Figure 5-3 OracleAS Portal Being Accessed Through the LBR
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5.3.3 Step 3: Confirm That OracleAS Portal is Up and Running

Confirm that OracleAS Portal is up and running by performing the following tests in
the specified order. If a test fails, address the issues, before proceeding with the next
test. To diagnose the OracleAS Web Cache, Oracle HTTP Server, and LBR
configuration and logs, refer to the Oracle Application Server Administrator’s Guide.

1. Test access to OracleAS Web Cache and Oracle HTTP Server through the LBR, by
accessing a static file that is cached in OracleAS Web Cache, and make sure it
works. For example, you can access the following URL:

http://1lbr.abc.com/index.html

2, Test the connection to Oracle Application Server Metadata Repository through the
LBR, by accessing the following URL:

http://1lbr.abc.com/pls/portal/htp.p?cbuf=test
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The response should be "test". If this succeeds, it means that the Oracle
Application Server middle-tier can connect to the OracleAS Metadata Repository.
If this fails, scan the Oracle HTTP Server error_1log file for details about the
request failure, and take appropriate actions.

3. Test access to OracleAS Portal, by completing the following steps:

a. Access the OracleAS Portal home page at
http://1lbr.abc.com/pls/portal. If this does not work, scan the
application. log file for the OC4]_Portal instance, and look for errors. The
most common reason for this error is because the PPE cannot make loopback
connections. For this to work:

— Ensure that Network Address Translation (NAT) is enabled in the LBR.

— Ensure that the middle-tier on m1 . abc . com can resolve the address of
1br.abc. com. To do this, run the following command from
ml.abc.com:

ping lbr.abc.com
b. Click the portal login link. If this does not work, it could be due to one of the
following reasons:

- The Infrastructure middle-tier is down or is not working. Check the Oracle
HTTP Server error_1log file in the INFRA_ORACLE_HOME for more
details.

—  The partner application URL registration for OracleAS Portal is incorrect,
or OracleAS Single Sign-On is down.

c. Click some links in the portal.

d. Confirm that content is getting cached in OracleAS Web Cache. To do this,
access the OracleAS Web Cache Manager on M1, as described in Oracle
Application Server Web Cache Administrator’s Guide.

Note: The Web Cache Administration and the Portal Service
Monitoring links in the Services portlet will not work in the
multiple middle-tier configuration.

Under Monitoring, click Popular Requests. Select Cached from the Filter
Objects drop-down list, and click Update. If you accessed OracleAS Portal,
you will see portal content (For example, URLs that contain /pls/portal).
If you don't see any portal content, open another browser and log in to
OracleAS Portal. Return to the Popular Requests page, and click Update, to
refresh the page content. This should provide enough content for verification.

e. Perform some simple page edits in OracleAS Portal, like adding a portlet to a
page and make sure that the new content shows up. If the new content does
not display properly, or if you see errors, OracleAS Web Cache invalidation is
misconfigured.

5.3.4 Step 4: Install a New Portal and Wireless Middle-Tier (M2)

Follow these steps to install a new Portal and Wireless middle-tier on M2
(m2 . abc . com):
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1. Set the IASCONFIG_LOC environment variable to point to the same location that
IASCONFIG_LOC is pointing to on machine ml .abc . com. The iasconfig.xml
file allows Portal configuration to be performed from any of the hosts involved in
a Web site topology. The environment variable should ideally point to a location
that is accessible over a shared file system, so that installations done on different
machines can reference and update the same file.

The environment variable should be set in the second middle-tier before starting
the installation. To override the default location of the configuration file, you must
set the environment variable TASCONFIG_LOC to a directory in which the file is
stored, for example:

set IASCONFIG_LOC=/usr/local/ias904

Note: By default, iasconfig.xml resides in MID TIER
ORACLE_HOME/portal/cont. If the Portal Dependency Settings
file is accessible over a network file system, you can share the file
across multiple hosts, avoiding the need to manually replicate it
every time the file is modified. If the installation is running on an
operating system that supports symbolic links, it is recommended
that you use this mechanism to reference a shared file. If, however,
the Portal Dependency Settings file is not accessible over the
network, you must ensure that the file is kept up-to-date with
changes to your site topology. Refer to Section A.2.4, "Updating the
Portal Dependency Settings File" for more information.

2. Run Oracle's Universal Installer to install a Portal and Wireless Oracle Application
Server 10¢ middle-tier on the second machine (M2).

Note: It is recommended that you use the same physical path for
installing the second middle-tier. This helps when you make
configuration changes on one machine and want to transfer the
changes to another machine. If the physical path is different on
other machines, you must ensure that the path elements are
corrected after copying the files.

3. Clear the selection for OracleAS Portal in the Select Configuration Options
screen during the installation of Oracle Application Server middle-tier, as shown
in Figure 5-4.
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Figure 5-4 Select Configuration Options Screen
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WARNING: Selecting OracleAS Portal in the Select Configuration
Options screen overwrites your previous configuration entries in
OracleAS Portal. For more information, see Section 3.3,
"Configuring OracleAS Portal During and After Installation".

Enable OracleAS Portal, accessing the Application Server Control Console. Refer
to Section 7.2.2, "Using Application Server Control Console to Configure OracleAS
Portal", for further instructions.

Note: This will deploy the OracleAS Portal middle-tier
components, but will not overwrite information in the OracleAS
Metadata Repository.

This new installation should not have affected your previous configuration.
Confirm that OracleAS Portal is up and running on M1, and can be accessed
through the LBR. See Section 5.3.3, "Step 3: Confirm That OracleAS Portal is Up
and Running" for more information on how to check this.

5.3.5 Step 5: Configure the New Middle-Tier (M2) to Run Your Existing Portal

Follow these steps, in the order specified, to configure M2 to run your existing portal:

1.

Configure the new OracleAS Portal middle-tier to allow underlying components
to construct URLs based on the LBR hostname (1br . abc . com) and LBR port
number (80). To do this, perform the following steps, using the Application Server
Control Console on M2:

a. Define a virtual host, using the Create Virtual Host wizard, as explained in
Section 5.4.1.1, "Create the Virtual Host for www.xyz.com", with the following
exceptions:
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— On the Addresses page (Step 9), specify the hostname of the LBR
(1br.abc.com) inthe Server Name field for your virtual host.

— InStep 23, specify 80 for the Port directive in the VirtualHost container.

Define a second virtual host, using the Create Virtual Host wizard, as
explained in Section 5.4.1.1, "Create the Virtual Host for www.xyz.com", with
the following exceptions:

— On the Addresses page (Step 9), specify the hostname of M2
(m2.abc.com) in the Server Name field for your virtual host.

- InStep 23, specify 7777 for the Port directive in the VirtualHost container.
—  When prompted to restart the Oracle HTTP Server (Step 25), click Yes.

Copy the configuration settings for OracleAS Portal from the middle-tier M1, to
the middle-tier M2. It is a good idea to make backup copies of the files first. To do
this, perform the following steps:

a.

Copy MID TIER ORACLE_HOME/Apache/modplsgl/conf/dads.conf
from M1 to M2.

Copy MID TIER ORACLE_HOME/Apache/modplsgl/conf/cache.conf
from M1 to M2.

CopyMTD_TIER_ORACLE_HOME/jZee/OC4J_
Portal/applications/portal/portal/WEB-INF/web.xml from M1 to
Ma2.

If M1 and M2 are installed using different physical paths, you need to make
sure that the path elements are corrected after copying the files.

If you have not defined TASCONFIG_LOC in Section 5.3.4, "Step 4: Install a
New Portal and Wireless Middle-Tier (M2)", you must update the
iasconfig.xml file on M2 to have the same settings as iasconfig.xml on
M1, by following the steps described in Section A.2.4, "Updating the Portal
Dependency Settings File".

Re-register mod_osso on M2. To do this, perform the following steps:

a.

Copy the MID TIER ORACLE_HOME/Apache/Apache/conf/osso.conf
from M1 to M2. osso. conf is a binary file.

Synchronize the DCM repository by issuing the following command:

MID_TIER ORACLE_HOME/Apache/Apache/bin/ssotransfer MID_ TIER ORACLE_
HOME/Apache/Apache/conf/osso/osso.conf

Note: This does not create any new partner applications; it enables
the partner application 1br . abc . com for M1 and M2.

Synchronize the manual configuration changes done on M2 by running the
following command from the directory MID-TIER ORACLE_HOME/dcm/bin/:

demetl updateConfig

Restart Oracle HTTP Server on M2, by running the following command from the
directory MID_TIER_ORACLE_HOME/opmn/bin:

opmnctl restartproc type=ohs
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6. Configure the machine m2.abc.com to resolve the LBR hostname to have the
correct IP address. You can either rely on DNS resolution for this, or make entries
in the /etc/hosts file as follows:

L1.L1.L1.L1 1lbr.abc.com

WARNING: Ensure that the /etc/hosts file does not have an
entry that points the local hostname to 127.0.0. 1. For example:

127.0.0.1 m2.abc.com

7. Access the OracleAS Web Cache Manager on M1, as described in Oracle Application
Server Web Cache Administrator’s Guide.

8. Use OracleAS Web Cache Manager on M1, to add the OracleAS Web Cache on M2
to the OracleAS Web Cache cluster on M1. To do this, perform the following steps:

a. Click Clustering under Properties.
b. On the Clustering page, under the Cluster Members table, click Add.

c. Onthe Add Cache to Cluster page, specify the following information for M2
to be included in this Web Cache cluster:

Property Value
Host Name m2 .abc.com
Admin Port 4002

Protocol for Admin Port | HTTP

Cache Name m2 . abc . com-WebCache

Capacity 30

Note: For the value of the Cache Name property, you can specify
any name.

d. Click Submit.

e. To verify that the OracleAS Web Cache on M2 has been added to the cluster,
locate m2 . abc . com in the Cluster Member table.

For information on configuring a cache cluster, refer to the Oracle Application
Server Web Cache Administrator’s Guide.

9. Use OracleAS Web Cache Manager on M1, to add M2 as an additional origin
server to the OracleAS Web Cache cluster, created in the previous step. To do this,
perform the following steps:

a. Click Origin Server, under Origin Servers, Sites, and Load Balancing.

b. In the Origin Server page, click Add under the Application Web Servers
table.

c. Inthe Add Application Web Server page, provide the following information:
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Property Value
Hostname m2.abc.com
Port 7778
Routing ENABLED
Capacity 100

Failover Threshold 5

Ping URL /

Ping Interval 10

Protocol HTTP

10.

11.

12.

Note: For the Port value, use the M2’s Oracle HTTP Server
listening port.

d. Click Submit

e. To verify that the origin server has been added properly, locate m2 . abc . com
in the Origin Server table.

Refer to the section "Map Sites to Origin Servers" in the Oracle Application Server
Web Cache Administrator’s Guide for more information.

Use OracleAS Web Cache Manager on M1, to map the site 1br . abc . com to the
two origin servers m1 . abc . com, and m2 . abc . com, by performing the following
steps:

a. In the navigation frame, select Site-to-Server Mapping under Origin Servers,
Sites, and Load Balancing.

b. On the Site-to-Server Mapping page, Select the mapping for the LBR site in
the table and click Edit Selected.

c. In the Select Application Web Servers section, select an application Web
server specified in the Origins Servers page for M2 (m2 . abc . com).

d. Click Submit.

e. To verify that the site has been mapped correctly, ensure that both M1 and M2
are mapped to the site 1br.abc . com in the Site to Server Mappings table.

Refer to the section "Map Sites to Origin Servers" in the Oracle Application Server
Web Cache Administrator’s Guide for more information.

To save your configuration changes, click Apply Changes on the top of the page.
Perform the following steps in the Cache Operations page:

a. Click Propagate to propagate changes to M2.
b. Click Restart to restart Web Caches on M1 and M2.

Configure the LBR (1br . abc . com) to forward requests on the invalidation port to
OracleAS Web Cache running on the second middle-tier m2 . abc . com on port
4001, similar to the configuration previously done for the first middle-tier
ml.abc.com.
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Note: The LBR does not have to listen on the OracleAS Web Cache
invalidation port. On LBRs that do not have Port Mapping ability,
the port number must match the OracleAS Web Cache invalidation
port.

13. Configure the LBR (1br.abc . com) to forward requests on port 80 to OracleAS
Web Cache running on machine m2 . abc . com on port 7777, similar to the
configuration previously done for the first middle-tier m1 . abc . com.

Note: Consult the LBR documentation to complete this step.

14. Configure the LBR to perform Network Address Translation (NAT) bounce back
for loopback requests coming from Oracle HTTP Server on m2 . abc . com. Refer to
Step 6 in Section 5.3.2, "Step 2: Configure OracleAS Portal on M1 to Be Accessed
Through the LBR" section for more information.

After these steps, your configuration looks like Figure 5-1.

Note: For adding more middle-tiers, follow the procedures
outlined in Section 5.3.4, "Step 4: Install a New Portal and Wireless
Middle-Tier (M2)" and Section 5.3.5, "Step 5: Configure the New
Middle-Tier (M2) to Run Your Existing Portal", for each middle-tier.

15. To enable monitoring of the load balancing router's front-end host and port
settings for OracleAS Portal, you must edit targets.xml (located in MID TIER
ORACLE_HOME/sysman/emd/) on M2, as follows:

a. Open targets.xml on M2, using a text editor.
b. Search for OracleAS Portal targets, that is, TYPE="oracle_portal".

c. Editthe PortalListeningHostPort property, to point to the LBR. For
example:

<Property NAME="PortalListeningHostPort" VALUE=http://lbr.abc.com:80/>

d. Save the changes to targets.xml.
e. Reload the targets in the Application Server Control Console:
On Solaris/Linux, enter:

MID TIER _ORACLE_HOME/bin/emctl reload

On Windows:

MID TIER_ORACLE_HOME\bin\emctl reload

5.3.6 Step 6: Configure Portal Tools and Web Providers (Optional)

To ensure that the Portal Tools (OmniPortlet and OracleAS Web Clipping) providers
and Locally Built, as well as Custom built Web providers work properly, in the
middle-tier environment, some additional configuration is required. If OmniPortlet or
any other Web providers already have customization in the file system, PDK-Java
provides a Preference Store Migration/Upgrade Utility that can be used to migrate the
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existing customizations to the database and upgrade customizations from earlier
releases. More information on the PDK Preference Store Migration Utility can be found
in the PDK-Java Release Notes, available on Portal Center at
http://portalcenter.oracle.com.

Configuring Portal Tools Providers in the Multiple Middle-Tier Environment

Perform the following steps for Portal Tools (OmniPortlet and OracleAS Web
Clipping) providers to function properly in the multiple middle-tier environment:

1.

Configure OmniPortlet to use a shared Preference Store. By default, the
OmniPortlet provider uses the file-based Preference Store. However, in a multiple
middle-tier environment, you must use a shared Preference Store, like the
database Preference Store (DBPreferenceStore). To configure Portal Tools
providers to use DBPreferenceStore, perform the following steps:

Navigate to the directory ORACLE_HOME/j2ee/0C4J_
Portal/applications/jpdk/jpdk/doc/dbPreferenceStore. For
example:

cd ORACLE_HOME/j2ee/0C4J_
Portal/applications/jpdk/jpdk/doc/dbPreferenceStore

On the database where the PORTAL schema is installed, log on to SQL*Plus as
the user that owns the DBPreferenceStore table. Ensure that this user has the
necessary privileges to create tables and indexes. For example:

sglplus scott/tiger

Run the jpdk_preference_store2.sqgl script as follows in SQL*Plus:

@jpdk_preference_store2

Add the following entry to the file data-sources.xml, located in the
directory ORACLE_HOME/j2ee/0C4J_Portal/config:

<data-source
class="com.evermind.sqgl .DriverManagerDataSource"
name="omniPortletprefStore"
location="jdbc/UnPooledConnection"
xa-location="jdbc/xa/XAConnection"
ejb-location="7jdbc/PooledConnection"
connection-driver="oracle.jdbc.driver.OracleDriver"
username="scott"
password="tiger"
url="jdbc:oracle:thin:@infra.host.com:1521:0rcl"
inactivity-timeout="30"

/>

Edit the file provider .xml located in the directory ORACLE_
HOME/j2ee/0OC4T_
Portal/applications/portalTools/omniPortlet/WEB-INF/provid
ers/omniPortlet. Edit the preferenceStore tag as shown in bold:

<provider class="oracle.webdb.reformlet.ReformletProvider">
<vaultId>0</vaultId>
<session>true</session>
<preferenceStore
class="oracle.portal.provider.v2.preference.DBPreferenceStore">
<name>omniPortletprefStore</name>
<connection>jdbc/PooledConnection</connection>
</preferenceStore>
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f. Restart OC4J_Portal.
More information on configuring the database Preference Store can be found in:

»  The PDK article titled "Installing the DBPreferenceStore Sample (V2)", located
at
http://portalstudio.oracle.com/pls/ops/docs/FOLDER/COMMUNI
TY/PDK/jpdk/v2/doc/dbPreferenceStore/installing.db.prefere
nce.store.v2.html, on Portal Center at
http://portalcenter.oracle.com.

»  The section on Preference Information in the Oracle Application Server Portal
Developer’s Guide.

2. Typically, you perform the HTTP Proxy configuration for OmniPortlet and
WebClipping before you configure the LBR. To do it after the LBR is configured,
perform the following steps:

a. The Portal Tools configuration information is stored in the provider .xml file
on the middle-tier server. You need to update the configuration directly on one
middle-tier (for example, M1) and then propagate it across all middle-tiers
front-ended by the LBR. Before you do this, you must disconnect M1 from the
LBR. Consult your LBR's configuration guide for information on how to do
this.

b. Turn off the Single Sign-On protection on the Portal Tools provider
configuration pages on M1. You can do this by setting the param-value to
falsein ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/we
b.xml file, as follows:

<init-param>
<param-name>oracle.webdb.providerui.securedAccessParam</param-name>
<param-value>false</param-value>

</init-param>

c. Restart OC4J_Portal.

d. You can change the settings on the Portal Tools Edit Provider pages
(OmniPortlet, and OracleAS Web Clipping), accessible from the Portal Tools
providers' test pages. The test pages are located at the following URLs:

— OmniPortlet provider test page on M1:
http://ml.abc.com:7777/portalTools/omniPortlet/provider
s/omniPortlet

-  Web Clipping provider test page on M1:
http://ml.abc.com:7777/portalTools/webClipping/provider
s/webClipping

Refer to Section 1.1, "Configuring the Web Clipping Repository", and
Section 1.2, "Configuring HTTP or HTTPS Proxy Settings" for more
information.

e. Restore the Single Sign-On protection on the Portal Tools provider
configuration pages by setting the param-value to true in ORACLE_
HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/we
b.xml file, as follows:

<init-param>

5-20 Oracle Application Server Portal Configuration Guide



Configuring Multiple Middle-Tiers with a Load Balancing Router

<param-name>oracle.webdb.providerui.securedAccessParam</param-name>
<param-value>true</param-value>
</init-param>

f. Restart OC4J_Portal.
g. Propagate the changes made to the provider.xml file to middle-tier M2:

— Copy the ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/omniPortlet/WEB-INF/pro
viders/omniPortlet/provider.xml from M1 to M2.

— Copy the ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/webClipping/WEB-INF/pro
viders/webClipping/provider.xml from M1 to M2.

h. Reconnect M1 to the LBR.
i. Restart middle-tier M2.

3. Copy the ORACLE_HOME/j2ee/0C4J_Portal/config/data-sources.xml
from M1 to M2.

4. Click Edit Registration for the OmniPortlet Provider on the Providers tab of the
Navigator, under Locally Built Providers. Then click the Connection tab, and
change the first part of the provider registration URL from
http://ml.abc.com:7777/ tohttp://1lbr.abc.com/.

5. Click Edit Registration for the Web Clipping Provider on the Providers tab of the
Navigator, under Locally Built Providers. Then click the Connection tab and
change the first part of the provider registration URL from
http://ml.abc.com:7777/ tohttp://1lbr.abc.com/.

6. Verify that OmniPortlet and the Web Clipping Provider work properly through the
LBR, by going to the test pages at the following URLs.

s OmniPortlet Provider:
http://lbr.abc.com/portalTools/omniPortlet/providers/omniP
ortlet

= Web Clipping Provider:
http://lbr.abc.com/portalTools/webClipping/providers/webCl
ipping

Note: If you want to use the OracleAS Web Clipping provider, or
the Web Page Data Source for OmniPortlet, you must also enable
session binding in OracleAS Web Cache, as described in Step 7:
Enable Session Binding on OracleAS Web Cache.

Creating and Editing Locally Built Web Providers in the Multiple
Middle-Tier Environment

Locally built providers are providers that are defined within an instance of OracleAS
Portal. You typically create or edit these providers before configuring for LBR. If you
are doing it after the LBR is configured, perform the following steps:

1. The Web provider information is kept in the provider . xml file on the
middle-tier server. You need to update the configuration directly on one
middle-tier (for example, M1) and then propagate it across all middle-tiers
front-ended by the LBR. Before you do this, you must disconnect M1 from the
LBR. Consult your LBR's configuration guide for information on how to do this.
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2. Turn off the Single Sign-On protection on the Web provider creation and editing
pages on M1. You can do this by setting the param-value to false in ORACLE_
HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/web.x
ml file, as follows:

<init-param>
<param-name>oracle.webdb.providerui.securedAccessParam</param-name>
<param-value>false</param-value>

</init-param>

3. Restart OC4J_Portal.

4. Create or edit a Web provider, and its portlets. A provider .xml file is created for
each new provider.

5. Restore the Single Sign-On protection on the Web provider creation and editing
pages by setting the param-value to true in ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/web.x
ml file, as follows:

<init-param>
<param-name>oracle.webdb.providerui.securedAccessParam</param-name>
<param-value>true</param-value>

</init-param>

6. Restart OC4J_Portal.
7. Propagate the changes made to the files in M1 to middle-tier M2:

a. Copy the ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/pr
oviders/<providerName> directory from M1 to M2.

b. Copy the ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/de
ployment/<providerName>.properties file from M1 to M2.

c. Copy the ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/de
ployment_providerui/provideruiacls.xml file from M1 to M2.

d. Copy the entry for <providerMap> in ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/de
ployment_providerui/providerstore.xml from M1 to M2 and change
the <warDir> element with the appropriate value for the ORACLE_HOME for
M2 (shown in bold):

<providerMap name="MyProvider" baseLanguage="en">
<displayName language="en" translation="myprovider"></displayName>
<timeout>20</timeout>
<timeoutMessage language="en" translation="Timed Out"></timeoutMessage>
<loginFrequency>Never</loginFrequency>

<httpURL>http://1lbr.abc.com:80/portalTools/builder/providers/MYPROVIDER</ht
tpURL>
<cookieDomain>abc.com</cookieDomain>
<serviceId>MYPROVIDER</serviceId>
<requireSessionData>false</requireSessionData>
<httpAppType>Portal</httpAppType>
<warDir>ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF</warDir>
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<warFile>providerBuilder</warFile>
</providerMap>

e. Click Edit Registration for the provider on the Providers tab of the Navigator,
under Locally Built Providers. Then click the Connection tab and change the
first part of the provider registration URL from http://ml.abc.com:7777/
tohttp://1br.abc.com/.

f.  Verify that the Web provider works properly through the LBR, by going to the
test page at the URL
http://lbr.abc.com:80/portalTools/builder/providers/<provi
derName>.

8. Reconnect M1 to the LBR.
9. Restart the middle-tier M2.

Configuring Custom Built Providers in a Multiple Middle-Tier Environment

A custom built provider is any Web provider that is not seeded by the OracleAS Portal
installation, or created using OracleAS Portal. To configure the custom built provider,
you must deploy it on the first middle-tier, and register it to OracleAS Portal, using the
M1 URL (http://ml.abc.com:7777/<webApp>/providers/<providerName>.
To configure it to work in the multiple middle-tier environment, you must perform the
following steps:

1. Configure the custom built provider to use a shared Preference Store. Refer to the
steps in the section, Configuring Portal Tools Providers in the Multiple
Middle-Tier Environment, in this document.

More information on configuring the database Preference Store can be found in the
PDK article titled "Installing the DBPreferenceStore Sample (V2)", located at
http://portalstudio.oracle.com/pls/ops/docs/FOLDER/COMMUNITY /
PDK/jpdk/v2/doc/dbPreferenceStore/installing.db.preference.st
ore.v2.html, on Portal Center at http://portalcenter.oracle.com.

2. Copy the ORACLE_HOME/j2ee/0C4J_
Portal/applications/<webApp>/WEB-INF/providers/<providerName>
/provider.xml from M1 to M2.

3. Click Edit Registration for the provider on the Providers tab of the Navigator,
under Registered Providers. Then click the Connection tab, and change the first
part of the provider registration URL from http://ml.abc.com:7777/ to
http://1lbr.abc.com

4. Verify that the custom built provider works properly through the LBR, by going to
the test pages at the URL
http://lbr.abc.com:80/<webApp>/providers/<providerName>

Configuring Load Balanced Session-Based Web Providers

To configure session-based Web providers, front-ended by a Load Balancing Router
(LBR), the login frequency should be set to "Once Per User Session", on the provider
information page, and the Load Balancing Router configured to do cookie-based
routing. To set the login frequency, take the following steps:

1. Log in to OracleAS Portal. Click the Administer tab. On the Portal Builder page,
click the Portlets tab.

2. Enter the provider information name in the field under Edit a Provider
Registration, under Remote Providers.
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3.

Click Edit. On the Edit Provider Registration page, click the Connection tab. Set
the Login Frequency to "Once Per User Session" under User/Session Information

Refer to the specific documentation of your LBR for information on how to configure
an LBR to do cookie-based routing.

5.3.7 Step 7: Enable Session Binding on OracleAS Web Cache

The Session Binding feature in OracleAS Web Cache is used to bind user sessions to a
given origin server to maintain state for a period of time. Although almost all
components running in a default OracleAS Portal middle-tier are stateless, session
binding is required for two reasons:

The Web Clipping Studio, used by both the OracleAS Web Clipping Portlet and
the Web Page Data Source of OmniPortlet, uses HTTP session to maintain state, for
which session binding must be enabled. Refer to Appendix I, "Administering Web
Clipping" for more information about Web Clipping.

Enabling session binding forces all the user requests to go to a given OracleAS
Portal middle-tier, resulting in a better cache hit ratio for the portal cache. Refer to
Section 1.3.2, "Understanding Portal Cache" for details on the portal cache.

Note: Regardless of whether you have configured an LBR in your
topology, you must enable session binding in OracleAS Web Cache,
if you have more than one middle-tier. In this configuration
OracleAS Portal does not require session binding to be set up on
the LBR.

To make OracleAS Web Cache bind the portal user session to the OracleAS Portal
middle-tier, perform the following steps:

1.

© N o o

In OracleAS Web Cache Manager on either M1, or M2, click Session Binding
under Origin Servers, Sites, and Load Balancing.

In the Session Binding page, select the LBR site name (1br.abc.com: 80) in the
table, and then click Edit Selected.

From the Please select a session drop-down list, change the session value to Any
Set-Cookie.

From the Please select a session binding mechanism drop-down list, select
Cookie-based.

Click Submit to apply the new settings to the site 1br . abc . com: 80.

To save your configuration changes, click Apply Changes at the top of the page.
On the Cache Operations page, click Propagate to propagate the changes.

Click Restart to restart OracleAS Web Cache on M1 and M2.

5.3.8 Step 8: Confirm the Completed Configuration

To verify that your complete configuration is working as expected, perform the
following steps:

1.

To clear the contents stored in OracleAS Web Cache, restart M1 and M2, as
follows:

a. Access the Application Server Control Console, typically located at
http://ml.abc.com:1812.
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b. Click the M1 instance.
c. Click Restart All
d. Repeat the steps for M2.
2. Test access to OracleAS Portal through the LBR, by completing the following steps:

a. Access the OracleAS Portal home page at
http://lbr.abc.com/pls/portal.

b. Click the portal login link.
c. Click some links in the portal.

d. Confirm that content is getting cached in OracleAS Web Cache. To do this,
access the OracleAS Web Cache Manager on M1 as described in Oracle
Application Server Web Cache Administrator’s Guide.

Under Monitoring, click Popular Requests. Select Cached from the Filter
Objects drop-down list, and click Update. If you accessed OracleAS Portal,
you will see portal content (For example, URLs that contain /pls/portal).

Perform some simple page edits in OracleAS Portal, like adding a portlet to a
page and make sure that the new content shows up. If the new content does
not display properly, or if you see errors, OracleAS Web Cache invalidation is
misconfigured.

5.4 Configuring Virtual Hosts

The Oracle HTTP Server supports the configuration of virtual hosts. Virtual hosts
allow a single machine to appear as any number of different sites. You can, for
example, configure a machine to represent both www . abc . com, as well as

www . Xy z . com. Another example would be configuring a machine to represent both
my.oracle.com, as well as oraclepartnernetwork.oracle. com. To configure
virtual hosts with Oracle Application Server Portal, you must set this up on the Oracle
HTTP Server. Additional Oracle Application Server Web Cache and Oracle
Application Server Single Sign-On configuration is also required.

Note: If your intent is simply to change the hostname of your
middle-tier, refer to the Oracle Application Server Administrator’s
Guide.

Let’s assume that your server name is www . abc . com, and you connect to OracleAS
Portal at http://www.abc.com:7779/pls/portal. The IP address of the machine
that the middle-tier is installed onis 196 .12.67.8.

You want to access OracleAS Portal at http: //www.abc.com:7779/pls/portal,
using the real server name, as well as http: //www.xyz.com: 7779, using a virtual
hostname, where both URLSs resolve to the same IP address.

In this example, port 7779 is the OracleAS Web Cache listening port, and port 7778 is
the Oracle HTTP Server listening port.

Let’s also assume that the OracleAS Single Sign-On is installed on a different machine
with the IP address 123 .45.67.8, and accessed at the URL
http://www.login.com:7777/pls/orasso.
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Notes:

»  The IP addresses used in this example are for illustration
purposes only and may not be valid IP addresses.

s The name and port values used in this section are for
illustration purposes only and you will need to substitute these
with your own.

= In this section we only describe how to configure virtual hosts
for the OracleAS Portal middle-tier, and this does not modify
the hostname for OracleAS Single Sign-On. For more
information on how to customize the OracleAS Single Sign-On
hostname, refer to the information on deploying OracleAS
Single Sign-On with a proxy server, the Oracle Application Server
Single Sign-On Administrator’s Guide, and the Oracle Application
Server Administrator’s Guide.

Figure 5-5 illustrates the previously described configuration. OracleAS Web Cache and
the Oracle Application Server are shown as residing on the same middle-tier machine,
although they can exist on different machines.

Figure 5-5 Virtual Host Overview

Wieb Cache with
defined sites / aliases

OHE with defined Application Server
virtual Hosts Inthpifuane. albe. com
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19612 67.8

Infrastructure
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Note: The domain names www.abc.com, www.Xyz.com, and
www . login. com must be valid domain names, and you must be
able to ping them.

To configure the virtual host, perform the following steps in the specified order:

5-26 Oracle Application Server Portal Configuration Guide



Configuring Virtual Hosts

1. Create Virtual Hosts.
Configure OracleAS Web Cache.
Register OracleAS Portal with OracleAS Single Sign-On.

P w N

Verify the Configuration.

5.4.1 Create Virtual Hosts

You must create virtual hosts entries in the httpd. conf file for the virtual host name
www . Xy z . com, as well as for the real server name www . abc . com. To define the virtual
hosts, use Oracle Enterprise Manager 10g Application Server Control Console to
perform the following steps:

s Create the Virtual Host for www.xyz.com.

s Create the Virtual Host for www.abc.com.

Once you have finished this step, do the following;:

1. Verify the httpd.conf File.

2. Verify That the Virtual Hosts Are Configured Correctly.

5.4.1.1 Create the Virtual Host for www.xyz.com
To create the virtual host for www . xyz . com:

1. Access the Oracle Enterprise Manager 10g Application Server Control Console.

Typically the Application Server Control Console is located at
http://www.xyz.com:1812. Refer to Chapter 7, "Monitoring and
Administering OracleAS Portal" for more information about using the Application
Server Control Console.

Click the link for the middle-tier where OracleAS Portal is installed.
Click the HTTP Server link.

Click the Virtual Hosts link.

Click the Create button in the Virtual Hosts page.

o g k& 0D

On the Introduction page, click Next to create a new virtual host, using the Virtual
Host Creation wizard.

7. On the General page, provide the information listed in Table 5-2.

Table 5-2 Virtual Host Information

Virtual Host Information Value
Document Root Directory ORACLE_HOME/Apache/Apache/htdocs
Directory Index Can be left blank

Server Administration E-Mail Valid e-mail address

Virtual Host Type name-based

8. Click Next.

9. On the Addresses Page, provide the following information in the Server Name
field for your virtual host:

wWww . XyZ.Ccom
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10.
11.
12.

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.
25.

Select the option Listen on all the main server IP addresses.
Click Next.

On the Ports page, select Listen on a specific port, and select the Oracle HTTP
Server listening port, 7778 in our example, from the port drop-down list.

Click Next.

On the Error Log page, select all default values.

Click Next.

Review the summary on the Summary page.

Click Finish.

When prompted to restart Oracle HTTP Server, click No.

Ensure that your server name, www . xyz . com, is listed in the table.
Click the Administration link.

Click Advanced Server Properties.

Select httpd.conf.

Add the Port and the Rewrite directives in the VirtualHost container, as follows
(shown in bold text):

NameVirtualHost *:7778

<VirtualHost *:7778>
ServerName www.Xyz.Com
Port 7779
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

Click Apply.
When asked to restart Oracle HTTP Server, click No.

5.4.1.2 Create the Virtual Host for www.abc.com
To create the virtual host for www . abc . com:

1.

Follow steps 1 through 8 in Section 5.4.1.1, "Create the Virtual Host for
WWWw.Xyz.com'.

On the Addresses Page (Step 9), provide the following information in the Server
Name field for your virtual host:

www . abc . com
Follow steps 10 through 24 in Section 5.4.1.1, "Create the Virtual Host for
www.xyz.com".

When prompted to restart the Oracle HTTP Server, click Yes.

5.4.1.3 Verify the httpd.conf File

After configuring virtual hosts for www . abc . com and www . xyz . com, take a look at
your httpd. conf file, using Application Server Control Console, as follows:
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1.

2
3
4.
5
6

Access the Oracle Enterprise Manager 10g Application Server Control Console.

Click the link for the application server where OracleAS Portal is installed.

Click the HTTP Server link.
Click the Administration link.
Click Advanced Server Properties.

Select httpd.conf.

Your httpd. conf file should have the following new section:

NameVirtualHost *:7778

<VirtualHost *:7778>

ServerName www.XyZ.Ccom

Port 7779

ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit

</VirtualHost>

<VirtualHost *:7778>

ServerName www.abc.com

Port 7779

ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit

</VirtualHost>

Entries for the virtual hosts can vary depending on the existing content of the
httpd. conf file, but you must have virtual host entries for both www . abc . com and
WWW . XY Z . COIM.

Note: The httpd.conf file can also be updated manually. The
file can be edited manually, to contain the right VirtualHost

directives, as shown previously.

To synchronize the manual configuration changes done on the
middle-tier, run ORACLE_HOME/dcm/bin/dcmctl as follows:

dcmctl updateConfig -ct ohs

Finally, restart Oracle HTTP Server, by running the following
command from ORACLE_HOME/opmn/bin:

opmnctl restartproc type=ohs
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Note: If your site name is not registered with the DNS, you need
to update the hosts file on your client machine as follows:

On Windows, this file is typically located in the directory
C:\WINNT\system32\drivers\etc. Here is an example of the
hosts file on Windows.

# Copyright (c) 1993-1995 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP
# for Windows NT/2000.

#

127.0.0.1 localhost

196.12.67.8 www.abc.com

196.12.67.8 www.xyz.com

On UNIX, the file is typically located in the directory /etc/hosts.
You do not have to restart the system after making these changes.

5.4.1.4 Verify That the Virtual Hosts Are Configured Correctly

Verify that both the server name, and the virtual host are working, by accessing these
URLs:

m http://www.xyz.com:7779/pls/portal

m http://www.abc.com:7779/pls/portal

5.4.2 Configure OracleAS Web Cache

The site www . abc . com is already defined in OracleAS Web Cache. Additionally, you
must create a site alias in OracleAS Web Cache, to make the multiple virtual hosts
transparent to the OracleAS Metadata Repository. Note that www . abc . com must be
set up as a site, while www . xyz . com must be defined as a site alias. This way,
invalidation messages sent to OracleAS Web Cache invalidate content that is cached
for both sites.

See Also: Oracle Application Server Web Cache Administrator’s Guide
for information about setting up a site alias.

5.4.3 Register OracleAS Portal with OracleAS Single Sign-On

For Single Sign-On in the Oracle Application Server Single Sign-On to work properly,
it must always be referenced by any partner application with the same hostname in the
URL. This is because cookies are sent back only to the host that generated them. So, in
the preceding example, the OracleAS Single Sign-On must always be referenced as
http://www.login.com. Therefore, you must register www.abc . com, and

www . Xyz . com as partner applications. To do this:

1. Add a partner application entry for www . abc . com, by running the script
ptlconfig, as follows:

ptlconfig -dad portal -sso -host www.abc.com -port 7779

2. Add a partner application entry for www . xyz . com, by running the script
ptlconfig, as follows:

ptlconfig -dad portal -sso -host www.xyz.com -port 7779
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3. Run ssoreg to register the secured request with OracleAS Single Sign-On by
configuring it as a partner application for www . abc . com. ssoreq is located on
the middle-tier in MID_TIER ORACLE_HOME/sso/bin.

The following example illustrates the usage of ssoreg on UNIX:

MID_TIER ORACLE_HOME/sso/bin/ssoreg.sh
-site_name www.abc.com
-mod_osso_url http://www.abc.com:7779
-config_mod_osso TRUE
-oracle_home_path MID TIER ORACLE_HOME
-config_file MID TIER_ORACLE_HOME/Apache/Apache/conf/osso/osso.conf
-admin_info cn=orcladmin

On Windows, you must run ssoreg . bat instead. Refer to Oracle Application
Server Single Sign-On Administrator’s Guide for more information.

4. Register the secured request with OracleAS Single Sign-On by configuring it as a
partner application for www . xyz . com, using the virtual host mode of ssoreg, as
shown in the following example:

MID_TIER ORACLE_HOME/sso/bin/ssoreg.sh
-site_name www.Xyz.com
-mod_osso_url http://www.xyz.com:7779
-config_mod_osso TRUE
-oracle_home_path MID TIER ORACLE_HOME
-config_file MID_TIER ORACLE_HOME/Apache/Apache/conf/osso/osso_xyz.conf
-admin_info cn=orcladmin
-virtualhost

Note that the -config_file parameter refers to the file osso_xyz.conft.

5. You must edit the Virtual Host container for www . xyz . com as follows (changes
shown in bold).

<VirtualHost *:7778>
ServerName www.XyZz.COm
Port 7779
ServerAdmin you@your.address
RewriteEngine On
RewriteOptions inherit
OssoConfigFile MID TIER ORACLE_HOME/Apache/Apache/conf/osso/osso_xyz.conf
OssoIpCheck off
</VirtualHost>

Refer to the information on registering mod_osso in the Oracle Application Server Single
Sign-On Administrator’s Guide.

5.4.4 Verify the Configuration

To verify that the virtual hosts are set up correctly, connect to OracleAS Portal using
either of the following URLs:

m http://www.abc.com:7779/pls/portal
m http://www.xyz.com:7779/pls/portal

You should get a login screen at http: / /www. login. com on the first login and must
be able to log in successfully. A subsequent login from the other virtual host should
result in a successful single sign-on without a prompt for login credentials.
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5.5 Configuring OracleAS Portal to Use a Proxy Server

You can configure OracleAS Portal to use proxy servers to connect to providers and
Web sites outside of your firewall.

Notes:

= Oracle Text uses these proxy server settings when indexing
URL content. For more information, see Section 8.3.6.4, "URL
Index Proxy Settings".

= To configure OracleAS Portal to use a proxy server, you must
be a portal administrator.

»  For the Oracle recommended way of configuring secure
enterprise deployments, refer to Oracle Application Server
Enterprise Deployment Guide.

To specify a proxy server:
1. In the Services portlet, click Proxy Settings.
The Services portlet is on the Administer tab of the Builder page.

2. Inthe HTTP Proxy Host field, enter the address for the HI'TP proxy server that
you want to use to access applications outside your firewall, for example,
myproxy .mycompany . com. Do not prefix http: // to the proxy server name.

3. In the Port field, enter the port number for the proxy server. The port number
defaults to 80 if no value is specified.

Note: Contact your server administrator for the names of servers
running proxy software and their port numbers.

4. Click Add.

You can now use this proxy server for connections between the portal and Web
providers. You can also use this proxy for other connections, for example, to
connect to the URLSs specified for URL items.

5. In the Select Proxy section, choose the proxy server you want to use for such
connections. Choose None if you do not want to use a proxy server for
non-provider connections.

6. In the No Proxy Servers for Domains beginning with field, enter the domains for
which the proxy server should not be used.

Note: The domains must begin with a period (.), for example,
mycompany . com. Separate multiple domains with a comma (,).

7. Click OK.
-y You'll find additional information about how to set up proxy servers in the paper "A
;}JI'.;I:‘-‘. Loy Primer on Proxy Servers," on OTN, http://www.oracle.com/technology/.
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5.6 Configuring Reverse Proxy Servers

A reverse proxy server is a host process that is used as part of a firewall architecture to
isolate the internal hosts from the externally accessible host(s). It does this by
providing a proxy through which external requests must pass to access internal
services. Typically, a proxy server takes the form of a dual-homed host. This means
that it is a host with two network interface cards. One interface connects to the external
network, and the other interface connects to the internal network, or demilitarized
zone (DMZ) of the firewall.

Figure 5-6 shows an architecture in which the browser accesses the server through the
hostname that is published by the proxy server. The proxy server then forwards the
request to the actual host within the firewall.

Caution: For this configuration to work properly, you must first
configure OracleAS Single Sign-On to work with the reverse proxy
server. Information on deploying OracleAS Single Sign-On with a
proxy server can be found in the Oracle Application Server Single
Sign-On Administrator’s Guide.

Figure 5-6 Reverse Proxy Server Configuration

Irfrestructure
Browser Reverse Proxy Server (550 and OO}

Oracle Application
Sarver

WA Ehe.com
10612678

intarnal. comgany. com
1234567 8

Infrastructure
(Oracle Application Server
Metadata Regoaitory)
For this example, let’s assume the following:
Property Value
External server name www . abc . com
External server port 80
OracleAS Web Cache server name internal.company.com
(internal server)
OracleAS Web Cache listening port 7777
(internal server)
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Property Value

OracleAS Web Cache administration 4000
port (internal server)

OracleAS Web Cache invalidation port | 4001
(internal server)

Note: The name and port values used in this section are for
illustration purposes only and you will need to substitute these
with your own.

Complete these steps to configure OracleAS Portal for the architecture shown in
Figure 5-6 in the order specified:

s Ensure That Self-Referential URLs Work

s Configure Loopback to the Internal Server

s Specify the OracleAS Portal Published Address and Protocol

= Configure Seeded Providers and Locally Hosted Web Providers
= Register the Domain Name

s Verify Your Configuration

5.6.1 Ensure That Self-Referential URLs Work

On the middle-tier, set the ServerName directive to point to the server name of the
reverse proxy, so that self-referential URLs rendered on OracleAS Portal pages are
valid for the browser. To do this, perform the following steps:

1. Define a virtual host, using the Create Virtual Host wizard, as explained in
Section 5.4.1.1, "Create the Virtual Host for www.xyz.com", with the following
exceptions:

= On the Addresses page (Step 9), specify www . abc . com in the Server Name
field.

s In Step 23, specify 80 for the Port directive in the VirtualHost container.

2. Define a virtual host, using the Create Virtual Host wizard, as explained in
Section 5.4.1.1, "Create the Virtual Host for www.xyz.com", with the following
exceptions:

= On the Addresses page (Step 9), specify internal . company.comin the
Server Name field.

s In Step 23, specify 7777 for the Port directive in the VirtualHost container.
s When prompted to restart the Oracle HTTP Server (Step 25), click Yes.

5.6.2 Configure Loopback to the Internal Server

To improve performance, and to ensure that seeded providers work correctly, the local
HOSTS file must be used to resolve domain names that are not normally visible to the
internal network. For more information about this loopback connection, refer to
Section 1.2.2.2, "How Does Communication Flow in OracleAS Portal?".
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For example, the Oracle Application Server host for internal . company . com makes
requests to itself, but the URLs that it is requesting are referring to www . abc . com. You
must create host entries in the local HOSTS file on that machine, allowing it to resolve
this name within the firewall. The hosts entry for this example should include the
following lines:

# This is a sample HOSTS file used by Microsoft TCP/IP
# for Windows NT/2000.

127.0.0.1 localhost

123.45.67.8 www.abc.com

If you do not provide these entries in the local HOSTS file, then you need to set the
Oracle Application Server host to recognize a proxy server that would take the request
out to the Internet and back in through the reverse proxy (www.abc . com), or
configure the reverse proxy server’s internal interface to respond to www . abc . com.

Note: On some platforms, such as HP, there is a file that indicates
the search order that should be applied to the sources for IP name
mapping. For the preceding example to work, if such a file exists on
your platform, make sure that it specifies the local hosts file to be
checked for IP mapping, before any DNS servers.

5.6.3 Specify the OracleAS Portal Published Address and Protocol

Typically, the hostname and port number, by which OracleAS Portal is addressed, uses
the OracleAS Web Cache hostname and port number. This is because, in a simple
configuration, browser requests go directly to OracleAS Web Cache. However, in a
configuration that has a reverse proxy server front-ending OracleAS Web Cache, the
hostname and port number defined should reflect that of the reverse proxy server.

In this configuration, you want OracleAS Web Cache invalidation messages to be sent
directly to the OracleAS Web Cache host, as opposed to the reverse proxy server. In the
scenario where your published hostname is different from the hostname used for
OracleAS Web Cache invalidation, you can use the Portal Dependency Settings file, to
establish these settings.

To configure this appropriately, perform the following steps:

1. Edit iasconfig.xml (located by default in ORACLE_HOME/portal/conf) and
specify a new property, InvalidationHost, within the WebCacheDependency
element. The InvalidationHost property should point to the OracleAS Web Cache
host. A sample WebCacheDependency entry in iasconfig.xml would look like
this:

<WebCacheDependency ContainerType="IASInstance" Name="iAS-1"
InvalidationHost="internal.company.com"/>

2. To prevent access to Oracle Enterprise Manager 10g from the outside, the Oracle
Enterprise Manager 10g link provided by OracleAS Portal needs to be changed
back to point to the internal server. To do this, edit iasconfig.xml and:

a. Add anew IASInstance element pointing to the OracleAS Web Cache host.
This element should contain the EMComponent entry.

b. Set the EMDependency entry to point to the internal server.
An example is shown here:

<IASInstance Name="iAS.internal.company.com" Host="internal.company.com">
<EMComponent ConsoleHTTPPort="1814" SSLEnabled="false"/>
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</IASInstance>

<PortalInstance DADLocation="/pls/portal" SchemaUsername="portal"
SchemaPassword="@Beyh8p2bOWELQCsA5zRtuYc="
ConnectString="cn=iasdb, cn=oraclecontext">

<EMDependency ContainerType="IASInstance" Name="iAS.internal.company.com"/>
</PortalInstance>

Run ptlconfig (typically located in the directory MID_TIER_ORACLE_
HOME/portal/conf) as shown in the following example:
ptlconfig -dad portal -site -wc -em
Optionally, re-register the Wireless gateway URL with the load-balancer's address.
See Section 5.10, "Configuring OracleAS Wireless" for more information.

See Also:

= Section 7.3.3, "Portal Web Cache Settings" for more information
about the Portal Web Cache Settings page.

= Appendix A, "Using the Portal Dependency Settings Tool and
File" for more information about the Portal Dependency
Settings File and Tool.

5.6.4 Configure Seeded Providers and Locally Hosted Web Providers

To configure the seeded providers (WebClipping and OmniPortlet), and locally hosted
Web providers, you must take the following steps:

1.

N o a » o Db

Log in to OracleAS Portal as the administrator (for example, PORTAL).
Click the Administer tab.

Click the Portlets sub-tab.

In the Remote Providers portlet, enter WEBCLIPPING in the Name field.
Click Edit.

Click the Connection tab.

In the URL field, change the URL from:

http://www.abc.com:80/portalTools/webClipping/providers/webClipping

to:

http://www.abc.com:7777/portalTools/webClipping/providers/webClipping

Click OK to commit the change.

Repeat steps 4 through 8, with the following exceptions:

= Enter OMNIPORTLET instead of WEBCLIPPING in Step 4.
= InStep 7, change the URL from:

http://www.abc.com:80/portalTools/omniPortlet/providers/omniPortlet

to:

http://www.abc.com:7777/portalTools/omniPortlet/providers/omniPortlet

When you register locally hosted Web providers (such as the JPDK Sample provider),
you need to register them using HTTP as the protocol, www . abc . com as the hostname,
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and 7777 as the port number. This restriction only applies to locally hosted Web
providers (that is, Web providers running on the same middle-tier as OracleAS Portal).

For example, to register the JPDK Sample provider, the URL is:

http://www.abc.com:7777/jpdk/providers/sample

Note: If your infrastructure is located on a separate machine than
your OracleAS Portal middle- tier, you need to add the following to
your /etc/host file:

123.45.67.8 www.abc.com

where 123.45.67. 8 is the IP Address of your OracleAS Web
Cache machine.

5.6.5 Register the Domain Name

Register the www . abc . com domain name on a domain name server on the Internet,
with IP address 196 .12.67.8.

Note: In order for OracleAS Portal to work with a reverse proxy
server, the reverse proxy server must preserve the incoming Host
HTTP request header from the client. If this is not the default
setting in your proxy server, refer to the configuration manual of
the reverse proxy to set this. For example, if you are using mod_
proxy in Apache 2.0, you will need to set the ProxyPreserveHost
directive to On.

5.6.6 Verify Your Configuration

You can now access OracleAS Portal at http://www.abc.com/pls/portal.

Notes:

s The Web Cache Administration link in the Services portlet
will not work in the new configuration. Instead, you can
manage OracleAS Web Cache using the Application Server
Control Console on the middle-tier where OracleAS Web Cache
is installed. Refer to Oracle Application Server Web Cache
Administrator’s Guide for more information.

»  The Portal Service Monitoring link in the Services portlet will
not work in the new configuration.

5.7 Configuring OracleAS Web Cache Caching in OracleAS Portal

Oracle Application Server Web Cache offers caching, page assembly, and compression
features. OracleAS Web Cache accelerates the delivery of both static and dynamic Web
content, and provides load balancing and failover features for Oracle Application
Server. For an overview of how caching works in OracleAS Portal, refer to Section 1.3,
"Understanding Caching in OracleAS Portal".

This section discusses how to configure OracleAS Portal to work with OracleAS Web
Cache.
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This section contains the following topics:

= Managing Oracle Application Server Web Cache

s Configuring Portal Web Cache Settings Using Application Server Control Console
= Managing Portal Content Cached in OracleAS Web Cache

s Clearing the Cache Invalidation Queue Through SQL*PLUS

= Managing the Invalidation Message Processing Job

5.7.1 Managing Oracle Application Server Web Cache

In previous releases, you had to use OracleAS Web Cache Manager to configure
OracleAS Web Cache. In this release, you have two choices:

= You can use Oracle Enterprise Manager 10g Application Server Control Console to
configure OracleAS Web Cache along with other Oracle Application Server
components. Refer to Oracle Application Server Web Cache Administrator’s Guide for
more information.

= You can continue to use standalone tool OracleAS Web Cache Manager. Refer to
Oracle Application Server Web Cache Administrator’s Guide for more information.

These interfaces enable you to update to the OracleAS Web Cache configuration file,
webcache.xml.

5.7.2 Configuring Portal Web Cache Settings Using Application Server Control Console

Use the Application Server Control Console to change OracleAS Web Cache settings
that OracleAS Portal uses, such as the hostname, and the invalidation port number.
You configure these settings on the Portal Web Cache Settings page.

When you change OracleAS Web Cache properties in the Portal Web Cache Settings
page, the properties are saved to iasconfig.xml, but not to the webcache . xml file.
You must either navigate back to the Web Cache Administration page in Application
Server Control Console, or click the Web Cache Administration link to start OracleAS
Web Cache Manager to make the appropriate changes.

See Also: Section 7.3.3, "Portal Web Cache Settings" for a detailed
description of how to use the Portal Web Cache Settings page.

5.7.3 Managing Portal Content Cached in OracleAS Web Cache

5-38

From the OracleAS Portal user interface, you can perform various other tasks to
manage Portal content cached in OracleAS Web Cache. You can either clear the entire
Portal content cached in OracleAS Web Cache, or clear content for each Portal user.

Caution: Clearing the cache results in cache misses on subsequent
requests and may degrade the portal's performance until the cache is
repopulated.

You may want to clear the cache if a user's group membership has changed, to remove
the cache entries for that user, so that he or she has new privileges. Similarly, if you
change a user or group's privileges on an object, you can clear the cache entries for that
object.
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To clear the entire cache, or to clear the cache for a particular user, you must be the
portal administrator. To clear the cache for a particular portal object, you must have at
least Manage privileges on the object.

The following sections describe the actions that can be performed using OracleAS
Portal in more detail:

s Clearing the Entire Web Cache

s Clearing the Cache for a Particular User

= Setting the Expiry Time for Invalidation-based Caching
s Clearing the Cache for a Particular Portal Object

5.7.3.1 Clearing the Entire Web Cache

You can clear the entire Web Cache by performing the following steps:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. C(lick the Cache tab.
3. Select Clear The Entire Web Cache.
4. Click Apply or OK to clear the cache.

Note: This clears all the page URLs and style sheets but not the
Portal images.

5.7.3.2 Clearing the Cache for a Particular User
You can clear the cache for a particular user by performing the following steps:

1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Click the Cache tab.

3. In the Clear Cache For User field, enter the name of the user for whom you want
to clear the cache.

Note: If you are not sure of the user name, click the Browse Users
icon and select from the list provided.

4. Click Apply or OK to clear the cache for the specified user.

Note: Alternatively, you can clear the cache for a particular user
by editing the user's portal profile.

5.7.3.3 Setting the Expiry Time for Invalidation-based Caching

With invalidation-based caching, a cache entry is purged when the portal or a provider
sends a message informing OracleAS Web Cache that the object has changed (for
example, when an item is edited). However you can also set an expiry time for cache
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entries. A cache entry that reaches this time limit is purged, even if OracleAS Web
Cache has not received an invalidation message for it.

Note: To set the expiry time for invalidation-based cache entries,
you must be the portal administrator.

To set the expiry time for invalidation-based cache entries:
1. In the Services portlet, click Global Settings.

By default, the Services portlet is on the Portal sub-tab of the Administer tab on
the Portal Builder page.

2. Click the Cache tab.

3. In the Maximum Expiry Time field, enter the maximum amount of time (in
minutes) a cache entry should remain in the cache before being purged.

4. C(lick OK.

5.7.3.4 Clearing the Cache for a Particular Portal Object

You can clear cache entries for page groups, pages, page templates, portlets in the
Portlet Repository, Portal database providers, and Portal database provider
components, by performing the following steps:

1. In the Navigator, drill down to the object with which you want to work.

= For page groups, pages, and page templates, click Properties, then click the
Access tab.

»  For Portal database providers, and Portal database provider components, click
Grant Access.

»  For portlets, click Edit Root Page next to the Portlet Repository page group,
drill down to the page that contains the portlet, edit the portlet, and click the

Access tab.
2. Click Clear Cache.
3. Click OK.

5.7.4 Clearing the Cache Invalidation Queue Through SQL*PLUS

Sometimes, the cache invalidation queue can grow excessively large as a result of user
actions. For example, repeated granting of security privileges on a page to a group
with a large number of members will place one soft invalidation in the queue for every
user for every grant.

Some soft invalidations may not be necessary, but OracleAS Portal may not be able to
determine this. For example, if a group's privileges on a page are upgraded from View
to Fully Customize, and no member of the group has viewed the page yet, then no
invalidation is necessary. However, Portal does not have a record of who has viewed
the page. Therefore, it proceeds with the soft invalidation configured to use the
security change.

The Portal administrator can check the number of soft invalidations in the queue by
executing the following query in SQL*PLUS as the Portal schema owner:

select count(l) from wwutl_cache_inval_msg$ where process_type=2;
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The Portal administrator can check the total number of invalidations, hard or soft, in
the queue by executing the following query in SQL*PLUS as the Portal schema owner:

select count (1) from wwutl_cache_inval_msgs$;

The number of rows in the table wwutl_cache_inval_msg$ that can be considered
excessive depends, to some extent, on the speed of the infrastructure running the
database. Typically, 50000 messages will slow down the soft invalidation job, and
sending 50000 invalidation messages to OracleAS Web Cache will introduce a network
load, as OracleAS Portal communicates with the OracleAS Web Cache invalidation
port.

If the soft invalidations are found to be unnecessary, the Portal administrator can
perform the following query in SQL*PLUS as the Portal schema owner:

delete from wwutl_cache_inval_msg$ where process_type=2;

This removes soft invalidations from the queue.

If the soft invalidations are necessary but there is an excessively large number, the
Portal administrator can clear the cache invalidation queue using the following
command:

truncate table wwutl_cache_inval_msg$;

The Portal administrator should then clear the entire cache through the Portal Ul as
described in Section 5.7.3.1, "Clearing the Entire Web Cache".

5.7.5 Managing the Invalidation Message Processing Job

OracleAS Portal uses invalidation messages to expire objects in the cache. You can use
the cachjsub. sql script to configure the frequency at which the invalidation job
executes. Refer to Section C.1, "Managing the Invalidation Message Processing Job
Using cachjsub.sql" for more information and instructions on how to run
cachjsub.sqgl.

5.8 Configuring OracleAS Portal to Use a Dedicated OracleAS Web Cache

Instance

You can deploy OracleAS Web Cache on a dedicated server that front-ends one or
more OracleAS Portal middle-tier servers. OracleAS Web Cache performs well even on
commodity hardware, so a dedicated deployment does not have to be costly in terms
of hardware expenditure. In general, it is recommended to use a computer with 1 GB
of memory. Both the cache server and middle-tier server need to use a high speed
network card to ensure site performance. For an overview of how caching works in
OracleAS Portal, refer to Section 1.3, "Understanding Caching in OracleAS Portal".

To set up this topology, the administrator of the Web site needs to disable the OracleAS
Web Cache that was installed on the same computer as OracleAS Portal middle-tier,
and set up a new OracleAS Web Cache instance on a dedicated server. Figure 5-7
illustrates the topology where OracleAS Portal uses a dedicated OracleAS Web Cache
instance.
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Figure 5-7 OracleAS Portal Using a Dedicated OracleAS Web Cache instance
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5.8.1 Understanding Installation Prerequisites and Requirements

= For the OracleAS Portal middle-tier, you must install OracleAS Infrastructure first,
and then the Portal and Wireless middle-tier.

= After installing the OracleAS Infrastructure and middle-tier on their respective
servers, install J2EE and Web Cache middle-tier on the dedicated server.

You can also install a standalone version of OracleAS Web Cache from:
http://www.oracle.com/technology/software/products/ias/web_
cache/index.html

5.8.2 Configuring a Dedicated OracleAS Web Cache

Oracle Universal Installer automatically configures and starts OracleAS Portal
middle-tier and OracleAS Web Cache on the same computer during the OracleAS
Portal and Wireless middle-tier installation. You need to disable the OracleAS Web
Cache installed on the OracleAS Portal middle-tier computer that is not used, and
configure the dedicated OracleAS Web Cache installed on a different computer to
communicate with OracleAS Portal middle-tier.

Configuring a dedicated OracleAS Web Cache for Web site: www . company . com, port
number: 7777 involves the following six tasks:

s Task 1: Verify That the OracleAS Web Cache on the Dedicated Server Is Running

s Task 2: Configure OracleAS Web Cache on the Dedicated Server

»  Task 3: Stop the Unused OracleAS Web Cache on the Middle-Tier Server

s Task 4: Configure OracleAS Portal Middle-Tier with OracleAS Web Cache Settings
»  Task 5: Configure Virtual Host Settings for Oracle HTTP Server

5.8.2.1 Task 1: Verify That the OracleAS Web Cache on the Dedicated Server Is
Running

To properly configure OracleAS Web Cache on the dedicated server, OracleAS Web
Cache needs to be up and running. Refer to the Oracle Application Server Administrator’s
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Guide for information on how to start, stop, restart, and view the status of OracleAS
Web Cache on the Application Server Control Console home page.

5.8.2.2 Task 2: Configure OracleAS Web Cache on the Dedicated Server

You must manually configure OracleAS Web Cache on the dedicated server to
properly deliver content to OracleAS Portal middle-tier on a different computer. You
must make appropriate changes in Origin Servers page from OracleAS Web Cache
Manager, (Origin Servers, Sites, and Load Balancing > Origin Servers) and the
Listen Ports page (Ports > Listen Ports).

To properly configure OracleAS Web Cache, installed on the dedicated server, you will
need the origin server information from the OracleAS Web Cache installed on the
same computer as OracleAS Portal middle-tier.

To modify the origin server properties setting from the dedicated OracleAS Web Cache
instance:

1. Make a backup copy of the webcache.xml file, located in the ORACLE_
HOME/webcache directory.

2. In OracleAS Web Cache Manager on the dedicated computer, click Origin Server
under Origin Servers, Sites, and Load Balancing.

3. In the Origin Servers page, select the Host and click Edit.

4. Modify the Application Web Servers properties for the dedicated OracleAS Web
Cache using the value copied from the same page on the OracleAS Web Cache
instance that was installed on the middle-tier computer. Use the online help for
guidance on changing the default Application Web Servers properties.

5. Click OK.
6. Click Restart Web Cache.

You must manually configure OracleAS Web Cache on the dedicated server to create a
site definition that includes a host name www . company . com, and a listening port
number 7777. You must make appropriate changes in the Site Definitions page from
OracleAS Web Cache Manager (Origin Servers, Sites, and Load Balancing > Site
Definitions).

5.8.2.3 Task 3: Stop the Unused OracleAS Web Cache on the Middle-Tier Server
This task is optional. To save resources on the OracleAS Portal middle-tier server,
follow the instructions in Oracle Application Server Administrator’s Guide to stop the
unused cache on the middle-tier server. This cache instance will not be used for this
deployment option.

5.8.2.4 Task 4: Configure OracleAS Portal Middle-Tier with OracleAS Web Cache
Settings

OracleAS Portal middle-tier needs to know the OracleAS Web Cache Listen ports, the
invalidator username, invalidator password settings, and so on. You need to apply the
new hostname and port number of the dedicated OracleAS Web Cache to OracleAS
Portal middle-tier by modifying these settings in the Portal Web Cache Settings page:

1. From the Application Server home page on the Application Server Control
Console in Oracle Enterprise Manager 10g, click Portal in the System Components
section. The OracleAS Portal Home page appears.

2. C(Click the Portal Web Cache Settings link from the Administration section. The
Portal Web Cache Settings page appears.
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3. On the Portal Web Cache Settings page, modify the Published Host field with
proper host name: www . company . com, modify the Listening Port field with
proper port number 7777.

4. Review the other Web Cache Settings, like Invalidation Host, to match the cache
information on the dedicated server and click Apply. A confirmation page
appears. See the online help for guidance on changing the default ports and
password settings.

See Also: Section 7.3.3, "Portal Web Cache Settings"

5.8.2.5 Task 5: Configure Virtual Host Settings for Oracle HTTP Server

You must create virtual host entries in the httpd. conf file of the Oracle HTTP Server
that is part of the OracleAS Portal middle-tier, with the dedicated OracleAS Web
Cache settings. In this example, you will set up virtual host name www . company . com
and port number 7777 (same as the dedicated OracleAS Web Cache Listen port). The
virtual host name and port number must be consistent with the site definition value
defined in OracleAS Web Cache. To do this, perform the following tasks:

1. Configure Virtual Hosts Settings, as follows:

a.

k.
L

From the Application Server home page on the OracleAS Portal middle-tier
server, on the Application Server Control Console, click HTTP_Server in the
System Components section.

The HTTP Server Home page is displayed.
Click the Virtual Hosts tab.
Click Create.

On the Introduction page, click Next to create a new virtual host, using the
Virtual Host Creation wizard.

On the Create Virtual Host: General page, choose name-based for Virtual
Host Type, click Next.

On the Create Virtual Host: Addresses page, enter www . company . com in the
Server Name field for your virtual host.

Select the Listen on all the main server IP addresses option, and click Next.

On the Create Virtual Host: Ports page, select Listen on a specific port, and
select the Oracle HTTP Server Listen port, for example, 7778, from the port
list.

Click Next, and click Next again on the Create Virtual Host: Error Log page.

Review the summary on the Summary page, and then click Finish. A
Confirmation page appears.

When prompted to restart the Oracle HTTP Server, click No.

Ensure that your server name, www.company.com, is listed in the table.

2. Configure the newly created Virtual Host, as follows:

a.
b.
c.

d.

Click the Administration tab from the HTTP Server Home page.
Click Advanced Server Properties.
Click httpd.conf.

Add the Port and the Rewrite directives in the VirtualHost container, as
follows (shown in bold text):
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NameVirtualHost *:7778
<VirtualHost *:7778>
ServerName www.company.com
Port 7777
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

e. Click Apply.
f.  When prompted to restart Oracle HTTP Server, click Yes.

You can verify the configuration by performing basic tests, such as navigating the
Web site, or removing a portlet.

5.9 Changing the Infrastructure Services Used By a Middle-Tier

Oracle Application Server 10g enables you to change the OracleAS Infrastructure
services (either Oracle Identity Management or OracleAS Metadata Repository) that a
middle-tier uses. You can use this feature, for example, to move middle-tiers (and their
applications) from stage to production. If you are changing the OracleAS Metadata
Repository that your OracleAS Portal uses, then you will also need to move
application-specific data stored in the stage OracleAS Metadata Repository to an
OracleAS Metadata Repository in the production environment. Changing the
Infrastructure services is convenient, if you need additional computers for the
production environment. In a single step, you add a computer that already has a
middle-tier and deployed applications. For instructions on how to change the
Infrastructure Services used by a middle-tier instance, refer to the Oracle Application
Server Administrator’s Guide.

Note: By default, an OracleAS Portal middle-tier is made up of
one portal instance. Both the DAD name and the OracleAS
Metadata Repository schema name for this instance are portal. You
can only change the Infrastructure services of this default OracleAS
Portal instance in the previously described way.

5.10 Configuring OracleAS Wireless

If Oracle Application Server Wireless is configured with OracleAS Portal during the
middle-tier installation, the middle-tier installation registers the Portal on the
OracleAS Wireless service. In case of multiple middle-tier installs, the first configured
OracleAS Wireless service URL is stored in the OracleAS Portal instance. You can
change this to your choice of OracleAS Wireless service by running the
portalRegistrar script in the Oracle Application Server middle-tier selected for the
OracleAS Wireless service:

On UNIX:

ORACLE_HOME/wireless/bin/internal/portalRegistrar.sh

On Windows:

ORACLE_HOME\wireless\bin\internal\portalRegistrar.bat

Specity the following arguments when running the portalRegistrar script:

= admin_user - User name of the Oracle Application Server administrator
(typically orcladmin).
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s url - The URL to the device portal. For example, http://lbr.abc.com).

Usage Example
ORACLE_HOME/wireless/bin/internal/portalRegistrar.sh orcladmin http://lbr.abc.com

Note: If you did not configure OracleAS Wireless during installation,
you can use Application Server Control Console to deploy OracleAS
Wireless on the middle-tier. Refer to Section 7.2.2, "Using Application
Server Control Console to Configure OracleAS Portal" for similar
steps used to configure OracleAS Portal.

5.11 Changing the OracleAS Portal Schema Password

For information about changing the OracleAS Portal schema password, refer to the
Oracle Application Server Administrator’s Guide.

Note: By default, an OracleAS Portal middle-tier is made up of
one portal instance. Both the DAD name and the OracleAS
Metadata Repository schema name for this instance are portal. You
can only change the schema password of this default OracleAS
Portal instance in the previously described way.
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Securing OracleAS Portal

One of the most important aspects of any portal solution is security. The ability to
control user access to Web content and to protect your site against people breaking
into your system is critical. This chapter describes the architecture of OracleAS Portal
security in the following topics:

About OracleAS Portal Security
Configuring OracleAS Security Framework for OracleAS Portal
Configuring OracleAS Portal Security

See Also:
»  Oracle Application Server Security Guide

»  Oracle Identity Management Concepts and Deployment Planning
Guide

6.1 About OracleAS Portal Security

The sections that follow provide an overview of OracleAS Portal security and how it
works with the OracleAS Security Framework.

OracleAS Portal Security Model

Classes of Users and Their Privileges

Resources Protected

Authorization and Access Enforcement

Enforcing Role-based Access Control

Leveraging Oracle Application Server Security Services
Leveraging Oracle Identity Management Infrastructure
Security for Portlets

Securing the OmniPortlet and Simple Parameter Form
Securing the Web Clipping Provider

Securing the Federated Portal Adapter

Securing OraDAV

Securing OracleAS Portal 6-1



About OracleAS Portal Security

6.1.1 OracleAS Portal Security Model

When you make content available on the Web, it is very likely that you need to restrict
access to at least some parts of it. For example, it is unlikely that you want every user
to be able to see every document on your site. It is even less likely that you want every
user to be able to change every document on your site. OracleAS Portal provides a
comprehensive security model that enables you to completely control what users can
see and change on your Web site.

Before a user logs on to OracleAS Portal, they can only view the content that the
content contributors designate as public. Public content can be viewed by any user
who knows the URL of a portal object (for example, a page) and can connect to the
machine where it is stored. The user sees only those aspects of the object that are
designated as public, such as the public portlets. If the object has no public contents,
then the user is denied access to it.

Once the user logs in to the portal, they may or may not be able to see and change
content depending upon their access privileges. Typically, an authenticated user can
see and do more in the portal than a public user. For example, an authenticated user
might see items or portlets on the page that the public user cannot view. An
authenticated user might also be able to add and edit content, and change properties,
privileges that would typically be denied to a public user. In the portal, you can
control access to objects (pages, items, or portlets) by user and group. That is, you
might grant access privileges for a page to specific named users, user groups, or a
combination of both.

To support this flexible approach to controlling access to Web content, OracleAS Portal
leverages the other components of Oracle Application Server and Oracle Database 10g
to provide strong protection for your portal. OracleAS Portal interacts with all of the
following components to implement its security model:

= Oracle Application Server Single Sign-On authenticates users, who are attempting
to gain access to non-public areas of your portal.

= mod_osso is an Oracle HTTP Server module that redirects authentication requests
to OracleAS Single Sign-On. It also keeps track of user activity in partner
applications.

»  OracleAS Web Cache is the cache used to serve up pages generated by OracleAS
Portal (or proxied to the Oracle HTTP Server if not able to service the request).
Based on invalidation caching, OracleAS Portal invalidates the cache when the
underlying page/metadata changes.

s Oracle Internet Directory, Oracle’s native LDAP version 3 service, acts as the
repository for user credentials and group memberships.

s The Oracle Internet Directory’s Oracle Delegated Administration Services adds or
updates the information stored inside the directory (users and groups).

= Oracle Directory Integration Platform notifies OracleAS Portal upon the
occurrence of any directory events (for example, user deletions) to which OracleAS
Portal subscribes. In essence, the directory integration server informs OracleAS
Portal when a change occurs in the directory that requires a change in OracleAS
Portal.

OracleAS Portal Architecture

Figure 6-1 illustrates the components and relationships of the OracleAS Portal security
architecture.
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Figure 6—1 OracleAS Portal Security Architecture
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The OracleAS Portal architecture consists of three basic tiers, including the client
browser, the middle-tier server, and the infrastructure servers and repositories. By
default, Oracle Internet Directory and OracleAS Single Sign-On are installed on the
same host as part of the infrastructure installation. This tier is subsequently used for
the OracleAS Portal installation.

While the default installation has all three servers and repositories installed on the
same host, we recommend that you install these functions on separate servers.

In OracleAS Portal, the middle and infrastructure tier components have a number of
components in common. These include a repository access component made up of a
Database Access Descriptor (DAD) and mod_plsql, and Oracle Application Server
Containers for J2EE (OC4J). The latter is used on the infrastructure tier to run Oracle
Delegated Administration Services and to execute Portal runtime engine on the
middle-tier.

To optimize the throughput and performance of OracleAS Portal, generated pages are
cached in OracleAS Web Cache. If a request for a portal page can be served from
OracleAS Web Cache, it will be returned without accessing the OracleAS Portal
middle-tier. If not, the request will be forwarded to the origin HTTP server and the
Parallel Page Engine.

If the current user is not authenticated with the Single Sign-On environment, and if the
requested page is not a public page, the user is challenged for a username and
password. This function is carried out through a redirection to OracleAS Single
Sign-On for authentication, which in turn verifies the credentials against Oracle
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Internet Directory through an LDAP request. The credentials are compared to those
found in the directory.

Upon successful authentication, OracleAS Single Sign-On creates a single sign-on
session cookie. Once the user is authenticated and an appropriate OracleAS Portal
session created, it is necessary to determine which pages and objects the user has the
necessary access privileges to. For performance reasons the Access Control Lists for all
portal objects are stored in the Portal Schema in the OracleAS Metadata Repository
along with the definition of the objects being secured.

User and Group provisioning is a function of Oracle Internet Directory. That is, all user
and group membership information is stored in the Oracle Internet Directory. When a
user first logs in to OracleAS Portal, their current group membership is read from the
directory and cached in the same repository as the Access Control Lists. This process
allows for fast lookup of object privileges. Once the object and page privileges of the
user are known, the appropriate page metadata can be generated to allow the Parallel
Page Engine to assemble the secured page.

To simplify the provisioning of users and groups in Oracle Internet Directory for use in
the portal, OracleAS Portal uses Oracle Delegated Administration Services to generate
a user interface to allow direct access to Oracle Internet Directory. Calls to Oracle
Delegated Administration Services are protected by the mod_osso plug-in, which
verifies that the user has been properly authenticated before providing access to the
Oracle Internet Directory.

One important feature of the security architecture is the ability to keep the local cached
group membership list synchronized with Oracle Internet Directory. The Oracle
Directory Integration Platform automatically keeps the locally cached information
up-to-date with changes in Oracle Internet Directory.

If you need to authenticate against an external repository, Oracle Internet Directory
supports both delegated and external authentication. Likewise, just as the Oracle
Directory Integration Platform keeps the local cache synchronized with the Oracle
Internet Directory, it also keeps the Oracle Internet Directory synchronized with any
external repository.

6.1.2 Classes of Users and Their Privileges

OracleAS Portal provides a number of user accounts and groups by default.
s OracleAS Portal Default, Seeded User Accounts
»  OracleAS Portal Default, Seeded Groups

6.1.2.1 OracleAS Portal Default, Seeded User Accounts

Table 6-1 describes the user accounts created by default when OracleAS Portal is
installed.

Table 6-1 Default OracleAS Portal Users

User Description

PUBLIC Is the user account that identifies unauthenticated access to
the OracleAS Portal. Once a user logs in, the username
changes from PUBLIC to the username by which the user
authenticated herself /himself. When granting Portal
privileges on individual objects that do not have an explicit
check box for granting the object to Public, this user can be
identified as the grantee of the privilege to grant access to it
for unauthenticated users.
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Table 6—1 (Cont.) Default OracleAS Portal Users

User Description

PORTAL Is the super-user for the portal. In a standard installation, the
user name is PORTAL. This user account has the highest
privileges because it is granted all the global privileges
available in the portal.

ORCLADMIN Similar to portal, this account is granted the highest

PORTAL_ADMIN

privileges in OracleAS Portal. This account is created for the
Oracle Application Server administrators, and uses the
password that is supplied during the Oracle Application
Server installation.

Is a privileged OracleAS Portal user account with
administrative privileges excluding those that would give the
user the ability to obtain higher privileges or perform any
database operations. This user cannot edit any group or
manage privileges on any schema or shared object. This
account is typically intended for an administrator who
manages pages and provisions user accounts.

6.1.2.2 OracleAS Portal Default, Seeded Groups
Table 6-2 describes the groups created by default when OracleAS Portal is installed.

Table 6-2 Default OracleAS Portal Groups

Group'

Description

AUTHENTICATED_USERS

DBA

Is the group that includes any authenticated, or logged in,
user. The purpose of this group is to provide a means to
assign the default privileges you want every logged in
user to have in the portal.

By default, this group is given the Create Group privilege.
This group is a member of OracleDASCreateGroup.

Is a highly privileged group established for Oracle
Application Server administrators. Components that are
part of Oracle Application Server grant full
component-specific privileges to members of this group.

The DBA group is a member of the PORTAL _
ADMINISTRATORS group.

This group is also a member of the following Oracle
Application Server privilege groups:

»  OracleDASCreateUser

= OracleDASEditUser

= OracleDASDeleteUser

s OracleDASUserPriv

s OracleDASCreateGroup
= OracleDASEditGroup

s OracleDASDeleteGroup
= OracleDASGroupPriv

s OracleDASConfiguration
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Table 6-2 (Cont.) Default OracleAS Portal Groups

Group' Description

PORTAL_ADMINISTRATORS Is a highly privileged group established for OracleAS
Portal.

By default, this group is given the following OracleAS
Portal global privileges:

= Manage All Page Groups

= Manage All Pages

= Manage All Styles

= Manage All Providers

= Manage All Portlets

= Manage All Portal DB Providers
= Manage All Portal User Profiles
= Edit All Group Profiles

= Manage All Logs

= Execute All Transport Sets

This group is a member of the following Oracle
Application Server privilege groups:
s OracleDASCreateUser

s OracleDASEditUser

s OracleDASDeleteUser

s OracleDASCreateGroup

= OracleDASConfiguration

Members of PORTAL_ADMINISTRATORS do not have
the necessary privileges to administer OracleAS Single
Sign-On. If you want members of this group to administer
OracleAS Single Sign-On, then you must grant them those
privileges as described in the Oracle Application Server
Single Sign-On Administrator’s Guide.

PORTLET_PUBLISHERS Is a privileged group established for users who need to
publish portlets to other users of the portal.

By default, this group is given the following OracleAS
Portal global privileges:

s Publish All Portlets

PORTAIL_DEVELOPERS Is a privileged group established for users who are
building portlets.

By default, this group is given the following OracleAS
Portal global privileges:

»s  Create All Portal DB Providers
= Manage All Shared Components

If you want PORTAL_DEVELOPERS to create database
providers and portlets, you need to give this group
privileges that enable them to modify schema, for
example, Modify Data on all schemas. For more
information, refer to Table 6-5.
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1 All groups shown in this table are located in cn=<portal_group_
container>,cn=Groups,dc=MyCompany,dc=com. Note that identity management realm name is
determined by the domain name of the server on which the system is installed. For example, if the
domain name of the server was oracle.com, the default identity management realm name would be
dc=oracle,dc=com. If the domain name of the server could not be determined, Oracle Internet
Directory defaults to the domain specified during installation by the administrator. The
OracleDASxxxxx groups are Oracle Internet Directory privilege groups that reside under
cn=groups,cn=0racleContext,dc=MyCompany,dc=com. These groups provide the privileges to
perform operations in Oracle Internet Directory, such as creating or editing of users and groups, and
their privileges.

6.1.3 Resources Protected

Moo

O

Cin

Within OracleAS Portal, you decide at what level of granularity you want to control
access. You can assign privileges to any object on a per-user or per-group basis. For
example, you can assign access privileges on a per-user basis for each and every item
in your portal, but this approach creates considerable overhead for your content
contributors.

If you want to lessen the burden on contributors, then you can assign privileges on a
per-group basis at the page level and simply ensure that all of the items that you place
on any given page have similar security requirements. With this approach, the security
that items receive through the page that contains them is usually sufficient and content
contributors only need to assign privileges for items that require higher security than
the page.

See Also: For information about how you might model
privileges, see Section 6.1.7.9, "Oracle Delegated Administration
Services Public Roles".

For information about how you might model privileges, refer to the white paper
"Strategies for Administering Privileges in OracleAS Portal Release 2", on the Oracle
Technology Network (OTN), http: //www.oracle.com/technology/.

6.1.3.1 Global Privileges

Use global privileges to give a user or group a certain level of privileges on all objects
of a particular type.

Note: Global privileges confer a great deal of power on the user to
whom they are granted. As a result, they should be granted very
cautiously and only to users or groups who truly require them. You
should only have a small number of users with global privileges.

There are three types of privilege groups:
»  Table 6-3, " Page Group Privileges"
» Table 64, " Portal DB Provider Privileges"

» Table 6-5, " Administration Privileges"
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Table 6-3 Page Group Privileges

Object Type Privileges

All Page Groups None: No global page group privileges are granted.

Manage All: Perform any task on any page group. This
privilege supersedes any other privilege in the other global
page group privileges. For example, this also allows managing
of any page.

Manage Classifications: Create, edit, and delete any category,
perspective, custom attribute, custom page type, or custom
item type in any page group.

Manage Templates: Create, edit, and delete any page template
in any page group. Grant access to any page template.
Manage Styles: Create, edit, and delete any style in any page
group.

View: View any page in any page group.

Create: Create page groups, and create any page group object
in those page groups. Users or groups with these privileges can
also edit and delete the page groups and page group objects

they create. Note: These users cannot create any objects in the
existing page groups.
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Table 6-3 (Cont.) Page Group Privileges

Object Type

Privileges

All Pages

All Styles

None: No global page privileges are granted.

Manage: Create, edit, customize, or delete any page in any
page group. Grant access to any page in any page group.

Manage Content: Add, edit, hide, show, share, or delete any
item, portlet, or tab on any page in any page group.

Manage Items With Approval: Create new items on any page
in any page group. These items are not published until
approved through a specified approval process. Users or
groups with these privileges can also edit the items they create.
Users with these privileges cannot add portlets to a page.

Manage Styles: Apply an available or new style to any page in
any page group. Create, edit, and delete new styles. Note: Only
allows editing of styles created by user (cannot modify or
delete other user's styles).

Customize Portlets (Full): Customize any page in any page
group to add, show, hide, delete, move, or rearrange portlets.
Customize any page to show, hide, delete, or rearrange tabs, or
add tabs to existing tabbed regions. Customize any page in any
page group to use a different style.

Customize Portlets (Add-only): Customize any page in any
page group to add portlets or add tabs to existing tabbed
regions. Users or groups with these privileges can also delete
the portlets they add. Customize any page in any page group
to use a different style.

Customize Portlets (Hide-Show): Customize any page in any
page group to show or hide portlets or tabs. Customize any
page in any page group to use a different style. Arrange
portlets in any page in any page group.

Customize (Style): Customize any page in any page group to
use a different style.

View: View any page in any page group.

Create: Create sub-pages in any page group. Users or groups
with these privileges can also edit and delete the sub-pages
they create. Note: You must have Manage privileges on the
root page in a page group in which you want to create the

pages.
None: No global style privileges are granted.

Manage: Create, edit, and delete any style in any page group.
View: View any style in any page group.

Publish: Make any style in any page group public for other
users to use.

Create: Create styles in any page group. Users or groups with
these privileges can also edit and delete the styles they create.
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Table 6-3 (Cont.) Page Group Privileges

Object Type

Privileges

All Providers

All Portlets

None: No global provider privileges are granted.

Manage: Register, edit, and deregister any provider, as well as
display and refresh the Portlet Repository. Also allowed to
grant edit abilities on any provider.

Edit: Edit any registered provider.
Publish: Register and deregister any provider.
Execute: View the contents of any provider.

Create: Register portlet providers. On the provider the user (or
group) creates, the user gets a Manage privilege. Thus, he can
do all the operations (including edit and deregister) on the
particular provider that he has created.

None: No global portlet privileges are granted.
Manage: Create, edit, or delete any portlet in any provider.
Edit: Edit any portlet in any provider.

Execute: Execute any portlet in any provider. Users or groups
with these privileges can see all portlets even if the portlet
security is enforced. The Show link appears in the Navigator
for all portlets.

Access: View any portlet in any provider.

Publish: Publish any page, navigation page, or Portal DB
provider portlet to the portal, making it available for adding to

pages.

Table 6-4 Portal DB Provider Privileges

Object Type

Privileges

All Portal DB Providers

None: No global application privileges are granted.

Manage: Edit, delete, or export any Portal DB provider. Create,
edit, delete, or export any portlet in any Portal DB provider.
Grant access to any Portal DB provider and any portlet in any
Portal DB provider.

Edit Contents: Edit or export any portlet in any Portal DB
provider.

View Source: View the package specification and body and
run any portlet in any Portal DB provider. Intended primarily
for users or groups who may want to look at a portlet's source
so they know how to call it.

Customize: Run and customize any portlet in any Portal DB
provider.

Run: Run any portlet in any Portal DB provider.

Create: Create Portal DB providers. Users or groups with these
privileges can edit, delete, and export the providers they create
and create, edit, delete, and export any portlet in them.
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Table 6-4 (Cont.) Portal DB Provider Privileges

Object Type

Privileges

All Shared Components

None: No global shared component privileges are granted.

Manage: Create, view, copy, edit, delete, and export any shared
component in any Portal DB provider. View and copy any
system shared component. Grant access to any non-system
shared component.

Create: Create shared components in any Portal DB provider.
View and copy any system shared component. View any
shared component. Users and groups with these privileges can
view, copy, edit, delete, and export the shared components they
create.

Table 6-5 Administration Privileges

Object Type Privileges

All User Profiles None: No global user profile privileges are granted.
Manage: Edit any user profile. Grant this privilege to other
users and groups.
Edit: Edit any user profile.

All Group Privileges None: No global group profile privileges are granted.

(profiles)

Manage: Edit any group profile. Grant this privilege to other

groups. The Privileges tab of the group profile allows the user
to assign those privileges to the group. The Manage privilege
provides the edit privilege and the ability to grant it to others.

Edit: Edit any portal group profile (setting the default home
page and default mobile home page). Note: The ability to
change any group's description, memberships, and owners is
controlled by the Oracle Internet Directory access control
policies, which are administered through membership in the
OracleDASEditGroup group.
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Table 6-5 (Cont.) Administration Privileges

Object Type Privileges

All Schemas None: No global schema privileges are granted.

Manage: Create, edit, and drop any schema. Grant access to
any schema. Create, edit, drop, and rename any database object
in any schema. Query, update, delete, and insert data in any
table or view in any schema. Compile any function, procedure,
package, or view in any schema. Execute any function,
procedure, or package in any schema. Grant access to any
database object in any schema.

Modify Data: Create schemas. Query, update, delete, and
insert data in any table or view in any schema. Compile any
function, procedure, package, or view in any schema. Execute
any function, procedure, or package in any schema. Users or
groups with these privileges can edit, drop, and grant access to
the schemas they create.

Insert Data: Create schemas. Query and insert data in any
table or view in any schema. Users or groups with these
privileges can edit, drop, and grant access to the schemas they
create.

View Data: Create schemas. Query data in any table or view in
any schema. Users or groups with these privileges can edit,
drop, and grant access to the schemas they create.

Create: Create schemas. Users with these privileges can also
edit, drop, and grant access to the schemas they create. Note: If
you want a user or group to access the Schemas portlet on the
Administer Database tab of the Builder page, either make the
user or group a member of the DBA group, or explicitly grant
the user or group View privileges on the Administer Database
tab. If you do not grant these privileges, the user or group will
still be able to use the Navigator to access schemas.

All Logs None: No global log privileges are granted.
Manage: Edit or purge any log. Grant this privilege to others.
Edit: Edit or purge any log.
View: View any log.

All Transport Sets None: No global transport set privileges are granted.
Execute: Export/Import objects that are not shared.

Manage: Edit or purge any import or export sets. Grant this
privilege to others.

6.1.3.2 Object Privileges

You can assign access privileges to users or groups for all of the following objects
within OracleAS Portal through the Access tab of the object’s Edit Page:

Table 6-6 OracleAS Portal Objects with Privilege Control

Type of Object Available Privileges Inherited Privileges
Calendar = Manage From Database Provider
s View

s Customize

s Execute
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Table 6-6 (Cont.) OracleAS Portal Objects with Privilege Control

Type of Object

Available Privileges

Inherited Privileges

Chart
(based on SQL query)

Chart

(based on wizard)

Data Component

Data Component Cell

Database Provider

Document

Dynamic Page Component

Form'

Frame Driver

Manage
Edit

View
Customize

Execute

Manage
Edit

View
Customize

Execute

Manage
Edit

View
Customize
Execute
Edit

View
Manage
Edit

View Source
Customize

Execute

Own
Manage
View Only

Manage
Edit

View
Customize
Execute
Manage
Edit

View
Customize
Execute
Manage
Edit

View
Customize

Execute

From Database Provider

From Database Provider

From Database Provider

From Data Component

Not applicable

From page or item

From Database Provider

From Database Provider

From Database Provider
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Table 6-6 (Cont.) OracleAS Portal Objects with Privilege Control

Type of Object

Available Privileges

Inherited Privileges

Hierarchy

Image Chart

Link

List of Values

Menu

Page

Manage
Edit

View
Customize

Execute

Manage
Edit

View
Customize

Execute

Manage
Edit

View
Customize

Execute

Manage
Edit

View
Customize

Execute

Manage
Edit

View
Customize

Execute

Manage
Manage Content

Manage Items With
Approval

Manage Style

Customize Portlets
(Full)

Customize Portlets
(Add-Only)

Customize Portlets
(Hide-Show)

Customization (Style)

View

6-14 Oracle Application Server Portal Configuration Guide

From Database Provider

From Database Provider

From Database Provider

From Database Provider

From Database Provider

Not applicable



About OracleAS Portal Security

Table 6-6 (Cont.) OracleAS Portal Objects with Privilege Control

Type of Object

Available Privileges

Inherited Privileges

Page group

Page Item

Portlet

Provider

Query by example form

Report?

Schema

URL

Manage All

Manage
Classifications

Manage Templates
Manage Styles
View

Own

Manage

View Only

Manage
Edit
Execute
Access
Publish

Manage
Edit
Publish

Execute

Manage
Edit

View
Customize
Execute
Manage
Edit

View
Customize

Execute

Manage
Modify
Insert
View
Manage
Edit

View
Customize

Execute

Not applicable

From page

Not applicable

Not applicable

From Database Provider

From Database Provider

Not applicable

From Database Provider
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Table 6-6 (Cont.) OracleAS Portal Objects with Privilege Control

Type of Object Available Privileges Inherited Privileges
XML = Manage From Database Provider
=« Edit
s View

s Customize

s Execute

You can have many different types of forms (stored procedure or table based, version 2 or version 3
based, and master-detail), but all of these types have the same available privileges and privilege
inheritance.

You can have two different types of reports (SQL and table based), but all of these types have the same
available privileges and privilege inheritance.

6.1.3.3 Granting Privileges to New Providers

When you create/register a new provider, a page is created in the Portlet Repository
under Portlet Staging Area to display portlets for that provider. This page is not visible
to all logged in users. It is only visible to the user who published the provider and
portal administrators. The publisher or portal administrator can change the provider
page properties to grant privileges to appropriate users/groups, as required.

6.1.3.4 Privileges to Create and Edit Web Providers and Provider Groups

To create and manage Web providers and provider groups through the user interface,
as opposed to working with files directly, you need to grant appropriate privileges to
the administrative users. The access control list is implemented differently than for the
OracleAS Portal schema resident objects described in Section 6.1.3.1, "Global
Privileges" and Section 6.1.3.2, "Object Privileges". Rather, the grants for provider
privileges are maintained in an XML file.

Note: The privileges described here are for users developing new
Web providers and pertain to authorizations that are enforced by
the provider user interface. These privileges are not required to
register Web providers.

To grant privileges to create, edit, and delete Web providers or provider groups, you
need to manually make changes to the following file:

MID_TIER_ORACLE_HOME/j2ee/0C4J_
Portal/applications/portalTools/providerBuilder/WEB-INF/deployment_
providerui/provideruiacls.xml

An example of this file follows:

Note: In this example, the user names any_provider_manage_
user, any_provider_edit_user, and so on, are just sample
user names used here to illustrate the privilege codes that
correspond to the privileges implied by the corresponding user
names. An actual user grant would have the OracleAS Single
Sign-On user name as the value of the name attribute in the
<user> element, and the privilege would be populated with the
appropriate privilege code.
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<providerui xmlns="http://www.oracle.com/portal/providerui/1.0">
<objectType name="ALL_OBJECTS">
<object name="ANY_ PROVIDER" owner="providerui">
<user name="any_provider_manager_user" privilege="500"/>
<user name="any_provider_edit_user" privilege="400"/>
<user name="any_provider_execute_user" privilege="300"/>
<user name="any_provider_create_user" privilege="100"/>
</object>
<object name="ANY_PORTLET" owner="providerui">
<user name="any_portlet_manage_user" privilege="500"/>
<user name="any_portlet_edit_user" privilege="400"/>
<user name="any_portlet_execute_user" privilege="300"/>
</object>
</objectType>
<objectType name="PROVIDER">
<object name="TEST PROVIDER" owner="providerui">
<user name="provider_manage_user" privilege="500"/>
<user name="provider_edit_user" privilege="400"/>
<user name="provider_execute_user" privilege="300"/>
</object>
</objectType>
<objectType name="PORTLET">
<object name="PORTLET_UNDER_TEST_PROVIDER" owner="TESTPROVIDER">
<user name="portlet_manage_user" privilege="500"/>
<user name="portlet_edit_user" privilege="400"/>
<user name="portlet_execute_user" privilege="300"/>
</object>
</objectType>
</providerui>

This file allows for granting of the following types of privileges, described in the
following sections:

s Global Privileges

s Object Level Privileges

6.1.3.4.1 Global Privileges Table 6-7 describes the global object types and
corresponding privilege codes that can be granted to users in the

provideruiacls.xml file. When granting a privilege to the user, you should specify
the numeric privilege code.

Table 6-7 Global Privilege Codes for provideruiacls.xml

Type of Object Available Privileges

ANY_PROVIDER 500 (Manage): Can create/edit/delete/open any provider or
provider group and portlets under them.

400 (Edit): Can create/edit any provider or provider group and
execute the portlets under them.

300 (Execute): Can open any provider or provider group and
execute the portlets under them.

100 (Create): Can create any provider or provider group.

ANY_PORTLET 500 (Manage): Can edit/delete/execute any portlet under any
provider.

400 (Edit): Can edit/execute any portlet under any provider.

300 (Execute): Can execute any portlet under any provider.
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To add a privilege to a particular user, add an entry in the proper object type container,
for example:

<objectType name="ALL_OBJECTS">
<object name="ANY_ PROVIDER" owner="providerui">
<user name="jdoe" privilege="400"/>

</object>
</objectType>

For these global privileges, the objectType name is set to ALL_OBJECTS, the object
owner is set to providerui, and the object name should be ANY_PROVIDER or ANY_
PORTLET depending on the type of grant you are setting.

You then set the user name and privilege to the values corresponding to the OracleAS
Single Sign-On username of the grantee and the privilege code you wish to assign.
This model does not support any grants to groups. It only supports grants directly to
users.

6.1.3.4.2 Object Level Privileges Table 6-8 describes the object level privileges that can
be granted to users to give them privileges on specific object instances as referenced

within the provideruiacl.xml XML file.

Table 6-8 Object Privilege Codes for provideruiacl.xml

Type of Object Available Privileges

PROVIDER 500 (Manage): Can edit/delete/open the specified provider or
provider group and the portlets under it.

400 (Edit): Can edit the specified provider or provider group
and execute the portlets under it.

300 (Execute): Can open the specified provider or provider
group and execute the portlets under it.

PORTLET 500 (Manage): can edit/delete/execute the specified portlet
under the specified provider.

400 (Edit): Can edit/execute the specified portlet under the
specified provider.

300 (Execute): Can execute the specified portlet under the
specified provider.

To add a privilege to a particular user, add an entry into the proper object type
container, for example:

<objectType name="PORTLET">
<object name="PORTLET UNDER_TEST_ PROVIDER" owner="TESTPROVIDER">
<user name="jdoe" privilege="400"/>

</object>
</objectType>

For the object level privileges, the objectType name is set to PROVIDER or PORTLET,
depending upon to which object instances you are providing access. The object name
is set to the provider name or the portlet name, respectively. The object owner is set to
providerui or the name of the associated provider, again respectively for providers
and portlets.

Table 6-9 summarizes these rules:
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Table 6-9 Attribute values for Providers and Portlets

Attribute Provider Instance Grant Portlet Instance Grant

ObjectType name PROVIDER PORTLET

Object name Provider or provider group Portlet name
name

Object owner providerui Provider name

User name OracleAS Single Sign-On user OracleAS Single Sign-On user
name name

User privilege Privilege code Privilege code

6.1.3.5 Privileges to Create/Edit URL/XML Portlets in the Portlet Repository

To create and edit URL and XML portlets in the Portlet Repository, privileges need to
be granted to the users. The URL and XML portlets are available from the Portlet
Builders page in the Portlet Repository. To grant access, or to edit sample providers in
the JPDK web application, you need to manually make changes to following file:

MID TIER ORACLE_HOME/7j2ee/0C4J_Portal/applications/jpdk/jpdk/WEB-INF/

deployment_providerui/provideruiacls.xml

The privileges are identical to those described earlier in Section 6.1.3.4, "Privileges to
Create and Edit Web Providers and Provider Groups".

6.1.4 Authorization and Access Enforcement

When users attempt to log in to OracleAS Portal, OracleAS Single Sign-On must first
verify their credentials against the directory. Once their identity has been verified,
OracleAS Portal checks their access privileges in the directory to determine which
objects they may see and use within the portal.

1. From OracleAS Portal, the user requests to log in by clicking the Login link.
2. The login request is forwarded to OracleAS Single Sign-On for authentication.

3. OracleAS Single Sign-On verifies the user credentials against the information
stored in the directory.

4. If authentication is successful, OracleAS Single Sign-On creates an SSO cookie for
the user. If authentication is not successful, the user is denied access and returned
to the login page to re-enter their user name and password.

5. Once the user’s identity has been verified, control is returned to OracleAS Portal,
which creates a portal session cookie. OracleAS Portal then connects to the
directory and determines the user's group memberships and privileges.

6. OracleAS Portal caches the user's membership and privilege information locally
for the duration of their session.

7. When the user attempts to access a page, OracleAS Portal performs the following
checks:

»  Checks whether the page is public. If so, the user can view it.

= If the page is not public, OracleAS Portal checks the local privilege table to
determine whether the current user has privileges to view the page. If the user
has viewing privileges, the user can view it.

»  If the current user does not have direct viewing privileges on the page,
OracleAS Portal checks the cached membership information and privilege
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table to determine whether any of the groups to which the user belongs has
privileges to view the page. If one of the groups to which the user belongs has
viewing privileges on the page, the user can view it.

Note: If changes are made to Oracle Internet Directory that affect
the user’s privileges, a notification is raised and the cached
information about the user is invalidated. Thus, OracleAS Portal
starts enforcing the user’s updated privileges as soon as it receives
the notification. If you are using groups that are based on the
groupOfNames objectclass, then you need to update the
provisioning profile. See "Update Subscription Profiles for Groups
Based on groupOfNames" for more details.

6.1.5 Enforcing Role-based Access Control

In OracleAS Portal 10g Release 2 (10.1.2) it is possible to enable or disable enforcement
of Role-based Access Control. This option is disabled in the default configuration.
Role-based Access Control can prevent the assignment of both object level privileges
as well as global privileges directly to users from the OracleAS Portal User Interface
and forces them to be granted only to groups. However, this option does not have any
impact on the privileges granted directly to users:

= Before Role-based Access Control was enabled
= Automatically when an object is created
s Through the use of the OracleAS Portal APIs

To enable or disable Role-based Access Control, you must run the script
secrlacl. sql located in the directory ORACLE_
HOME/portal/admin/plsqgl/wwc. The syntax for secrlacl.sql is:

@secrlacl.sql Y|N

For example, if you want to enable Role-based Access Control, run the script as
follows:

@secrlacl.sql Y

Once Role-based Access Control is enabled, you will see the following changes in
OracleAS Portal:

= Access Tab for Objects. Here you will just see only the Group LOV; the User LOV
does not appear.

s The Privilege tab is not rendered on the Edit User Profile page.

6.1.6 Leveraging Oracle Application Server Security Services

OracleAS Portal leverages Oracle Application Server Security Services in the following
ways:

»  SSL encryption. The use of HTTPS and the Secure Sockets Layer (SSL) allows for
the creation of a secured connection between a client and a server. Digital
certificates on each end of the communication verify the validity of the server and
encryption of the communication to ensure that it is not compromised. You can
implement SSL encryption for OracleAS Portal through the Oracle Application
Server Security Services.
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s JAZN.JAZN is the internal name for a Java Authentication and Authorization
Service (JAAS) provider. JAAS is a Java package that enables applications to
authenticate and enforce access controls upon users. The use of JAZN in OracleAS
Portal is limited to the authentication of external JSPs.

See Also: For more information:
= Section 6.3.2.1, "Configuring SSL for OracleAS Portal"

= Section F.2, "Setting Up a JAZN File for External
Communication”

»  Oracle Application Server Containers for J2EE Services Guide

6.1.7 Leveraging Oracle Identity Management Infrastructure

To provide a more comprehensive security solution, OracleAS Portal takes advantage
of a variety of components in the Oracle Identity Management infrastructure:

= Relationship Between OracleAS Portal and OracleAS Single Sign-On
= Relationship Between OracleAS Portal and Oracle Internet Directory
= Relationship Between OracleAS Portal and Oracle Directory Integration Platform

= Relationship Between OracleAS Portal and Oracle Delegated Administration
Services

OracleAS Portal also takes advantage of Oracle Identity Management when it creates
users and groups. The most common way to create users and groups, and set global
privileges and preferences for your portal is through the following portlets:

= User Portlet

»  Portal User Profile Portlet

= Group Portlet

= Portal Group Profile Portlet

See Also:

»  Oracle Identity Management Concepts and Deployment Planning
Guide

»  Oracle Internet Directory Application Developer’s Guide

6.1.7.1 Relationship Between OracleAS Portal and OracleAS Single Sign-On

OracleAS Portal uses OracleAS Single Sign-On for user authentication, as discussed in
Section 6.1.4, "Authorization and Access Enforcement".

OracleAS Single Sign-On manages the Single Sign-On sessions of users. In order for
single sign-on security to function properly with OracleAS Portal, the following tasks
must be completed:

= Add OracleAS Portal as a partner application for OracleAS Single Sign-On.
= Add OracleAS Portal entries to the partner application enabler configuration table.

The Oracle Universal Installer performs these two configuration steps for you upon
installation. If you need to make changes to your configuration after installation, you
can do so by:

= Using the Application Server Control Console, as described in Section 7.2, "Using
the Application Server Control Console", or by using the Portal Dependency
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Settings tool, described in Appendix A, "Using the Portal Dependency Settings
Tool and File".

= Running the ptlconfig tool with the -site option. This procedure adds
OracleAS Portal as a partner application to an existing OracleAS Single Sign-On
installation. To work correctly, you must already have installed OracleAS Portal
and OracleAS Single Sign-On, and created their DADs. See Appendix A, "Using
the Portal Dependency Settings Tool and File" for details.

Support for Global Inactivity Timeout in OracleAS Portal

A Global Inactivity Timeout can be configured for the OracleAS Single Sign-On (SSO)
Server. This feature is now supported in OracleAS Portal 10g Release 2 (10.1.2). To use
this feature, you must configure the OracleAS Single Sign-On (SSO) Server on the
infrastructure tier and mod_osso on the Oracle Application Server middle-tier. See the
Oracle Application Server Single Sign-On Administrator’s Guide for more information on
configuring this feature.

6.1.7.2 Relationship Between OracleAS Portal and Oracle Internet Directory

Oracle Internet Directory is Oracle’s highly scalable, native LDAP version 3 service
and hosts the Oracle common user identity. As stated in the previous section,
OracleAS Portal queries the directory to determine a user’s privileges and what they
are entitled to see and do in the portal. In particular, OracleAS Portal retrieves the
group memberships of the user from the directory to determine what they may access
and change.

Given this model, OracleAS Portal requires the following interactions with Oracle
Internet Directory:

»  OracleAS Portal specific entries stored in the directory

s Group attributes stored in the directory

= User attributes stored in the directory

= Caching of user and group information from the directory

s Populating user and group lists of values from the directory through Oracle
Delegated Administration Services

6.1.7.2.1 Directory Entries in Oracle Internet Directory for OracleAS Portal In order for
security to function properly, OracleAS Portal requires the following entries in the
directory’s Directory Information Tree (DIT) structure:

s Default user accounts (cn=PUBLIC, cn=PORTAL, cn=PORTAL_ADMIN) are
created in the identity management realm’s user base
(cn=Users,dc=MyCompany,dc=com'). The PORTAL and PORTAL_ADMIN users
are added to the DBA and PORTAL_ADMINISTRATORS groups, respectively. The
PUBLIC user is created for unauthenticated users. Typically, the PUBLIC user
entry is for granting viewing privileges on portal content that is accessible to any
user, unrestricted.

= Group container is created within the identity management realm’s group base
(en=Groups,dc=MyCompany,dc=com?). OracleAS Portal can leverage any group

! The default identity management realm name is determined by the domain name of the
server on which the system is installed. For example, if the domain name server was oracle,
the default identity management realm name would be dc=oracle,dc=com. If the domain
name server cannot be determined, the default name assigned by the directory is de=Default
Company,dc=com
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in the directory, but groups are more easily accessed for display in a list of values if
they are located within the OracleAS Portal group container.

The name of the group container is derived from the following in OracleAS Portal:
= Portal schema name

= Date and time when OracleAS Portal began to use Infrastructure Services

The format of the name is:

schema_name.yymmdd. hh24miss. ff

Note: The name of the group container may have a different format
for versions of OracleAS Portal older than version 10g Release 1.

Groups are created within the OracleAS Portal group container in the directory:
s  cn=AUTHENTICATED_USERS

= cn=DBA

s n=PORTAL_ADMINISTRATORS

= cn=PORTAL_DEVELOPERS

» cn=PORTLET_PUBLISHERS

=  n=RW_ADMINISTRATOR

» n=RW_DEVELOPER

s cn=RW_POWER_USER

= cn=RW_BASIC_USER

Application entity (orclApplicationCommonName=application_name) is created in
the root Oracle Context (cn=Portal,cn=Products,cn=0OracleContext). The
application password is randomly generated. OracleAS Portal uses this entity to
bind to the directory when it needs to query it or perform actions against it (for
example, adding a user) on behalf of the user. When OracleAS Portal binds to the
directory for a user, it uses a proxy connection to connect as the user. This method
ensures that the directory properly enforces the user’s authorization restrictions.
The OracleAS Portal application entity obtains the privileges to initiate proxy
connections by its membership in the user proxy privileges group
(cn=UserProxyPrivilege,cn=Groups,cn=0OracleContext). The name of the
application entity is derived from the schema and the time that OracleAS Portal
began to use the Infrastructure Services. For example, the name of the application
entity can be portal.040820.123756.096286000, where portal is the schema name
and 040820.123756.096286000 is the timestamp in the yymmdd.hh24miss.ff format.

Directory synchronization subscription A provisioning profile entry is created in
the provisioning profiles node of the directory (cn=Provisioning
Profiles,cn=changelog subscriber,cn=oracle internet directory). This entry indicates
that the directory must notify OracleAS Portal when user or group privilege
information has changed. It enables OracleAS Portal to keep its authorizations
synchronized with the information stored in the directory.
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Note: When the provisioning profile is deleted from Oracle
Internet Directory, the Enable directory synchronization and Send
event notifications every n seconds, disappear from the Directory
Synchronization section on the Global Settings page’s SSO/OID
tab. To navigate to the Global Settings page, in the Portal Builder,
go to the Portal sub-tab on the Administer tab, and click the Global
Settings link in the Services Portlet.

Figure 6-2 shows where the OracleAS Portal information is located in the directory’s
DIT structure.

Figure 6—2 OracleAS Portal DIT Structure
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6.1.7.2.2 User Attributes Stored in Oracle Internet Directory OracleAS Portal, like all other
components of Oracle Application Server, relies upon the directory to store user
information. All users in the directory are defined using the following object classes:

—

»  The inetOrgPerson object class contains the entire user attributes defined by the
Internet Engineering Task Force (IETF) Request for Comments (RFC) number 2798.

s The orclUser and orclUserV2 object classes contain a set of standard, additional
attributes for Oracle products.

The subsequent tables show the various user attributes stored in Oracle Internet
Directory. A complete list of these attributes is available in IETF RFC 2798.
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Table 6—-10 inetOrgPerson Attributes

inetOrgPerson (IETF) attributes

Comment

n

employeeNumber

sn

givenName
middleName
displayName
mail
telephoneNumber
homePhone
mobile

pager
facsimileTelephoneNumber
street

1

st

postalCode

c
homePostalAddress
jpegPhoto

o

title

manager

uid

userPassword

preferredLanguage

The common name of the user.

This attribute is mandatory.

Number used to identify employees

Last name. This attribute is mandatory. If
nothing is explicitly specified for this
attribute, the user’s nickname is used.

First name

Preferred name

e-mail address

City of office

State of office
Postal code of office
Country of office
Home address
Person’s picture

Organization

Employee’s supervisor

User ID

Table 6-11 orclUserV2 Attributes

orclUserv2 attributes

Comments

orclIsVisible

orclDisplayPersonallnfo

orclIMaidenName
orclDateOfBirth

orclHireDate

A flag to indicate whether the user should
be hidden from all but administrators.

A flag to indicate whether a user’s personal
information should be hidden from all but
administrators.
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Table 6-11 (Cont.) orclUserV2 Attributes

orclUserv2 attributes Comments

orclDefaultProfileGroup Default user group for the person
orclActiveStartDate When account was activated
orclActiveEndDate when account was (or will be) terminated
orclTimeZone

orcllsEnabled A flag to indicate whether the user account

is active. If not active, the user will not be
allowed to log in.

6.1.7.2.3 Group Attributes Stored in Oracle Internet Directory OracleAS Portal, like all other
components of Oracle Application Server, relies upon the directory to store group
information. All groups in the directory are defined using the following object classes:

s The groupOfUniqueNames object class contains all of the group attributes
defined by IETF (RFC 2256).

= The orclGroup object class contains a set of standard, additional attributes for
OracleAS Portal.

Note: In OracleAS Portal 9.0.2 and subsequent releases, you
cannot scope groups to a specific page group. This option was
available only in OracleAS Portal 3.0.9.x and preceding releases.

Figure 6-3 shows where the OracleAS Portal information for groups is located in the
directory’s DIT structure.

Figure 6-3 DIT Structure for OracleAS Portal Groups
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The subsequent tables show the various group attributes stored in Oracle Internet
Directory:
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Table 6—-12 groupOfUniqueNames/groupOfNames Attributes

groupOfUniqueNames/groupOf
Names (IETF) attributes Comment

cn The common name of the group, which can
be typed into places like the Edit Group
field in the Group portlet to locate the

group.

description The text description of the group, which is
displayed in lists of values where the group
appears.

uniqueMember /member A list of the distinguished names (DNs) of

all of the members of the group. The
member DN can represent a user or
another group.

owner A list of the DNs of all of the users and
groups that have the privilege of
administering this group.

Table 6-13 orclGroup Attributes

orclGroup attributes Comment

orclGUID The globally unique identifier (GUID) for
this group.

orcllsVisible A flag to indicate whether the group is

public or private. Private groups only
appear in lists of values for their owners.
Other users cannot see them.

6.1.7.2.4 Oracle Internet Directory Cache in OracleAS Portal To improve performance,
OracleAS Portal caches some directory information locally. In particular, OracleAS
Portal caches the following:

= Directory connection information for OracleAS Portal
= URLs for Oracle Delegated Administration Services

= orclGUIDs of certain privilege groups for authorization checks on directory
portlets (for example, the User and Group portlets)

= some Oracle Context information
» thelocally selected group search and creation bases
= group memberships and default group for each user

The majority of the information cached by OracleAS Portal is fairly static (for example,
directory connection information). For those items that are more dynamic, such as
group memberships and default group, OracleAS Portal relies upon the Directory
Synchronized Provisioning agent for updates. OracleAS Portal maintains a directory
synchronization subscription in the directory that flags the agent to notify it of any
change events that affect OracleAS Portal security (for example, adding or deleting a
user from a group).

6.1.7.2.5 User and Group Lists of Values in OracleAS Portal The User, Group, Portal User
Profile, and Portal Group Profile portlets include lists of values for users or groups.
These lists of values must be populated with information stored in the directory. By
default, the list of values displays the groups contained under the OracleAS Portal
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group container in the OracleAS Portal DIT structure. You can browse to any group in
the tree, if you have the right access privileges.

The groups that are displayed in the list of values for groups depend on the privileges
of the user viewing them. For example, if a user views the list of values from the
Group portlet, the list only displays those groups that can be edited or deleted by that
user. In OracleAS Portal 10g Release 2 (10.1.2), the implementation of the LOVs
supports a callback method. This callback mechanism requires corresponding support
in the Oracle Delegated Administration Services environment.

If you have upgraded from a version of OracleAS Portal prior to 10g Release 2 (10.1.2),
and if your Infrastructure and Application Server middle-tier were separated onto
different hosts or protocols, you may have performed additional user and group Lists
of Values (LOVs) configuration to accommodate the JavaScript Origin Server Security

policy.

There were two configuration options:

= Setting up of a common-domain by running the script secjsdom. sql.
s Deploying Oracle Delegated Administration Services on the middle-tier.

If you have installed the appropriate Oracle Delegated Administration Services
version in your environment, and have not previously implemented the configuration
options mentioned in the preceding text, then no subsequent configuration steps are
required in OracleAS Portal to support the LOVs on a separate host. However, if you
used the configuration options mentioned previously, it is required to remove these
steps. This can be done as follows:

1. If a common domain was defined, reset it by executing the secjsdom. sql script
as outlined in Example C-2, "Resetting a Previously Defined Common Domain
Using secjsdom.sql".

2. If OracleAS Portal has been configured to use a locally deployed Oracle Delegated
Administration Services servlet, reconfigure it to point to the Infrastructure tier by
running the secdaslc.sql script as follows:

a. From the operating system prompt, go to the following directory:

DESTINATION_MID_TIER ORACLE_HOME/portal/admin/plsgl/wwc

b. Using SQL*Plus, connect to the OracleAS Portal schema as the owner and run
the following commands:

@secdaslc N
commit;

If OracleAS Portal is used with an older version of Oracle Delegated Administration
Services that does not support the callback method and the directory and OracleAS
Portal servers reside on different domains, you have to install the required patch to the
Oracle Delegated Administration Services environment to support the use of LOVs
across domains.

If it is not possible, for operational purposes, to apply the patch, you can define a
Common JavaScript Domain for Oracle Delegated Administration Services Lists of
Values by using the secjsdom script as described in Section C.4, "Using the
secjsdom.sql Script".
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6.1.7.3 Relationship Between OracleAS Portal and Oracle Directory Integration
Platform

As shown in Figure 6-4, the Oracle Directory Integration Platform provides important
services to notify components of user and group change events and synchronize
directories.

Figure 6—4 Oracle Directory Integration Platform Synchronization
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In the figure, the flow to and from the Oracle Internet Directory has two paths. The
first path, labeled Oracle Directory Synchronization Service, illustrates the concept of
synchronization. In this case, the Oracle Internet Directory acts as a gateway to some
external directory or repository. The synchronization service ensures that changes are
coordinated between the Oracle Internet Directory and its connected directories.
Whenever a change occurs in one of the directories, a notification must be raised with
the Oracle Internet Directory to appropriately reflect the change across all of the
affected directories.

The second path, labeled Oracle Directory Provisioning Integration Service, illustrates
the concept of provisioning. In provisioning, an application, such as OracleAS Portal,
subscribes to changes to certain user or group information. For example, suppose that
an administrator removes a user from a group through the Oracle Delegated
Administration Services. As a result of this change, the user should no longer be
allowed to access certain pages in OracleAS Portal. The Oracle Directory Integration
Platform must notify OracleAS Portal to update its local cache and immediately
prevent the user from accessing the pages to which she no longer should have access.

For provisioning services, components like OracleAS Portal subscribe to provisioning
events (for example, deletion of a group) to keep their local caches of user and group
information synchronized with the central user and group repository in the Oracle
Internet Directory. When a change event occurs, all of the components that are
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subscribed to that change event are notified by the Directory Synchronized
Provisioning agent of the Oracle Directory Integration Platform. OracleAS Portal sets
the Portal directory synchronization subscription flag in the directory to indicate that it
should be notified whenever a subscribed change event takes place. Table 6-14 shows
the events to which OracleAS Portal subscribes and the actions it takes when those
events occur:

Table 6-14 Directory Synchronized Events Handled By OracleAS Portal

Subscribed event OracleAS Portal action

USER DELETE The local user profile entry is deleted, resulting in the deletion
of the user’s privileges. Pages associated with this user are
invalidated in OracleAS Web Cache.

USER MODIFY The default group of the user is changed in the local user
(orclDefaultProfileGroup) profile.
GROUP DELETE The local group profile is deleted, resulting in the deletion of

the privileges assigned to this group. The WWSEC_FLAT$
table is updated accordingly.

GROUP MODIFY The WWSEC_FLATS$ table is updated to reflect membership

(uniqueMember, member) changes that affect OracleAS Portal.

If the membership changes involve a group being added or
deleted from the modified group, the pages associated with the
users of the added or deleted group are invalidated in
OracleAS Web Cache. The reason for this action is that the
security changes might affect what is visible on the page or the
access privileges of the page itself.

Note: OracleAS Portal does not need to subscribe to user and
group creation events. The local user profile is created
automatically when a new user first logs on or is assigned some
privilege that causes the user to be referenced in an access control
list of OracleAS Portal. Similarly, a local group profile is created
automatically when a new group is first referenced in an access
control list.

To function properly, OracleAS Portal requires the following for its integration with
Oracle Directory Integration Platform:

s The Oracle Directory Integration Platform must be running. With OracleAS Portal
Release 9.0.4 and later, the Oracle Directory Integration and Provisioning agent is
started by default if the user had started the infrastructure tier using opmnctl
start all. To start the Oracle Directory Integration Platform, you use the
oidctl command, for example:

oidctl instance=1 server=odisrv flags="host=iasga-ultral.abc.com
port=4032" start

»  The subscription profile must be created in the Oracle Internet Directory. A default
subscription profile is automatically created during the installation of OracleAS

Portal.

See Also: Oracle Internet Directory Administrator’s Guide

6.1.7.3.1 Update Subscription Profiles for Groups Based on groupOfNames By default,
groups created in the Oracle Internet Directory by Oracle Delegated Administration
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Services are based on the IETF object class groupOfUniqueNames. However, there is
now support for handling groups created with the object class groupOfNames as well.
If your portal has an existing Oracle Directory Integration Platform subscription
profile in the Oracle Internet Directory (from 9.0.2), then it would be subscribing to
group modifications and deletions based on groups using groupOfUnigqueNames. If
any existing groups in Oracle Internet Directory are based on the groupOfNames
object class you must update the Oracle Directory Integration Platform subscription
profile to subscribe to the events for groups based on groupOfNames in addition to
groupOfUnigueNames.

To create or update the subscription profile, run pt1lconfig as follows:

ptlconfig -dad <dad> -dipreg

This will create or update the provisioning profile and subscribe to changes for the
unigqueMember and member attributes.

By default, this provisioning profile is enabled.

6.1.7.4 Relationship Between OracleAS Portal and Oracle Delegated Administration
Services

In addition to querying the directory for user and group information, OracleAS Portal
must provide users with the means to add and modify user and group information. To
change information in the directory, use the Oracle Delegated Administration Services.
OracleAS Portal provides links to the delegated administration server for users with
the privileges to add and change users and groups.

6.1.7.4.1 Creating and updating information Stored in Oracle Internet Directory The Oracle
Delegated Administration Services provides a comprehensive interface for making
updates to the directory. Authenticated users who have the appropriate privileges can
access the delegated administration server through the User and Group portlets on the
Administration tab in OracleAS Portal. To access these portlets, a user must be a
member of the OracleDASCreateUser and OracleDASCreateGroup groups,
respectively. The PORTAL and PORTAL_ADMIN users are members of both of these
groups by default. AUTHENTICATED_USERS may also create groups by default.

6.1.7.4.2 Relationship Between Oracle Delegated Administration Services, mod_osso, and the
OracleAS Single Sign-On mod_osso protects URLs behind the OracleAS Single Sign-On
environment by making the HTTP server effectively into a partner application. Oracle
Delegated Administration Services functionality is single sign-on enabled by using
mod_osso to get the user’s identify from the OracleAS Single Sign-On session.

Securing OracleAS Portal  6-31



About OracleAS Portal Security

Figure 6-5 Relationship between Oracle Delegated Administration Services, mod_osso,
and OracleAS Single Sign-On
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mod_osso is a module of the Oracle HTTP Server that is written as a partner
application. You can use mod_osso to enable applications, including OC4]J
applications, for single sign-on. You achieve this by configuring mod_osso with Oracle
HTTP Server directives to restrict access to the OC4J application URLs.

Oracle Delegated Administration Services is implemented as an OC4]J application,
which relies on mod_osso to authenticate users attempting access. When a user
attempts to access an Oracle Delegated Administration Services dialog (for example, a
list of users or groups, or the Create User form), mod_osso checks whether the user
has been authenticated. mod_osso performs no authorization checks other than
checking for authentication. If the user has not been authenticated, mod_osso, which is
an OracleAS Single Sign-On partner application, redirects the user's request to
OracleAS Single Sign-On. OracleAS Single Sign-On either:

»  Finds a cookie that indicates the user has been properly authenticated and sends
back an authenticated token to mod_osso.

= Or if no cookie has been created yet, it brings up the login page to authenticate the
user.

Once the user has been properly authenticated, they are redirected by mod_osso to the
requested Oracle Delegated Administration Services URL. Oracle Delegated
Administration Services then becomes accessible to the user and enforces the user's
privileges, typically relying on access control items in the Oracle Internet Directory.

Oracle Delegated Administration Services URLs

The first request to Oracle Delegated Administration Services from a user session in
OracleAS Portal is redirected to the OracleAS Single Sign-On so that mod_osso, which
acts as a partner application on behalf of Oracle Delegated Administration Services,
can establish the identity of the user. OracleAS Single Sign-On constructs a URLC
token that includes the requested Oracle Delegated Administration Services URL.
There is about a 2K limit on the length of the URLC token imposed by Internet
Explorer. As such, the length of the Oracle Delegated Administration Services URL is
also limited. To provide a seamless integration with Oracle Delegated Administration
Services, OracleAS Portal includes the URLs of the current portal page and the portal

6-32 Oracle Application Server Portal Configuration Guide



About OracleAS Portal Security

home page within this Oracle Delegated Administration Services URL. A typical
Oracle Delegated Administration Services URL appears as follows:

http://myportal.us.abc.com:7777/0iddas/ui/oracle/ldap/das/group/AppCreateGroupInfo
Admin?doneURL=https%3A%2F%2Fwebsvr.us.abc.com%3A5001%2Fportal $2Fpage%3F_

7.s901dev0.portalserver.us.abc.com%2Ccn%$3Dgroups$2Cdc%3Dus%$2Cdc%3Doracle%2Cdc%3Dco
m&enablePA=true

When this URL is included in the URLC token, which is then encrypted for security
reasons, the length of the resulting token easily approaches the 2K threshold. If it
exceeds this limit, the browser may show an error.

There is no fixed size for the URL. However, if you see browser errors when
performing Oracle Delegated Administration Services operations, you should consider
reducing the size of various parts that comprise the portal URL as this will help ensure
that the URL doesn't exceed the 2k limit. For example, limit hostnames to 8 characters
or less and DAD names to 6 characters or less.

In the event that you encounter this problem, the workaround is to log in to Oracle
Delegated Administration Services first through a shorter URL, such as the Directory
Administration link in the Services portlet. Any subsequent access to Oracle
Delegated Administration Services will then not require SSO redirection, and will
succeed.

6.1.7.5 User Portlet

Note: Only a user who is a member of the OracleDASCreateUser,
OracleDASEditUser, or OracleDASDeleteUser privilege groups can
see the User portlet. The link to create new users is displayed only
to users who are members of the OracleDASCreateUser group.

The User portlet on the Portal tab under Administration enables you to create and
update users through Oracle Delegated Administration Services. To create a new user,
click the Create New Users link in the User portlet. To update information for an
existing user, enter their user name in the Name field or choose it from the list of
values and click Edit. To delete a user, enter their user name in the Name field or
choose it from the list of values and click Delete.

See Also: Oracle Internet Directory Administrator’s Guide

Figure 6-6 User Portlet
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6.1.7.6 Portal User Profile Portlet

To set global user privileges and preferences that pertain specifically to the portal, use
the Portal User Profile portlet. To update a user’s portal preferences and privileges,
enter their user name in the Name field or choose it from the list of values. You can set

Note: The Portal User Profile portlet is only visible to users with
Manage or Edit privileges for All User Profiles.

all of the following for the user’s profile:

s Preferences

whether the user can access the portal

database schema name for the user

whether the user has a personal page

default user group for the user

default home page for the user

default style for the user

whether to clear the OracleAS Web Cache for the user

= Global Privileges

page group privileges
Portal DB Provider privileges

administration privileges

Figure 6—7 Portal User Profile Portlet
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6.1.7.7 Group Portlet

Note: Every user can see the Group portlet, but the link to create
new groups is displayed only to users who are members of the
OracleDASCreateGroup privilege group. Users can only edit or
delete a group if they are the group’s owner or a member of a
group with appropriate access control information (ACI) to edit or
delete the group. The following privilege groups are seeded in the
Oracle Internet Directory:

s OracleDASCreateGroup
s OracleDASEditGroup
»  OracleDASDeleteGroup

The preceding privilege groups imply global privileges, and should
be allocated carefully.
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The Group portlet on the Portal tab under Administration enables you to create and
update user groups through Oracle Delegated Administration Services. To create a
new group, click the Create New Groups link in the Group portlet. To update
information for an existing group, enter its name in the Name field or choose it from
the list of values and click Edit. To delete a group, enter the group name in the Name
field or choose it from the list of values and click Delete.

See Also: Oracle Internet Directory Administrator’s Guide

Figure 6—8 Group Portlet
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6.1.7.8 Portal Group Profile Portlet

Note: The Portal Group Profile portlet is displayed to all users,
but only users with the Manage or Edit privilege for All Group
Profiles, or the owner of a group can edit its profile.

To set global group preferences and privileges that pertain specifically to the portal,
you need to use the Portal Group Profile portlet. To update a group’s portal
preferences and privileges, enter the group name in the Name field or choose it from
the list of values. You can set all of the following for the group’s profile:

= Preferences
- default home page for the group
- default style for the group
= Global Privileges
- page group privileges
- Portal DB privileges

- administration privileges

Figure 6-9 Portal Group Profile Portlet
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6.1.7.9 Oracle Delegated Administration Services Public Roles

In many cases, it is more efficient to use Oracle Delegated Administration Services
roles to assign privileges rather than the more granular, per-user approach. When
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creating users, you might notice a section called Roles Assignment on the Create User

page, shown in Figure 6-10.

Note: In releases prior to 9.0.4, roles were called public groups.

Figure 6—10 OracleAS Portal Create User Page
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Roles provide a very convenient mechanism by which users can be created and
granted a set of privileges simultaneously. When a check box for a role is checked for a
given user, they are granted the designated role upon creation. As an administrator,
you can create your own roles and pre-assign any combination of Oracle Internet

Directory and OracleAS Portal privileges to them.

6.1.7.9.1

Example: Defining a User Administrator Role Suppose that you want to create a

role with the appropriate privileges for a user administrator. You could create such a

role by following these steps:

Step 1: Create a group.
You begin by creating a group in the usual manner:

1. From Portal Builder (the design time pages), click Administer, if you are not
already on the Administer tab.
2. Click Create New Group in the Group portlet and the Create Group page appears,

as shown in the following image.
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Figure 6—11 Create Group Page
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3. Enter the required fields (indicated by asterisks).

4. On the Create Group page, click Privilege Assignment to go to that section and
choose the following privileges, as shown in the following image:

s Allow user creation
= Allow user editing

s Allow user deletion
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Figure 6-12 Privilege Assignment Section of the Create Group Page
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5. Click Submit.

Step 2: Assign the Manage privilege for all user profiles.

After you create the user administrator group, you need to assign it the Manage
privilege for all user profiles. This privilege is the only global privilege that you need
to assign to this group for user administration.

1. From Portal Builder (the design time pages), click Administer, if you are not
already on the Administer tab.

2. From the Portal Group Profile portlet, enter the name of your newly created
group and click Edit.

3. Click Privileges to go to that tab.

4. Scroll down to the Administration Privileges section, shown in the following
image. From the list next to All User Profiles, choose Manage.

6-38 Oracle Application Server Portal Configuration Guide



About OracleAS Portal Security

Figure 6—-13 Administration Privileges Section of the Edit Group Profile Page
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5. Click OK.

Step 3: Make the group a role.

Now that you have created a group representing the user administrator role, you need
to enable it as a role so it appears in the list of roles on the Create User page.

1. From Portal Builder (the design time pages), click Administer, if you are not
already on the Administer tab.

In the Services portlet, click Directory Administration.
Click Configuration to display that tab.
Click User Entry.

a » w0 Db

Click Next until you reach Step 5 of 5, Configure Roles, of the wizard, as shown in
the following image.

6. Click Add Role to choose the new group and add it to the list of roles.
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Figure 6—14 Configure Roles Page
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7. Click Finish. Your group will now appear in the list of public groups on the Create
User page.

Step 4: Hide detailed privilege assignment section.

To encourage the usage of roles rather than direct privilege assignment, you can turn
off the detailed privilege assignment section of the Create Users page. To implement
this change, you need to update a configuration entry in the OracleAS Portal schema.
This setting stops Oracle Delegated Administration Services from displaying the
Privilege Assignment section in the Create/Edit User page when it is called from an
OracleAS Portal administration page.

1. Log in to the PORTAL schema through SQL*Plus.

Note: The PORTAL schema password is stored in the Oracle
Internet Directory and the entry may be viewed by an
administrator using the oidadmin utility with the following path
under Entry Management:

OrclResourceName=PORTAL, orclReferenceName=iasdb.my
host.au.oracle.com,cn=IAS Infrastructure
Databases, cn=IAS, cn=Products, cn=OracleContext

2. Invoke the following commands to set the das_enable_pa variable in OracleAS
Portal’s Oracle Internet Directory configuration preference store.

$ sglplus

Enter user-name: portal
Enter password:
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SQL> set serverout on
SQL> exec wwsec_oid.set_preference_value('das_enable_pa', 'N');

PL/SQL procedure successfully completed.
SQL> commit;
Commit complete.

SQL> exit

3. Because the User Portlet is cached in OracleAS Web Cache as well as the OracleAS
Portal middle-tier file system cache, you must invalidate the cached version of the
portlet before you are done. Updating the configuration parameter changes the
behavior of the portlet, but updating the parameter does not invalidate the cache.
Follow these steps to invalidate the cached version of the User Portlet:

a. Login to OracleAS Portal as a user with administrator privileges.
b. Go to the Builder.
Click the Administration tab.

a o

From the Portal tab, open Global Settings and navigate to the SSO/OID tab.
e. Scroll to the bottom of the page.

f. Check Refresh Cache for the Oracle Internet Directory parameters.

g. Click Apply.

See Also: Oracle Application Server Web Cache Administrator’s Guide

Step 5: Validate your changes.

Once you have performed steps 1 through 4, go to the Create User page to verify that
your user administrator group appears there. Note how the other OracleAS Portal
administrative roles, or groups, are already pre-seeded into the Roles Assignment list
on this page.

6.1.8 Security for Portlets

Portlets act as windows on your application, displaying summary information and
providing a way to access the full functionality of the application. Portlets expose
application functionality directly in your portal or provide deep links that take you to
the application itself to perform a task. Since portlets format information for display
on a Web page, the underlying application need not be Web enabled to be integrated
with OracleAS Portal.

In OracleAS Portal, portlets are managed by providers. A provider is an application
that you register with OracleAS Portal. OracleAS Portal supports two types of
providers:

= Web providers
= Database providers
Portlet security consists of three major areas of functionality:

= Authentication: When a user first accesses a secure URL, they must be challenged
for information that verifies their identity, such as a username and password, or a
digital certificate.
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s Authorization: Authorization is the process that allows certain users to access
parts of an application. Some parts of an application may have public access while
others may be accessible only to a limited number of authenticated users.

s Communication security: Communication security is the means by which
OracleAS Portal establishes the authenticity of communications (for example,
messages) to and from providers. In a heavily networked environment, it is critical
to verify that communications are authenticate.

To make your Web providers truly secure, you need to make sure that they are secured
in each of these areas. If you only implement security features for one or two out of
three areas, then your providers cannot be considered secure. The effort you expend to
secure a Web provider should be proportional to the confidentiality of the data the
provider exposes.

6.1.8.1 Authentication

When a user first logs in to OracleAS Portal, they must enter their password to verify
their identity before being permitted access. OracleAS Single Sign-On manages the
login process. Refer to Section 6.1.8.4, "Single Sign-On" for more information.

6.1.8.2 Authorization

Authorization determines whether a particular user should view or interact with a
portlet. There are two types of authorization checks:

= Portal Access Control Lists: When you log in to OracleAS Portal, OracleAS Single
Sign-On authenticates you. Once authenticated, OracleAS Portal uses Access
Control Lists (ACLs) to grant you privileges on portal objects such as pages and
portlets. The actions may range from simply viewing an object to performing
administrative functions. If you do not belong to a group that has been granted a
specific privilege, OracleAS Portal prevents you from performing the actions
associated with that privilege.

s Programmatic Portlet Security: The Portal Developer’s Kit-Java includes APIs that
are called to determine if a particular user is authorized to view a portlet. You can
use these APIs to implement authorization logic that augments the Portal ACL
security.

6.1.8.3 Communication Security

Authentication and authorization are important components of securing your Web
providers. They do not, however, check the authenticity of messages being received by
a provider and are therefore not suitable on their own for securing access to a provider.
If the communication is unsecured, someone could imitate OracleAS Portal and fool
the Web provider into returning sensitive information.

Communication security focuses on securing communications between OracleAS
Portal and a Web provider. These methods do not apply to database providers, which
execute within the portal database. There are three types of communication security:

»  Portal Server Authentication ensures that incoming messages emanated from a
trusted host.

= Message Authentication ensures that the incoming messages were sent from a host
with a shared key.

= Message Encryption protects the contents of a message by encrypting them.

6.1.8.3.1 Portal Server Authentication Portal Server Authentication restricts access to a
provider to a small number of recognized machines. This method compares the IP
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address or the hostname of an incoming HTTP message with a list of trusted hosts. If
the IP address or hostname is in the list, the message is passed to the provider. If not, it
is rejected before reaching the provider.

6.1.8.3.2 Message Authentication Message authentication works by appending a
checksum based on a shared key to provider messages. When a message is received by
the provider, the authenticity of the message is confirmed by calculating the expected
value of the checksum and comparing it with the actual value received. If the values
are the same, the message is accepted. If they are different the message is rejected
without further processing. The checksum includes a time stamp to reduce the chance
of a message being illegally recorded in transit and resent later.

6.1.8.3.3 Message encryption Message encryption relies on the use of the HTTPS
protocol for communication between the provider and OracleAS Portal. Messages are
strongly encrypted to protect the data therein. While encryption provides a high level
of security, it also of necessity impacts performance.

6.1.8.4 Single Sign-On

Portlets act as windows into an application by displaying a summary of content and a
method for accessing the full functionality of the application. Portlets can expose
application functionality directly in the portal or provide deep links into the
application itself to perform a task.

If the application is not confidential (that is, public), then users need not be
authenticated to see and use it or its associated portlets. For more restricted
applications, you need to authenticate the user who is accessing the application:

=  Partner applications share the same authenticated user as the OracleAS Portal
user. The application user and the OracleAS Portal user are the same in this case.

= External applications use a different authentication mechanism than OracleAS
Portal and usually a different repository for user credentials. The application
username can be the same as in OracleAS Portal, but the external application
verifies the user through its own mechanism.

6.1.8.4.1 Partner Application A partner application shares the same OracleAS Single
Sign-On as OracleAS Portal for authentication. Sharing OracleAS Single Sign-On
instances means that when a user is already logged into OracleAS Portal, their identity
can be asserted to the partner application without logging in again.

Partner applications tightly integrate with OracleAS Single Sign-On. When a user
attempts to access a partner application, the partner application delegates the
authentication of the user to OracleAS Single Sign-On. Once authenticated with a valid
username and password, a user need not provide a username or password when
accessing other partner applications that share the same OracleAS Single Sign-On
instance. OracleAS Single Sign-On determines that the user was successfully
authenticated and indicates successful authentication to the other partner applications.

Partner application providers expose portlets that integrate a partner application’s
content with OracleAS Portal. The partner application provider trusts OracleAS Portal
to authenticate the user on the provider’s behalf. This relationship is possible because
OracleAS Portal is, itself, a partner application.

Partner application providers must trust OracleAS Portal to authenticate the user in
this way because the provider cannot perform the authentication itself. Authenticating
the user directly requires the provider to redirect the browser to OracleAS Single
Sign-On and provide success and failure URLs. This method is not possible due to the
provider architecture. The primary reason for it is that the authentication occurs in
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response to an API call from OracleAS Portal to the provider. OracleAS Single Sign-On
cannot imitate that call upon successful authentication to the initSession()/dologin()
method to complete its normal processing.

Authentication of users in partner applications differ from conventional applications.
Partner applications delegate user authentication to OracleAS Single Sign-On. If the
user has not been authenticated, OracleAS Single Sign-On displays a login page
prompting the user to enter a username and password. The login page submits the
username and password back to OracleAS Single Sign-On.

If successfully authenticated, OracleAS Single Sign-On creates a special cookie
containing information about the user. For security, OracleAS Single Sign-On encrypts
the contents of the cookie. The cookie is sent back to the user’s browser but is scoped
such that only OracleAS Single Sign-On can access it. It is not passed to any other
listeners. After creating the cookie, OracleAS Single Sign-On redirects the Web browser
to the success URL specified by the partner application. At this point, the partner
application creates an application session cookie which contains information the
application needs to reestablish the session later. Upon making subsequent requests to
the partner application, it detects the presence of the partner application session cookie
and from it knows that the user is already authenticated.

If the user later accesses another partner application, that application looks for its
application specific session cookie. If the cookie is not found, the application redirects
the request to OracleAS Single Sign-On as described previously. This time OracleAS
Single Sign-On detects the presence of the user’s OracleAS Single Sign-On cookie. This
cookie indicates that the user is already authenticated and OracleAS Single Sign-On
redirects the browser to the success URL of the second partner application without
prompting the user for credentials again. At this point, the partner application creates
its own application specific session cookie.

Advantages
= Provides the tightest integration with OracleAS Portal and OracleAS Single
Sign-On.

= Provides the best OracleAS Single Sign-On experience to users.

= Provides the most secure form of integration because user names and passwords
are not transmitted between the portal and the provider.

= The application and the portal share the same user repository, which reduces user
maintenance.

Disadvantages

»  The application must share the same user repository as OracleAS Portal even
though the application’s user community may be a subset of the portal’s user
community. This minor issue can be addressed because you can restrict access to
the portal pages that expose the application to the application’s user community.

s The application can only be tightly integrated with one or more OracleAS Single
Sign-On if they share the same user repository.

Implementation Techniques

You make an application a partner application by protecting its URLs using mod_osso.
Once configured, mod_osso restricts access to URLs and handles such things as the
redirection to OracleAS Single Sign-On and the creation of cookies.
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mod_osso

mod_osso is a general purpose Oracle HTTP Server module and a partner application
of OracleAS Single Sign-On. It uses OracleAS Single Sign-On to do the authentication.
The module does all the communication and handling of cookies between the Oracle
HTTP Server and OracleAS Single Sign-On. If mod_osso is configured to protect the
URLs of a Web application, then the application effectively becomes a partner
application.

OracleAS Portal is also a partner application and uses OracleAS Single Sign-On to
authenticate users. Provided OracleAS Portal and mod_osso use the same OracleAS
Single Sign-On instance, the user can access either the Web application or OracleAS
Portal by logging in to either one, that is, they need only login once to be able to access
both the Web application and OracleAS Portal.

Advantages
= mod_osso is simple to set up.
= You need no additional code in the application.

= New features to the OracleAS Single Sign-On environment are exposed through
simple dynamic directives.

= mod_osso generates a partner application cookie and does all the cookie handling.

= mod_osso secures the partner application and deep links from the partner
application provider.

Disadvantages

= Although not neccessarily a drawback, mod_osso can only be used with Web
applications.

6.1.8.42 External Application An External Application is an application that uses a
different authentication mechanism than OracleAS Portal. The application may use a
different instance of OracleAS Single Sign-On than the used by OracleAS Portal or
some other authentication method. In either case, OracleAS Single Sign-On stores user
name mappings, passwords, and any other required credentials to authenticate the
user in each external application. When a user is already logged into OracleAS Portal,
they will be logged into the external application without having to enter their
username or password.

Applications that manage their own authentication of users can be loosely integrated
with OracleAS Single Sign-On by registering as external applications. An external
application can be exposed as a provider using the Oracle Application Server Portal
Developer Kit so that it may be accessed from a portlet on a page. External application
providers are only available to Web providers.

See Also: For more information about the External Applications
portlet, see Oracle Application Server Portal User’s Guide.

When a previously authenticated user accesses an external application for the first
time, OracleAS Single Sign-On attempts to authenticate the user with the external
application. The authentication is performed by submitting an HTTP request that
combines the registration information and the user’s username and password for the
application. If the user has not yet registered their username and password for the
external application, OracleAS Single Sign-On prompts the user for the required
information before making the authentication request. When a user supplies a
username and password for an external application, OracleAS Single Sign-On maps
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the new username and password to the user’s OracleAS Portal username and stores
them. The next time the user needs to access the external application the stored
credentials are used.

Advantages

= Allows integration with many portals. If there is a preferred portal, the application
could be integrated as a partner application of that portal and an external
application of other portals.

= Provides a single sign-on experience for users. However, users still need to
maintain different user names and passwords. In addition, the external application
username mapping must be maintained.

= Allows integration with multiple portals independent of their user repositories
and single sign-on mechanisms.

Disadvantages
= External applications do not share the same user repository as the portal, which
requires additional maintenance of user information.

s The username and password is transmitted to the provider in plain text. This
approach is not as secure as a partner application.

s The application must be written using a technology that can be easily integrated
with Java or PL/SQL.

6.1.8.4.3 No Application Authentication In this case, the provider trusts the portal sending
the requests. The provider can determine if the user is logged in and the portal user
name, but the application has not authenticated the user.

Advantages
= You can implement this form of integration most easily and very fast.

Disadvantages
= Provides the weakest integration with OracleAS Portal.

6.1.8.5 Access Control Lists

When you log in to OracleAS Portal, OracleAS Single Sign-On authenticates you.
OracleAS Portal then uses Access Control Lists (ACLs) to determine if you are
authorized to view each piece of content, including providers and portlets. If you do
not belong to a group that has been granted a specific privilege, OracleAS Portal
prevents you from performing the actions associated with that privilege.

ACLs are managed by the following:

»  Privileges define the actions that can be performed on the object to which they are
granted. Several privileges can be granted, such as Manage, Execute, Access, and
Publish. If you set any of these privileges, then the user can access the portlet.

= Users and their privileges are managed from the Portal tab under the Administer
tab of the builder.

= Group membership in a group and the privileges granted to the group are
managed from the Portal tab under the Administer tab of the builder. A privilege
granted to a user group is inherited by all members of that group.
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s Privileges can be granted to a provider. By default, those privileges apply to the
provider and all the portlets in the provider. Provider ACLs are managed on the
Provider tab of the navigator.

s Privileges for portlets can override the privilege set for the portlet’s provider.
Portlet ACLs are managed on the Provider tab of the navigator. Using Open for
the Provider takes you to a page to manage the portlets of the provider.

6.1.8.5.1 Advantages

= ACLs offer a simple, yet very powerful, mechanism to secure Portal objects.

= Since the management of users and groups is centralized, you do not have to
change the ACLs as the membership of groups changes.

6.1.8.5.2 Disadvantages

ACLs are applied at the provider or portlet level. You cannot vary the security rules
for a portlet depending on the portal page on which the portlet is placed.

6.1.8.6 Programmatic Portlet Security

You can implement portlet security methods within a provider to verify that given
users may access portlet instances. These security methods work at the portlet level,
that is, each portlet may have its own user access control. By implementing access
control methods in the provider, content may only be retrieved from a portlet if the
user’s credentials pass the authorization logic. If you do not implement portlet
security methods in the provider, any username may be passed in, even a fictitious,
unauthenticated one.

A provider can implement two portlet security methods:

s Getalist of portlets

= Determine portlet accessibility

These methods have access to the following information about authorization level:

= Strong indicates that OracleAS Single Sign-On has authenticated a user in the
current OracleAS Portal session, that is, the user logged in to OracleAS Portal with
a valid username and password, and called the portlet in that session.

= Weak indicates a user who previously had strong authentication and returns to
view a page without an active OracleAS Portal session. A persistent cookie from
the user's browser indicates that in some previous session the user logged in with
a valid username and password.

= Public indicates a user has not logged in within the context of the current
OracleAS Portal session and does not have a persistent cookie to indicate that such
a state previously existed.

Portlets can also access the OracleAS Portal user privileges and group memberships:
s User’s default group

= User or group privileges

= User’s highest available privilege across all groups

= Objects a user can access

6.1.8.6.1 Advantages
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With portlet security methods, you can have a portlet produce different output
depending on the user’s level of authorization.

6.1.8.6.2 Disadvantages

Most security manager implementations use the authorization level or some other user
specific element in an incoming message. A check of this type could be bypassed by an
entity imitating OracleAS Portal.

6.1.8.7 OracleAS Portal Server Authentication

One way you can prevent unauthorized access to providers is to restrict access to the
provider to known client machines at the server level. This method goes some way
toward defending against denial of service attacks.

In the Oracle HTTP Server, you can permit or deny directives in the ht tpd. conf file
based on hostnames or IP addresses. If hostnames are used as discriminators, the
server needs to look them up on its Domain Name Server, which incurs overhead to
the processing of each request. Using the IP address prevents this added overhead, but
the IP address may change without warning.

6.1.8.7.1 Advantages
= This approach only allows trusted hosts to access the provider.

= You can set the restrictions up easily.

6.1.8.7.2 Disadvantages

s OracleAS Web Cache does not have IP address checking capability. If you have
OracleAS Web Cache in front of a provider, a client on any host can send show
requests to OracleAS Web Cache.

= You can circumvent this approach by sending messages to a provider containing
fake IP addresses and hostnames. This method is tricky to carry out effectively
because return messages will go to the machine with the copied IP address, but it
can still cause problems.

6.1.8.8 Message Authentication

The Oracle Application Server Portal Developer Kit supports message authentication
to limit access to a specified provider instance or group of provider instances. A
provider is registered with a secret shared key known only to the Portal and provider
administrators.

An OracleAS Portal instance sends a digital signature, calculated using a Hashed
Message Authentication Code (HMAC) algorithm, with each message to a provider. A
provider may authenticate the message by checking the signature with its own copy of
the shared key. This technique may be used in SSL communication with a provider
instead of client certificates.

An OracleAS Portal instance calculates a signature based on user information, a shared
key, and a time stamp. The signature and time stamp are sent as part of the SOAP
message. The time stamp is based on UTC (coordinated universal time, the scientific
name for Greenwich Mean Time) so that time stamps can be used in messages between
computers in different time zones.

When the provider receives this message it will generate its own copy of the signature.
If the signatures agree, it will then compare the message time stamp with the current
time. If the difference between the two is within an acceptable value the message is
considered authentic and processed accordingly.

6-48 Oracle Application Server Portal Configuration Guide



About OracleAS Portal Security

A single provider instance cannot support more than one shared key. Multiple keys
could cause security and administration problems if several clients sharing a provider
use the same key. For instance, if one copy of the shared key is compromised in some
way, the provider administrator has to create a new key, distribute it to all of the
clients, and the clients must then update their provider definition. The way around
this issue is to deploy different provider services, specifying a unique shared key for
each service. Each provider service has its own deployment properties file so that each
service is configured independently of the others. The overhead of deploying multiple
provider services within the same provider adapter is relatively small.

If a provider does not have an OracleAS Web Cache in front of it, the use of the same
signature cookie over the lifetime of a provider session means you must trade off
between performance and the security provided by authenticating the requests. The
signature cookie value is calculated only once after the initial SOAP request establishes
the session with the provider. The shorter the provider session timeout, the more often
a signature will be calculated to provide greater security against an illegal show
request. However, the SOAP request required to establish a session takes more time.

In a provider that uses OracleAS Web Cache to cache show request responses, you
make a similar trade-off. Cached content is secured in the sense that incoming requests
must include the signature cookie to retrieve the cached content, but caching content
for an extended period of time leaves the provider open to illegal show requests.

The signature element provides protection against interception and the resending of
messages, but it does nothing to prevent the interception and reading of message
contents. Messages are still transmitted in plain text. If you are concerned about the
content of messages being read by unauthorized people, you should use message
authentication in conjunction with SSL.

6.1.8.8.1 Advantages

Message authentication ensures that the message received by a provider comes from a
legitimate OracleAS Portal instance.

6.1.8.8.2 Disadvantages

= Message authentication can cause administration problems if a provider serves
more than one OracleAS Portal instance.

= Message authentication has a performance implication if made very secure by
having a short session timeout.

6.1.8.9 HTTPS Communication

Normal communication between OracleAS Portal and a provider uses HTTD, a
network protocol that transmits data as plain text using TCP as the transport layer. An
unauthorized agent can read an intercepted message. HTTPS uses an extra security
layer (SSL) on top of TCP to secure communication between a client and a server.

Each entity (for example, an OracleAS Web Cache instance) that receives a
communication using SSL has a freely available public key and a private key known
only to the entity itself. Any messages sent to an entity are encrypted with its public
key. A message encrypted by the public key may only be decrypted by the private key
so that even if a message is intercepted it cannot be decrypted.

Certificates are used to sigh communications, thereby ensuring that the public key
does in fact belong to the correct entity. These certificates are issued by trusted third
parties known as Certification Authorities (CA), for example, OracleAS Certificate
Authority or Verisign. They contain an entity's name, public key, and other security
credentials. They are installed on the server end of an SSL. communication to verify the
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identity of the server. Client certificates may also be installed on the client to verify the
identity of a client, but this feature is not yet supported OracleAS Portal. Message
authentication may be used instead.

Oracle Wallet Manager is the application used to manage public key security
credentials. It is used to generate public/private key pairs, create a certificate request
to a CA, and then install the certificate on a server.

6.1.8.10 Configuration of SSL

When a provider is registered from an OracleAS Portal instance, only one URL is
entered. HTTP or HTTPS may be used, but not a combination of both.

A server side certificate that is installed on a machine identifies that machine, or the
domain, and may be used by any number of port definitions on that machine. A
certificate trust list ensures that communication is limited to specifically identified
servers. Message authentication should be used as well to fully secure communication
between a trusted OracleAS Portal instance and a provider.

See Also:
= Section 6.3.2.1, "Configuring SSL for OracleAS Portal"

»  Oracle Internet Directory Administrator’s Guide

»  Oracle Application Server Web Cache Administrator’s Guide

6.1.8.10.1 Advantages

= SSL encrypts the contents of a portlet during the transmission of the data from the
provider to the Parallel Page Engine. To further secure the portlet contents, the
surrounding page should be invoked by a SSL based request.

6.1.8.10.2 Disadvantages
= Encryption has a performance impact on OracleAS Portal.

= If used, encryption requires all portlets from a provider to use HTTPS even if some
of the content is public.

You'll find additional information on security for your Web providers in the papers:
More On
OTh »  Overview of Provider Security

»  Overview of Password Authenticated Applications

on OTN, http://www.oracle.com/technology/.

6.1.8.11 Securing the Portal Tools Provider Configuration Pages

Out of the box, the Portal Tools (OmniPortlet and Web Clipping) provider
configuration pages are protected with the privileges as specified in Section 6.1.3.4,
"Privileges to Create and Edit Web Providers and Provider Groups". In the event that
the pages are no longer protected, please check in the web . xm1 file under the
ORACLE_HOME/j2ee/0CA4J_
Portal/applications/portalTools/providerBuilder/WEB-INF directory,
that the following param-value is set to true and not false:

<init-param>
<param-name>oracle.webdb.providerui.securedAccessParam</param-name>
<param-value>true</param-value>

</init-param>
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6.1.9 Securing the OmniPortlet and Simple Parameter Form

The OmniPortlet and simple parameter form are located under Portlet Builders in the
Portlet Repository. By default, any user who has the privilege to create pages can add
these portlets to a page and define them. Furthermore, a user who has at the minimum
Manage Content privileges on the page can define these portlets by clicking the
Define OmniPortlet or Define Simple Parameter Form.

To control this kind of access, you can activate a privilege check. Once you perform the
procedure that follows, the display of these portlets depends upon the privileges
granted to the user or user group from the Access tab. To perform any operations on
the portlet, the user or user group needs at least the Execute privilege.

1. Log in to OracleAS Portal.
Click the Navigator link.
Click the Portlet Repository page group.
Click Pages.
Next to the Portlet Builders page, click Edit.
Click Page: Access in the upper left of the page.
Select Enable Item Level Security.
Click OK.
Click the Edit Item icon next to OmniPortlet.
. Click the Access tab.
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. Check Define Portlet Access Privileges.
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. Click Apply and note the appearance of the Grant Access and Change Access
sections of the page.

13. Use the Grant Access section to assign privileges to users and groups as desired.
14. Click OK.
15. Repeat steps 9 through 14 for the Simple Parameter Form.

6.1.10 Securing the Web Clipping Provider

Appendix I, "Administering Web Clipping" describes the administrative tasks that
must be performed before you are able to use the Web Clipping Provider. The
following sections describe some security configuration options that you should
implement to enable the Web Clipping Provider to access trusted sites and encrypt the
channel between itself and the database:

= Adding Certificates for Trusted Sites
s Configuring Oracle Advanced Security for the Web Clipping Provider

6.1.10.1 Adding Certificates for Trusted Sites

When a user navigates to a secure site, the Web site typically returns a certificate,
identifying itself to the user when asking for secure information. If the user accepts the
certificate, the certificate is placed into the list of trusted certificates of the browser so
that a secure channel can be opened between the browser and that server. Like a Web
browser, the Web Clipping Provider behaves as an HTTP client to external Web sites.
In order for the Web Clipping Provider to keep track of trusted sites, it makes use of a
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file that stores the certificates of those sites, namely the ca-bundle. crt file, located
in the MID_TIER_ORACLE_HOME/portal/conf directory.

The shipped ca-bundle. crt is an exported version of the trusted server certificate
file from Oracle Wallet Manager. The default trusted server certificate in Oracle Wallet
Manager does not cover all possible server certificates that exist on the Web. For this
reason, when a user navigates to a secure server using HT'TPS, the user may get an SSL
Hand-shake failed exception in the Web Clipping Studio. To solve this problem, the
ca-bundle.crt file needs to be augmented with new trusted sites that are visited.
As a Portal Administrator, you must do the following to extend the shipped
ca-bundle.crt file:

1. Use a browser (preferably Internet Explorer) to download the root server
certificate from each external HTTPS Web site in BASE64 format that is visited,
and is missing from the trusted certificate file.

2. Use Oracle Wallet Manager to import each certificate.

3. Export the trusted server certificates into a file and replace the ca-bundle.crt
file with that file.

For more information about Oracle Wallet Manager, see Chapter 17 "Using Oracle

M o Wallet Manager" in Oracle Advanced Security Administrator’s Guide in the Oracle9i
Release 2 (9.2) documentation section on the Oracle Technology Network,

http://www.oracle.com/technology/.

6.1.10.2 Configuring Oracle Advanced Security for the Web Clipping Provider

The Web Clipping Provider can use Oracle Advanced Security Option (ASO) to secure
and encrypt the channel between itself (at the middle-tier) and the database that hosts
the Web Clipping Repository. As ASO is a feature available only on Oracle Application
Server Enterprise Edition, or as an add-on option to the Standard Edition, this feature
is disabled by default. To enable it:

1. Go to the Web Clipping Provider test page at

http://<host>:<port>/portalTools/webClipping/providers/webClipping

2. Under the Provider Configuration section, in the Setting column, there is a Web
Clipping Repository field. Click its corresponding Edit link in the Actions
column.

3. In the Repository Settings section of the Edit Provider: webClipping page, select
the enable (secure database connections) option in the Advanced Security
Option field.

4. Select OK to save the settings and return to Web Clipping Provider test page.

In addition, you must set the following ASO configuration parameters in the
sglnet.ora file to ensure that the database connections created between the Web
Clipping Provider and the database hosting the Web Clipping Repository are using
ASO. See the Oracle Advanced Security Administrator’s Guide for the list of values to use
as all possible combinations of parameters are described in detail.

s SQLNET.AUTHENTICATION_SERVICES -- This parameter is used to select a
supported authentication method in making database connections with ASO. See
Oracle Advanced Security Administrator’s Guide for more information about setting
this parameter.

s SQLNET.CRYPTO_SEED -- This parameter denotes the cryptographic seed value
(FIPS 140-1 setting), used in making database connections with ASO.
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See the Oracle Advanced Security Administrator’s Guide for more information about
setting this parameter.

Note: When setting these parameters after the initial configuration
(where the database parameters are already set up), the database
connectionsare assumed tobe open already. Because enabling ASO
affects all connections made to the database, it is advisable to
restart the OC4]J instance containing the Web Clipping Provider to
reset all the current connections to now use ASO. You would also
need to do this when disabling ASO.

6.1.11 Securing the Federated Portal Adapter
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The Federated Portal Adapter is a component of OracleAS Portal that allows portal
instances to share their portlets through the Web portlet interface. For example,
suppose that a user displays a page in one portal instance that contains a portlet
whose source resides on another portal instance. When the Federated Portal Adapter
on the remote portal receives the request for the portlet, it starts a session for the user
on the remote portal. The portlet can then be run from the remote portal instance by
the user. This scenario has a couple of security implications:

= Because the Federated Portal Adapter must create a session for the user on the
remote portal, it would be best for the two portal instances to share the same
single sign-on server. Otherwise, name collisions could occur when the Federated
Portal Adapter attempts to log the user onto the remote portal instance.

= Since the Federated Portal Adapter creates private portal sessions based on SOAP
messages it receives, it is a potential security risk. A message authentication code
must be used to ensure that any messages received by the Federated Portal
Adapter emanate from a trusted source.

See Also: Chapter 11, "Using the Federated Portal Adapter"

You'll find additional information in the article "How to Add Remote Portlets Using
the Federated Portal Adapter," on Oracle Technology Network,
http://www.oracle.com/technology/.

6.1.12 Securing OraDAV

WebDAV (World Wide Web Distributed Authoring and Versioning) is the IETF’s
standard for collaborative authoring on the Web. It defines a set of extensions to HTTP
that facilitates collaborative editing and file management between users located
remotely from each other on the Internet.

OraDAV, Oracle’s implementation of WebDAV, is the mechanism used by the Oracle
HTTP Server to communicate with WebDAV clients. OraDAV enables your users to
connect to OracleAS Portal using their WebDAV clients. In terms of security, accessing
OracleAS Portal through WebDAV presents two security issues for you to consider:

= Expiration of OracleAS Portal session cookies for OraDAV

s SSL and OraDAV
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6.1.12.1 Session Cookie Expiration

The OraDAV configuration parameter, ORACookieMaxAge, specifies, in seconds, the
length of time for which the DAV client should retain the cookie. The default value is
28800 (that is, 8 hours).

ORACookieMaxAge can be changed in Oracle Enterprise Manager or by directly
editing it in the oradav . conf file located in MID_TIER_ORACLE_
HOME/Apache/oradav/cont. If you choose to manually change the file, you must
synchronize the changes with Dynamic Configuration Management. Once the change
has been made in the configuration file, you need to restart the Oracle HTTP Server to
have the changes take effect in the runtime system:

cd MID_TIER ORACLE_HOME/dcm/bin
./dcmctl shell
- dcmetl> updateConfig -ct ohs

After you exit the dcmct1 shell, execute the following command from MID_TIER_
ORACLE_HOME\opmn\bin to restart the Oracle HTTP Server:

opmnctl restartproc type=ohs

Note: Not all WebDAV clients use cookies. Some perform their
authentication on each request using HTTP basic authentication. A
client may choose to record the user name and password for the
duration of that WebDAV client session and thus only need to
prompt the user once for their credentials. In either case, though,
this behavior results in a slower response time from OracleAS
Portal because every request from such clients must be
authenticated, requiring added communication with the Oracle
Internet Directory.

See Also: Oracle HT'TP Server Administrator’s Guide

6.1.12.2 SSL and OraDAV
The use of SSL for WebDAV communication is supported with OraDAV.

6.2 Configuring OracleAS Security Framework for OracleAS Portal
This section describes considerations for:
s Configuring OracleAS Security Framework Options for OracleAS Portal
s Configuring Oracle Identity Management Options for OracleAS Portal

6.2.1 Configuring OracleAS Security Framework Options for OracleAS Portal

For OracleAS Portal, the main consideration when configuring the OracleAS Security
Framework is how to properly configure SSL. For a full description of SSL
configuration for OracleAS Portal, refer to Section 6.3.2.1, "Configuring SSL for
OracleAS Portal".

6.2.2 Configuring Oracle Identity Management Options for OracleAS Portal

As you configure OracleAS Portal for security, you should consider the following
topics related Oracle Identity Management:
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»  Setting the Appropriate Naming and Nickname Attributes

s Configuring the Portal Administrator for Single Sign-On Administration

6.2.2.1 Setting the Appropriate Naming and Nickname Attributes

When deciding on the Directory Information Tree structure and the setting of the
Oracle Context parameters for your Oracle Identity Management Infrastructure, you
should consider making the naming attribute different from the nickname attribute.
The naming attribute is used for the first attribute in the entry's Distinguished Name.
By contrast, the nickname attribute holds the OracleAS Single Sign-On user name.

For OracleAS Portal to properly support renaming users by changing the value of the
nickname attribute in the Oracle Internet Directory, the nickname attribute must be
different than the naming attribute. By keeping the two separate, the Distinguished
Name of the user's entry in the Oracle Internet Directory remains unchanged even
when the value of the nickname attribute changes.

See Also: Oracle Identity Management Concepts and Deployment
Planning Guide

6.2.2.2 Configuring the Portal Administrator for Single Sign-On Administration

In previous releases of OracleAS Portal, the super user, PORTAL, was able to perform
OracleAS Single Sign-On administration. With OracleAS Portal Release 9.0.4, the
ability to perform OracleAS Single Sign-On administration out of the box is removed.
The rationale for this change is that in enterprise settings it is not necessarily
appropriate for an OracleAS Portal administrator to have permissions to perform
Oracle Internet Directory and OracleAS Single Sign-On administration. Much like the
discussion in the previous section, regarding the roles of the centralized Oracle
Identity Management Infrastructure administrator and the departmental OracleAS
Portal administrator, it may be inappropriate for the OracleAS Portal administrator to
have the permissions to perform OracleAS Single Sign-On administration.

If you need to allow the OracleAS Portal account to perform OracleAS Single Sign-On
administration, you need to explicitly give the user the privilege.

See Also:

»  Oracle Identity Management Concepts and Deployment Planning
Guide

»  Oracle Application Server Single Sign-On Administrator’s Guide

6.3 Configuring OracleAS Portal Security
This section describes configuration considerations for OracleAS Portal.
s Configuring OracleAS Portal Security Options
»  Configuring Options for OracleAS Security Framework

s Configuring OracleAS Portal Options for Database Security

6.3.1 Configuring OracleAS Portal Security Options

When you install OracleAS Portal, the installation process installs some default
schemas of which you need to be aware.
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OracleAS Portal Default Schemas
Table 6-15 describes the schemas created by default when OracleAS Portal is installed.

Table 6-15 Default OracleAS Portal Schemas

Schema Description

PORTAL Contains the OracleAS Portal database objects and code.
This schema also represents the proxy user account that
mod_plsql uses to connect to the database through the
credentials provided in the corresponding DAD.

To execute Web requested procedures, mod_plsql uses
N-Tier authentication to connect to the schema to which
the lightweight user accounts are assigned (by default,
PORTAL_PUBLIC). As shown in Figure 6-15, access to the
database of the portal user is proxied through the single
schema user.

The default name for this schema in a standard OracleAS
Portal installation is PORTAL. If you want to give it
another name, you must perform a custom installation.

PORTAL_PUBLIC Is the schema that all lightweight users are mapped to by
default. All procedures publicly accessible through the
Web are granted execute to PUBLIC, which makes them
accessible through this schema.

In a standard OracleAS Portal installation, this schema is
named PORTAL_PUBLIC. If you want to give it another
name, you must perform a custom installation.

PORTAL_DEMO Is created to hold some demonstration code. The
installation of this schema is optional.

PORTAL_APP Is used for external JSP application authentication.

Figure 6—-15 N-Tier Authentication By User Proxy
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See Also: Oracle Application Server mod_plsql User’s Guide

6.3.2 Configuring Options for OracleAS Security Framework

When configuring OracleAS Portal, you should consider the following options that
leverage the OracleAS Security Framework.

s Configuring SSL for OracleAS Portal

s Securing the Connection to Oracle Internet Directory (Optional)
s Changing Settings on the Global Settings Page

= Post-Installation Security Checklist
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6.3.2.1 Configuring SSL for OracleAS Portal

The sections that follow provide an overview of the most common SSL configurations
for OracleAS Portal and describe the procedures necessary to implement them:

s Overview of SSL Configurations

= SSL to OracleAS Single Sign-On

= SSL to OracleAS Web Cache

= SSL Throughout OracleAS Portal

= External SSL with Non-SSL Within Oracle Application Server

6.3.2.1.1 Overview of SSL Configurations OracleAS Portal uses a number of different
components (such as the Parallel Page Engine, Oracle HTTP Server, and OracleAS
Web Cache) each of which may act as a client or server in the HTTP communication.
As a result, each component in the Oracle Application Server middle-tier may be
configured individually for the protocols of HTTPS rather than HTTP.

Interacting with OracleAS Portal involves a number of distinct, "network hops". These
include:

= Between the client browser and the entry point of the Portal Environment. That is
either:

- OracleAS Web Cache
- Network edge hardware device such as a Reverse Proxy or SSL accelerator

= Between OracleAS Web Cache and Oracle HTTP Server of the Oracle Application
Server middle-tier

= Between the client browser and the Oracle HTTP Server of the OracleAS Single
Sign-On/Oracle Internet Directory (or infrastructure) tier

= A loopback between the Parallel Page Engine (PPE) on the middle-tier and
OracleAS Web Cache or front-end Reverse proxy

= Between the Parallel Page Engine (PPE) and the Remote Web Provider producing
Portlet content

= Between OracleAS Portal infrastructure and the Oracle Internet Directory

SSL Usage Restriction

External JavaServer Pages do not work with the Parallel Page Engine in a partial SSL
configuration mode. They will work when SSL is used throughout OracleAS Portal. If
SSL is implemented externally with a load balancing router, only internal JavaServer
Pages will work. As a result, you should only use external JSPs with the SSL
configurations described in Section 6.3.2.1.2, "SSL to OracleAS Single Sign-On",
Section 6.3.2.1.4, "SSL Throughout OracleAS Portal", and Section 6.3.2.1.5, "External
SSL with Non-SSL Within Oracle Application Server".

6.3.2.1.2 SSL to OracleAS Single Sign-On
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Figure 6—16 Secured Connection to OracleAS Single Sign-On

Browser
..____,-““
I
OracleAS S50
o infra.demain.com

OracleAS Portal
oha.domain.com

Vi
ARRRRARAARL

If any connection should be secured with SSL, it is the connection between the browser
and OracleAS Single Sign-On. The password should be protected by SSL in transit
between the browser and OracleAS Single Sign-On. For at least a minimal level of
security, you should configure your installation with this option. All of the subsequent
SSL configurations assume that you have configured SSL for OracleAS Single Sign-On.

To configure this option, refer to the information on enabling SSL in the Oracle
Application Server Single Sign-On Administrator’s Guide. If you are going to configure
OracleAS Single Sign-On behind a reverse proxy server, you should refer to the
information on deploying OracleAS Single Sign-On with a proxy server, in the Oracle
Application Server Single Sign-On Administrator’s Guide.

Note: In the previously described configuration of SSL, you must
re-register the OracleAS Single Sign-On middle-tier partner
application. Since the OracleAS Single Sign-On middle-tier partner
application is still non-SSL, you must re-register it as non-SSL.
Therefore, the re-registration of mod_osso needs to specify the
non-SSL URL of the OracleAS Single Sign-On middle-tier for the
mod_osso_url parameter to ssoreg.

Refer to the information on registering mod_osso in the Oracle
Application Server Single Sign-On Administrator’s Guide.

After enabling SSL on OracleAS Single Sign-On following the steps listed in the Oracle
Application Server Single Sign-On Administrator’s Guide, you must complete the
following configuration tasks on OracleAS Portal:

= Re-registering the OracleAS Portal partner application
= Setting the OracleAS Single Sign-On Query Path URL

s Conditionally Updating the Oracle Delegated Administration Services URL Base
Entry in Oracle Internet Directory

= Re-registering the Oracle HTTP Server Partner Application
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Re-registering the OracleAS Portal partner application

After OracleAS Single Sign-On is SSL-enabled, all OracleAS Single Sign-On partner
applications need to be re-registered so that the updated SSL login URL is obtained by
each partner application for subsequent authentication requests.

To re-register the OracleAS Portal partner applications, invoke ptlconfig (on the
OracleAS Portal middle-tier).

For example:

ptlconfig -dad portal -site

Note: If you have multiple virtual hosts configured in OracleAS
Portal, you will need to re-register each of the virtual hostnames
individually using the command ptlconfig -dad portal
-sso -host <portal_host> -port <port> [-ssl],
specifying the host and port, for each virtual hostname. Refer to
Section A.1, "Portal Dependency Settings Tool" for more
information on using ptlconfig.

Setting the OracleAS Single Sign-On Query Path URL

OracleAS Portal maintains the URL prefix of OracleAS Single Sign-On, which accesses
certain information through HTTP calls from the database using the UTL_HTTP
package. These calls must be done through HTTP rather than HTTPS. As a result, even
if OracleAS Portal and OracleAS Single Sign-On are configured to use HTTPS, you
must still have access to an HTTP port on OracleAS Single Sign-On to support these
interfaces. The calls made across this interface are required for the following reasons:

= Obtain the list of external applications to allow customization of the External
Applications portlet.

= Perform the mapping of OracleAS Single Sign-On user names to external
application user names.

To set this URL prefix, the OracleAS Single Sign-On Query Path URL, perform the
following steps:

1. Log on to OracleAS Portal as the portal administrator.
Click the Administer tab.

Click the Portal tab.

Click Global Settings in the Services portlet.

Click the SSO/OID tab.

Edit the Query Path URL Prefix under the SSO Server Settings. Enter a URL for
OracleAS Single Sign-On, for example:

o o & 0N

http://infra.domain.com:7777/pls/orasso

Conditionally Updating the Oracle Delegated Administration Services URL
Base Entry in Oracle Internet Directory

After enabling the infrastructure tier’s Oracle HTTP Server for SSL, you were asked to
re-register all partner applications, which includes mod_osso on the infrastructure tier.
You have the option of accessing Oracle Delegated Administration Services over
non-SSL or SSL. The base URL for Oracle Delegated Administration Services is stored
in Oracle Internet Directory, and this determines the URL that other applications
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render when providing links to Oracle Delegated Administration Services
functionality.

If you want Oracle Delegated Administration Services accessed over SSL, then the
re-registration of mod_osso needs to specify an SSL URL for the mod_osso_url
parameter to ssoreg. Refer to the information on registering mod_osso in the Oracle
Application Server Single Sign-On Administrator’s Guide.

If you decide that you want to access Oracle Delegated Administration Services over
SSL, then the orcldasurlbase attribute in the cn=OperationURLs, cn=DAS,
cn=Products, cn=OracleContext entry needs to be updated in Oracle Internet Directory
to reflect this fact. This attribute value is then used by OracleAS Portal for generating
subsequent Oracle Delegated Administration Services URLs. This procedure assumes
that the Oracle HTTP Server on the infrastructure tier is also listening on an HTTPS
port.

1. For this step, you need Oracle Directory Manager (Integrated Management Tools :
Oracle Directory Manager on Windows, or INFRA_ORACLE_
HOME/bin/oidadmin on UNIX). Run the Oracle Directory Manager and log in as
cn=orcladmin.

2. Navigate to Entry Management, cn=OracleContext > cn=Products > cn=DAS >
cn=OperationURLs.

3. Update the orcldasurlbase entry to reflect the HTTPS port being used on the
infrastructure tier, thatis, https://infrahost:port/.

Once the entry is updated in Oracle Internet Directory, you must force a refresh of the
OracleAS Portal cache, which holds the relevant Oracle Internet Directory information.

1. Logon to OracleAS Portal as a user with administrator privileges.

Go to the Builder.

Click the Administration tab.

From the Portal tab, open Global Settings and navigate to the SSO/OID tab.
Scroll to the bottom of the page.

Check Refresh Cache for the Oracle Internet Directory parameters.

Click Apply.
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The page should refresh with the appropriate value in the DAS Host Name field.

Re-registering the Oracle HTTP Server Partner Application

Run ssoreg to register the secured request with OracleAS Single Sign-On by
configuring it as a partner application. ssoreg is located in the directory MID TIER
ORACLE_HOME/sso/bin.

The following example illustrates the usage of ssoreg on UNIX:

MID_TIER ORACLE_HOME/sso/bin/ssoreg.sh

-oracle_home_path MID TIER ORACLE_HOME

-site_name www.abc.com

-config_mod_osso TRUE

-mod_osso_url http://www.abc.com:7777

-config_file MID TIER ORACLE_HOME/Apache/Apache/conf/osso/osso.conf
-admin_info cn=orcladmin
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On Windows you must run the ssoreg. bat batch file instead. Refer to the
information on creating partner applications in the Oracle Application Server Single
Sign-On Administrator’s Guide.

At this point, configuration is complete for SSL communication to OracleAS Single
Sign-On.

6.3.2.1.3 SSL to OracleAS Web Cache

Figure 6-17 Secured Connection to OracleAS Web Cache
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Once you secure the OracleAS Single Sign-On communication, the next option is to
secure the communication to the front door of OracleAS Portal, which is OracleAS
Web Cache. In this configuration, OracleAS Web Cache can forward the request to the
Oracle HTTP Server, which is acting as the OracleAS Portal middle-tier, using HTTP
for better performance. Similarly, the Parallel Page Engine requests for portlet content
that loopback to OracleAS Web Cache can request the content using HTTP.

To configure SSL for OracleAS Web Cache, perform the following tasks:
»  Creating a Wallet

= Securing OracleAS Web Cache

= Securing the Parallel Page Engine

= Re-registering the Oracle HTTP Server Partner Application

= Specifying the OracleAS Portal Published Address and Protocol

Creating a Wallet

The various components of OracleAS Portal use the Oracle Wallet Manager to store the
certificates for the secure communication. The first step in this process is to obtain a
certificate from a Certificate Authority (for example, OracleAS Certificate Authority,
Verisign, GTE CyberTrust, and so on).

Obtaining a Certificate

To obtain a digital certificate from the relevant signing authority, you submit a
Certificate Request (CR) uniquely identifying your server to the signing authority.
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1. Open the Oracle Wallet Manager in the middle-tier MID_TIER ORACLE_HOME.On
UNIX, enter owm from the command prompt. On Windows, invoke Oracle Wallet
Manager from the Start menu.

2. Choose Wallet > New.
On UNIX, the wallet is stored in the following location by default:

/etc/ORACLE/WALLETS/<Account Name creating the Wallet>

On Windows, the wallet is stored in the following location by default:

\Documents And Settings\<Account Name creating the Wallet>\ORACLE\WALLETS

3. Create a password for the wallet.
4. Click Yes to accept the option to create a CR.

5. Fill out the Certificate Request dialog, shown in the following image, with details
that uniquely identify your server. Table 6-16, " Sample Values for Fields in the
Certificate Request Dialog" shows some sample values for the various fields in the
Certificate Request dialog.

Table 6-16 Sample Values for Fields in the Certificate Request Dialog

Field Name Sample Values
Common Name www.abc.com
Organizational Unit DOCUMENTATION
Organization Oracle Corporation
Locality /City Redwood Shores

State/Province (Note: Do  California
not use abbreviations; the

value specified for state of

province must be

completely spelled out)

6. Click OK. A dialog will inform you that the certificate request was created
successfully. The Certificate node in the Wallet Navigator will change to
Requested.

7. Save the wallet in a convenient directory, for example:

MID TIER_ORACLE_HOME\webcache\wallets\portalssl

8. Send the CR to the chosen Certificate Authority (CA).

Note: Certificates are issued by trusted third parties known as
Certification Authorities (CA), for example, OracleAS Certificate
Authority or Verisign. For details on how to obtain a certificate, check
the appropriate vendor's Web site.

Cutting and Pasting Depending on the CA, you may need to cut and paste the
certificate request in their Web page or export the CR to a file for subsequent
uploading to the site.

1. Select the Certificate node in the Wallet Navigator.
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2. Highlight the Certificate text in the Certificate Request field. Make sure to include
the BEGIN/END NEW CERTIFICATE REQUEST lines.

3. Copy and paste into the Certificate Request field on the CA's Web site.

Exporting Certificate Request To export the certificate request:
1. Choose Operations > Export Certificate Request.

2. Choose the Name and Location of the CR file. A Status Line Message will confirm
the successful export of the CR.

3. Once exported, the CR can be uploaded to the CA’s Web site.

Managing Trusted Certificates

Once the CA has processed the request, the User Certificate is forwarded to you either
as text within an e-mail or as a simple file that is downloaded from a given Web page.
Note, if you are using a trial Root Certificate or have chosen a CA which is not
currently installed in the Oracle Wallet Manager, you must first import the CA's
Trusted Certificate before importing your server specific User Certificate.

Importing Trusted Certificate (if necessary) To import the trusted certificate:

1. Choose Operations > Import Trusted Certificate.

2. Based on the CA, choose Paste the Certificate or Select a file that contains the
certificate.

3. Select the appropriate certificate file or paste in the text from the e-mail. Oracle
Wallet Manager expects base-64 encoded root certificates. If you do not have a
base-64 encoded root certificate, then you must perform the steps described in
Changing Trusted Certificate Format (if necessary).

4. Click OK.

A status line message should appear indicating that the certificate was successfully
imported. When you import the server specific User Certificate, the certificate node in
the tree structure should also display as Ready.

Changing Trusted Certificate Format (if necessary) If the certificate import fails,
then it is possible that the Certificate is in a format that the Oracle Wallet Manager
does not support. In this case, you need to convert it to a supported format before
importing. The easiest way to do this is through the certificate Import/Export Wizards
within a browser. The following steps are for the Microsoft Internet Explorer browser.

1. In Internet Explorer, select Tools > Internet Options....

Click the Content tab.

Click Certificates....

Click the Trusted Root Certification Authorities tab.

Select Import... and follow the wizard to import the certificate.
Highlight the newly imported certificate from the list.

Click Export... and follow the wizard to the Export File Format page.
Choose Base-64 encoded X.509.
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Click Next and give the certificate a file name.

10. Click Next.
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11. Click Finish.

12. In Oracle Wallet Manager, choose Operations > Import Trusted Certificate.
Once the Trusted Root Certificate has been successfully imported into the Oracle
Wallet Manager you may then import the server specific User Certificate.
Importing Server’s User Certificate To import the server’s user certificate:

1. Choose Operations > Import User Certificate.

2. Based on the CA, choose Paste the Certificate or Select a file that contains the
certificate.

3. Select the appropriate certificate file or paste in the text from the e-mail.
4. Click OK.

A status line message should appear indicating that the User Certificate has been
successfully imported.

Having imported the certificate, it is important to save the wallet with the Autologin
functionality enabled. This step is required because OracleAS Web Cache accesses the
wallet as the process starts and the wallet password is not held by OracleAS Web
Cache. If this property is not set, OracleAS Web Cache immediately shuts down if
running in SSL mode.

1. Choose the Trusted Certificate you just imported from the list in the Oracle Wallet
Manager.

2. Check Wallet > AutoLogin, if it is not already checked.
3. Choose Wallet > Save.

Securing OracleAS Web Cache

This sections that follow describe how to configure OracleAS Web Cache to accept SSL
connections.

Note: Changing OracleAS Web Cache settings (for example,
Listening Port) can change the OracleAS Portal URL. If you do this,
mobile settings need to be updated manually. For more
information, see Section C.8, "Using the cfgiasw Script to Configure
Mobile Settings".

Configuring OracleAS Web Cache SSL Port

1. From the OracleAS Web Cache administration page, click the Listen Ports link in
the Ports section.

2. To add the SSL port, click Add... and enter the following information:

= IP Address: ANY

s Port Number: SSL port that Web Cache will listen on

s Protocol: HTTPS

= Require Client-Side Certificate: No (unchecked)

= Wallet: Path to the Oracle Wallet directory containing the SSL server certificate
3. Click Submit.
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For more information on the procedure in the preceding text, refer to Task 3: Configure
HTTPS Operations Ports for the Cache in Chapter 8, Specialized Configurations, of the
Oracle Application Server Web Cache Administrator’s Guide.

Defining a Site for the Published SSL Hostname and Port

Since there is no out-of-box default SSL configuration, you need to add a Site
definition for the SSL-based Site that OracleAS Web Cache will be caching.

1. From the OracleAS Web Cache administration page, click Site Definitions under
Origin Servers, Sites, and Load Balancing.

2. Define a Site where Host Name is the hostname seen by the browser.

This is the load balancing router or reverse proxy server name for configurations
that use a load balancing router or other reverse proxy, or it is the OracleAS Web
Cache hostname in a configuration where OracleAS Web Cache receives browser
requests.

3. Set Port to the HTTPS port addressed by the browser requests.
4. Enter Site information as follows:

URL Path Prefix: Leave blank

HTTPS Only Prefix: Leave blank

Client-Side Certificate: Not required

URL Parameters to Ignore: Leave blank

Default Site: Yes

Create Alias from Site Name with/without www: No
5. Click Submit.

6. Remove any sites that are no longer applicable to your modified configuration,
including the default, out-of-the-box non-SSL site.

For more information on the procedure in the preceding text, refer to:

»  The section on creating a site for HTTPS requests for the cache, in the Oracle
Application Server Web Cache Administrator’s Guide.

»  The section on creating site definitions in the Oracle Application Server Web Cache
Administrator’s Guide.

Adding Site Aliases for Each Potential Port in the Configuration

Site aliases are necessary if content is cached across a number of different hostnames,
or ports, or both, but which actually refer to the same logical content. For example,
when the PPE makes a request for some portlet, and this portlet is requested on a
non-SSL port, but the main Site is accessed over SSL, then an alias entry is needed.
This equates the content accessed through the Site with SSL, to the content accessed
over non-SSL. This way, invalidation requests that are sent to invalidate the content,
will invalidate the content that is cached over either form of URL.

You need to create an alias for the non-SSL OracleAS Web Cache listening port for the
OracleAS Web Cache SSL site. To create a site alias:

1. From the OracleAS Web Cache administration page, return to the Site Definitions
page, select the newly added site, and click Add Alias.
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2. Enter the same hostname as used by the site entry, and provide the non-SSL port
that the PPE will use to request portlets from OracleAS Web Cache. Click Apply
Changes.

3. Restart the server after making the necessary additions.

For more information on the procedure in the preceding text, refer to the section on
creating site definitions in the Oracle Application Server Web Cache Administrator’s Guide.

Adding Site to Server Mappings of the New Site to the Origin Server

After adding a new site definition, you must add the site to server mapping for the
newly defined site to the origin server. To do this:

1. From the OracleAS Web Cache Administration page, click Site-to-Server Mapping
under Origin Servers, Sites, and Load Balancing.

2. Select the first radio button of the Site-to-Server Mapping table.

3. Click Insert Above.. to bring up the Edit/Add Site-to-Server Mapping dialog
window.

4. Select the Site you are mapping from the drop-down list, which should be the
OracleAS Web Cache site with the SSL port.

5. Check the Origin Server that you added in the previous step, entitled Adding the
SSL Origin Server, to which requests should be routed for content.

6. In the Wallet Directory field, enter the directory location of the wallet. This
directory must contain an existing wallet.

If each site is configured with a separate wallet, HTTPS requests from OracleAS
Web Cache to the origin server can share the same wallet as established for the
OracleAS Web Cache listening port and operations ports. This is the default wallet.

Oracle recommends entering the location, even if the default is being used.

7. Click Submit to close the dialog box and see the new mapping appear in
Table 6-18 of the original page.

For more information on the procedure in the preceding text, refer to the section on
mapping sites to origin servers in the Oracle Application Server Web Cache
Administrator’s Guide.

Securing the Parallel Page Engine

In this configuration, you need to configure the PPE to make portlet requests using
HTTP requests. The sections that follow describe how to implement a partial SSL PPE
configuration for this purpose.

1. Open the web. xml file associated with the OC4]_PORTAL instance on the
middle-tier.

MID TIER_ORACLE_HOME\j2ee\OC4J_Portal\applications\portal\
portal \WEB-INF\web.xml

2. Add useScheme and usePort in additional <init-param> blocks in web.xml.
The useScheme http indicates that the HTTP protocol should be used for PPE
loopbacks and usePort indicates which port these non-SSL loopbacks should
use. The HTTP port you specify for usePort should be the OracleAS Web Cache
non-SSL HTTP port. For example:

<servlet>
<servlet-name>page</servlet-name>
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<servlet-class>oracle.webdb.page.ParallelServlet</servlet-class>

<init-param>
<param-name>useScheme</param-name>
<param-value>http</param-value>

</init-param>

<init-param>
<param-name>usePort</param-name>
<param-value>7777</param-value>

</init-param>

</servlet>

(Optional) If you want the PPE to trust only specific certificates, add
x509certfile in an additional <init-param> block in web.xml. The value of
x509certfile is the absolute path to the text file containing the list of
certificates which defines the group of "trusted" servers. For example:

<servlet>
<servlet-name>page</servlet-name>
<servlet-class>oracle.webdb.page.ParallelServlet</servlet-class>
<init-param>
<param-name>x509certfile</param-name>
<param-value>C:\mySSLconfig\trustedCerts.txt</param-value>
</init-param>
</servlet>

Note: If you choose not to implement x509certfile, the PPE trusts
any SSL certificate.

3. Save the web.xml file.

Re-registering the Oracle HTTP Server Partner Application

Run ssoreg to register the secured request with OracleAS Single Sign-On by
configuring it as a partner application. ssoreg is located on the middle-tier in 4ID_
TIER _ORACLE_HOME/sso/bin.

The following example illustrates the usage of ssoreg on UNIX:

MID_TIER ORACLE_HOME/sso/bin/ssoreg.sh
-oracle_home_path MID TIER ORACLE_HOME
-site_name www.abc.com
-config_mod_osso TRUE
-mod_osso_url https://www.abc.com:4443
-config_file MID TIER_ORACLE_HOME/Apache/Apache/conf/osso/osso.conf
-admin_info cn=orcladmin

On Windows you must run the ssoreg.bat batch file instead. Refer to the
information on creating partner applications in the Oracle Application Server Single
Sign-On Administrator’s Guide.

At this point, configuration is complete for SSL communication to OracleAS Web
Cache.

Specifying the OracleAS Portal Published Address and Protocol

To specify the published address for OracleAS Portal with the modified port for SSL,
you need to use Oracle Enterprise Manager as follows:
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1. Navigate to the Oracle Enterprise Manager 10g Application Server Control
Console.

2. Click the Standalone Instance with the Oracle Application Server that is running
the OracleAS Portal middle-tier.

Click the OracleAS Portal system component.

Under Administration, click Portal Web Cache Settings.

For Listen Port, enter the OracleAS Web Cache SSL port number.
For Listening Port SSL Enabled, choose Yes.

N o g k0

Click OK. The OracleAS Portal schema is updated with the setting and the Oracle
Enterprise Manager 10g target instance is updated to use HT'TPS for its URL tests.

If at a later time you choose to switch to HTTP, you would perform this same
procedure and return Listening Port SSL Enabled to No.

Notes:

s  This procedure updates the settings in the iasconfig.xml
file.

s For more information about iasconfig.xml, see
Appendix A, "Using the Portal Dependency Settings Tool and
File".

8. Edithttpd.conf as follows:

a. Access the Application Server Control Console.

b. Click the link for the application server where OracleAS Portal is installed.
Click the HTTP Server link.
Click the Administration link.

a o

e. Click Advanced Server Properties.

=h

Select httpd.conf.
g. Scroll to the bottom of the file and enter the following LoadModule directive:
On UNIX:

LoadModule certheaders_module libexec/mod_certheaders.so

On Windows:

LoadModule certheaders_module modules/ApacheModuleCertHeaders.dll

For more information on mod_certheaders, refer to the Oracle HT'TP Server
Administrator’s Guide.

h. Add a Virtual Host definition. This must be inserted after the LoadModule
directive, as follows:

NameVirtualHost <OHS_machine_IP_address>:<OHS_listening_port>
<VirtualHost <OHS_machine_IP_address>:<OHS_listening port>>
ServerName <portal_site_server_name>

Port <ssl_listening port_for_portal_site>
SimulateHttps On
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RewriteEngine On
RewriteOptions inherit
</VirtualHost>
For example:

NameVirtualHost 123.45.67.8:7778

<VirtualHost 123.45.67.8:7778>
ServerName wl.abc.com
Port 4443
SimulateHttps On
RewriteEngine On
RewriteOptions inherit
</VirtualHost>

i. Click Apply.
j-  When asked to restart Oracle HTTP Server, click Yes.
9. Run the following command to synchronize the manual configuration changes:

MID_TIER ORACLE_HOME/dcm/bin/dcmctl updateconfig

10. Restart your Oracle Application Server instance:

MID_TIER ORACLE_HOME/opmn/bin/opmnctl stopall
MID_TIER ORACLE_HOME/opmn/bin/opmnctl startall

6.3.2.1.4 SSL Throughout OracleAS Portal

Figure 6—-18 Secured Connections Throughout the System

OracledS 550
infra.demain.com

OracledS Portal
oha. domain.com

For installations that require the utmost security, it is possible to configure SSL
throughout the system. In this configuration, the loopback from the PPE to OracleAS
Web Cache uses a wallet and the hop between the PPE and the Web providers uses a
certificate directly rather than through a wallet.
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Note: If you have already followed the steps described in

Section 6.3.2.1.3, "SSL to OracleAS Web Cache", you must revert all
the changes you have made prior to configuring SSL throughout
OracleAS Portal.

To configure SSL throughout OracleAS Portal, perform the following tasks:
»  Creating a Wallet

= Securing the Oracle HTTP Server

= Securing OracleAS Web Cache

= Securing the Parallel Page Engine

= Securing the Event Servlet

= Specifying OracleAS Portal Published Address and Protocol

= Re-registering the Oracle HTTP Server Partner Application

= Associating the Federated Portal Adapter with SSL

= Registering Web Providers or Provider Groups Exposed over SSL

Creating a Wallet

It is possible to share a single wallet across both the listener and origin server (and
all other available ports in OracleAS Web Cache) if OracleAS Web Cache and the
Oracle HTTP Server are on the same machine. Conversely, specific wallets may be
created for each port. In this case the two servers/ports will be sharing the same
wallet specified earlier.

In some cases, such as when the Oracle HTTP Server is on a different machine than
OracleAS Web Cache, you need to create a separate wallet for the Oracle HTTP Server.
For this situation, refer to the steps in "Creating a Wallet" on page 6-61 to create the
wallet for the Oracle HTTP Server.

In the default case, where the Oracle HTTP Server is on the same machine as OracleAS
Web Cache, you can share the wallet between the two.

Securing the Oracle HTTP Server

You need to configure the Oracle HTTP Server as the OracleAS Web Cache's origin
server to accept HTTPS-based communication. The Oracle HTTP Server implements
SSL by the use of mod_ssl. As such, the configuration to use HTTPS is fairly
straightforward.

The SSL configuration of the Oracle HTTP Server is defined within ss1.conf. This
file may be edited directly or by using the Advanced Server Properties page under the
Oracle HTTP Server node of the appropriate Oracle Application Server instance within
the Oracle Enterprise Manager Administration pages. If you edit the files manually, it
is recommended that you run the demct1 utility with the following options to make
sure that the file is synchronized with the DCM repository.

MID_TIER ORACLE_HOME/dcm/bin/dcmctl updateConfig -ct ohs

1. Openssl.conf in MID TIER ORACLE_HOME/Apache/Apache/conf.

2. Search for the following directives and change the values accordingly:
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Table 6-17 Wallet Entries in ssl.conf

Default Entry Updated Entry
SSLWallet file: SSLWallet file:
MID_TIER_ORACLE,_ [Directory where the wallet has been saved

HOME/Apache/Apache/conf/

ssl.wlt/default

3. Inssl.confin MID_TIER ORACLE_HOME/Apache/Apache/conf, verify that
the default virtual host for SSL communication specifies the correct, preallocated
port number for SSL. When creating the corresponding Web Cache site to server
mappings, you should take note of the following properties in the ss1. conf file,
for example:

Listen 4445
Port 4444

Note: When setting up OracleAS Portal to communicate through
HTTPS, it is common to configure both the middle and
infrastructure tiers to operate in this mode. You must leave an
HTTP port open on the infrastructure tier for OracleAS Portal to
communicate with OracleAS Single Sign-On for External
Application information. This call is made directly from the
repository using the UTL_HTTP package.

4. Ensure that the start mode of the Oracle HTTP Server is set to ss1-enabled in
MID TIER ORACLE_HOME/opmn/conf/opmn.xml. For example:

<ias-component id="HTTP_Server">
<process-type 1d="HTTP_Server" module-id="OHS">
<module-data>
<category id="start-parameters">
<data id="start-mode" value="ssl-enabled"/>
</category>
</module-data>
<process-set id="HTTP_Server" numprocs="1"/>
</process-type>
</ias-component>

Securing OracleAS Web Cache

The sections that follow describe how to configure OracleAS Web Cache to accept SSL
connections and forward SSL requests to the SSL-enabled origin server.

Note: Changing OracleAS Web Cache settings (for example,
Listening Port) can change the OracleAS Portal URL. If you do this,
mobile settings need to be updated manually. For more
information, see Section C.8, "Using the cfgiasw Script to Configure
Mobile Settings".
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Configuring the OracleAS Web Cache SSL Port

1. From the OracleAS Web Cache Administration page, click the Listen Ports link in
the Ports section.

2. To add the SSL port, click Add... and enter the following information:
IP Address: ANY

Port Number: SSL port that Web Cache is listening on. This property maps to the
port setting (Port number 4444, as in the earlier example) in the HTTP server’s
ssl.conf file.

Protocol: HTTPS

Require Client-Side Certificate: No (unchecked)

Wallet: Path to the directory where the SSL server certificate is stored
3. Click Submit.

For more information on the procedure in the preceding text, refer to the section on
configuring HTTPS operations ports for the cache, in the Oracle Application Server Web
Cache Administrator’s Guide.

Adding the SSL Origin Server
To add the SSL origin server:

1. From the OracleAS Web Cache administration page, click Origin Servers under
Origin Servers, Sites, and Load Balancing.

2. Click Add... to add the SSL Origin Server.
3. Enter the information as follows:

Host Name: Physical hostname of the machine in which Oracle HTTP Server is
running

Port: Oracle HTTP Server's SSL listen port. This maps to the Listen Parameter
(Port number 4445, as in the earlier example) in the ss1 . conf file.

Routing: Enable
Capacity: 100
Failover Threshold: 5
Ping URL: /
Ping Interval: 10
Protocol: HTTPS

4. Click Submit.

For more information on the procedure in the preceding text, refer to the section on
configuring Origin Server, Load Balancing, and Failover Settings, the Oracle Application
Server Web Cache Administrator’s Guide.

Defining a Site for the Published SSL Host Name and Port

Since there is no out-of-box default SSL configuration, you need to add a site definition
for the SSL-based Site that OracleAS Web Cache will be caching.

1. From the OracleAS Web Cache Administration page, click Site Definitions under
Origin Servers, Sites, and Load Balancing.
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2. Define a site where Host Name is the hostname seen by the browser, which would
be the OracleAS Web Cache hostname.

3. Set Port to the HTTPS port addressed by the browser requests, which would be the
OracleAS Web Cache SSL listen port (Port number 4444, as in the earlier
example).

4. Enter site information as follows:
HTTPS Only Prefix: Leave blank
Client-Side Certificate: Not required
Default Site: Yes
Create Alias from Site Name with/without www: No
URL Path Prefix: Leave blank
URL Parameters to Ignore: Leave blank
5. Click Submit.
6. Remove any sites that are no longer applicable to your modified configuration.
For more information on the procedure in the preceding text, refer to:

s The section on creating a site for HTTPS requests for the cache, in the Oracle
Application Server Web Cache Administrator’s Guide.

= The section on creating site definitions, in the Oracle Application Server Web Cache
Administrator’s Guide.

Adding Site to Server Mappings of the New Site to the Origin Server

After adding a new site definition, you must add the site to server mapping for the
newly defined site to the origin server. To do this:

1. From the OracleAS Web Cache Administration page, click Site-to-Server Mapping
under Origin Servers, Sites, and Load Balancing.

2. Select the first radio button of the Site-to-Server Mapping table.

3. Click Insert Above.. to bring up the Edit/Add Site-to-Server Mapping dialog
window.

4. Select the Site you are mapping from the drop-down list, which should be the
OracleAS Web Cache site with the SSL port.

5. Check the Origin Server that you added in the previous step, entitled Adding the
SSL Origin Server, to which requests should be routed for content.

6. Click Submit to close the dialog box and see the new mapping appear in
Table 6-18 of the original page.

Table 6-18 Site-to-Server Mapping

Origin
Site Server
ESI Content
Host Name Port Policy Host Name Port Proxy
www.mycompany .com 4444 Unrestrictred www.mycompany.com 4445 No
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For more information on the procedure in the preceding text, refer to the section on
mapping sites to origin servers, in the Oracle Application Server Web Cache
Administrator’s Guide

Note: After you have performed all the steps to secure OracleAS
Web Cache, you must restart the OracleAS Web Cache server using
the OracleAS Web Cache Manager for the changes to take effect.

Securing the Parallel Page Engine

In this configuration, SSL is used throughout as the request comes to OracleAS Web
Cache through HTTPS and the PPE loops back over HTTPS as well. The server
specifies the chain that goes with its certificate. As long as the chain is valid and leads
to a self-signed root certificate, it is validated without determining whether it is
trusted, assuming that you have not loaded any trust points into it.

To implement this configuration, perform the following steps on the OracleAS Portal
middle-tier:

1. Open the ss1.conf file.

MID TIER_ORACLE_HOME/Apache/Apache/conf/ssl.conf

2. Add ssLwallet. For example:

SSLWallet file:/usr/local/adeviews/webdb/webdb_3000_
1as902PW/Apache/Apache/conf/ssl.wlt/default

See Also: For more information about SSLwallet, and
httpd. conf, see the Oracle HTTP Server Administrator’s Guide.

3. Open the web. xml file associated with the OC4]_PORTAL instance on the
middle-tier.

MID_TIER_ORACLE_HOME\j2ee\OC4J_Portal\applications\portal\portal\
WEB-INF\web.xml

4. Add httpsports in an additional <init-param> block in web.xml. This
should point to the OracleAS Web Cache HTTPS listening port. For example:

<servlet>
<servlet-name>page</servlet-name>
<servlet-class>oracle.webdb.page.ParallelServlet</servlet-class>
<init-param>
<param-name>httpsports</param-name>
<param-value>4443</param-value>
</init-param>
</servlet>

Note: If your current web.xml file contains the useScheme and
usePort directives, you need to remove them. The configuration
with SSL throughout should only use the httpsports directive.

5. (Optional) If you want the PPE to trust only specific certificates, add
x509certfile in an additional <init-param> block in web.xml. The value of
x509certfile is the absolute path to the text file containing the list of
certificates which defines the group of "trusted" servers. For example:
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<servlet>
<servlet-name>page</servlet-name>
<servlet-class>oracle.webdb.page.ParallelServlet</servlet-class>
<init-param>
<param-name>x509certfile</param-name>
<param-value>C:\mySSLconfig\trustedCerts.txt</param-value>
</init-param>
</servlet>

Note: If you choose not to implement x509certfile, the PPE
trusts any SSL certificate.

Securing the Event Servlet

The Smart Page functionality of OracleAS Portal allows for the publishing of Events
and Page Parameters to allow portlets to communicate information to each other. The
Event servlet, which runs in the same container as the Parallel Page Engine itself,
implements this functionality. Since the Event servlet also must create the appropriate
ACTION URLSs resulting from the user interaction, it also requires knowledge of the
protocol used to generate the page. The required parameters to indicate the use of
HTTPS are the same ones used for the Page servlet.

1. Open the web.xml file associated with the OC4]_PORTAL instance on the
middle-tier.

MID_TIER_ORACLE_HOME\j2ee\0C4J_
Portal\applications\portal\portal \WEB-INF\web.xml

2. Add an additional <init-param> block to the file to indicate the ports that are
using HTTPS. This block should point to the OracleAS Web Cache HTTPS
listening port.

<servlet>
<servlet-name>event</servlet-name>
<servlet-class>oracle.webdb.event.EventServlet</servlet-class>
<init-param>
<param-name>httpsports</param-name>
<param-value>4443</param-value>
</init-param>
</servlet>

3. Save the web.xml file.

Specifying OracleAS Portal Published Address and Protocol

To specify the published address for OracleAS Portal with the modified port for SSL,
you need to use Oracle Enterprise Manager as follows:

1. Navigate to the Oracle Enterprise Manager 10g Application Server Control
Console.

2. Click the Standalone Instance with the Oracle Application Server that is running
the OracleAS Portal middle-tier.

Click the OracleAS Portal system component.
Under Administration, click Portal Web Cache Settings.
For Listen Port, enter the OracleAS Web Cache SSL port number.

o o & W

For Listening Port SSL Enabled, choose Yes.
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7.

Click OK. The OracleAS Portal schema is updated with the setting and the Oracle
Enterprise Manager 10g target instance is updated to use HT'TPS for its URL tests.

If at a later time you choose to switch to HTTP, you would perform this same
procedure and return Listening Port SSL Enabled to No.

Note: This procedure updates the settings in the iasconfig.xml
file.

See Also: For more information about iasconfig.xml, see
Appendix A, "Using the Portal Dependency Settings Tool and File".

Re-registering the Oracle HTTP Server Partner Application

Run ssoreg to register the secured request with OracleAS Single Sign-On by
configuring it as a partner application. ssoreg is located on the middle-tier in 4ID_
TIER_ORACLE_HOME/sso/bin.

The following example illustrates the usage of ssoreg on UNIX:

MID_TIER ORACLE_HOME/sso/bin/ssoreg.sh
-oracle_home_path MID TIER ORACLE_HOME
-site_name www.abc.com
-config_mod_osso TRUE
-mod_osso_url https://www.abc.com:7777
-config_file MID_TIER ORACLE_HOME/Apache/Apache/conf/osso/osso.conf
-admin_info cn=orcladmin

On Windows you must run the ssoreg.bat batch file instead. Refer to the
information on creating partner applications in the Oracle Application Server Single
Sign-On Administrator’s Guide.

Associating the Federated Portal Adapter with SSL

The Federated Portal Adapter uses the Oracle HTTP Server rewrite rules to simplify
URLs for registering providers. By default, these rewrite rules are only specified for
HTTP communication. To set up the Federated Portal Adapter with SSL, perform the
following steps:

1. Edit the virtual hosts section of your ss1. conf file, located in the MID TIER
ORACLE_HOME/Apache/Apache/conf directory, as follows:

## SSL Virtual Host Context
##
#
# NOTE: this value should match the SSL Listen directive set previously in this
# file otherwise your virtual host will not respond to SSL requests.
#
<VirtualHost _default_:3011>
# General setup for the virtual host
DocumentRoot /ull/app/oracle/product/asl0g/Apache/Apache/htdocs
ServerName hostl.abc.com
ServerAdmin you@your.address
ErrorLog /ull/app/oracle/product/asl0g/Apache/Apache/logs/error_log
TransferLog "/u0l/app/oracle/product/asl0g/Apache/Apache/logs/access_log"
Port 3001
SSLEngine on
SSLCipherSuite
SSL_RSA_WITH_RC4_128_MD5:SSL_RSA_WITH_RC4_128_SHA:SSL_RSA_WITH_3DES_EDE_CBC_
SHA:SSL_RSA_WITH_DES_CBC_SHA:SSL_RSA_EXPORT_WITH_RC4_40_MD5:S
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SL_RSA_EXPORT_WITH_DES40_CBC_SHA
SSLWallet
file:/u0l/app/oracle/product/asl0g/Apache/Apache/conf/ssl.wlt/default

<Files ~ "\.(cgi|shtml)$">

SSLOptions +StdEnvVars

</Files>

<Directory /u0l/app/oracle/product/asl0g/Apache/Apache/cgi-bin>
SSLOptions +StdEnvVars

</Directory>

SetEnvIf User-Agent ".*MSIE.*" nokeepalive ssl-unclean-shutdown
CustomLog /ull/app/oracle/product/asl0g/Apache/Apache/logs/ssl_request_
log "$t %h %{SSL_PROTOCOL}x
%{SSL_CIPHER}x \"%r\" %b"

RewriteEngine on
RewriteOptions inherit

</VirtualHost>

Run the following command to synchronize the manual configuration changes:

MID TIER_ORACLE_HOME/dcm/bin/dcmctl updateconfig

Restart your Oracle Application Server instance:

MID TIER ORACLE_HOME/opmn/bin/opmnctl stopall
MID_TIER ORACLE_HOME/opmn/bin/opmnctl startall

At this point, configuration is complete for SSL communication throughout OracleAS
Portal.

Registering Web Providers or Provider Groups Exposed over SSL

To register a Web provider, which is exposed over SSL, you must have a copy of the
root certificate of the certificate authority used by the Web provider. If the Web
provider is using an unknown or uncommon certifcate authority, you need to add the
appropriate root certificate (using Base-64 encoded X.509 format) to the set of trusted
certificates recognized by the Oracle database hosting the OracleAS Metadata
Repository containing the OracleAS Portal schema. To do this, perform the following
steps:

1.

Change directory to ORACLE_HOME/javavm/lib/security/ on the Oracle
home containing the Oracle database hosting the OracleAS Metadata Repository
containing the OracleAS Portal schema.

Create a backup of the truststore file cacerts, for example, cacerts.bak.
Execute the following command to add the required certificate to the trust store:

SORACLE_HOME/jdk/bin/keytool -import -alias <aliasName> -file <root_
certificate_file_name> -trustcacerts -v -keystore $ORACLE_
HOME/javavm/lib/security/cacerts

Provide the trust store password, and type "Yes", when prompted for
confirmation.
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Note: If your Portal schema is located in an OracleAS Metadata
Repository Creation Assistant database and if the version of that
Oracle Database is lower than 10g (10.1.0.x), these steps do not need to
be performed.

Augmenting the Portal Tools Trusted Certificate File

If you use the Web Page data source of OmniPortlet provider, you are doing a
loopback to the Web Clipping provider, and so need to add the web provider server
certificate to the trusted certificate file pointed to by the
<trustedCertificateLocation> tagin OmniPortlet provider.xml file. The
default certificate file is the ca-bundle.crt file, located in the MID TIER ORACLE_
HOME/portal/conf directory.

To do this, perform the steps shown subsequently, which are based on the Internet
Explorer browser. The steps may differ slightly if you are using another browser for
capturing and exporting the necessary certificate.

1. Capture the necessary certificate: Point your IE browser to the Web Clipping
provider test page:
http://<host>:<port>/portalTools/webClipping/providers/webCli
pping. You should see a Security Alert dialog box that shows "The security
certificate was issued by a company you have not chosen to trust. View the certificate to
determine whether you want to trust the certifying authority", or something similar.
Click View Certificate, and then go through the steps given subsequently to
export the certificate into a temporary file:

a. Select the Details tab.
b. Select Show: <All> in the drop-down list, and click Copy to File....

c. Run the Export wizard to export the certificate in Base-64 encoded X.509
format into a temporary file ¥ID_TIER_ORACLE_
HOME/portal/conf/providertemp.cer.

2. Append the certificate in the temporary file to the certificate file used by
OmniPortlet provider (default is ¥ID_TIER_ORACLE_
HOME/portal/conf/ca-bundle.crt).

6.3.2.1.5 External SSL with Non-SSL Within Oracle Application Server
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Figure 6-19 External SSL Only
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The previous configurations discuss how to configure OracleAS Portal in such a way
that communications within Oracle Application Server are secured through SSL. In
some cases, you may want to have OracleAS Portal set up such that the site is
externally accessible through SSL URLs but the Oracle Application Server is internally
running in non-SSL mode. Note that in this latter scenario, you need to have the SSL to
non-SSL translation done either by a load balancing router (LBR) or an SSL accelerator.
The section that follows outlines the steps you would use with an accelerator on an
LBR or a reverse proxy server performing the SSL translation.

With this option, the SSL features of the OracleAS Security Framework are not used,
but, instead, an external component is used for providing the SSL connection point.
These external accelerators may be coupled with LBRs or reverse proxy servers. Oracle
Application Server enables you to configure these external devices to provide SSL,
thus allowing Oracle Application Server to use HTTP internally for the best
performance.

Note: In a typical configuration, wl.abc.comand ml.abc.com
would reside on the same machine, but for illustration purposes, they
are separated here.

For the purposes of this procedure, assume the following:

= In this example, SSL acceleration is performed by the LBR, which also proxies
page requests between the HTTP and HTTPS protocols and their ports. The
location of the SSL end point will determine the target for the loopback requests.
For example, if an SSL-enabled reverse proxy server front-ends a single protocol
LBR, loopback requests will be sent to the LBR, while the published site is exposed
by the reverse proxy server.

= Your load balancing router is running on 1br . abc . comand the LBR port used for
accessing the site is 443.

»s  OracleAS Web Cache is on machine wl.abc . com and the listening portis 7777,
the administration port is 4000, and the invalidation port is 4001.
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s The Oracle HTTP Server is running on machine m1 . abc . com and the port is
7778.

s The port numbers used are example values only.

See Also: For more information, refer to:
= Section 5.6, "Configuring Reverse Proxy Servers"

= Section 5.3, "Configuring Multiple Middle-Tiers with a Load
Balancing Router"

To configure external SSL with non-SSL within Oracle Application Server, you must
perform the following tasks:

s Configuring the Oracle Application Server Middle-Tier

s Configuring Seeded Providers (WebClipping and OmniPortlet) and Locally
Hosted Web Providers

= Re-registering the Oracle HTTP Server Partner Application

Configuring the Oracle Application Server Middle-Tier

1. Configure the Oracle Application Server middle-tier to allow the underlying
components to construct URLs based on the load balancing router’s hostname,
lbr.abc. com, and port 