ORACLE

Oracle® Database

Net Services Reference Guide
10g Release 1 (10.1)
Part No. B10776-01

January 2004



Oracle Database Net Services Reference Guide, 10g Release 1 (10.1)
Part No. B10776-01

Copyright © 2001, 2004 Oracle. All rights reserved.

Primary Author:  Jennifer Polk

Contributors: Henry Abrecht, Robert Achacoso, Gaurav Agarwal, Omar Bellal, David Chen, Howard

Cohen, Toby Close, Pramodini Gattu, Harvey Eneman, Stella Kister, Shuvayu Kanjila, Cynthia Kibbe,
Vincent Lee, Catherine Luu, Scot McKinley, Ed Miner, Peter Povinec, Richard Smith, Deborah Steiner,
Juliet Ta, Norman Woo, Jose Wong

The Programs (which include both the software and documentation) contain proprietary information;
they are provided under a license agreement containing restrictions on use and disclosure and are also
protected by copyright, patent, and other intellectual and industrial property laws. Reverse engineering,
disassembly, or decompilation of the Programs, except to the extent required to obtain interoperability
with other independently created software or as specified by law, is prohibited.

The information contained in this document is subject to change without notice. If you find any problems
in the documentation, please report them to us in writing. This document is not warranted to be
error-free. Except as may be expressly permitted in your license agreement for these Programs, no part of
these Programs may be reproduced or transmitted in any form or by any means, electronic or
mechanical, for any purpose.

If the Programs are delivered to the United States Government or anyone licensing or using the
Programs on behalf of the United States Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical
data delivered to U.S. Government customers are "commercial computer software" or "commercial
technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific
supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the
Programs, including documentation and technical data, shall be subject to the licensing restrictions set
forth in the applicable Oracle license agreement, and, to the extent applicable, the additional rights set
forth in FAR 52.227-19, Commercial Computer Software--Restricted Rights (June 1987). Oracle
Corporation, 500 Oracle Parkway, Redwood City, CA 94065

The Programs are not intended for use in any nuclear, aviation, mass transit, medical, or other inherently
dangerous applications. It shall be the licensee's responsibility to take all appropriate fail-safe, backup,
redundancy and other measures to ensure the safe use of such applications if the Programs are used for
such purposes, and we disclaim liability for any damages caused by such use of the Programs.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be
trademarks of their respective owners.

The Programs may provide links to Web sites and access to content, products, and services from third
parties. Oracle is not responsible for the availability of, or any content provided on, third-party Web sites.
You bear all risks associated with the use of such content. If you choose to purchase any products or
services from a third party, the relationship is directly between you and the third party. Oracle is not
responsible for: (a) the quality of third-party products or services; or (b) fulfilling any of the terms of the
agreement with the third party, including delivery of products or services and warranty obligations
related to purchased products or services. Oracle is not responsible for any loss or damage of any sort
that you may incur from dealing with any third party.



Contents

Send Us YOUr COMMENLES ...ttt xiii
PIrOIACE. ... ettt ettt XV
AUAICIICE ..ottt ettt et e et e et e s st e s e sa e sae e s st aesesaeeessaeesaneeesssaesennaaessaneeeas XV
OrganizZation .......c.couiuiiiiiiiiiiiic e e s XV
Related DOCUIMENTATION ....c..veiiiiiieeeeie ettt ettt e et e e st e e eaeee st aees st eeseaaessassaesssaeeenssaessannas XVii
(@) 0L 7<) 1L (o) 4 1= JOUTO RPN XVii
Documentation AccessSibility ... XXii

Part| Control Utilities

Listener Control Utility

Listener Control Utility OVerview ... 1-1
SET and SHOW Commands of the Listener Control Utility .............ccccooveiniiinnin 1-3
Distributed Operations..............cccooviiiiiiiiiiiiii s 1-3
LiStener SECUTIEY ......cccocoiiiiiiiiiii e s 1-3
Listener Control Utility Commands..............ccooouiiiiiniiiiiiiic s 1-4
CHANGE_PASSWORD ......cociiiiiiiiiiiiiiciii s 1-4
EXIT o 1-6
HELP oo s 1-7
QUIT oo e e 1-8
RELOAD ..o e s s 1-9
SAVE_CONFIG.......coiiiiiiiicici s 1-10
SERVICES ..ottt e e s e 1-11



SET CURRENT_LISTENER......c..ccttiititrtinie ettt ettt ettt e 1-14
SET DISPLAYMODE ...ttt sttt sttt ettt sttt e n et e sa e 1-14
SET INBOUND_CONNECT_TIMEOUT .....coiitiiiiiiirtceetiriene ettt sttt eveeneeeaes 1-15
SET LOG_DIRECTORY ....eoriitiuiitiriniteientenete sttt sttt erterest v st se e e st bense et s senesenes 1-16
SET LOG_FILE ..ottt ettt sttt ettt cat ettt e et e st et ettt e en e 1-17
SET LOG_STATUS ..ottt sttt sttt ettt eve e ese st e st e e sttt n et e sa e 1-18
SET PASSWORD......cotrtiiienetceirtrt ettt ettt ettt e sttt e s e sa e 1-18
SET SAVE_CONFIG_ON_STOP .....coutriiiiririiicieiietctciirrert ettt sttt e sre st s e 1-19
SET STARTUP_WAITTIME ..ottt sttt ettt st st 1-20
SET TRC_DIRECTORY ...cctertiteiiitiririteenttnitie ettt st vt eresees e e st eebes e st et essenes e enesaesseanes 1-21
SET TRC_FILE ..ottt ettt ettt vt et sa st e st e e st et et sa e 1-22
SET TRC_LEVEL....oiiiitiieiiiirtctiet ettt sttt ettt eae e resa st e st e st et ettt et sa e 1-23
SHOW ..ttt sttt s sttt st eat bt sa et b et s e st et eateb et b bt sa b 1-24
SPAWN L.ttt e sttt ettt st eat b sa et b sa et e sttt ea bttt bt na e 1-25
START ..ottt e st et ea e st eat b sa et b ettt sttt ea bttt eh e 1-26
STATUS ..ttt et ettt et b et e et e s e et eb bttt ebe sa bbb 1-28
STIOP .ttt e et sttt st eat b et b ettt ettt ea bt en et 1-29
TRACE ...ttt ettt ettt e st et ea e st ebe b et b se et et s et et ea sttt ehe e 1-30
VERSION ...ttt ettt sttt ettt bttt s st st eat bttt e sae e sae seene e 1-31

Oracle Connection Manager Control Utility

Oracle Connection Manager Control Utility Overview .............c.ccocoevnnniniii 2-1
Command Modes and SYNtax............ccccooeiiiiiiiiini 2-1
Distributed Operations. ... s 2-3
Oracle Connection Manager Control Utility Commands ............ccccceeveiiiiiiiiiiniiiins 2-3
ADMINISTER ..ottt s s s s 2-3
CLOSE CONNECTIONS .....cooiiiiiiiiiiniiiiiiti it 2-4
EXIT o s 2-6
HELP ..o e e 2-7
QUIT e s s s s s s 2-8
RELOAD .ot 2-9
RESUME GATEWAYS ... 2-9
SAVE_PASSWORD .....ccooiiiiiiiiiiiii i 2-10
SET oo e e s 2-11



SET ASO_AUTHENTICATION_FILTER ...cc.ccceiiintiniiiiiiniieeienienine ettt seee e 2-12

SET CONNECTION_STATISTICS.......ocieieiirirteentirecieie sttt et e enaen 2-12
SET EVEINT ...ttt ettt ettt ettt et st ea st e e st s s 2-13
SET IDLE_TIMEOUT ..ottt ettt ettt st tes et es bt sre e e et ennen 2-14
SET INBOUND_CONNECT_TIMEOUT ......cotiiiiirieniniiienentcecierieeee et ereseesee e e 2-15
SET LOG_DIRECTORY ...cvtitiiiieniintiieieniet ettt ettt s se et ceesae st et es sttt evesn s e sae e 2-16
SET LOG_LEVEL ..ottt ettt ettt sttt sttt eat vt st s ss e s 2-17
SET OUTBOUND_CONNECT_TIMEOUT .....ccccciieiitiienieteecrierineere et s 2-18
SET PASSWORD ..ottt ettt ettt ettt sttt et eve bt ss et e st 2-18
SET SESSION_TIMEOUT ....ccoiriititiiinirtcteiintent ettt st eees et evaer st sre e e e e e ennen 2-19
SET TRACE_DIRECTORY ....ooutoiiriintiieiiinirtct ettt sttt e sttt evteses e st eresse st e e enes e s e 2-20
SET TRACE _LEVEL ..ottt ettt sttt sttt evtes et v b esse s s se e s 2-21
SHOW ..ottt e et sttt ettt e sttt b et e s e st et eb bttt bt sa et e st et ennen 2-22
SHOW ALL ...ttt ettt ettt e st st st b st eh et e st ses st eneae 2-23
SHOW CONNECTTIONS ......ooouiiiritiieienietce ettt ettt seee ettt essenes et enesse s e saeseeae 2-24
SHOW DEFAULTS....cocttetirtiee ettt ettt ettt s sttt eat bt sne st e e e s 2-26
SHOW EVENTS ...ttt ettt st sttt esae s st vt bt sa et et se e s 2-27
SHOW GATEWAYS ...ttt ettt e sttt et et b st e s e s 2-28
SHOW PARAMETERS .......ootriierientiieie sttt ettt sttt e se st st ene s e s e s 2-29
SHOW RULES ...ttt ettt sttt st es et b st sae et s se et enaen 2-30
SHOW SERVICES. ..ottt ettt st sttt ettt st vt ene st sre s e et 2-31
SHOW STATUS ...ttt sttt ettt sttt st sttt eat bbb sae e s e 2-32
SHOW VERSION ..ottt sttt sttt ettt e sttt e s st et esaes st vt en st sae s e senaesee e ene 2-33
SHUTDOW N ..ottt ettt sttt sttt ettt e sttt st st et esae st eat b e st st saess e besne see e ene 2-34
STARTUP ...ttt sttt et ettt e sttt e st sttt e b st eat bbb e e e st 2-35
SUSPEND GATEWAY ..ottt ettt ettt st sttt et evaene st vt bt sae e sae e e s 2-36

Partll Configuration Parameters

3

Syntax Rules for Configuration Files

Configuration File Syntax OVerview ... 3-1
Further Syntax Rules for Configuration Files..............cccccccconiiiiniie, 3-2
Network Character Set............ccoooiiiiiiiii e 3-3
Character Set ... e 3-3



vi

Protocol Address Configuration

ADDRESSes and ADDRESS_LISTS ......cccooooiiiiiiiiiciie ittt sttt e sre e saesnsee st e asaesee e 4-1
ADDRESS . ...ttt ettt sttt ae et e et be e b aeere e e e be e ateeabeaetae et eeebeeeaaenneareeenes 4-1
ADDRESS _LIST ..ottt ettt sttt eette ettt e e et e e saesabeesbsessnaesbeaesbesnseessbeansaesreennns 4-2

ProtoCOl ParamEtersS ........c.coouiiiiiiiiicieceie ettt ettt ste ettt etteete e ste e e st ae e e et beasbaeesteessbennaesbeaenbeenneeeses 4-2

Recommended Port NUMDETS ..........ccccoiiiiiiiiiiecece ettt st sae e eeaas 4-4

Port Number Limitations ..........ccccooiiiiiiiiiiiie ettt e svaesebe e sab e aeesbeaesaeeaneeeaeas 4-4

Profile Parameters (sqlnet.ora)

Overview of Profile Configuration File .............ccc.coiiiiiiiicc, 5-1
Profile Parameters.........cccoeiiiiiieiiiecie ettt ettt sae ettt tteeae e ste e e stbe e e et beebaeesbeestbennaenbeeebeenneeetas 5-2
BEQUEATH _DETACH. ...ttt ettt vee e et vessaestvaestaesssaessesesaeanneessseassaesnsaeans 5-2
DEFAULT_SDU _SIZE......cc ittt ettt ettt eetteevtestteesvaes et e asaessbeesraessseesseaessesnseessssansassnseenns 5-2
DISABLE_OQOBi.....ctiiotiee ettt ettt ettt et e st e st ae st et e e stesabeesbsesseesbeaensesnseessseansaesseeenns 5-3
LOG_DIRECTORY _CLIENT ..oiotieetieiie ettt ctie et stteeveeieeetseesteseveessaesnaestesessesssaesssesnsassseennns 5-3
LOG_DIRECTORY_SERVER ....ccuttitieitiieiietietie ettt stteeeeteeeaeseveesvaeneesveaesaesnnaestsaansaessnanne 5-4
LOG_FILE_CLIENT ..ottt et eeeette et e st et e sae et e asstesaaeesvaeanaesbeaessesnseesssaansassnsennns 5-4
LOG_FILE_SERVER ...ttt ittt ettt ettt ettt ee e et be s tesave e svaessnaesbeaebesnneesssaansasssnannns 5-4
NAMES.DCE.PREFIX .....oooiiitiiitieetiesieeteeeestte et eestve st aeeast e astesaaeesvaesssaessesessesnssesssssnsassnseenns 5-5
NAMES.DEFAULT_DOMAIN ...ttt ettt ettt eeieestteesteseaeesvaenaeste s aesssaessaeansaesseaenns 5-5
NAMES.DIRECTORY _PATH ...ttt sttt stte sttt steaie e s e asvaesnneestseessaenneans 5-6
NAMES.INIS.IMETA _MAP ...ttt ettt ettt stae e et e s tesavae st e sbeesre e e saeassnessbeassaesnnenans 5-7
RECV_BUF_SIZE ...ttt ettt eette sttt ve ettt e e saesabe e staeaaesbeaebeesseessbaansaesreenns 5-7
SEND_BUF_SIZE ...ttt sttt eette st sttt et et e s stesate e sbaesssaesbeaesbesnsaessseansaesreenns 5-8
SQLNET_ALLOWED_LOGON_VERSIONS ......oooittiiiietietie et srieereeste e ste e svveessaesnnee e 5-8
SQLNET.AUTHENTICATION_KERBEROS5_SERVICE .......cccootiiiieieeeeete e 5-9
SQLNET.AUTHENTICATION_GSSAPI_SERVICE......ccctoitiiieeiiestieetee et eevaeeeee e 5-9
SQLNET.AUTHENTICATION_SERVICES.......ccoeoittiitieeietie ettt evve e s 5-10
SQLNET.CLIENT_REGISTRATION ....cuttiiiiotieeeiectieestiee ettt svvessaee e e e saesaesnveasssesnnens 5-10
SQLNET.CRYPTO_CHECKSUM_CLIENT ....ooiootieiiiitieeeeie ettt eve e sie e seveasvaeennees 5-11
SQLNET.CRYPTO_CHECKSUM_SERVER.......cccieitiitieeietie ettt sie et evve v eee s 5-11
SQLNET.CRYPTO_CHECKSUM_TYPE_CLIENT .....oteotieitieteeieectteeee et eve e e 5-12
SQLNET.CRYPTO_CHECKSUM_TYPE_SERVER........cccceittirieciieetieeee ettt evve e 5-13
SQLNET.CRYPTO_SEED .....oooottitieitietie ettt steeee st stae et eesteassaeenseaesseasseesseasssaanssansnns 5-13
SQLNET.ENCRYPTION_CLIENT ..ottt ettt et svte e e sve e sae e evvaasaesenees 5-14



SQLNET.ENCRYPTION_SERVER .....ccioiitiititiriniientintiie ettt ettt et ereere st e s s 5-14

SQLNET.ENCRYPTION_TYPES_CLIENT ......cccoocteiiiinieeertiecieie sttt 5-15
SQLNET.ENCRYPTION_TYPES_SERVER .....ccccecteimimiiiinintintcieieneee et ereseesee e e 5-16
SQLNET.EXPIRE_TIME ......cciiiiiiiiiinitceetinint ettt sttt ettt e vt sae s e e 5-16
SQLNET.INBOUND_CONNECT_TIMEOUT ......ccceiiriiiiiniiieinineceerinteneie e s 5-17
SQLNET.KERBEROS5_CC_NAME ......cociitiiriiiiententiteie sttt ettt ereesese e e e s 5-18
SQLNET.KERBEROS5_CLOCKSKEW .....c.ootiiiiiiniitiieiitcecieeiestre et seee e 5-19
SQLNET.KERBEROSS5_CONF .......octiiiiiiiiietinie ettt sttt ettt et et ese e s e s 5-19
SQLNET.KERBEROSS5_KEYTAB .....ccteiiitiiitirirccenerce ettt ettt eveene e s 5-19
SQLNET.KERBEROSS5_REALMS.....c.oootiiitiirtinine ettt sttt ceiente e et evienes st eresae e sae e 5-20
SQLNET.RADIUS_ALTERNATE ....c.ootioitiietit ettt ettt e 5-20
SQLNET.RADIUS_ALTERNATE_PORT......ccctictitrenintiienieececieiieece et s s 5-21
SQLNET.RADIUS_ALTERNATE_RETRIES ......c.ccceoiiiiinitiiiirneceirerce e s ennen 5-21
SQLNET.RADIUS_AUTHENTICATION ....c.coctiiniiniieienteneeieiie sttt et e seee e 5-21
SQLNET.RADIUS_AUTHENTICATION_INTERFACE .......cccccviiiiiiinininieninence e 5-22
SQLNET.RADIUS_AUTHENTICATION_PORT ....cc.cotioiiriiiieerinineceerinenee e s 5-22
SQLNET.RADIUS_AUTHENTICATION_RETRIES........cccecectiimiiieninence e 5-23
SQLNET.RADIUS_AUTHENTICATION_TIMEOUT .....ccccceetiiiiriieninircneeeneenee e 5-23
SQLNET.RADIUS_CHALLENGE_RESPONSE.......ccceceoiniiiteiniineceerinence e s 5-23
SQLNET.RADIUS_SECRET .....cciiititiiiiiitrtceetirte ettt sttt et evsenee st evesne s e sae e 5-24
SQLNET.RADIUS_SEND_ACCOUNTING ....cccecttrtetiteienieicecrierine et s 5-24
SQLNET.RECV_TIMEOUT .....ccceiitiiiiiiirtceetintnie sttt sttt evierese st eneese e sre e e s 5-25
SQLNET.SEND_TIMEOUT .....ociioiiiiitieetintint ettt sttt esnes ettt saese e 5-26
SSL_CERT_REVOCATION ....ooctiiiitiieiiiintce ettt ettt sttt esbesae st et ensenes st enesse e e sueseene 5-26
SSL_CERT _FILE ..ottt ettt et st st ettt ev bt s st 5-27
SSL_CERT_PATH ..ottt sttt st es ettt e st s s 5-27
SSL_CIPHER _SUITES ......cctiititiiiirtcirtieee ettt sttt et sttt evteses e v st et e se s emnenaesee e ene 5-28
SSL_CLIENT_AUTHENTICATION .....coccictitrtirie ettt ettt et evieneeseseevesne e sre e 5-28
SSL_SERVER_DIN_MATCH ....ooctiiitiiinteeetintene ettt eeter et eveeres e sre e sae e e enaen 5-29
SSL_VERSION. ...ttt sttt sttt ettt sttt st e bes et es bttt ebe e sae st et ennen 5-30
TCP.EXCLUDED_NODES .......ccotiitiiiiitee ettt sttt erteses e vt eresse s e s essesaesee e ene 5-30
TCP.INVITED_NODES ......ooioitiintiieeniet ettt ettt e sttt st et evsese et eneene st e sae e 5-31
TCP.VALIDNODE_CHECKING ....cc.erttrtiirientiieienientetetentee et evtereseevesressesiesreseessessesseseeeene 5-31
TCP.INODELAY ..ottt ettt et ettt sttt st et esae s st vt bt sa et sa s e senaesee e ene 5-31
TNSPING.TRACE_DIRECTORY ....ccottiiiriiintininie ettt eetente st eseeseenes st evessesse e saeseene 5-32

vii



viii

TNSPING.TRACE_LEVEL ..ottt ettt ettt sttt 5-32

TRACE_DIRECTORY _CLIENT ......ootititiiiiententetcie sttt ettt seee e et essene e 5-33
TRACE_DIRECTORY_SERVER .....cccieiniiiiiiniititcieniet ettt ettt sttt st e 5-33
TRACE_FILE_CLIENT ..ottt ettt vt estes et et enaen et enesa e 5-33
TRACE_FILE_SERVER .....ooiiiiititiiienencete ettt ettt sttt et ev s ere e 5-34
TRACE_FILELEN_CLIENT ...ttt ettt sttt estes et et enaenes e e sa e 5-34
TRACE_FILELEN_SERVER ......coiiiiiiiiiitiiiiiietce ittt sttt sa e 5-34
TRACE_FILENO_CLIENT ....ceottitiiiiinititetertetee ettt e sree e st estes et e eneenee e enesaessennes 5-35
TRACE_FILENO_SERVER......c.oetiiiiiietenetctcee ettt ettt et eaeen et sne e 5-35
TRACE_LEVEL_CLIENT ..ottt ettt sttt ettt creste st ense st evesre e sae e 5-36
TRACE_LEVEL_SERVER .....cc.iiitiitititiiiietct ettt ettt sttt st ettt e s s e 5-36
TRACE_TIMESTAMP_CLIENT ..ottt ettt sttt ettt eneen e ere e 5-37
TRACE_TIMESTAMP_SERVER.....cccecciitiiiiirintitcienetct ettt sttt 5-37
TRACE_UNIQUE_CLIENT ...ttt ettt ettt st estes et e eneeses e sressessennes 5-38
USE_CIMAN ..ttt sttt b et et bbbt st st e b et eae bt st sae e 5-38
USE_DEDICATED_SERVER .....cociiiiiiiiiirintitcieirt ettt sttt s e 5-39
WALLET_LOCATION ..ottt sttt ettt et evteres st er et sae st et st enaesesaeeneene 5-40

Local Naming Parameters (thsnames.ora)

Overview of Local Naming Parameters..............ccoocovuiiiiiiiiiiniiiiiiiiieee e 6-1
General Syntax of tNSNAMES.0TA .........ccociiviiiiiiiiiii 6-2
Multiple Descriptions in tnsSnames.ora ..........c.ccocooiiiiiiiiiiiiiiic s 6-2
Multiple Address Lists in tnSNames.0ra...........c.ccooviiiiiiiiiiiiiincice e 6-3
Connect-Time Failover and Client Load Balancing with Oracle Connection Managers...... 6-4
Local Naming Parameters............cccocoiviiiiiiiiiiiiiiii et 6-5
Connect Descriptor Descriptions.........ccccccoviuciiiniiiiiiiiiic s 6-6
DESCRIPTION .....ooitiiiitieeietteete ettt ettette vt eeteieete e e seseetesreesaesraessesreesseereassasssnseensasessessens 6-6
DESCRIPTION_LIST ......oiouiiiiiieeictieet ettt ettt ettt et et ae et eea e saesveesaesvaesaeeteeraeebeensenseans 6-6
ProtocOl AdAIeSS SECHION ... .ccvicuieiierieeieeteeete ettt ettt ettt ettt sr b aesveesaesbeerbenseeebenreereenns 6-7
ADDRESS ...ttt et ettt ettt et e et e et eha et aeeteetbeete et bateereeeaeareenenraas 6-7
ADDRESS _LIST ..ottt ettt ettt e et v e st svaetaeeteetbeebeastaasesnseensaseesenseas 6-7
Optional Parameters fOr LiSts ... s 6-8
FAILOVER ..ottt ettt et ettt et e et st e e et sbaetaeebeetbeebeastsasesnseenseseensennens 6-8
LOAD_BALANQ E ...ttt ettt et st et e s te et steetbeatesasastesas s seensaeseessaesaesaeernas 6-9
RECV_BUF_SIZE ...ttt ettt ettt ettt ettt steebaesbeevbeabeeasenveereanneens 6-10



SEND_BUF_SIZE.......tiotietieit ettt et ste e stteasvaesreaeste s saesseassaeasseesssaessaenssansseans 6-12
SOURCE_ROUTE ...ttt ettt sttt te et saae e staeasvaesreaesaesnsnaesseassaesnneeans 6-13
TYPE_OF_SERVICE......ctioiiieee ettt ettt sttt st e e ste et eesse s etseassae s beessaensnaenseans 6-14
CoNNECt Data SECHION ...oocviiiiieciie ettt sae e etbe et aeere e e sbeeesaeseseeesaeasaesaneenns 6-14
CONNECT _DATA ... ettt ettt st te et e e e s te e aesabe e sbaearbaesteaesseanseeesseassaesnneeans 6-14
FAILOVER_IMODIE ..ottt ettt sttt ste s stte e saae e e sbeasaeenseaessaansaesnnenns 6-15
GLOBAL_INAME ...ttt st ste et st svae st e e ste e baesseastseasseessbaessaenssansseans 6-16
5 5 TSRS 6-17
INSTANCE_INAME ...ttt ettt sv e s te e stesee st beabaesseeesbe s sseesseaesaesnneeans 6-18
RDB_DATABASE ...ttt ettt ettt stese e st ae e saaesse e e sbeasaessseassbasnsaesrneenns 6-18
SERVER ... .o te ittt ettt ettt ettt e tte e e e st be et e et e e ste e saessbeessbeansaesseaessesnsseesseassaesnnenaes 6-19
SERVICE_INAME ...ttt ettt ste et sate e sbaeasvaesreaesbeansnaesseaesaesnneeans 6-19
o] | 5 2 USSP 6-20
SeCUTity SECHON ...cveuiiiiieiic s 6-20
SECURITY oottt ettt ettt te e rvee st e st e st e e s e beassaestbeessaesseaesbeansessseasssesnsensseennns 6-20
SSL_SERVER_CERT_DN ...coiiiiitieitiiie ettt teeeete s teeteestaessaaesaeaesteessaesnseassseannaesneennns 6-21

7 Listener Parameters (listener.ora)

Overview of Listener Configuration File..............cccocoooiiiiiii 7-1
Listener Parameters ..........coccoevuiriiieieninicieiietnt ettt sttt et sr et et e st 7-2
Protoco] AdAress SECHOMN.........cueirueeiririrerie ettt et st s s 7-3
DESCRIPTION ...ttt sttt st sttt ettt eb et ettt bbb e e st e st e st e st e st ebe st ebe e ebe e 7-3
ADDRESS ..ottt e e e b e b st ebe st eb st b st eb et eb e 7-3
QUEUESIZE ...ttt ettt ettt eh ettt bbb e st e st e st e st b st b st b st b 7-4
RECV_BUF_SIZE ..ottt ettt eb bbb st st e st e st e st st e e 7-4

SEND _BUF _SIZE ..ottt ettt ettt st st st ebe st ebe st b st eb st ebe e b eseebenea 7-5

Static Service Registration (SID_LIST) SeCtion...........cccoeceveiiiiiininiininiiicniceccvcecs 7-6
SID_LIST ettt et sttt st sttt bbbt bbb bbb st st b st st ebese b seebese b 7-7
SID_DESC ...ttt sttt sttt sttt ettt b bbbt st st st st b st ebe st b st eb st eb et eb st ebe e 7-7

EINVS ettt et b et e bbb bbb b st b st e st e st e et ebe e ebe e 7-8
GLOBAL_DBINAME ...ttt bbb s e st e st e st e st st e s 7-9
ORACLE_HOME ..ottt st st st sttt eb et bt b e 7-10
PROGRAM ..ottt ettt st e st e st e st b st be st bt eb et bt b e eb e 7-10
SID_NAME ...ttt ettt ettt b bbb st e st e st e st b st b st e be st bt bt bt ebene 7-10



CONLTOL PATAIMEIEIS.....ccuiiiieieetieieeteetie ettt ettt et e v e b aeeraetaeeteeebeabeesbesesaseeasesseensenseesees 7-11
ADMIN_RESTRICTIONS _ISEENOT_TAME ...occeveeeeeeeeeeeeeeee ettt e see e et e eeeae e sanaas 7-12
INBOUND_CONNECT_TIMEOUT _iSteNer_HNaATHE. ......ccueeveeeeeeeeeeeeee e ee e 7-13
LOG_DIRECTORY _ISECHET _TAMNE .ottt eeettee et s sne e st e seaeessanaas 7-14
LOG_FILE _ISECHET _TUAMNE ..ottt e et st saae s sate e sae e saeessanaas 7-14
LOGGING_ISECHCT _TUATHC .ottt eeaae et s st seaaessaaeessaeeesneessanaas 7-14
PASSWORDS _ISEETOT _TUAMNEC ....occeeeeeeee ettt e e te st saaessteessreeesaeeesanaas 7-15
SAVE_CONFIG_ON_STOP_ISEENOT _TAME ....oeeveeeeeeeieeeeeeeeeeeeeeee e ee et eeeaeessnaas 7-15
SSL_CLIENT_AUTHENTICATION ......coiiitiie ettt sttt et ee e ene e 7-16
STARTUP_WAIT _TIME_ISECHET _FAE .....oooeeeeeeeeeeeeeeeeeeeeeeeeee e ee et 7-16
TRACE_DIRECTORY _ISEeNOT _TATHC ...ttt e sae e et e s eae e sanaas 7-17
TRACE_FILE _ISEENET_TUATHE ..ottt et st seaaesseaeeesaeeesae e sanaas 7-17
TRACE_FILELEN _ISEENOY _TUAMNE <ottt ettt s sae e st e sae e sanaas 7-18
TRACE_FILENQ _ISEENOY _TUAMEC ..ottt s st sneae st e sesae e sanaas 7-18
TRACE_LEVEL _ISEOHET _TATHE «...eveeeeeeeeeeeeeeeee ettt ettt e ste et sae s sanaas 7-19
TRACE_TIMESTAMP _ISEEHET _TUATHE ..ottt ee et eeeeeae s sanaas 7-19
WALLET_LOCATION ..ottt sttt ettt et e eae et esevee s esaesaestaesseessenseereans 7-20

8 Oracle Connection Manager Parameters (cman.ora)

Overview of Oracle Connection Manager Configuration File ..............cccocoooonnnn 8-1
Oracle Connection Manager Parameters................ccooveviiniiiiiiiiiiiccice e 8-2
Listening ENAPOint ........cccociiiiiiiiiiiiiiiiiiiicci i 8-2
ADDRESS ..ot s 8-2

RULE LSt i s s s e st st st b bbb 8-3
RULE ..ottt bbb bbb s 8-3
Parameter LiSt ......ccooviiiiiiiiiiiic e e 8-5
PARAMETER _LIST ...t 8-5
ASO_AUTHENTICATION_FILTER ....ccocooiiiiiiiiiiiiiininiii s 8-7
CONNECTION_STATISTICS.......ocoiiiiiiiiiiiiin it 8-8
EVENT_GROUP .....ociiiiiiiiiiiiiiiicn s 8-8
IDLE_TIMEOUT ..ottt s s s 8-8
INBOUND_CONNECT_TIMEOUT ......cccooiiiiiiniiiiiniiinciiin s 8-8
LOG_DIRECTORY ...cooiiiiiiiiiiiiiini it 8-9
LOG_LEVEL ... s s s s s s 8-9



MAX_CMCTL_SESSIONS ......oitieitietieeteeetieesttettetteeseeseveesvaeseesteasaessseessseansaesssaessessnens
MAX_CONNECTIONS ... .ooiititieiteetie ettt stteetetaeeseesebeessaesseesbeasssessseessseaseesssasssesnsnens
MAX_GATEWAY_PROCESSES ...ttt ettt svae e e ssaeesveaevaesnaesve e ns
MIN_GATEWAY_PROCESSES ......cooti ettt ettt st ste et snae e svveavaesee e
OUTBOUND_CONNECT_TIMEQOUT ...ttt iee ettt et eve e e eeevesevaesnee e
PASSWORD _INStANCE_TIAINIC ... ioueveeeieietieeieeecetiteteeeeeeereeeeeeeeaaeaeeesseeseaeeessessnneeesessnreaeses
REMOTE_ADMIN ....oiioiiiiie ettt et et stte et e e steestestaeesaaesnsaesteaessessseasssesnseesseennns
SESSION_TIMEOUT ..ottt ettt sttt et ste et saae e staeanbaesteaesaessseaesseassaesnneeses
TRACE_DIRECTORY ...uttieiieiitiitieeeetie ettt stie et eee e ste e aeseteestaeassaesseasssesnssaessessssesnsenans
TRACE_FILELEN ......ooiitiiiiie ettt ettt eetae s tesete e st ae st aeeae e sbeansaesabeassaesnsaesseennns
TRACE_FILENOQ ..ottt ettt eette st ettt ae st e e ste e saesnaee st beassaesseaesseansseessesesaesnseeans
TRACE_LEVEL ...ttt ettt ae s stesae e st ae e saaesae e sbe e saessseassseansaesseeenns
TRACE_TIMESTAMP ..ottt ettt ettt sttt ste et stve et ae et e ste e aesnseassaeansaesneeenns

9 Directory Usage Parameters (Idap.ora)

Overview of Directory Server Usage File ..............cccccoooviiiiiniiiicc e,
Directory Usage Parameters............cccoooiiiniiiiiiiiiiiiiicc e e
DIRECTORY_SERVERS .......cciiiiiiiiiiiti et s
DIRECTORY_SERVER_TYPE.......ccriiiiiiiitiicce e s
DEFAULT_ADMIN_CONTEXT ......cooiiiiiiiiiitiicec s

Partlll Appendixes

A Commands and Parameters Not Supported in This Release

Overview of Unsupported Features..............ccooiiiiiiiiiiiiiiiiiicce s
Unsupported Parameters ..............ccccooooiiiiiiiiniiiii
Unsupported Control Utility Commands ..............cccooeiiiiiiiiiinicc

B Upgrade Considerations for Oracle Net Services

Overview of Unsupported Oracle Net Services Features ...............cccoccovininiiinince,
Unsupported Parameters and Control Utility Commands.............cocoovininininiicee
Client and Database Coexistence ISSUES ............cccocciiiiiiiiiiiiiic i
Oracle9i Database CONNECHIONS ........coueveuiirieirietiiiietie ettt e s e
Oracle8 or Oracle7 Database CONNECHIONS........cccceurueuierireiiiiriieii et

Xi



(@) el SR A\ E= T s (U< SRS B-6

Using the Oracle Net Manager to Handle Compatibility Issues..............cccooeiiiiinnnn, B-6
Upgrading to Oracle Net Services ...........ccocoiviiiniiiniiiiiiiic e B-7
Step 1: Verify Service Name and Instance Name...........ccccccoiiiiiiiiiccniincccicccenes B-7
Step 2: Perform Software Upgrade on the Database Server............ccccovnvviiniinnnnncnns B-8
Step 3: Perform Software Upgrade on the Client............cccccoiiiiiiiiiiiiiiicccicccees B-8
Step 4: Perform Functional Upgrade ...........ccccceeviiinininiiinniiiiicncccc s B-8
HNSNAIMNES.0TA . e s B-9
LISEEINET.OTA .o e B-10

C LDAP Schema for Oracle Net Services

Structural Object ClasSes..........ccooiiiiiiiiiiiii e C-1
OFCIDBSEIVET .....e ittt ettt et ettt ettt e e sae e e e st be et aeeteaesteasteesbeasaesrseesteeensaenseansseans C-2
OFCIINEESEIVICE ..ttt ettt ettt et ae et e e st e st e e e et beestesebeessaessnaesbeaansesnseessbeansaesreenns C-2
OFCINEESEIVICEALLAS ..ottt ettt ettt ettt sv et e e te et abeetbeabeesesse e s eeseesseesaesteeraesreeraesaeens C-2
OICINEtDESCIIPHON ...t e C-2
OrcINetDescriptionList .......ccvviiiiiiiiiiiic C-3
OFCINEEAAAIESS ..ottt ettt ettt e te et ate et eabeete s te e s e se et e ebeessestaesaeeraesaeens C-3
OFCINEEAAAIESSLIST..c.viuviiueiiiee ittt et ettt b e ea e sb et aesbeebaeeteeebentesebenreensenns C-14
OrcINetDescriptioNAUXL ... e C-14
OFCINETAAAIESSAUXL....vicueiiieiiieeeet ettt ettt et te et e et e et sb e baesbaebaeebeesbestesebenreensanns C-14

ATIDULES ...t ettt ettt e este st e et be e st aeete e e ebe e sae et beaebbeerbaeebeaeeansaeereaenns C-5

Glossary
Index

Xii



Send Us Your Comments

Oracle Database Net Services Reference Guide, 10g Release 1 (10.1)
Part No. B10776-01

Oracle Corporation welcomes your comments and suggestions on the quality and usefulness of this
publication. Your input is an important part of the information used for revision.

Did you find any errors?

Is the information clearly presented?

Do you need more information? If so, where?

Are the examples correct? Do you need more examples?
What features did you like most about this manual?

If you find any errors or have any other suggestions for improvement, please indicate the title and
part number of the documentation and the chapter, section, and page number (if available). You can
send comments to us in the following ways:

Electronic mail: infodev_us@oracle.com

FAX: (650) 506-7227 Attn: Server Technologies Documentation Manager
Postal service:

Oracle Corporation

Server Technologies Documentation

500 Oracle Parkway, Mailstop 4op11

Redwood Shores, CA 94065

USA

If you would like a reply, please give your name, address, telephone number, and electronic mail
address (optional).

If you have problems with the software, please contact your local Oracle Support Services.

Xiii



Xiv



Preface

The Oracle Net Services Reference Guide contains a complete listing and description of
the control utility commands and configuration file parameters available for
managing components of Oracle Net Services.

This document describes the features of Oracle Database 10g software that apply to
the Windows NT, Windows 2000, Windows XP, and Windows Server 2003 operating
systems.

This preface contains these topics:
« Audience

«  Organization

» Related Documentation

« Conventions

=« Documentation Accessibility

Audience
Oracle Net Services Reference Guide is intended for network administrators who are
responsible for configuring and administering network components.
To use this document, you need to be familiar with the networking concepts and
configuration tasks described in Oracle Net Services Administrator’s Guide.
Organization

This document contains:
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Part I, "Control Utilities"

Chapter 1, "Listener Control Utility"
This chapter describes the Listener Control utility commands.

Chapter 2, "Oracle Connection Manager Control Utility"
This chapter describes the Oracle Connection Manager Control utility commands.

Part Il, "Configuration Parameters"

Chapter 3, "Syntax Rules for Configuration Files"
This chapter describes the syntax rules for networking configuration files.

Chapter 4, "Protocol Address Configuration"
This chapter describes how to configure a protocol address.

Chapter 5, "Profile Parameters (sqlnet.ora)"
This chapter describes the sql net . or a file parameters.

Chapter 6, "Local Naming Parameters (tnsnames.ora)"
This chapter describes the t nsnames. or a file parameters.

Chapter 7, "Listener Parameters (listener.ora)"
This chapter describes the | i st ener . or a file parameters.

Chapter 8, "Oracle Connection Manager Parameters (cman.ora)"
This chapter describes the cman. or a file parameters.

Chapter 9, "Directory Usage Parameters (Idap.ora)"
This chapter describes the | dap. or a file parameters.

Part lll, "Appendixes"
Appendix A, "Commands and Parameters Not Supported in This Release"

This appendix describes the control utility commands and parameters no longer
supported by Oracle Net Services.
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Appendix B, "Upgrade Considerations for Oracle Net Services"
This appendix describes coexistence and upgrade issues for Oracle Net Services.

Appendix C, "LDAP Schema for Oracle Net Services"
This appendix describes the Oracle schema for Oracle Net Services.

Glossary

Related Documentation
For more information, see these Oracle resources:
= Oracle Net Services Administrator’s Guide
= Oracle Database 10¢ documentation set

Many books in the documentation set use the sample schemas of the seed database,
which is installed by default when you install Oracle. Refer to Oracle Database
Sample Schemas for information on how these schemas were created and how you
can use them yourself.

Printed documentation is available for sale in the Oracle Store at

http://oracl estore. oracle.conf

To download free release notes, installation documentation, white papers, or other
collateral, please visit the Oracle Technology Network (OTN). You must register
online before using OTN; registration is free and can be done at

http://otn. oracl e.conf nenber shi p/

If you already have a username and password for OTN, then you can go directly to
the documentation section of the OTN Web site at

http://otn.oracle.com docunentation/

Conventions

This section describes the conventions used in the text and code examples of this
documentation set. It describes:

« Conventions in Text

« Conventions in Code Examples
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« Conventions for Windows Operating Systems

Conventions in Text

We use various conventions in text to help you more quickly identify special terms.
The following table describes those conventions and provides examples of their use.

Convention Meaning Example
Bold Bold typeface indicates terms that are When you specify this clause, you create an
defined in the text or terms that appear in index-organized table.
a glossary, or both.
Italics Italic typeface indicates book titles or Oracle Database Concepts
emphasis. Ensure that the recovery catalog and target
database do not reside on the same disk.
UPPERCASE Uppercase monospace typeface indicates ~ You can specify this clause only for a NUVBER
nonospace elements supplied by the system. Such column.

(fixed-wi dth)
font

| ower case
nonospace
(fixed-wi dth)
font

| onercase
italic
nonospace
(fixed-wdth)
font

elements include parameters, privileges,
datatypes, RMAN keywords, SQL
keywords, SQL*Plus or utility commands,
packages and methods, as well as
system-supplied column names, database
objects and structures, usernames, and
roles.

Lowercase monospace typeface indicates
executables, filenames, directory names,
and sample user-supplied elements. Such
elements include computer and database
names, net service names, and connect
identifiers, as well as user-supplied
database objects and structures, column
names, packages and classes, usernames
and roles, program units, and parameter
values.

Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.

Lowercase italic monospace font
represents placeholders or variables.

You can back up the database by using the
BACKUP command.

Query the TABLE_NAME column in the USER _
TABLES data dictionary view.

Use the DBMS_STATS.GENERATE_STATS
procedure.

Enter sql pl us to open SQL*Plus.

The password is specified in the or apwd file.

Back up the datafiles and control files in the
/ di sk1/ or acl e/ dbs directory.

The depart nent _i d, depar t ment _nane,
and | ocat i on_i d columns are in the
hr . depar t nent s table.

Set the QUERY_REWRI TE_ENABLED
initialization parameter to t r ue.

Connect as oe user.

The JRepUt i | class implements these
methods.

You can specify the paral | el _cl ause.

Run Uol d_rel ease. SQL where ol d_
r el ease refers to the release you installed
prior to upgrading.
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Conventions in Code Examples

Code examples illustrate SQL, PL/SQL, SQL*Plus, or other command-line
statements. They are displayed in a monospace (fixed-width) font and separated
from normal text as shown in this example:

SELECT username FROM dba_users WHERE username = ' M GRATE';

The following table describes typographic conventions used in code examples and

provides examples of their use.

Convention Meaning Example
[ ] Brackets enclose one or more optional DECIMAL (digits [ , precision])
items. Do not enter the brackets.
{1} Braces enclose two or more items, one of {ENABLE | DI SABLE}
which is required. Do not enter the braces.
| A vertical bar represents a choice of two ~ { ENABLE | DI SABLE}
or more options within brackets or braces. [ COMPRESS | NOCOVPRESS]
Enter one of the options. Do not enter the
vertical bar.
Horizontal ellipsis points indicate either:
= That we have omitted parts of the CREATE TABLE ... AS subquery;
code that are not directly related to
the example SELECT col1, col2, ... , coln FROM
enpl oyees;

Other notation

= That you can repeat a portion of the
code

Vertical ellipsis points indicate that we
have omitted several lines of code not
directly related to the example.

You must enter symbols other than
brackets, braces, vertical bars, and ellipsis
points as shown.

SQ.> SELECT NAME FROM V$DATAFI LE;

/fsl/dbs/tbs_01. dbf
[ fs1/ dbs/ tbs_02. dbf

[ fsl/dbs/ths_09. dbf
9 rows selected.

NUVBER( 11, 2) ;
CONSTANT NUMBER(4) := 3;

acct bal
acct
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Convention

Meaning

Example

Italics Italicized text indicates placeholders or CONNECT SYSTEM syst em passwor d
variables for which you must supply DB_NAME = dat abase_nane
particular values.
UPPERCASE Uppercase typeface indicates elements SELECT | ast _nane, enployee_id FROM
supplied by the system. We show these enpl oyees;
terms in uppercase in order to distinguish SE[ ECT * FROM USER TABLES;
them from terms you define. Unless terms prop TABLE hr . enpl ayees;
appear in brackets, enter them in the
order and with the spelling shown.
However, because these terms are not
case sensitive, you can enter them in
lowercase.
| ower case Lowercase typeface indicates SELECT | ast _nane, enployee_id FROM
programmatic elements that you supply.  enpl oyees;
For example, lowercase indicates names  sq| pl us hr/ hr
of tables, columns, or files. CREATE USER nj ones | DENTI FI ED BY ty3MJ9;
Note: Some programmatic elements use a
mixture of UPPERCASE and lowercase.
Enter these elements as shown.
Conventions for Windows Operating Systems
The following table describes conventions for Windows operating systems and
provides examples of their use.
Convention Meaning Example

Choose Start >

File and directory
names

How to start a program.

File and directory names are not case
sensitive. The following special characters
are not allowed: left angle bracket (<),
right angle bracket (>), colon (:), double
quotation marks ("), slash (/), pipe (1),
and dash (-). The special character
backslash (\) is treated as an element
separator, even when it appears in quotes.
If the file name begins with \\, then
Windows assumes it uses the Universal
Naming Convention.

To start the Database Configuration Assistant,
choose Start > Programs > Oracle - HOME_
NAME > Configuration and Migration Tools >
Database Configuration Assistant.

c:\winnt"\"systen82 is the sanme as
C:\ W NNT\ SYSTEMB2
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Convention

Meaning

Example

C\>

Special characters

HOVE_NAVE

Represents the Windows command
prompt of the current hard disk drive.
The escape character in a command
prompt is the caret (*). Your prompt
reflects the subdirectory in which you are
working. Referred to as the command
prompt in this manual.

The backslash (\) special character is
sometimes required as an escape
character for the double quotation mark
(") special character at the Windows
command prompt. Parentheses and the
single quotation mark (") do not require
an escape character. Refer to your
Windows operating system
documentation for more information on
escape and special characters.

Represents the Oracle home name. The
home name can be up to 16 alphanumeric
characters. The only special character
allowed in the home name is the
underscore.

C:\oracl e\ oradat a>

C:\>exp scott/tiger TABLES=enp
QUERY=\ "WHERE j ob=" SALESMAN' and

sal <1600\ "

C.\ > np SYSTEM password FROMUSER=scot t
TABLES=(enp, dept)

C\> net start Oracl eHOVE_ NAMETNSLI st ener
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Convention

Meaning

Example

ORACLE_HOVE
and ORACLE
BASE

In releases prior to Oracle8i release 8.1.3,
when you installed Oracle components,
all subdirectories were located under a
top level ORACL E_HOVE directory. For
Windows NT, the default location was
C\orant.

This release complies with Optimal
Flexible Architecture (OFA) guidelines.
All subdirectories are not under a top
level ORACLE_HQVE directory. There is a
top level directory called ORACLE_BASE
that by default is C: \ or acl e. If you
install the latest Oracle release on a
computer with no other Oracle software
installed, then the default setting for the
first Oracle home directory is

C.\ oracl e\ or ann, where nn is the
latest release number. The Oracle home
directory is located directly under
ORACLE BASE.

All directory path examples in this guide
follow OFA conventions.

Refer to Oracle Database Platform Guide
for Windows for additional information
about OFA compliances and for
information about installing Oracle
products in non-OFA compliant
directories.

Go to the ORACLE_BASE\ ORACLE
HOVE\ r dbrrs\ adni n directory.

Documentation Accessibility

XXil

Our goal is to make Oracle products, services, and supporting documentation
accessible, with good usability, to the disabled community. To that end, our
documentation includes features that make information available to users of
assistive technology. This documentation is available in HTML format, and contains
markup to facilitate access by the disabled community. Standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For additional information, visit the Oracle

Accessibility Program Web site at

http://ww. oracl e. confaccessibility/



Accessibility of Code Examples in Documentation

JAWS, a Windows screen reader, may not always correctly read the code examples
in this document. The conventions for writing code require that closing braces
should appear on an otherwise empty line; however, JAWS may not always read a
line of text that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor
makes any representations regarding the accessibility of these Web sites.
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Part |

Control Utilities

Oracle Net Services provides control utilities to administer listeners, Oracle Names
servers, and Oracle Connection Managers. Part 1 lists the commands that are
available with each utility, including any applicable prerequisites, passwords,
syntax or argument rules, and usage notes or examples to help you use them.

This part contains the following chapters:
= Chapter 1, "Listener Control Utility"
= Chapter 2, "Oracle Connection Manager Control Utility"






1

Listener Control Utility

This chapter describes the commands and associated syntax of the Listener Control
utility.

This chapter contains these topics:

= Listener Control Utility Overview

=« SET and SHOW Commands of the Listener Control Utility
=  Distributed Operations

= Listener Security

= Listener Control Utility Commands

Listener Control Utility Overview

The Listener Control utility enables you to administer listeners.You can use its
commands to perform basic management functions on one or more listeners.
Additionally, you can view and change parameter settings.

The basic syntax of Listener Control utility commands is as follows:

I'snrctl command [Iistener_nane]

where | | st ener _nane is the name of the listener to be administered. If no name is
specified, then the default name, LI STENER, is assumed.

You can also issue Listener Control utility commands at the LSNRCTL> program
prompt. To obtain the prompt, enter | snrct | with no arguments at the operating
system command line. When you run | snrct | , the program is started. You can
then enter the necessary commands from the program prompt. The basic syntax of
issuing commands from LSNRCTL> program prompt is as follows:
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Listener Control Utility Overview

I'snrctl
LSNRCTL> conmmnd [ i st ener_nane]

Note: You can combine commands in a standard text file, and
then run them as a sequence of commands. To execute in batch
mode, use the format:

Isnrctl @ ile _nane

You can use either REMor # to identify comments in the batch
script; all other lines are considered commands. Any commands
that would typically require confirmation do not require
confirmation during batch execution.

For a majority of commands, the Listener Control utility establishes an Oracle Net
connection with the listener that is used to transmit the command. To initiate an
Oracle Net connection to the listener, the Listener Control utility needs to obtain the
protocol addresses for the named listener or a listener named LI STENER. This is
done by resolving the listener name with one of the following mechanisms:

« listener. orafile in the directory specified by the TNS_ADM N environment
variable
= |listener. orafile in the $ORACLE_HOME net wor k/ admi n directory on

UNIX operating systems and the #ORACLE HOVE% net wor k\ admi n directory
on Windows operating systems

= Naming method, for example, a t nsnanes. or a file

If the listener name is LI STENER and it cannot be resolved, a protocol address of
TCP/IP, port 1521 is assumed.

The Listener Control utility supports several types of commands:

= Operational commands, such as START, STOP, and so forth.

«  Modifier commands, such as SET TRC_LEVEL

« Informational commands, such as STATUS and SHOWLOG FI LE
= Operational commands, such as EXIT, RELOAD, and HELP
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Listener Security

SET and SHOW Commands of the Listener Control Utility

You can use the SET command to alter parameter values for a specified listener. You
set the name of the listener you want to administer with the SET CURRENT_
LISTENER command. Parameter values remain in effect until the listener is shut
down. If you want these settings to persist, use the SAVE_CONFIG command to
save changes to the | i st ener. or a.

You can use the SHOW command to display the current value of a configuration
setting.

Distributed Operations
The Listener Control utility can perform operations on a local or a remote listener.
To set up a computer to remotely administer a listener:
1. Ensure that the Listener Control utility (I snr ct | ) executable is installed.

2. Ensure that the name of the listener you want to administer can be resolved
through al i st ener . or a file or a naming method, as described in "Listener
Control Utility Overview" on page 1-1.

All commands except START can be issued when a listener is administered
remotely. The Listener Control utility can only start the listener on the same
computer from where the utility is running.

When issuing commands, specify the listener name as an argument. For example:

LSNRCTL> SERVI CES | snr

If the name is omitted, then listener name set with the SET CURRENT_LISTENER
command is used, or the default name, LI STENER is assumed.

Listener Security

It is important to provide security through a password for the listener. With a
password, privileged operations, such as saving configuration changes or stopping
the listener, used from the Listener Control utility will require a password.

Use the Listener Control utility’s CHANGE_PASSWORD command or Oracle Net
Manager to set or modify an encrypted password in the PASSWORDS_/ i st ener _
name parameter in the | i st ener . or a file. If the PASSWORDS_/ i st ener_nane
parameter is set to an unencrypted password, you must manually remove it from
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thel i st ener. or a file prior to modifying it. If the unencrypted password is not
removed, you will be unable to successfully set an encrypted password.

If the PASSWORDS_/ i st ener_naire parameter is set in the | i st ener . or a file or
the CHANGE_PASSWORD command has been used to create a new, encrypted
password, then the Listener Control utility will require a SET PASSWORD
command prior to any protected command, such as STOP.

Note: If you are administering the listener remotely over an
insecure network and require maximum security, configure the
listener with a secure protocol address that uses the TCP/IP with
SSL protocol. If the listener has multiple protocol addresses, ensure
that the TCP/IP with SSL protocol address is listed first in the

l'i stener. orafile.

Listener Control Utility Commands

This section lists and describes the Listener Control utility commands.

CHANGE_PASSWORD

Purpose
Use the CHANGE_PASSWORD command to establish an encrypted password or
change an encrypted password set with the PASSWORDS |/ i st ener _nane
parameter in the | i st ener . or a file.

Prerequisites
None

Password Required If One Has Been Set:
Yes. If a password is set, then issue then issue the SET PASSWORD command prior
to this command.

Syntax
From the operating system:

I'snrct] CHANGE_PASSWORD [ /i st ener_nane]

From the Listener Control utility:
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Arguments

Usage Notes

Example

LSNRCTL> CHANGE_PASSWORD [ /i st ener_nane]

[/i st ener_nane]: Specify the listener name, if the default name of LI STENERis
not used.

The Listener Control utility prompts you for the old password and then for the new
one. It asks you to re-enter the new one, and then changes it. Neither the old nor the
new password displays during this procedure. CHANGE_PASSWORD is usually
followed by the SAVE_CONFIG command to save the new password in the

i stener. orafile. If a SAVE_CONFI Gcommand is not issued, then the new
password will be in effect only until the listener is shut down.

See Also: Oracle Net Services Administrator’s Guide for further
information about password security of the listener

The following shows a new password of t akd01 being set:

LSNRCTL> CHANGE_PASSWORD

ad password:

New password: takd01

Reenter new password: takd0l

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t pc) (HOST=sal es- server) ( PORT=1521) ))
Password changed for LI STENER

The command conpl et ed successful ly

LSNRCTL> SAVE_CONFI G

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521) ))
Saved LI STENER configuration paraneters.

Listener Paranmeter File /oracle/network/adm n/listener.ora

ad Parameter File /oracle/ network/admin/listener. bak

The command conpl eted successful ly

The following shows the password being changed from t akd01 to snd01:

LSNRCTL> SET PASSWORD

Password: takd01

The command conpl et ed successful ly
LSNRCTL> CHANGE_PASSWORD

A d password: takd0l
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New password: snd01

Reenter new password: snd01

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t pc) (HOST=sal es- server) ( PORT=1521) ))
Password changed for LI STENER

The command conpl et ed successfully

LSNRCTL> SAVE_CONFI G

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521) ))
Saved LI STENER configuration paraneters.

Listener Paranmeter File /oracle/network/adnm n/listener.ora

A d Paraneter File /oracle/network/admin/listener.bak

The command conpl et ed successfully

EXIT

Purpose
Use the EXI T command to exit from the Listener Control utility.

Prerequisites
None

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax

From the Listener Control utility:

LSNRCTL> EXI T
Arguments

None

Usage Notes

This command is identical to the RELOAD command.
Example

LSNRCTL> EXIT
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HELP

Purpose

Use the command HELP to provide a list of all the Listener Control utility
commands or provide syntax help for a particular Listener Control utility
command.

Prerequisites
None

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax
From the operating system:

I'snrctl HELP [ conmand]

From the Listener Control utility:

LSNRCTL> HELP [ conmand]

Arguments

[ conmmand] : Specify a HELP command. Commands are shown in the following
example output.

When you enter a command as an argument to HELP, the Listener Control utility
displays information about how to use the command. When you enter HELP
without an argument, the Listener Control utility displays a list of all the
commands.

Example

LSNRCTL> HELP

The fol | owing operations are available

An asterisk (*) denotes a nodifier or extended command:
change_password

exit

qui t

rel oad

services
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set *
show*
spawn
start
status
stop
trace
version

QUIT

Purpose

Use the QUI T command to exit the Listener Control utility and return to the
operating system prompt.

Prerequisites
None

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax
From the Listener Control utility
LSNRCTL> QUI T

Arguments
None

Usage Notes
This command is identical to the EXIT command.

Example
LSNRCTL> QUI T
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RELOAD

Purpose

Use the RELOAD command to reread the | i st ener . or a file. This command
enables you to add or change statically configured services without actually
stopping the listener.

In addition, the database services, instances, service handlers, and listening
endpoints that were dynamically registered with the listener will be unregistered
and subsequently registered again.

Prerequisites
None

Password Required If One Has Been Set
Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.
Syntax
From the operating system:
I'snrct] RELQAD [/istener_nane]
From the Listener Control utility:
LSNRCTL> RELOAD [ /i st ener_nane]
Arguments
[/i st ener_nane]: Specify the listener name, if the default name of LI STENERis
not used.
Example

LSNRCTL> RELOAD

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521) ) )
The command conpl et ed successful ly
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SAVE_CONFIG

Purpose

Use the SAVE_CONFI Gcommand to compare the current configuration state of the
listener, including trace level, trace file, trace directory, and logging to the

|'i st ener. or a file. Any changes are stored in | i St ener . or a, preserving
formatting, comments, and case as much as possible. Prior to modification of the
|'i st ener. or a file, a backup of the file, called | i st ener . bak, is created.

Password Required If One Has Been Set

Syntax

Arguments

Usage Notes

Example

Yes. If a password is set, then issue then issue the SET PASSWORD command prior
to this command.

From the operating system:

I'snrct] SAVE_CONFI G [ /i stener_nane]

From the Listener Control utility:

LSNRCTL> SAVE_CONFI G [ /i st ener_nane]

[/ i st ener _nane]: Specify the listener name, if the default name of LI STENERis
not used.

This command enables you to save all runtime configuration changes to the
|'i st ener. or a file, which can be especially useful for saving changed encrypted
passwords.

LSNRCTL> SAVE_CONFI G | i st ener

Connecting to

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521) ))
Saved LI STENER configuration paraneters.

Listener Paranmeter File /oracle/network/adnm n/listener.ora

ad Paraneter File /oracle/network/admin/listener.bak

The command conpl et ed successfully
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SERVICES

Purpose

Prerequisites

Use the SERVI CES command to obtain detailed information about the database
services, instances, and service handlers (dispatchers and dedicated servers) to
which the listener forwards client connection requests.

None

Password Required If One Has Been Set

Syntax

Arguments

Usage Notes

Example

Yes. If a password is set, then issue the SET PASSWORD command prior to this
command.

From the operating system:

I'snrct] SERVICES [/istener_nane]

From the Listener Control utility:

LSNRCTL> SERVI CES [ /i st ener_nane]

[/i st ener_nane]: Specify the listener name, if the default name of LI STENERis
not used.

See Also: Oracle Net Services Administrator’s Guide for a complete
description of SERVI CES output

The SET DISPLAYMODE command changes the format and the detail level of the
output.

This example shows SERVI CES output in the default display mode. The output
shows the following:
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= Aninstance named sal es belonging to two services, sal es1. us. acrme. com
and sal es2. us. acne. com with a total of three service handlers.

= Service sal esl. us. acne. comis handled by one dispatcher only.

= Service sal es2. us. acne. comis handled by one dispatcher and one
dedicated server, as specified by in the following output.

LSNRCTL> SERVI CES
Connecting to (DESCR PTI ON=( ADDRESS=( PROTOCCOL=i pc) (KEY=net)))
Services Summary. ..
Service "sal esl.us.acme.cont has 1 instance(s).
I nstance "sal es", status READY, has 1 handler(s) for this service...
Handl er(s):
"D000" established:0 refused:0 current:0 max: 10000 state:ready
DI SPATCHER <nmchi ne: sal es-server, pid: 5696>
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) ( PORT=53411))
Service "sal es2.us. acme. com' has 1 instance(s).
I nstance "sal es", status READY, has 2 handler(s) for this service...
Handl er(s):
"DEDI CATED" established: 0 refused: 0 state:ready
LOCAL SERVER
"D001" established:0 refused:0 current:0 max: 10000 state:ready
Dl SPATCHER <nmchi ne: sal es-server, pid: 5698>
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) ( PORT=52618) )
The command conpl et ed successfully

SET

Purpose

Use the SET command to alter the parameter values for the listener. Parameter
values changes remain in effect until the listener is shut down. To make the changes
permanent, use the SAVE_CONFIG command to save changes to the

l'i stener. orafile.

Prerequisites
None

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.
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Syntax

Arguments

Usage Notes

Example

From the operating system:

I'snrctl SET [ paraneter]

From the Listener Control utility:

LSNRCTL> SET [ paraneter]

[ par anet er] : Specify a SET parameter to modify its configuration setting.
Parameters are shown in the example output.

When you enter SET without an argument, the Listener Control utility displays a
list of all the parameters.

If you are using the SET commands to alter the configuration of a listener other than
the default LI STENER listener, use the SET CURRENT_LISTENER command to set
the name of the listener you want to administer.

LSNRCTL> SET

The fol | owing operations are available with set.
An asterick (*) denotes a nodifier or extended conmand
current_|istener

di spl aymode

i nbound_connect _ti meout

log_file

log_directory

| og_status

password

raw_node

save_config_on_stop

startup_waittine

tre_file

trc_directory

trc_leve
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SET CURRENT_LISTENER

Purpose

Use the SET CURRENT LI STENER command to set the name of the listener to
administer. Subsequent commands that would normally require / / st ener_nane
can be issued without it.

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax
From the Listener Control utility

LSNRCTL> SET CURRENT_LI STENER [ /i st ener_nane]

Arguments

[/i st ener_nane]: Specify the listener name, if the default name of LI STENERis
not used.

Usage Notes

When SET CURRENT_LI STENER is set, the Listener Control utility commands act
on the listener you set. You do not have to specify the name of the listener.

Example
LSNRCTL> SET CURRENT_LI STENER | snr
Current Listener is |Isnr

SET DISPLAYMODE

Purpose

Use the SET DI SPLAYMODE command to change the format and level of detail for
the SERVICES and STATUS commands.

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.
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Syntax

Arguments

Example

From the Listener Control utility:

LSNRCTL> SET DI SPLAYMODE {conpat | normal | verbose | raw}

[ conpat ] : Specify to display output that is compatible with older versions of the
listener.

[ nor mal ] : Specify to display output in a formatted and descriptive output. Oracle
Corporation recommends this mode.

[ ver bose] : Specify to display all data received from the listener in a formatted
and descriptive output.

[ r aw] : Specify to display all data received from the listener without any
formatting. This output should be used only if recommended by Oracle Support
Services.

LSNRCTL> SET DI SPLAYMODE nor mal
Service display node is NORVAL

SET INBOUND_CONNECT_TIMEOUT

Purpose

Syntax

Use the SET | NBUND_CONNECT_TI MEQUT command to specify the time, in
seconds, for the client to complete its connect request to the listener after the
network connection had been established.

If the listener does not receive the client request in the time specified, then it
terminates the connection. In addition, the listener logs the IP address of the client
and an ORA- 12525: TNS: |istener has not received client’s
request in time all owed error message to thel i st ener. | og file.

See Also: Oracle Net Services Administrator’s Guidefor information
about specifying the time-out for client connections

From the Listener Control utility:
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LSNRCTL> SET | NCOUND_CONNECT_TI MEQUT

Arguments
{ t i e} : Specify the time, in seconds.

Example

LSNRCTL> SET | NBOUND_CONNECT_TI MEQUT 2

Connecting to (ADDRESS=(PROTOCOL=TCP) (HOST=sal es- server) ( PORT=1521))
LI STENER paranet er "inbound_connect _tinmeout" set to 2

The command conpl et ed successful ly.

SET LOG_DIRECTORY

Purpose
Use the command SET LOG_DI RECTORY to set destination directory where the
listener log file is written. By default, the log file is written to the $ORACLE _
HOME/ net wor k/ | og directory on UNIX operating systems and the ORACLE _
HOME\ net wor k\ | og directory on Windows.

Prerequisites
None

Password Required If One Has Been Set
Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.
Syntax
From the operating system:
I'snrctl SET LOG DI RECTORY {di rectory}
From the Listener Control utility:
LSNRCTL> SET LOG DI RECTORY {di rectory}
Arguments

{ di rect ory} : Specify the directory path of the listener log file.
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Example

LSNRCTL> SET LOG DI RECTORY /usr/oracl e/ adm n

Connecting to (ADDRESS=(PROTOCOL=TCP) (HOST=sal es- server) ( PORT=1521))
LI STENER paraneter "log_directory" set to /usr/oracle/adnin

The command conpl et ed successful ly

SET LOG_FILE

Purpose
Use the command SET LOG_FI LE to set the name for the listener log file. By
default, the log file name is | i st ener. | og.

Prerequisites
None

Password Required If One Has Been Set
Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.
Syntax

From the operating system:

I'snrctl SET LOG FILE {file_nane}

From the Listener Control utility:

LSNRCTL> SET LOG FI LE {file_nane}
Arguments

{ fil e_nane}: Specify file name of the listener log.
Example

LSNRCTL> SET LOG FILE list.log

Connecting to (ADDRESS=(PROTOCOL=TCP) (HOST=sal es- server) ( PORT=1521))
LI STENER paranmeter "log_file" set to list.log

The command conpl et ed successful ly
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SET LOG_STATUS

Purpose
Use the command SET LOG_STATUS to turn listener logging on or off

Prerequisites
None

Password Required If One Has Been Set
Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.
Syntax
From the operating system:
Isnrctl SET LOG STATUS {on | off}
From the Listener Control utility:
LSNRCTL> SET LOG_STATUS {on | off}
Arguments
[ on] : Specify to turn logging on.
[ of f]: Specify to turn logging off.
Example
LSNRCTL> SET LOG_STATUS on
Connecting to (ADDRESS=(PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521))
LI STENER paraneter "log_status" set to ON
The command conpl eted successfully
SET PASSWORD
Purpose

Use the command SET PASSWORD prior to privileged Listener Control utility
commands, such as SAVE_CONFIG and STOP.
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Syntax

Arguments

Usage Notes

Example

The password entered should match the one established for the PASSWWORDS _
l'i st ener_nane parameter in the | i st ener . or a file or set by the CHANGE_
PASSWORD command.

From the Listener Control utility:

LSNRCTL> SET PASSWORD
Password: password

None

You can enter this command when you start up the Listener Control utility or at any
time during the session as needed.

See Also: '"Listener Security" on page 1-3

LSNRCTL> SET PASSWORD
Password: |nrclOg
The command conpl et ed successful ly

SET SAVE_CONFIG_ON_STOP

Purpose

Use the command SET SAVE_CONFI G_ON_STORP to specify whether or not changes
made to the parameter values for the listener by the SET commands are to be saved
tothe | i st ener. or a file at the time the listener is stopped with the STOP
command.

When changes are saved, the Listener Control utility tries to preserve formatting,
comments, and letter case. Prior to modification of the | i st ener . or a file, a back
up of the file, called | i st ener . bak, is created.

To have all parameters saved right away, use the SAVE_CONFIG command.
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Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax

From the operating system:

Isnrctl SET SAVE_CONFI G_ON_STOP {on | off}

From the Listener Control utility:

LSNRCTL> SET SAVE CONFI G ON STOP {on | off}
Arguments

[ on] : Specify to save configuration to | i st ener . or a.

[ of f]: Specify to not save configuration to | i st ener . or a.
Example

LSNRCTL> SET SAVE_CONFI G ON_STCP on
LI STENER paraneter "save_config_on_stop" set to ON
The command conpl et ed successfully

SET STARTUP_WAITTIME

Note: This command is deprecated in Oracle9i and will be
desupported in a future release. If you require this command to run
the listener, please notify Oracle Support Services.

Purpose

Use the command SET STARTUP_WAI TTI ME to specify the amount of time for the
listener to wait before responding to a START command.

Prerequisites
None
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Password Required If One Has Been Set
Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.
Syntax

From the operating system:

I'snrct] SET STARTUP_WAI TTI ME { ¢/ ne}

From the Listener Control utility:

LSNRCTL> SET STARTUP_WAI TTI ME {ti ne}
Arguments

{ t i ne} : Specify the time, in seconds.
Example

LSNRCTL> SET STARTUP_WAITTI ME 10

Connecting to (ADDRESS=(PROTOCOL=TCP) (HOST=sal es- server) ( PORT=1521))
LI STENER paraneter "startup_waittine" set to 10

The command conpl et ed successful ly

SET TRC_DIRECTORY

Purpose

Use the command SET TRC_DI RECTORY to set the destination directory where the
listener trace files are written. By default, the trace file are written to the $ORACLE_
HOME/ net wor k/ t r ace directory on UNIX operating systems and the ORACLE _
HOME\ net wor k\ t r ace directory on Windows.

Prerequisites
None

Password Required If One Has Been Set
No. If a password is set, then the SET PASSWORD command does not need to be

issued prior to this command.

Syntax
From the operating system:
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I'snrctl SET TRC_DI RECTORY {di rectory}

From the Listener Control utility:

LSNRCTL> SET TRC_DI RECTCRY {di rect or y}

Arguments
{ di rect ory} : Specify the directory path of the listener trace files.

Example

LSNRCTL> SET TRC_DI RECTORY /usr/oracl e/ admn

Connecting to (ADDRESS=(PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521))
LI STENER paraneter "trc_directory" set to /usr/oracle/adnin

The command conpl et ed successfully

SET TRC_FILE

Purpose

Use the command SET TRC_FI LE to set the name of the listener trace file. By
default, the trace file nameis| i stener.trc.

Prerequisites
None

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax
From the operating system:
Isnrctl SET TRC_FILE {file_nang}
From the Listener Control utility:
LSNRCTL> SET TRC_FI LE {file_nane}
Arguments

{ il e_nane}: Specify the file name of the listener trace.
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Example

LSNRCTL> SET TRC FILE list.trc

Connecting to (ADDRESS=(PROTOCOL=TCP) ( HCST=sal es- ser ver) ( PORT=1521))
LI STENER paranmeter "trc_file" set to list.trc

The command conpl et ed successful ly

SET TRC_LEVEL

Purpose
Use the command SET TRC_LEVEL to set a specific level of tracing for the listener.

Prerequisites
None

Password Required If One Has Been Set
Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.
Syntax
From the operating system:
I'snrctl SET TRC_LEVEL {/evel}
From the Listener Control utility:
LSNRCTL> SET TRC_LEVEL {/evel}
Arguments

{ I evel } : Specify one of the following trace levels:
« of f forno trace output

= user for user trace information

= admi n for administration trace information

= support for Oracle Support Services trace information

Usage Notes
This command has the same functionality as the TRACE command.
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Example

SHOW

Purpose

Prerequisites

LSNRCTL> SET TRC_LEVEL admin

Connecting to (ADDRESS=(PROTOCOL=TCP) (HOST=sal es- server) ( PORT=1521))
LI STENER paraneter "trc_|level " set to adnin

The command conpl et ed successfully

Use the command SHOWto view the current parameter values for the listener.

All of the SET parameters, except SET PASSWORD, have equivalent SHOW
parameters.

None

Password Required If One Has Been Set

Syntax

Arguments

Example

Yes. If a password is set, then issue the SET PASSWORD command prior to using
this command.

From the operating system:

I'snrctl SHOW [ paraneter]

From the Listener Control utility:

LSNRCTL> SHOW [ par anet er]

[ par anet er] : Specify a SHOWparameter to view its configuration settings.
Parameters are shown in the example output.

When you enter SET without an argument, the Listener Control utility displays a
list of all the parameters.

LSNRCTL> SHOW
The following properties are available with SHOW
An asterisk (*) denotes a nodifier or extended command:
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SPAWN

Purpose

Prerequisites

Password Required If One Has Been Set

Syntax

current_|istener

di spl aymode

i nbound_connect _ti nmeout
log_file
log_directory

| og_status

rawnode
save_config_on_stop
startup_waittine
tre_file
trc_directory
trc_leve

Note: SHOW STARTUP_WAI TTI MEis deprecated in Oracle9i and
will be desupported in a future release. If you require this
command to run the listener, please notify Oracle Support Services.

Use the command SPAWN to start a program stored on the computer on which the
listener is running, and which is listed with an alias in the | i st ener . or a file.

None

Yes. If a password is set, then issue the SET PASSWORD command prior to this

command.

From the operating system:

Isnrct] SPAWN [/istener_nane] {alias} [(argunents="argl, arg2, ...")]

From the Listener Control utility

LSNRCTL> SPAWN [ /i stener_nane] {alias} [(argunents="argl, arg2, ...")]
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Arguments

Example

START

Purpose

Prerequisites

[/'i st ener_nane]: Specify the listener name, if the default name of LI STENERis
not used.

{ al i as}: Specify the alias name of the program specified by the PROGRAM
parameter in the | i st ener. or a file.

[ (argunents="argl, arg2,...")]: Specify the arguments sent to by program
that is to be spawned.

LSNRCTL> SPAWN nstest_alias (ARGUMENTS="")

Use the command START to start the named listener.

Listener must not already be running.

Password Required If One Has Been Set

Syntax

Arguments

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

From the operating system:

I'snrctl START [/istener_nane]

From the Listener Control utility:

LSNRCTL> START [ /i stener_nane]

[/i st ener _nane]: Specify the listener name, if the default name of LI STENERis
not used.
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Usage Notes
To start a listener configured in the | i st ener . or a file with a name other than
LI STENER, include that name.
For example, if the listener name ist cp_| snr, enter:

I'snrctl START tcp_l snr

From the Listener Control utility:

LSNRCTL> START tcp_| snr

Example
LSNRCTL> START

Starting /private/dsteiner/sales/bin/tnslsnr: please wait...

TNSLSNR for Solaris: Version 9.0.1.0.0

System paraneter file is /oracle/network/admn/listener.ora

Log nessages witten to /oracle/network/log/listener.|og

Li stening on:

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) ( PORT=1521) ))

Connecting to
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521) ))
STATUS of the LI STENER

Alias LI STENER

Ver si on TNSLSNR for Solaris: Version 9.0.1.0.0
Start Date 15- NOV- 2003 18:02: 25

Upt i me 0 days 0 hr. 0 min. 0 sec

Trace Level of f

Security OFF

SNVP OFF

Li stener Paraneter File /oracle/network/adnin/listener.ora

Li stener Log File [oracl e/ network/log/listener.log

Li stening Endpoi nts Summary. ..

( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) ( PORT=1521)))
The |istener supports no services
The command conpl et ed successful ly

Listener Control Utility 1-27



Listener Control Utility Commands

STATUS

Purpose

Prerequisites

Note: You can also obtain the status of the listener through the
Oracle Enterprise Manager Console. See the Oracle Enterprise
Manager Administrator’s Guide for further information.

Use the command STATUS to display basic status information about a listener,
including a summary of listener configuration settings, listening protocol addresses,
and a summary of services registered with the listener.

None

Password Required If One Has Been Set

Syntax

Arguments

Usage Notes

Yes. If a password is set, then issue the SET PASSWORD command prior to this
command.

From the operating system:

I'snrct] STATUS [/istener_nane]

From the Listener Control utility:

LSNRCTL> STATUS [ /i stener_nane]

[/'i st ener_nane]: Specify the listener name, if the default name of LI STENERis
not used.

See Also: Oracle Net Services Administrator’s Guide or a complete
description of STATUS output

The SET DISPLAYMODE command changes the format and level of the detail of the
output.

1-28 Oracle Database Net Services Reference Guide



Listener Control Utility Commands

Example
The following example shows STATUS output in the default display mode. The
output contains:
= Listener configuration settings
« Listening endpoints summary
= Services summary, which is an abbreviated version of the SERVICES command
output
LSNRCTL> STATUS
Connecting to (DESCRI PTI ON=( ADDRESS=( PROTOCCOL=i pc) (KEY=net)))
STATUS of the LI STENER
Alias LI STENER
Ver si on TNSLSNR for Solaris: Version 10.0.0.0.0 -
Bet a
Start Date 15- JAN- 2003 12:02: 00
Upt i me 0 days 0 hr. 5 mn. 29 sec
Trace Level support
Security OFF
SNVP OFF
Listener Paranmeter File /oracle/network/adm n/listener.ora
Li stener Log File [oracl e/ network/log/listener.log
Li stener Trace File loracle/network/trace/listener.trc
Li stening Endpoi nts Summary. ..
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=i pc) ( KEY=net )))
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521)))
( DESCRI PTI ON=( ADDRESS=( PROTOCOL=t cps) (HOST=sal es- server) ( PORT=2484)))
Services Summary. ..
Service "sal esl.us.acme.com' has 1 instance(s).
I nstance "sal es", status READY, has 1 handler(s) for this service...
Service "sal es2.us. acme. com' has 1 instance(s).
I nstance "sal es", status READY, has 2 handler(s) for this service...
The command conpl et ed successful ly
STOP
Purpose

Use the command STOP to stop the named listener.
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Prerequisites

The listener must be running.

Password Required If One Has Been Set

Syntax

Arguments

Example

TRACE

Purpose

Yes. If a password is set, then issue the SET PASSWORD command prior to this
command.

From the operating system:

I'snrctl STOP [/istener_nane]

From the Listener Control utility:

LSNRCTL> STOP [ /i st ener_nang]

[/ i st ener _nane]: Specify the listener name, if the default name of LI STENERis
not used.

LSNRCTL> STCOP
Connecting to (ADDRESS=(PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521))
The command conpl et ed successfully

Use the command TRACE to turn on tracing for the listener.

Password Required If One Has Been Set

Syntax

Yes. If a password is set, then issue the SET PASSWORD command prior to this
command.

From the operating system:

I'snrctl trace {/evel}[]istener_nane]

From the Listener Control utility:
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LSNRCTL> trace {/evel} [/istener_nane]

Arguments
{ I evel } : Specify one of the following trace levels:

« of f forno trace output

= user for user trace information

= admi n for administration trace information

= support for Oracle Support Services trace information

[ /i st ener_nane] : Specify the listener name, if the default name of LI STENERis
not used.

Usage Notes
This command has the same functionality as SET TRC_LEVEL command.

Example
LSNRCTL> TRACE ADM N | snr
Connecting to (ADDRESS=(PROTOCOL=TCP) (HOST=sal es- server) ( PORT=1521))
Opened trace file: /oracle/network/trace/listener.trc
The command conpl et ed successful ly
VERSION
Purpose
Use the command VERSI ONto display the current version of Listener Control
utility.
Prerequisites
None

Password Required If One Has Been Set

No. If a password is set, then the SET PASSWORD command does not need to be
issued prior to this command.

Syntax
From the operating system:
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Arguments

Example

I'snrctl VERSION [/istener_nane]

From the Listener Control utility:

LSNRCTL> VERSI ON [/ i st ener_nane]

[ /i st ener_nane] : Specify the listener name, if the default name of LI STENERis
not used.

LSNRCTL> VERSION | i stenerl
Connecting to ADDRESS=( PROTOCOL=TCP) ( HOST=sal es- server) ( PORT=1521) )
TNSLSNR for Solaris: Version 10.0.0.0.0
TNS for Solaris: Version 10.0.0.0.0
Oracl e Bequeath NT Protocol Adapter for Solaris: Version 10.0.0.0.0
Uni x Domain Socket |1 PC NT Protocol Adaptor for Solaris: Version
10.0.0.0.0
TCP/1 P NT Protocol Adapter for Solaris: Version 10.0.0.0.0
The command conpl et ed successfully
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Oracle Connection Manager Control Utility

This chapter describes the commands and associated syntax of the Oracle
Connection Manager Control utility.

This chapter contains these topics:

= Oracle Connection Manager Control Utility Overview
« Command Modes and Syntax

=  Distributed Operations

= Oracle Connection Manager Control Utility Commands

Oracle Connection Manager Control Utility Overview

The Oracle Connection Manager Control utility enables you to administer Oracle
Connection Managers. You can use its commands to perform basic management
functions on one or more Oracle Connection Managers. Additionally, you can view
and change parameter settings.

Command Modes and Syntax
The basic syntax of the Oracle Connection Manager Control utility is as follows:

cnct! conmmand [ argunent]

You can choose between two command modes:
« Interactive:

Enter crct | at the command line to obtain the program prompt; then issue the
command:
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cnct |
CMCTL> conmmand

= One shot:
Enter the entire command from the operating system:
cnectl {command} [argunentl . . . argunentN [-c instance_nane] [-p password]
Each command issued in this way can have the name of an Oracle Connection
Manager and a password appended as arguments. If an Oracle Connection
Manager name is not provided, the default instance name is assumed. A
password is necessary only if one was set in a previous CMCTL session. Note

that an interactive session of Oracle Connection Manager requires that a
password be entered only once, at the outset, if one has been set at all.

See Also: Oracle Net Services Administrator’s Guide for an
overview of the Oracle Connection Manager processes
= Batch mode:

You can combine commands in a standard text file and then run them as a
sequence of commands. To execute in batch mode, use the following format:

cnetl @nput_file

The Oracle Connection Manager Control utility supports four types of commands:
= Initialization and termination commands such as STARTUP and SHUTDOWN
= Alter commands such as SET LOG_LEVEL and SET EVENT

« Display commands, such as SHOW STATUS and SHOW RULES

=  Gateway commands such as SHOW GATEWAYS and RESUME GATEWAYS

Note that while you can use SET commands to dynamically alter configuration
parameters, these changes only remain in effect until the Oracle Connection
Manager is shut down. You cannot save them to the crran. or a file. The one
exception is the Oracle Connection Manager password, which you can save by
issuing the command SAVE_PASSWORD.
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Distributed Operations

The Oracle Connection Manager Control utility can perform operations on a local or

a remote Oracle Connection Manager. Note, however, that an instance must be
started locally—that is, on the computer where the instance is located.

To set up one instance of Oracle Connection Manager to remotely administer
another:

1. Configure the t nsnanes. or a file on the local computer to include the remote
listening address. Assume, for instance, that the local Oracle Connection

Manager is called cmanl and that it resides on proxysvrl. Assume, too, that the

remote Oracle Connection Manager is called cman2 and that it resides on
proxysvr2. The t nsnanes. or a file on proxysvrl would be configured this
way:

CMAN2=
((ADDRESS=(PROTOCOL=tcp)(HOST=proxysvr2)(PORT=1521)))

1. Inthe cnan. or a file on the remote computer, set the value of the parameter
REMOTE_ADM Nto yes as in the following example:

CMAN2=
( CONFI GURATI ON=
( ADDRESS=( PROTOCOL=t cp) (host =pr oxysvr 2) (port=1521))
( PARAMETER LI ST=
( REMOTE_ADM N=YES) ) )

Oracle Connection Manager Control Utility Commands

ADMINISTER

Purpose

Prerequisites

This section lists and describes commands for the Oracle Connection Manager
Control utility.

Use the ADM NI STER command to choose an instance of Oracle Connection
Manager.

None.
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Syntax

Arguments

Usage Notes

From the Oracle Connection Manager Control utility:

CMCTL> ADM NI STER [-c¢ instance_nane] using [password]

[ i nst ance_nane] : Specify the instance of Oracle Connection Manager that you
would like to administer. Instances are defined in the crman. or a file.

[ passwor d] : Specify the password, if any, for this instance of Oracle Connection
Manager.

Issue ADM NI STER only in interactive mode. You cannot issue the command from
the operating system.

ADM NI STER enables you to choose an Oracle Connection Manager to administer.
To start this Oracle Connection Manager, you must issue .STARTUP

When you omit the instance name from the command, the instance administered
defaults to the local instance.

A password is required only if one was provided at install time or during a
previous session of the Oracle Connection Manager.

Example

CMCTL> ADM NI STER

Current instance is CMAN user-sun.us.oracle.com (instance not yet started).
Connections refer to

(address=(protocol =t cp) (host=user-sun. us. oracl e. con) (port=1630)).

The command conpl et ed successfully

CLOSE CONNECTIONS

Purpose

Prerequisites

Use the CLOSE CONNECTI ONS command to terminate connections, using specific
qualifiers to select connections.

Oracle Connection Manager must be running.
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Arguments

Syntax
From the operating system:

cnct| CLOSE CONNECTIONS [in state] [gt time] [fromsource] [to destination] [for
service] [using gateway_process_id] [connect_identifier_list]{-c cman_nane}{-p
passwor d}

From the Oracle Connection Manager Control utility:

CMCTL> CLOSE CONNECTIONS [in state] [gt tine] [from source] [to destination]
[for service] [using gateway process_id] [connect_identifier_|ist]

[in state]: Use one of the following values to specify the connection state:
« i dl e—Connections that are inactive in the established state

= connect i ng—Connections that are in the process of connecting

= establ i shed—Connections that are connected and are transferring data
« term nati ng—Connections that are disconnecting

If no state is specified, CLOSE CONNECTI ONS defaults to all possible states. If the
time qualifier is included under these conditions, the time specified is the amount of
time that has elapsed since a client initiated a connection.

[ gt time]: Use the following format to specify connections greater than the time
indicated:

gt[ hh: nm1] ss

[ from sour ce] : Use one of the following formats to specify the source address:
« from/P

« from host nane

- from subnet

[to destination]:Use one of the following formats to specify the destination
address:

« fromIP
« from hostnane
« from subnet

[for service]:Use the following format to request a service:
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for service _nane

[using gateway_process_i d]: Use this format to specify connections that are
proxied by the gateway process indicated.

[ connect_identifier_list]:Spacebetween multiple connection identifiers in
a list.

Usage Notes

Because the CLOSE CONNECT! ONS command aborts connections, it might generate
error messages on both client and server sides.

The | DLE state qualifier always requires a time qualifier.

Issuing CLOSE CONNECTI ONS without an argument closes all connections.

Examples

The following shuts down connections in any state. The elapsed time of the
connection must be greater than 1 hour and 30 minutes. The connection source is
the specified subnet; the destination, the specified host name.

CMCTL: CMAN_user - sun. us. oracl e. com> CLOSE CONNECTI ONS gt 1:30:00 from
206. 62.226.32/27 to host1

The following shuts down those connections proxied by gateway process O that
have been in the idle state more than 30 minutes:

CMCTL: CMAN_user - sun. us. oracl e. con> CLOSE i dl e CONNECTI ONS gt 30:00 using O
The following shuts down connections that are connected to the service

sal es. us. acne. com

CMCTL: CMAN_user - sun. us. oracl e. con> CLOSE est abl i shed CONNECTI ONS f or
sal es. us. acne. com

EXIT

Purpose
Use the EXI T command to exit from the Oracle Connection Manager Control utility.

Prerequisites
None

2-6 Oracle Database Net Services Reference Guide



Oracle Connection Manager Control Utility Commands

Syntax

Usage Notes

HELP

Purpose

Syntax

Arguments

From the operating system:

cnctl EXIT {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> EXIT

This command is identical to the QUIT command.

Example
CMCTL: CMAN_user - sun. us. oracl e. con> EXIT

Use the HELP command to provide a list of all commands for the Oracle Connection
Manager Control utility or to provide help with the syntax of a particular
command.

Prerequisites
None

From the operating system:

cnctl HELP [ command] {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> HELP [ command]

[ conmand] : Specify a HELP command. Commands are shown in the following
example output.

When you enter a command as an argument to HELP, the Oracle Connection
Manager Control utility displays information about how to use the command.
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When you enter HELP without an argument, the Oracle Connection Manager
Control utility displays a list of all the commands.

Example

CMCTL: CMAN_user - sun. us. or acl e. con> HELP

The fol | owing operations are available

An asterisk (*) denotes a nodifier or extended command:

adm ni ster cl ose* exit rel oad
resune* save_password  set* show*
shut down sl eep startup suspend*

show_versi on qui t

QUIT

Purpose

Use the QUI T command to exit the Oracle Connection Manager Control utility and
return to the operating system prompt.

Prerequisites
None

Syntax
From the operating system:

cnctl QUIT

From the Oracle Connection Manager Control utility:

CMCTL> QUI T

Usage Notes
This command is identical to the command.EXIT

Example
CMCTL: CMAN_user - sun. us. oracl e.con> QUI T
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RELOAD

Purpose

Prerequisites

Syntax

Usage Notes

Use the RELOAD command to dynamically reread parameters and rules.

Oracle Connection Manager must be running.

From the operating system:

cnctl RELOAD {-c instance_nane}{-p passwor d}

From the Oracle Connection Manager Control utility:

CMCTL> RELOAD

Configuration information modified using the command applies only to new
connections. Existing connections are unaffected. SETRELOAD, on the other hand,
restores configurations set in cman. or a, thereby overriding the SET command.

REL OAD reregisters gateways with the Oracle Connection Manager listener, in the
course of which some new connections might be refused.

Example
CMCTL: CMAN_user - sun. us. or acl e. con> RELOAD
The command conpl et ed successful ly
RESUME GATEWAYS
Purpose

Prerequisites

Use the RESUVE GATEWAYS command to resume gateway processes that have been
suspended.

Oracle Connection Manager must be running.
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Syntax
From the operating system:
cnct|l RESUME GATEWAYS [ gat eway_process_i d] { cman_nane}{-p passwor d}
From the Oracle Connection Manager Control utility:
CMCTL> RESUME GATEWAYS [ gateway_process_id]
Arguments

[ gat eway_process_i d] : Specify one or more gateway processes to reopen.
Space once between entries to specify multiple gateway processes.

Usage Notes

Issuing RESUME GATEWAYS without an argument reopens all gateway processes
that have been closed.

Example

CMCTL: CMAN_user - sun. us. oracl e. con> RESUME GATEWAYS 1
The command conpl et ed successfully

SAVE_PASSWORD

Purpose

Use the SAVE_PASSWORD command to save the current password to crman. or a, the
configuration file for Oracle Connection Manager.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:

cnctl SAVE_PASSWORD {-c¢ instance_nanme}{-p passwor d}

From the Oracle Connection Manager Control utility:

CMCTL> SAVE_PASSWORD
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Usage Notes

If you execute this command, the next session of Oracle Connection Manager will
start with this password intact.

Example
CMCTL> SAVE_PASSWORD

SET

Purpose

Use the SET command to display a list of parameters that can be modified using
this command.

Prerequisites

None
Syntax
From the operating system:
cnetl SET
From the Oracle Connection Manager Control utility:
CMCTL> SET
Example

CMCTL: CMAN_user - sun. us. oracl e. con> SET
The fol I owing operations are available after set
An asterisk (*) denotes a nodifier or extended command:

aso_authentication_filter out bound_connect _ti meout
connection_statistics password

event session_timeout
idle_tinmeout trace_directory

i nbound_connect _ti nmeout trace_| evel

log_directory

| og_l evel
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SET ASO_AUTHENTICATION_FILTER

Purpose

Prerequisites

Syntax

Arguments

Example

Use the SET ASO AUTHENTI CATI ON_FI LTER command to indicate whether the
client must use Oracle Advanced Security to authenticate.

Oracle Connection Manager must be running.

From the operating system:

cnct| SET ASO_AUTHENTI CATI ON_FILTER {on | off}{-c instance_name}{-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SET ASO AUTHENTI CATI ON_FILTER {on | off}

[ on] : Specify to reject connections that are not using Secure Network Service (SNS)
to perform client authentication. SNS is part of Oracle Advanced Security.

[ of f] (default): Specify so that no authentication is required for client connections.

CMCTL: CMAN_user - sun. us. oracl e. con> set aso_aut hentication_filter ON
CMAN_user - sun. us. or acl e. com paraneter aso_authentication_filter set to ON
The command conpl et ed successfully

SET CONNECTION_STATISTICS

Purpose

Prerequisites

Syntax

Use the SET CONNECTI ON_STATI STI CS command to specify whether gateway
processes collect connection statistics.

Oracle Connection Manager must be running.

From the operating system:
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cnct| SET CONNECTI ON_STATI STICS {yes | no}{-c instance_nane}{-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SET CONNECTI ON_STATI STICS {yes | no}

Arguments
[ yes] : Specify to have gateway processes collect connection statistics

[ no] : (Default) Specify that gateway processes not collect connection statistics

Usage Notes

If SET CONNECTI ON_STATI STI CSis set to yes, you can obtain statistics by
issuing the command SHOW CONNECTIONS.

Example
CMCTL: CMAN_user - sun. us. oracl e. con> set connection_statistics ON
CMAN_user -sun. us. oracl e. com paraneter connection_statistics set to ON
The command conpl et ed successful ly
SET EVENT
Purpose
Use the SET EVENT command to log information for a particular event.
Syntax
From the operating system:
cnct| SET EVENT event_group [-c instance_nane][-p password]
From the Oracle Connection Manager Control utility:
CMCTL> SET EVENT event_group {on | off}
Arguments

[ event _group] : Specify one of the following event groups:
« init_and_ter m—initialization and termination
= NMEenory_ops—memory operations

= conn_hdl g—connection handling
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Usage Notes

Example

= proc_mgnt —process management

= reg_and_| oad—Registration and load update

= wake_up—events related to CMADMIN wakeup queue
= timer—gateway timeouts

« cnmd_proc—command processing

« rel ay—events associated with connection control blocks

[on | of f]:Specify whether to turn an event group on or off.

The SET EVENT command accepts only one argument. To log multiple events, you
must reissue the command.

CMCTL: CMAN_user - sun. us. oracl e. con> set event nmenory_ops on

show connections [detail | count] {[in <state>][gt <[[hh:]mm]ss>][from
<source>][to <destination>][for <service>][using <gw.id>]} | [<id_list>] - Shows
statistics of selected connections

The command conpl et ed successfully

SET IDLE_TIMEOUT

Purpose

Prerequisites

Syntax

Use the SET | DLE_TI MEQUT command to specify the amount of time a client can
be idle without transmitting data.

Oracle Connection Manager must be running.

From the operating system:

cnctl SET IDLE_TIMEQUT [tine] {-c instance_nanme} {-p password}

From the From the Oracle Connection Manager Control utility:

CMCTL> SET | DLE_TI MEQUT [ ti ne]
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Arguments

Example

[ t i ne] : Specify the idle timeout in seconds. The default is 0, which disables this
feature.

CMCTL: CMAN_user - sun. us. oracl e. con> SET | DLE_TI MEQUT 30
CMAN_user -sun. us. oracl e.com paraneter idle_tinmeout set to 30
The command conpl et ed successful ly

SET INBOUND_CONNECT_TIMEOUT

Purpose

Prerequisites

Syntax

Arguments

Example

Use the SET | NBOUND_CONNECT_TI MEQUT command to specify the maximum
amount of time the Oracle Connection Manager listener will wait for a valid
connection request from the client before timing out.

Oracle Connection Manager must be running.

From the operating system:

cnct! SET | NBOUND_CONNECT_TI MEQUT {tine} {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SET | NBOUND_CONNECT_TI MEQUT { i nme}

[ ti me] : Specify the inbound connect timeout in seconds. The default is O, which
disables this feature.

CMCTL: CMAN_user - sun. us. oracl e. con> SET | NBOUND_CONNECT_TI MEQUT 30
CMAN_user -sun. us. or acl e. com paraneter inbound_connect _ti neout set to 30
The command conpl et ed successful ly
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SET LOG_DIRECTORY

Purpose

Use the SET LOG_DI RECTORY command to designate where the log files for an
Oracle Connection Manager are written.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:
cnctl SET LOG_DI RECTORY {directory_path} {-c instance_nane} {-p password}
From the Oracle Connection Manager Control utility:
CMCTL> SET LOG DI RECTCRY {directory_pat h}
Arguments

[ di rectory_pat h] : Specify to indicate the location of the log directory. The
default path is as follows:

«  UNIX:
$ORACLE_HOVE/ net wor k/ 1 og directory

«  Windows 2000/NT:
ORACLE_HOME\ net wor k\ | og di rectory

Usage Notes
Issue the SHOW PARAMETERS command to determine the location of the log files.

Example

CMCTL: CMAN_user - sun. us. oracl e. con> SET LOG DI RECTORY /ade/ user _cnman_
test/oracl e/ network/adm n

CMAN_user-sun. us. oracle.com paraneter |og_directory set to /ade/user
_cman_test/oracl e/ network/ admi n

The command conpl et ed successfully
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SET LOG_LEVEL

Purpose

Use the SET LOG_LEVEL command to set the log level for an Oracle Connection
Manager.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:
cnctl SET LOG LEVEL {level} {-c instance_nane} {-p password}
From the Oracle Connection Manager Control utility:
CMCTL> SET LOG LEVEL {l evel}
Arguments

[ / evel] : Specify one of the following log levels:
= of f fornologging

= user for user log information

= admi n for administrative log information

= support (default) for Oracle Support Services log information

Usage Notes

Choose of f to capture a minimum amount of log information. Choose support to
capture a maximum amount.

Example

CMCTL: CMAN_user - sun. us. oracl e. con> SET LOG_LEVEL SUPPORT
CMAN_user -sun. us. or acl e. com paranmeter |og_| evel set to support
The command conpl et ed successful ly
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SET OUTBOUND_CONNECT_TIMEOUT

Example

Use the SET OUTBOUND_CONNECT_TI MEQUT command to specify the maximum
amount of time the Oracle Connection Manager instance will wait for a valid
connection with the server before timing out.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:
cnct! SET OUTBOUND CONNECT _TI MEQUT {tine} {-c instance_nane} {-p password}
From the From the Oracle Connection Manager Control utility:
CMCTL> SET QUTBOUND_CONNECT _TI MEQUT {ti ne}
Arguments
[ t i ne] : Specify the outbound connect timeout in seconds. The default is 0.
Example
CMCTL: CMAN_user - sun. us. oracl e. con> SET OUTBOUND_CONNECT _TI MEQUT 30
CMAN_user - sun. us. oracl e. com paraneter outbound_connect _timeout set to 30
The command conpl et ed successfully
SET PASSWORD
Purpose

Use the SET PASSWORD command to assign a password to the Oracle Connection
Manager instance.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:

cnctl SET PASSWORD
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Arguments

Usage Notes

Example

From the Oracle Connection Manager Control utility:

CMCTL> SET PASSWORD

None.

This command may be used either to set a password for the first time or to change
an existing one.

This command does not save the password to crman. or a. As a result the password
is valid only for the current session. To save the password once you have set it,
execute the SAVE_PASSWORD command.

CMCTL: CMAN_user - sun. us. oracl e. con> SET PASSWORD
Enter O d password:

Ent er New password:

Reenter New passwor d:

The command conpl et ed successful ly

SET SESSION_TIMEOUT

Purpose

Prerequisites

Syntax

Use the SET SESSI ON_TI MEQUT command to specify the maximum amount of
time for a session of Oracle Connection Manager.

Oracle Connection Manager must be running.

From the operating system:

cnct! SET SESSION_TIMEOUT {tine} {-c instance_name} {-p password}

From the Oracle Connection Manager Control utility:
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CMCTL> SET SESSI ON_TI MEOUT {ti e}

Arguments
{ t i me} : Specify the session timeout in seconds. The default is 0, which disables
this feature.

Example

CMCTL: CMAN_user - sun. us. oracl e. com> SET SESSI ON_TI MEQUT 60
CMAN_user - sun. us. oracl e. com paraneter session_tinmeout set to 60
The command conpl et ed successfully

SET TRACE_DIRECTORY

Purpose

Use the SET TRACE_DI RECTORY command to designate where the trace files for
an Oracle Connection Manager are written.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:
cnct| SET TRACE DI RECTORY {directory path} {-c instance_name} {-p password}
From the Oracle Connection Manager Control utility:
CMCTL> SET TRACE_DI RECTORY {directory_pat h}
Arguments

{directory_pat h}: Specify to indicate the location of the trace directory. The
default path is as follows:

« UNIX:
$ORACLE_HOVE/ net wor k/ t race

«  Windows 2000/NT:
ORACLE_HOME\ net work\trace
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Usage Notes

Example

Issue the SHOW PARAMETERS command to determine the location of the trace
files.

CMCTL: crman1>SET TRACE_DI RECTORY / ade/ npur ayat _newt est/oracl e/ network/trace
cmanl paraneter trace_directory set to /ade/ npurayat _newtest/oracl e/ network
/trace

The command conpl et ed successful ly

SET TRACE_LEVEL

Purpose

Prerequisites

Syntax

Arguments

Usage Notes

Use the SET TRACE_LEVEL command to set the trace level for an Oracle
Connection Manager.

Oracle Connection Manager must be running.

From the operating system:

cnctl SET TRACE_LEVEL {level} {-c instance_nanme} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SET TRACE_LEVEL {level }

{ I evel } : Specify one of the following log levels:
« of f (default) for no tracing

= user for user trace information

= adm n for administrative trace information

= support for Oracle Support Services trace information

Choose of f to capture a minimum amount of trace information. Choose suppor t
to capture a maximum amount.
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Example

SHOW

Purpose

Prerequisites

Syntax

Example

Issue the SHOW PARAMETERS command to determine the current trace level.

CMCTL: CMAN_user - sun. us. oracl e. com> SET TRACE_LEVEL SUPPORT
CMAN_user-sun. us. oracl e.com paraneter trace_|level set to user
The command conpl et ed successfully

Use the SHOWcommand to display a list of parameters that may be used as
arguments for this command. Entering one of these parameters with the command
displays the parameter value or values.

None

From the operating system:

cnctl SHOW {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SHOW

CMCTL: CMAN_user - sun. us. or acl e. con> SHOW
The fol | owing operations are available after show
An asterisk (*) denotes a nodifier or extended command:

all gat eways status
connections par amet er s version
defaul ts rul es

events services
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SHOW ALL

Purpose

Use the SHOW ALL command to combine and display output from the SHON
PARAMETERS and SHOW RULES commands.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:
cnctl SHOWALL {-c instance_nane} {-p password}
From the Oracle Connection Manager Control utility:
CMCTL> SHOW ALL

Example

CMCTL: CMAN_user - sun. us. oracl e. con> SHOW ALL
|i stener_address |
(address=(protocol =t cp) (host =user-sun. us. oracl e. con) (port=1630))

aso_authentication_filter OFF

connection_statistics OFF

event _group OFF

log_directory / ade/ user _cman_t est/oracl e/ net work/ | og/
I og_l evel SUPPORT

max_connections 256

idle_tinmeout 0

i nbound_connect _ti nmeout 0

session_timeout 0

|

|

|

|

|

|

|

|

|
out bound_connect _ti meout | 0
max_gat eway_processes | 16
m n_gat eway_processes | 2
max_cnctl _sessions | 4

|

|

|

|

|

|

|

password OFF
remote_admin OFF
trace_directory | ade/ user _cman_test/oracl e/ network/trace/
trace_l evel OFF
trace_timestanp OFF
trace_filelen 0
trace_fileno 0

(rule_list=
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(rule=
(src=*)

(dst=*)

(srv=*)

(act =accept)
)

)

The command conpl et ed successfully

SHOW CONNECTIONS

Purpose

Prerequisites

Syntax

Arguments

Use the SHOW CONNECTI ONS command to display information about specific
connections or all connections.

Oracle Connection Manager must be running.

From the operating system:

cnct! SHOWN CONNECTIONS [information] [in state] [gt tinme] [from source] [to
destination] [for service] [using gateway process_id] [connect_identifier_list]
{-c instance_nane}{-p passwor d}

From the Oracle Connection Manager Control utility:

CMCTL> SHOW CONNECTIONS [information][in state] [gt tine] [from source] [to
destination] [for service] [using gateway process_id] [connect_identifier_list]

[ i nformat i on] : Use one of the following two values to display information about
connections. Information categories include connection ID, source, destination,
service, current state, total idle time, and total elapsed time.

= count: (default) Displays the total number of connections that meet the criteria
specified by the other qualifiers.

« detail : Displays all information about connections specified by the other
qualifiers.

[in state]: Use one of the following values to specify the connection state:
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Usage Notes

« i dl e—Connections that are inactive in the established state

= connect i ng—Connections that are in the process of connecting

« establ i shed—Connections that are connected and are transferring data
« term nati ng—Connections that are disconnecting

If no state is specified, SHOW CONNECTI ONS defaults to all possible states. If the
time qualifier is included under these conditions, the time specified is the amount of
time that has elapsed since a client initiated a connection.

[ gt time]: Use the following format to specify connections greater than the time
indicated:

gt[ hh: nm] ss

[ from sour ce] : Use one of the following formats to specify the source address:
« from/P

« from host nane

- from subnet

[to destination]:Use one of the following formats to specify the destination
address:

« from/P

« from host nane

« from subnet

[for service]:Use the following format to request a service:
for service _nane

[using gateway_process_i d]: Use this format to specify connections that are
proxied by the gateway process indicated

usi ng gat eway_process_i d

[ connect_identifier_list]:Spacebetween multiple connection identifiers in
a list

Connections are sorted by gateway process ID and connection identifier, in
ascending order.
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Issuing SHOW CONNECT! ONS without an argument displays all connections.

Examples

The following displays a detailed description of connections in any state. The
elapsed time of the connection must be greater than 1 hour and 30 minutes. The
connection source is the specified subnet, and the destination the specified host
name.

CMCTL> SHOW CONNECTI ONS gt 1:30: 00 from 206. 62.226. 32/ 27 to host1

The following displays the number of connections proxied by cman 0 that have
been in the idle state more than 30 minutes:

CMCTL> SHOW i dl e CONNECTI ONS count gt 30:00 using O

The following displays a detailed description of connections that are connected to
the service sal es. us. acne. com

CMCTL> SHOW est abl i shed CONNECTI ONS detail for sales.us.acnme.com

SHOW DEFAULTS

Purpose
Use the SHOW DEFAULTS command to display default parameter settings.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:
cnct| SHOW DEFAULTS {-c instance_name} {-p password}
From the Oracle Connection Manager Control utility:
CMCTL> SHOW DEFAULTS

Example

CMCTL: CMAN_user - sun. us. or acl e. con> SHOW DEFAULTS

|i stener_address |

( ADDRESS=( PROTOCOL=TCP) ( HOST=user - sun. us. or acl e. con) (PORT=1521))
aso_authentication_filter | OFF
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connection_statistics
event _group
log_directory

log_leve
max_connections

i dl e_tineout

i nbound_connect _ti meout
session_timeout

out bound_connect _ti meout
max_gat eway_processes
m n_gat eway_processes
max_cnct| _sessions
password

remote_adnmn
trace_directory

trace_| eve
trace_timestanp
trace_filelen
trace_fileno

OFF
OFF
[ ade/ user _cman_t est/oracl e/ network/ 1 og/
SUPPORT
256
0
0
0

OFF

[ ade/ user _cman_t est/oracl e/ network/trace/
OFF
OFF

0

|
|
|
|
|
|
|
|
| 0
| 16
| 2
| 4
|
|
|
|
|
|
| 0

The command conpl et ed successful ly

SHOW EVENTS

Purpose

Prerequisites

Syntax

Example

Use the SHOW EVENTS command to display the events that are in operation.

Oracle Connection Manager must be running.

From the operating system:

cnct! SHOWEVENTS {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SHOW EVENTS

CMCTL: CMAN_user - sun. us. or acl e. con> SHOW EVENTS

Event G oups:
MENDry_ops
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The command conpl et ed successfully

SHOW GATEWAYS

Purpose

Prerequisites

Syntax

Arguments

Usage Notes

Example

Use the SHOW GATEWAYS command to display the current status of a specific
gateway process or processes. Statistics displayed include number of active
connections, number of peak active connections, total number of connections
handled, and number of connections refused.

Oracle Connection Manager must be running.

From the operating system:

cnct| SHOW GATEWAYS [  gateway] {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SHOW GATEWAYS [  gat enay]

[ gat eway] : Enter the ID of the gateway or gateways whose status you want to
display

Issuing SHOW GATEWAYS without an argument displays the status of all gateway
processes.

If you want to display multiple gateways, use a space to separate the ID numbers
when entering the command.

CMCTL: CMAN_user - sun. us. or acl e. con> SHOWN GATEWAYS 1
CGateway 1D 1

CGat eway state READY

Number of active connections 0

Peak active connections 0

Total connections 0

Total connections refused 0
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The command conpl et ed successful ly

SHOW PARAMETERS

Purpose

Prerequisites

Syntax

Usage Notes

Example

Use the SHOW PARAMETERS command to display current parameter settings for an
instance.

Oracle Connection Manager must be running.

From the operating system:

cnct| SHOW PARAMETERS {-c¢ instance_nane} {-p passwor d}

From the Oracle Connection Manager Control utility:

CMCTL> SHOW PARAMETERS

Several configuration parameters can be dynamically modified using the SET
command; therefore, the information that SHOW PARAMETERS displays might be
different from what appears in the crman. or a file.

CMCTL: CMAN_user - sun. us. or acl e. con> SHON PARAMETERS
|'i stener_address |
(address=(protocol =t cp) (host =user-sun. us. oracl e. con) (port=1630))

aso_authentication_filter | N

connection_statistics | N

event _group | (menory_ops)

| og_directory | /ade/user_cman_test/oracl e/ network/ | og/
I og_l evel | SUPPORT

max_connections 256

idle_timeout 0

i nbound_connect _ti nmeout 0

out bound_connect _ti meout
max_gat eway_processes

|
|
|
session_timeout | 0
|
|
m n_gat eway_processes |
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max_cnctl _sessions 4
password OFF
remote_admn OFF

|

|

|
trace_directory | /ade/user_cnan_test/oracl e/ network/trace/
trace_l evel | SUPPORT

|

|

|

trace_timestanp OFF
trace_filelen 0
trace_fileno 0

The conmmand conpl et ed successfully

SHOW RULES

Purpose

Use the SHOW RULES command to display the access control list currently used by
the instance.

Prerequisites
Oracle Connection Manager must be running.

Syntax
From the operating system:

cnctl SHOW RULES {-c instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SHOW RULES

Usage Notes
You can update the rules list by issuing the RELOAD command.

Example

CMCTL: CMAN_user - sun. us. or acl e. com> SHOW RULES
Nurmber of filtering rules currently in effect: 4
(rule_list=
(rule=
(src=usunnael2)
dst =usunnael3)
Srv=r)
act=accept)
action_|ist=(mt=120) (nct=1800) (conn_stat s=on) (aut=off))

—_— e~ —~ —
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(rule=

(src=usunnael2)
(dst=usunnael4)
(srv=service2)
(act=accept)

(rule=

(src=*)

(dst=usunnaelb)

(srv=*)

(act=accept)

(action_list=(mt=120)(nct=3000) (nmoct=200) (aut=on))

(src=*)

dst =usunnael6)

Srv=*)

act=reject)
action_list=(noct=20)(aut=on))

(rule=

(src=user-sun. us. oracl e. com
dst =user -sun. us. or acl e. con
srv=cnon)

act =accept)

(
E
(action_list=(mt=100) (nct=1130) (noct=200) (aut=on))

SHOW SERVICES

Purpose

Prerequisites

Use the SHOW SERVI CES command to display comprehensive information about
the Oracle Connection Manager instance. The information displayed includes
number of handlers for gateway and CMADMIN processes, listening ports of
handlers, and number of connections—refused and current.

Oracle Connection Manager must be running.
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Syntax
From the operating system:
cnctl SHOW SERVI CES {-c¢ instance_name} {-p password}
From the Oracle Connection Manager Control utility:
CMCTL> SHOW SERVI CES
Example
CMCTL: CMAN_user - sun. us. or acl e. con> SHOW SERVI CES
Services Summary. ..
Proxy service "cmgw' has 1 instance(s).
I nstance "cman", status READY, has 2 handler(s) for this service...
Handl er (s):
"cmgw001" established: 0 refused: 0 current:0 nmax: 256 state:ready
<machi ne: user-sun, pid: 29190>
( ADDRESS=( PROTOCOL=t cp) ( HOST=user - sun) ( PORT=33175) )
"cmyw000" established: 0 refused: 0 current:0 nax: 256 state:ready
<machi ne: user-sun, pid: 29188>
( ADDRESS=( PROTOCOL=t cp) ( HOST=user - sun) ( PORT=33174) )
Service "cnon" has 1 instance(s).
I nstance "cman", status READY, has 1 handler(s) for this service...
Handl er (s):
"crmon" established: 0 refused:0 current:0 max: 4 state:ready
<machi ne: user-sun, pid: 29184>
( ADDRESS=( PROTOCOL=t cp) ( HOST=user - sun) ( PORT=33168) )
The command conpl et ed successfully
SHOW STATUS
Purpose

Prerequisites

Syntax

Use the SHOW STATUS command to display basic information about the instance,
including version, start time, and current statistics.

Oracle Connection Manager must be running.

From the operating system:

cnctl  SHOW STATUS
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From the Oracle Connection Manager Control utility:

CMCTL> SHOW STATUS

Example
CMCTL: CMAN_user - sun. us. or acl e. com> SHOWN STATUS
Status of the Instance
I nstance nane CMAN_user - sun. us. oracl e. com
Ver si on CWMAN for Solaris: Version 10.1.0.0.0 - Beta
Start date 20- JAN- 2003 14:50: 35
Upt i me 0 days 1 hr. 25 min. 24 sec
Num of gateways started 2
Average Load |evel 0
Log Level SUPPORT
Trace Level OFF
Instance Config file [ ade/ user _cman_t est/ oracl e/ net wor k/ admi n/ cman. or a
Instance Log directory [ ade/ user _cman_t est/ oracl e/ net wor k/ | og/
Instance Trace directory /ade/user_cman_test/oracle/network/trace/
The command conpl et ed successful ly
SHOW VERSION
Purpose

Prerequisites

Syntax

Examples

Use the SHOW VERS| ON command to display the current version and name of the
Oracle Connection Manager Control utility.

None

From the operating system:

cnctl SHOW VERSI ON {-c instance_nane} {-p password}
From the Oracle Connection Manager Control utility:

CMCTL> SHOW VERSI ON

CMCTL: CMAN_user - sun. us. or acl e. con> SHOWN VERSI ON
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SHUTDOWN

Purpose

Prerequisites

Syntax

Arguments

Usage Notes

Example

CWMAN for Solaris: Version 10.1.0.0.0 - Beta
The command conpl et ed successfully

Use the SHUTDOWN command to shut down specific gateway processes or the entire
Oracle Connection Manager instance.

Oracle Connection Manager must be running.

From the operating system:

cnctl SHUTDOMN [ gat eways { gat eway}] [normal | abort] {-c instance_nane} {-p
passwor d}

From the Oracle Connection Manager Control utility:

CMCTL> SHUTDOWN [ gat eways {gateway}] [normal | abort]

[ nor mal ] : (default): Specify to reject new connections and terminate after existing
connections close.

[ abor t ] : Specify to shut down Oracle Connection Manager immediately, closing
down all open connections.

[ gat eways] : Specify to shut down a specific gateways.

You can specify more than one gateway by inserting a space between them in the
command line.

Issuing SHUTDOWN without an argument shuts down all gateways.

CMCTL: CMAN_user - sun. us. or acl e. con> SHUTDOAN GATEWAYS 0
The command conpl et ed successfully

2-34 Oracle Database Net Services Reference Guide



Oracle Connection Manager Control Utility Commands

STARTUP

Purpose

Prerequisites

Syntax

Usage Notes

Example

Use the STARTUP command to start an Oracle Connection Manager.

An Oracle Connection Manager configured with the same protocol address must
not be running.

From the operating system:

cnctl STARTUP {-c¢ instance_nane} {-p password}

From the Oracle Connection Manager Control utility:

CMCTL> STARTUP

Before issuing this command, you must issue the ADMINISTER command to
choose an instance to start.

Issuing this command starts all three instance components—the |istener, CMADM N,
and the gateway processes. The command fails if any one of these conponents is
al ready runni ng.

CMCTL: CMAN_user - sun. us. or acl e. con> STARTUP

Starting CMAN instance: CMAN_ user-sun.us.oracle.com please wait...
TNS-04090: *** CMCTL WARNING: No password set in the CMAN i nstance ***
CWMAN for Solaris: Version 10.1.0.0.0 - Beta

Status of the Instance

I nstance nane CMAN_user - sun. us. oracl e. com

Ver si on CWAN for Solaris: Version 10.1.0.0.0 - Beta

Start date 20- JAN- 2003 19: 04: 25

Upti me 0 days 0 hr. 0 min. 3 sec

Num of gateways started 2

Average Load |evel 0

Log Level SUPPORT

Trace Level OFF

Instance Config file [ ade/ user _cman_t est/ oracl e/ net wor k/ admi n/ cman. or a
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Instance Log directory [ ade/ user _cman_t est/ oracl e/ net wor k/ | og/
Instance Trace directory /ade/user_cman_test/oracle/network/trace/
The command conpl et ed successfully

SUSPEND GATEWAY

Purpose

Prerequisites

Syntax

Arguments

Usage Notes

Example

Use the SUSPEND GATEWAY command to choose gateway processes that will no
longer accept new client connections.

Oracle Connection Manager must be running.

From the operating system:

cnct! SUSPEND GATEWAY [ gateway_process_idl{-c instance_nane}{-p password}

From the Oracle Connection Manager Control utility:

CMCTL> SUSPEND GATEWAY [ gateway_process_i d]

[ gat eway_process_i d] : Specify the gateway process that will no longer accept
new connections. Specify multiple gateway processes by spacing once between
entries.

Issuing SUSPEND GATEWAY without an argument suspends all gateway processes.

Use the RESUME GATEWAYS command to enable gateway processes to accept new
connections.

CMCTL: CMAN_user - sun. us. oracl e. con> SUSPEND GATEWAY 1
The command conpl et ed successfully
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Configuration Parameters

Part II describes how to configure listening protocol addresses and Oracle Net
Services configuration parameters.

This part contains the following chapters:

= Chapter 3, "Syntax Rules for Configuration Files"

= Chapter 4, "Protocol Address Configuration"

= Chapter 5, "Profile Parameters (sqlnet.ora)"

= Chapter 6, "Local Naming Parameters (tnsnames.ora)"

= Chapter 7, "Listener Parameters (listener.ora)"

= Chapter 8, "Oracle Connection Manager Parameters (cman.ora)"

= Chapter 9, "Directory Usage Parameters (ldap.ora)"






3

Syntax Rules for Configuration Files

This chapter describes the syntax rules for Oracle Net Services configuration files.
This chapter contains these topics:

= Configuration File Syntax Overview

= Further Syntax Rules for Configuration Files

= Network Character Set

= Character Set

Configuration File Syntax Overview

The Oracle Net Services configuration files consist of parameters which include
keyword-value pairs. Keyword-value pairs are surrounded by parentheses:

par anet er =( keywor d=val ue)

Some keywords have other keyword-value pairs as their values:

(keywor d=
( keywor d=val ue)
( keywor d=val ue))

For example, the address portion of a local naming configuration file
(t nsnames. or a) might include the following lines:

( ADDRESS=
( PROTOCOL=t cp)
(HOST=sal es-server)
(PORT=1521))
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Set up configuration files so that indentation reflects what keyword is the parent or
owner of other keyword-value pairs.

Even if you do not choose to indent your files in this way, you must indent a
wrapped line by at least one space, or it will be misread as a new parameter. The
following layout is acceptable:

( ADDRESS=( PROTOCOL=t cp)

(HOST=sal es-server) (PORT=1521))

The following layout is not acceptable:

( ADDRESS=( PROTCCOL=t cp)
(HOST=sal es-server) (PORT=1521))

Further Syntax Rules for Configuration Files

The following rules apply to the syntax of configuration files:

Any keyword in a configuration file that begins a parameter that includes one
or more keyword-value pairs must be in the far left column of a line. If it is
indented by one or more spaces, it is interpreted as a continuation of the
previous line.

All characters must belong to the network character set

See Also: "Network Character Set" on page 3-3

Keywords are not case sensitive. Values may be case sensitive, depending on
the operating system and protocol.

Spaces around the "=" sign are optional in keyword-value pairs.

There is a hierarchy of keywords in that some keywords are always followed by
others. At any level of the hierarchy, keywords can be listed in any order. For
example, the following entries are equally valid:

( ADDRESS=
( PROTOCOL=TCP)
(HOST=sal es-server)
(PORT=1521))

( ADDRESS=
( PROTOCOL=t cp)
(PORT=1521)
(HOST=sal es-server))
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= Keywords cannot contain spaces. Values must not contain spaces unless
enclosed within double quotes (") or single quotes (' ).

=  The maximum length of a connect descriptor is 4 KB

« Comments can be included using the pound sign # at the beginning of a line.
Anything following the sign to the end of the line is considered a comment.

= If the keyword-value pair consists of a single word or a concatenation of words
on either side of the equal sign, no parentheses are needed.

Network Character Set

The network character set for keyword values consists of the following characters.
Connect descriptors must be made up of single-byte characters.

A-Z a-z
0-9
() <>1)\

$+*# & %? @

Within this character set, the following symbols are reserved:
()= "

Reserved symbols are used as delimiters, not as part of a keyword or a value unless
the keyword or value is quoted. Either single or double quotes can be used to
enclose a value containing reserved symbols. To include a quote within a value that
is surrounded by quotes, use different quote types. The backslash (\ ) is used as an
escape character.

The following characters may be used within a connect descriptor, but not in a
keyword or value:

<Space> <Tab> <Carriage Return> <Newline>

Character Set

The listener name and net service name are limited to the following character set:

[a...z] [A..Z] [0...9]
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The first character must be an alphabetical character. In general, up to 64 characters
is acceptable. A database service name must match the global database name
defined by the database administrator, which consists of a database name
(originally limited to eight characters), and the database domain. Net service names
and global database names are not case sensitive.
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4

Protocol Address Configuration

A network object is identified by a protocol address. When a connection is made,
the client and the receiver of the request (listener or Oracle Connection Manager)
are configured with identical protocol addresses.

The client uses this address to send the connection request to a particular network
object location, and the recipient "listens" for requests on this address, and grants a
connection based on its address information matching the client information.

This chapter contains these topics:

« ADDRESSes and ADDRESS_LISTs
«  Protocol Parameters

« Recommended Port Numbers

«  Port Number Limitations

ADDRESSes and ADDRESS_LISTs

Protocol address are comprised of ADDRESS and ADDRESS_LIST elements.

ADDRESS

Purpose
The ADDRESS parameter defines a protocol address.

Embed this parameter under an ADDRESS_LI ST or DESCRI PTI ON parameter. A
DESCRI PTI ONis used inat nsnames. oraoral i st ener. or afile.
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Protocol Parameters

See Also: "Protocol Parameters" on page 4-2 for each protocol’s
required parameters

Example
( ADDRESS=
( PROTOCOL=t cp)
(HOST=sal es- server)
(PORT=1521))

ADDRESS_LIST

Purpose
The ADDRESS_LI ST parameter defines a list of protocol addresses that share
common characteristics.
Example
( ADDRESS_LI ST=
(LOAD_BALANCE=0n)
( ADDRESS=

( PROTOCOL=t cp)
(HOST=sal es-server)
(PORT=1521))

( ADDRESS=
( PROTOCOL=t cp)
(HOST=hr - server)
(PORT=1521)))

( ADDRESS_LI ST=

( ADDRESS=
( PROTOCOL=t cp)
(HOST=f i nance- server)
(PORT=1521)))

Protocol Parameters

The listener and Oracle Connection Manager are identified by protocol addresses.
Table 4-1, " Protocol-Specific Parameters" describes the parameters used by the
Oracle protocol support.
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Table 4-1 Protocol-Specific Parameters

Protocol Parameter Description
IPC PROTOCOL Specify i pc as the value.

KEY Specify a unique name for the service. Oracle Corporation recommends
using the service name or the Oracle System Identifier (SID) of the
service.

Example:
(PROTOCOL=i pc) (KEY=sal es)
Named Pipes PROTOCOL Specify nnp as the value.

SERVER Specify the name of the Oracle server computer.

Pl PE Specify the pipe name you used to connect to the database server (the
same Pl PE keyword you specified on server with Named Pipes). This
name can be any arbitrary name.

Example:
( PROTOCOL=nnp) ( SERVER=sal es) ( PI PE=dbpi pe0)
SDP PROTOCCOL Specify sdp as the value.
HOST Specify the host name or IP address of the computer.
PORT Specify the listening port number.
Example:
( PROTOCOL=sdp) ( HOST=sal es- ser ver) ( PORT=1521)
( PROTOCOL=sdp) ( HOST=44. 25. 186. 204) ( PORT=1521)
See Also: "Recommended Port Numbers" on page 4-4
TCP/IP PROTOCOL Specify t cp as the value.
HOST Specify the host name or IP address of the computer.
PORT Specify the listening port number.

Example:

(PROTOCOL=t cp) (HOST=sal es- ser ver) ( PORT=1521)
( PROTOCOL=t cp) ( HOST=44. 25. 186. 204) ( PORT=1521)

See Also: "Recommended Port Numbers" on page 4-4
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Table 4-1 (Cont.) Protocol-Specific Parameters

Protocol Parameter Description

TCP/IP with SSL.  PROTOCOL Specify t cps as the value.

HOST Specify the host name or IP address of the computer.
PORT Specify the listening port number.
Example:

(PROTOCOL=t cps) ( HOST=sal es- server) ( PORT=2484)
( PROTOCOL=t cps) ( HOST=44. 25. 186. 204) ( PORT=2484)

See Also: "Recommended Port Numbers" on page 4-4

Recommended Port Numbers

Table 4-2, " Recommended Port Numbers" lists the recommends the port numbers.

Table 4-2 Recommended Port Numbers

Port Description

1521 Default listening port for client connections to the listener. In
future releases, this port number may change to the officially
registered port number of 2483 for TCP/IP and 2484 for TCP/IP
with SSL.

1521 Default and officially registered listening port for client
connections to Oracle Connection Manager

1830 Default and officially registered listening port for administrative
commands to Oracle Connection Manager

Port Number Limitations

Oracle Corporation allows port numbers from 1 to 65535. Port numbers less than
1024 are reserved for use by privileged processes on many operating systems.

On certain operating systems, only privileged processes can listen for TCP
connections on ports less than 1024. If you need to configure listener to listen on a
port number less than 1024, follow these general steps. Your operating system may
require different procedures.

1. Use Oracle Net Configuration Assistant or Oracle Net Manager to configure the
listener with protocol addresses and other configuration parameters.

See Also: Oracle Net Services Administrator’s Guide
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2. Login as super user (r oot ) and set file ownership and access permissions for
the listener executable (t nsl snr ) and the dependent shared libraries so that
these files can be modified only by the super user.

Ensure that the permissions of the individual directories found in the path
names to these files, starting with the root directory, are also modified in the
same way.

3. Start the listener as r oot .

At the operating system prompt, enter t nsl snr with optional command line
arguments. The usage is as follows:

tnslsnr [/istener_nane] [-user user] [-group group]
where:

Table 4-3 tnslsnr Utility Options

Option Description

l'i st ener_nane Specify the name of the listener. If omitted, the default name
LI STENER will be used.

-user user Specify the user whose privileges the listener will use when super
user (r oot ) privileges are not needed. After performing the
privileged operations, the listener will give up r oot privileges
irreversibly.

-group group Specify the group whose privileges the listener will use when super
user (r oot ) group privileges are not needed. After performing the
privileged operations, the listener will give up r oot group privileges
irreversibly.

The listener will temporarily switch to the provided user and group
immediately after startup. All subsequent operations will be done with the
specified user and group privileges, except the system calls necessary to listen
on configured endpoints. The listener will revert to super user (r oot ) for a
short period of time to listen on reserved addresses, such as TCP ports less than
1024. After the listener starts listening on all of its endpoints configured in

|'i st ener. or a, it will switch to the specified user and group irreversibly.
Therefore, the listener will give up the r oot privilege that it initially had. In the
current release, - user and - gr oup command line arguments only accept user
and group identifiers specified in numeric form.

For example, to execute a root listener called nyl snr and have it use privileges
of a user identified as 37555 with a group identifier of 16, enter the following at
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the operating system command prompt. Note that 37555 could be the identifier
for user or acl e and 16 could be the identifier for the dba group.

tnslsnr nylsnr -user 37555 -group 16
4. After the listener has been started, you can administer it with the Listener
Control utility.
Important Notes:

= Oracle Corporation recommends that the user under which the
listener process runs be or acl e, as described in the example in
Step 3, or whichever user the listener process normally runs as
on the operating system.

= Do not leave the listener process running as root because doing
so is a security vulnerability.
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Profile Parameters (sqlnet.ora)

This chapter provides complete listing of the sql net . or a file configuration
parameters.

This chapter contains these topics:
= Overview of Profile Configuration File

« Profile Parameters

Overview of Profile Configuration File
The sqgl net . or a file enables you to:
= Specify the client domain to append to unqualified names
= Prioritize naming methods
= Enable logging and tracing features
= Route connections through specific processes
= Configure parameters for external naming
= Configure Oracle Advanced Security
= Use protocol-specific parameters to restrict access to the database

By default, sql net . or a is located in the $ORACLE_HOVME/ net wor k/ admi n
directory on UNIX operating systems and the ORACLE_HOVE\ net wor k\ adni n
directory on Windows operating systems. sgl net . or a can also be stored in the
directory specified by the TNS_ADM N environment variable.
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Profile Parameters

This section lists and describes the sql net . or a file parameters.

BEQUEATH_DETACH

Purpose
Use the parameter BEQUEATH_DETACH to turn signal handling on or off for UNIX
systems.
Default
no
Values
= yes to turn signal handling off
= no to leave signal handling on
Example

BEQUEATH DETACHEyes

DEFAULT_SDU_SIZE

Purpose

Use the parameter DEFAULT_SDU_SI ZE to specify the session data unit (SDU)
size, in bytes to connections.

Usage
Oracle Corporation recommends setting this parameter in both the clientside and
serverside sqgl net . or a file to ensure the same SDU size is used throughout a
connection. When the configured values of client and database server do not match
for a session, the lower of the two values is used.

You can override this parameter for a particular client connection by specifying the
SDU parameter in the connect descriptor for a client.

See Also: Oracle Net Services Administrator's Guide for complete
SDU usage and configuration information
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Default
2048 bytes (2 KB)
Values
512 to 32768 bytes (32 KB)
Example
DEFAULT_SDU_SI ZE=4096
DISABLE_OOB
Purpose
If turned of f , the parameter DI SABLE_QOOB enables Oracle Net to send and receive
"break” messages using urgent data provided by the underlying protocol.
If turned on, disables the ability to send and receive "break” messages using urgent
data provided by the underlying protocol. Once enabled, this feature applies to all
protocols used by this client.
See Also: Operating system-specific documentation to determine
if the protocols you are using support urgent data requests. TCP/IP
is an example of a protocol that supports this feature.
Default
of f
Example

DI SABLE_OOB=0n

LOG_DIRECTORY_CLIENT

Purpose

Use the parameter LOG_DI RECTORY_CLI ENT to specify the destination directory
for the client log file.

Default
Current directory from which the executable is started
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Example
LOG_DI RECTORY_CLI ENT=/ or acl e/ net wor k/ | og

LOG_DIRECTORY_SERVER

Purpose
Use the parameter LOG_DI RECTORY_SERVER to specify the destination directory
for the database server log file.

Default
Current directory from which the executable is started

Example

LOG_DI RECTORY_SERVER=/ or acl e/ net wor k/ | og

LOG_FILE_CLIENT

Purpose
Use the parameter LOG_FI LE_CLI ENT to specify the name of the log file for the
client.

Default
sql net.log

Example

LOG_FI LE_CLI ENT=cl i ent

LOG_FILE_SERVER

Purpose

Use the parameter LOG_FI LE_SERVER to specify the name of the log file for the
database server.

Default
sql net.log
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Example
LOG_FI LE_SERVER=svr . | og
NAMES.DCE.PREFIX
Purpose
Use the parameter NAMES. DCE. PREFI X to specify the Distributed Computing
Environment (DCE) cell name (prefix) to use for name lookups.
Default
/. :/subsys/ oracl e/ nanes
Example

NAMES. DCE. PREFI X=/ . : / subsys/ or acl e/ names

NAMES.DEFAULT_DOMAIN

Purpose

Use the parameter NAMES. DEFAULT_DOMAI N to set the domain from which the
client most often looks up names resolution requests. When this parameter is set,
the default domain name is automatically appended to any unqualified net service
name or service name.

For example, if the default domain is set to us. acnme. com the connect string
CONNECT scott/tiger @al es gets searched as sal es. us. acnme. com If the
connect string includes the domain extension, such as CONNECT

scott/tiger @al es. acne. com the domain is not appended.

Default
None

Example
NAMES. DEFAULT_DOMAI N=acne. com
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NAMES.DIRECTORY_PATH

Purpose
Use the parameter NAVES. DI RECTORY_PATH to specify the order of the naming
methods used for client name resolution lookups.
Default
NAVMES. DI RECTORY_PATH=(t nsnanes, onames, host nane)
Values
Table 5-1 Naming Method Values
Naming Method
Value Description
t nsnanes (local Set to resolve a net service name through the t nsnarmes. or a file
naming naming on the client.
method) See Also: Oracle Net Services Administrator’s Guide
| dap ( directory Set to resolve a database service name, net service name, or net
naming naming service alias through a directory server.
method) See Also: Oracle Net Services Administrator’s Guide
ezconnect or Select to enable clients to use a TCP/IP connect identifier,
host nane (easy consisting of a host name and optional port and service name.
connect naming or See Also: Oracle Net Services Administrator’s Guide
host naming method)
cds (CDS external  Set to resolve an Oracle database name in a Distributed Computing
naming method) Environment (DCE) environment.
See Also: Oracle Advanced Security Administrator’s Guide
nis (Network Set to resolve service information through an existing NIS.
Information Serv1c.e See Also: Oracle Net Services Administrator’s Guide
(NIS) external naming
method)
Example

NAMES. DI RECTORY_PATH=(t nsnames, onames)
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NAMES.NIS.META_MAP

Purpose
Use the parameter NAMES. NI S. META_MAP to specify the map file to be used to
map Network Information Service (NIS) attributes to an NIS mapname
Default
sql net . maps
Example

NAVES. NI S. META_MAP=sq| net . maps

RECV_BUF_SIZE

Purpose
Use the parameter RECV_BUF_SI ZE to specify the buffer space limit for receive
operations of sessions. This parameter is supported by the TCP/IP, TCP/IP with
SSL, and SDP protocols.

Note: Additional protocols might support this parameter on
certain operating systems. Refer to operating-system specific
documentation for information about additional protocols that
support this parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Default

The default value for this parameter is operating-system specific. The default for the
Solaris 2.6 Operating System is 32768 bytes (32 KB).

Usage
You can override this parameter for a particular client connection by specifying the

RECV_BUEF_SIZE parameter in the connect descriptor for a client.

Example
RECV_BUF_S| ZE=11784
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SEND_BUF_SIZE

Purpose
Use the parameter SEND_BUF_SI ZE to specify the buffer space limit for send
operations of sessions. This parameter is supported by the TCP/IP, TCP/IP with
SSL, and SDP protocols.

Note: Additional protocols might support this parameter on
certain operating systems. Refer to operating-system specific
documentation for information about additional protocols that
support this parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Default

The default value for this parameter is operating-system specific. The default for the
Solaris 2.6 Operating System is 8192 bytes (8 KB).

Usage
You can override this parameter for a particular client connection by specifying the
SEND_BUF_SIZE parameter in the connect descriptor for a client.

Example
SEND_BUF_SI ZE=11784

SQLNET_ALLOWED_LOGON_VERSIONS

Purpose

Use the parameter SQLNET_ALLOWED LOGON_VERSI ONS to specify which
authentication protocols are allowed by the client or database. If the client and
database server do not have at least one matching version, then authentication fails
with an error.

See Also: Oracle Advanced Security Administrator’s Guide

Allowed Values
= 10 for Oracle Database 10g authentication protocols
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= 9 for Oracle9i authentication protocols
= 8 for Oracle8i authentication protocols
= 7. 3 for Oracle 7.3 authentication protocols

Any value other than 10 could expose vulnerabilities that may have existed in
previous version of the authentication protocols. For complete compatibility, set the
list of allowable versions for logon to include all versions of database in the system.

Default
10, 9, 8

Example

If both Oracle 8.1.7 and Oracle9i databases are present, then set the parameter as
follows:

SQLNET_ALLOWED LOGON_VERSI ONS=( 10, 9, 8)

SQLNET.AUTHENTICATION_KERBEROS5_SERVICE

Purpose
Use the parameter SQLNET. AUTHENTI CATI ON_KERBERCS5_SERVI CE to define
the name of the service used to obtain a Kerberos service ticket.
See Also: Oracle Advanced Security Administrator’s Guide
Default
None
Example

SQLNET. AUTHENTI CATI ON_KERBEROS5_SERVI CE=o0r acl e

SQLNET.AUTHENTICATION_GSSAPI_SERVICE

Purpose

Use the parameter SQLNET. AUTHENTI CATI ON_GSSAPI _SERVI CE to define the
CyberSAFE service principal.

See Also: Oracle Advanced Security Administrator’s Guide
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SQLNET.AUTHENTICATION_SERVICES

Purpose

Default

Values

Example

Use the parameter SQLNET. AUTHENTI CATI ON_SERVI CES to enable one or more
authentication services. If authentication has been installed, it is recommended that
this parameter be set to either none or to one of the authentication methods.

None

Authentication Methods Available with Oracle Net Services:

= none for no authentication methods. A valid username and password can be
used to access the database.

« all for all authentication methods

« nts for Windows NT native authentication

Authentication Methods Available with Oracle Advanced Security:
« kerber os5 for Kerberos authentication

= cyber saf e for Cybersafe authentication

« radi us for RADIUS authentication

« dcegssapi for DCE GSSAPI authentication

See Also: Oracle Advanced Security Administrator’s Guide

SQLNET. AUTHENTI CATI ON_SERVI CES=( ker ber 0s5, cybersafe)

SQLNET.CLIENT_REGISTRATION

Purpose

Use the parameter SQLNET. CLI ENT_REGQ STRATI ON to set a unique identifier for
this client computer. This identifier is passed to the listener with any connection
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request and is included in the Audit Trail. The identifier can be any alphanumeric
string up to 128 characters long.

Default
None

Example
SQLNET. CLI ENT_REGQ STRATI ON=1432

SQLNET.CRYPTO_CHECKSUM_CLIENT

Purpose
Use the parameter SQLNET. CRYPTO_CHECKSUM CLI ENT to specify the checksum
behavior for the client.
See Also: Oracle Advanced Security Administrator’s Guide
Default
rej ected
Values
= accept ed to enable the security service if required or requested by the other
side
= reject ed to disable the security service, even if the required by the other side
= request ed to enable the security service if the other side allows it
= required to enable the security service and disallow the connection if the
other side is not enabled for the security service
Example

SQLNET. CRYPTO_CHECKSUM CLI ENT=accept ed

SQLNET.CRYPTO_CHECKSUM_SERVER

Purpose

Use the parameter SQLNET. CRYPTO_CHECKSUM_SERVER to specify the checksum
behavior for the database server.
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See Also: Oracle Advanced Security Administrator’s Guide

Default
rej ected
Values
= accept ed to enable the security service if required or requested by the other
side
= reject ed to disable the security service, even if the required by the other side
= request ed to enable the security service if the other side allows it
= required to enable the security service and disallow the connection if the
other side is not enabled for the security service
Example

SQLNET. CRYPTO CHECKSUM SERVER=accept ed

SQLNET.CRYPTO_CHECKSUM_TYPE_CLIENT

Purpose
Use the parameter SQLNET. CRYPTO_CHECKSUM TYPE_CLI ENT to specify a list of
crypto-checksum algorithms for the client to use.
See Also: Oracle Advanced Security Administrator’s Guide
Default
md5
Values
= md5 for the RSA Data Security’s MD5 algorithm
= shal for the Secure Hash algorithm
Example

SQLNET. CRYPTO_CHECKSUM TYPE_CLI ENT=( MD5)
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SQLNET.CRYPTO_CHECKSUM_TYPE_SERVER

Purpose
Use the parameter SQLNET. CRYPTO_CHECKSUM TYPE_SERVER to specify a list of
crypto-checksum algorithms for the database server to use.
See Also: Oracle Advanced Security Administrator’s Guide
Default
md5
Values
= md5 for the RSA Data Security’s MD5 algorithm
= shal for the Secure Hash algorithm
Example

SQLNET. CRYPTO_CHECKSUM TYPE_SERVER=( nd5)

SQLNET.CRYPTO_SEED

Purpose

Use the parameter SQLNET. CRYPTO_SEED to specify the characters used when
generating cryptographic keys. The more random the characters are, the stronger
the keys are. The string should be 10-70 random characters. This is required for
when encryption or checksumming are turned on. Encryption is turned on if the
SQLNET.ENCRYPTION_CLIENT parameter is specified for the client and the
SQLNET.ENCRYPTION_SERVER parameter is specified for the database server;
checksumming is turned on if the SQLNET.CRYPTO_CHECKSUM_CLIENT
parameter is specified for the client and the SQLNET.CRYPTO_CHECKSUM_
SERVER parameter is specified for the database server.

See Also: Oracle Advanced Security Administrator’s Guide

Default
gwer t yui opasdf ghj kI ; zxcvbnm . s1

Example
SQLNET. CRYPTO_SEED="qwer t yui opasdf ghj kI ; zxcvbnm . s1"
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SQLNET.ENCRYPTION_CLIENT

Purpose
Use the parameter SQLNET. ENCRYPTI ON_CLI ENT to turn encryption on for the
client.
See Also: Oracle Advanced Security Administrator’s Guide
Default
rejected
Values
= accept ed to enable the security service if required or requested by the other
side
= reject ed to disable the security service, even if the required by the other side
= request ed to enable the security service if the other side allows it
= required to enable the security service and disallow the connection if the
other side is not enabled for the security service
Example

SQLNET. ENCRYPTI ON_CLI ENT=accept ed

SQLNET.ENCRYPTION_SERVER

Purpose
Use the parameter SQLNET. ENCRYPTI ON_SERVER to turn encryption on for the
database server.
See Also: Oracle Advanced Security Administrator’s Guide
Default
rejected
Values

= accept ed to enable the security service if required or requested by the other
side
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Example

r ej ect ed to disable the security service, even if the required by the other side
r equest ed to enable the security service if the other side allows it

r equi r ed to enable the security service and disallow the connection if the
other side is not enabled for the security service

SQLNET. ENCRYPTI ON_SERVER=accept ed

SQLNET.ENCRYPTION_TYPES_CLIENT

Purpose

Use the parameter SQLNET. ENCRYPTI ON_TYPES_CLI ENT to specify a list of
encryption algorithms for the client to use.

Default

See Also: Oracle Advanced Security Administrator’s Guide

All algorithms are used if none are specified.

Values

One or more of the following:

Example

3des112 for triple DES with a two-key (112 bit) option
3des 168 for triple DES with a three-key (168 bit) option
des for standard 56 bit key size

des40 for 40 bit key size

r c4_40 for 40 bit key size

r c4_56 for 56 bit key size

r c4_128 for 128 bit key size

r c4_256 for 256 bit key size

SQLNET. ENCRYPTI ON_TYPES_CLI ENT=(r c4_56)
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SQLNET.ENCRYPTION_TYPES_SERVER

Purpose

Use the parameter SQLNET. ENCRYPTI ON_TYPES_SERVER to specify a list of
encryption algorithms for the database server to use.

Default

See Also: Oracle Advanced Security Administrator’s Guide

All algorithms are used if none are specified.

Values

One or more of the following;:

Example

3des112 for triple DES with a two-key (112 bit) option
3des 168 for triple DES with a three-key (168 bit) option
des for standard 56 bit key size

des40 for 40 bit key size

r c4_40 for 40 bit key size

r c4_56 for 56 bit key size

r c4_128 for 128 bit key size

r c4_256 for 256 bit key size

SQLNET. ENCRYPTI ON_TYPES_SERVER=(rc4_56, des, ...)

SQLNET.EXPIRE_TIME

Purpose

Use parameter SQLNET. EXPI RE_TI ME to specify a the time interval, in minutes, to
send a probe to verify that client/server connections are active. Setting a value
greater than 0 ensures that connections are not left open indefinitely, due to an
abnormal client termination. If the probe finds a terminated connection, or a
connection that is no longer in use, it returns an error, causing the server process to
exit. This parameter is primarily intended for the database server, which typically
handles multiple connections at any one time.
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Default

Minimum Value

Limitations on using this terminated connection detection feature are:

It is not allowed on bequeathed connections.

Though very small, a probe packet generates additional traffic that may
downgrade network performance.

Depending on which operating system is in use, the server may need to
perform additional processing to distinguish the connection probing event from
other events that occur. This can also result in degraded network performance.

Recommended Value

Example

10

SQLNET. EXPI RE_TI ME=10

SQLNET.INBOUND_CONNECT_TIMEOUT

Purpose

Use the SQLNET. | NBOUND_CONNECT_TI MEQUT parameter to specify the time, in
seconds, for a client to connect with the database server and provide the necessary
authentication information.

If the client fails to establish a connection and complete authentication in the time
specified, then the database server terminates the connection. In addition, the
database server logs the IP address of the client and an ORA- 12170:

TNS: Connect timeout occurred error message to the sql net. | og file. The
client receives either an ORA- 12547: TNS: | ost cont act or an ORA- 12637:
Packet receive fail ederror message.

Without this parameter, a client connection to the database server can stay open
indefinitely without authentication. Connections without authentication can
introduce possible denial-of-service attacks, whereby malicious clients attempt to
flood database servers with connect requests that consume resources.
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Default

Example

To protect both the database server and the listener, Oracle Corporation
recommends setting this parameter in combination with the | NBOUND_CONNECT _
TI MEQUT_/ i st ener _nane parameter in the | i st ener . or a file. When specifying
values for these parameters, consider the following recommendations:

= Set both parameters to an initial low value.

«  Set the value of the | NBOUND_CONNECT_TI MEQUT /i st ener_nane
parameter to a lower value than the SQLNET. | NBOUND_CONNECT_TI MEQUT
parameter.

For example, you can set | NBOUND_CONNECT_TI MEQUT_/ i st ener _nane to 2
seconds and | NBOUND_CONNECT_TI MEQUT parameter to 3 seconds. If clients are
unable to complete connections within the specified time due to system or network
delays that are normal for the particular environment, then increment the time as
needed.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring these parameters

None

SQLNET. | NBOUND_CONNECT _TI MEOUT=3

SQLNET.KERBEROS5_CC_NAME

Purpose

Default

Example

Use the parameter SQLNET. KERBEROS5_CC_NAME to specify the complete path
name to the Kerberos credentials cache file.

See Also: Oracle Advanced Security Administrator’s Guide

/'usr/t mp/ kr bcache on UNIX operating systems and c: \ t np\ kr bcache on
Windows operating systems

SQLNET. KERBEROS5_CC_NAME=/ usr / t np/ kr bcache
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SQLNET.KERBEROS5_CLOCKSKEW

Purpose

Default

Example

Use the parameter SQLNET. KERBEROS5_ CL OCKSKEWto specify how many seconds
can pass before a Kerberos credential is considered out of date.

See Also: Oracle Advanced Security Administrator’s Guide

300

SQLNET. KERBEROS5_CL OCKSKEWE1200

SQLNET.KERBEROS5_CONF

Purpose

Default

Example

Use the parameter SQLNET. KERBEROS5_ CONF to specify the complete path name
to the Kerberos configuration file, which contains the realm for the default Key
Distribution Center (KDC) and maps realms to KDC hosts. The KDC maintains a
list of user principals and is contacted through the ki ni t program for the user’s
initial ticket.

See Also: Oracle Advanced Security Administrator’s Guide

/ kr b5/ kr b. conf on UNIX operating systems and c: \ kr b5\ kr b. conf on
Windows operating systems

SQLNET. KERBEROS5_CONF=/ kr b5/ kr b. conf

SQLNET.KERBEROS5_KEYTAB

Purpose

Use the parameter SQLNET. KERBEROS5_KEYTAB to specify the complete path
name to the Kerberos principal/secret key mapping file, which is used to extract
keys and decrypt incoming authentication information.
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See Also: Oracle Advanced Security Administrator’s Guide

Default

/ et c/ v5sr vt ab on UNIX operating systems and c: \ kr b5\ v5sr vt ab on
Windows operating systems

Example
SQLNET. KERBERCS5_KEYTAB=/ et ¢/ v5sr vt ab

SQLNET.KERBEROS5_REALMS

Purpose
Use the parameter SQLNET. KERBEROS5_ REALMS to specify the complete path
name to the Kerberos realm translation file, which provides a mapping from a host
name or domain name to a realm.

See Also: Oracle Advanced Security Administrator’s Guide

Default
/ kr b5/ kr b. r eal ms on UNIX operating systems and c: \ kr b5\ kr b. r eal s on
Windows operating systems

Example

SQLNET. KERBEROS5_REALMS=/ kr b5/ krb. r eal nms

SQLNET.RADIUS_ALTERNATE

Purpose
Use the parameter SQLNET. RADI US_ALTERNATE to specify an alternate RADIUS
server to use in case the primary server is unavailable. The value can be either the
IP address or host name of the server.
See Also: Oracle Advanced Security Administrator’s Guide
Default

None
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Example
SQLNET. RADI US_ALTERNATE=r adi us2

SQLNET.RADIUS_ALTERNATE_PORT

Purpose
Use the parameter SQLNET. RADI US_ALTERNATE_PORT to specify the listening
port of the alternate RADIUS server.
See Also: Oracle Advanced Security Administrator’s Guide
Default
1645
Example

SQLNET. RADI US_ALTERNATE_PORT=1667

SQLNET.RADIUS_ALTERNATE_RETRIES

Purpose
Use the parameter SQLNET. RADI US_ALTERNATE_RETRI ES to specify the number
of times the database server should resend messages to the alternate RADIUS
server.
See Also: Oracle Advanced Security Administrator’s Guide
Default
3
Example

SQLNET. RADI US_ALTERNATE_RETRI ES=4

SQLNET.RADIUS_AUTHENTICATION

Purpose

Use the parameter SQLNET. RADI US_AUTHENTI CATI ON to specify the location of
the primary RADIUS server, either by its host name or IP address.
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See Also: Oracle Advanced Security Administrator’s Guide

Default
Local host

Example
SQLNET. RADI US_AUTHENETI CATI ON=of f i ceacct

SQLNET.RADIUS_AUTHENTICATION_INTERFACE

Purpose
Use the parameter SQLNET. RADI US_AUTHENTI CATI ON_| NTERFACE to specify
the class containing the user interface used to interact with the user.
See Also: Oracle Advanced Security Administrator’s Guide
Default
Def aul t Radi usl nt erf ace
Example

SQLNET. RADI US_AUTHENTI CATI ON_I NTERFACE=Def aul t Radi usI nterface

SQLNET.RADIUS_AUTHENTICATION_PORT

Purpose
Use the parameter SQLNET. RADI US_AUTHENTI CATI ON_PORT to specify the
listening port of the primary RADIUS server.
See Also: Oracle Advanced Security Administrator’s Guide
Default
1645
Example

SQLNET. RADI US_AUTHENTI CATI ON_PORT= 1667
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SQLNET.RADIUS_AUTHENTICATION_RETRIES

Purpose
Use the parameter SQLNET. RADI US_AUTHENTI CATI ON_RETRI ES to specify the
number of times the database server should resend messages to the primary
RADIUS server.
See Also: Oracle Advanced Security Administrator’s Guide
Default
3
Example

SQLNET. RADI US_AUTHENTI CATI ON_RETRI ES=4

SQLNET.RADIUS_AUTHENTICATION_TIMEOUT

Purpose
Use the parameter SQLNET. RADI US_AUTHENTI CATI ON_TI MEQUT to specify the
time, in seconds, that the database server should wait for a response from the
primary RADIUS server.
See Also: Oracle Advanced Security Administrator’s Guide
Default
5
Example

SQLNET. RADI US_AUTHENTI CATI ON_TI MEQUT=10

SQLNET.RADIUS_CHALLENGE_RESPONSE

Purpose

Use the parameter SQLNET. RADI US_CHALLENGE_RESPONSE to turn challenge
response on or off.
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Default
of f

Values
on | off

Example
SQLNET. RADI US_CHALLENGE_RESPONSE=0n

SQLNET.RADIUS_SECRET

Purpose:
Use the parameter SQLNET. RADI US_SECRET to specify the location of the RADIUS
secret key.

See Also: Oracle Advanced Security Administrator’s Guide

Default
The $ORACLE_HOVE/ net wor k/ securi ty/ radi us. key file on UNIX operating
systems and the ORACLE_HOVE\ net wor k\ securi t y\ radi us. key file on
Windows

Example

SQLNET. RADI US_SECRET=or acl e/ bi n/ adni n/ r adi uskey

SQLNET.RADIUS_SEND_ACCOUNTING

Purpose
Use the parameter SQLNET. RADI US_SEND_ACCOUNTI NGto turn accounting on
and of f . If enabled, packets are sent to the active RADIUS server at listening port
plus one. The default port is 1646.
See Also: Oracle Advanced Security Administrator’s Guide
Default

of f
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Values

Example

on | off

SQLNET. RADI US_SEND_ACCOUNTI NG=on

SQLNET.RECV_TIMEOUT

Purpose

Default

Example

Use the parameter SQLNET. RECV_TI MEQUT to specify the time, in seconds, for a
database server to wait for client data after connection establishment. A client must
send some data within the time interval.

For environments in which clients shut down on occasion or abnormally, setting
this parameter is recommended. If a client does not send any data in time specified,
then the database server logs an ORA- 12535: TNS: operation tined out and
ORA-12609: TNS: Receive timeout occurred tothesql net. | og file.
Without this parameter, the database server may continue to wait for data from
clients that may be down or are experiencing difficulties.

You can also set this parameter on the clientside to specify the time, in seconds, for a
client to wait for response data from the database server after connection
establishment. Without this parameter, the client may wait for a long period of time
for a response from a database server saturated with requests.

Set the value for this parameter to an initial low value and adjust according to
system and network capacity. If necessary, use this parameter in conjunction with
the SQLNET.SEND_TIMEOUT parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring these parameters

None

SQLNET. RECV_TI MEQUT=3
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SQLNET.SEND_TIMEOUT

Purpose

Default

Example

Use to specify the time, in seconds, for a database server to complete a send
operation to clients after connection establishment.

For environments in which clients shut down on occasion or abnormally, setting
this parameter is recommended. If the database server is unable to complete a send
operation in the time specified, then it logs an ORA- 12535: TNS: oper ati on
timed out and ORA-12608: TNS: Send timeout occurred tothe

sgl net . | og file. Without this parameter, the database server may continue to send
responses to clients that are unable to receive data due to a downed computer or a
busy state.

You can also set this parameter on the clientside to specify the time, in seconds, for a
client to complete send operations to the database server after connection
establishment. Without this parameter, the client may continue to send requests to a
database server already saturated with requests.

Set the value for this parameter to an initial low value and adjust according to
system and network capacity. If necessary, use this parameter in conjunction with
the SQLNET.RECV_TIMEOUT parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring these parameters

None

SQLNET. SEND_TI MEQUT=3

SSL_CERT_REVOCATION

Purpose

Use the SSL_ CRT_REVOCATI ON parameter to configure a revocation check for a
certificate.

See Also: Oracle Advanced Security Administrator’s Guide
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Default
none

Values
= none to turn off certificate revocation checking

= request ed to perform certificate revocation in case a Certificate Revocation
List (CRL) is available. Reject SSL connection if the certificate is revoked. If no
appropriate CRL is found to determine the revocation status of the certificate
and the certificate is not revoked, then accept the SSL connection

= required to perform certificate revocation when a certificate is available. If a
certificate is revoked and no appropriate CRL is found, then reject the SSL
connection If no appropriate CRL is found to ascertain the revocation status of
the certificate and the certificate is not revoked. then accept the SSL connection.

Example
SSL_CERT_REVOCATI ON=r equi r ed

SSL_CERT_FILE

Purpose
Use the parameter SSL_CRL_FI LE to specify the name of the file where you can
assemble the CRL of CAs for client authentication.

This file contains the PEM-encoded CRL files, in order of preference. You can use
this file alternatively or in additional to the SSL_CERT_PATH parameter. This
parameter is only valid if SSL_CERT_REVOCATION is set to either r equest ed or
required.

See Also: Oracle Advanced Security Administrator’s Guide

Default
None

SSL_CERT_PATH

Purpose

Use the parameter SSL_ CRL_ PATH to specify the destination directory of the CRL
of CA. The files in this directory are hashed symbolic links created by Oracle Wallet
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Default

Default

Example

Manager. This parameter is only valid if SSL_CERT_REVOCATION is set to either
request ed orrequired.

See Also: Oracle Advanced Security Administrator’s Guide

None

None

SQLNET. SEND_TI MEQUT=3

SSL_CIPHER_SUITES

Purpose

Default

Values

Example

Use the parameter SSL_Cl PHER_SUI TES to control what combination of
encryption and data integrity is used by the Secure Sockets Layer (SSL).

None

See Also: Oracle Advanced Security Administrator’s Guide for
further information about cipher suite values

SSL_CI PHER_SUI TE=(ssl _rsa_with_rc4_138_nd5)

SSL_CLIENT_AUTHENTICATION

Purpose

Use the parameter SSL_CLI ENT_AUTHENTI CATI ON to specify whether or not a
client—in addition to the database server—is authenticated using SSL.

See Also: Oracle Advanced Security Administrator’s Guide
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Default

Values

Example

true

true | false

SSL_CLI ENT_AUTHENTI CATI ON=t r ue

SSL_SERVER_DN_MATCH

Purpose

Default

Values

Usage Notes

Use the parameter SSL_SERVER DN_MATCH to enforce that the distinguished
name (DN) for the database server matches its service name. If you enforce the
match verifications, then SSL ensures that the certificate is from the server. If you
select to not enforce the match verification, then SSL performs the check but allows
the connection, regardless if there is a match. Not enforcing the match allows the
server to potentially fake its identify.

See Also: Oracle Advanced Security Administrator’s Guide

no

= yes | on | true to specify to enforce a match. If the DN matches the service
name, then the connection succeeds. If the DN does not match the service name,
then the connection fails.

« no | off | fal se tospecify to not enforce a match. If does not match the
service name, then the connection is successful, but an error is logged to the
sql net . | og file.

In addition to the sqgl net . or a file, configure the t nsnanes. or a parameter SSL_
SERVER_CERT_DN to enable server DN matching.

See Also: Oracle Advanced Security Administrator’s Guide
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Example
SSL_SERVER DN_MATCH=yes

SSL_VERSION

Purpose
Use the parameter SSL_VERSI ON to force the version of the SSL connection.
Clients and database servers must use a compatible version.
See Also: Oracle Advanced Security Administrator’s Guide
Default
undet er ni ned
Values
undetermned | 2.0 | 3.0
Example

SSL_VERSI ON=2. 0

TCP.EXCLUDED_NODES

Purpose
Use the parameter TCP. EXCLUDED_NODES to specify which clients are denied
access to the database.
Syntax
TCP. EXCLUDED_NODES=( host nane | ip_address, hostnane | ip_address, ...)
Example

TCP. EXCLUDED_NODES=(fi nance. us. acnme. com nktg. us. acne. com 144.25.5. 25)
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TCP.INVITED_NODES

Purpose
Use the parameter TCP. | NVI TED_NODES to specify which clients are allowed
access to the database. This list takes precedence over the TCP. EXCLUDED_NODES
parameter if both lists are present.

Syntax
TCP. | NVI TED_NCDES=( host name | ip_address, hostname | ip_address, ...)

Example

TCP. | NVI TED_NODES=( sal es. us. acme. com hr.us.acne. com 144.185.5.73)

TCP.VALIDNODE_CHECKING

Purpose
Use the parameter TCP. VALI DNODE_CHECKI NG to check for the TCP. | NVI TED_
NODES and TCP. EXCLUDED_NODES to determine which clients to allow or deny
access.

Default
no

Values
yes | no

Example
TCP. VALI DNODE_CHECKI NG=yes

TCP.NODELAY

Purpose
Use the parameter TCP. NODELAY to preempt delays in buffer flushing within the
TCP/IP protocol stack.

Default
yes
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Values
yes | no

Example
TCP. NODELAY=yes

TNSPING.TRACE_DIRECTORY

Purpose
Use the parameter TNSPI NG. TRACE_DI RECTORY to specify the destination
directory for the TNSPING utility trace file, t nspi ng. trc.
Default
The $ORACLE_HOVE/ net wor k/ t r ace directory on UNIX operating systems and
the %ORACLE _HOVE% net wor k\ t r ace directory on Windows operating systems
Example

TNSPI NG. TRACE_DI RECTORY=/ oracl e/traces

TNSPING.TRACE_LEVEL

Purpose
Use the parameter TNSPI NG. TRACE_LEVEL to turn TNSPING utility tracing on, at
a specific level, or off.
Default
of f
Values
= of f forno trace output
= user for user trace information
= admi n for administration trace information
= support for Oracle Support Services trace information
Example

TNSPI NG. TRACE_LEVEL=adm n
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TRACE_DIRECTORY_CLIENT

Purpose
Use the parameter TRACE_DI RECTORY_CLI ENT to specify the destination directory
for the client trace file.
Default
The $ORACLE_HOWVE/ net wor k/ t r ace directory on UNIX operating systems and
the ORACLE_HOVE\ net wor k\ t r ace directory on Windows operating systems
Example

TRACE_DI RECTORY_CLI ENT=/ or acl e/ tr aces

TRACE_DIRECTORY_SERVER

Purpose
Use the parameter TRACE_DI RECTORY_SERVER to specify the destination directory
for the database server trace file.

Default
The $ORACLE_HOWVE/ net wor k/ t r ace directory on UNIX operating systems and
the %0ORACLE_HOVE% net wor k\ t r ace directory on Windows

Example

TRACE_DI RECTORY_SERVER=/ or acl e/ tr aces

TRACE_FILE_CLIENT

Purpose

Use the parameter TRACE_FI LE_CLI ENT to specify the name of the client trace file.
Default

sqlnet.trc
Example

TRACE_FI LE_CLI ENT=cl i entsqgl net.trc
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TRACE_FILE_SERVER

Purpose
Use the parameter TRACE_FI LE_SERVER to specify the name of the database
server trace file

Default
svr_pid.trc

Example

TRACE_FI LE_SERVER=svrsqgl net.trc

TRACE_FILELEN_CLIENT

Purpose
Use the parameter TRACE_FI LELEN_CLI ENT to specify the size of the client trace
files in kilobytes (KB). When the size is met, the trace information is written to the
next file. The number of files is specified with the TRACE_FILENO_CLIENT
parameter.

Example

TRACE_FI LELEN_CLI ENT=100

TRACE_FILELEN_SERVER

Purpose
Use the parameter TRACE_FI LELEN_SERVER to specify the size of the database
server trace files in kilobytes (KB). When the size is met, the trace information is
written to the next file. The number of files is specified with the TRACE_FILENO_
SERVER parameter.

Example

TRACE_FI LELEN_SERVER=100
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TRACE_FILENO_CLIENT

Purpose

Default

Example

Use the parameter TRACE_FI LENO_CLI ENT to specify the number of trace files for
client tracing. When this parameter is set along with the TRACE_FILELEN_CLIENT
parameter, trace files are used in a cyclical fashion. The first file is filled first, then
the second file, and so on. When the last file has been filled, the first file is re-used,
and so on.

The trace file names are distinguished from one another by their sequence number.
For example, if the default trace file of sql net . t r ¢ is used, and this parameter is
set to 3, the trace files would be named sqgl net1.trc,sql net 2. trc and

sql net3.trc.

In addition, trace events in the trace files are preceded by the sequence number of
the file.

None

TRACE_FI LENO_CLI ENT=3

TRACE_FILENO_SERVER

Purpose

Use the parameter TRACE_FI LENO_SERVER to specify the number of trace files for
database server tracing. When this parameter is set along with the TRACE_
FILELEN_SERVER parameter, trace files are used in a cyclical fashion. The first file
is filled first, then the second file, and so on. When the last file has been filled, the
first file is re-used, and so on.

The trace file names are distinguished from one another by their sequence number.
For example, if the default trace file of Svr_pi d. tr ¢ is used, and this parameter is
set to 3, the trace files would be named svr1 _pid.trc,svr2_pid.trc and
svr3_pid.trc.

In addition, trace events in the trace files are preceded by the sequence number of
the file.
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Default
None

Example
TRACE_FI LENO_SERVER=3

TRACE_LEVEL_CLIENT

Purpose
Use the parameter TRACE_LEVEL_CLI ENT to turn client tracing on, at a specific
level, or off.
Default
of f
Values
= of f forno trace output
= user for user trace information
= admi n for administration trace information
= support for Oracle Support Services trace information
Example

TRACE_LEVEL_CL| ENT=user

TRACE_LEVEL_SERVER

Purpose
Use the parameter TRACE_LEVEL_SERVER to turn server tracing on, at a specific
level, or off.

Default
of f

Values

= of f forno trace output
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=« user for user trace information
= adm n for administration trace information

= support for Oracle Support Services trace information

Example
TRACE_LEVEL_SERVER=adni n

TRACE_TIMESTAMP_CLIENT

Purpose
Use the parameter TRACE_TI MESTAMP_CLI| ENT to add a time stamp in the form of
dd- non-yyyy hh:ni:ss:nil toevery trace event in the client trace file, which
has a default name of sqgl net . trc.

Default
on

Values
onortrue | off orfal se

Example

TRACE_TI MESTAMP_SERVER=t r ue

TRACE_TIMESTAMP_SERVER

Purpose
Use the parameter TRACE_TI MESTAMP_SERVER to add a time stamp in form of
dd- non-yyyy hh:ni:ss:nil to every trace event in the database server trace
file, which has a default name of svr_pi d. trc.

Default
of f

Values

onortrue | off orfal se
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Example

TRACE_TI MESTAMP_SERVER=t r ue

TRACE_UNIQUE_CLIENT

Purpose

Default

Values

Example

USE_CMAN

Purpose

Use the parameter TRACE_UNI QUE_CLI ENT to specify whether or not a unique
trace file is created for each client trace session. When the value is set to on, a
process identifier is appended to the name of each trace file, enabling several files to
coexist. For example, trace files named sql net pi d. t r ¢ are created if default trace
file name sql net . t r ¢ is used. When the value is set to of f , data from a new client
trace session overwrites the existing file.

on

onorof f

TRACE_UNI QUE_CLI ENT=on

If set to t r ue, the parameter USE_CMAN routes the client to a protocol address for
an Oracle Connection Manager.

The following example shows two address lists. While the first address list routes
the client to an Oracle Connection Manager, the second address list routes the client
directly to a listener.

sal es=
( DESCRI PTI ON=

(LOAD_BALANCE=0n)

( FAI LOVER=0n)

( ADDRESS_LI ST=
( SOURCE_RQUTE=yes)
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 1) ( PORT=1630) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 2) (PORT=1521)))
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Default

Values

Example

( ADDRESS_LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 3) ( PORT=1521) ) )
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con))

Without USE_CMAN=t r ue, the client picks one of the address lists at random and

fails over to the other address list if the chosen ADDRESS LI ST fails. With USE_
CMAN=t r ue, the client always uses the first address list.

If no Oracle Connection Manager addresses are available, connections are routed
through any available listener address.

fal se

true | false

USE_CMAN=t r ue

USE_DEDICATED_SERVER

Purpose

Default

Values

If set to on, the parameter USE_DEDI CATED_SERVER automatically appends

( SERVER=dedi cat ed) to the connect data for a connect descriptor. This way
connections from this client use a dedicated server process, even if shared server is
configured.

This parameter adds ( SERVER=dedi cat ed) to the CONNECT_DATA section of the
connect descriptor used by the client. It overrides the current value of the SERVER
parameter in the t nsnanes. or a file.

See Also: Oracle Net Services Administrator's Guide for complete
configuration information

of f

= onto append ( SERVER=dedi cat ed)
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= of f to hand off requests to existing server processes

Example
USE_DEDI CATED_SERVER=0n

WALLET_LOCATION

Purpose
Use the parameter WALLET_LOCATI ON to specify the location of wallets. Wallets are
certificates, keys, and trustpoints processed by SSL.
See Also: Oracle Advanced Security Administrator’s Guide
Syntax

Oracle wallets on the file system:

WALLET_LOCATI ON=
( SOURCE=
(METHOD=fi | €)
( METHOD_DATA=
(DI RECTORY=di rect or y)
[ (PKCS11=TRUE/ FALSE)]))

Microsoft certificate store:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ntS) )

Oracle wallets in the Windows registry:

WALLET_LOCATI ON=
( SOURCE=
( METHCD=r eg)
( METHOD_DATA=
(KEY=regi stry_key)))

Entrust wallets:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ent r)
( METHOD_DATA=
( PROFI LE=fi [l e. epf)
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(INIFILE=file.ini)))

Subparameters
WALLET_LOCATI ONsupports the following subparameters:

SOURCE: Specify the type of storage for wallets and storage location.
METHOD: Specify the type of storage.

METHOD_DATA: Specify the storage location.

DI RECTORY: Specify the location of Oracle wallets on file system.
KEY: Specify the wallet type and location in the Windows registry.
PRCFI LE: Specify the Entrust profile file (. epf).

I NI FI LE: Specify the Entrust initialization file (. i ni ).

Default
None

Usage Notes

« The key/value pair for Microsoft’s certificate store (MCS) omits the METHOD_
DATA parameter because MCS does not use wallets. Instead, Oracle PKI (public
key infrastructure) applications obtain certificates, trustpoints and private keys
directly from the user’s profile.

= If an Oracle wallet is stored in the Windows registry and the wallet’s key (KEY)
is SALESAPP, the storage location of the encrypted wallet is HKEY_CURRENT_
USER\ SOFTWARE\ ORACLE\ WALLETS\ SALESAPP\ EWALLET. P12. The storage
location of the decrypted wallet is HKEY_CURRENT _
USER\ SOFTWARE\ ORACLE\ WALLETS\ SALESAPP\ CWALLET. SSO.

Examples
Oracle wallets on file system:
WALLET_LOCATI ON=
( SOURCE=
(METHOD=f i | €)
( METHOD_DATA=
(DI RECTORY=/ et ¢/ oracl e/ wal | et s/ dat abases)))

Microsoft certificate store:
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WALLET_LOCATI ON=
( SOURCE=
( METHOD=ntsS) )

Oracle Wallets in the Windows registry:

WALLET LOCATI ON=
( SOURCE=
( VMETHOD=REG)
( METHOD_DATA=
(KEY=SALESAPP)))

Entrust Wallets:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ent r)
( METHOD_DATA=
(PROFI LE=/ et c/ oracl e/ wal | et s/ test. epf)
(INIFILE=/etc/oracl e/wal |l ets/test.ini)))

5-42 Oracle Database Net Services Reference Guide



6

Local Naming Parameters (tnsnames.ora)

This chapter provides a complete listing of the t nsnames. or a file configuration
parameters.

This chapter contains these topics:

= Overview of Local Naming Parameters
= General Syntax of tnsnames.ora

= Multiple Descriptions in tnsnames.ora
= Multiple Address Lists in tnsnames.ora

= Connect-Time Failover and Client Load Balancing with Oracle Connection
Managers

= Local Naming Parameters

Overview of Local Naming Parameters

This t nsnanes. or a file is a configuration file that contains net service names
mapped to connect descriptors for the local naming method, or net service names
mapped to listener protocol addresses.

A net service name is an alias mapped to a database network address contained in a
connect descriptor. A connect descriptor contains the location of the listener
through a protocol address and the service name of the database to which to
connect. Clients and database servers (that are clients of other database servers) use
the net service name when making a connection with an application.

By default, t nsnanes. or a is located in the $ORACLE_HOME/ net wor k/ admi n
directory on UNIX operating systems and in the ORACLE HOVE\ net wor k\ adri n
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directory on Windows operating systems. t nsnames. or a can also be stored the
following locations:

= The directory specified by the TNS_ADM N environment variable or registry
value

= On UNIX operating systems, the global configuration directory. For example,
on the Solaris Operating System, this directory is / var / opt / or acl e.

See Also: Oracle operating system-specific documentation

General Syntax of thsnames.ora

The basic syntax for a t nsnanes. or a file is shown in Figure 6-1. DESCRI PTI ON
contains the connect descriptor, ADDRESS contains the protocol address, and
CONNECT _DATA contains the database service identification information.

Example 6-1 Basic Format of tnsnames.ora File
net _service_nane=
( DESCRI PTI ON=
( ADDRESS=( pr ot ocol _addr ess_i nf or mat i on) )
( CONNECT_DATA=
( SERVI CE_NAME=servi ce_nane)))

Multiple Descriptions in tnsnames.ora

At nsnames. or a file can contain net service names with one or more connect
descriptors. Each connect descriptor can contain one or more protocol addresses.
Figure 6-2 shows two connect descriptors with multiple addresses. DESCRI PTI ON_
LI ST defines a list of connect descriptors.

Note: Oracle Net Manager does not support the creation of
multiple connect descriptors for a net service name.

Example 6-2 Net Service Name with Multiple Connect Descriptors in tnsnames.ora

net _service_nane=
( DESCRI PTI ON_LI ST=
( DESCRI PTI ON=
( ADDRESS=( pr ot ocol _addr ess_i nf or mat i on) )
( ADDRESS=( pr ot ocol _addr ess_i nf or mat i on) )
( ADDRESS=( pr ot ocol _addr ess_i nf or mati on))
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( CONNECT_DATA=

( SERVI CE_NAME=servi ce_nane)))

( DESCRI PTI ON=

( ADDRESS=( pr ot ocol _addr ess_i nf or mat i on) )
( ADDRESS=( pr ot ocol _addr ess_i nf or mati on))
( ADDRESS=( pr ot ocol _addr ess_i nf or mati on))
( CONNECT_DATA=

( SERVI CE_NAME=servi ce_nane))))

Multiple Address Lists in thsnames.ora

The t nsnanes. or a file also supports connect descriptors with multiple lists of
addresses, each with its own characteristics. In Figure 6-3, two address lists are
presented. The first address list features client load balancing and no connect-time
failover, affecting only those protocol adresses within the ADDRESS_LI ST. The
second protocol address list features connect-time failover and no client load
loading balancing, affecting only those protocol addresses within the ADDRESS

LI ST. The client first tries either the first or second protocol address at random,
then tries protocol addresses three and four sequentially.

Note: Oracle Net Manager supports only the creation of one
protocol address list for a connect descriptor.

Example 6-3 Multiple Address Lists in tnsnames.ora

net _servi ce_nane=
( DESCRI PTI ON=
( ADDRESS LI ST=
(LOAD_BALANCE=0n)
( FAI LOVER=of f )
( ADDRESS=( pr ot ocol _addr ess_i nf or mat i on))
( ADDRESS=( pr ot ocol _addr ess_i nf ormation)))
( ADDRESS LI ST=
(LOAD_BALANCE=o0f f)
( FAI LOVER=0n)
( ADDRESS=( pr ot ocol _addr ess_i nf or mati on))
( ADDRESS=( pr ot ocol _address_i nfornation)))
( CONNECT_DATA=
( SERVI CE_NAME=servi ce_nane)))
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Note: Protocol address lists do not have to be embedded in an
ADDRESS_LI ST if there is only one list, as was the case prior to
release 8.1.

Connect-Time Failover and Client Load Balancing with Oracle
Connection Managers

When a connect descriptor in a t nsnamnes. or a file contains at least two protocol
addresses for Oracle Connection Manager, parameters for connect-time failover
and load balancing can be included in the file.

Figure 6-4 illustrates failover of multiple Oracle Connection Manager protocol
addresses.

Example 6-4 Multiple Oracle Connection Manager Addresses in tnsnames.ora
sanpl el=
( DESCRI PTI ON=
( SOURCE_ROUTE=yes)
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 1) ( PORT=1630) ) # hop 1
( ADDRESS_LI ST=
( FAI LOVER=0n)
( LOAD_BALANCE=o0f f) # hop 2
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 2a) ( PORT=1630) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 2b) ( PORT=1630) ) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 3) ( PORT=1521) ) # hop 3
( CONNECT_DATA=( SERVI CE_NAME=Sal es. us. acne. con))

In Figure 6—4:

1. The client is instructed to connect to an protocol address of the first Oracle
Connection Manager, as indicated by:

( ADDRESS=( PROTOCOL=t cp) ( HOST=host 1) ( PORT=1630) )

2. The first Oracle Connection Manager is then instructed to connect to the first
protocol address of another Oracle Connection Manager. If the first protocol
address fails, then it tries the second protocol address. This sequence is
specified with the following configuration:

(ADDRESS LI ST=
( FAl LOVER=ON)
(LOAD_BALANCE=0f f )
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( ADDRESS=( PROTOCOL=t cp) ( HOST=host 2a) ( PORT=1630) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 2b) ( PORT=1630) )

3. The Oracle Connection Manager then connects to the database service using the
following protocol address:

( ADDRESS=( PROTOCOL=t cp) ( HOST=host 3) ( PORT=1521))

Figure 6-5 illustrates client load balancing among two Oracle Connection Managers
and two protocol addresses:

Example 6-5 Client Load Balancing in tnsnames.ora
sanpl e2=
( DESCRI PTI ON=
(LOAD_BALANCE=0n)
( FAI LOVER=0n)
( ADDRESS_LI ST=
( SOURCE_RQUTE=yes)
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 1) ( PORT=1630) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 2) (PORT=1521)))
( ADDRESS LI ST=
( SOURCE_RQUTE=yes)
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 3) (port =1630))
( ADDRESS=( PROTOCOL=t cp) ( HOST=host 4) (port=1521)))
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con))

In Figure 6-5:

1. The client is instructed to pick an ADDRESS_LI ST at random and to failover to
the other if the chosen ADDRESS_LI ST fails. This is indicated by the LOAD_
BALANCE and FAI LOVER parameters being set to on.

2. When an ADDRESS LI ST is chosen, the client first connects to the Oracle
Connection Manager, using the Oracle Connection Manager protocol address
that uses port 1630 indicated for the ADDRESS_LI| ST.

3. The Oracle Connection Manager then connects to the database service, using
the protocol address indicated for the ADDRESS_LI ST.

Local Naming Parameters

This section lists and describes the t nsnanes. or a file parameters that comprise
connect descriptors. Configuration parameters fall into the following categories:
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= Connect Descriptor Descriptions
= Protocol Address Section

= Optional Parameters for Lists

«  Connect Data Section

= Security Section

Connect Descriptor Descriptions

Each connect descriptor is contained within a DESCRI PTI ON parameter. Multiple
connect descriptors are characterized by the DESCRI PTI ON_LI| ST parameter. These
parameters are described next.

DESCRIPTION

Purpose
Use the DESCRI PTI ON parameter as a container for a connect descriptor.

Embed this parameter under the DESCRI PTI ON_LI ST parameter.

Example
net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=. . .)
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con)))

DESCRIPTION_LIST

Purpose

Use he DESCRI PTI ON_LI ST parameter defines a list of connect descriptors for a
particular net service name.

Example
net_servi ce_nane=
( DESCRI PTI ON_LI ST=
( DESCRI PTI ON=
( ADDRESS=. . .)
( CONNECT_DATA=( SERVI CE_NAME=sal es. acne. con)))
( DESCRI PTI ON=
( ADDRESS=. . .)

6-6 Oracle Database Net Services Reference Guide



Local Naming Parameters

( CONNECT_DATA=( SERVI CE_NAME=sal es2. us. acne.con))))

Protocol Address Section

The protocol address section of the t nsnanes. or a file specifies the protocol
addresses of the listener.

ADDRESS

Purpose
Use the parameter ADDRESS to define a single listener protocol address.

Embed this parameter under either the ADDRESS_LI| ST parameter or the
DESCRI PTI ON parameter.

See Also: Chapter 4 for descriptions of the correct parameters to
use for each protocol

Example

net_servi ce_nane=

( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- svr) ( PORT=1521) )
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. com))

ADDRESS_LIST

Purpose

Use the parameter ADDRESS LI ST to define a list of protocol addresses. If there is
only address list, ADDRESS_LI ST is not necessary.

Embed this parameter under either the DESCRI PTI ON parameter or the
DESCRI PTI ON_LI ST parameter.

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1- svr) (PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- svr) (PORT=1521)))
( ADDRESS LI ST=
( FAI LOVER=0n)
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( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1- svr) ( PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- svr) ( PORT=1521) )
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con)))

Optional Parameters for Lists

For multiple addresses, the following parameters are available for usage:
= FAILOVER

« LOAD_BALANCE

= RECV_BUF_SIZE

= SDU

= SEND_BUF_SIZE

« SOURCE_ROUTE

= TYPE_OF_SERVICE

FAILOVER

Purpose

Use the parameter FAI LOVER to enable or disable connect-time failover for multiple
protocol addresses.

When you set the parameter to on, yes, or t r ue, Oracle Net, at connect time, fails
over to a different address if the first protocol address fails. When you set the
parameter to of f , no, or f al se, Oracle Net tries one protocol address.

Embed this parameter under either the DESCRI PTI ON_LI ST parameter, the
DESCRI PTI ON parameter, or the ADDRESS_LI ST parameter.

Important: Do not set the GLOBAL_DBNAME parameter in the

SID LI ST _/istener_nane section of thel i stener.ora. A
statically configured global database name disables connect-time
failover.

Default
on for DESCRI PTI ON_LI STs, DESCRI PTI ONs, and ADDRESS LI STs
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Values
on | off | yes | no| true | false

Example

net_servi ce_nane=
( DESCRI PTI ON=
( FAI LOVER=0n)
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1-svr) ( PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- svr) ( PORT=1521)))
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. conm)))

LOAD_BALANCE

Purpose

Use the parameter LOAD_BALANCE to enable or disable client load balancing for
multiple protocol addresses.

When you set the parameter to on, yes, or t r ue, Oracle Net progresses through the
list of addresses in a random sequence, balancing the load on the various listener or
Oracle Connection Manager protocol addresses. When you set the parameter to

of f, no, or f al se, Oracle Net tries the protocol addresses sequentially until one
succeeds.

Embed this parameter under either the DESCRI PTI ON_LI ST parameter, the
DESCRI PTI ON parameter, or the ADDRESS_LI ST parameter.

Default
on for DESCRI PTI ON_LI STs

Values
on | off | yes | no| true | false

Example

net_servi ce_nane=
( DESCRI PTI ON=
( LOAD_BALANCE=0n)
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1-svr) ( PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- svr) ( PORT=1521)))
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con))
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RECV_BUF_SIZE

Purpose

Use the parameter RECV_BUF_SI ZE to specify, in bytes, the buffer space for receive
operations of sessions. This parameter is supported by the TCP/IP, TCP/IP with
SSL, and SDP protocols.

Note: Additional protocols might support this parameter on
certain operating systems. Refer to operating-system specific
documentation for information about additional protocols that
support this parameter.

Embed this parameter under the DESCRI PTI ON parameter or at the end of the
protocol address.

Default
The default value for this parameter is operating-system specific. The default for the
Solaris 2.6 Operating System is 32768 bytes.

Usage
Setting this parameter in the connect descriptor for a client overrides the RECV_
BUF_SIZE parameter at the clientside sql net . or a file.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1- server) ( PORT=1521)
(RECV_BUF_SI ZE=11784))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- server) ( PORT=1521)
(RECV_BUF_SI ZE=11784))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))
net_servi ce_nane=
( DESCRI PTI ON=
(RECV_BUF_SI ZE=11784)
( ADDRESS LI ST=
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( ADDRESS=( PROTOCOL=t cp) ( HOST=hr 1- server) ( PORT=1521)

( ADDRESS=( PROTOCOL=t cp) ( HOST=hr 2- server) ( PORT=1521) )
( CONNECT_DATA=

( SERVI CE_NAME=hr . us. acne. com)))

SDU

Purpose

Use the parameter SDU to instruct Oracle Net to optimize the transfer rate of data
packets being sent across the network with the session data unit (SDU) size you
specify.

Embed this parameter under the DESCRI PTI ON parameter.

Default
2048 bytes (2KB)

Values
512 bytes to 32768 (32 KB)

Usage

Setting this parameter in the connect descriptor for a client overrides the
DEFAULT_SDU_SIZE parameter at clientside sql net . or a file.

See Also: Oracle Net Services Administrator's Guide for complete
SDU usage and configuration information

Example

net_servi ce_nane=
( DESCRI PTI ON=
( SDU=2085)
( ADDRESS LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1-server) ( PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2-server) ( PORT=1521)))
( CONNECT_DATA=
( SERVER_NAME=sal es. us. acne. con))
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SEND_BUF_SIZE

Purpose
Use the parameter SEND_BUF_SI ZE to specify, in bytes, the buffer space for send

operations of sessions. This parameter is supported by the TCP/IP, TCP/IP with
SSL, and SDP protocols.

Note: Additional protocols might support this parameter on
certain operating systems. Refer to operating-system specific
documentation for information about additional protocols that
support this parameter.

Embed this parameter under the DESCRI PTI ON parameter or at the end of the
protocol address.

Default

The default value for this parameter is operating-system specific. The default for the
Solaris 2.6 Operating System is 8192 bytes.

Usage

Setting this parameter in the connect descriptor for a client overrides the SEND_
BUF_SIZE parameter at the clientside sql net . or a file.

See Also: Oracle9i Net Services Administrator’s Guide for
information about configuring this parameter

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1- server) ( PORT=1521)
(SEND_BUF_SI ZE=11784))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- server) ( PORT=1521)
(SEND_BUF_SI ZE=11784))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))
net_servi ce_nane=
( DESCRI PTI ON=
( SEND_BUF_SI ZE=11784)
( ADDRESS LI ST=
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( ADDRESS=( PROTOCOL=t cp) ( HOST=hr 1- server) ( PORT=1521)

( ADDRESS=( PROTOCOL=t cp) ( HOST=hr 2- server) ( PORT=1521) )
( CONNECT_DATA=

( SERVI CE_NAME=hr . us. acne. com)))

SOURCE_ROUTE

Purpose

Use the parameter SOURCE_ROUTE to enable routing through multiple protocol
addresses.

When you set to on or yes, Oracle Net uses each address in order until the
destination is reached.

To use Oracle Connection Manager, an initial connection from the client to Oracle
Connection Manager is required, and a second connection from Oracle Connection
Manager to the listener is required.

Embed this parameter under either the DESCRI PTI ON_LI ST parameter, the
DESCRI PTI ON parameter, or the ADDRESS_LI ST parameter.

See Also: Oracle Net Services Administrator's Guide for complete
configuration information

Default
of f

Values
yes | no | on | off

Example

net_servi ce_nane=
( DESCRI PTI ON=
( SOURCE_RQUTE=0n)
( ADDRESS=( PROTOCOL=t cp) ( HOST=cman- pc) ( PORT=1630) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1-svr) ( PORT=1521)))
( CONNECT_DATA=( SERVI CE_NAME=sal es. us. acne. con))
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TYPE_OF_SERVICE

Purpose

Use the parameter TYPE_OF_SERVI CE parameter to specify the type of service to
use for an Oracle Rdb database. This parameter should only be used if the
application supports both an Oracle Rdb and Oracle database service, and you want
the application to load balance between the two.

Embed this parameter under the DESCRI PTI ON parameter.

Example
net_servi ce_nane=
( DESCRI PTI ON_LI ST=
( DESCRI PTI ON=
( ADDRESS=. . .)
( CONNECT_DATA=
( SERVI CE_NAME=gener i c)
( RDB_DATABASE=[ . nf ] nf _per sonal . r db)
( GLOBAL_NAME=al pha5))
( TYPE_OF_SERVI CE=r db_dat abase))
( DESCRI PTI ON=
( ADDRESS-=. . .)
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. con)
(TYPE_OF_SERVI CE=0r acl €9_dat abase)))

Connect Data Section

The connection data section of the t nsnames. or a file specifies the name of the
destination service.

CONNECT_DATA

Purpose
Use the parameter CONNECT_DATA to define the service to which to connect.

Embed this parameter under the DESCRI PTI ON parameter.

Usage Notes
CONNECT_DATA permits the following subparameters:

= FAILOVER_MODE
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« GLOBAL_NAME

« HS

= INSTANCE_NAME
« RDB_DATABASE

= SERVER

= SERVICE_NAME

« SID

Example

net _servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1-svr) ( PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- svr) ( PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com)))

FAILOVER_MODE

Purpose

Use the parameter FAl LOVER_MODE to instruct Oracle Net to fail over to a different
listener if the first listener fails during runtime. Depending upon the configuration,
session or any SELECT statements which were in progress are automatically failed
over.

This type of failover is called Transparent Application Failover (TAF) and should
not be confused with the connect-time failover FAILOVER parameter.

Embed this parameter under the CONNECT_DATA parameter.

See Also: Oracle Net Services Administrator’s Guide for complete
configuration information

Subparameters
FAI LOVER_MODE supports the following subparameters:

BACKUP: Specify the failover node by its net service name. A separate net service
name must be created for the failover node.
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TYPE: Specify the type of failover. Three types of Oracle Net failover functionality
are available by default to Oracle Call Interface (OCI) applications:

sessi on: Fails over the session; that is, if a user's connection is lost, a new session
is automatically created for the user on the backup. This type of failover does not
attempt to recover selects.

sel ect : Allows users with open cursors to continue fetching on them after failure.
However, this mode involves overhead on the client side in normal select
operations.

none: This is the default, in which no failover functionality is used. This can also be
explicitly specified to prevent failover from happening.

METHQOD: Specify how fast failover is to occur from the primary node to the backup
node:

basi c: Establishes connections at failover time. This option requires almost no
work on the backup database server until failover time.

pr econnect : Pre-establishes connections. This provides faster failover but requires
that the backup instance be able to support all connections from every supported
instance.

RETRI ES: Specify the number of times to attempt to connect after a failover. If
DELAY is specified, RETRI ES defaults to five retry attempts.

DELAY: Specify the amount of time in seconds to wait between connect attempts. If
RETRI ES s specified, DELAY defaults to one second.

Note: If a callback function is registered, then RETRI ES and
DELAY subparameters are ignored.

Example

See Also: Oracle Net Services Administrator’s Guide for
implementation examples

GLOBAL_NAME

Purpose
Use the parameter GLOBAL_NAME to identify the Oracle Rdb database.

Embed this parameter under the CONNECT_DATA parameter.
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Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS-=. . .)
( ADDRESS-=. . .)
( CONNECT_DATA=

( SERVI CE_NAME=gener i c)
( RDB_DATABASE=[ . nf ] nf _per sonal . r db)
( GLOBAL_NAME=al pha5)))

HS

Purpose

Use the parameter HS to instruct Oracle Net to connect to a non-Oracle system

through Heterogeneous Services.

Embed this parameter under the CONNECT_DATA parameter.

See Also:

Default
None
Values
ok
Example
net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=. . .)
( ADDRESS=. . .)
( CONNECT_DATA=
(SI D=sal es6)
(HS=0k)))

Oracle Net Services Administrator's Guide for complete
configuration information
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INSTANCE_NAME

Purpose

Use the parameter | NSTANCE_NAME to identify the database instance to access. Set
the value to the value specified by the | NSTANCE_NAME parameter in the
initialization parameter file.

Embed this parameter under the CONNECT_DATA parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about the use of | NSTANCE_NAME

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS-=. . .)
( ADDRESS-=. . .)
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com
(1 NSTANCE_NAME=sal es1)))

RDB_DATABASE

Purpose

Use the parameter RDB_DATABASE parameter to specify the file name of an Oracle
Rdb database.

Embed this parameter under the CONNECT_DATA parameter.

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS-=. . .)
( ADDRESS-=. . .)
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com)
( RDB_DATABASE= [.nf]nf _personal .rdb)))
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SERVER

Purpose

Use the parameter SERVER to instruct the listener to connect the client to a specific
type of service handler.

Embed this parameter under the CONNECT_DATA parameter.

Values
= dedi cat ed to specify that client requests be served by dedicated server

= shar ed to specify that client request be served by shared server

Note: Shared server must be configured in the database
initialization file in order for the client to connect to the database
with a shared server process. See the Oracle Net Services
Administrator’s Guide for configuration information.

Note: The USE_DEDICATED_SERVER parameter in the
sgl net . or a file overrides this parameter.

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS-=. . .)
( ADDRESS-=. . .)
( CONNECT_DATA=
( SERVER_NAME=sal es. us. acne. com
( SERVER=dedi cat ed)))

SERVICE_NAME

Purpose

Use the parameter SERVI CE_NAME to identify the Oracle9i or Oracle8i database
service to access. Set the value to a value specified by the SERVI CE_NAMES
parameter in the initialization parameter file.

Embed this parameter under the CONNECT_DATA parameter.
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See Also: Oracle Net Services Administrator’s Guide for information
about the use of the SERVI CE_NAME parameter

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=. . .)
( ADDRESS=. . .)
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

SID

Purpose

Use the parameter Sl Dto identify the Oracle8 database instance by its Oracle
System Identifier (SID). If the database is Oracle9i or Oracle8i, use the SERVICE_
NAME parameter rather than the SI D parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about the use of SI D

Embed this parameter under the CONNECT_DATA parameter.

Example

net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=. . .)
( ADDRESS=. . .)
( CONNECT_DATA=
(Sl D=sales)))

Security Section

The security section of the t nsnanes. or a file specifies security-related parameters
for use with Oracle Advanced Security features.

SECURITY

Purpose
Use the parameter SECURI TY to enable secure connections.
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Embed this parameter under the DESCRI PTI ON parameter.

Usage Notes
SECURI TY permits the SSL_SERVER_CERT_DN subparameter.

Example
net _servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1-svr) ( PORT=1521))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- svr) ( PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. con))
( SECURI TY=
( SSL_SERVER_CERT_DN="cn=sal es, cn=0r acl eCont ext , dc=us, dc=acne, dc=coni')))

SSL_SERVER_CERT_DN

Purpose

Use the parameter SSL_SERVER CERT_DN to specify the distinguished name

(DN) of the database server. The client uses this information to obtain the list of
DNs it expects for each of the servers, enforcing the database server DN to match its
service name.

Usage Notes

Use this parameter in conjunction with the sgl net. or a parameter SSL_SERVER _
DN_MATCH to enable server DN matching.

See Also: Oracle Advanced Security Administrator’s Guide

Example
net_servi ce_nane=
( DESCRI PTI ON=
( ADDRESS=. . .)
( ADDRESS=. . .)
( CONNECT_DATA=
( SERVI CE_NAME=f i nance. us. acre. con) )
( SECURI TY=

( SSL_SERVER _CERT_DN="cn=f i nance, cn=0r acl eCont ext , dc=us, dc=acne, dc=cont')))
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Listener Parameters (listener.ora)

This chapter provides a complete listing of the | i st ener . or a file configuration
parameters.

This chapter contains these topics:

Overview of Listener Configuration File

Listener Parameters

Overview of Listener Configuration File

Listener configuration, stored in the | i st ener . or a file, consists of the following
elements:

Name of the listener
Protocol addresses that the listener is accepting connection requests on
Database services

Dynamic service registration, a feature of Oracle9i and Oracle8i, eliminates the
need for static configuration of supported services. However, static service
configuration is required if you plan to use Oracle Enterprise Manager.

Control parameters

By default, the | i st ener . or a file is located in the $ORACLE _

HOME/ net wor k/ admi n directory on UNIX operating systems and the ORACLE_
HOVE\ net wor k\ admi n directory on Windows. | i st ener . or a can also be stored
the following locations:

The directory specified by the TNS_ADM Nenvironment variable or registry
value
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= On UNIX operating systems, the global configuration directory. For example,
on the Solaris Operating System, this directory is / var / opt / or acl e.

See Also: Oracle operating system-specific documentation

It is possible to configure multiple listeners, each with unique name, in one

|'i st ener. or a file. Multiple listener configuration is possible because each of the
top-level configuration parameters has a suffix of the listener name or is the listener
name itself.

Note: It is often useful to configure multiple listeners in one

|'i st ener. or a file. However, Oracle Corporation recommends
running only one listener for each node in most customer
environments.

Example 7-1 shows a | i st ener. or a file for a listener named LI STENER, which is
the default name of the listener.

Example 7-1 Example listener.ora File

LI STENER=
( DESCRI PTI ON=
( ADDRESS_LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal e- server) ( PORT=1521))
( ADDRESS=( PROTOCOL=i pc) ( KEY=ext proc))))
SID LI ST_LI STENER=
(SID_LIST=
(Sl D_DESC=
( GLOBAL_DBNAME=sal es. us. acne. con)
( ORACLE_HOME=/ or acl e10g)
(SI D_NAME=sal es))
(Sl D_DESC=
('SI D_NAME=pI sext proc)
( ORACLE_HOME=/ or acl e10g)
( PROGRAME=ext proc)))

Listener Parameters

This section lists and describes the | i st ener . or a file parameters. Listener
configuration parameters fall into the following categories:

«  Protocol Address Section
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= Static Service Registration (SID_LIST) Section

« Control Parameters

Protocol Address Section

The protocol address section of the | i st ener . or a file defines the protocol
addresses that the listener is accepting connection requests on. Discussed next are
the most common parameters used in protocol addresses. Note that ADDRESS_

LI ST is also supported.

See Also: Chapter 4, "Protocol Address Configuration" for
information about the ADDRESS_LI ST parameter

DESCRIPTION

Purpose
Use the parameter DESCRI PTI ON as a container for listener protocol addresses.

Example

i stener_name=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=hr - server) ( PORT=1521) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521)))

ADDRESS

Purpose
Use the parameter ADDRESS to specify a single listener protocol address.

Embed this parameter under the DESCRI PTI ON parameter.

See Also: Chapter 4, "Protocol Address Configuration" for
descriptions of the correct parameters to use for each type of
support protocol

Example
|'i stener_nane=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=hr - server) ( PORT=1521) )
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521)))
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QUEUESIZE

Purpose

Use the parameter QUEUESI ZE to specify the number of concurrent connection
requests that the listener can accept on a TCP/IP or IPC listening endpoint (protocol
address).

Embed this parameter at the end of the protocol address with its value set to the
expected number of concurrent connection requests.

Default

The default number of concurrent connection requests is operating system specific.
Following are the defaults for the Solaris Operating System and Windows:

= Solaris Operating System: 5
«  Windows NT 4.0 Workstation: 5
«  Windows NT 4.0 Server: 50

Usage Notes

See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Example

i stener_name=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=hr - ser ver) ( PORT=1521) ( QUEUESI ZE=20) ) )

RECV_BUF_SIZE

Purpose

Use the parameter RECV_BUF_SI ZE to specify, in bytes, the buffer space for receive
operations of sessions. This parameter is supported by the TCP/IP, TCP/IP with
SSL, and SDP protocols.

Note: Additional protocols might support this parameter on
certain operating systems. Refer to operating-system specific
documentation for information about additional protocols that
support thi parameter.
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Embed this parameter under the DESCRI PTI ON parameter or at the end of the
protocol address with its value set to the expected number of bytes.

Default

The default value for this parameter is operating-system specific. The default for the
Solaris 2.6 Operating System is 32768 bytes (32 KB).

Usage Notes

See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Example

i stener_name=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- ser ver) ( PORT=1521)
(RECV_BUF_SI ZE=11784))
( ADDRESS=( PROTOCOL=i pc) ( KEY=ext pr oc)
(RECV_BUF_SI ZE=11784)))
i stener_nane=
( DESCRI PTI ON=
(RECV_BUF_SI ZE=11784))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- ser ver) ( PORT=1521)
( ADDRESS=( PROTOCOL=i pc) ( KEY=ext proc)))

SEND_BUF_SIZE

Purpose
Use the parameter SEND_BUF_SI ZE to specify, in bytes, the buffer space for send

operations of sessions. This parameter is supported by the TCP/IP, TCP/IP with
SSL, and SDP protocols.

Note: Additional protocols might support this parameter on
certain operating systems. Refer to operating-system specific
documentation for information about additional protocols that
support thi parameter.

Embed this parameter under the DESCRI PTI ON parameter or at the end of the
protocol address.
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Default

The default value for this parameter is operating-system specific. The default for the
Solaris 2.6 Operating System is 8192 bytes (8 KB).

Usage Notes

See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Example

i stener_namne=
( DESCRI PTI ON=
( ADDRESS_LI ST=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) ( PORT=1521)
( SEND_BUF_SI ZE=11280))
( ADDRESS=( PROTOCOL=i pc) ( KEY=ext pr oc)
( SEND_BUF_SI ZE=11280))))
i stener_nane=
( DESCRI PTI ON=
( ADDRESS_LI ST=
( SEND_BUF_SI ZE=11280))
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) ( PORT=1521)
( ADDRESS=( PROTOCOL=i pc) (KEY=ext proc))))

Static Service Registration (SID_LIST) Section

You can use the SI D_LI ST section of the | i st ener . or a to statically configure
service information for the listener.

The SI D_LI ST section is required for Oracle8 release 8.0 or Oracle7 database
services, as well as external procedure calls and Heterogeneous Services, and some
management tools, including Oracle Enterprise Manager.

SID_LI ST_I i st ener_nanme=
(SID_LIST=
(Sl D_DESC=
( GLOBAL_DBNANE=g/ obal _dat abase_nane)
(S| D_NAME=si d)
( ORACLE_HOVE=0r acl e_hone))
(SID_DESC=...))

For later database releases, the listener uses the dynamic service information about
the database and instance it has received through service registration before using

7-6 Oracle Database Net Services Reference Guide



Listener Parameters

statically configured information in the | i st ener . or a file. Therefore, the SI D_LI ST
is not required, unless Oracle Enterprise Manager is used to monitor an Oracle9i or
Oracle8i database.

SID_LIST

Purpose
Use the parameter SI D_LI ST to identify a list of SID descriptions.

Example
SID_LI ST_Ii st ener_nane=
(SID_LIST=
(SI D _DESC-=...)

(SI D_DESC=...))
SID_DESC

Purpose

Use the parameter S| D_DESC to specify service information for a specific database
instance or a non-database service.

Embed this parameter under the SI D_LI ST parameter.

Example
SID_LI ST_li st ener _nane=
(SID_LIST=

(SI D _DESC-=...)

(SI D DESC=...))
S| D_DESC permits the following parameters:

« ENVS
« GLOBAL_DBNAME
« ORACLE_HOME

« PROGRAM
« SID_NAME
« SDU
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ENVS

Purpose

Use the parameter ENVS to specify environment variables for the listener to set
prior to executing (as a child process) a dedicated server program or an executable
specified with the PROGRAM parameter.

Embed this parameter under the SI D_DESC parameter.

Note: This parameter in not supported on Windows. Any process
spawned by the listener will simply inherit the listener's
environment.

Usage Notes
Enclose an environment variable and its value within double quotes (" ):

(ENVS="vari abl e=val ue")
A list of environment variables and their values can be specified. Enclose the list

within double quotes, from end to end, and separate environment variable
definitions with commas and no space.

(ENVS="vari abl e=val ue, vari abl e=val ue")

Note: Single quotes (' ) are supported for backward compatibility.

The use of the following characters within the environment variable or its value
definition ( ENVS="vari abl e=val ue") are not supported:

« Comma(,)

= Single quotes (")
= Double quotes (")
« Equalsign (=)

Example

SID_LI ST_Ii st ener_nanme=
(SID_LIST=
(SI D_DESC=
('SI D_NAME=pI sext proc)
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( ORACLE_HOME=/ or acl e10g)
( PROGRAMFeXt proc)
(ENVS="LD_LI BRARY_PATH=/ or acl e/ 10g/ | i b: / oracl e/ 10g/ ct x/1i b"))
(SI D_DESC=
( SI D_NAME=t est)
( PROGRAME/ t np/ myexec)
( ENVS="LD_LI BRARY_
PATH=/ private/ xpm | ib:/private/nylibs, M'PATH=/ usr/uch: /usr/1ocal / packages, APL_
ENV_FI LE=/ apl / conf/env.txt")))

GLOBAL_DBNAME

Purpose
Use the parameter GLOBAL_DBNAME to identify the database service.

While processing a client connection request, the listener tries to match the value of
this parameter with the value of the SERVI CE_NAME parameter in the client connect
descriptor. If the client connect descriptor uses the S| D parameter, then the listener
does not attempt to map the values. This parameter is primarily intended for
configurations with Oracle8 release 8.0 or Oracle7 databases (wWhere dynamic
service registration is not supported for dedicated servers). This parameter may also
be required for use with Oracle9i and Oracle8i database services by some
configurations and management tools.

The value for this parameter is typically obtained from the combination of the DB_
NAME and DB_DOMAI N parameters (DB_NAME.DB_DOMAI N) in the initialization
parameter file, but the value can also contain any valid name used by clients to
identify the service.

Embed this parameter under the SI D_DESC parameter.

Example
SID_LI ST_Iistener_nane=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNAME=sal es. us. acne. com
(SI'D_NAME=sal es)
( ORACLE_HOMVE=/ usr/oracle)))
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ORACLE_HOME

Purpose

Use the parameter ORACLE_HOME to identify the Oracle home location of the
service.

Embed this parameter under the SI D_DESC parameter.

Example

SID_LI ST_I i st ener_nanme=
(SID_LIST=
(SI D_DESC=
( SI D_NAME=ext proc)
( ORACLE_HOME=/ usr/ or acl e)
( PROGRAMEext proc)))

PROGRAM

Purpose
Use the parameter PROGRAMto identify the service executable program name.

Embed this parameter under the SI D_DESC parameter.

Example

SID_LI ST_I i st ener_nanme=
(SID_LIST=
(SI D_DESC=
( SI D_NAME=sal es)
( ORACLE_HOVE=/ usr/ or acl e)
( PROGRAMEext proc) ) )

SID_NAME

Purpose

Use the parameter S| D_NAME to identify the Oracle System Identifier (SID) of the
instance. You can obtain the SID value from the | NSTANCE_NAME parameter in the
initialization parameter file.

Embed this parameter under the SI D_DESC parameter.
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Example
SID_LI ST_Iistener_nane=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNAME=sal es. us. acne. com
(SI'D_NAME=sal es)
( ORACLE_HOME=/ usr/oracle)))

SDU

Purpose

Use the parameter SDU to instruct Oracle Net to optimize the transfer rate of data
packets being sent across the network with the session data unit (SDU) size you
specify.

Embed this parameter under the SI D_DESC parameter.

Usage
See Also: Oracle Net Services Administrator’s Guide for information
about configuring this parameter

Default

2048 bytes (2KB)

Values

512 bytes to 32768 (32 KB)

Example
SID_LI ST_Ii st ener_nane=
(SID_LIST=
(SI D_DESC=

(SDU=2085)
( GLOBAL_DBNAME=sal es. us. acne. com
(SI D_NAME=sal es)
( ORACLE_HOME=/ usr/oracle)))

Control Parameters

This section describes the following parameters that control the behavior of the
listener:
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« ADMIN_RESTRICTIONS_listener_name

« INBOUND_CONNECT_TIMEOUT _listener_name
« LOG_DIRECTORY _listener_name

«» LOG_FILE_listener_name

=  LOGGING_listener_name

« PASSWORDS_listener_name

« SAVE_CONFIG_ON_STOP_listener_name
« SSL_CLIENT_AUTHENTICATION

« STARTUP_WAIT_TIME_listener_name

« TRACE_DIRECTORY_listener_name

« TRACE_FILE_listener_name

« TRACE_FILELEN_listener_name

« TRACE_FILENO_listener_name

« TRACE_LEVEL listener_name

« TRACE_TIMESTAMP_listener_name

«  WALLET_LOCATION

ADMIN_RESTRICTIONS listener_name

Purpose

Use the parameter ADM N_RESTRI CTI ONS_/ i st ener _nane to restrict runtime
administration of the listener. The parameter is useful if the listener is not
password-protected.

Setting ADM N_RESTRI CTI ONS_/ i st ener_name=on disables the runtime
modification of parametersin | i st ener . or a. That is, the listener will refuse to
accept SET commands that alter its parameters. To change any of the parameters in
l'i stener. ora,including ADM N_RESTRI CTI ONS_/ i st ener_narne itself,
modify the | i st ener . or a file manually and reload its parameters (with the
RELOAD command) for the new changes to take effect without explicitly stopping
and restarting the listener.

Oracle Corporation recommends establishing a password to secure the listener. To
establish an encrypted password, use either the Listener Control utility CHANGE_
PASSWORD command or Oracle Net Manager.
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See Also: Oracle Net Services Administrator’s Guide for further
information about password security of the listener

Default
of f

Example
ADM N_RESTRI CTI ONS_| i st ener =on

INBOUND_CONNECT _TIMEOUT _listener_name

Purpose

Use the | NBOUND_CONNECT_TI MEQUT_/ i st ener_nane parameter to specify the
time, in seconds, for the client to complete its connect request to the listener after
the network connection had been established.

If the listener does not receive the client request in the time specified, then it
terminates the connection. In addition, the listener logs the IP address of the client
and an ORA- 12525: TNS: |istener has not received client’s
request in time all owed error message to thel i st ener . | og file.

To protect both the listener and the database server, Oracle Corporation
recommends setting this parameter in combination with the SQLNET.INBOUND_
CONNECT_TIMEOUT parameter in the sgl net . or a file. When specifying values
for these parameters, consider the following recommendations:

= Set both parameters to an initial low value.

«  Set the value of the | NBOUND_CONNECT_TI MEQUT /i st ener_nane
parameter to a lower value than the SQLNET. | NBOUND_CONNECT_TI MEQUT
parameter.

For example, you can set | NBOUND_CONNECT_TI MEQUT_/ i st ener _nane to 2
seconds and | NBOUND_CONNECT_TI MEQUT parameter to 3 seconds. If clients are
unable to complete connections within the specified time due to system or network
delays that are normal for the particular environment, then increment the time as
needed.

See Also:  Oracle Net Services Administrator’s Guide for
information about configuring these parameters
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Default
None

Example
| NBOUND_CONNECT_TI MEQUT _| i st ener =2

LOG_DIRECTORY listener_name

Purpose

Use the parameter LOG_DI RECTORY_/ i st ener _nane to specify the destination
directory of the listener log file.

Default

The $ORACLE_HOVE/ net wor k/ | og directory on UNIX operating systems and the
ORACLE_HOVE\ net wor k\ | og directory on Windows operating systems

Example
LOG_DI RECTORY_I i stener =/ or acl e/ net wor k/ admi n/ | og

LOG_FILE_listener_name
Purpose
Use the parameter LOG_FI LE /i st ener _nane to specify the name of the log file

for the listener.

Default
listener.!|og

Example
LOG_ FILE |istener=list.log

LOGGING_listener_name

Purpose
Use the parameter LOGG NG_/ i st ener _nane to turn logging on or off.
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Default
on

Values
on | off

Example
LOGA NG_| i st ener =on

PASSWORDS listener_name

Purpose

Use the parameter PASSWORDS _/ j st ener _nane to store an encrypted password
for a listener, so that certain privileges operations, such as SAVE_CONFIG and
STOP, used from the Listener Control utility are secure. An encrypted password can
be set using either the Listener Control utility CHANGE_PASSWORD command or
Oracle Net Manager.

See Also: Oracle Net Services Administrator’s Guide for further
information about password security of the listener

Example
PASSWORDS LI STENER=(2D6C48144CF753AC)

SAVE_CONFIG_ON_STOP_listener_name

Purpose

Use the parameter SAVE_CONFI G_ON_STOP_/ i st ener _nane to specify whether
or not runtime configuration changes are saved into the | i st ener . or a file.

When you set the parameter to t r ue, any parameters that were modified while the
listener was running using the Listener Control utility SET command are saved to
thel i st ener. or a file when the STOP command is issued. When you set the
parameter to f al se, the Listener Control utility does not save the runtime
configuration changes to the | i st ener . or a file.

Default
fal se
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Values
true | false

Example
SAVE_CONFI G_ON_STOP_| i stener=true

SSL_CLIENT_AUTHENTICATION

Purpose

Use the parameter SSL_CLI ENT_AUTHENTI CATI ON to specify whether or not a
client is authenticated using the Secure Sockets Layer (SSL).

Default
true

Values
true | false

Usage Notes

The database server authenticates the client. Therefore, this value should be set to
f al se. If this parameter is set to t r ue, the listener attempts to authenticate the
client, which can result in a failure.

See Also: Oracle Advanced Security Administrator’s Guide

Example
SSL_CLI ENT_AUTHENTI CATI ON=t r ue

STARTUP_WAIT TIME_listener_name

Note: This parameter is deprecated and will be desupported in a
future release. If you require this parameter to run the listener,
please notify Oracle Support Services.
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Purpose

Use the parameter STARTUP_WAI T_TI ME_/ i st ener _nane to set the number of
seconds that the listener waits before responding to a Listener Control utility START
command.

Default
0

Example
STARTUP_WAI T_TI ME_| i st ener =5

TRACE_DIRECTORY _listener_name

Purpose

Use the parameter TRACE_DI RECTORY_/ j st ener _nare to specify the destination
directory of the listener trace file.

Default

The $ORACLE_HOVE/ net wor k/ t r ace directory on UNIX operating systems and
the ORACLE_HOVE\ net wor k\ t r ace directory on Windows

Example
TRACE_DI RECTORY_| i st ener =/ oracl e/ net wor k/ admi n/trace

TRACE_FILE_listener_name

Purpose

Use the parameter TRACE_FI LE_/ i st ener _nane to specify the name of the trace
file for the listener.

Default
|istener.trc

Example
TRACE_FILE_|istener=list.trc
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TRACE_FILELEN listener_name

Purpose

Use the parameter TRACE_FI LELEN /i st ener _nane to specify the size of the
listener trace files in kilobytes (KB). When the size is met, the trace information is
written to the next file. The number of files is specified with the TRACE_FILENO_
listener_name parameter.

Default
Unlimited

Example
TRACE_FI LELEN | i st ener=100

TRACE_FILENO listener_name

Purpose

Use the parameter TRACE_FI LENO _/ j st ener _nare to specify the number of
trace files for listener tracing. When this parameter is set along with the TRACE_
FILELEN_listener_name parameter, trace files are used in a cyclical fashion. The
first file is filled first, then the second file, and so on. When the last file has been
filled, the first file is re-used, and so on.

The trace file names are distinguished from one another by their sequence number.
For example, if the default trace file of | i st ener. trc is used, and this parameter
is set to 3, the trace files would be named | i stenerl1.trc,l i stener2.trc and
listener3.trc.

In addition, trace events in the trace files are preceded by the sequence number of
the file.

Default
1

Example
TRACE_FI LENO | i st ener=3

7-18 Oracle Database Net Services Reference Guide



Listener Parameters

TRACE_LEVEL_listener_name

Purpose

Use the parameter TRACE_LEVEL_/ i st ener _nane to turn listener tracing on, at a
specific level, or off.

Default
of f

Values
« of f forno trace output

=« user for user trace information
= adm n for administration trace information

= support for Oracle Support Services trace information

Example
TRACE_LEVEL_| i st ener=adni n

TRACE_TIMESTAMP_listener_name

Purpose

When parameter TRACE_LEVEL _listener_name is set to a specific tracing level,
you can use the parameter TRACE_TI MESTAMP_/ i st ener _narme to add a time
stamp in the form of dd- non- yyyy hh: ni:ss: nil to every trace event in the
trace file for the listener.

Default
on

Values
onortrue | off orfal se

Example
TRACE_TI MESTAMP_| i st ener =t rue
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WALLET_LOCATION

Purpose

Use the parameter WALLET_LOCATI ON to specify the location of wallets. Wallets are
certificates, keys, and trustpoints processed by SSL that allow for secure
connections.

See Also: Oracle Advanced Security Administrator’s Guide

Syntax
Oracle wallets on file system:

WALLET_LOCATI ON=
( SOURCE=
(METHOD=fi | €)
( METHOD_DATA=
(DI RECTORY=di r ect or y)
[ (PKCS11=TRUE/ FALSE)]))

Microsoft certificate store:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ntsS) )

Oracle wallets in the Windows registry:

WALLET_LOCATI ON=
( SOURCE=
( METHCD=r eg)
( METHOD_DATA=
(KEY=regi stry_key)))

Entrust wallets:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ent r)
( METHOD_DATA=
( PROFI LE=fi [l e. epf)
(INLFILE=file.ini)))

Subparameters
WALLET_LOCATI ONsupports the following subparameters:
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SOURCE: Specify the type of storage for wallets and storage location.
METHOD: Specify the type of storage.

METHOD_DATA: Specify the storage location.

DI RECTORY: Specify the location of Oracle wallets on file system.
KEY: Specify the wallet type and location in the Windows registry.
PRCFI LE: Specify the Entrust profile file (. epf).

I NI FI LE: Specify the Entrust initialization file (. i ni ).

Default
None

Usage Notes

« The key/value pair for Microsoft’s certificate store (MCS) omits the METHOD_
DATA parameter because MCS does not use wallets. Instead, Oracle PKI (public
key infrastructure) applications obtain certificates, trustpoints and private keys
directly from the user’s profile.

= If an Oracle wallet is stored in the Windows registry and the wallet’s key (KEY)
is SALESAPP, the storage location of the encrypted wallet is HKEY_CURRENT_
USER\ SOFTWARE\ ORACLE\ WALLETS\ SALESAPP\ EWALLET. P12. The storage
location of the decrypted wallet is HKEY_CURRENT _
USER\ SOFTWARE\ ORACLE\ WALLETS\ SALESAPP\ CWALLET. SSO.

Examples
Oracle wallets on file system:
WALLET_LOCATI ON=
( SOURCE=
(METHOD=f i | €)
( METHOD_DATA=
(DI RECTORY=/ et ¢/ oracl e/ wal | et s/ dat abases)))

Microsoft certificate store:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ntS) )

Oracle Wallets in the Windows registry:
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WALLET LOCATI ON=
( SOURCE=
( METHOD=REG)
( VETHOD_DATA=
(KEY=SALESAPP)))

Entrust Wallets:

WALLET_LOCATI ON=
( SOURCE=
( METHOD=ent r)
( METHOD_DATA=
(PROFI LE=/ et c/ oracl e/ wal | et s/ test. epf)
(INIFILE=/etc/oracl e/wal | ets/test.ini)))
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Oracle Connection Manager Parameters
(cman.ora)

This chapter provides a complete listing of the cman. or a file configuration
parameters.

This chapter contains these topics:
= Overview of Oracle Connection Manager Configuration File

= Oracle Connection Manager Parameters

Overview of Oracle Connection Manager Configuration File

Oracle Connection Manager configuration information, stored in the crman. or a
file, consists of the following elements:

= Protocol address of the Oracle Connection Manager listener
= Access control parameters
= Performance parameters

By default, the crman. or a file is located in the $ORACLE_HOME/ net wor k/ admi n
directory on UNIX operating systems and in the % ORACLE

HOVE% net wor k\ admi n directory on Windows. cman. or a can also be stored the
following locations:

= The directory specified by the TNS_ADM N environment variable or registry
value

= On UNIX operating systems, the global configuration directory. For example,
on the Solaris Operating System, this directory is / var / opt / or acl e.
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See Also: Oracle operating system-specific documentation

Example 8-1 shows an example crman. or a file.

Example 8—-1 Example cman.ora File

CVAN=
( CONFI GURATI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=pr oxysvr) ( PORT=1521))
(RULE_LI ST=
(RULE=( SRC=206. 62. 226. 32/ 27) ( DST=sal es- server) ( SRV=*) (ACT=accept))
( ACTI ON_LI ST=( AUT=on) (MCT=120) (M T=30)))
( RULE=( SRC=f 00) ( DST=f oobar) ( SRvV=cnon) (ACT=accept)))
( PARAVETER LI ST=
( MAX_GATEWAY PROCESSES=8)
(M N_GATEWAY_PRCESSSES=3)
( REMOTE_ADM N=YES)))

Oracle Connection Manager Parameters

This section lists and describes the crran. or a file parameters. Configuration
parameters fall into the following categories:

= Listening Endpoint
= Rule List

« Parameter List

Listening Endpoint

ADDRESS

Purpose

Use the parameter ADDRESS to specify the protocol address of Oracle Connection
Manager.

Syntax
( ADDRESS= . . .)
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Rule List

Example (Default)
( ADDRESS=( PROTQCOL=t ¢p) ( HOST=/ ocal _host) (PORT=1521))

RULE

Purpose

Use the parameter RULE to specify an access control rule list to filter incoming
connections. A rule list specifies which connections are accepted, rejected, or
dropped.

Syntax
(RULE_LI ST=

( RULE=

(SRC=host)

DST=host)
SRV=servi ce_nane)
ACT={accept | rej ect | dr op})
ACTI ON_LI ST=AUT=on| of f) ( CONN_

STATS=yes| no) (MCT=ti ne) (M T=t i ne) (MOCT=ti ne)))
(RULE= ...))

—_— o~ —~ —

Subparameters
The RULE parameter filters a connection or group of connections using the
following subparameters:

SRC: Specify the source host name or IP address in dot notation of the client.

DST: Specify the destination server host name or IP address in dot notation of the
database server.

SRV: Specify database service name of the Oracle Database 10g, Oracle9%i, or
Oracle8i database (obtained from the SERVI CE_NAME parameter in the initialization
parameter file).

ACT: Specify accept to accept incoming requests or r €j ect to reject incoming
requests.

ACTI ON_LI ST: Specify rule-level parameter settings for some parameters. These
parameters are as follows:
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AUT—Oracle Advanced Security authentication on client side
CONN_STATS—log input and output statistics
MCT—maximum connect time

M T—maximum idle timeout

MOCT—maximum outbound connect time

Rule-level parameters override their global counterparts.

Usage Notes

If no rules are specified, all connections are rejected.
The source and destination can be a host name, IP address, or subnet mask.

You must enter at least one rule for client connections and one rule for CMCTL
connections. Omitting one or the other results in the rejection of all connections
for the rule type omitted. The last rule in the example that follows is a CMCTL
rule.

If the CMCTL connection is remote, the REMOTE_ADM N parameter in
cman. or a must be set to on, regardless of the rules specified.

Oracle Connection Manager does not support wildcards for partial IP
addresses. If you use a wildcard, use it in place of a full IP address. The IP
address of the client may, for example, be (SRC=*).

Oracle Connection Manager supports only the /nn notation for subnet
addresses. In the first rule in the example, /27 represents a subnet mask that
comprises 27 left-most bits.

Example
(RULE_LI ST=

(RULE=

(SRC=cl i ent 1- pc)
(DST=sal es-server)
(SRV=sal es. us. acne. com
(ACT=reject))

(RULE=

SRC=144. 25. 23. 45)
DST=144. 25. 187. 200)
SRv=db1)
ACT=accept))

—_— e~ —~ —

(RULE=

( SRC=f 00)
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(DST=f oobar)
( SRV=cnon)
(ACT=accept)))

Parameter List

PARAMETER_LIST

Purpose

The PARAMETER LI ST parameter specifies the attributes for an Oracle Connection
Manager. To override the default setting for a parameter, enter the parameter and its
nondefault value.

Default Parameters
ASO AUTHENTI CATI ON_FI LTER=OFF

CONNECTI ON_STATI STI CS=NO
EVENT_GROUP=none

| DLE_TI MEOUT=0

| NBOUND_CONNECT_TI MEQUT=0

LOG_DI RECTORY=The $ORACLE_HOVE/ net wor k/ | og directory on UNIX
operating systems and the ORACLE_HOVE\ net wor k\ | og directory on Windows

LOG_LEVEL=SUPPORT
MAX_CMCTL_SESSI ONS=4
MAX_CONNECTI ONS=256
MAX_GATEWAY PROCESSES=16

M N_GATEWAY PROCESSES=2
OUTBOUND_CONNECT_TI MEQUT=0

PASSWORD_i nst ance_nane=Value is the encrypted instance password, if one has
been set. Default is no value.

REMOTE_ADM N=NO
SESSI ON_TI MEQUT=0
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TRACE_DI RECTORY=The $ORACLE_HOME/ net wor k/ t r ace directory on UNIX
operating systems and the ORACLE_HOVE\ net wor k\ t r ace directory on Windows

TRACE_FI LELEN=0
TRACE_FI LENO=0
TRACE_LEVEL=0OFF
TRACE_TI MESTAMP=OFF

Allowed Values of Parameters
ASO_AUTHENTI CATI ON_FI LTER=[ of f | on]

CONNECTI ON_STATI STI CS=[ nho | yes]

EVENT_GROUP=[init_and_term | nenory_ops | conn_hdlg | proc_
ngnt | reg_and load | wake up | tiner | cnd_proc | relay

I DLE_TI MEQUT=0 or greater

| NBOUND_CONNECT_TI MEQUT=0 or greater

LOG DI RECTORY=/ 0g directory

LOG LEVEL=[of f | user | adm n | support]
MAX_CMCTL_SESSI ONS=Any positive number
MAX_CONNECTI ONS=[ 1 to 1024]

MAX_GATEWAY_PROCESSES=Any number greater than the minimum number of
gateway processes up to 64

M N_GATEWAY_PROCESSES=Any positive number less than or equal to 64. Must be
less than or equal to the maximum number of gateway processes.

OUTBOUND_CONNECT_TI MEQUT=0 or greater
REMOTE_ADM N=[ no | yes]

SESSI ON_TI MEQUT=0 or greater

TRACE DI RECTORY=trace_di rectory

TRACE_FI LELEN=Any positive number

TRACE_FI LENO=Any positive number

TRACE LEVEL=[off | user | adm n | support]
TRACE_TI MESTAMP=[ of f | on]
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Note: The event group ALERT cannot be turned off.

Example

( PARAMVETER LI ST=

(ASO_AUTHENTI CATI ON_FI LTER=ON)
( CONNECTI ON_STATI STI CS=NO)

( EVENT_GROUP=I NI T_AND_TERM MEMCRY_OPS, PROCESS_MGMT)
(1 DLE_TI MEQUT=30)

(1 NBOUND_CONNECT_TI MEQUT=30)

(LOG_DI RECTORY=/ hone/ user/ net wor k/ adni n/ | og)
(LOG_LEVEL=SUPPORT)

( MAX_CMCTL_SESSI ONS=6)

( MAX_CONNECTI ONS=512)

( MAX_GATEWAY_PROCESSES=10)

(M N_GATEWAY_PROCESSES=4)

( OUTBOUND_CONNECT_TI NEQUT=30)

( REMOTE_ADM N=YES)

( SESSI ON_TI MEQUT=60)

( TRACE_DI RECTORY=/ home/ user / net wor k/ admi n/ t race)

( TRACE_FI LELEN=100)

( TRACE_FI LENO=2)

( TRACE_LEVEL=SUPPCRT)

( TRACE_TI MESTAMP=QN) )

Note: You cannot add the parameter PASSWORD_Jj nst ance_
name directly to crman. or a. The parameter is added when you
issue the command SAVE PASSVD.

ASO_AUTHENTICATION_FILTER

Use the ASO_AUTHENTI CATI ON_LEVEL parameter to specify whether Oracle
Advanced Security authentication settings must be used by the client. The global
setting can be overridden by a rule-level setting in ACTI ON_LI ST. This parameter
accepts the following values:

on to instruct Oracle Connection Manager to reject connect requests that are not
using Secure Network Services (SNS). SNS is part of the Oracle Advanced
Security.

of f (default) to instruct Oracle Connection Manager not to check for SNS
between the client and server
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CONNECTION_STATISTICS

Use the CONNECTI ON_STATI STI CS parameter to specify whether the SHOW_
CONNECT! ONS command displays connection statistics. The global setting can be
overridden by a rule-level setting in ACTI ON_LI ST. This parameter accepts the
following values:

= Yyes to display statistics

= no (default) to not display statistics

EVENT_GROUP

Use the EVENT_GROUP parameter to specify which event groups are logged.
Multiple events may be designated using a comma-separated list. This parameter
accepts the following values:

« | NI T_AND_ TERM—initialization and termination

«  MEMORY_OPS—memory operations

= CONN_HDLG—connection handling

= PROC_MGMIT—process management

« REG_AND_LOAD—Registration and load update

= WAKE_UP—events related to CMADMIN wakeup queue
= Tl MER—gateway timeouts

=« CMD_PROC—command processing

« RELAY—events associated with connection control blocks

IDLE_TIMEOUT

Use the | DLE_TI MEQUT parameter to specify the amount of time that an
established connection can remain active without transmitting data. The global
setting can be overridden by a rule-level setting in ACTI ON_LI ST. This parameter
accepts the following values:

0 (default) to disable the timeout

n>0 to enable the timeout, where n equals the timeout period in seconds

INBOUND_CONNECT_TIMEOUT

Use the | NBOUND_CONNECT_TI MEQUT parameter to specify how long the Oracle
Connection Manager listener waits for a valid connection from a client or another
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instance of Oracle Connection Manager. This parameter accepts the following
values:

0 (default) to disable the timeout

n>0 to enable the timeout, where n equals the timeout period in seconds

LOG_DIRECTORY

Use the LOG_DI RECTORY parameter to specify the location of Oracle Connection
Manager log files.

LOG_LEVEL

Use the LOG_LEVEL parameter to specify the level of logging performed by Oracle
Connection Manager. This parameter accepts four log levels:

« of f (default) for no logging

= user for user log information

= admi n for administrative log information

= support for Oracle Support Services information

There are three kinds of log files: i nst ance- name_pi d. | og for the listener,

i nstance- nane_cmadm n_pi d. | og for CMADMIN, and i/ nst ance- nane_
cngw_pi d. | og for the gateway processes. The log files are located in the
$ORACLE_HOVE/ net wor k/ | og directory on UNIX operating systems and the
%ORACLE_HOVEY% net wor k\ | og directory on Windows.

MAX_CMCTL_SESSIONS

Use the MAX_CMCTL_SESSI ONS parameter to specify the maximum number of
concurrent local or remote sessions of the Oracle Connection Manager control
utility allowable for a given instance. One of these sessions must be a local session.
Any number of sessions can be designated.

MAX_CONNECTIONS

Use the MAX_CONNECTI ONS parameter to specify the maximum number of
connections that a gateway process can handle.

This parameter accepts a range of:

1t01024
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MAX_GATEWAY_PROCESSES

Use the MAX_GATEWAY_PROCESSES parameter to specify the maximum number of
gateway processes that an instance of Oracle Connection Manager supports. The
maximum is 64. The number designated must be greater than the minimum number
of gateway processes.

MIN_GATEWAY_PROCESSES

Use the M N_GATEWAY_PROCESSES parameter to specify the minimum number of
gateway processes that an instance of Oracle Connection Manager must support.
Any number of sessions can be designated up to 64.

OUTBOUND_CONNECT_TIMEOUT

Use the OQUTBOUND_CONNECT_TI MEQUT parameter to specify the length of time
that the Oracle Connection Manager instance waits for a valid connection to be
established with the database server or with another Oracle Connection Manager
instance. This parameter accepts the following values:

0 (default) to disable the timeout

n>0 to enable the timeout, where n equals the timeout period in seconds

PASSWORD instance_name

Use the PASSWORD i nst ance_nane parameter to specify the encrypted instance
password, if one has been set.

REMOTE_ADMIN

Use the parameter REMOTE_ADM N to specify whether or not remote access to an
Oracle Connection Manager is allowed. This parameter accepts the following
values:

= yes to allow access from a remote Oracle Connection Manager Control utility
session to Oracle Connection Manager

= no to allow only access to the local Oracle Connection Manager. This value
prevents a user running a remote Oracle Connection Manager Control utility
from accessing Oracle Connection Manager.

See Also: "Distributed Operations" on page 2-3 for configuration
details
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SESSION_TIMEOUT

Use the SESSI ON_TI MEQUT parameter to specify the maximum time allowed for a
user session. The global setting can be overridden by a rule-level setting in
ACTI ON_LI ST. This parameter accepts the following values:

0 (default) to disable the timeout

n>0 to enable the timeout, where n equals the timeout period in seconds

TRACE_DIRECTORY

Use the parameter TRACE_DI RECTORY to specify the location of the Oracle
Connection Manager trace files.

TRACE_FILELEN

Use the parameter TRACE_FI LELEN to specify the size, in kilobytes, of the trace file.
When the size is met, the trace information is written to the next file. The number of
files is specified with the TRACE_FILENO parameter. Any size can be designated.

TRACE_FILENO

Use the parameter TRACE_FI LENO to specify the number of trace files for Oracle
Connection Manager tracing. When this parameter is set along with the TRACE_
FILELEN parameter, trace files are used in a cyclical fashion. The first file is filled
first, then the second file, and so on. When the last file has been filled, the first file is
reused, and so on. Any number of files can be designated.

The trace file names are distinguished from one another by their sequence number.
For example, if this parameter is set to 3, the gateway trace files would be named

i nstance-nane_cngwl_pid.trc,instance_nanme_cnmgw2_pi d. trc and

i nstance_nane_cngw3_pid.trc.

In addition, trace events in the trace files are preceded by the sequence number of
the file.

TRACE_LEVEL

Use the parameter TRACE_LEVEL to specify the trace level for the Oracle
Connection Manager instance. This parameter accepts four trace levels:

« of f (default) for no logging
= user for user log information

= admi n for administrative log information
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= support for Oracle Support Services information

There are three kinds of trace files: i nst ance- nane_pi d. t r ¢ for the listener,

i nstance-nane_cmadm n_pi d. t r c for CMADMIN, and i/ nst ance- nane_
cngw_pi d. t r ¢ for the gateway processes. The log files are located in the
$ORACLE_HOVE/ net wor k/ t r ace directory on UNIX operating systems and the
%ORACLE_HOVE% net wor k\ t r ace directory on Windows.

TRACE_TIMESTAMP

When the parameter TRACE_LEVEL is enabled, you can use the TRACE_
TI MESTAMP parameter to add a time stamp in the form of dd- non- yyyy
hh: i :ss:mil toevery trace event in the t r ¢ files.
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Directory Usage Parameters (Idap.ora)

This chapter provides a complete listing of the | dap. or a file configuration
parameters.

This chapter contains these topics:
= Overview of Directory Server Usage File

= Directory Usage Parameters

Overview of Directory Server Usage File

The | dap. or a file contains directory usage configuration parameters created by
Oracle Internet Directory Configuration Assistant or Oracle Net Configuration
Assistant. Do not modify these parameters or their settings.

When created with Oracle Internet Directory Configuration Assistant, | dap. or a is
located in the $ORACLE_HOME/ | dap/ admi n directory on UNIX operating systems
and the ORACLE_HOVE\ | dap\ admi n directory on Windows operating systems.
When created with Oracle Net Configuration Assistant, | dap. or a is located in the
$ORACLE_HOVE/ net wor k/ admi n directory on UNIX operating systems and the
ORACLE_HOVE\ net wor k\ admi n directory on Windows operating systems.

| dap. or a can also be stored in the directory specified by the LDAP_ADM Nor TNS_
ADM Nenvironment variable.

Directory Usage Parameters

This section lists and describes the | dap. or a file configuration parameters.
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DIRECTORY_SERVERS

Purpose

Use the parameter DI RECTORY_SERVERS to list the host names and port number of
the primary and alternate LDAP directory servers.

Values
host: port[:sslport]

Example
DI RECTORY_SERVERS=| dap- server: 389, raffles:400: 636

DIRECTORY_SERVER_TYPE

Purpose

Use the parameter DI RECTORY_SERVER_TYPE to specify the type of directory
server that is being used.

Values
= 0i d for Oracle Internet Directory

« ad for Microsoft Active Directory

Example
DI RECTORY_SERVER_TYPE=oi d

DEFAULT_ADMIN_CONTEXT

Purpose

Use the parameter DEFAULT_ADM N_CONTEXT to specify the default directory
entry that contains an Oracle Context from which connect identifiers can be created,
modified, or looked up.

Values
Valid distinguished name (DN)
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Example
DEFAULT_ADM N_CONTEXT=" 0=0Cr acl eSof t war e, c=US"
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Appendixes

This part contains the following appendixes:

« Appendix A, "Commands and Parameters Not Supported in This Release"
« Appendix B, "Upgrade Considerations for Oracle Net Services"

« Appendix C, "LDAP Schema for Oracle Net Services"






A

Commands and Parameters Not Supported

in This Release

This appendix describes features no longer supported by Oracle Net Services.

This appendix contains these topics:

Overview of Unsupported Features
Unsupported Parameters

Unsupported Control Utility Commands

Overview of Unsupported Features

In an effort to streamline configuration decisions for the Internet, the following
subsections describe the features and the configuration file that are no longer being
supported:

Oracle Names

Identix and SecurID Authentication Methods

Novell Directory Services (NDS) External Naming and NDS Authentication
Net8 OPEN

protocol.ora File

Prespawned Dedicated Servers

Protocols
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Oracle Names

Oracle Names is no longer supported as a naming method in Oracle Database 10g .
You must migrate to directory naming.

See Also: Oracle Net Services Administrator’s Guide for information
about migrating to directory naming

Identix and SecurlD Authentication Methods

If you are using Identix or SecurID authentication methods, provided by Oracle
Advanced Security, Oracle Corporation recommends migrating to one of the
following authentication methods:

«  CyberSafe
=  RADIUS
= Kerberos

= SSL

See Also: Oracle Advanced Security Administrator’s Guide

Novell Directory Services (NDS) External Naming and NDS
Authentication

Support for NDS as an authentication method and as an external naming method is
no longer supported. If you are using NDS as an external naming method, Oracle
Corporation recommends using directory naming instead.

Net8 OPEN

Net8 OPEN, which provided an application program interface (API) that enabled
programmers to develop both database and non-database applications, is no longer
supported.

protocol.ora File
The pr ot ocol . or a file is no longer supported.

Parameters in the pr ot ocol . or a file have been merged into the sql net . or a file.
These parameters enable you to configure access control to the database, as well as
no delays in TCP/IP buffer flushing. These parameters include:

« TCPEXCLUDED_NODES
« TCPINVITED_NODES
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« TCPNODELAY
« TCPVALIDNODE_CHECKING

See Also: Chapter 5 for a description of these parameters

If you have a pr ot ocol . or a file in the $ORACLE_HOME/ net wor k/ admi n
directory on UNIX, and the ORACLE_HOVE\ net wor k\ admi n directory on
Windows operating systems, Oracle Net Manager, when first started, automatically
merges the pr ot ocol . or a parameters into the sql net . or a file.

There may be operating system-specific parameters in pr ot ocol . or a that are
node specific. For this reason, Oracle Corporation recommends not sharing
sgl net . or a with other nodes after merging or adding these parameters.

Prespawned Dedicated Servers

Prespawned dedicated server processes are no longer supported. Instead, configure
shared server to improve scalability and system resource usage.

Protocols

Protocol addresses using the SPX or LU6.2 protocol must be replaced. Oracle Net
provides support for the following network protocols:

« TCP/IP

= TCP/IP with SSL
= Named Pipes

= SDP

See Also: "Protocol Parameters" on page 4-2 for protocol
parameter configuration

Unsupported Parameters

Table A-1 describes the networking parameters no longer supported.
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Table A-1

Unsupported Networking Parameters

File

Parameter

Last
Supported
Description Release

tnsnanes. ora

COVMMUNI TY

The parameter was a required part of all 8.0
network service addresses. Thus, it appears
anywhere you might find an address (for

example, local naming and listener

configuration files).

sql net .

AUTOVATI C_I PC

This parameter was used to force sessions 8.0
through IPC addresses. Due to performance

issues, this parameter has been removed.
Configure an IPC address instead.

sql net .

NAMES. DEFAULT_ZONE

This parameter used to be included in profiles 8.0
as slight variants of the NAMES.DEFAULT_
DOMAIN parameter.

sql net .

NAMES. NDS. NAME. CONTEXT

This parameter was used to configure naming 8.1
contexts for NDS external naming.

sql net .

0SS. SOURCE_MY_WALLET

This parameter’s name has changed to 8.1
WALLET_LOCATION.

sql net .

SQLNET. CRYPTO_SEED

This parameter was used to seed a random 9.2
number generator for Oracle Advanced

Security. In 10i, Oracle Advanced Security uses

a random number generator that does not to
require a user-supplied seed value.

sql net .

SQLNET. | DENTI X_
FI NGERPRI NT_DATABASE

SQLNET. | DENTI X_
FI NGERPRI NT_DATABASE_
USER

SQLNET. | DENTI X_
FI NGERPRI NT_DATABASE_
PASSWORD

SQLNET. | DENTI X_
FI NGERPRI NT_METHCD

These parameters supported the Identix 8.1
authentication method.

listener.ora CONNECT_TI MEQUT

This parameter specified the amount of time 8.1
that the listener waited for a client’s request

after the transport connection had been
established. Use the INBOUND_CONNECT_
TIMEOUT _listener_name parameter.
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Table A-1 (Cont.) Unsupported Networking Parameters

Last
Supported
File Parameter Description Release
i stener.ora PRESPAWN DESC These parameters were used for prespawned 8.1
PRESPAWN LI ST dedicated server configuration. Prespawned
- dedicated servers are no longer supported.
PRESPAVWN_MAX Use shared server instead.
i stener.ora USE_PLUG AND_PLAY_ This parameter instructed the listener to 8.1
i stener_nane register database information with an Oracle
Names server during startup.
names. or a All parameters Oracle Names is no longer supported. 9.2

Unsupported Control Utility Commands

Table A-2 describes the control utility commands not supported in release 9.0.

Table A-2 Unsupported Network Control Utility Commands

Last
Supported
Control Utility Commands Description Release
Oracle Names All commands Oracle Names is no longer supported. 9.2
Control Utility
Listener Control DBSNVP_START These commands controlled the Oracle 8.1

Utility

DBSNVP STATUS Ilantelliggnt Agent for use with Oracle

- nterprise Manager. You can now
DBSNAMP_STOP control the Oracle Intelligent Agent
through the Oracle Enterprise
Manager Console.

Listener Control
Utility

SET CONNECT_TI MEQUT These commands specified the amount 8.1

SHOW CONNECT T1 NEOUT of tlmre that the listener waited for a
- client’s request after the transport

connection had been established.

Listener Control
Utility

SET USE_PLUGANDPLAY  These commands instructed the 8.1

SHOW USE PLUGANDPL AY hstener tp reglgter database
— information with an Oracle Names

server.
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Services

This appendix describes coexistence and upgrade issues for Oracle Net Services.
This appendix covers the following topics:

Overview of Unsupported Oracle Net Services Features
Unsupported Parameters and Control Utility Commands
Client and Database Coexistence Issues

Using the Oracle Net Manager to Handle Compatibility Issues
Upgrading to Oracle Net Services

Overview of Unsupported Oracle Net Services Features

In an effort to streamline configuration decisions for the Internet, the following
subsections describe the features and the configuration file that are no longer being
supported:

Identix and SecurID Authentication Methods
NDS External Naming and NDS Authentication
Net8 OPEN

protocol.ora File

Prespawned Dedicated Servers

Protocols
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Identix and SecurlD Authentication Methods

If you are using Identix or SecurID authentication, provided by Oracle Advanced
Security, Oracle Corporation recommends upgrading to one of the following
authentication methods:

« CyberSafe
=  RADIUS
= Kerberos

= SSL

See Also: Oracle Advanced Security Administrator’s Guide

NDS External Naming and NDS Authentication

Support for Novell Directory Services (NDS) as an authentication method and as an
external naming method are no longer supported. If you are using NDS as an
external naming method, Oracle Corporation recommends using directory naming
instead.

Net8 OPEN

Net8 OPEN, which provided an application program interface (API) that enabled
programmers to develop both database and non-database applications, is no longer
supported.

protocol.ora File

Parameters in the pr ot ocol . or a file have been merged into the sql net . or a file.
These parameters enable you to configure access control to the database, as well as
no delays in TCP/IP buffer flushing. These parameters include:

. TCP. NODELAY
. TCP. EXCLUDED NODES

. TCP. | NVI TED_NODES

. TCP. VALI DNODE_CHECKI NG

See Also: Oracle Net Services Reference Guide for a description of
these parameters
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If you have a pr ot ocol . or a file in $ORACLE_HOVE/ net wor k/ admi n on UNIX
and ORACLE_HOVE\ net wor k\ adri n on Windows, Oracle Net Manager, when first
started, will automatically merge its parameters into the sql net . or a file.

There may be operating system specific parameters in pr ot ocol . or a that are
node specific. For this reason, Oracle Corporation recommends not sharing
sgl net . or a with other nodes after merging or adding these parameters.

Prespawned Dedicated Servers

Prespawned dedicated server processes are no longer supported. Instead, configure
shared server (formerly named multi-threaded server) to improve scalability and
system resource usage.

Protocols

Protocol addresses using the SPX or LU6.2 protocol must be replaced. Oracle Net
provides support for the following network protocols:

« TCP/IP
= TCP/IP with SSL
= Named Pipes

See Also: Oracle Net Services Reference Guide for protocol
parameter information

Unsupported Parameters and Control Utility Commands

See Also: Oracle Net Services Reference Guide for further
information about unsupported configuration parameters and
control utility commands

Client and Database Coexistence Issues

Clients and database servers require compatible releases of Oracle Net Services or
Net8. For example, an Oracle9i client requires an installation of Oracle Net Services,
and an Oracle9i database requires an installation of Oracle Net Services with the
Oracle Net Listener.

Consider the following client-to-database connection issues before you decide if
upgrading is appropriate for your environment:

« Oracle9i Database Connections
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« Oracle8 or Oracle7 Database Connections

« Oracle Names

Oracle9i Database Connections

Connect descriptors, created for connections to an Oracle9i or an Oracle8i database,
identify a database by its service name with the SERVI CE_NAME parameter.

A connect descriptor to an Oracle9i or Oracle8i database uses the parameter
SERVI CE_NAME, as shown in the following example:

sal es=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

Connect descriptors that are currently configured with the SI D parameter can
remain. However, to take advantage of new features, such as client load balancing
and connect-time failover, Oracle Corporation recommends replacing SI D with
SERVI CE_NAME.

To modify a connect descriptor to use SERVI CE_NAME, use the Oracle Net
Manager’s compatibility mode, as described in "Using the Oracle Net Manager to
Handle Compatibility Issues" on page B-6.

See Also: Oracle Net Services Administrator’s Guide for information
about database identification by SERVI CE_NAME rather than S| D

Consider the following questions for an environment with release 8.0 clients
connecting to an Oracle9i database:

= Will my third-party applications be able use features of Oracle Net Services?

No. You must rebuild or upgrade applications to work with Oracle Net
libraries.

= Do my clients require Oracle Net to connect to a remote Oracle9i database?

No. If a client needs to connect to a remote Oracle9i database, only Net8 Client
release 8.0 needs to be configured on the client. However, new features of
Oracle Net Services are not available to these clients.

= Do my clients require Oracle Net to connect to a local Oracle9i database?
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No. The client requires an installation of Net8 Client release 8.0 in its Oracle
home and the Oracle9%i requires an installation of Oracle Net and Oracle Net
Listener in its Oracle home.

Oracle8 or Oracle7 Database Connections

A connect descriptor to an Oracle release 8.0 or Oracle7 database uses S| D, as
shown in the following example:

sal es=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521))
( CONNECT_DATA=
(Sl D=sal es)))

In addition, the | i st ener . or a file on the database server must be configured
with the description of the Sl D for the release 8.0 database. In the following
example, the listener is configured to listener for a database service called

sal es. us. acne. comthat has a SID of sal es:

SID_LIST_listener=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNAME=sal es. us. acnme. com
(SI D_NAME=sal es)))

See Also: Oracle Net Services Administrator’s Guide for information
about database identification by SI D

Consider the following questions for an environment with Oracle9i clients
connecting to a release 8.0 database.

= Do my clients require Net8 Client release 8.0 to connect to a remote Oracle release 8.0
database?

No. If a client needs to connect to a remote release 8.0 database, only Net8 Client
of a compatible release needs to be configured on the client. The only limitation
is that the new features available with Oracle Net Services are unavailable with
this connection type.

= Do my clients require Net8 Client release 8.0 to connect to a local release 8.0 database?

Yes. The client requires an installation of Oracle Net in its Oracle home and the
release 8.0 database requires an installation of Net8 Server in its Oracle home.
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Oracle Names

If you upgrade all or part of your network to Oracle9i, you should upgrade all the
Oracle Names Servers in the region to version 9.

«  Can my release 8.0 clients use Oracle Names version 9 to resolve service names?
Yes.

= Can my release 8.0 clients then use the connect descriptor returned from Oracle Names
version 9 to connect to an Oracle version 8 database?

Yes, if the connect descriptor was specified correctly when it was entered into
Oracle Names.

Note: In future releases, Oracle Names will not be supported as a
centralized naming method. Because no new enhancements are
being added to Oracle Names, consider using directory naming or
upgrading an existing Oracle Names configuration to directory
naming, as described in the Oracle Net Services Administrator’s
Guide.

Using the Oracle Net Manager to Handle Compatibility Issues

Because some parameters are enabled only for Oracle9i and release 8.1, Oracle Net
Manager offers two options that permit you to set the proper parameters in the

t nsnamnes. or a file for clients connecting to a particular release of the database.
These options are described in Table B-1.

Table B-1 Compatibility Options Available with Oracle Net Manager

Oracle Net Manager Option Description
Use Options Compatible with Net8 8.0 Enables you to configure multiple addresses parameters for a
Clients client.

If selected, enables the SOURCE_ROUTE parameter for pre-release
8.1 clients requiring Oracle Connection Manager connections.

If turned off, enables you to use the SOURCE_ROUTE, LOAD _
BALANCE, and FAI LOVER parameters for Oracle9i and release 8.1
clients.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring address list parameters
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Table B-1 Compatibility Options Available with Oracle Net Manager

Oracle Net Manager Option Description
Use Oracle8 Release 8.0 Compatible Enables you to configure parameters specific to a database
Identification release in the CONNECT_DATA section of a connect descriptor.

If turned on, allows you to enter the SID of the release 8.0 or
Oracle7 database.

If turned off, enables you to enter the Oracle9i or Oracle8i
database service name (SERVI CE_NAME).

Note: The Advanced Service Options dialog box, which is visible
when the Advanced button in the Service Identification group is
chosen, is also affected by whether this option is turned on or off.
Some settings are only available for connections to an Oracle%i or
Oracle8i database service.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring advanced connect data parameters

Upgrading to Oracle Net Services

To upgrade from SQL*Net release 2.x to Oracle Net Services or upgrade from Net8
release 8.0 or 8.1, complete these tasks:

Step 1: Verify Service Name and Instance Name

Step 2: Perform Software Upgrade on the Database Server
Step 3: Perform Software Upgrade on the Client

Step 4: Perform Functional Upgrade

Step 1: Verify Service Name and Instance Name

If you want to identify a service and its instance in the t nsnames. or a file, ensure
that the SERVI CE_NAMES and | NSTANCE_NAMES initialization parameters are set
in the initialization parameter file.
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Table B-2 Initialization Parameters for Oracle Net Services

Parameter

Description

SERVI CE_NAMES

Specifies one or more names for the database service to which this instance connects.
You can specify multiple services names in order to distinguish among different uses of
the same database. For example:

SERVI CE_NAMES = sal es. us. acme. com wi dget sal es. us. acnme. com

If you do not qualify the names in this parameter with a domain, Oracle qualifies them
with the value of the DB_DOVAI N parameter. If DB_DOVAI Nis not specified, Oracle
uses the domain of your local database as it currently exists in the data dictionary.

Note: You can change the value of SERVI CE_NAMES parameter dynamically with the
SQL ALTER SYSTEMwhen the database is running. See the Oracle Database Reference
for further information about this parameter

I NSTANCE_NANVE

Specifies the unique name of this instance. Set the instance name to the value of the
Oracle System Identifier (SID).

Step 2: Perform Software Upgrade on the Database Server

To perform a software upgrade on the database server, install the latest release of
Oracle Net and Oracle Net Listener from the Oracle Universal Installer to receive
the latest executables.

You are prompted to upgrade a database with the Database Upgrade Assistant if
the Oracle Universal Installer detects a pre-release 9.2 database on your system. If
you do not want to upgrade during the installation process, then you can choose to
install this assistant and use it later.

The Oracle Universal Installer automatically performs these tasks:

Stops older listener

Starts release 9.2 listener

Step 3: Perform Software Upgrade on the Client

To perform a software upgrade on the client, install the latest release of Oracle Net
Services from the Oracle Universal Installer to receive the latest executables.

Step 4: Perform Functional Upgrade

After the software is upgraded, it is not required to upgrade the configuration files
unless you want to use the Oracle9i features. To take advantage of new features,
review the following configuration files:
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« sqglnet.ora

« tnsnanes.ora
« listener.ora
« protocol.ora

Replace obsolete or renamed parameters.

See Also: Oracle Net Services Reference Guide for further
information about unsupported configuration parameters

tnsnames.ora

Replace the SI D parameter with the SERVI CE_NAME parameter to connect to a
release 8.1 or higher service, as in the following example.

sal es=
( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521))
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

If you have multiple addresses, you can configure client load balancing and
connect-time failover features, as in the following example.

sal es=
( DESCRI PTI ON=
( ADDRESS_LI ST=
( FAI LOVER=0n)
( LOAD_BALANCE=0n)
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es1- server) ( PORT=1521)
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es2- server) ( PORT=1521) )
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

See Also:

= "Using the Oracle Net Manager to Handle Compatibility
Issues" on page B-6 for information about configuring the
service name and multiple address features

«  Oracle Net Services Administrator’s Guide for information about
multiple addresses

Upgrade Considerations for Oracle Net Services B-9



Upgrading to Oracle Net Services

listener.ora

Because instance information is registered with the listener in Oracle9;, it is no
longer necessary to include the instance information with the SI D_LI ST_
|'i st ener _nane section of the | i st ener. or a file.

However, Oracle Enterprise Manager still requires static information in the

|'i st ener. or afile. If you are using Oracle Enterprise Manager to manage
database objects, the | i st ener . or a file must be configured with information
about the database in the following manner:

SID_LI ST_I i st ener_nanme=
(SID_LIST=
(SI D_DESC=
( GLOBAL_DBNANE=g/ obal _dat abase_nane)
( ORACLE_HOVE=0r acl e_hone)
(SID_NAME=si d)))

Table B-3 Service Settings in listener.ora

Parameter Description

S| D_NAVMVE The Oracle System Identifier (SID) identifies the instance. You
can obtain the SID value from the | NSTANCE_NAME parameter
in the initialization parameter file.

GLOBAL_DBNAME The global database name is comprised of the database name
and database domain name. You can obtain the GLOBAL _
DBNAME value from the SERVI CE_NAMES parameter, or from
the DB_NAME and DB_DONVAI N parameters in the initialization
parameter file.

ORACLE_HOME Identifies the Oracle home location of the database that you are
specifying

Note: This setting is required on UNIX.

Important: If you are using connect-time failover or Transparent
Application Failover, such as in a Real Application Clusters
environment, Oracle Corporation recommends not setting the
GLOBAL _DBNANE parameter.

See Also: Oracle Net Services Administrator’s Guide for information
about configuring service information and connect-time failover
and Transparent Application Failover (TAF)
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LDAP Schema for Oracle Net Services

This appendix describes the Oracle schema object classes and attributes defined in
the directory server for Oracle Net Services objects. It does not describe object
classes and attributes reserved for future functionality or used by other Oracle
products.

This appendix contains these topics:

Structural Object Classes
Attributes

Structural Object Classes

The Oracle schema supports the following structural object classes for Oracle Net
directory naming lookups:

orclDBServer
orclNetService
orclNetServiceAlias
orclNetDescription
orclNetDescriptionList
orcINetAddress
orcINetAddressList
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Structural Object Classes

orclDBServer

Description
Defines the attributes for database service entries

Attributes
or cl Net DescName

orcl Ver si on

orciNetService

Description
Defines the attributes for net service name entries

Attributes
or cl Net DescName

orcl Ver si on

orciNetServiceAlias

Description
Defines the attributes for net service alias entries

Attributes
or cl Net DescName

orcl Ver si on

orcINetDescription

Description
Specifies a connect descriptor containing the protocol address of the listener and
the connect information to the service
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Structural Object Classes

Attributes
= orcl Net Addr Li st

« orcl NetlnstanceNanme
« orcl Net ConnPar anLi st
« orcl Net Fail over

« orcl Net LoadBal ance

« orcl Net Sdu

« orcl Net Servi ceNane

« orcl Net Sour ceRout e

« orclSid

= orcl Version

orciNetDescriptionList

Description
Specifies a list of connect descriptors

Attributes
= orcl Net DesclLi st

= orcl Version

orcINetAddress

Description
Specifies a listener protocol address

Attributes
« orcl Net AddressString

= orcl Net Protocol

= orcl Version
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Structural Object Classes

orcINetAddressList

Description
Specifies a list of protocol addresses

Attributes
« orcl Net Addr Li st

« orcl NetFail over
« orcl Net LoadBal ance
« orcl Net Sour ceRout e

« orcl Version

orcINetDescriptionAux1

Description
Here

Attributes
orclNetSendBufSize

orclNetReceiveBufSize
orclNetFailoverModeString

orclNetInstanceRole

orcINetAddressAux1

Description
Here

Attributes
orclNetHostname
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Attributes

Attributes

Table C-1 lists the attributes used for the object classes. This list is subject to change.

Table C-1 LDAP Schema Attributes for Oracle Net Services

Attribute

Description

or ¢c| CommonCont ext Map

Allows the mapping of more than one default oracleContext in the
directory server.

or cl Net Addr Li st

Identifies one or more listener protocol addresses

or ¢l Net Addr essString

Defines a listener protocol address

or ¢l Net ConnPar anlLi st
or cl Net DesclLi st

Placeholder for future connect data parameters

Identifies one or more connect descriptors

or cl Net DescNane

Identifies a connect descriptor or a list of connect descriptors

or cl Net Fai | over

Turns connect-time failover on for a protocol address list

orclNetFailoverModeString
orclNetHostname

or cl Net | nst anceNane

Specifies the instance name to access

orclNetInstanceRole

Specifies a connection to the primary or secondary instance of aRAC
configuration

or cl Net LoadBal ance

Turns client load balancing on for a protocol address list

or ¢l Net Pr ot ocol

Identifies the protocol used in the or cl Addr essSt ri ng attribute

orcINetReceiveBufSize

Specifies the buffer space limit for receive operations of sessions.

or cl Net Sdu

Specifies the session data unit (SDU) size

orcINetSendBufSize

or cl Net Servi ceNane

Specifies the buffer space limit for send operations of sessions.

Specifies the database service name in the CONNECT_DATA portion

or cl Net Sour ceRout e

Instructs Oracle Net to use each address in order until the destination is
reached

orclSid

Specifies the Oracle System Identifier (SID) in the CONNECT_DATA portion
of a connection descriptor

orcl Version

Specifies the version of software used to create the entry
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Glossary

access control list (ACL)

The group of access directives that you define. The directives grant levels of access
to specific data for specific clients or groups of clients.

ACL

See access control list (ACL).

access control

A feature of Oracle Connection Manager that sets rules for denying or allowing
certain clients to access designated servers.

address

See protocol address.

alias

An alternative name for a network object in an Oracle Names server. An alias stores
the name of the object is referencing. When a client requests a lookup of an alias,
Oracle completes the lookup as if it is the referenced object.

application gateway

A host computer that runs the Oracle Net Firewall Proxy. An application gateway
looks and acts like a real server from the client’s point of view, and a real client from
the server’s point of view. An application gateway sits between the Internet and
company’s internal network and provides middleman services (or proxy services)
to users on either side.
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ASCII character set

American Standard Code for Information Interchange character set, a convention
for representing alphanumeric information using digital data. The collation
sequence used by most computers with the exception of IBM and IBM-compatible
computers.

attribute

A piece of information that describes some aspect of a directory entry. An entry
comprises a set of attributes, each of which belongs to an object class. Moreover,
each attribute has both a type—which describes the kind of information in the
attribute—and a value—which contains the actual data.

authentication method

A security method that enables you to have high confidence in the identity of users,
clients, and servers in distributed environments. Network authentication methods
can also provide the benefit of single sign-on for users. The following authentication
methods are supported in Oracle9i, depending on whether or not Oracle Advanced
Security is installed:

«  CyberSafe
=  RADIUS

= Kerberos

« SSL

« Windows NT native authentication

cache

Memory that stores recently-accessed data to so that subsequent requests to access
the same data can be processed quickly.

CDS
See Cell Directory Services (CDS).

Cell Directory Services (CDS)

An external naming method that enables users to use Oracle tools transparently
and applications to access Oracle databases in a Distributed Computing
Environment (DCE) environment.



client

A user, software application, or computer that requests the services, data, or
processing of another application or computer. The client is the user process. In a
network environment, the client is the local user process and the server may be local
or remote.

client load balancing

Load balancing, whereby if more than one listener services a single database, a
client can randomly choose between the listeners for its connect requests. This
randomization enables all listeners to share the burden of servicing incoming
connect requests.

client profile

The properties of a client, which may include the preferred order of naming
methods, client and server logging and tracing, the domain from which to request
names, and other client options for Oracle Advanced Security.

client/server architecture

Software architecture based on a separation of processing between two CPUs. One
CPU acts as the client in the transaction, requesting and receiving services. The
other acts as the server that provides the requests.

cman.ora file

A configuration file that specifies protocol addresses for incoming requests and
administrative commands, as well as Oracle Connection Manager parameters and
access control rules.

CMADMIN (Connection Manager Administration)

An Oracle Connection Manager process that monitors the health of the listener and
Oracle Connection Manager gateway processes, shutting down and starting
processes as needed. CMADMIN registers information about gateway processes
with the listener and processes commands executed with the Oracle Connection
Manager Control utility.

CMGW (Connection Manager gateway)

An Oracle Connection Manager process that receives client connections screened
and forwarded by the listener located at the Oracle Connection Manager instance.
The gateway process forwards the requests to the database server. In addition, it can
multiplex or funnel multiple client connections through a single protocol
connection.
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connect data

A portion of the connect descriptor that defines the destination database service
name or Oracle System Identifier (SID). In the following example, SERVI CE_NAME
defines a database service called sal es. us. acme. com

( DESCRI PTI ON=
( ADDRESS=( PROTOCOL=t cp) ( HOST=sal es- server) (PORT=1521)
( CONNECT_DATA=
( SERVI CE_NAME=sal es. us. acne. com))

connect descriptor

A specially formatted description of the destination for a network connection. A
connect descriptor contains destination service and network route information.

The destination service is indicated by using its service name for Oracle9i or
Oracle8i databases or its Oracle System Identifier (SID) for Oracle release 8.0
databases. The network route provides, at a minimum, the location of the listener
through use of a network address.

connect identifier

A connect descriptor or a name that maps to a connect descriptor. A connect
identifier can be a net service name, database service name, or net service alias.
Users initiate a connect request by passing a username and password along with a
connect identifier in a connect string for the service to which they wish to connect:

CONNECT user nanel password@onnect_i dentifier

connect string

Information the user passes to a service to connect, such as username, password,
and connect identifier:

CONNECT user nanel passwor d@net _servi ce_nane

connect-time failover

A client connect request is forwarded to a another listener if a listener is not
responding. Connect-time failover is enabled by service registration, because the
listener knows if an instance is running to attempting a connection.

connection

An interaction between two processes on a network. Connections are originated by
an initiator (client) that requests a connection with a destination (server).



connection load balancing

Load balancing, whereby the number of active connections among various
instances and dispatchers for the same service are balanced. This enables listeners to
make their routing decisions based on how many connections each dispatcher has
and on how loaded the nodes that the instances run.

connection pooling

A resource utilization and user scalability feature that enables you to maximize the
number of sessions over a limited number of protocol connections to a shared
server.

connection request

A notification sent by an initiator and received by a listener that indicates that the
initiator wants to start a connection.

data packet
See packet.

database administrator (DBA)

(1) A person responsible for operating and maintaining an Oracle Server or a
database application. (2) An Oracle username that has been given DBA privileges
and can perform database administration functions. Usually the two meanings
coincide. Many sites have multiple DBAs.

Database Configuration Assistant

A tool that enables you to create, delete, and modify a database.

database link

A pointer that defines a one-way communication path from an Oracle database
server to another database server. The link pointer is actually defined as an entry in
a data dictionary table. To access the link, you must be connected to the local
database that contains the data dictionary entry.

A database link connection is one-way in the sense that a client connected to local
database A can use a link stored in database A to access information in remote
database B, but users connected to database B cannot use the same link to access
data in database A. If local users on database B want to access data on database A,
then they must define a link that is stored in the data dictionary of database B.

The following database links types are supported:
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= A private database link in a specific schema of a database. Only the owner of a
private database link can use it.

= A public database link for a database. All users in the database can use it.

dedicated server

A server process that is dedicated to one client connection. Contrast with shared
server process.

default domain

The domain within which most client requests take place. It could be the domain
where the client resides, or it could be a domain from which the client requests

network services often. Default domain is also the client configuration parameter
that determines what domain should be appended to unqualified network name

nn

requests. A name request is unqualified if it does not have a "." character within it.

directory information tree (DIT)

A hierarchical tree-like structure in a directory server of the distinguished names
(DNs) of the entries.

directory naming

A naming method that resolves a database service, net service name, or net service
alias to a connect descriptor stored in a central directory server. A directory server
provides central administration of directory naming objects, reducing the work
effort associated with adding or relocating services.

directory server

A directory server that is accessed with the Lightweight Directory Access Protocol
(LDAP). Support of LDAP-compliant directory servers provides a centralized
vehicle for managing and configuring a distributed Oracle network. The directory
server can replace clientside and serverside localized t nsnanes. or a files.

dispatcher

A process that enables many clients to connect to the same server without the need
for a dedicated server process for each client. A dispatcher handles and directs
multiple incoming network session requests to shared server processes. See also
shared server.



distinguished name (DN)

Name of entry in a directory server. The DN specifies where the entry resides in the
LDAP directory hierarchy, much the way a directory path specifies the exact
location of a file.

distributed processing

Division of front-end and back-end processing to different computers. Oracle
Network Services support distributed processing by transparently connecting
applications to remote databases.

domain

Any tree or subtree within the Domain Name System (DNS) namespace. Domain
most commonly refers to a group of computers whose host names share a common
suffix, the domain name.

domain hint

A NAMES. DOVAI N_HI NTS parameter in the names. or a file that contains the name
of the domain and at least one address of an Oracle server in that domain. This
enables an Oracle server to forward the client requests to a specific address,
reducing network traffic.

Domain Name System (DNS)

A system for naming computers and network services that is organized into a
hierarchy of domains. DNS is used in TCP/IP networks to locate computers
through user-friendly names. DNS resolves a friendly name into an IP address,
which is understood by computers.

For Oracle Network Services, DNS translates the host name in a TCP /IP address
into an IP address.

DNS
Domain Name System. See Domain Name System (DNS).

easy connect naming

enterprise role

An enterprise role is analogous to a regular database role, except that it spans
authorization on multiple databases. An enterprise role is a category of roles that
define privileges on a particular database. An enterprise role is created the database
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administrator of a particular database. An enterprise role can be granted to or
revoked to one or more enterprise users. The information for granting and revoking
these roles is stored in the directory server.

enterprise user

A user that has a unique identity across an enterprise. Enterprise users connect to
individual databases through a schema. Enterprise users are assigned enterprise
roles that determine their access privileges on databases.

entry
The building block of a directory server, it contains information about an object of
interest to directory users.

external naming

A naming method that uses a third-party naming service, such as NIS or CDS.

external procedure

Function or procedure written in a third-generation language (3GL) that can be
called from PL/SQL code. Only C is supported for external procedures.
failover

See connect-time failover.

firewall support

See access control.

foreign domains

The set of domains not managed within a given administrative region. Domains are
foreign only in relation to a region; they are not foreign in any absolute sense. A
network administrator typically defines foreign domains relative to a particular
region to optimize caching performance.

FTP protocol

File Transfer Protocol. A client/server protocol which allows a user on one
computer to transfer files to and from another computer over a TCP/IP network.

global database name

The full name of the database which uniquely identifies it from any other database.
The global database name is of the form "dat abase_narme. dat abase_domai n,"
for example, sal es. us. acme. com



The database name portion, sal es, is a simple name you wish to call your
database. The database domain portion, us. acre. com specifies the database
domain in which the database is located, making the global database name unique.
When possible, Oracle Corporation recommends that your database domain mirror
the network domain.

The global database name is the default service name of the database, as specified
by the SERVI CE_NAMES parameter in the initialization parameter file.

Heterogeneous Services

An integrated component that provides the generic technology for accessing
non-Oracle systems from the Oracle database server. Heterogeneous Services
enables you to:

= Use Oracle SQL to transparently access data stored in non-Oracle systems as if
the data resides within an Oracle server.

= Use Oracle procedure calls to transparently access non-Oracle systems, services,
or application programming interfaces (APIs), from your Oracle distributed
environment.

hierarchical naming model

An infrastructure in which names are divided into multiple hierarchically-related
domains. For Oracle Names, hierarchical naming model can be used with either
central or delegated administration.

host naming

A naming method resolution that enables users in a TCP/IP environment to resolve
names through their existing name resolution service. This name resolution service
might be Domain Name System (DNS), Network Information Service (NIS), or
simply a centrally-maintained set of / et ¢/ host s files. Host Naming enables users
to connect to an Oracle database server by simply providing the server computer's
host name or host name alias. No client configuration is required to take advantage
of this feature. This method is recommended for simple TCP/IP environments.

HTTP protocol

Hypertext Transfer Protocol. A protocol that provides the language that enables
Web browsers and application Web servers to communicate.

identity management realm

A collection of identities, all of which are governed by the same administrative
policies. In an enterprise, all employees having access to the intranet may belong to
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one realm, while all external users who access the public applications of the
enterprise may belong to another realm. An identity management realm is
represented in the directory by a specific entry with a special object class associated
with it.

Infiniband

A high-speed networking architechture, consisting of third-party hardware and
software,which increases the communication speed of CPUs, server-side devices,
and network subsystems.

instance

System Global Area (SGA)You can connect to any instance to access information
within a cluster database.

instance name

A name of an Oracle database instance. The instance name is identified by the

| NSTANCE_NAME parameter in the database initialization parameter file.

I NSTANCE_NAME corresponds to the Oracle System Identifier (SID) of the
instance. Clients can connect to a specific instance by specifying the | NSTANCE _
NANME parameter in the connect descriptor.

The instance name is included in the connect data part of the connect descriptor.

Interprocess Communication

A protocol used by client applications that resides on the same node as the listener
to communicate with the database. IPC can provide a faster local connection than
TCP/IP.

IP address

Used to identify a node on a network. Each computer on the network is assigned a
unique IP address, which is made up of the network ID, and a unique host ID. This
address is typically represented in dotted-decimal notation, with the decimal value
of each octet separated by a period, for example 144.45.9.22.

IPC

See Interprocess Communication.

Java Database Connectivity (JDBC) Driver

A driver that provides Java applications and applets access to an Oracle database.



JDBC OCI Driver

A Type Il driver for use with client/server Java applications. This driver requires an
Oracle client installation.

JDBC Thin Driver

A Type 1V driver for Oracle JDBC applets and applications. Because it is written
entirely in Java, this driver is platform-independent. It does not require any
additional Oracle software on the client side. The Thin driver communicates with
the server using Two-Task Common (TTC), a protocol developed by Oracle to
access the database server.

keyword-value pair

The combination of a keyword and a value, used as the standard unit of
information in connect descriptors and many configuration files. Keyword-value
pairs may be nested; that is, a keyword may have another keyword-value pair as its
value.

latency

Networking round-trip time.

Lightweight Directory Access Protocol (LDAP)

A standard, extensible directory access protocol. It is a common language that
LDAP clients and servers use to communicate. The framework of design
conventions supporting industry-standard directory servers.

LDAP Data Interchange Format (LDIF)

The set of standards for formatting an input file for any of the LDAP command line
utilities.

Idap.ora file

A file created by Oracle Internet Directory Configuration Assistant or Oracle Net
Configuration Assistant that contains the following directory server access
information:

= Type of directory server
= Location of the directory server

«  Default Oracle Context that the client or server will use to look up or configure
connect identifiers for connections to database services
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When created with Oracle Internet Directory Configuration Assistant, | dap. or a is
located in the $ORACLE_HOME/ | dap/ admi n directory on UNIX operating systems
and the ORACLE_HOVE\ | dap\ admi n directory on Windows operating systems.
When created with Oracle Net Configuration Assistant, | dap. or a is located in the
$ORACLE_HOVE/ net wor k/ admi n directory on UNIX operating systems and the
ORACLE_HOVE\ net wor k\ admi n directory on Windows operating systems.

link qualifier

A qualifier appended to a global database link to provide alternate settings for the
database username and password credentials. For example, a link qualifier of
fi el drep can be appended to a global database link of sal es. us. acre. com

SQL> SELECT * FROM enp@al es. us. acne.com@i el drep

listener

A process that resides on the server whose responsibility is to listen for incoming
client connection requests and manage the traffic to the server.

When a client requests a network session with a database server, a listener receives
the actual request. If the client information matches the listener information, then
the listener grants a connection to the database server.

listener.ora file

A configuration file for the listener that identifies the following for a listener:

= Unique name

= Protocol addresses that it is accepting connection requests on

= Services it is listening for

The | i st ener . or a file typically resides in $ORACLE_HOME/ net wor k/ admi n on
UNIX platforms and ORACLE_HOVE\ net wor k\ admi n on Windows.

Oracle9i does not require identification of the database service because of service
registration. However, static service configuration is required for if you plan to use
Oracle Enterprise Manager.

Listener Control utility

A utility included with Oracle Network Services to control various listener
functions, such as to starting, stopping, and getting the status of the listener.



load balancing

A feature by which client connections are distributed evenly among multiple
listeners, dispatchers, instances, and nodes so that no single component is
overloaded.

Oracle Network Services support client load balancing and connection load
balancing.

local naming

A naming method that locates network addresses by using information configured
and stored on each individual client’s tnsnames.ora file. Local naming is most
appropriate for simple distributed networks with a small number of services that
change infrequently.

location transparency

A distributed database characteristic that enables applications to access data tables
without knowing where they reside. All data tables appear to be in a single
database, and the system determines the actual data location based on the table
name. The user can reference data on multiple nodes in a single statement, and the
system automatically and transparently routes (parts of) SQL statements to remote
nodes for execution if needed. The data can move among nodes with no impact on
the user or application.

logging

A feature in which errors, service activity, and statistics are written to a log file. The
log file provides additional information for an administrator when the error
message on the screen is inadequate to understand the failure. The log file, by way
of the error stack, shows the state of the software at various layers.

See also tracing.

loopback test

A connection from the server back to itself. Performing a successful loopback
verifies that Oracle Net is functioning on the database server.

map

Files used by the Network Information Service (NIS) ypser v program to handle
name requests.
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Microsoft Active Directory

An LDAP-compliant directory server included with the Windows 2000 Server. It
stores information about objects on the network, and makes this information
available to users and network administrators. Active Directory also provides
access to resources on the network using a single logon process.

Active Directory can be configured as a directory naming method to store service
information that clients can access.
names.ora file

A configuration file that contains parameter settings for an Oracle Names server.

Named Pipes protocol

A high-level interface protocol providing interprocess communications between
clients and servers using distributed applications. Named Pipes enables
client/server conversation over a network using Named Pipes.

haming context

A subtree that resides entirely on one directory server. It is a contiguous subtree,
that is, it must begin at an entry that serves as the top of the subtree, and extend
downward to either leaf entries or references to subordinate naming contexts. It can
range in size from a single entry to the entire directory information tree (DIT).

An Oracle Context can be created under a naming context.

naming method

The resolution method used by a client application to resolve a connect identifier to
a connect descriptor when attempting to connect to a database service. Oracle Net
provides four naming methods:

= local naming
« directory naming
= easy connect naming

= external naming

net service alias

An alternative name for a directory naming object in a directory server. A directory
server stores net service aliases for any defined net service name or database
service. A net service alias entry does not have connect descriptor information.
Instead, it only references the location of the object for which it is an alias. When a



client requests a directory lookup of a net service alias, the directory determines that
the entry is a net service alias and completes the lookup as if it was actually the
entry it is referencing.

net service name

A simple name for a service that resolves to a connect descriptor. Users initiate a
connect request by passing a username and password along with a net service name
in a connect string for the service to which they wish to connect:

CONNECT user nane/ passwor d@et _ser vi ce_nane

Depending on your needs, net service names can be stored in a variety of places,
including:

= Local configuration file, t nsnames. or a, on each client

= Directory server

= External naming service, such as NIS or CDS

network

A group of two or more computers linked together through hardware and software
to allow the sharing of data and peripherals.

network administrator

The person who performs network management tasks such as installing,
configuring, and testing network components. The administrator typically
maintains the configuration files, connect descriptors and service names, aliases,
and public and global database links.

network character set

As defined by Oracle, the set of characters acceptable for use as values in
keyword-value pairs (that is, in connect descriptors and configuration files). The set
includes alphanumeric upper- and lowercase, and some special characters.
Network Information Service (NIS)

Sun Microsystems' Yellow Pages (yp) client/server protocol for distributing system
configuration data such as user and host names between computers on a network.
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Network Interface (NI)

A network layer that provides a generic interface for Oracle clients, servers, or
external processes to access Oracle Net functions. The NI layer handles the "break"
and "reset" requests for a connection.

network listener

See listener.

network object

Any service that can be directly addressed on a network; for example, a listener.

network protocol

See Oracle protocol support.

Network Program Interface (NPI)

An interface for server-to-server interactions that performs all of the functions that
the OCI does for clients, allowing a coordinating server to construct SQL requests
for additional servers.

Network Session (NS)

A session layer that is used in typical Oracle Net connections to establish and
maintain the connection between a client application and a database server.

NI

Network Interface

NIS

See Network Information Service (NIS).

node

A computer or terminal that is part of a network

NPI
See Network Program Interface (NPI).

NR
Network Routing



NS

Network Session. See Network Session (NS).

NT

Network Transport. See transport.

object class

In a directory server, a named group of attributes. When you want to assign
attributes to an entry, you do so by assigning to that entry the object classes that
hold those attributes.

All objects associated with the same object class share the attributes of that object
class.

(0]
Oracle Call Interface. See Oracle Call Interface (OCI).

OPI
See Oracle Program Interface (OPI).

Open Systems Interconnection (OSI)

A model of network architecture developed by ISO as a framework for international
standards in heterogeneous computer network architecture.

The OSI architecture is split between seven layers, from lowest to highest:
1. Physical layer
2. Data link layer
3. Network layer
4. Transport layer
5. Session layer

6. Presentation layer
7. Application layer

Each layer uses the layer immediately following it and provides a service to the
layer preceding.
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Oracle Advanced Security

A product that provides a comprehensive suite of security features to protect
enterprise networks and securely extends corporate networks to the Internet. Oracle
Advanced Security provides a single source of integration with network encryption
and authentication solutions, single sign-on services, and security protocols. By
integrating industry standards, it delivers unparalleled security to the network.

Oracle Call Interface (OCI)

An application programming interface (API) that enables you to create applications
that use the native procedures or function calls of a third-generation language to
access an Oracle database server and control all phases of SQL statement execution.
OCI supports the datatypes, calling conventions, syntax, and semantics of a number
of third-generation languages including C, C++, COBOL and FORTRAN.

Oracle Connection Manager

A router through which a client connection request may be sent either to its next
hop or directly to the database server. Clients who route their connection requests
through an Oracle Connection Manager can then take advantage of the session
multiplexing, access control, or protocol conversion features configured on that
Oracle Connection Manager.

Oracle Connection Manager Control utility

A utility included with Oracle Network Services to control various functions, such
as starting, stopping, and getting the status of the Oracle Connection Manager.

Oracle Context

A RDN of cn=Cr acl eCont ext in a directory information tree (DIT) that is
located under a naming context or an unpublished directory entry. An Oracle
Context contains entries for use with Oracle features, such as Oracle Net directory
naming and Oracle Advanced Security enterprise user security. There can be one
or more Oracle Contexts in a directory server. Oracle Internet Directory
automatically creates an Oracle Context at the root of the DIT structure. This root
Oracle Context has a DN of dn: cn=0r acl eCont ext .

Oracle Enterprise Manager

A separate Oracle product that combines a graphical console, agents, common
services, and tools to provide an integrated and comprehensive systems
management platform for managing Oracle products.



Oracle Identity Management

An infrastructure enabling deployments to manage centrally and securely all
enterprise identities and their access to various applications in the enterprise.

Oracle Internet Directory

A directory server implemented as an application on the Oracle database. It enables
retrieval of information about dispersed users and network resources. It combines
Lightweight Directory Access Protocol (LDAP) Version 3, the open Internet
standard directory server access protocol, with the high performance, scalability,
robustness, and availability of the Oracle database.

Oracle Net

Communication software that enables a network session from a client application to
an Oracle database server. Once a network session is established, Oracle Net acts as
a data courier for the client application and the database server. It is responsible for
establishing and maintaining the connection between the client application and
database server, as well as exchanging messages between them. Oracle Net is able
to perform these jobs because it is located on each computer in the network.

Oracle Net Configuration Assistant

A post-installation tool that configures basic network components after installation,
including:

= Listener names and protocol addresses

= Naming methods the client will use to resolve connect identifiers

= Netservice names inat nsnames. or a file

= Directory server usage

Oracle Net Firewall Proxy

Product offered by some firewall vendors that supplies Oracle Connection
Manager functionality.

Oracle Net foundation layer

A networking communication layer that is responsible for establishing and
maintaining the connection between the client application and server, as well as
exchanging messages between them.

Oracle Net listener

See listener.
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Oracle Net Manager

A tool that combines configuration abilities with component control to provide an
integrated environment for configuring and managing Oracle Net Services.

You can use Oracle Net Manager to configure the following network components:
= Naming

Define connect identifiers and map them to connect descriptors to identify the
network location and identification of a service. Oracle Net Manager supports
configuration of connect descriptors in a local t nsnamnes. or a file or directory
server.

« Naming Methods

Configure the different ways in which connect identifiers are resolved into
connect descriptors.

« Listeners

Create and configure listeners to receive client connections.

Oracle Net Services

A suite of networking components that provide enterprise-wide connectivity
solutions in distributed, heterogeneous computing environments. Oracle Net
Services is comprised of Oracle Net, listener, Oracle Connection Manager, Oracle
Net Configuration Assistant, and Oracle Net Manager.

Oracle Program Interface (OPI)

A networking layer responsible for responding to each of the possible messages
sent by OCI. For example, an OCI request to fetch 25 rows would have an OPI
response to return the 25 rows once they have been fetched.

Oracle protocol support

A software layer responsible for mapping Transparent Network Substrate (TNS)
functionality to industry-standard protocols used in the client/server connection.
Oracle Rdb

A database for Digital’s 64-bit platforms. Because Oracle Rdb has its own listener,
the client interacts with Rdb in the same manner as it does with an Oracle database.

Oracle schema

A set of rules that determine what can be stored in a directory server. Oracle has its
own schema that is applied to many types of Oracle entries, including Oracle Net



Services entries. The Oracle schema for Oracle Net Services’ entries includes the
attributes the entries may contain.

Oracle System Identifier (SID)

A name that identifies a specific instance of a running pre-release 8.1 Oracle
database. For any database, there is at least one instance referencing the database.

For pre-release 8.1 databases, SID is used to identify the database. The SID is
included in the connect descriptor of a tnsnames.ora file and in the definition of the
listener in the listener.ora file.

Oracle XML DB

A high-performance XML storage and retrieval technology provided with Oracle
database server. It is based on the W3C XML data model.

Oracle Real Application Clusters

An architecture that allows multiple instances to access a shared database of
datafiles. Real Application Clusters is also a software component that provides the
necessary cluster database scripts, initialization files, and datafiles needed for the
Oracle Enterprise Edition and Real Application Clusters.

ORACLE_HOME

An alternate name for the top directory in the Oracle directory hierarchy on some
directory-based operating systems.

Osl

See Open Systems Interconnection (OSI).

packet

A block of information sent over the network each time a connection or data
transfer is requested. The information contained in packets depends on the type of
packet: connect, accept, redirect, data, and so on. Packet information can be useful
in troubleshooting.

PMON process

A process monitor database process that performs process recovery when a user
process fails. PMON is responsible for cleaning up the cache and freeing resources
that the process was using. PMON also checks on dispatcher and server processes
and restarts them if they have failed. As a part of service registration, PMON
registers instance information with the listener.

Glossary-21



Glossary-22

presentation layer

A networking communication layer that manages the representation of information
that application layer entities either communicate or reference in their
communication. Two-Task Common (TTC) is an example of presentation layer.

private database link

A database link created by one user for his or her exclusive use.

See also database link and public database link.

profile

A collection of parameters that specifies preferences for enabling and configuring
Oracle Net Services’ features on the client or server. A profile is stored and
implemented through the sgl net . or a file.

protocol

A set of rules that defines how data is transported across the network.

protocol address

An address that identifies the network address of a network object.

When a connection is made, the client and the receiver of the request, such as the
listener or Oracle Connection Manager, are configured with identical protocol
addresses. The client uses this address to send the connection request to a particular
network object location, and the recipient "listens" for requests on this address. It is
important to install the same protocols for the client and the connection recipient, as
well as to configure the same addresses.

protocol conversion

A feature of Oracle Connection Manager that enables a client and server with
different networking protocols to communicate with each other. This feature
replaces functionality previously provided by the Oracle Multi-Protocol Interchange
with SQL*Net version 2.

protocol stack

Designates a particular presentation layer and session layer combination.

proxy server

A server that substitutes for the real server, forwarding client connection requests to
the real server or to other proxy servers. Proxy servers provide access control, data
and system security, monitoring, and caching.



public database link

A database link created by a DBA on a local database that is accessible to all users
on that database.

See also database link and private database link.

realm Oracle Context

An Oracle Context contained in each identity management realm. It stores the
following information:

= User naming policy of the identity management realm—that is, how users are
named and located

= Mandatory authentication attributes
= Location of groups in the identity management realm

« Privilege assignments for the identity management realm—for example: who
has privileges to add more users to the realm.

= Application specific data for that Realm including authorizations

RDBMS

Relational Database Management System

RDN
See relative distinguished name (RDN).

relative distinguished name (RDN)

The local, most granular level entry name. It has no other qualifying entry names
that would serve to address the entry uniquely. In the example,

cn=sal es, dc=us, dc=acne, dc=comcn=sal es is the RDN.

root Oracle Context

In the Oracle Identity Management infrastructure, the The root Oracle Context is
an entry in Product_Name containing a pointer to the default identity management
realm in the infrastructure. It also contains information on how to locate an identity
management realm given a simple name of the realm.

RPC

Remote Procedure Call
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SDP protocol
Sockets Direct Protocol (SDP).

Secure Sockets Layer (SSL)

An industry standard protocol designed by Netscape Communications Corporation
for securing network connections. SSL provides authentication, encryption, and
data integrity using public key infrastructure (PKI).

server process

Database processes that handle a client request on behalf of a database.

service

Work done for others. The database is a service that stores and retrieves data for
clients.

service handler

A process that acts a connection point from the listener to the database server. A
service handler can be a dispatcher or dedicated server.

service name

A logical representation of a database, which is the way a database is presented to
clients. A database can be presented as multiple services and a service can be
implemented as multiple database instances. The service name is a string that is the
global database name, that is, a name comprising the database name and domain
name, entered during installation or database creation. If you are not sure what the
global database name is, you can obtain it from the value of the SERVI CE_NAMES
parameter in the initialization parameter file.

The service name is included in the connect data part of the connect descriptor.

service registration

A feature by which the PMON process automatically registers information with a
listener. Because this information is registered with the listener, the | i St ener. ora
file does not need to be configured with this static information.

Service registration provides the listener with information about:
= Service names for each running instance of the database
= Instance names of the database

= Service handlers (dispatcher or dedicated server) available for each instance



These enable the listener to direct a client request appropriately.
= Dispatcher, instance, and node load information

This load information enables the listener to determine which dispatcher can best
handle a client connection request. If all dispatchers are blocked, the listener can
spawn a dedicated server for the connection.

session data unit (SDU)

A buffer that Oracle Net uses to place data before transmitting it across the network.
Oracle Net sends the data in the buffer either when requested or when it is full.

session layer

A network layer that provides the services needed by the protocol address entities
that enable them to organize and synchronize their dialogue and manage their data
exchange. This layer establishes, manages, and terminates network sessions
between the client and server. An example of a session layer is Network Session
(NS).

session multiplexing
Combining multiple sessions for transmission over a single network connection in
order to conserve the operating system'’s resources.

shared server

A database server that is configured to allow many user processes to share very few
server processes, so the number of users that can be supported is increased. With
shared server configuration, many user processes connect to a dispatcher. The
dispatcher directs multiple incoming network session requests to a common queue.
An idle shared server process from a shared pool of server processes picks up a
request from the queue. This means that a small pool of server processes can serve a
large number of clients. Contrast with dedicated server.

shared server process

A process type used with shared server configuration.

SID
See Oracle System Identifier (SID).

SID_LIST listener_name

A section of the | i st ener . or a file that defines the Oracle System Identifier
(SID) of the database served by the listener. This section is valid only for version 8.0
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Oracle databases, as information for Oracle8i or later instances is automatically
registered with the listener. Static configuration is also required for other services,
such as external procedure calls and Heterogeneous Services.

single sign-on

The ability for a user to log in to different servers using a single password. This
permits the user to authenticate to all servers the user is authorized to access.

sqlnet.ora file

A configuration file for the client or server that specifies:

« Client domain to append to unqualified service names or net service names
«  Order of naming methods the client should use when resolving a name

« Logging and tracing features to use

= Route of connections

= External naming parameters

= Oracle Advanced Security parameters

The sql net . or a file typically resides in $ORACLE_HOME/ net wor k/ admi n on
UNIX platforms and ORACLE_HOMVE\ net wor k\ admi n on Windows operating
systems.

SSL

See Secure Sockets Layer (SSL).

System Global Area (SGA)

A group of shared memory structures that contain data and control information for
an Oracle instance.

TCP/IP protocol

Transmission Control Protocol/Internet Protocol. The de facto standard
communication protocol used for client/server conversation over a network.
TCP/IP with SSL protocol

A protocol that enables an Oracle application on a client to communicate with
remote Oracle databases through the TCP/IP protocol and Secure Sockets Layer
(SSL).
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tick
The amount of time it takes for a message to be sent and processed from the client
to the server or from the server to the client

Thin JDBC Driver

Thin JDBC driver is Oracle's Type 4 driver designed for Java applet and Java
application developers. The JDBC driver establishes a direct connection to the
Oracle database server over Java sockets. Access to the database is assisted with a
lightweight implementation of Oracle Net and Two-Task Common (TTC).

TNS
See Transparent Network Substrate (TNS).

tnsnames.ora file

A configuration file that contains maps net service names to connect descriptors.
This file is used for the local naming method. The t nsnanes. or a file typically
resides in $ORACLE_HOME/ net wor k/ admi n on UNIX platforms and ORACLE
HOVE\ net wor k\ admi n.

tracing

A facility that writes detailed information about an operation to an output file. The
trace facility produces a detailed sequence of statements that describe the events of
an operation as they are executed. Administrators use the trace facility for
diagnosing an abnormal condition; it is not normally turned on.

See also logging.

Transparent Application Failover (TAF)

A runtime failover for high-availability environments, such as Oracle9i Real
Application Clusters and Oracle Fail Safe, that refers to the failover and
re-establishment of application-to-service connections. It enables client applications
to automatically reconnect to the database if the connection fails, and, optionally,
resume a SELECT statement that was in progress. This reconnect happens
automatically from within the Oracle Call Interface (OCI) library.

Transparent Network Substrate (TNS)

A foundation technology, built into the Oracle Net foundation layer that works
with any standard network transport protocol.

Glossary-27



Glossary-28

transport

A networking layer that maintains end-to-end reliability through data flow control
and error recovery methods. The Oracle Net foundation layer uses Oracle protocol
support for the transport layer.

TTC

See Two-Task Common (TTC).

Two-Task Common (TTC)

A presentation layer type that is used in a typical Oracle Net connection to provide
character set and data type conversion between different character sets or formats
on the client and server.

UPI

User Program Interface

virtual circuit

A piece of shared memory used by the dispatcher for client database connection
requests and replies. The dispatcher places a virtual circuit on a common queue
when a request arrives. An idle shared server picks up the virtual circuit from the
common queue, services the request, and relinquishes the virtual circuit before
attempting to retrieve another virtual circuit from the common queue.

WebDAV protocol

World Wide Web Distributed Authoring and Versioning. A protocol with a set of
extensions to the HTTP protocol which allows users to manage files on remote Web
servers.

Windows NT native authentication

An authentication method that enables a client single login access to a Windows
NT server and a database running on the server.



Symbols

(quotation mark) symbol
reserved in configuration files, 3-3

# (quotation mark) symbol

reserved in configuration files, 3-3
() (parenthesis) symbol

reserved in configuration files, 3-3
= (equals sign) symbol

reserved in configuration files, 3-3
" (single quote) symbol

reserved in configuration files, 3-3
/(slash) symbol
reserved in configuration files, 3-3

Numerics

1024 port, 4-4
1521 port, 4-4
1575 port, 4-4
1630 port, 4-4
1646 port, 5-24
1830 port, 4-4
2482 port, 4-4
2484 port, 4-4

A

ACT networking parameter, 8-3

ADDRESS networking parameter, 4-1,6-7,7-3

ADDRESS_LIST networking parameter, 4-2, 6-7

ADMIN_RESTRICTIONS_listener_name networking
parameter, 7-12

ADMINISTER command, 2-3

Index

ASO_AUTHENTICATION_FILTER networking
parameter, 8-7

attributes
orclDescList, C-5
orclDescName, C-5
orclLoadBalance, C-5
orclNetAddrList, C-5
orcINetAddrString, C-5
orclNetConnParamList, C-5
orclNetFailover, C-5
orclNetInstanceName, C-5
orclNetProtocol, C-5
orclNetSdu, C-5
orclNetServiceName, C-5
orclNetSourceRoute, C-5
orclSid, C-5
orclVersion, C-5

AUTOMATIC_IPC networking parameter, A-4

BACKUP networking parameter, 6-15
BEQUEATH_DETACH networking parameter, 5-2

Cc

CDS. See Cell Directory Services (CDS)
Cell Directory Services (CDS) external naming
configuring, 5-6
CHANGE_PASSWORD command, 1-3,1-4
character sets
for net service name, 3-3
network, for keyword values, 3-3
client load balancing
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configuring, 6-9
with Oracle Connection Manager, 6-4
CLOSE CONNECTIONS command, 2-4
cman.ora file
default values of parameters, 8-5
example, 8-2
parameters
ACT, 8-3
ASO_AUTHENTICATION_FILTER, 8-7
CONNECTION_STATISTICS, 8-8
DST, 8-3
EVENT_GROUP, 8-8
IDLE_TIMEOUT, 8-8
INBOUND_CONNECT_TIMEOUT, 8-8
LOG_DIRECTORY, 8-9
LOG_LEVEL, 89
MAX_CMCTL_SESSIONS, 8-9
MAX_CONNECTIONS, 8-9
MAX_GATEWAY_PROCESSES, 8-10
MIN_GATEWAY_PROCESSES, 8-10
OUTBOUND_CONNECT_TIMEOUT, 8-10
PARAMETER_LIST, 8-5to 8-7
PASSWORD_instance_name, 8-10
REMOTE_ADMIN, 8-10
RULE, 8-3to8-5
SESSION_TIMEOUT, 8-11
SRC, 8-3
SRV, 8-3
TRACE_DIRECTORY, 8-11
TRACE_FILELEN, 8-11
TRACE_FILENO, 8-11
TRACE_LEVEL, 8-11,8-12
TRACE_TIMESTAMP, 8-12
comments in configuration files, 3-3
COMMUNITY networking parameter, A-4
connect descriptors, 6-1
CONNECT_DATA networking parameter, 6-14
CONNECT_TIMEOUT _listener_name networking
parameter, A-4
CONNECTION_STATISTICS networking
parameter, 8-8
connections

adjusting listener queue size to avoid errors, 7-4

connect-time failover
configuring, 6-8

Index-2

GLOBAL_DBNAME networking parameter in
listener.ora, B-10
with Oracle Connection Manager, 6-4
control utilities
Listener Control utility, 1-4 to 1-32
Oracle Connection Manager Control
utility, 2-3 to 2-33

D

DB_DOMAIN initialization parameter, B-10
DB_NAME initialization parameter, B-10
DBSNMP_START command, A-5
DBSNMP_STATUS command, A-5
DBSNMP_STOP command, A-5
DEFAULT_ADMIN_CONTEXT networking
parameter, 9-2
DEFAULT_SDU_SIZE networking parameter, 5-2
DELAY networking parameter, 6-16
DESCRIPTION networking parameter, 6-6,7-3
DESCRIPTION_LIST networking parameter, 6-6
directory naming
configuring, 5-6
DIRECTORY_SERVER_TYPE networking
parameter, 9-2
DIRECTORY_SERVERS, 9-2
DISABLE_OOB networking parameter, 5-3
DST networking parameter, 8-3

E

ENVS networking parameter, 7-8
error messages

ORA-12170, 5-17

ORA-12525, 1-15,7-13

ORA-12535, 5-26

ORA-12547, 5-17

ORA-12608, 5-25,5-26
EVENT_GROUP networking parameter, 8-8
EXIT command

of Listener Control utility, 1-6

of Oracle Connection Manager Control

utility, 2-6

external naming

Cell Directory Services (CDS), 5-6



Network Information Service (NIS), 5-6 L

LDAP schema

F attributes, C-1to C-5
failover object classes, C-1toC-5
connect-time, 6-8 ldap.ora file

DEFAULT_ADMIN_CONTEXT parameter, 9-2

DIRECTORY_SERVER_TYPE parameter, 9-2
Listener Control utility, 1-3

command reference, 1-4 to 1-32

commands

Transparent Application Failover
FAILOVER networking parameter, 6-8, 6-9, B-6
FAILOVER_MODE networking parameter, 6-15

G CHANGE_PASSWORD, 1-4
global database name, B-10 EXIT, 1-6
GLOBAL_DBNAME networking parameter, 7-9, HELP, 1-7
B-10 QUIT, 1-8,1-9
GLOBAL_NAME networking parameter, 6-16 RELOAD, 19
SAVE_CONFIG, 1-10
H SERVICES, 1-11
SET, 1-12

HELP command SET CONNECT_TIMEOUT, 1-14

of Listener Control utility, 1-7
of Oracle Connection Manager Control
utility, 2-7
HOST networking parameter, 4-3, 4-4
HS networking parameter, 6-17

Identix authentication, A-2,B-2
IDLE_TIMEOUT networking parameter, 8-8
INBOUND_CONNECT_TIMEOUT networking
parameter, 8-8
INBOUND_CONNECT_TIMEPUT _listener_name
networking parameter, 7-13
INSTANCE_NAME initialization parameter, B-8
INSTANCE_NAME networking parameter, 6-18
IPC protocol
KEY parameter, 4-3
PROTOCOL parameter, 4-3
IPC, parameters for addresses, 4-3

K

KEY networking parameter, 4-3
keyword syntax rules, for configuration files, 3-2
keyword values, network character sets for, 3-3

SET CURRENT_LISTENER, 1-14

SET DISPLAYMODE, 1-14

SET INBOUND_CONNECT_
TIMEOUT, 1-15

SET LOG_DIRECTORY, 1-16

SET LOG_FILE, 1-17

SET LOG_STATUS, 1-18

SET PASSWORD, 1-18

SET STARTUP_WAITTIME, 1-20

SET TRC_DIRECTORY, 1-21

SET TRC_FILE, 1-22

SET TRC_LEVEL, 1-23

SET USE_PLUGANDPLAY, 1-24

SHOW, 1-24

SHOW CURRENT_LISTENER, 1-25

SHOW DISPLAYMODE, 1-25

SHOW INBOUND_CONNECT_
TIMEOUT, 1-25

SHOW LOG_DIRECTORY, 1-25

SHOW LOG_FILE, 1-25

SHOW LOG_STATUS, 1-25

SHOW RAWMODE, 1-25

SHOW SAVE_CONFIG_ON_STOP,

SHOW STARTUP_WAITTIME, 1-25

SHOW TRC_DIRECTORY, 1-25

1-25
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SHOW TRC_FILE, 1-25
SHOW TRC_LEVEL, 1-25
SPAWN, 1-25
START, 1-26
STATUS, 1-28
STOP, 1-29
TRACE, 1-30
VERSION, 1-31
distributed operation, 1-3
function of and syntax format, 1-1
remote administration, 1-3
SET commands, 1-3
SET CONNECT_TIMEOUT, A-5
SHOW commands, 1-3
SHOW CONNECT_TIMEOUT, A-5
unsupported commands
DBSNMP_START, A-5
DBSNMP_STATUS, A-5
DBSNMP_STOP, A-5
SET USE_PLUGANDPLAY, A-5
SHOW USE_PLUGANDPLAY, A-5
listener.ora file
configuration parameter reference, 7-2 to 7-22
migrating, B-10
parameters
ADDRESS, 7-3
ADMIN_RESTRICTIONS_listener_name, 7-12
DESCRIPTION, 7-3
ENVS, 7-8
GLOBAL_DBNAME, 7-9,B-10
INBOUND_CONNECT_TIMEOUT _listener_
name, 7-13
LOG_DIRECTORY_listener_name, 7-14
LOG_FILE_listener_name, 7-14
LOGGING listener_name, 7-14
ORACLE_HOME, 7-10,B-10
PASSWORDS_listener_name, 1-3,7-15
PRESPAWN_DESC, 7-11
PRESPAWN_MAX, 7-11
PROGRAM, 7-10
QUEUESIZE, 7-4
RECV_BUEF_SIZE, 7-4
SAVE_CONFIG_ON_STOP_listener_
name, 7-15
SDU, 7-11

Index-4

SEND_BUF_SIZE, 7-5
SID_DESC, 7-7
SID_LIST_listener_name, 7-6,7-11
SID_NAME, 7-10,B-10
SQLNET.CLIENT_
AUTHENTICATION, 7-16
STARTUP_WAITTIME _listener_name, 7-17
TRACE_DIRECTORY _listener_name, 7-17
TRACE_FILE_listener_name, 7-17
TRACE_FILEN_listener_name, 7-18
TRACE_FILENO_listener_name, 7-18
TRACE_LEVEL_listener_name, 7-19
TRACE_TIMESTAMP_listener_name, 7-19
WALLET_LOCATION, 7-20
unsupported parameters
CONNECT_TIMEOUT _listener_name, A-4
PRESPAWN_DESC, A-5
PRESPAWN_LIST, A-5
PRESPAWN_MAX, A-5
USE_PLUG_AND_PLAY _listener_name, A-5
upgrading, B-10
listeners
adjusting queue size for, 7-4
configuring for Oracle Enterprise
Manager, B-10
connect-request timeouts, 7-13
global database name, B-10
multiple, 7-2
Oracle System Identifier, B-10
SID, B-10
load balancing
client, 6-9
LOAD_BALANCE networking parameter, 6-9, B-6
local naming
configuring, 5-6
LOG_DIRECTORY networking parameter, 8-9
LOG_DIRECTORY_CLIENT networking
parameter, 5-3
LOG_DIRECTORY_listener_name networking
parameter, 7-14
LOG_DIRECTORY_SERVER networking
parameter, 5-4
LOG_FILE_CLIENT networking parameter, 5-4
LOG_FILE_listener_name networking
parameter, 7-14



LOG_FILE_SERVER networking parameter, 5-4
LOG_LEVEL networking parameter, 8-9
LOGGING._listener_name networking

parameter, 7-14
LU6.2 protocol, A-3, B-3

MAX_CMCTL_SESSIONS networking
parameter, 8-9

MAX_CONNECTIONS networking parameter, 8-9

MAX_GATEWAY_PROCESSES networking
parameter, 8-10

METHOD networking parameter, 6-16

MIN_GATEWAY_PROCESSES networking
parameter, 8-10

multiple listeners, 7-2

N

Named Pipes protocol

parameters for addresses, 4-3

PIPE parameter, 4-3

PROTOCOL parameter, 4-3

SERVER parameter, 4-3
NAMES.CONNECT_TIMEOUT networking

parameter, 5-5
NAMESCTL.TRACE_UNIQUE networking

parameter, 5-7
NAMES.DCE.PREFIX networking parameter, 5-5
NAMES.DEFAULT_DOMAIN networking

parameter, A-4
NAMES.DEFAULT_ZONE networking

parameter, A-4
NAMES.DEFAULT.DOMAIN networking

parameter, 5-5
NAMES.DIRECTORY_PATH networking

parameter, 5-6

cds, 5-6

ezconnect, 5-6

hostname, 5-6

ldap, 5-6

nis, 5-6

tnsnames, 5-6
NAMES.NDS.NAME.CONTEXT networking

parameter, A-4
NAMES.NIS.META_MAP networking
parameter, 5-7
Net8
coexistence issues, B-3 to B-6
Oracle9i databases, B-4
using SERVICE_NAME networking
parameter, B-4
using SID networking parameter, B-5
SID networking parameter, B-5
upgrading to Oracle Net Services, B-7 to B-10
configuration files, B-8
listener.ora file, B-10
software on client, B-8
software on server, B-8
tnsnames.ora file, B-9
Net8 OPEN, A-2,B-2
network character sets, keyword values, 3-3
network configuration files
listener.ora, 7-2 to 7-22
sqlnet.ora, 5-2to 5-41
syntax rules, 3-1
tnsnames.ora, 6-5 to 6-21
Network Information Service external naming
configuring, 5-6
network performance, improving
client load balancing, 6-9
networking parameters
listener.ora configuration reference, 7-2 to 7-22
sqlnet.ora configuration reference, 5-2 to 5-41
tnsnames.ora configuration
reference, 6-5to 6-21
Novell Directory Service, A-2
Novell Directory Services (NDS)
authentication, B-2
external naming, B-2
Novell Directory Services (NDS)
authentication, A-2
Novell Directory Services (NDS) external
naming, A-2

(o)

object classes
orclDBServer, C-2
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orclNetAddress, C-3
orclNetAddressList, C-4
orclNetDescription, C-2
orclNetDescriptionList, C-3
orclNetService, C-2
orclNetServiceAlias, C-2
obsolete parameters, A-3
ORA-12170 error message, 5-17
ORA-12525 error message, 1-15,7-13
ORA-12535 error message, 5-25, 5-26
ORA-12547 error message, 5-17
Oracle Connection Manager
client load balancing, 6-4
connect-time failover, 6-4

SOURCE_ROUTE networking parameter, 6-13

Oracle Connection Manager Control utility
command reference, 2-3 to 2-33
commands

ADMINISTER, 2-3

CLOSE CONNECTIONS, 2-4

EXIT, 2-6

HELP, 2-7

QUIT, 2-8

RELOAD, 29

RESUME GATEWAYS, 29

SAVE_PASSWD, 2-10

SET, 2-11

SET ASO_AUTHENTICATION_
FILTER, 2-12

SET CONNECTION_STATISTICS, 2-12

SET EVENT, 2-13,2-14

SET IDLE_TIMEOUT, 2-14

SET INBOUND_CONNECT_
TIMEOUT, 2-15

SET LOG_DIRECTORY, 2-16

SET LOG_LEVEL, 2-17,2-21

SET OUTBOUND_CONNECT_
TIMEOUT, 2-18

SET PASSWORD, 2-18

SET SESSION_TIMEOUT, 2-19

SET TRACE_DIRECTORY, 2-20

SET TRACE_LEVEL, 2-21

SHOW, 2-22

SHOW ALL, 2-23

SHOW CONNECTIONS, 2-24

Index-6

SHOW DEFAULTS, 2-26
SHOW EVENTS, 2-27
SHOW GATEWAYS, 2-28
SHOW PARAMETERS, 2-29
SHOW RULES, 2-30
SHOW SERVICES, 2-31
SHOW STATUS, 2-32
SHOW VERSION, 2-33
SHUTDOWN, 2-34
STARTUP, 2-35,2-36
SUSPEND GATEWAY, 2-36
Oracle Enterprise Manager
static service information in listener.ora
file, B-10
Oracle Names
coexistence issues, B-6
Oracle Names support, A-2
Oracle Net Services
coexistence issues, B-3 to B-6
Oracle release 8.0 clients, B-4
Oracle release 8.0 databases, B-5
third-party applications, B-4
using Oracle Net Manager, B-6
using SERVICE_NAME networking
parameter, B-4
using SID networking parameter, B-4
FAILOVER networking parameter, B-6
listener.ora file with Oracle Enterprise
Manager, B-10
LOAD_BALANCE networking parameter, B-6
Oracle Net Manager
Use Options Compatible with Net8 8.0 Clients
option, B-6
Use Oracle8 Release 8.0 Compatible
Identification option, B-7
SERVICE_NAME parameter, B-4
SOURCE_ROUTE parameter, B-6
unsupported features
Identix authentication, B-2
LU6.2, B-3
Net8 OPEN, B-2
Novell Directory Services (NDS)
authentication, B-2
Novell Directory Services (NDS) external
naming, B-2



prespawned dedicated servers, B-3
protocol.ora file, B-2
SecurlD authentication, B-2
SPX, B-3
Oracle protocol support
configuring addresses, 4-2
IPC, 4-2,4-3
Named Pipes, 4-2,4-3
SDP, 4-3
TCP/IP, 4-3
TCP/IP with SSL, 4-4
Oracle schema
attributes, C-1to C-5
object classes, C-1 to C-5
Oracle System Identifier, configuring on the
listener, B-10
ORACLE_HOME initialization parameter, B-10
ORACLE_HOME networking parameter, 7-10
Oracle9i Real Application Clusters
connect-time failover, 6-8, 6-9
FAILOVER networking parameter, 6-8, 6-9
FAILOVER_MODE networking parameter, 6-15
INSTANCE_NAME networking
parameter, 6-18
LOAD_BALANCE networking parameter, 6-9
orclDBServer object class, C-2
orclDescList attribute, C-5
orclDescName attribute, C-5
orclLoadBalance attribute, C-5
orcINetAddress object class, C-3
orcINetAddressList object class, C-4
orclNetAddrList attribute, C-5
orcINetAddrString attribute, C-5
orclNetConnParamlList attribute, C-5
orclNetDescription object class, C-2
orclNetDescriptionList object class, C-3
orclNetFailover attribute, C-5
orclNetInstanceName attribute, C-5
orclNetSdu attribute, C-5
orclNetService object class, C-2
orclNetServiceAlias object class, C-2
orclNetServiceName attribute, C-5
orclNetSourceRoute attribute, C-5
orclProtocol attribute, C-5
orclSid attribute, C-5

orclVersion attribute, C-5

OSS.MY.WALLET networking parameter, A-4

OUTBOUND_CONNECT_TIMEOUT networking
parameter, 8-10

P

PARAMETER_LIST networking
parameter, 8-5to 8-7
PASSWORD_instance_namenetworking
parameter, 8-10
passwords
Listener Control utility access, 1-3
PASSWORDS_listener_name networking
parameter, 7-15
PASSWORDS_listener_name parameter, 1-3
PIPE networking parameter, 4-3
port 1024, 4-4
port 1521, 4-4
port 1575, 4-4
port 1630, 4-4
port 1646, 5-24
port 1830, 4-4
port 2483, 4-4
port 2484, 4-4
PORT networking parameter, 4-3, 4-4
port numbers, allowed, 4-4
ports
privileged, 4-4
PRESPAWN_DESC networking parameter, 7-11,
A-5
PRESPAWN_LIST networking parameter, A-5
PRESPAWN_MAX networking parameter, 7-11,
A-5
prespawned dedicated servers, A-3, B-3
privileged ports, 4-4
PROGRAM networking parameter, 7-10
PROTOCOL networking parameter, 4-3,4-4
protocol.ora file, A-2, B-2
protocols, 4-3
configuring addresses, 4-2
IPC, 4-2,4-3
Named Pipes, 4-2,4-3
SDP, 4-3
TCP/IP, 4-3
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TCP/IP with SSL, 4-4

Q

QUEUESIZE networking parameter, 7-4
QUEUESIZE parameter
for adjusting listener queue size, 7-4
QUIT command
of Listener Control utility, 1-8,1-9
of Oracle Connection Manager Control
utility, 2-8

R

randomizing requests among listeners, 6-9
RDB_DATABASE networking parameter, 6-18

RECV_BUEF_SIZE networking parameter, 5-7, 6-10,

7-4
reference
for Listener Control utility
commands, 1-4 to 1-32
for listener.ora, 7-2to7-22
for Oracle Connection Manager Control utility
commands, 2-3to 2-33
for sqlnet.ora, 5-2 to 5-41
for tnsnames.ora, 6-5 to 6-21
RELOAD command, 2-9
of Listener Control utility, 1-9
REMOTE_ADMIN networking parameter, 8-10
RESUME GATEWAYS command, 2-9
RETRIES networking parameter, 6-16
RULE networking parameter, 8-3 to 8-5
rules, syntax for network configuration files, 3-1

S

SAVE_CONFIG command

of Listener Control utility, 1-10
SAVE_CONFIG_ON_STOP_listener_name

networking parameter, 7-15

SAVE_PASSWD command, 2-10
SDP protocol

parameters for addresses, 4-3
SDU networking parameter, 6-11, 7-11
SecurID authentication, A-2, B-2
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security, 1-3
database server
client network timeouts, 5-25, 5-26
connect-request timeouts, 5-7,5-8
listeners
connect-request timeouts, 7-13
password usage, 1-3
restricting runtime administration, 7-12
SECURITY networking parameter, 6-20
SEND_BUF_SIZE networking parameter, 5-8,6-12,
7-5
SERVER networking parameter, 4-3, 6-19
service name
character set keyword values, 3-3
SERVICE_NAME networking parameter, 6-19
SERVICE_NAME parameter, B-4
SERVICE_NAMES initialization parameter, B-8
SERVICES command, 1-11
SESSION_TIMEOUT networking parameter, 8-11
SET ASO_AUTHENTICATION_FILTER
command, 2-12
SET command
of Listener Control utility, 1-12
of Oracle Connection Manager Control
utility, 2-11
SET CONNECT_TIMEOUT command, 1-14, A-5
SET CONNECTION_STATISTICS command, 2-12
SET CURRENT_LISTENER command, 1-14
SET DISPLAYMODE command
of Listener Control utility, 1-14
SET EVENT command, 2-13,2-14
SET IDLE_TIMEOUT command, 2-14
SET INBOUND_CONNECT_TIMEOUT command
of Listener Control utility, 1-15
SET INBOUND_CONNECT_TIMEOUT command,
of Oracle Connection Manager Control
utility, 2-15
SET LOG_DIRECTORY command
of Listener Control utility, 1-16
of Oracle Connection Manager Control
Utility, 2-16
SET LOG_FILE command, 1-17
SET LOG_LEVEL command, 2-17,2-21
SET LOG_STATUS command, 1-18
SET OUTBOUND_CONNECT_TIMEOUT



command, 2-18
SET PASSWORD command
of Listener Control utility, 1-18
of Oracle Connection Manager Control
utility, 2-18
SET SAVE_CONFIG_ON_STOP command, 1-19
of Listener Control utility, 1-19
SET SESSION_TIMEOUT command, 2-19
SET STARTUP_WAITTIME command, 1-20
SET TRACE_DIRECTORY command, 2-20
SET TRACE_LEVEL command, 2-21
SET TRC_DIRECTORY command, 1-21
SET TRC_FILE command, 1-22
SET TRC_LEVEL command, 1-23
SET USE_PLUGANDPLAY command, 1-24, A-5
SHOW ALL command, 2-23
SHOW command
of Listener Control utility, 1-24
of Oracle Connection Manager Control
utility, 2-22
SHOW CONNECT_TIMEOUT command, A-5
SHOW CONNECTIONS command, 2-24
SHOW CURRENT_LISTENER command, 1-25
SHOW DEFAULTS command, 2-26
SHOW DISPLAYMODE command
of Listener Control utility, 1-25
SHOW EVENTS command, 2-27
SHOW GATEWAYS command, 2-28
SHOW INBOUND_CONNECT_TIMEOUT
command, 1-25
SHOW LOG_DIRECTORY command, 1-25
SHOW LOG_FILE command, 1-25
SHOW LOG_STATUS command, 1-25
SHOW PARAMETERS command, 2-29
SHOW RAWMODE command, 1-25
SHOW RULES command, 2-30
SHOW SAVE_CONFIG_ON_STOP
command, 1-25
SHOW SERVICES command, 2-31
SHOW STARTUP_WAITTIME command, 1-25
SHOW STATUS command, 2-32
SHOW TRC_DIRECTORY command, 1-25
SHOW TRC_FILE command, 1-25
SHOW TRC_LEVEL command, 1-25
SHOW VERSION command, 2-33

SHUTDOWN command, 2-34
SID networking parameter, 6-20, B-5
SID, configuring on the listener, B-10
SID_DESC networking parameter, 7-7
SID_LIST _listener_name networking
parameter, 7-11
Oracle Enterprise Manager requirements, 7-6
SID_NAME networking parameter, 7-10
SID_NAME parameter, B-10
SOURCE_ROUTE networking parameter, 6-13
SOURCE_ROUTE parameter, B-6
SPAWN command, 1-25
SPX protocol, A-3, B-3
SQL*Net
coexistence issues, B-3 to B-6
Oracle9i databases, B-4
using SERVICE_NAME networking
parameter, B-4
using SID networking parameter, B-5
migrating to Oracle Net Services, B-7 to B-10
configuration files, B-8
listener.ora file, B-10
software on client, B-8
software on server, B-8
tnsnames.ora file, B-9
verifying service name and instance
name, B-7
SID networking parameter, B-5
SQLNET_ALLOWED_LOGON_VERSIONS
networking parameter, 5-8
SQLNET.ALTERNATE_PORT networking
parameter, 5-21
SQLNET.AUTHENTICATION_GSSAPI_ SERVICE
networking parameter, 5-9
SQLNET.AUTHENTICATION_KERBEROS5_
SERVICE networking parameter, 5-7
SQLNET.AUTHENTICATION_SERVICES
networking parameter, 5-10
SQLNET.CLIENT_AUTHENTICATION networking
parameter, 7-16
SQLNET.CLIENT_REGISTRATION networking
parameter, 5-10
SQLNET.CRYPTO_CHECKSUM_CLIENT
networking parameter, 5-11
SQLNET.CRYPTO_CHECKSUM_SERVER
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networking parameter, 5-11
SQLNET.CRYPTO_CHECKSUM_TYPE_CLIENT
networking parameter, 5-12
SQLNET.CRYPTO_CHECKSUM_TYPE_SERVER
networking parameter, 5-13
SQLNET.CRYPTO_SEED networking
parameter, 5-13, A-4
SQLNET.ENCRYPTION_CLIENT networking
parameter, 5-14
SQLNET.ENCRYPTION_SERVER networking
parameter, 5-14
SQLNET.ENCRYPTION_TYPES_CLIENT
networking parameter, 5-15
SQLNET.ENCRYPTION_TYPES_SERVER
networking parameter, 5-16
SQLNET.EXPIRE_TIME networking
parameter, 5-16
SQLNET.IDENTIX_FINGERPRINT_DATABASE
networking parameter, A-4
SQLNET.IDENTIX_FINGERPRINT_DATABASE_
PASSWORD networking parameter, A-4
SQLNET.IDENTIX_FINGERPRINT_DATABASE_
USER networking parameter, A-4
SQLNET.IDENTIX_FINGERPRINT_METHOD
networking parameter, A-4
SQLNET.INBOUND_CONNECT_TIMEOUT
networking parameter, 5-7
SQLNET.KERBEROS5_CC_NAME networking
parameter, 5-18
SQLNET.KERBEROS5_CLOCKSKEW networking
parameter, 5-19
SQLNET.KERBEROS5_CONF networking
parameter, 5-19
SQLNET.KERBEROS5_KEYTAB networking
parameter, 5-19
SQLNET.KERBEROS5_REALMS networking
parameter, 5-20
sqlnet.ora file
configuration parameter reference, 5-2 to 5-41
parameters
BEQUEATH_DETACH, 5-2
DEFAULT_SDU_SIZE, 5-2
DISABLE_OOB, 5-3
LOG_DIRECTORY_CLIENT, 5-3
LOG_DIRECTORY_SERVER, 5-4
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LOG_FILE_CLIENT, 5-4
LOG_FILE_SERVER, 54
NAMES_DIRECTORY_PATH, 5-6
NAMES.CONNECT_TIMEOUT, 5-5
NAMESCTL.TRACE_UNIQUE, 5-7
NAMES.DCE_PREFIX, 5-5
NAMES.DEFAULT_DOMAIN, 5-5, A-4
NAMES.NISMETA_MAP, 5-7
RECV_BUF_SIZE, 5-7
SEND_BUF_SIZE, 5-8
SQLNET_ALLOWED_LOGON_
VERSIONE, 5-8
SQLNET.ALTERNATE_PORT, 5-21
SQLNET.AUTHENTICATION_GSSAPI_
SERVICE, 59
SQLNET.AUTHENTICATION_KERBEROS5_
SERVICE, 5-7
SQLNET.AUTHENTICATION_
SERVICES, 5-10
SQLNET.CLIENT_REGISTRATION, 5-10
SQLNET.CRYPTO_CHECKSUM_
CLIENT, 5-11
SQLNET.CRYPTO_CHECKSUM_
SERVER, 5-11
SQLNET.CRYPTO_CHECKSUM_TYPE_
CLIENT, 5-12
SQLNET.CRYPTO_CHECKSUM_TYPE_
SERVER, 5-13
SQLNET.CRYPTO_SEED, 5-13
SQLNET.ENCRYPTION_SERVER, 5-14
SQLNET.ENCRYPTION_TYPES_
CLIENT, 5-15
SQLNET.ENCRYPTION_TYPES_
SERVER, 5-16
SQLNET.ENCYRPTION_CLIENT, 5-14
SQLNET.EXPIRE_TIME, 5-16
SQLNET.IDENTIX_FINGERPRINT_
DATABASE_PASSWORD, A-4
SQLNET.INBOUND_CONNECT_
TIMEOUT, 5-7
SQLNET.KERBEROS5_CC_NAME, 5-18
SQLNET.KERBEROS5_CLOCKSKEW, 5-19
SQLNET.KERBEROS5_CONF, 5-19
SQLNET.KERBEROS5_KEYTAB, 5-19
SQLNET.KERBEROS5_REALMS, 5-20



SQLNET.RADIUS_ALTERNATE, 5-20

SQLNET.RADIUS_ALTERNATE_
RETRIES, 5-21

SQLNET.RADIUS_
AUTHENTICATION, 5-21

SQLNET.RADIUS_AUTHENTICATION_

INTERFACE, 5-22

SQLNET.RADIUS_AUTHENTICATION_

PORT, 5-22

SQLNET.RADIUS_AUTHENTICATION_

RETRIES, 5-23

SQLNET.RADIUS_AUTHENTICATION_

TIMEOUT, 5-23
SQLNET.RADIUS_CHALLENGE_

RESPONSE, 5-23
SQLNET.RADIUS_SECRET, 5-24
SQLNET.RADIUS_SEND_

ACCOUNTING, 5-24
SQLNET.RECV_TIMEOUT, 5-25
SQLNET.SEND_TIMEOUT, 5-26
SSL_CERT_FILE, 5-27
SSL_CERT_PATH, 5-27
SSL_CERT_REVOCATION, 5-26
SSL_CIPHER_SUITES, 5-28
SSL_SERVER_DN_MATCH, 5-29
SSL_VERSION, 5-30

SSL.CLIENT_AUTHENTICATION, 5-28

TCP.EXCLUDED_NODES, 5-30
TCP.INVITED_NODES, 5-31
TCP.NODELAY, 5-31
TCP.VALIDNODE_CHECKING, 5-31
TNSPING.TRACE_DIRECTORY, 5-32
TNSPING.TRACE_LEVEL, 5-32
TRACE_DIRECTORY_CLIENT, 5-33
TRACE_DIRECTORY_SERVER, 5-33
TRACE_FILE_CLIENT, 5-33
TRACE_FILE_SERVER, 5-34
TRACE_FILEN_CLIENT, 5-34
TRACE_FILENO_CLIENT, 5-35
TRACE_FILENO_SERVER, 5-35
TRACE_LEVEL_CLIENT, 5-36
TRACE_LEVEL_SERVER, 5-36
TRACE_TIMESTAMP_CLIENT, 5-37
TRACE_TIMESTAMP_SERVER, 5-37
TRACE_UNIQUE_CLIENT, 5-38

USE_DEDICATED_SERVER, 5-39
WALLET_LOCATION, 5-40, A-4
unsupported parameters
AUTOMATIC_IPC, A-4
NAMES.DEFAULT_ZONE, A-4
NAMES.NDS.NAME.CONTEXT, A-4
OSS.MY.WALLET, A-4
SQLNET.CRYPTO_SEED, A-4
SQLNET.IDENTIX_FINGERPRINT_
DATABASE, A-4
SQLNET.IDENTIX_FINGERPRINT_
DATABASE_PASSWORD, A-4
SQLNET.IDENTIX_FINGERPRINT_
DATABASE_USER, A-4
SQLNET.IDENTIX_FINGERPRINT_
METHOD, A-4
SQLNET.RADIUS_ALTERNATE networking
parameter, 5-20
SQLNET.RADIUS_ALTERNATE_RETRIES
networking parameter, 5-21
SQLNET.RADIUS_AUTHENTICATION
networking parameter, 5-21
SQLNET.RADIUS_AUTHENTICATION_
INTERFACE networking parameter, 5-22
SQLNET.RADIUS_AUTHENTICATION_PORT
networking parameter, 5-22
SQLNET.RADIUS_AUTHENTICATION_RETRIES
networking parameter, 5-23
SQLNET.RADIUS_AUTHENTICATION_TIMEOUT
networking parameter, 5-23
SQLNET.RADIUS_CHALLENGE_RESPONSE
networking parameter, 5-23
SQLNET.RADIUS_SECRET networking
parameter, 5-24
SQLNET.RADIUS_SEND_ACCOUNTING
networking parameter, 5-24
SQLNET.RECV_TIMEOUT networking
parameter, 5-25
SQLNET.SEND_TIMEOUT networking
parameter, 5-26
SRC networking parameter, 8-3
SRV networking parameter, 8-3
SSL_CERT_FILE networking parameter, 5-27
SSL_CERT_PATH networking parameter, 5-27
SSL_CERT_REVOCATION networking
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parameter, 5-26 SQLNET.EXPIRE_TIME parameter, 5-16

SSL_CIPHER_SUITES networking parameter, 5-28 time-stamping
SSL_SERVER_CERT_DN networking client trace files, 5-37
parameter, 6-21 database server trace files, 5-37
SSL_SERVER_DN_MATCH networking listener trace files, 7-19
parameter, 5-29 tnsnames.ora file
SSL_VERSION networking parameter, 5-30 configuration parameter reference, 6-5to 6-21
SSL.CLIENT_AUTHENTICATION networking migrating, B-9
parameter, 5-28 parameters
START command ADDRESS, 6-7
of Listener Control utility, 1-26 ADDRESS_LIST, 6-7
STARTUP command, 2-35,2-36 BACKUP, 6-15
STARTUP_WAITTIME_listener_name networking CONNECT_DATA, 6-14
parameter, 7-17 DELAY, 6-16
STATUS command DESCRIPTION, 6-6
of Listener Control utility, 1-28 DESCRIPTION_LIST, 6-6
STOP command FAILOVER, 6-8,6-9, B-6
of Listener Control utility, 1-29 FAILOVER_MODE, 6-15
SUSPEND GATEWAY command, 2-36 GLOBAL_NAME, 6-16
syntax HS, 6-17
rules for network configuration files, 3-1 INSTANCE_NAME, 6-18
LOAD_BALANCE, 6-9,B-6
T METHOD, 6-16
RDB_DATABASE, 6-18
TAF RECV_BUF_SIZE, 6-10
see Transparent Application Failover (TAF) RETRIES, 6-16
TCP.EXCLUDED_NODES networking SDU, 6-11
parameter, 5-30 SECURITY, 6-20
TCP.INVITED_NODES networking SEND_BUF_SIZE, 6-12
parameter, 5-31 SERVER, 6-19
TCP/IP protocol SERVICE_NAME, 6-19,B-4
HOST parameter, 4-3 SID, 6-20,B-5
parameters for addresses, 4-3 SOURCE_ROUTE, 6-13,B-6
PORT parameter, 4-3 SSL_SERVER_CERT_DN, 6-21
PROTOCOL parameter, 4-3 TYPE, 6-16
TCP/IP with SSL protocol TYPE_OF_SERVICE, 6-14
HOST parameter, 4-4 unsupported parameters
parameters for addresses, 4-4 COMMUNITY, A-4
PORT parameter, 4-4 upgrading, B-9
PROTOCOL parameter, 4-4 TNSPING.TRACE_DIRECTORY networking
TCP.NODELAY networking parameter, 5-31 parameter, 5-32
TCP.VALIDNODE_CHECKING networking TNSPING.TRACE_LEVEL networking
parameter, 5-31 parameter, 5-32
terminated connection detection TRACE command, 1-30
limitations, 5-17 trace files
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cycling
client, 5-35
database server, 5-35
listener, 7-18
time-stamping
client, 5-37
database server, 5-37
listener, 7-19
TRACE_DIRECTORY networking parameter, 8-11
TRACE_DIRECTORY_CLIENT networking
parameter, 5-33
TRACE_DIRECTORY _listener_name networking
parameter, 7-17
TRACE_DIRECTORY_SERVER networking
parameter, 5-33
TRACE_FILE_CLIENT networking
parameter, 5-33
TRACE_FILE_listener_name networking
parameter, 7-17
TRACE_FILE_SERVER networking
parameter, 5-34
TRACE_FILELEN networking parameter, 8-11
TRACE_FILELEN_CLIENT networking
parameter, 5-34
TRACE_FILEN_listener_name networking
parameter, 7-18
TRACE_FILENO networking parameter, 8-11
TRACE_FILENO_CLIENT networking
parameter, 5-35
TRACE_FILENO_listener_name networking
parameter, 7-18
TRACE_FILENO_SERVER networking
parameter, 5-35
TRACE_LEVEL networking parameter, 8-11, 8-12
TRACE_LEVEL_CLIENT networking
parameter, 5-36
TRACE_LEVEL_listener_name networking
parameter, 7-19
TRACE_LEVEL_SERVER networking
parameter, 5-36
TRACE_TIMESTAMP networking parameter, 8-12
TRACE_TIMESTAMP_CLIENT networking
parameter, 5-37
TRACE_TIMESTAMP _listener_name networking
parameter, 7-19

TRACE_TIMESTAMP_SERVER networking
parameter, 5-37
TRACE_UNIQUE_CLIENT networking
parameter, 5-38
tracing
cycling files
client, 5-35
database server, 5-35
listener, 7-18
time-stamping
client trace files, 5-37
database server trace files, 5-37
listener trace files, 7-19
Transparent Application Failover (TAF)
GLOBAL_DBNAME networking parameter in
listener.ora, B-10
parameters
TYPE networking parameter, 6-16
TYPE_OF_SERVICE networking parameter, 6-14

U

Use Options Compatible with Net8 8.0 Clients
option, B-6

Use Oracle8 Release 8.0 Compatible Identification
option, B-7

USE_DEDICATED_SERVER networking
parameter, 5-39

USE_PLUG_AND_PLAY _listener_name
parameter, A-5

V'

VERSION command
of Listener Control utility, 1-31

w

WALLET_LOCATION networking
parameter, 5-40,7-20, A-4
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