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YTo Takoe Identity Management?

“Identity management — amo nipouecc, ¢ NomMouwbto
Komopoao obecriequeaemcs rnosiHbIU YUK 3aliumal
rnosib308amersieu U opyaux ces3aHHbIX 06 beKkmos 8
cucmemMe 3a cyem ornepauyuu yrpaerneHus u
KOHMPOI1s Oris opaaHu3ayuu usiu epynrsl
opaaHu3ayuu.”
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Identity Management UHdpacTpyKTypa

KopnopaTtmnBHasa crnyxba katanoroB - Oracle Internet Directory
(OID)

- Katanor nonb3oBarenen, rpynn, NpunoXXeHun, ponen &
YCTaHOBJEHHbIX NPaBuUI

Cnyx0bl ynpasneHns 4OCTYrNom
- Single Sign-on (SSO)
- UeHTpannsoBaHHbIM penosnTtopun asTopmsauunm (B8 OID)

[Tnatdopma obecneveHuns IM - Directory Integration and
Provisioning (DIP)

- Peanusauus yctaHOBNEHHbLIX NpaBui U yTUNAUTLI
ynpasrieHna y4eTHbIMU 3anmcamm (accounts)

- WHTterpaymoHHas nnatgopma obecneyenua IM

e ObecneyeHune pacnpocTpaHeHusi cobbITUN, aBTOMaTMU3aLNS
nocnenoBaTeNbHOCTU CODbITUN

* KoHHekTopbl obecneyveHus IM

* [lnaTtdopma mMeTa-KkaTanoroB 1 KOHHEKTOPOB
— Cnyxb6a Directory Synchronization (DSS)
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Identity Management UHdpacTpyKTypa

Delegated Administration Services (DAS)

- YTunnutobl CaMOO6CJ'Iy>KI/IBaHI/IFI KOHEYHbIX NOoNb3oBaTeneun

— YTuUnntbl ynpaBneHns KoprnopaTuBHbIMU
NoNib3oBaTENAMU, rpynnamm 1 ponsimu

— AOMUHUCTPATMBHLIE YTUNUTLI OeNnermpoBaHuns
NOSTHOMOYMU ONA NPUIIOXKEHNN

Public Key Infrastructure (PKI) cnyx6bi

— Oracle Certificate Authority (OCA)

— Certificate / key apxuBbl

- WHTepakTnBHaga npoBepKa ctatyca ceptudmkaTos
Cny>xbbl MOHUTOPUHIra ayamTa v 3almThl

—  YTunntbl ynpaBreHns KopnopaTUBHbIMWU NpaBuiamu
ayamTa

— UeHTpannsoBaHHbIM apXxuB for-cpansos ayguta u
yTUNuTbl gna obecnevyeHns aygurta
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[lpobnema pactyLien
norib3oBaTeNbCKOU cpeabl

PacTyLlee 4yncrno KoprnopaTUBHbIX MPUITOXKEHU

— HoBble Web-npunoxeHuna n yHacnegoBaHHble cuctemol (Legacy
Systems)

- MHTeraLl,I/IFI 2[0]=1-1).¢ I'Ipl/lJ'IO)KGHI/IVI C YHacJiegoBaHHbIM CUCTEMaAMU

PacTylwaga nonynauna nonb3oBaTtereu

— BoamoxkHOCTb CaMOO6CJ'Iy)KI/IBaHI/IF| nonb3oBaTtenen ans AO0CTyNna K
KOopnopaTtnBHbIM MPUNOXeHUAM

BupTyanbHbIM 4OCTYN NONIb30BaTENEN

— ObecneyveHne goctyna ¢ nwboro yctponctea, oTkyaa-nmbo, n us noodown
cetu

[losiBrieHmne HOBbIX BU3Hec-Moaenemn
— 3aluuieHHoe paclumpeHne brusHecc-npoLeccoB B KOPNoOpaTUBHOW CETU

HoBble HopMaTUBHbIE TPeboBaHMS

- FapaHTMpOBaHme COormnacoBaHHOCTU C KOpnopaTtnBHbIMA U
npaBUTEIIbCTBEHHLIMIW MpaBUITaMN CEKPETHOCTHU
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[MoTpebuTenbckue npoodnembl

PacTywime agMMHUCTPaTUBHbIE NPOOEMbI

— KomnnekcHocTb 3agayvn obecnevyeHns 3allnLeHHOCTU nonb3oBaTenen
(06BACHUTD)

- OrpaHI/IL-IeHHaFI BO3MOXHOCTb Aenermposatb agMmMHUCTPaUunio

— PocT ueHbl ob6cnyxuBaHus ¢ NosiIBNEHNEM HOBbLIX NMONb3oBaTeNen,
NPUSTOXKEHUN N YCTPOWNCTB

(DyH,El,aMeHTaJ'IbeIe I'IpO6J'IeMbI aAMUHNUCTPNPOBaAHUA
— MHOro nonb3oBaTENbCKNX YYETHbLIX 3anucen, NpuBunernn n naposien

- pr,EI,HOCTI/I noJsiyvyeHnsda octyna K BBEAEHHbIM B SKCIrJjiyatauuio
cncrtemam

- HeapekBaTHas nepcoHanusauusa nHpopmaumnm

PocCT ya3BMMOCTHM 3aLLUTbl MHPOPMaLUK
- KOpI‘IOpaTI/IBHaﬂ 3allnTa ABJI1AE€TCA d)paFMeHTMpOBaHHOﬁ
— OrpaqueHHaﬂ BUOMMOCTb NOTEeHUUalribHbIX yFI3BVIMOCTeI7I

— HeB0O3MOXHOCTb OnNpeaensTe HENPOTMBOPEYMBLIE NpaBuna
perynupoBaHus 4ocTyna
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[MoTpedbuTenbckKkasa Bbiroga UCnosfb3oBaHUA
Oracle Identity Management

CoxpaHeHue geHer

- LleHTpann3oBaHHOEe ynpaBneHne y4eTHbIMU 3annCMU CHUKaeT
CTOMMOCTb aAMUHNUCTPUPOBAHMS

- YnpollieHne aBToMmatTm3aumm n yMmeHbLLEHNE OLLNOOK

YnyJuweHue 3alinUTbI

—  YMeHblleHne pparMeHTUPOBaHHOCTN 3aLLMUThbI
PacwupeHune yno6ctB Ang nonb3oBaTtens

— [lpocTtoun naponb 1 Single Sign-on

- [lepcoHanusauuga

- [IenervpoBaHHaa agMUHUCTPaUNS N camMoobcenyXmBaHme
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O6wasa apxutektypa 3awmnTbl Oracle

3rd Party
Applications

" Authorization,
Privacy, audit,

BHewHMne
CNyX06bl
3awunTbl

Access
Management
Directory
Services

Provisioning
Services

E-Business Collaboration OracleAS
Suite Suite Portal /Wireless

Responsibilities, S-MIME,
Roles .... Interpersonal
Rights ...

Roles,
Privilege
Groups ...

v

Oracle Application Server Oracle Database

JAAS,
WS Security
Java2 Permissions..

Enterprise users,

VPD, Encryption
Label Security

Oracle Identity Management

OracleAS | Delegated OracleAS | Directory

Administration] Single Integration &
Services Provisioning

Certificate
Authority

Oracle Internet Directory

> 3awuTa
NPUIIOXKEHNN
3awmTa
nnatdopmbl
Oracle
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KomnoHeHTbI Oracle ldentity
Management apxuTteKkTypbl

ORACLE



TpeboBaHusa K Oracle ldentity
Management ApxuTtekType

KopnopaTuBHada nHTerpaums

Bbicokada roTOBHOCTb

MacLtabnpyemocTb

CeKkblopuTn

MHuTerpaunsa c npoaykrosoun nuHuen Oracle
[loooep)kka ctTaHgapToB
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KomnoHeHTbI Oracle ldentity
Management ApXUTeKTypbl

Oracle Internet Directory
Directory Integration & Provisioning

Delegated Administration
Single Sign-On

Certificate Authority
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Oracle Internet Directory

MacwwtabupyemocTtb
—  MwunnuoHbl nonb3oBaTenen
—~ Tbicaum ogHOBpPEeMEHHO paboTaroLmx

KINUEHTOB

BbicOKasi FOTOBHOCTb LDAP
- Pennukauus KrnuneHTbl
- Hot backup/recovery, RAC, u 1.4.

YnpaBnsieMocCTb Oracle
- MoHuTOpUpOBaHUE MHOIMNX Internet
cepBepoB __J W Directory

3awmTa — Server
- CnoxHoe naponupoBaHue D'reth)ry
~  KoHTponb goctyna Admin
- Ayawnt Console Oracle

RDBMS

PacwmpsemocTtb (Plug-in framework)
- BwupTyanbHble aTTpUOyThI
- BHelwHsaa ayTeHTUdUKaLUA

- 3akasHble npaBuna ans
naponnpoBaHus
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Cnyxo6a DIP (Directory

Integration and Provisioning)

PL/SQL noBepx

Provisioning Oracle Net
Event

Provisioned

Applications

Portal
*iFS

*Legacy apps

Integration € ———————3 °IAS Wireless
/ Services :

LDAP vnu
Directory thann
—
Poll Synch.

Services

Oracle
Internet
Directory

BHellHMe
LDAP

«ADS
*iPlanet

‘u ap.
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OracleAS Single Sign-On

OracleAS Bo3moxHoe

1 OKpYXeHue
Hcnonw3oBanue single
S1gn-on JJIs BCEX L
Oracle web-based c -]
TIPUIIOKECHU M <>
< > Po
== PKI, pwd, OracleAS < >
Win2K Native Auth...
> Single Sign-on—__, i
SecurelD, Biokey, , Oblix)
C 1 \\\
MapTHepckoe SSO
b Bo3moxHoe

| OKpYXeHue

OID ORACLE



OracleAS Certificate Authority

tificate
Authority




Delegated Administration
ervices

~} Administration.Create User.Information - Microsoft Internet Explorer _ [Of =]
File  Edit i

ORACLE
—Internet D

My Profile Directory

Create User

Basic Information

Jurmber nurmkber

uired Field.

=€ Local intranet
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OKpyxeHue paboTaroLmx
npunoxexHun gna Oracle AS
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OkKkpyxeHue paboTaromx
npunoxeHuun ana Oracle AS

ORACLE

COLLABORATION
SUITE

*Mail
*Voicemail
«Calendar
*Files
*iMeeting
*etc.

ORACLE

="
=z
My

SERVER

ORACLE

APPLICATION

ORACLE

DATABASE

*HTTP server

*Supply chain mgmt
*Marketing & sales mgmt
*Service mgmt
*Financial mgmt

*Project mgmt

*HR mgmt

*Vertical applications ...

*Web services

*Portal
*Web cache
*Forms
*Reports
*etc.

*Oracle Database

*Oracle Label

Security
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OkKkpyxeHue paboTaromx
npunoxeHuun ana Oracle AS

ORACLE

COLLABORATION
SUITE

ORACLE
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APPLICATION
SERVER
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Directory

Directory
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3awmTa Oracle Application Server
c ldentity Management

Browser




Enterprise Grid Computing ¢
ldentity Management.

Buptyanusauma e 0 o 7 Bbicokoe
U nyn pecypcoB I E ; i KayecTBO
-~ obcnyxuBaHus

ABTOMaTu3auus
g OGcnyxuBaHus
NMonb3oBaTenen u

pecypcoB

O6cnyxuBaHue (& -
NPUNOXEeHUN Ha =
A=

pPa3nUnYHbIX
YPOBHSIX

e
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3awmTta Oracle Database ¢
ldentity Management

Nonb3oBaTenu n X NpMBUNErun...
-ueHTpanun3oBaHHo ynpasnsTca B OID

In
Di

Kommynuxauv{ﬂ noBepx LDAP/SSL

S -

Apps_User

Apps_User

EneHa Muxaun

KopnopatnBHag 3awmta nonb3oBarterneun
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Oracle E-Business ¢
ID Mgmt. g

; = .
Oracle E-Business ?

=== Oracle HR

Provisioning
User Synch

\ Integration
R —— OracleAS T
__ == Portal
" User N Partner /

Web

App. OracleAS
SSO

Suite Release 11i \ [ ]
/ Instances Account -

OID & DIP

Delegated
Admin.
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Ucnonb3oBaHue ldentity
Management ApXuUTekTypbl Ha
npuMmepe camMmon KOMMaHuUu
Oracle Corporation
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Oracle Global IT

[Tpobnema
— MHoxecTBO npunoxeHun c |ID/password

- 40,000 paboTHukos n 3.5MunnnoHa Oracle Technology Network
nonb3oBaTeneun

— MHOXecTBO nopTanoB Ans COTPYAHUKOB U HECOTPYAHUKOB

-~ MHOXecTBO 04HOBpPEMEHHO pa3pabaTbiBaeMbIX MPUMOKEHWUI C
pa3HbIMW OTYETHLIMW Nepuoagamm

PelwleHne
- Wcnonb3oBaHue Identity Management ApxuTtekTypbl
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[[oe HanTtm 6onblue nHpopmauun

Oracle WWW-cepBep

— http://oracle.com/security/
Oracle Technology Network

Oracle University

_ -> Enterprise ldentity
Management
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