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Wcnonb3oBaHue nHTerpauum - TpeboBaHus

[nsa ycnelwHon paboTtbl Bl 4OMmMKHbI ObITh
3HAKOMbI C yripaBfieHMEM NHCTAHCA
nHppactpyktypbl OAS 10G n umeTtb
npegnHctTannupoBaHHbi OAS10G-
cepBep Ha ogHOW U3 nogaepXxmBaemMbliX
annapaTtHbIx nnatgpopm n OS.
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SSL-npoTokon.

SSL-npoTokon — nHaycTpuarbHbIn CTaHOapT Ans
3aLUMLLEHHBIX CETEBbLIX KOHHEKLINM

SSL 3alwmuiaeT gaHHble B TeYEHUE UX Nepeaaymn Ha
OCHOBE UX KPUNTOBAHUSA U anropuTMOB 3aLLUThI

TexHornormna SSL basnpyeTtca Ha MexaHuU3mMax
KPpMNTOBaHUA C OTKPbITbIMU Kntodamu PKI.

OAS10G ucnonb3yet SSL ans 3awmTbl nepenaym
OAaHHbIX MeXay Nosrib3oBaTensiMm N cCEpPBEPOM
NPUIOXEHUN, a TakKe ANnsa nepegayvn gaHHbIX Mexay
KOMMOHEHTaMW cepBepa NPUNOXKEHUN.
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YcTaHOBKa NMepeMeHHbLIX OKPYXEeHUA.

%cd /home/oracle/infra

%export ORACLE_SID=infra

%export ORACLE HOME=/home/oracle/infra
%export PATH=$PATH:3ORACLE_HOME/bin
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KoHdurypuposaHue Oracle Process Management
n Notification cnyx6b1 (OPMN) ans
ncnonb3oBaHusa ¢ SSL.
%cd $ORACLE_HOME/opmn/conf

%cp opmn.xml opmn.xml.bak

NameHnte B opmn.xml ang ias-component id="HTTP”;
<...data id="start-mode” value="ssl-disabled” />

Ha
<...data id="start-mode” value="ssl-enabled” />

[Mepes3arpy3nte OPMN:
%$ORACLE_HOME/opmn/bin/opmnctl reload
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KoHdurypupoBanue ssl.conf - channa.

%cd $ORACLE_HOME/Apache/Apache/conf
%cp ssl.conf ssl.conf.bak

OTpepakTtnpynTte ssl.conf — goann:

BHyTpu koHTenHepa </VirtualHost> gobaBbTe B KOHLE:
RewriteEngine on

RewriteOptions inherit
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Onpeaenute SSL-nopTt ona HTTP-cepBepa 4yepes
/home/oracle/infral/install/portlist.ini nnun
Application Server Control.

=~ L =]
[uracleEEDEhEDPi oraclels cd infra a
[oracleBEDEDEDP1 infral% cat install-sportlist.ini

Oracle HTTP Server Jzerv port = 8007

;0raclefAS Components reserve the following ports at install time.
s;Az a post—installation step. yvou can reconfigure a component to wuse a
port.

s;Thoze changesz will not be wvisible in this file.

[Suztem]
ost Hame = edededpl.us.oracle.com

[Ports]

Oracle HTTP Server port = 7777

Oracle HTTP Server Listen port = 77797

Oracle HTTP Server SEL port = 44473

Oracle HTTP Server Listen <55L>» port = 4443
Oracle HTTP Server Diagnostic port = 72008
Application Server Control RMI port = 1858
Oracle Motification Server Hegqueszt port = 6B@A3
Oracle Motification Server Local port = 6188
Oracle Motification Server Hemote port = 6200
ava Object Cache port = 7810

Log Loader port = 448000

DCH Java Object Cache port = 7181

Oracle Management Agent port = 1838
Application Server Control port = 1818

Oracle HTTP Server Lizten port = 7977

Oracle HTTP Server Listen <55L> port = 4443
Oracle Internet Directory port = 36060A

Oracle Internet Directory C{S5L> port = 3131
Oracle Het Listener = 1521

Oracle Certificate Authority S553L Server Authentication port
Oracle Certificate Authority S58L Mutwal Authentication port
[oracleREDEDEDPL infrals

44608
4481
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NMepekoHdurypupymnte SSO SSL nopr.

%cd $ORACLE_HOME/sso/bin

% ./ssocfg.sh https
<hostname.domain><OracleHTTPServerSSLport>:

[Mpnmep:
% ./ssocfg.sh https scias.ru.oracle.com 4443
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NMepekoHdurypupymnte SSO-cepBep ans
Ucnonb30BaHuA ¢ SSL.:

%cd $ORACLE_HOME/sso/conf
%cp sso_apache.conf sso_apache.conf.bak

[OobaBbTe crneaytowme nMHNK B KOHUE SSO_apache.conf:
<[fDefine SSL>

<location “/sso/auth”>

SSLRequireSSL>

</location>

<location “/sso/ChgPwdServlet™>

SSLRequireSSL (cMm. ganbuie)
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NMepekoHdurypupymnte SSO-cepBep ans
Ucnonb30BaHuA ¢ SSL.:
</location>
</lIfDefine>
<IfModule mod_ossl.c>
Oc4jExtractSSL on
<location “/sso”>
SSLOptions +ExportCertData +StdEnvVars
</location>
</lfModule>
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Nepepernctpupymnte Bawm SSO-npunoxeHus:

%$ORACLE_HOME/jdk/bin/java —jar
$ORACLE_HOME/ssollib/ossoreg.jar —oracle_home_path

$ORACLE_HOME -site_name SSO —config_mod_osso TRUE
-mod_osso_url
-update_mode CREATE —u root

Takxke nepepeructpupynte Bawe Oracle Certification Authority
(OCA):

%$ORACLE_HOME/jdk/bin/java —jar
$ORACLE_HOME/ssollib/ossoreg.jar —oracle_home_path

$ORACLE_HOME -site_name OCA —config_mod_osso TRUE
-mod_0sso_url -u root

-virtualhost —config_file
$ORACLE_HOME/Apache/Apache/conf/osso/oca/osso.conf
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https://hostname.domain.com:4443/
https://hostname.domain.com:4400/

Pectaptupynte Baw Oracle HTTP cepBep:

%$ORACLE_HOME/opmn/bin/opmnctl restartproc
type=ohs
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NMepekoHdurypupymnrte orion-web.xml chawnn:

%cd $ORACLE_HOME/j2ee/OC4J_SECURITY/application-
deployments/sso/web

%cp orion-web.xml orion-web.xml.bak

B KkoHTenHepe </orion-web-app> B orion-web.xml B KoHUe
pobaBbTe:

<jazn-web-app runas-mode=“true” />
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NMNepekoHdurypupymurte policy.properties chaun:

%cd $ORACLE_HOME/sso/conf
%cp policy.properties policy.properties.bak

B ¢panne policy.properties 3ameHuTre:

1. DefaultAuthLevel = MediumSecurity
Ha

DefaultAuthLevel = MediumHighSecurity

2. MediumSecurity _AuthPlugin =
oracle.security.sso.server.auth.SSOServerAuth

Ha

MediumHighSecurity _AuthPlugin =
oracle.security.sso.server.auth.SSOX509CertAuth
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Pectaptupynte OC4J _SECURITY npouecc:

%ORACLE_HOME/opmn/bin/opmnctl restartproc
process-type=0C4J SECURITY

[Mocne pecTtapTa npoBepbTe, YTO NMpouecc
OC4J SECURITY paboTaerT:

%$ORACLE_HOME/opmn/bin/opmnctl status
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Pa3melleHue nonb3oBaTenbCKOro ceprtudukara
B Oracle Internet Directory:

Ecnu Bbl ucnonbayete Oracle Certification Authority
nonb3oBaTenbCKkun ceptudmkar pasmewaercd B Oracle
Internet Directory aBTOMaTuUy4ecku.

Ecnun Bl ncnonbayete apyroe CA Bbl AOMKHbI pa3aMecTUTb
ceptudumkat B OID nonb3yachb:

Export NLS_LANG=AMERICAN_AMERICA.UTF8

%$ORACLE_HOME/bin/ldapmodify —h Idaphost —p
OraclelnternetDirectoryport —D “directory_administrator” —w
password —f file_name.ldif

NMpumep:

%ORACLE_HOME/bin/ldapmodify —h scias.ru.oracle.com —p 3060
-D “cn=orcladmin” —-w qsR53_34!@ -f
$ORACLE_HOME/file_name.ldif
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NMpumep ceptucpmukarta B 64-ontHOU hopme B
danne popmara Idif:

dn: cn=jsmith,cn=users,dc=realm1,dc=oracle,dc=com
changetype: modify
replace: usercertificate

usercertificate::MIIC3TCCAKYCAgP3MAOGCSqGSIb3DQEBBAUAMIGSM
QswCQ

YDVQQGEwJVUzETMBEGA1UECBMKQ2FsaWZvcmSpYTEXMBUGA1UE
BxMOUmMVkd29vZCBTaG9yZXMxGzAZBgNV

BAoTEk9YyYWNsZSBDb3Jwb3JhdGIlvbjEFMBOGA1UECXMWV2VilFNpbm
dsZSBTaWduLU9uLCBTVDEeMBwWGA1

UEAXMVQ2VydGimaWNhYoEHmMF4gomtcdmxSKh/zAgMBAAEwDQYJKo
ZIhveNAQEEBQADgYEAKwXoCLDRgmK1

YILQtljLnCalJKUZmS1Qj+bhu/IHeZLGHg4TJg302XVA5u/VxwjLeGBqLX
y2z703RujNKx2CVx6p/0Hkjn

w4w6KVau2hcBgCIm4kzUGhHJ9b65v/zx7dIUKyJr4dRF+IJhJg4/0YXxLrY
HpSNAkHP4htT0gqCXil=
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